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Top Stories

Nearly 100,000 people lost power throughout the South Bay area of California and the
former Exxon Mobil Refinery in Torrance, California, experienced a flare-up October 11,
forcing the facility to be evacuated and prompting a shelter-in-place order for all area
residents for around 2 hours. — KABC 7 Los Angeles (See item 1)

Volkswagen Group issued 3 separate recalls October 7 for around 334,000 of its model
years 2007 — 2016 Volkswagen and Audi brand vehicles in select makes due to potential
fuel leaks. — Reuters (See item 2)

More than 5 million gallons of sewage flowed into the Ortega River in Florida October 8
after a wastewater lift station in southwest Jacksonville went offline during Hurricane
Matthew. — WTLV 12 Jacksonville (See item 21)

Mylan N.V. agreed October 7 to pay $465 million to resolve allegations that it overcharged
Medicaid programs by improperly classifying its EpiPen allergy treatment as a generic
drug instead of a branded drug. — Wall Street Journal (See item 23)
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Enerqy Sector

1. October 11, KABC 7 Los Angeles — (California) Nearly 100K lose power in South
Bay; flare-ups seen at Torrance Refinery. Nearly 100,000 people lost power
throughout the South Bay area of California and the former Exxon Mobil Refinery in
Torrance, California, experienced a flare-up October 11, forcing the facility to be
evacuated and shut down, prompting a shelter-in-place order for all area residents for
around 2 hours, and prompting officials to close the Torrance Unified School District
until October 12. Southern California Edison officials are investigating the cause of the
outage.

Source: http://abc7.com/news/flare-ups-at-torrance-refinery-amid-power-outage-
reports/1549648/

For another story, see item 30

Chemical Industry Sector

See items 25 and 30

Nuclear Reactors, Materials, and Waste Sector

Nothing to report

Critical Manufacturing Sector

2. October 7, Reuters — (International) Volkswagen, Audi recall 334,000 vehicles in
North America due to fuel leaks. Volkswagen Group issued 3 separate recalls
October 7 for around 334,000 of its model years 2007 — 2016 Volkswagen and Audi
brand vehicles in select makes due to potential fuel leaks, which could increase the risk
of a vehicle fire. Volkswagen stated no fires have been reported.

Source: http://www.reuters.com/article/us-volkswagen-usa-idUSKCN1271RL

3. October 7, SecurityWeek — (International) Over 500,000 10T devices vulnerable to
Mirai botnet. Flashpoint security researchers discovered over 500,000 Internet of
Things (l1oT) devices were plagued with vulnerabilities that make the devices an easy
target for Mirai or similar botnets that were responsible for massive distributed denial-
of-service (DDoS) attacks against KrebsonSecurity.com and Website hosting provider,
OVH due to flawed software and firmware provided by China-based XiongMai
Technologies, which includes a telnet service that is active by default and allows easy
remote access to the devices. Security researchers revealed that video surveillance
products from Dahua Technology accounted for 65 percent of compromised devices in
the U.S.

Source: http://www.securityweek.com/over-500000-iot-devices-vulnerable-mirai-
botnet
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Defense Industrial Base Sector

Nothing to report

Financial Services Sector

Nothing to report

Transportation Systems Sector

4.

October 11, KNPN 26 St. Joseph — (Missouri) Highway 36 reopens after rollover.
Eastbound lanes of U.S. Highway 36 near St. Joseph, Missouri, were closed for 4 hours
October 10 while crews worked to clear the wreckage after a semi-truck overturned. No
injuries were reported.

Source: http://www.newspressnow.com/news/local_news/highway-reopens-after-
rollover/article_71b66857-af12-5ddb-b1b0-1807f3d8614c.html

October 11, KRGV 5 Weslaco — (Texas) Fatal accident closes expressway near San
Benito. Two lanes of southbound Highway 84 in San Benito, Texas, were closed for

several hours October 10 while crews worked to clear the wreckage from a 2-vehicle

crash that killed 1 person.

Source: http://www.krgv.com/story/33357232/major-accident-closes-expressway

October 10, MauiNow.com — (Hawaii) Haleakala Hwy crash claims life of two Maui
women. Haleakala Highway in Makawao, Hawaii, was closed for more than 7 hours

October 8 following a four-vehicle crash that killed two people and injured five others.
Source: http://mauinow.com/2016/10/08/traffic-advisory-haleakala-hwy-road-closure/

October 9, Mount Pleasant Patch; Racine Journal Times — (Wisconsin) Man dies in
early-morning accident on Highway 32. Highway 32 in Racine County, Wisconsin,
was closed for several hours October 9 after a man was fatally struck by a northbound
vehicle while crossing the road.

Source: http://patch.com/wisconsin/mountpleasant/man-dies-early-morning-accident-

highway-32

October 9, New England Cable News — (Vermont) Police: 5 high school students
killed in car crash on 1-89 in Williston, Vermont. Interstate 89 in Williston,
Vermont, was closed for nearly 9 hours October 8 — October 9 after a vehicle traveling
northbound in the southbound lane struck another vehicle, killing five people. The
wrong-way driver reportedly stole a police cruiser following the first accident and
crashed into seven more vehicles.

Source: http://www.necn.com/news/new-england/Police-5-People-Dead-After-Car-
Crash-on-1-89-in-Williston-Vermont-396446321.html

October 9, GephardtDaily.com — (Utah) 2 critically injured in multi-vehicle crash on
1-15 southbound near Woods Cross. A six-vehicle crash prompted the closure of the
southbound lanes of Interstate 15 near Wood Cross, Utah, for about 2 hours October 9
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10.

11.

12.

while crews worked to clear the wreckage.
Source: http://gephardtdaily.com/local/multi-car-crash-snarls-traffic-on-i-15-
southbound-in-woods-cross/

October 8, KSNV 3 Las Vegas — (Nevada) Man killed, two women injured in 2-car
rollover on 1-215 near Pecos; victim identified. A two-vehicle rollover crash forced
the closure of Interstate 215 near Henderson, Nevada, for several hours October 8 while
officials investigated the scene. One person was killed and two others were transported
to an area hospital with injuries.

Source: http://news3lv.com/news/local/man-killed-two-women-injured-in-2-car-
rollover-on-i-215-near-pecos-closures-likely

October 8, WWSB 40 Sarasota — (Florida) All lanes on 1-75 reopen near Ellenton.
Two southbound lanes of Interstate 75 near Ellenton, Florida, were closed for more
than 5 hours October 8 after a hole was discovered on the road.

Source: http://www.mysuncoast.com/news/local/two-lanes-on-i--closed-in-manatee-
county/article f830c894-8d90-11e6-b5ae-7f9545f47886.html

October 8, WHIO 7 Dayton — (Ohio) Dump truck crash spills manure on N I-75 in
Dayton. Two lanes of Interstate 75 in Dayton, Ohio, were closed for more than 3 hours
October 8 after two dump trucks collided, spilling manure and fuel onto the roadway.
No injuries were reported and the cause of the accident remains under investigation.
Source: http://www.whio.com/news/dump-truck-crash-spills-manure-
dayton/OFbXjZbIxgSUkoCpHpj Y10/

Food and Agriculture Sector

13.

14.

October 11, U.S. Department of Agriculture — (California; Utah) Kraft Heinz recalls
ready-to-eat Lunchables Ham and American Cracker Stackers product due to
misbranding and undeclared allergens. Kraft Heinz Company issued a recall October
9 for approximately 959 pounds of its ready-to-eat “Lunchables Ham and American
Cracker Stackers” products sold in 3.4-ounce packages due to misbranding and
undeclared wheat and soy after the company recieved a consumer complaint. No
adverse reactions have been reported and the products were shipped to retail locations
in California and Utah.

Source: http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-
alerts/recall-case-archive/archive/2016/recall-093-2016-release

October 10, U.S. Department of Agriculture — (Washington) FSIS issues public health
alert for chicken product due to possible Salmonella contamination. The U.S.
Department of Agriculture’s Food Safety and Inspection Service (FSIS) issued a public
health alert October 9 due to potential Salmonella contamination in Costco Wholesale
Corporation’s “Costco Rotisserie Chicken Salad” products after the U.S. Centers for
Disease Control and Prevention notified FSIS of a potential link between the rotisserie
chicken salad products and four Salmonella case patients. The affected products were
sold at the Costco store in Lynwood, Washington.

Source: http://www.fsis.usda.gov/wps/portal/fsis/newsroom/news-releases-statements-
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transcripts/news-release-archives-by-year/archive/2016/pha-100916/

October 9, U.S. Department of Agriculture — (National) Silver Springs Farms, Inc.
recalls beef products due to possible E. coli O157:H7 adulteration. Silver Springs
Farms, Inc. expanded a previous recall October 7 to include an additional 7,230 pounds
of its ground beef and burger products, as well as an undetermined amount of its
sandwich steak products due to potential E. coli O157:H7 adulteration discovered
during a routine verification sampling. No illnesses or adverse reactions have been
reported and the products were shipped to a distributor in Virginia and institutional
food establishments in three other States.

Source: http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-
alerts/recall-case-archive/archive/2016/recall-091-2016-release-exp

October 8, Easton Express-Times — (Pennsylvania) Explosion at Forks Twp.
manufacturer leads to long night. The Ecopax LLC facility in Forks Township,
Pennsylvania, was shut down until further notice October 7 following an explosion and
fire that reportedly began due to a static spark inside a silo used to store plastic waste
from food containers. Firefighters worked for about 7 hours from October 7 — October
8 to extinguish the fire.

Source:

http://www.lehighvalleylive.com/easton/index.ssf/2016/10/explosion_at_forks twp ma
nufac.html

October 8, U.S. Food and Drug Administration — (Colorado; Kansas) Osage Gardens
Inc. recalls Osage Gardens Organic 20z Micro Greens because of possible health
risk. Osage Gardens Inc. issued a recall October 7 for its Osage Gardens Organic
Micro Greens products sold in 2-ounce packages due to potential Salmonella
contamination after Federal inspectors discovered Salmonella in the finished products
during routine sampling. No illnesses have been reported and the products were
distributed to Whole Foods Market Inc. stores in Colorado and Kansas.

Source: http://www.fda.gov/Safety/Recalls/ucm524638.htm

October 7, U.S. Food and Drug Administration — (International) Le Petit Belge, LLC
issues allergy alert on undeclared milk in Belgian Boys Mini Pancakes. Le Petit
Belge, LLC issued a voluntary recall October 7 for 480 cases of its Belgian Boys Mini
Pancakes products due to misbranding and undeclared milk after it was discovered that
product was distributed in packaging that failed to declare the presence of milk. The
products were sold to distributors in four States and Canada for further distribution to
retail establishments.

Source: http://www.fda.gov/Safety/Recalls/ucm524623.htm

October 7, U.S. Food and Drug Administration — (National) Nestle USA initiates
voluntary recall of Nestle Drumstick Club 16 count Variety and 24 count Vanilla
Pack due to possible health risk. Nestle USA, Inc. issued a voluntary recall October 7
for its Nestle Drumstick Club 16 count Variety Pack and 24 count Vanilla Pack
products due to the potential presence of Listeria monocytogenes after contact surfaces
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in an area where the products are produced tested positive for Listeria. No illnesses
have been reported and the products were distributed nationwide.
Source: http://www.fda.gov/Safety/Recalls/ucm524634.htm

Water and Wastewater Systems Sector

20.

21.

October 11, Lakeland Ledger — (Florida) 8,000 gallons of sewage spill after ditch
collapses in Polk. Officials from Lakeland Water Utilities reported October 10 that
approximately 8,000 gallons of untreated sewage spilled into a drainage ditch east of
Lakeland, Florida, October 9 after a dirt embankment surrounding a pressurized
pipeline collapsed. Crews contained the spill and Polk County environmental officials
were testing the area to determine the degree of contamination.

Source: http://www.newschief.com/news/20161010/8000-gallons-of-sewage-spill-
after-ditch-collapses-in-polk

October 8, WTLV 12 Jacksonville — (Florida) 5 million gallons of sewage dump into
Ortega River during Hurricane Matthew. More than 5 million gallons of sewage
flowed into the Ortega River in Florida October 8 after a wastewater lift station in
southwest Jacksonville went offline during Hurricane Matthew. The Jacksonville
Environmental Agency is working with the Florida Department of Environmental
Protection to monitor the river.

Source: http://www.firstcoastnews.com/news/local/hurricane-preparedness/5-million-
gallons-of-sewage-dump-into-ortega-river-during-hurricane-matthew/331054660

Healthcare and Public Health Sector

22,

23.

October 7, U.S. Department of Justice — (Florida) Owner of Florida home health
agency convicted in multimillion-dollar health care fraud scheme. The owner of
Tampa, Florida-based Gold Care Home Health Services Inc. was convicted October 6
for her role in a $2.5 million health care fraud and money laundering scheme where
Gold Care submitted millions of dollars’ worth of fraudulent Medicare claims for home
health services that had not been provided and were not prescribed by a medical doctor.
The charges state that the owner used a straw owner to carry out and conceal the
scheme, and laundered about $2 million of the fraudulent earnings though shell
companies in Hialeah, Florida.

Source: https://www.justice.gov/opa/pr/owner-florida-home-health-agency-convicted-
multimillion-dollar-health-care-fraud-scheme

October 7, Wall Street Journal — (National) Mylan to pay $465 million to settle
Medicaid claims. Mylan N.V. agreed October 7 to pay $465 million to resolve
allegations that it overcharged Medicaid programs by improperly classifying its EpiPen
allergy treatment as a generic drug instead of a branded drug, which allowed the
company to pay a smaller rebate on EpiPen sales to Medicaid. As part of the settlement,
Mylan announced plans to launch a $300 generic version of the emergency allergy
treatment.

Source: http://www.wsj.com/articles/mylan-to-pay-465-million-in-epipen-settlement-
1475874312
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Government Facilities Sector

24,

25.

October 10, Arizona Republic — (Arizona) Freak storm inundates Safford, forces 2-
week school closures. The superintendent of the Safford Unified School District in
Safford, Arizona, closed all of the district’s schools until October 24 following severe
rain and hail storms in the area October 8 that caused major flood damage to several
schools.

Source: http://www.azcentral.com/story/news/local/arizona/2016/10/10/freak-storm-
inundates-safford-forces-2-week-school-closures/91871984/

October 10, KSTU 13 Salt Lake City — (Utah) 11 students hospitalized after
suspected chemical exposure at Spanish Fork school. The Mountainland Applied
Technology College in Spanish Fork, Utah, was evacuated and closed for several hours
October 10 after cleaning chemicals were reportedly mixed with ammonia in a campus
cosmetology lab, sending 11 students to an area hospital. The cause of the chemical
reaction remains under investigation.

Source: http://fox13now.com/2016/10/10/11-students-hospitalized-after-suspected-
chemical-exposure-at-spanish-fork-school/

For another story, see item 1

Emergency Services Sector

26.

October 10, Winston-Salem Journal — (North Carolina) Rising floodwaters forces
evacuation of nearly 800 inmates from Goldsboro prison. Officials from the North
Carolina Department of Public Safety’s Division of Adult Correction and Juvenile
Justice evacuated 797 inmates from the Neuse Correctional Institution in Goldsboro to
other State prisons due to rising floodwaters from Hurricane Matthew.

Source: http://www.journalnow.com/news/state_region/rising-floodwaters-forces-
evacuation-of-nearly-inmates-from-goldsboro-prison/article 2251802e-8f34-11e6-
ba3e-83ec7dc63acc.html

Information Technology Sector

217.

October 11, SecurityWeek — (International) Malware abuses Windows
Troubleshooting Platform for distribution. Proofpoint security researchers
discovered a malicious backdoor, dubbed “LatentBot” was abusing the Microsoft
Windows Troubleshooting Platform (WTP) feature to trick users into executing the
malicious payload, which was being distributed via email attachments with a lure
document that once opened, launches a digitally signed DIAGCAB file containing
PowerShell commands that download and install the backdoor trojan. Proofpoint
reported the malware allows an attacker to preform surveillance, steal information, and
gain remote access operations.

Source: http://www.securityweek.com/malware-abuses-windows-troubleshooting-
platform-distribution
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28. October 9, Softpedia — (International) Alleged Lizard Squad and PoodleCorp
members arrested. Authorities in the U.S. and the Netherlands arrested two
individuals who allegedly operated the shenron.lizardsquad.org, lizardsquad.org,
stresser.poodlecorp.org, and poodlecorp.org Websites, which offered distributed denial-
of-service (DDoS) services for hire as part of the Lizard Squad and PoodleCorp
hacking crews. Officials stated the investigation into the hacking groups began when
authorities were investigating the phonebomber.net service, a Website with ties to other
sites operated by the hacking groups that allowed anyone to purchase on-demand
harassment phone calls.

Source: http://news.softpedia.com/news/alleged-lizard-squad-and-poodlecorp-
members-arrested-509103.shtml

29. October 9, Softpedia — (International) New JavaScript malware shuts down your PC
if you terminate its process. Kahu Security researchers discovered a new malware
variant was hijacking victims’” browsers’ homepages and shutting down the user’s
computer if the user detects the malware and attempts to terminate its process in order
to hide a series of operations that alter the underlying operating system (OS) settings on
a victim’s device. Researchers found the malware is delivered via spam email as a
malicious file attachment coded in JavaScript and is executed via the Microsoft
Windows Script Host.

Source: http://news.softpedia.com/news/new-javascript-malware-shuts-down-your-pc-
if-you-terminate-its-process-509097.shtml

30. October 7, SecurityWeek — (International) GE machine monitoring system plagued
by serious flaw. The Industrial Control Systems Cyber Emergency Response Team
(ICS-CERT) warned a serious vulnerability plaguing the serial and universal serial bus
(USB) versions of General Electric’s Bently Nevada 3500/22M machine monitoring
system could be exploited by remote attackers to gain unauthorized access to the
system with elevated privileges due to the existence of several open ports on the
affected device. The devices are used in the energy and chemical sectors, and the
company advised users to segment networks, leverage system hardening techniques,
and implement bump-in-the-wire solutions to secure the devices.

Source: http://www.securityweek.com/ge-machine-monitoring-system-plagued-serious-
flaw

For another story, see item 3

Internet Alert Dashboard

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or
visit their Web site: http://www.us-cert.gov

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and
Analysis Center) Web site: http://www.it-isac.org
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Communications Sector

Nothing to report

Commercial Facilities Sector
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36.

October 11, WHTM 27 Harrisburg — (Pennsylvania) Snyder County fire destroys
Davy Jones landmark. The Beaver Lutheran Church in Beavertown, Pennsylvania,
was considered a total loss October 11 following a fire. No injuries were reported and
the cause of the fire remains under investigation.

Source: http://abc27.com/2016/10/11/snyder-county-fire-destroys-davy-jones-
landmark/

October 10, Orange County Register — (California) 70 evacuated, 15 rescued off
balconies after fire at Orange retirement home. About 70 residents were displaced
October 9 following a 5-alarm fire at the Palmyra, Richlyn & Fern Gardens Senior
Apartment Homes in Orange, California, which prompted the response of around 100
firefighters. Three people were taken to an area hospital and the cause of the fire
remains under investigation.

Source: http://www.ocregister.com/articles/senior-731608-fire-firefighters.html

October 10, Cape Cod Times — (Massachusetts) Canal View Apartments fire caused
more than $1M in damage. An October 10 fire at the Canal View Apartments in
Bourne, Massachusetts, caused more than $1 million in damage and displaced 16
people. No injuries were reported and the cause of the fire remains under investigation.
Source: http://www.capecodtimes.com/news/20161010/update-canal-view-apartments-
fire-caused-more-than-1m-in-damage

October 9, WFMZ 69 Allentown — (Pennsylvania) No injuries reported in fire at
Parkland View Apartments. An October 9 fire at the Parkland View Apartments in
Upper Macungie Township, Pennsylvania, displaced 23 people and caused significant
damage to the building. No injuries were reported and the cause of the fire remains
under investigation.

Source: http://www.wfmz.com/news/news-regional-lehighvalley/crews-respond-to-
apartment-fire-in-lehigh-county/42031628

October 9, WTQOV 9 Steubenville — (Ohio) Massive fire decimates Martins Ferry
businesses. Authorities are investigating the cause of a fire that destroyed six
businesses in Martins Ferry, Ohio, October 9. No injuries were reported.

Source: http://wtov9.com/news/local/fire-destroys-six-businesses-in-martins-ferry

October 8, San Francisco Chronicle — (California) 3-alarm fire in Concord displaces
25 residents. A 3-alarm fire displaced 25 people and caused an estimated $900,000 in
damage to an apartment building in Concord, California, October 7. Four people were
injured and the cause of the fire remains under investigation.

Source: http://www.sfgate.com/bayarea/article/Three-alarm-fire-in-Concord-displaces-
25-residents-9956890.php
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37. October 7, Associated Press — (Pennsylvania) Police say couple who served as
church officers stole $174k. Authorities reported October 7 that a couple serving as
officers at the Holy Trinity Lutheran Church in Kingston, Pennsylvania, allegedly
embezzled more than $174,000 from the church since 2010. The charges allege that the
duo used an unauthorized debit card to make purchases and withdraw cash from the
church bank account, among other illicit actions.

Source: http://www.timesunion.com/news/crime/article/Police-say-couple-who-served-
as-church-officers-9917351.php

Dams Sector

38. October 10, Lewiston Sun Journal — (Maine) Pleasant Lake Dam replacement to
begin. Officials announced October 10 that the replacement of Pleasant Lake Dam in
Casco, Maine, is expected to begin October 13 after leakage and structural deterioration
at the spillway dam were reported by the Maine Emergency Management Agency in
2014. The project is slated to be completed by November 2016.

Source: http://www.sunjournal.com/news/news/0001/11/30/pleasant-lake-dam-
replacement-beqin/1992803
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infrastructure issues. The DHS Daily Open Source Infrastructure Report is archived for 10 days on
the Department of Homeland Security Web site: http://www.dhs.gov/IPDailyReport
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Daily Report Team at (703) 942-8590

Subscribe to the Distribution List: Visit the DHS Daily Open Source Infrastructure Report and follow
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Removal from Distribution List: Send mail to support@govdelivery.com.

Contact DHS

To report physical infrastructure incidents or to request information, please contact the National Infrastructure
Coordinating Center at nicc@hqg.dhs.gov or (202) 282-9201.

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or visit
their Web page at www.us-cert.gov.

Department of Homeland Security Disclaimer

The DHS Daily Open Source Infrastructure Report is a non-commercial publication intended to educate and inform
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restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source
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