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Top Stories

e Crews worked October 12 to restore power to roughly 35,000 Georgia Power customers in
Georgia who remained without power after Hurricane Matthew knocked out power to more
than 440,000 customers. — Atlanta Journal-Constitution (See item 2)

o Crews worked October 11 to restore power to more than 290,000 South Carolina residents
who remained without power following Hurricane Matthew. — Columbia State (See item 3)

e A Las Vegas resident and member of a drug trafficking organization operating in 5 States
pleaded guilty October 11 after she laundered nearly $500,000 in drug proceeds for the
organization since 2010. — U.S. Attorney’s Office, District of Idaho (See item 6)

e The U.S. Federal Communications Commission announced October 11 that Comcast
Corporation will pay $2.3 million to resolve a Federal investigation into allegations that the
company wrongfully billed thousands of cable TV customers for unauthorized services and
equipment. — Reuters (See item 29)

Fast Jump Menu

PRODUCTION INDUSTRIES SERVICE INDUSTRIES
« Energy « Financial Services

« Chemical « Transportation Systems
« Nuclear Reactors, Materials, and Waste « Information Technology
« Critical Manufacturing « Communications

« Defense Industrial Base « Commercial Facilities

« Dams FEDERAL and STATE
SUSTENANCE and HEALTH « Government Facilities

« Food and Agriculture « Emergency Services

« Water and Wastewater Systems

« Healthcare and Public Health




Energy Sector

1. October 12, Associated Press — (North Carolina) North Carolina governor says more
floods on way. The governor of North Carolina announced October 12 that 143,000
customers across the State remained without power in the aftermath of Hurricane
Matthew. The governor reported that the storm killed at least 19 people.

Source: http://helenair.com/news/national/the-latest-north-carolina-governor-says-
more-floods-on-way/article_96187c38-5f3a-57f7-b189-29560853767f.html

2. October 12, Atlanta Journal-Constitution — (Georgia) Thousands still without power
after Hurricane Matthew. Crews worked October 12 to restore power to roughly
35,000 Georgia Power customers in Georgia who remained without power after
Hurricane Matthew knocked out power to more than 440,000 customers. Georgia
Power stated it expects to restore power to 90 percent of its customers by October 12.
Source: http://www.ajc.com/weather/40k-still-without-power-after-hurricane-
matthew/tsjY DXA8TXLKINXGXWKLPI/

3. October 11, Columbia State — (South Carolina) S.C. utilities battle hurricane’s after
effects; 290,000 still without power Tuesday. Crews worked October 11 to restore
electricity to more than 290,000 South Carolina residents who remained without power
following Hurricane Matthew. The utilities expect to have power restored to most
customers by October 16.

Source: http://www.thestate.com/news/business/article107608232.html

For another story, see item 4

Chemical Industry Sector

4. October 11, U.S. Environmental Protection Agency — (New York) New York
companies fined for Clean Air Act violations. The U.S. Environmental Protection
Agency (EPA) announced October 11 a $154,000 fine against Finger Lakes LPG
Storage LLC based in Savona, New York, and a $40,000 fine against Twin Lakes
Chemical Inc. in Lockport, New York, for alleged Clean Air Act violations and
violations of rules governing chemical safety and risk management after the EPA found
the companies failed to meet hazard identification and equipment safety requirements.
The EPA stated Finger Lakes LPG Storage failed to maintain updated and accurate
piping instrument diagrams, and Twin Lakes Chemical failed to properly support,
secure, and label phosgene equipment and pipes, among other violations.

Source: https://www.epa.gov/newsreleases/new-york-companies-fined-clean-air-act-
violations

Nuclear Reactors, Materials, and Waste Sector

Nothing to report
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Critical Manufacturing Sector

5. October 11, SecurityWeek — (International) Serious flaws expose AVTECH devices to
10T botnets. Security researchers from Search-Lab discovered that AVTECH’s video
surveillance products were plagued with over a dozen vulnerabilities that could allow
attackers to take control of the camera and recorder devices and could be exploited by
Internet of Things (10T) botnets to capture the affected devices after finding that the
devices lack protection against cross-site request forgery (CSRF) attacks, use Hypertext
Transfer Protocol Secure (HTTPS) without certificate verification, and store admin
passwords in plain text, among other flaws.

Source: http://www.securityweek.com/serious-flaws-expose-avtech-devices-iot-botnets

Defense Industrial Base Sector

Nothing to report

Financial Services Sector

6. October 11, U.S. Attorney’s Office, District of Idaho — (National) Member of north
Idaho drug trafficking organization pleads guilty to money laundering. A Las
Vegas resident and member of a drug trafficking organization operating in 5 States
pleaded guilty October 11 after she laundered nearly $500,000 in drug proceeds for the
organization since 2010 by depositing the organization’s earnings into her personal
bank accounts and business accounts belonging to a Las Vegas-based hair salon that
she and her mother owned. The charges state the woman used a portion of the profits to
pay expenses related to the organization.

Source: https://www.justice.gov/usao-id/pr/member-north-idaho-drug-trafficking-

organization

Transportation Systems Sector

7. October 12, WPVI 6 Philadelphia — (Delaware) Route 1 reopens in New Castle Co.
after truck with live chickens crashes. The southbound lanes of Route 1 in Smyrna,
Delaware, were closed for about 6 hours October 12 following an accident involving 2
semi-trucks that caused 1 of the trucks to overturn and spill its load of live chickens
across the roadway.

Source: http://6abc.com/traffic/truck-crash-closes-rt-1-sh-in-new-castle-co;-chickens-
spilled-on-road/1551212/

8. October 12, Gainesville Sun — (Florida) U.S. 301 near Waldo reopens after fuel spill,
fatal crash. U.S. 301 near Waldo, Florida, was closed between State Road 24 and State
Road 26 in Orange Heights for several hours October 12 while crews worked to clear
jet fuel that spilled on the roadway after a tanker truck overturned. The spill prompted
officials to evacuate nearby homes as a precaution.

Source: http://www.gainesville.com/news/20161012/us-301-near-waldo-reopens-after-
fuel-spill-fatal-crash
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10.

11.

12.

13.

14.

15.

October 11, Newport News Daily Press — (Virginia) Police: One man dies after Isle of
Wight crash Monday. Route 58 in Isle of Wight County, Virginia, was closed in both
directions for more than 3 hours October 10 following a 2-vehicle crash that killed 1
person and injured another.

Source: http://www.dailypress.com/news/isle-of-wight-county/dp-nws-police-one-man-
dies-in-isle-of-wight-crash-monday-20161011-story.html

October 11, Salt Lake Tribune — (Utah) 1-80 crash leaves man wedged under semi
trailer, seriously injured. Eastbound Interstate 80 in Tooele County, Utah, was
restricted to 1 lane for several hours October 10 — October 11 while crews worked to
clear the wreckage following a 2-vehicle crash involving a semi-truck and another
vehicle. One driver was transported to an area hospital with injuries and the cause of
the crash remains under investigation.

Source: http://www.sltrib.com/news/4455114-155/i-80-crash-leaves-man-wedged-
under

October 11, Denton Record-Chronicle — (Texas) 1-35E wreck sends 3 to hospital. A
3-vehicle crash closed northbound lanes of Interstate 35 East in Corinth, Texas, for
several hours October 11 while HAZMAT crews worked to clean up hydraulic fluid
that spilled during the crash. Three people were transported to an area hospital with
injuries.

Source: http://www.dentonrc.com/local-news/20161011-accident-has-35e-northbound-
lanes-closed-at-post-oak-drive.ece

October 11, KSCB 1270 AM Liberal — (Kansas) Wrong way crash kills two. A 2-
vehicle crash on Highway 54 west of Liberal, Kansas, killed 2 people, sent 1 person to
an area hospital, and forced the closure of the roadway for several hours October 11.
Source: https://www.kscbnews.net/wrong-way-crash-kills-two/

October 11, WHSV 3 Harrisonburg — (Virginia) Drivers identified in fatal accident
which closed Rt. 11 near Mint Spring. A section of Route 11 near Mint Spring in
Augusta County, Virginia, was closed for several hours October 11 while crews
worked to clear the wreckage following a head-on collision that killed 1 person and
injured another. Officials are investigating the cause of the crash.

Source: http://www.whsv.com/content/news/Both-lanes-of-US-11-closed-due-to-
vehicle-accident-396643701.html

October 11, WLWT 5 Cincinnati — (Kentucky) 4 injured in crash on NB I-71 in
Boone County. Northbound lanes of Interstate 71 in Boone County, Kentucky, were
closed for nearly 2 hours October 11 while crews worked to clear the wreckage
following a 5-vehicle accident that left 4 people injured.

Source: http://www.wlwt.com/article/crash-involving-3-tractor-trailers-closes-nb-i-71-
in-boone-county/5281196

October 11, WHIZ 18 Zanesville — (Ohio) One dead in early morning accident.
Eastbound lanes of Interstate 70 near Gratiot, Ohio, were closed for more than 3 hours
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16.

October 11 while crews worked to clear the scene of 2-vehicle crash that killed 1
person and injured another.
Source: https://www.whiznews.com/2016/10/one-dead-in-early-morning-accident/

October 9, CNN — (New York) Long Island train derailment: 33 injured, services
suspended. The National Transportation Safety Board is investigating October 9 the
derailment of an eastbound Long Island Rail Road commuter train that derailed east of
New Hyde Park station in New York after the train collided with part of another work
train October 8, injuring 33 people.

Source: http://www.cnn.com/2016/10/09/us/long-island-train-derailment/

Food and Agriculture Sector

17.

18.

19.

October 12, U.S. Food and Drug Administration — (National) Publix recalls Publix
Premium Chocolate Chip Cookie Dough Ice Cream due to possible Listeria
monocytogenes contamination from Aspen Hills, Inc. cookie dough pieces. Publix
Super Markets, Inc. issued a voluntary recall October 10 for its Publix Premium
Chocolate Chip Cookie Dough Ice Cream products due to potential Listeria
monocytogenes contamination after the company’s cookie dough supplier, Aspen Hills,
Inc., notified Publix that the cookie dough pieces may be contaminated with Listeria.
No illnesses have been reported and the products were sold at Publix stores in six
States.

Source: http://www.fda.gov/Safety/Recalls/ucm524880.htm

October 12, U.S. Food and Drug Administration — (National) Nutrisystem retail
division voluntarily recalls one product containing chocolate cookie dough pieces
purchased from third party supplier due to a possible health risk. Nutrisystem, Inc.
issued a voluntary recall October 11 for 455 cases of its Nutricrush Chocolate Chip
Cookie Dough bar products manufactured by Noble Foods, Inc., after a third-party
supplier of the chocolate chip cookie dough ingredient notified Nutrisystem that the
ingredient may be contaminated with Listeria monocytogenes. No illnesses have been
reported and the products were distributed to ShopRite and Hannaford Brothers
Company stores in 12 States and via the Internet.

Source: http://www.fda.gov/Safety/Recalls/ucm524887.htm

October 11, U.S. Food and Drug Administration — (National) Chocolate Shoppe Ice
Cream Company recalls select products containing chocolate chip cookie dough
pieces purchased from outside supplier Aspen Hills due to possible health risk.
Chocolate Shoppe Ice Cream Company, Inc. issued a recall October 11 for 4,183 of its
ice cream products sold in 3-gallon cartons and 5,296 of its ice cream products sold in
pints due to potential Listeria monocytogenes contamination in the chocolate chip
cookie dough ingredient supplied by Aspen Hills, Inc. No illnesses have been reported
and the products were distributed to ice cream shops, online retailers, and limited
grocery stores in 25 States.

Source: http://www.fda.gov/Safety/Recalls/ucm524837.htm
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20. October 11, U.S. Food and Drug Administration — (National) Blue Bunny Hoppin’
Hollidoodle ice cream voluntary recall. Wells Enterprises, Inc. issued a voluntary
recall October 10 for 2 lots of its Blue Bunny Hoppin’ Holidoodle ice cream products
after the company’s snickerdoodle cookie dough pieces supplier, Aspen Hills, Inc.,
notified the firm that the ingredients have the potential to be contaminated with Listeria
monocytogenes. No illnesses have been reported and the products were sold at retail
establishments in six States. Source:
http://www.fda.gov/Safety/Recalls/ucm524815.htm

21. October 11, U.S. Food and Drug Administration — (National) Outside supplier Aspen
Hills expands cookie dough recall; Blue Bell recalls all products made with Aspen
Hills cookie dough due to potential health risk. Blue Bell Creameries issued a
voluntary recall October 10 for all of its products that were made with a cookie dough
ingredient provided by a third-party supplier, Aspen Hills, Inc., due to potential Listeria
monocytogenes contamination. No illnesses have been reported and the products were
distributed in 16 States.

Source: http://www.fda.gov/Safety/Recalls/ucm524749.htm

22. October 11, U.S. Food and Drug Administration — (International) Roland Foods,
LLC, initiates a voluntary recall of Roland Preserved Lemons due to undeclared
sulfites in product. Roland Foods, LLC issued a voluntary recall October 11 for 2 lots
of its Roland Preserved Lemons and Roland Preserved Lemons — Beldi products due to
the presence of undeclared sulfites after the New York State Department of Agriculture
and Markets notified the company that the product was distributed in packaging that
did not declare the presence of sulfites. No illnesses have been reported and the
products were distributed to food distributors, food service customers, and grocery
store chains nationwide and in Canada.

Source: http://www.fda.gov/Safety/Recalls/ucm524829.htm

Water and Wastewater Systems Sector

Nothing to report

Healthcare and Public Health Sector

Nothing to report

Government Facilities Sector

23. October 12, WKOW 27 Madison — (Wisconsin) Richland School District bus catches
fire, students evacuated. About 15 students were evacuated from a Richland School
District bus in Richland Center, Wisconsin, October 11 when the bus caught fire. No
injuries were reported and the cause of the fire remains under investigation.

Source: http://www.wgow.com/story/33371259/2016/10/12/richland-school-district-
bus-catches-fire-students-evacuated

24. October 11, NJ.com — (New Jersey) Princeton High School evacuated after bomb
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threat. Princeton High School in Princeton, New Jersey, was evacuated for over 2
hours October 11 after the school received a bomb threat. Authorities deemed the area
safe after no bomb was found.

Source:

http://www.nj.com/mercer/index.ssf/2016/10/princeton_high_school evacuated after
bomb threat.html

For another story, see item 30

Emergency Services Sector

Nothing to report

Information Technology Sector

25.

26.

27,

28.

October 12, Softpedia — (International) Microsoft patches four zero-days used in live
attacks. Microsoft released a security bulletin addressing 4 zero-day vulnerabilities in
several of its products, including an information disclosure bug in Internet Explorer,
remote code execution (RCE) flaws in Edge’s scripting engine and Windows graphics
device interface (GDI), and a memory corruption vulnerability in Office, among other
vulnerabilities. Microsoft reported all four zero-days have been exploited in the wild.
Source: http://news.softpedia.com/news/microsoft-patches-four-zero-days-used-in-live-
attacks-509222.shtml

October 12, SecurityWeek — (International) SAP patches multiple implementation
flaws. SAP released security patches resolving 48 vulnerabilities affecting its products,
including a denial-of-service (DoS) flaw in SAP ASE that could be exploited to
terminate a process in a vulnerable component, a Structured Query Language (SQL)
injection issue in SAP ST-PI component that allows an attacker to read and alter
sensitive database information, and a cross-site scripting (XSS) flaw in SAP Messaging
System Service that enables a malicious actor to inject script into a page to access all
session tokens, cookies, and other critical information, among other vulnerabilities.
Source: http://www.securityweek.com/sap-patches-multiple-implementation-flaws

October 11, SecurityWeek — (International) Adobe patches critical flaws in Flash
Player, PDF apps. Adobe released patches resolving 71 critical vulnerabilities
affecting its Acrobat, Reader, Flash Player, and Creative Cloud desktop application
products , including a security bypass vulnerability, an unquoted search path
vulnerability that could lead to local privilege escalation in Creative Cloud for
Microsoft Windows, and several memory flaws that could allow arbitrary code
execution, among other vulnerabilities.

Source: http://www.securityweek.com/adobe-patches-critical-flaws-flash-player-pdf-

apps

October 11, SecurityWeek — (International) DXXD ransomware encrypts files on
unmapped network shares. Security researchers from BleepingComputer reported a
new ransomware family, dubbed DXXD was spotted targeting and encrypting files on
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both mapped and unmapped network shares, and was abusing Remote Desktop
Services and brute-forcing passwords on infected devices for distribution. DXXD
changes a Microsoft Windows Registry setting in order to display a notice when a
victim logs in to their infected device, ensuring that the user sees the ransom note.
Source: http://www.securityweek.com/dxxd-ransomware-encrypts-files-unmapped-
network-shares

Internet Alert Dashboard

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or
visit their Web site: http://www.us-cert.gov

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and
Analysis Center) Web site: http://www.it-isac.org

Communications Sector

29.

October 11, Reuters — (National) Comcast will pay $2.3 million to settle U.S. billing
probe. The U.S. Federal Communications Commission announced October 11 that
Comcast Corporation will pay $2.3 million to resolve a Federal investigation into
allegations that the company wrongfully billed thousands of cable TV customers for
unauthorized services and equipment, including premium channels, set-top boxes, and
digital video recorders. As part of the consent decree, Comcast must implement a 5-
year compliance plan, offer a detailed program for responding to consumer complaints,
send customers a separate order confirmation of new services, and implement
additional employee training for workers placing excessive unauthorized charges on
customer bills, among other requirements.

Source: http://www.reuters.com/article/us-fcc-comcast-idUSKCN12B1VO

Commercial Facilities Sector

30.

31.

October 12, NJ.com — (New Jersey) Firefighter, several police officers injured
battling church complex fire. Around 30 people were evacuated and temporarily
displaced from St. Michael’s Villa in Englewood Cliffs, New Jersey, October 12
following a fire that also forced the evacuation of a nearby satellite campus of St.
Peter’s University. A firefighter and several police officers sustained minor injuries and
the cause of the fire remains under investigation.

Source:
http://www.nj.com/bergen/index.ssf/2016/10/st_peters_college_campus_evacuated bec
ause_of _fire.html

October 10, Asbury Park Press — (New Jersey) Jackson senior complex fire
evacuates 100. Around 100 residents were evacuated from the Bella Terra assisted
living complex in Jackson, New Jersey, and transported to Jackson Liberty High
School for temporary shelter following a fire at the facility October 9. No injuries were
reported and cause of the fire remains under investigation.

Source: http://www.app.com/story/news/local/jackson-
lakewood/jackson/2016/10/09/more-than-100-people-evacuated-jackson-
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fire/91820496/

For another story, see item 6

Dams Sector

Nothing to report
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