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Top Stories

Honda Motor Co., Ltd. issued a recall October 13 for 350,000 of its model year 2016
Honda Civic vehicles due to an issue affecting the electric parking brake where the brake
may not work if it is applied immediately after turning the ignition off. - WWJ 62 Detroit;
Associated Press (See item 2)

The former vice president of Cay Clubs Resorts and Marinas was charged October 13 for
his role in a more than $28 million scheme where he and a co-conspirator allegedly
fraudulently sold the company’s units to insiders in order to falsely inflate the units’ prices
from 2004 — 2008. — U.S. Attorney’s Office, Southern District of Florida (See item 4)

Two former employees at Urbana Security National Bank in Urbana, Ohio, were indicted
the week of October 10 after the duo allegedly embezzled $391,000 from the bank since
2009. — Springfield News-Sun (See item 5)

North Carolina officials reported October 12 that flooding from Hurricane Matthew killed
as many as 5 million poultry birds in the State. — Reuters (See item 15)
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Enerqy Sector

See item 22

Chemical Industry Sector

1. October 13, U.S. Department of Labor — (Louisiana) OSHA fines Louisiana chemical
manufacturer more than $92K after inspection finds 9 serious violations at
Westlake facility. The Occupational Safety and Health Administration cited PPG
Industries for 9 serious and 2 other violations October 11 after an employee complaint
prompted an April 2016 investigation at the company’s Westlake, Louisiana facility
which revealed that the company exposed workers to corrosive materials and a leaking
30,000-gallon hot water tank, failed to inspect safety relief valves, and failed to
implement a hazard assessment for confined space entry, among other violations.
Proposed penalties total $92,642.

Source:
https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS RELEA
SES&p_id=33297

Nuclear Reactors, Materials, and Waste Sector

Nothing to report

Critical Manufacturing Sector

2. October 13, WWJ 62 Detroit; Associated Press — (National) Honda recalls 350,000
Civic coupes, sedans for brake issue. Honda Motor Co., Ltd. issued a recall October
13 for around 350,000 of its model year 2016 Honda Civic coupes and sedans sold in
the U.S. due to an issue affecting the electric parking brake where the brake may not
work if it is applied immediately after turning the ignition off, thereby increasing the
risk of injury.
Source: http://detroit.cbslocal.com/2016/10/13/honda-recalls-350000-civic-coupes-
sedans-for-brake-issues/

3. October 13, TheCarConnection.com — (National) 2016 Kia Optima recalled to fix
fractured driveshafts. Kia Motor Corporation issued a recall October 13 for 12,214 of
its model year 2016 Kia Optima sedans equipped with 2.4-liter engines sold in the U.S.
due to a faulty right front axle driveshaft that may develop a crack, which can lead to a
separation of the shaft, thereby causing a loud noise and a loss of motive power and
increasing the risk of a crash.
Source: http://www.thecarconnection.com/news/1106663 2016-kia-optima-recalled-to-
fix-fractured-driveshafts

Defense Industrial Base Sector

Nothing to report
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Financial Services Sector

4. October 13, U.S. Attorney’s Office, Southern District of Florida — (National) Former
Cay Clubs chief financial officer charged with bank fraud and tax offenses. The
former vice president and chief financial officer of Cay Clubs Resorts and Marinas was
charged October 13 for his role in a more than $28 million scheme where he and a co-
conspirator allegedly fraudulently sold the company’s units to insiders, using money
from the company’s bank accounts to finance the cash to close for purchases while
obtaining mortgage funding from lending institutions in order to falsely show demand
for and inflate the prices of Cay Clubs units from 2004 — 2008. The charges also allege
that in 2010 and 2011, the former vice president filed fake individual tax returns for tax
years 2004 — 2006, significantly underreporting his income and hiding his receipt of
millions of dollars in company earnings.

Source: https://www.justice.gov/usao-sdfl/pr/former-cay-clubs-chief-financial-officer-
charged-bank-fraud-and-tax-offenses

5. October 13, Springfield News-Sun — (Ohio) Urbana police allege bank employees
stole $391,000. Two former employees at Urbana Security National Bank in Urbana,
Ohio, were indicted the week of October 10 after the duo allegedly embezzled
$391,000 from the bank since 2009.

Source: http://www.springfieldnewssun.com/news/news/crime-law/urbana-police-
allege-bank-employees-stole-391000/nsqPw/

Transportation Systems Sector

6. October 14, Tulsa World — (Oklahoma) Two teens killed after car flees trooper, rolls
over on U.S. 169 in Tulsa. Northbound lanes of U.S. Route 169 in Tulsa, Oklahoma,
were closed for more than 5 hours October 14 after a vehicle fleeing from police
overturned, killing 2 people and injuring 3 others.

Source: http://www.tulsaworld.com/news/local/northbound-u-s-closed-at-th-street-for-
hours-after/article 868cf12e-91f3-11e6-a239-b3ce463beb0b.html

7. October 14, ABC News — (International) United Airlines systemwide computer glitch
leads to delayed flights, paper tickets, long lines. United Airlines resolved October
14 an issue with its weight reporting system that caused system wide flight delays for
several hours October 13. The airline’s Website and mobile app were also temporarily
down.
Source: http://abcnews.go.com/US/united-airlines-systemwide-computer-glitch-leads-
delayed-flights/story?id=42798277

8. October 13, KGO 7 San Francisco — (California) 3 injured in big rig accident on SB
Hwy 101 in San Jose. Multiple lanes of southbound Highway 101 in San Jose,
California, were closed for more than 5 hours October 13 following a crash involving a
semi-truck and another vehicle. Three people were injured.

Source: http://abc7news.com/traffic/2-injured-in-big-rig-accident-on-sb-hwy-101-in-
san-jose/1553120/
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10.

11.

12.

October 13, KRNV 4 Reno; KRXI 11 Reno — (Nevada) Golden Valley Road reopened
after crews respond to overturned gravel truck. An overturned gravel truck
prompted the closure of Golden Valley Road in Washoe County, Nevada, for more than
3 hours October 13. No injuries were reported and the cause of the crash remains under
investigation.

Source: http://mynews4.com/news/local/golden-valley-road-closed-as-crews-respond-
to-overturned-gravel-truck

October 13, KABC 7 Los Angeles — (California) 1 person killed, 1 arrested after
wrong-way crash in Montclair. Westbound lanes of the 10 Freeway in Montclair,
California, were shut down for several hours October 13 after vehicle traveling in the
wrong direction struck oncoming traffic. One person was Killed and another sustained
minor injuries.

Source: http://abc7.com/news/fatal-wrong-way-crash-prompts-closure-of-all-wb-lanes-
on-10-freeway-in-montclair/1553206/

October 13, Portsmouth Herald — (Maine) Truck overturns on car in 10-vehicle
York crash. Route 1 in York, Maine, was closed for several hours October 13
following a 10-vehicle crash where a dump truck overturned and struck a motorcycle
and other vehicles waiting at a traffic light. Four people were transported to an area
hospital with injuries.

Source: http://www.seacoastonline.com/news/20161013/truck-overturns-on-car-in-10-
vehicle-york-crash

October 13, KATU 2 Portland — (Oregon) Flight to Denver makes emergency
landing at PDX shortly after takeoff. United Airlines Flight 789 en route to Denver
International Airport from Portland International Airport in Oregon was forced to turn
around and make an emergency landing in Portland October 13 due to reported
electrical problems after crew members detected an electrical smell. No injuries were
reported.

Source: http://katu.com/news/local/flight-to-denver-makes-emergency-landing-at-pdx-
shortly-after-takeoff

Food and Agriculture Sector

13.

14.

October 13, U.S. Food and Drug Administration — (National) Brownwood Farms
issues allergy alert and recall of products based on possible health risk associated
with undeclared soy or Yellow #5 food coloring. Brownwood Farms issued a recall
October 7 for roughly 15,000 units of its sauce and condiment products due to
mislabeling and undeclared soy or Yellow number 5 food coloring after an employee
found that the packaging failed to declare the presence of the allergens. No illnesses
have been reported and the products were shipped to distributors and retailers
nationwide and sold via the company’s Website.

Source: http://www.fda.gov/Safety/Recalls/ucm525164.htm

October 13, U.S. Environmental Protection Agency — (lowa) EPA reaches settlement
with Agri Star Meat & Poultry, LLC, of Postville, lowa, for industrial stormwater


http://mynews4.com/news/local/golden-valley-road-closed-as-crews-respond-to-overturned-gravel-truck
http://mynews4.com/news/local/golden-valley-road-closed-as-crews-respond-to-overturned-gravel-truck
http://abc7.com/news/fatal-wrong-way-crash-prompts-closure-of-all-wb-lanes-on-10-freeway-in-montclair/1553206/
http://abc7.com/news/fatal-wrong-way-crash-prompts-closure-of-all-wb-lanes-on-10-freeway-in-montclair/1553206/
http://www.seacoastonline.com/news/20161013/truck-overturns-on-car-in-10-vehicle-york-crash
http://www.seacoastonline.com/news/20161013/truck-overturns-on-car-in-10-vehicle-york-crash
http://katu.com/news/local/flight-to-denver-makes-emergency-landing-at-pdx-shortly-after-takeoff
http://katu.com/news/local/flight-to-denver-makes-emergency-landing-at-pdx-shortly-after-takeoff
http://www.fda.gov/Safety/Recalls/ucm525164.htm

15.

violations. The U.S. Environmental Protection Agency (EPA) announced October 13
that it reached a $43,000 administrative settlement with Agri Star Meat & Poultry,
LLC, of Postville, lowa, to resolve industrial storm water violations under the Clean
Water Act after a March 2015 investigation found that the company failed to comply
with its industrial storm water permit by neglecting to develop and update a sufficient
storm water pollution prevention plan, failing to execute best management practices to
decrease the amount of storm water pollutants, and neglecting to conduct inspections at
its Postville facility, among other violations.

Source: https://www.epa.gov/newsreleases/epa-reaches-settlement-agri-star-meat-
poultry-llc-postville-iowa-industrial-stormwater

October 12, Reuters — (North Carolina) Millions of North Carolina chickens die in
Hurricane Matthew floods: state. The North Carolina Department of Environmental
Quality reported October 12 that flooding from Hurricane Matthew killed as many as 5
million poultry birds in the State.

Source: http://www.reuters.com/article/us-storm-matthew-poultry-idUSKCN12C2J6

Water and Wastewater Systems Sector

See item 14

Healthcare and Public Health Sector

Nothing to report

Government Facilities Sector

16.

17.

18.

October 14, Asheville Citizen-Times — (North Carolina) Haywood school evacuated
after threats. Students at Canton Middle School in Canton, North Carolina, were
evacuated and dismissed October 13 after the school received a bomb threat. Officials
placed five neighboring schools on a soft lockdown as a precaution.

Source: http://www.citizen-times.com/story/news/local/2016/10/13/multiple-haywood-
schools-lockdown/91999234/

October 13, WTTG 5 Washington, D.C. — (Virginia) Tuscarora High School
evacuated due to bomb threat; all-clear later given. Students at Tuscarora High
School in Leesburg, Virginia, were evacuated and transported to Heritage High School
for the remainder of the day October 13 after the school received a bomb threat.
Authorities deemed the area safe after no explosives were found.

Source: http://www.fox5dc.com/news/211379028-story

October 13, Chattanooga Times Free Press — (Georgia; Alabama) Fox Mountain
wildfire in Dade County, Ga., spreading into Alabama. Crews reached 40 percent
containment October 13 of the 1,700-acre Fox Mountain Fire burning in Dade County,
Georgia, and Alabama.

Source: http://www.timesfreepress.com/news/local/story/2016/oct/13/fox-mountain-
wildfire-dade-county-ga-spreads-alabama/391871/



https://www.epa.gov/newsreleases/epa-reaches-settlement-agri-star-meat-poultry-llc-postville-iowa-industrial-stormwater
https://www.epa.gov/newsreleases/epa-reaches-settlement-agri-star-meat-poultry-llc-postville-iowa-industrial-stormwater
http://www.reuters.com/article/us-storm-matthew-poultry-idUSKCN12C2J6
http://www.citizen-times.com/story/news/local/2016/10/13/multiple-haywood-schools-lockdown/91999234/
http://www.citizen-times.com/story/news/local/2016/10/13/multiple-haywood-schools-lockdown/91999234/
http://www.fox5dc.com/news/211379028-story
http://www.timesfreepress.com/news/local/story/2016/oct/13/fox-mountain-wildfire-dade-county-ga-spreads-alabama/391871/
http://www.timesfreepress.com/news/local/story/2016/oct/13/fox-mountain-wildfire-dade-county-ga-spreads-alabama/391871/

19. October 12, KFSN 30 Fresno — (California) Crews battle wildfire near Pine Flat
Lake. Crews worked October 12 to contain a roughly 1,500-acre wildfire burning in
the Sierra National Forest in Fresno County, California, which remains at 5 percent
containment. Officials stated no structures are currently threatened by the fire.
Source: http://abc30.com/news/crews-battle-wildfire-near-pine-flat-lake/1552048/

Emergency Services Sector

20. October 13, KBAK 29 Bakersfield; KBFX 58 Bakersfield — (California) 2 inmates
missing from Taft Correctional Institution. Authorities are searching October 13 for
2 inmates who were reported missing from the Taft Correctional Institution’s minimum
security satellite camp in Taft, California.
Source: http://bakersfieldnow.com/news/local/2-inmates-missing-from-taft-
correctional-institution

Information Technoloqy Sector

21. October 13, SecurityWeek — (International) Critical vulnerability patched in Cisco
conferencing product. Cisco reported that its Cisco Meeting Server (CMS) prior to
version 2.0.6 and Acano Server prior to versions 1.8.18 and 1.9.6 were plagued with a
critical vulnerability affecting the Extensible Messaging and Presence Protocol
(XMPP) service that could allow an unauthenticated attacker to access the system as
another user if the XMPP is enabled on the affected devices, as the XMPP service
incorrectly processes deprecated authentication schemes. The flaw was discovered
during a routine security audit of a Cisco customer and there is no evidence the flaw
has been exploited in the wild.

Source: http://www.securityweek.com/critical-vulnerability-patched-cisco-
conferencing-product

Internet Alert Dashboard

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or
visit their Web site: http://www.us-cert.gov

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and
Analysis Center) Web site: http://www.it-isac.org

Communications Sector

See item 21

Commercial Facilities Sector

22. October 13, KMSP 9 Minneapolis — (Minnesota) Major gas leak on Nicollet Ave in
Bloomington, homes evacuated. An apartment complex and 2 blocks of homes
Bloomington, Minnesota, were evacuated for over 2 hours October 13 after a valve
malfunction caused a major gas leak. CenterPoint Energy crews were monitoring gas
levels in the air.
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Source: http://www.fox9.com/news/211372104-story

23. October 13, Reuters — (Florida) All clear after likely hoax threat evacuates Florida’s
Legoland. The theme park at Legoland Florida Resort in Winter Haven, Florida, was
evacuated and closed until October 14 following a bomb threat October 13. Guests
staying at the resort’s hotel were allowed to return after more than 4 hours when
authorities deemed the area safe.

Source: http://www.reuters.com/article/us-legoland-threat-idUSKCN12D2GQ

Dams Sector

Nothing to report
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About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday
through Friday] summary of open-source published information concerning significant critical
infrastructure issues. The DHS Daily Open Source Infrastructure Report is archived for 10 days on
the Department of Homeland Security Web site: http://www.dhs.gov/IPDailyReport
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Content and Suggestions: Send mail to cikr.productfeedback@hg.dhs.gov or contact the DHS
Daily Report Team at (703) 942-8590

Subscribe to the Distribution List: Visit the DHS Daily Open Source Infrastructure Report and follow
instructions to Get e-mail updates when this information changes.

Removal from Distribution List: Send mail to support@govdelivery.com.

Contact DHS

To report physical infrastructure incidents or to request information, please contact the National Infrastructure
Coordinating Center at nicc@hqg.dhs.gov or (202) 282-9201.

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or visit
their Web page at www.us-cert.gov.
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