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Top Stories 

• Crews from the Los Angeles Department of Water and Power worked October 17 to 
restore power to 23,000 customers who lost power following a severe rainstorm in Los 
Angeles. – KABC 7 Los Angeles (See item 1)  
 

• Hyundai Motor Company issued a recall October 18 for roughly 84,500 of its model years 
2010 – 2016 Genesis Coupe vehicles due to a faulty wiring harness connector associated 
with the vehicle’s occupant classification system (OCS), which could prevent the second-
stage airbag from deploying in the event of a crash. – TheCarConnection.com (See item 3)  

 

• City officials in Powers, Oregon, reported that an intake pump failure caused roughly 
11,000 gallons of raw sewage to spill into the south fork of the Coquille River October 16. 
– KCBY 11 Coos Bay (See item 10)  

 

• About 91 people were displaced following a fire at the Founders Hill apartment complex in 
Manhattan, Kansas, October 17. – KSNT 27 Topeka (See item 18)  
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Energy Sector 

1. October 17, KABC 7 Los Angeles – (California) 23,000 LA area customers without 
power due to SoCal rainstorm, LADWP says. Crews from the Los Angeles 
Department of Water and Power worked October 17 to restore power to 23,000 
customers who lost power following a severe rainstorm in Los Angeles.   
Source: http://abc7.com/weather/23k-la-area-customers-without-power-due-to-
rainstorm-ladwp-says/1559062/  
 

Chemical Industry Sector 

2. October 18, U.S. Environmental Protection Agency – (Delaware) EPA settles with 
Dana Container for alleged violations at Wilmington, Del. facility. The U.S. 
Environmental Protection Agency (EPA) announced October 18 that it reached a 
$12,000 settlement with Wilmington, Delaware-based Dana Container, Inc. to resolve 
alleged violations of the Federal Resource Conservation and Recovery Act and 
Delaware’s hazardous waste storage requirements after the EPA found that the 
company improperly stored benzene, vinyl acetate, and waste solvent, neglected to ship 
wastes offsite in a timely manner, and failed to maintain a sufficient contingency plan, 
among other violations.                                                                                                         
Source: https://www.epa.gov/newsreleases/epa-settles-dana-container-alleged-
violations-wilmington-del-facility  

 
 For another story, see item 14 
 
Nuclear Reactors, Materials, and Waste Sector 

 Nothing to report 
 
Critical Manufacturing Sector 

3. October 18, TheCarConnection.com – (National) 2010-2016 Genesis Coupe recalled 
to fix airbag issue. Hyundai Motor Company issued a recall October 18 for roughly 
84,500 of its model years 2010 – 2016 Genesis Coupe vehicles sold in the U.S. due to a 
faulty wiring harness connector associated with the vehicle’s occupant classification 
system (OCS), which could become dislodged when objects placed under the front 
passenger seat contact the OCS electrical connector, thereby causing the air bag to 
inflate when a child is in the seat or preventing the second-stage airbag from deploying 
in the event of a crash and increasing the risk of injury.  
Source: http://www.thecarconnection.com/news/1106741_2010-2016-genesis-coupe-
recalled-to-fix-airbag-issue  

 
Defense Industrial Base Sector 

Nothing to report 
 

http://abc7.com/weather/23k-la-area-customers-without-power-due-to-rainstorm-ladwp-says/1559062/
http://abc7.com/weather/23k-la-area-customers-without-power-due-to-rainstorm-ladwp-says/1559062/
https://www.epa.gov/newsreleases/epa-settles-dana-container-alleged-violations-wilmington-del-facility
https://www.epa.gov/newsreleases/epa-settles-dana-container-alleged-violations-wilmington-del-facility
http://www.thecarconnection.com/news/1106741_2010-2016-genesis-coupe-recalled-to-fix-airbag-issue
http://www.thecarconnection.com/news/1106741_2010-2016-genesis-coupe-recalled-to-fix-airbag-issue
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Financial Services Sector 

 Nothing to report 
 
Transportation Systems Sector 

4. October 17, Siskiyou Daily News – (California) Three injured in head-on crash on 
Highway 166. Highway 166 near New Cuyama, California, was closed for roughly 2 
hours October 16 after a vehicle traveling eastbound crossed the center line and struck 
another vehicle head-on, injuring 3 people. 
Source: http://www.siskiyoudaily.com/article/20161017/NEWS/161019733 
 

5. October 17, WPLG 10 Miami – (Florida) Overturned utility truck spills load on 
Florida’s Turnpike. The southbound lanes of the Florida Turnpike in Plantation were 
closed for several hours October 17 after a utility truck carrying wooden power poles 
overturned, spilling the poles across the roadway.   
Source: http://www.local10.com/traffic/overturned-truck-closes-southbound-lanes-of-
floridas-turnpike 
 

6. October 17, Miami County Republic – (Kansas) Train derailment closes crossings. 
Eleven cars on a southbound Union Pacific train derailed in Paola, Kansas, October 16, 
spilling grain and damaging portions of the track. Officials closed the 303rd Street 
railroad crossing and the crossing at Hedge Lane and 295th Street until at least October 
17 while crews install roughly 1,000 feet of new track. 
Source: http://www.republic-online.com/breaking_news/train-derailment-closes-
crossings/article_50e2364d-c219-5b22-9e6c-2e589c18c39a.html 
 

7. October 17, Tulsa World – (Oklahoma) Former TU and NY Jets player, killed in 
crash north of Claremore. Oklahoma State Highway 88 north of Claremore was 
closed for more than 5 hours October 15 after a vehicle traveling northbound crossed 
the center line and struck another vehicle, killing 1 person and injuring 2 others. 
Source: http://www.tulsaworld.com/staff/mikeaverill/update-dennis-byrd-former-tu-
and-ny-jets-player-killed/article_f73f4b24-1a50-58c2-9e9e-51c9b3a634dd.html 
 

8. October 17, WHNT 19 Huntsville – (Alabama) Fatal wreck: Police identify woman 
who died in fiery crash on Hwy 72 east. Eastbound lanes of Highway 72 in 
Huntsville, Alabama, were closed for more than 4 hours October 17 after a vehicle 
veered off the roadway and struck a utility pole, causing the vehicle to catch fire. One 
person was killed and another was injured. 
Source: http://whnt.com/2016/10/17/one-female-dead-another-man-in-serious-
condition-after-wreck-on-highway-72-east/ 

 For another story, see item 2 

Food and Agriculture Sector 

9. October 17, U.S. Food and Drug Administration – (National) Voluntary recall notice 

http://www.siskiyoudaily.com/article/20161017/NEWS/161019733
http://www.local10.com/traffic/overturned-truck-closes-southbound-lanes-of-floridas-turnpike
http://www.local10.com/traffic/overturned-truck-closes-southbound-lanes-of-floridas-turnpike
http://www.republic-online.com/breaking_news/train-derailment-closes-crossings/article_50e2364d-c219-5b22-9e6c-2e589c18c39a.html
http://www.republic-online.com/breaking_news/train-derailment-closes-crossings/article_50e2364d-c219-5b22-9e6c-2e589c18c39a.html
http://www.tulsaworld.com/staff/mikeaverill/update-dennis-byrd-former-tu-and-ny-jets-player-killed/article_f73f4b24-1a50-58c2-9e9e-51c9b3a634dd.html
http://www.tulsaworld.com/staff/mikeaverill/update-dennis-byrd-former-tu-and-ny-jets-player-killed/article_f73f4b24-1a50-58c2-9e9e-51c9b3a634dd.html
http://whnt.com/2016/10/17/one-female-dead-another-man-in-serious-condition-after-wreck-on-highway-72-east/
http://whnt.com/2016/10/17/one-female-dead-another-man-in-serious-condition-after-wreck-on-highway-72-east/
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of McCormick 24 oz. Club Size Original Taco Seasoning Mix due to unlabeled 
milk allergen. McCormick & Company, Inc. issued a voluntary recall October 5 for its 
Club Size McCormick Original Taco Seasoning Mix products sold in 24-ounce 
containers due to mislabeling and an undeclared milk allergen after it was discovered 
the dairy free seasoning mix bottles were inadvertently filled with Original Taco 
Seasoning containing whey. The company received one notice of an allergic reaction in 
connection with the products which were distributed nationwide. 
Source: http://www.fda.gov/Safety/Recalls/ucm525450.htm  

 
Water and Wastewater Systems Sector 

10. October 17, KCBY 11 Coos Bay – (Oregon) Nearly 11,000 gallons of raw sewage 
spills into Coquille River after intake pump failure. City officials in Powers, 
Oregon, reported that an intake pump failure caused roughly 11,000 gallons of raw 
sewage to spill into the south fork of the Coquille River October 16.  
Source: http://kcby.com/news/local/nearly-11000-gallons-of-raw-sewage-winds-up-in-
coquille-river-due-to-intake-pump-failure  

 
Healthcare and Public Health Sector 

11. October 17, U.S. Food and Drug Administration – (International) Medtronic 
announces voluntary recall of its Pipeline embolization device, Alligator retrieval 
device, X-Celerator hydrophilic guidewire, Ultraflow and Marathon flow directed 
micro catheters. Medtronic issued a voluntary recall October 14 for 84,278 of its 
Pipeline embolization devices, Alligator retrieval devices, X-Celerator hydrophilic 
guidewires, and stylets containing UltraFlow and Marathon flow directed micro 
catheter products due to potential separation and detachment of the 
polytetrafluoroethylene (PTFE) coating on parts of these devices, which could allow 
the PTFE to enter the bloodstream of the patient. No patient injuries have been reported 
and the products were distributed internationally.  
Source: http://www.fda.gov/Safety/Recalls/ucm525582.htm 

Government Facilities Sector 

12. October 18, KKTV 11 Colorado Springs – (Colorado) Junkins Fire still 0 percent 
contained; weather conditions expected to improve. Crews worked October 18 to 
contain the 15,751-acre Junkins Fire burning in Custer and Pueblo counties, which has 
destroyed 2 homes and 5 other structures.  
Source: http://www.kktv.com/content/news/Crews-working-fire-in-Custer-County-
397287101.html 
 

13. October 17, KRNV 4 Reno; KRXI 11 Reno – (Nevada) Officials: Little Valley Fire at 
2,290 acres; crews reach 90% containment. Crews reached 90 percent containment 
October 17 of the roughly 2,290-acre Little Valley Fire burning in Washoe Valley, 
Nevada, which has destroyed 23 homes, 17 outbuildings, and 7 barns.   
Source: http://mynews4.com/news/local/officials-little-valley-fire-at-2290-acres-90-
containment 

http://www.fda.gov/Safety/Recalls/ucm525450.htm
http://kcby.com/news/local/nearly-11000-gallons-of-raw-sewage-winds-up-in-coquille-river-due-to-intake-pump-failure
http://kcby.com/news/local/nearly-11000-gallons-of-raw-sewage-winds-up-in-coquille-river-due-to-intake-pump-failure
http://www.fda.gov/Safety/Recalls/ucm525582.htm
http://www.kktv.com/content/news/Crews-working-fire-in-Custer-County-397287101.html
http://www.kktv.com/content/news/Crews-working-fire-in-Custer-County-397287101.html
http://mynews4.com/news/local/officials-little-valley-fire-at-2290-acres-90-containment
http://mynews4.com/news/local/officials-little-valley-fire-at-2290-acres-90-containment
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Emergency Services Sector 

14. October 18, Savannah Morning News – (Georgia) Hazardous gas evacuates 
Savannah-Chatham police precinct, sends 2 to hospital. The Chatham County 
Annex and Savannah-Chatham Metropolitan Police Department, West Chatham 
Precinct building in Savannah, Georgia, was evacuated for more than 7 hours October 
17 after a gas used to extinguish electrical fires leaked. Officials stated 9-1-1 service 
was not interrupted during the evacuation and two people were sent to an area hospital 
for treatment.    
Source: http://savannahnow.com/news/2016-10-17/hazardous-gas-evacuates-savannah-
chatham-police-precinct-sends-2-hospital 

Information Technology Sector 

15. October 18, Softpedia – (International) WordPress sites under attack via security 
flaw in unmaintained plugin. Security researchers from White Fir Design discovered 
the WordPress Marketplace plugin was plagued with an arbitrary file upload 
vulnerability that could allow an attacker to upload arbitrary files on Websites with the 
plugin installed and potentially take over a site’s underlying server. The researchers 
discovered the flaw after detecting scans for the plugin’s Cascading Style Sheets (CSS) 
file on multiple Websites.   
Source: http://news.softpedia.com/news/wordpress-sites-under-attack-via-security-
flaw-in-unmaintained-plugin-509387.shtml 

 
 For another story, see item 16 
 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: http://www.it-isac.org  

 
Communications Sector 

 Nothing to report 
 
Commercial Facilities Sector 

16. October 18, SecurityWeek – (International) Magneto malware hides stolen card data 
in image files. Sucuri researchers discovered malicious actors were using real image 
files related to an online store’s products to plant payment card-swiping malware on  
Websites running the Magneto ecommerce platform in order to exfiltrate stolen card 
data via email or by including it in a file that the attacker later retrieves. Sucuri advised 
online stores to keep all their software updated in order to protect their Websites from 
the malware. 
Source: http://www.securityweek.com/magento-malware-hides-stolen-card-data-image-

http://savannahnow.com/news/2016-10-17/hazardous-gas-evacuates-savannah-chatham-police-precinct-sends-2-hospital
http://savannahnow.com/news/2016-10-17/hazardous-gas-evacuates-savannah-chatham-police-precinct-sends-2-hospital
http://news.softpedia.com/news/wordpress-sites-under-attack-via-security-flaw-in-unmaintained-plugin-509387.shtml
http://news.softpedia.com/news/wordpress-sites-under-attack-via-security-flaw-in-unmaintained-plugin-509387.shtml
mailto:soc@us-cert.gov
http://www.us-cert.gov/
http://www.it-isac.org/
http://www.securityweek.com/magento-malware-hides-stolen-card-data-image-files
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files 
 

17. October 18, KNSD 39 San Diego – (California) Chula Vista fire investigation points 
to possible explosives involved: PD. A fire at the Seawind Apartments in Chula Vista, 
California, displaced 24 people and injured 2 others October 17. Officials believe the 
fire was potentially started by explosive devices in one of the apartment units. 
Source: http://www.nbcsandiego.com/news/local/Fire-Reported-at-Chula-Vista-
Apartment-Complex-397363371.html  
 

18. October 17, KSNT 27 Topeka – (Kansas) Nearly 100 people affected by Manhattan 
apartment fire. About 91 people, including many Kansas State University students, 
were displaced following a fire at the Founders Hill apartment complex in Manhattan, 
Kansas, October 17. No injuries were reported and the cause of the fire remains under 
investigation.  
Source: http://ksnt.com/2016/10/17/fire-forces-evacuation-of-apartments-near-k-state/ 

 
Dams Sector 

 Nothing to report 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

http://www.securityweek.com/magento-malware-hides-stolen-card-data-image-files
http://www.nbcsandiego.com/news/local/Fire-Reported-at-Chula-Vista-Apartment-Complex-397363371.html
http://www.nbcsandiego.com/news/local/Fire-Reported-at-Chula-Vista-Apartment-Complex-397363371.html
http://ksnt.com/2016/10/17/fire-forces-evacuation-of-apartments-near-k-state/
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Department of Homeland Security (DHS)  
DHS Daily Open Source Infrastructure Report Contact Information 

 
About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday 
through Friday] summary of open-source published information concerning significant critical 
infrastructure issues. The DHS Daily Open Source Infrastructure Report is archived for 10 days on 
the Department of Homeland Security Web site: http://www.dhs.gov/IPDailyReport 

Contact Information 
Content and Suggestions: Send mail to cikr.productfeedback@hq.dhs.gov or contact the DHS 

Daily Report Team at (703) 942-8590  

Subscribe to the Distribution List: Visit the DHS Daily Open Source Infrastructure Report and follow 
instructions to Get e-mail updates when this information changes.  

Removal from Distribution List: Send mail to support@govdelivery.com.  

Contact DHS 
To report physical infrastructure incidents or to request information, please contact the National Infrastructure 
Coordinating Center at nicc@hq.dhs.gov or (202) 282-9201.  
To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or visit 
their Web page at www.us-cert.gov. 

Department of Homeland Security Disclaimer 
The DHS Daily Open Source Infrastructure Report is a non-commercial publication intended to educate and inform 
personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright 
restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source 
material.  
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