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Top Stories 

• More than 9,000 gallons of fuel spilled from an overturned tanker truck in Cape Coral, 
Florida, November 27 and caught fire, prompting officials to evacuate all residents within a 
half-mile radius of the spill for several hours. – WBBH 20 Fort Myers (See item 1)  
 

• Officials reported November 26 that roughly 3,200 gallons of sewage overflowed from a 
manhole on Kuhio Highway in Hanamaulu, Hawaii, into Hanamaulu Stream. – Lihue 
Garden Island (See item 12)  

 

• Officials from the Berkshire Medical Center in Massachusetts reported November 23 that 
the personal information of 1,745 cardiology patients may have been exposed after the 
records were discovered on thumb drives recovered from a former employee of Ambucor 
Health Solutions. – Berkshire Eagle (See item 13)  

 

• Fire crews from 25 States reached more than 50 percent containment November 26 of 
almost all of the major wildfires burning in western North Carolina. – WSOC 9 Charlotte 
(See item 14)  
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Energy Sector 

1. November 28, WBBH 20 Fort Myers – (Florida) Leaking fuel tanker catches fire in 
Cape, causes evacuations. More than 9,000 gallons of fuel spilled from an overturned 
tanker truck on Del Prado Boulevard in Cape Coral, Florida, November 27 and caught 
fire, prompting officials to evacuate all residents within a half-mile radius of the spill 
for several hours. A portion of the road was shut down for several hours while officials 
worked to clean up the gasoline and contain the fire.    
Source: http://www.nbc-2.com/story/33800101/evacuations-begin-as-leaking-fuel-
tanker-catches-fire-in-cape 

 
Chemical Industry Sector 

 Nothing to report 

Nuclear Reactors, Materials, and Waste Sector 

 Nothing to report 

Critical Manufacturing Sector 

2. November 26, WHIO 7 Dayton – (Ohio) Yamada auto parts plant evacuated after 
bomb threat. The Yamada North America Inc. auto parts manufacturing plant in South 
Charleston, Ohio, was evacuated for roughly 2 hours November 26 after a written 
bomb threat was discovered on a bathroom wall. Authorities cleared the building and 
employees were allowed to reenter.  
Source: http://www.whio.com/news/local/yamada-auto-parts-plant-evacuated-after-
bomb-threat/BgFXrtvZJHW729q8uSb9gI/  

 
Defense Industrial Base Sector 

Nothing to report 
 
Financial Services Sector 

 See item 23 

Transportation Systems Sector 

3. November 28, Waco Tribune-Herald – (Texas) Overturned truck snarls I-35 in 
Lorena. The southbound lanes of Interstate 35 in Lorena, Texas, were closed for 
several hours November 27 after a semi-truck carrying aluminum rolls overturned, 
spilling 3 of the rolls on the roadway. No injuries were reported. 
Source: http://www.wacotrib.com/news/traffic/overturned-truck-snarls-i--in-
lorena/article_3690d33b-c748-58fa-88bb-bddecea54702.html 
 

4. November 28, KRQE 13 Albuquerque – (New Mexico) Plane headed to Las Vegas 
makes emergency landing in Albuquerque. American Airlines Flight 1693 en route 

http://www.nbc-2.com/story/33800101/evacuations-begin-as-leaking-fuel-tanker-catches-fire-in-cape
http://www.nbc-2.com/story/33800101/evacuations-begin-as-leaking-fuel-tanker-catches-fire-in-cape
http://www.whio.com/news/local/yamada-auto-parts-plant-evacuated-after-bomb-threat/BgFXrtvZJHW729q8uSb9gI/
http://www.whio.com/news/local/yamada-auto-parts-plant-evacuated-after-bomb-threat/BgFXrtvZJHW729q8uSb9gI/
http://www.wacotrib.com/news/traffic/overturned-truck-snarls-i--in-lorena/article_3690d33b-c748-58fa-88bb-bddecea54702.html
http://www.wacotrib.com/news/traffic/overturned-truck-snarls-i--in-lorena/article_3690d33b-c748-58fa-88bb-bddecea54702.html
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to McCarran International Airport in Las Vegas from Dallas/Fort Worth International 
Airport was forced to make an emergency landing at Albuquerque International 
Sunport in New Mexico November 27 due to mechanical issues.   
Source: http://krqe.com/blog/2016/11/28/plane-going-to-las-vegas-makes-emergency-
landing-in-albuquerque/ 
 

5. November 27, Portland Tribune – (Oregon) One killed, one injured in Highway 212 
crash. Highway 212 near Damascus, Oregon, was closed for roughly 4 hours 
November 26 following a 2-vehicle crash that killed 1 person and hospitalized another.  
Source: http://portlandtribune.com/pt/9-news/333924-213696-one-killed-one-injured-
in-highway-212-crash 
 

6. November 27, Portland Oregonian – (Oregon) Woman dies after T-bone crash on 
Highway 99W near Monmouth. A 2-vehicle collision on Highway 99 West near 
Monmouth, Oregon, forced the closure of the highway for approximately 6 hours 
November 26. One person was killed and another was hospitalized. 
Source: http://www.oregonlive.com/pacific-northwest-
news/index.ssf/2016/11/one_woman_dead_one_hospitalize.html 
 

7. November 27, KTLA 5 Los Angeles – (California) 3 teenagers among 4 people killed 
in fiery Gardena crash along 110 Freeway: CHP. The 110 Freeway interchange with 
the 91 Freeway in Gardena, California, was closed for more than 7 hours November 27 
following a single-vehicle crash that killed 4 people.  
Source: http://ktla.com/2016/11/27/4-killed-in-fiery-gardena-crash-along-110-freeway-
chp/ 
 

8. November 26, WHIO 7 Dayton – (Ohio) Newlyweds share first dance on shut down 
U.S. 35. The westbound lanes of U.S. Route 35 in Dayton, Ohio, were closed for nearly 
2 hours November 26 while crews worked to clear the wreckage following a multi-
vehicle collision that hospitalized 1 person.   
Source: http://www.whio.com/news/newlyweds-share-first-dance-shut-
down/TSk45vuzDQSLI5YTpuZgHL/ 

For another story, see item 1 
 
Food and Agriculture Sector 

9. November 27, Pottstown Mercury – (Pennsylvania) More local areas named to 
spotted lanternfly quarantine. The Pennsylvania Department of Agriculture extended 
the spotted lanternfly quarantine November 27 to include additional communities in 
Berks, Chester, and Montgomery counties. Officials advised individuals who find a 
spotted lanternfly outside of the quarantine zone to contain the specimens in a leak-
proof container with alcohol or hand sanitizer and submit the specimens to the county’s 
Penn State Extension office or to the Department of Agriculture’s entomology lab for 
verification.  
Source: http://www.dailylocal.com/general-news/20161127/more-local-areas-named-
to-spotted-lanternfly-quarantine  

http://krqe.com/blog/2016/11/28/plane-going-to-las-vegas-makes-emergency-landing-in-albuquerque/
http://krqe.com/blog/2016/11/28/plane-going-to-las-vegas-makes-emergency-landing-in-albuquerque/
http://portlandtribune.com/pt/9-news/333924-213696-one-killed-one-injured-in-highway-212-crash
http://portlandtribune.com/pt/9-news/333924-213696-one-killed-one-injured-in-highway-212-crash
http://www.oregonlive.com/pacific-northwest-news/index.ssf/2016/11/one_woman_dead_one_hospitalize.html
http://www.oregonlive.com/pacific-northwest-news/index.ssf/2016/11/one_woman_dead_one_hospitalize.html
http://ktla.com/2016/11/27/4-killed-in-fiery-gardena-crash-along-110-freeway-chp/
http://ktla.com/2016/11/27/4-killed-in-fiery-gardena-crash-along-110-freeway-chp/
http://www.whio.com/news/newlyweds-share-first-dance-shut-down/TSk45vuzDQSLI5YTpuZgHL/
http://www.whio.com/news/newlyweds-share-first-dance-shut-down/TSk45vuzDQSLI5YTpuZgHL/
http://www.dailylocal.com/general-news/20161127/more-local-areas-named-to-spotted-lanternfly-quarantine
http://www.dailylocal.com/general-news/20161127/more-local-areas-named-to-spotted-lanternfly-quarantine
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10. November 25, U.S. Food and Drug Administration – (New York) Anderson’s Frozen 
Custard issues allergy alert on undeclared peanuts in Pumpkin Ice Cream Pies. 
Anderson’s Frozen Custard issued a recall November 22 for its “Pumpkin Ice Cream 
Pies” products sold in 9-inch containers after it was discovered that the packaging did 
not declare the presence of peanuts. The products were distributed in Erie and Niagara 
counties in New York, Anderson’s locations, and via Oliver’s Candies in Batavia. 
Source: http://www.fda.gov/Safety/Recalls/ucm530645.htm  
 

11. November 25, U.S. Food and Drug Administration – (National) JFC International 
Inc. issues allergy alert on undeclared wheat in You-ka Fresh Ramune and You-
ka Punch Ramune. JFC International Inc. issued a voluntary recall November 23 for 
its You-ka Fresh Ramune and You-ka Punch Ramune confectionery products sold in 
3.87-ounce packages due to undeclared wheat after it was discovered that the sugar 
ingredients used in the products may have been contaminated by wheat. No illnesses 
have been reported and the products were distributed to retail outlets and other 
foodservice operators in five States. 
Source: http://www.fda.gov/Safety/Recalls/ucm530639.htm  

 
Water and Wastewater Systems Sector 

12. November 27, Lihue Garden Island – (Hawaii) Lanes closed after crash, sewage spill. 
Officials from the Kauai County Public Works Department, Wastewater Division 
reported November 26 that roughly 3,200 gallons of sewage overflowed from a 
manhole on Kuhio Highway in Hanamaulu, Hawaii, into Hanamaulu Stream due to a 
partially-blocked sewer line that crosses the stream along the highway. Officials 
advised the public to avoid the water until further notice.  
Source: http://thegardenisland.com/news/local/lanes-closed-after-crash-sewage-
spill/article_930bb5c7-c192-5f36-b511-bde4418906f7.html 

 
Healthcare and Public Health Sector 

13. November 24, Berkshire Eagle – (Massachusetts) Hundreds of BMC patients’ info 
found on vendor’s thumb drives. Officials from the Berkshire Medical Center in 
Pittsfield, Massachusetts, reported November 23 that the personal information of 1,745 
cardiology patients may have been exposed after the records were discovered on thumb 
drives recovered from a former employee of Ambucor Health Solutions, an outside 
service vendor. The thumb drive did not include patients’ Social Security numbers, 
Medicare, insurance, or financial information, and officials stated there is no evidence 
the information was misused.  
Source: http://www.berkshireeagle.com/stories/hundreds-of-bmc-patients-info-found-
on-vendors-thumb-drives,490304 

Government Facilities Sector 

14. November 28, WSOC 9 Charlotte – (North Carolina) Rain to bring some relief to NC 
wildfires. Fire crews from 25 States reached more than 50 percent containment 
November 26 of almost all of the major wildfires burning in western North Carolina, 

http://www.fda.gov/Safety/Recalls/ucm530645.htm
http://www.fda.gov/Safety/Recalls/ucm530639.htm
http://thegardenisland.com/news/local/lanes-closed-after-crash-sewage-spill/article_930bb5c7-c192-5f36-b511-bde4418906f7.html
http://thegardenisland.com/news/local/lanes-closed-after-crash-sewage-spill/article_930bb5c7-c192-5f36-b511-bde4418906f7.html
http://www.berkshireeagle.com/stories/hundreds-of-bmc-patients-info-found-on-vendors-thumb-drives,490304
http://www.berkshireeagle.com/stories/hundreds-of-bmc-patients-info-found-on-vendors-thumb-drives,490304
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including 77 percent containment of the 9,036-acre Boteler Fire and 90 percent 
containment of the 7,145-acre Party Rock Fire. Burn bans remain in effect for 47 
counties across North Carolina. 
Source: http://www.wsoctv.com/news/north-carolina/firefighters-make-progress-on-
north-carolina-wildfires_/470603987 

 
Emergency Services Sector 

15. November 26, Cullman Today – (Alabama) Bethsadia firefighters EMS resign en 
masse cite violations bad practices. Seven members of the Bethsadia Volunteer Fire 
Department in Cullman, Alabama, resigned November 25 following alleged violations 
of department by-laws and malpractices within the department that do not meet 
emergency response standards, causing the department’s operations to shut down and 
leaving it without Emergency Medical Service (EMS) coverage, as well as HAZMAT 
and certified firefighting staffing. Officials reported the incident also impacts 
emergency services provided in the nearby Spring Hill and Baldwin communities. 
Source: http://cullmantoday.com/2016/11/26/bethsadia-firefighters-ems-resign-en-
masse-cite-violations-bad-practices/ 

 
Information Technology Sector 

16. November 28, SecurityWeek – (International) cURL security audit reveals several 
vulnerabilities. The developer of cURL released version 7.51.0 to resolve a total of 11 
vulnerabilities following a security audit by Cure53, which revealed the open source 
tool was plagued with 23 issues and 9 security flaws including 4 high severity issues 
that could lead to remote code execution.   
Source: http://www.securityweek.com/curl-security-audit-reveals-several-
vulnerabilities 
 

17. November 25, SecurityWeek – (International) Cerber 5.0 ransomware uses new IP 
ranges. Check Point security researchers discovered that version 5.0 of the Cerber 
ransomware was released and now uses new Internet Protocol (IP) ranges for the 
command and control (C&C) communication, skips 640 bytes when encrypting a file, 
targets files that feature the secret extension, and no longer encrypts files smaller than 
2,560 bytes, among other new features. Check Point also found that the ransomware 
leverages spam email campaigns and the Rig-V exploit kit for distribution, and as with 
previous versions, Cerber 5.0 randomly generates encrypted file extensions using four 
alphabetic numbers  
Source: http://www.securityweek.com/cerber-50-ransomware-uses-new-ip-ranges 

 
18. November 25, SecurityWeek – (International) Flaws in Uber’s UberCENTRAL tool 

exposed user data. A security researcher discovered several issues in Uber 
Technologies Inc.’s UberCENTRAL service including a flaw that allows attackers to 
enumerate users’ universally unique identifiers (UUIDs) by sending requests with 
possible email addresses, and an issue that can be exploited to obtain full names, phone 
numbers, and email addresses of customers, among other flaws. Uber released patches 
for the flaws.  

http://www.wsoctv.com/news/north-carolina/firefighters-make-progress-on-north-carolina-wildfires_/470603987
http://www.wsoctv.com/news/north-carolina/firefighters-make-progress-on-north-carolina-wildfires_/470603987
http://cullmantoday.com/2016/11/26/bethsadia-firefighters-ems-resign-en-masse-cite-violations-bad-practices/
http://cullmantoday.com/2016/11/26/bethsadia-firefighters-ems-resign-en-masse-cite-violations-bad-practices/
http://www.securityweek.com/curl-security-audit-reveals-several-vulnerabilities
http://www.securityweek.com/curl-security-audit-reveals-several-vulnerabilities
http://www.securityweek.com/cerber-50-ransomware-uses-new-ip-ranges
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Source: http://www.securityweek.com/flaws-ubers-ubercentral-tool-exposed-user-data 
 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: http://www.it-isac.org  

 
Communications Sector 

19. November 25, Roseburg News-Review – (Oregon) Telephone and internet outage 
affecting thousands on coast, possible 911 outages. Approximately 15,000 Charter 
Communications customers from Florence to Coos Bay, Oregon, were without 
telephone and Internet service for roughly 9 hours November 25. Officials reported 
during the outage, customers may not have been able to dial 9-1-1 from a landline, but 
emergency services were reachable via cell phone.   
Source: http://www.nrtoday.com/news/local/north_county/reedsport/telephone-and-
internet-outage-affecting-thousands-on-coast-possible-outages/article_ab5b8a6a-66d6-
5510-9d60-f927ac38a821.html 

 
Commercial Facilities Sector 

20. November 28, New York Daily News – (New York) Woman, 85, critically injured in 
Bronx apartment building blaze. A 3-alarm apartment fire in the Bronx borough of 
New York City sent a woman to the hospital and displaced at least16 families. The 
cause of the fire remains under investigation.  
Source: http://www.nydailynews.com/new-york/bronx/woman-85-critically-injured-
bronx-apartment-building-blaze-article-1.2889255 
 

21. November 27, WIAT 42 Birmingham – (Alabama) Birmingham Fire investigating 
overnight church fire. The Broken Vessel United Missionary Gospel Baptist Church 
in Birmingham, Alabama, was considered a total loss following a November 27 fire. 
No injuries were reported and the cause of the fire remains under investigation. 
Source: http://wiat.com/2016/11/27/birmingham-fire-investigating-late-night-church-
fire/  
 

22. November 26, Florida Times-Union – (Florida) No one hurt after three-alarm fire 
torches Arlington gentlemen’s club. A 3-alarm fire at the Gold Club gentlemen’s club 
in Jacksonville, Florida, caused an estimated $250,000 in damages November 26. No 
injuries were reported and the cause of the fire remains under investigation. 
Source: http://jacksonville.com/news/2016-11-26/no-one-hurt-after-three-alarm-fire-
torches-arlington-gentlemen-s-club 
 

23. November 24, Softpedia – (New York) Hackers hijack Madison Square Garden 
payment systems, credit card data at risk. The Madison Square Garden Company 
reported November 24 that it detected an attack on its payment system that may have 

http://www.securityweek.com/flaws-ubers-ubercentral-tool-exposed-user-data
mailto:soc@us-cert.gov
http://www.us-cert.gov/
http://www.it-isac.org/
http://www.nrtoday.com/news/local/north_county/reedsport/telephone-and-internet-outage-affecting-thousands-on-coast-possible-outages/article_ab5b8a6a-66d6-5510-9d60-f927ac38a821.html
http://www.nrtoday.com/news/local/north_county/reedsport/telephone-and-internet-outage-affecting-thousands-on-coast-possible-outages/article_ab5b8a6a-66d6-5510-9d60-f927ac38a821.html
http://www.nrtoday.com/news/local/north_county/reedsport/telephone-and-internet-outage-affecting-thousands-on-coast-possible-outages/article_ab5b8a6a-66d6-5510-9d60-f927ac38a821.html
http://www.nydailynews.com/new-york/bronx/woman-85-critically-injured-bronx-apartment-building-blaze-article-1.2889255
http://www.nydailynews.com/new-york/bronx/woman-85-critically-injured-bronx-apartment-building-blaze-article-1.2889255
http://wiat.com/2016/11/27/birmingham-fire-investigating-late-night-church-fire/
http://wiat.com/2016/11/27/birmingham-fire-investigating-late-night-church-fire/
http://jacksonville.com/news/2016-11-26/no-one-hurt-after-three-alarm-fire-torches-arlington-gentlemen-s-club
http://jacksonville.com/news/2016-11-26/no-one-hurt-after-three-alarm-fire-torches-arlington-gentlemen-s-club
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exposed the credit card information of all of its customers between November 9, 2015 
and October 24, 2016, including card numbers, verification codes, cardholder names, 
and expiration dates. The firm stated the attack took place outside of its network and 
did not leverage accessories attached to the Point-of-Sale (PoS) systems, and the hack 
remains under investigation.  
Source: http://news.softpedia.com/news/hackers-hijack-madison-square-garden-
payment-systems-credit-card-data-at-risk-510472.shtml 
 

Dams Sector 

 Nothing to report 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 

http://news.softpedia.com/news/hackers-hijack-madison-square-garden-payment-systems-credit-card-data-at-risk-510472.shtml
http://news.softpedia.com/news/hackers-hijack-madison-square-garden-payment-systems-credit-card-data-at-risk-510472.shtml
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Department of Homeland Security (DHS)  
DHS Daily Open Source Infrastructure Report Contact Information 

 
About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday 
through Friday] summary of open-source published information concerning significant critical 
infrastructure issues. The DHS Daily Open Source Infrastructure Report is archived for 10 days on 
the Department of Homeland Security Web site: http://www.dhs.gov/IPDailyReport 

Contact Information 
Content and Suggestions: Send mail to cikr.productfeedback@hq.dhs.gov or contact the DHS 

Daily Report Team at (703) 942-8590  

Subscribe to the Distribution List: Visit the DHS Daily Open Source Infrastructure Report and follow 
instructions to Get e-mail updates when this information changes.  

Removal from Distribution List: Send mail to support@govdelivery.com.  

Contact DHS 
To report physical infrastructure incidents or to request information, please contact the National Infrastructure 
Coordinating Center at nicc@hq.dhs.gov or (202) 282-9201.  
To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or visit 
their Web page at www.us-cert.gov. 

Department of Homeland Security Disclaimer 
The DHS Daily Open Source Infrastructure Report is a non-commercial publication intended to educate and inform 
personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright 
restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source 
material.  
 

 

http://www.dhs.gov/IPDailyReport
mailto:cikr.productfeedback@hq.dhs.gov
http://www.dhs.gov/files/programs/editorial_0542.shtm
https://public.govdelivery.com/accounts/USDHS/subscriber/new?topic_id=USDHS_73
mailto:support@govdelivery.com
mailto:nicc@hq.dhs.gov
mailto:soc@us-cert.gov
http://www.us-cert.gov/
http://www.dhs.gov/alerts

	Daily Open Source Infrastructure Report 29 November 2016
	Top Stories
	Fast Jump Menu

	Energy Sector
	Chemical Industry Sector
	Nuclear Reactors, Materials, and Waste Sector
	Critical Manufacturing Sector
	Defense Industrial Base Sector
	Financial Services Sector
	Transportation Systems Sector
	Food and Agriculture Sector
	Water and Wastewater Systems Sector
	Healthcare and Public Health Sector
	Government Facilities Sector
	Emergency Services Sector
	Information Technology Sector
	Internet Alert Dashboard

	Communications Sector
	Commercial Facilities Sector
	Dams Sector

	SERVICE INDUSTRIES
	PRODUCTION INDUSTRIES
	FEDERAL and STATE
	SUSTENANCE and HEALTH 
	Department of Homeland Security (DHS)  DHS Daily Open Source Infrastructure Report Contact Information
	About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday through Friday] summary of open-source published information concerning significant critical infrastructure issues. The DHS Daily Open Source Infrastructure Report...
	Contact Information
	Contact DHS
	Department of Homeland Security Disclaimer


