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Top Stories

A Buffalo, New York resident pleaded guilty December 6 to committing six bank robberies
at First Niagara Bank and KeyBank branches in Buffalo, Lancaster, and Depew, New
York. — U.S. Attorney’s Office, Western District of New York (See item 3)

National Steak and Poultry expanded a previous recall December 4 to include
approximately 1,976,089 additional pounds of its ready-to-eat chicken products due to
adulteration from possible undercooking. — U.S. Department of Agriculture (See item 10)

Ko Olina, Hawaii officials announced December 6 that a November 30 sewage spill caused
201,600 gallons of sewage to be released after a 16-inch water main broke. — KHON 2

Honolulu (See item 11)

Officials approved December 6 the construction of a new, nearly $10 million water
treatment plant in Kettleman City, California, following the discovery of unsafe levels of
arsenic in the city’s water supply. — KVPR 89.3 FM Fresno (See item 13)
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Energy Sector

See item 7

Chemical Industry Sector

Nothing to report

Nuclear Reactors, Materials, and Waste Sector

1. December 6, Idaho State Journal — (Idaho) US to build $1.6B east Idaho facility for
warships’ nuclear waste. The U.S. Navy and the U.S. Department of Energy
announced December 6 the construction of a new $1.65 billion Expended Core Facility
in eastern Idaho that will handle radioactive waste from the Navy’s fleet of nuclear-
powered warships. Site preparation is set to begin in 2017 and the facility is expected to
commence operations in late 2024.

Source: http://idahostatejournal.com/news/local/us-to-build-b-east-idaho-facility-for-
warships-nuclear/article fad4fObl1-e29b-58ef-b884-39c1badc6cSe.html

Critical Manufacturing Sector

2. December 6, U.S. Department of Labor — (Ohio) OSHA finds workers exposed to
machine, electrical hazards. The Occupational Safety and Health Administration cited
NN Metal Stampings Inc. with nine serious and two other-than-serious safety violations
December 2 after a complaint alleging unsafe working conditions at the Pioneer, Ohio
facility prompted an August 2016 inspection which revealed that the company exposed
workers to operating parts of machinery, failed to properly train employees on machine
safety procedures, and neglected to provide adequate personal protective equipment for
workers performing electrical work, among other violations. Proposed penalties total
$77,322.

Source:
https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS RELEA
SES&p 1d=33507

For another story, see item 6

Defense Industrial Base Sector

See item 1

Financial Services Sector

3. December 6, U.S. Attorney’s Office, Western District of New York — (New York)
Buffalo man convicted of multiple bank robberies. A Buffalo, New York resident
pleaded guilty December 6 to committing or helping to commit six bank robberies at
First Niagara Bank and KeyBank branches in Buffalo, Lancaster, and Depew, New
York.
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Source: https://www.justice.gov/usao-wdny/pr/buffalo-man-convicted-multiple-bank-
robberies

4. December 6, U.S. Attorney’s Office, Middle District of Pennsylvania — (National)
Florida woman guilty of interstate stolen credit card scheme. A Ft. Lauderdale,
Florida woman pleaded guilty December 6 after she and co-conspirators used stolen
credit cards to fraudulently purchase Apple iPads, iPods, MacBooks, and other
electronic goods and gift cards from Target Corporation, Best Buy, and other stores in
central Pennsylvania over the course of roughly 8 months from 2014 — 2015, resulting
in an estimated total loss of $179,500. The group broke into vehicles from Florida to
Pennsylvania in order to steal the credit cards and victims’ identification documents
before making the fraudulent purchases.

Source: https://www.justice.gov/usao-mdpa/pr/florida-woman-quilty-interstate-stolen-
credit-card-scheme-0

Transportation Systems Sector

5. December 7, KTRK 13 Houston — (Mississippi) Passengers shaken by scare on
Houston-bound Southwest Airlines flight. Southwest Airlines Flight 214 en route to
George Bush Intercontinental Airport in Houston from Hartsfield-Jackson Atlanta
International Airport in Atlanta was forced to make an emergency landing at Jackson-
Evers International Airport in Jackson, Mississippi, December 7 due to a potential
pressurization issue. The plane landed safely and no injuries were reported.

Source: http://abc13.com/travel/passengers-shaken-by-scary-ordeal-on-houston-bound-
flight/1643190/

6. December 6, USA Today — (Washington) Ride the Duck maker fined $500,000 after
fatal Seattle crash. The U.S. Department of Transportation announced December 6
that Ride the Ducks International has agreed to pay a fine of $500,000 for failing to
adhere to a law requiring the business to recall vehicles with known safety defects after
one of the company’s amphibious vehicles crashed on the Aurora Bridge in Seattle in
September 2015, killing 5 students and injuring 69 others. Officials state that if the
company violates the Safety Act again, it will be fined another $500,000.

Source: http://www.usatoday.com/story/news/2016/12/06/duck-vehicle-maker-
fined/95049368/

7. December 6, Utica Observer-Dispatch — (New York) Officials: Fuel spill cleanup
could take most of the night. Portions of New York State Route 12, New York State
Route 8, and New York State Route 840 in Utica were closed for several hours
December 6 while HAZMAT crews worked to clean a fuel spill after a semi-truck
overturned on the entrance ramp to the southbound lanes of Route 8. Officials
estimated that several thousand gallons of gasoline leaked out of the truck.

Source: http://www.uticaod.com/news/20161206/officials-fuel-spill-cleanup-could-
take-most-of-night

8. December 5, Victor Valley News — (California) Adelanto man killed in Highway 395
Crash ID’d. U.S. Route 395 near San Bernardino, California, was closed for 12 hours
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December 4 — December 5 after a vehicle traveling southbound drifted into the
northbound lanes and collided head-on with a northbound vehicle, killing one person
and injuring another. An investigation is ongoing.

Source: http://www.vvng.com/adelanto-man-Kkilled-in-highway-395-crash-idd/

Food and Aagriculture Sector

9.

10.

December 6, U.S. Food and Drug Administration — (National) FMIF Holdings, LLC
urges consumers of 8oz pods purchased online to dispose of product immediately.
FMIF Holdings, LLC issued a recall November 23 of its Snow Monkey Goji Berry and
Cacao products sold in 8-ounce containers due to potential Listeria monocytogenes
contamination after Listeria was discovered in the continuous freezer line at the firm’s
former manufacturing plant, Dr. Bob’s of Upland, LLC. No illnesses or adverse
reactions have been reported and the products were distributed via online orders to 17
States and Washington D.C.

Source: http://www.fda.gov/Safety/Recalls/ucm531882.htm

December 5, U.S. Department of Agriculture — (National) National Steak and Poultry
recalls ready-to-eat chicken that may be undercooked. National Steak and Poultry
expanded a previous recall December 4 to include approximately 1,976,089 additional
pounds of its ready-to-eat chicken products due to adulteration because of possible
undercooking discovered after the firm received a customer complaint stating that the
product appeared to be undercooked. There have been no adverse reactions or illnesses
reported and the products were sold directly to retail customers and to food service
locations

nationwide.

Source: http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-
alerts/recall-case-archive/archive/2016/recall-115-2016-expanded

Water and Wastewater Systems Sector

11.

12.

December 7, KHON 2 Honolulu — (Hawaii) More than 200,000 gallons of sewage
spilled near Ko Olina. Ko Olina, Hawaii officials announced December 6 that a
November 30 sewage spill caused 201,600 gallons of sewage to be released after a 16-
inch water main broke, an increase from the more than 1,000-gallon estimate that the
city initially reported. Officials stated that the sewage did not reach waterways and
crews returned to deodorize the site the week of December 5 and apply another dose of
disinfectant.

Source: http://khon2.com/2016/12/06/more-than-200000-gallons-of-sewage-spilled-in-
ko-olina/

December 6, KCRG 9 Cedar Rapids — (lowa) 4 Keokuk County communities under
boil advisory. The Wapello Rural Water Association in lowa issued a boil water
advisory for the cities of Harper, South English, Kinross, and rural Keota, as well as
neighboring areas, until further notice after a water main broke December 6. Officials
reported that the system has been repaired and re-pressurized, but the advisory will not
be lifted until bacteria sample tests come back clean.
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13.

14.

Source: http://www.kcrg.com/content/news/4-Keokuk-County-communities-under-
boil-advisory-405129965.html

December 6, KVPR 89.3 FM Fresno — (California) Kettleman City water treatment
plant gets green light. The California State Water Resources Control Board approved
December 6 the construction of a new water treatment plant to serve Kettleman City
following the discovery of unsafe levels of arsenic in the city’s drinking water supply.
The project will receive nearly $10 million from State and Federal governments and
construction is slated to begin in early 2017.

Source: http://kvpr.org/post/kettleman-city-water-treatment-plant-gets-green-light

December 6, WJTV 12 Jackson — (Mississippi) Central Rankin Water Association
customers under boil water notice; E. coli found in water samples. The Mississippi
State Department of Health issued a boil water notice December 6 for 2,922 Central
Rankin Water Association customers after water samples revealed the presence of E.
coli bacteria. The boil water notice will last at least two full days and water system
officials will be notified once the alert is lifted.

Source: http://wjtv.com/2016/12/06/more-than-2900-rankin-county-residents-under-
boil-water-notice-e-coli-found-in-water-samples/

Healthcare and Public Health Sector

Nothing to report

Government Facilities Sector

15.

16.

December 6, WSAZ 3 Huntington — (Kentucky) Lawrence County, Ky. Schools
closed Wednesday after chemical spill. Officials closed Lawrence County School
District Schools in Kentucky December 7 after a chemical spill at Lawrence County
High School December 6. The spill was contained and crews were working to clean up
additional damage to the tile and walls.

Source: http://www.wsaz.com/content/news/Lawrence-County-High-School-
evacuated-after-chemical-spill-405082076.html

December 6, New Hampshire Union Leader — (New Hampshire) Oyster River High
evacuated after bomb threat found in bathroom. Students at Oyster River High
School in Durham, New Hampshire, were evacuated and dismissed several hours early
December 6 after a bomb threat was found on a bathroom wall. Authorities found no
signs of an explosive device and the threat remains under investigation.

Source: http://www.unionleader.com/public-safety/bomb-threat-closes-oyster-river-
high-school-in-durham-early-tuesday--20161206

Emergency Services Sector

17.

December 6, Baltimore Sun — (Maryland) Baltimore police detective indicted on
theft charges, allegations he used fake diploma. A detective who worked as a
computer forensic analyst for Baltimore Police Department was charged the week of
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November 28 with 2 counts of alleged theft of at least $10,000 but less than $100,000
for after he allegedly used a fake diploma. The investigation is ongoing.

Source: http://www.baltimoresun.com/news/maryland/crime/bs-md-ci-fake-diploma-
20161206-story.html

Information Technology Sector

18.

19.

20.

21.

December 7, SecurityWeek — (International) Windows 10 Creators Update brings
new security capabilities. Microsoft reported that the Windows 10 Creators Update,
which is scheduled to be released in the spring of 2017, will include several security
enhancements including improved detection, intelligence, and remediation capabilities
in Windows Defender Advanced Threat Protection (ATP), a feature that will link the
Windows Security Center to Office 365 ATP to allow administrators to track a threat
across endpoints and email, as well as expanded ATP sensors to detect kernel-level
exploits and threats that occur only in memory, among other updated features.

Source: http://www.securityweek.com/windows-10-creators-update-brings-new-
security-capabilities

December 7, SecurityWeek — (International) Locky variant Osiris distributed via
Excel documents. BleepingComputer security researchers discovered that the Locky
ransomware began appending the .osiris extension to encrypted files, while leveraging
malicious Microsoft Excel spreadsheets for distribution. The Excel documents are
hidden inside ZIP archives and attached to spam emails concealed as invoices, which
contain macros that download and install Locky on a victim’s device once enabled.
Source: http://www.securityweek.com/locky-variant-osiris-distributed-excel-documents

December 6, SecurityWeek — (International) Google patches 74 vulnerabilities in
Android. Google released its December 2016 Android Security Bulletin which
includes patches for a total of 74 vulnerabilities, including 11 critical flaws, a total of
43 high severity flaws, and 20 medium risk vulnerabilities. The critical flaw patches
include a fix for the Dirty COW vulnerability, as well as an elevation of privilege
vulnerability in kernel memory subsystem affecting Pixel C, Pixel, and Pixel XL
devices, and elevation of privilege issues in NVIDIA GPU Driver, kernel, kernel ION
driver, and the Qualcomm Mobile Station Modem (MSM) interface, among other
patched flaws.

Source: http://www.securityweek.com/google-patches-74-vulnerabilities-android

December 6, SecurityWeek — (International) Flash Player remains main target of
exploit Kits: report. Threat intelligence firm Recorded Future released a report after
performing an analysis of 141 exploit kits (EKs), which found that Adobe Flash Player,
Microsoft Windows, Internet Explorer, and Silverlight were the main targets of EKs in
2016. Flash Player accounted for 6 of the top 10 flaws leveraged by EKs, and an
Internet Explorer flaw tracked as CVE-2016-0189, which was integrated into several
EKs including Sundown, Neutrino, and RIG, was the most referenced vulnerability on
security blogs and dark Websites.

Source: http://www.securityweek.com/flash-player-remains-main-target-exploit-kits-

report
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Internet Alert Dashboard

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or
visit their Web site: http://www.us-cert.gov

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and
Analysis Center) Web site: http://www.it-isac.org

Communications Sector

Nothing to report

Commercial Facilities Sector

22. December 6, KIFI 8 Idaho Falls; KIDK 3 Idaho Falls — (Idaho) Fire destroys LDS
church in Swan Valley. The Church of Jesus Christ of Latter-day Saints in Swan
Valley, Idaho, was destroyed in a fire December 6. The cause of the fire remains under
investigation.

Source: http://www.localnews8.com/news/lds-church-catches-on-fire-in-swan-
valley/198800528

For another story, see item 4

Dams Sector

Nothing to report
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Department of Homeland Security (DHS)
DHS Daily Open Source Infrastructure Report Contact Information

About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday
through Friday] summary of open-source published information concerning significant critical
infrastructure issues. The DHS Daily Open Source Infrastructure Report is archived for 10 days on
the Department of Homeland Security Web site: http://www.dhs.gov/IPDailyReport

Contact Information

Content and Suggestions: Send mail to cikr.productfeedback@hq.dhs.gov or contact the DHS
Daily Report Team at (703) 942-8590

Subscribe to the Distribution List: Visit the DHS Daily Open Source Infrastructure Report and follow
instructions to Get e-mail updates when this information changes.

Removal from Distribution List: Send mail to support@govdelivery.com.

Contact DHS
To report physical infrastructure incidents or to request information, please contact the National Infrastructure
Coordinating Center at nicc@hq.dhs.gov or (202) 282-9201.

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or visit
their Web page at www.us-cert.qov.

Department of Homeland Security Disclaimer
The DHS Daily Open Source Infrastructure Report is a non-commercial publication intended to educate and inform
personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright

restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source
material.
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