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EXECUTIVE SUMMARY - EMERGING TECHNOLOGIES SUBCOMMITTEE 
 

 
The accelerated pace of the technological change in today’s global research and 

development ecosystem is creating both risks and opportunities in the Department of Homeland 
Security’s (DHS) mission domain. The dual challenge of addressing emerging technological 
threats to the Homeland while simultaneously acquiring and deploying capability to meet new 
threats is of paramount importance now and in the foreseeable future. Emerging technologies 
could pose threats for which no effective countermeasure readily exists, or they may comprise 
powerful new enabling capabilities that can be used by operational end-users. The problem is 
further exacerbated by evolving legal frameworks such as the recently passed FAA 
Reauthorization that provide new authorities but increase the complexity of implementation 
across the federal government and with DHS. In turn that complexity increases yet again when 
effective implementation of policy and deployment capability must be coordinated with state, 
local, tribal and territorial (SLTT) authorities. 

 
To assist DHS in forecasting both threats and opportunities, work with partners, and 

improve the ability of DHS components to execute mission critical objectives, the Secretary 
chartered the Emerging Technologies Subcommittee of the Homeland Security Advisory Council 
(HSAC) in the Fall of 2018. The subcommittee was charged with exploring six emerging 
technologies and to develop recommendations to address and mitigate threats but also to take 
advantage of new capabilities to execute DHS missions. Those technologies include: 

• Unmanned autonomous systems (UAS), 
• Artificial intelligence and machine learning (AI/ML), 
• 3/4D Printing 
• Biotechnology – gene editing, splicing. 
• Quantum information science and quantum computing. 
• Advance Robotics 
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RECOMMENDATIONS OF THE FINAL REPORT 
   
 

Gene editing technology represents a major scientific advance that has the potential to greatly help or 
greatly harm the United States. CRISPR (Clustered Regularly Interspaced Short Palindromic Repeats) 
gives scientists the ability to manipulate DNA far beyond previous technology and has opened the door to 
rapid development in the field of molecular biology. However, the speed of innovation has outstripped 
American regulatory policy and legislation; given the paradigm altering potential of CRISPR and related 
technology, this disconnect must be closed. The following three recommendations address how the 
Department of Homeland Security should respond to ensure CRISPR is not used to harm the United States. 
 
Recommendation #1 

Actively get ahead of advances in CRISPR and gene therapy delivery systems. DHS 
should have a task force focused on developments in the field of CRISPR and its applications. 
CRISPR is an unprecedented technological advancement in molecular biology. It poses many 
benefits but also many threats. In the coming years, threats to the Homeland will develop from 
CRISPR genome manipulations. The committee tasked with monitoring the technology as it 
expands would predict witting and unwitting threats of CRISPR that might harm the health, food 
resources, and/or national interests of the United States. The committee could serve as a resource 
to propose government or international policies for engaging the technology responsibly. Such a 
committee would network with the leading CRISPR researchers and entities in government, 
academia, and industry to keep a close track on avenues of leading research, giving the 
committee the ability to anticipate threats that could be on the horizon. 
 
Recommendation #2 

At some point, it will become essential to determine whether CRISPR has been used, 
regardless of whether it was an accidental or intentional deployment of the technology. As the 
basic science of CRISPR is rapidly becoming a tool for genome modification, DHS should be 
concerned with also developing means to detect its use. 
 
Recommendation #3 

DHS should be monitoring and/or developing means to prevent the action of CRISPR 
technology or their delivery systems to prevent unwanted CRISPR modifications. For example, 
in the case of an accidental or intentional release of a gene drive that might harm U.S. citizens, 
U.S. food supply, vegetation, or wildlife, it may become necessary to understand mechanisms to 
inhibit the action of CRISPR technology. 
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EMERGING TECHNOLOGIES: BIOTECHNOLOGY 
 

 
1. Assessment of the current state and perceived future advancements over the next 3-10 
years that could pose a threat to the homeland security of the United States. 
 
1.1 Current State of Gene Editing Technology 

The emergence of Clustered Regularly Interspaced Short Palindromic Repeats 
(CRISPR) with CRISPR-associated endonuclease 9 (Cas9) is a disruptor technology in the 
field of molecular biology that allows rapid and precise modification of the genome at a 
fidelity that did not previously exist in molecular biology. The application of this technology 
represents a new capability in synthetic biology that renders most other gene editing 
capabilities instantly obsolete. Cumbersome gene editing experiments that once took weeks, 
months, or years to complete can be performed with less technical skill and effort at a fraction 
of the previous time and cost. While a technical hurdle still exists for performing 
CRISPR/Cas9-mediated genome edits, this technology lowers the bar to entry significantly. 
Fundamentally, the technology opens research avenues for manipulating DNA and represents 
a paradigm shift in the manipulation of biological systems at the molecular level. The potential 
implications of this new technology have led to a surge in molecular biology research 
compared to previous years. The sudden leap of capability has pushed beyond the current level 
of understanding of the CRISPR technical system, the appreciation of its lasting implications 
for genome modification applications, and the policies that govern those applications. 

Technological advances in genome manipulation such as CRISPR allow the rapid 
and targeted modification of genomes in vitro and in vivo,1 greatly increasing the speed and 
fidelity at which engineered genomic modifications can be made. To name a few examples, 
research focused on the manipulation of the genome sequence allows the development of 
novel gene therapies and drug target discovery, agricultural crop and livestock advancements, 
increases in accuracy and speed of basic scientific research to understand biological systems, 
and added options for control of emerging pathogen threats. 

Although CRISPR technology is currently still in development, in terms of both 
application and basic scientific understanding, it represents a leap forward for genome 
engineering. The greatest advantages to the technology lie in the simplicity with which a 
genomic target sequence can be cut, requiring minimal molecular components to induce the 
DNA cut. For targeted genome modifications, donor DNA is also required to introduce the 
specific mutation or gene. As the scientific field actively works to understand the parameters 
surrounding this new molecular tool, limitations of the CRISPR technology are emerging. 
Unanticipated off-target cutting activity, in which CRISPR cuts unintended locations within 
the genome, have sparked research into the discovery of new Cas endonuclease enzymes and 
engineered modifications of known Cas enzymes to increase fidelity of the cutting activity, 
which would thereby reduce the risks of the technology to modify unintended genome regions. 
As with other potential gene therapies, CRISPR technology is also limited by deficiencies in 

                                                      
 
 
 
1 In vivo studies are experiments, tests, or procedures done on or in a living organism such as a laboratory rat. In 
vitro studies are experiments or tests done in a test tube or petri dish.  
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effective cell delivery techniques that would move CRISPR components into all cells or 
targeted cell systems of a multicellular organism. 

Acknowledging the imperfections of CRISPR, the technology represents a 
fundamental shift in genome engineering, bringing a new molecular tool to the laboratory 
bench that has instantly made other tools in the field less desirable or obsolete. The technology 
will continue to rapidly expand in the near future as the system is more completely defined 
and understood and new molecular applications and capabilities are developed. 
 
1.2 CRISPR Gene Editing Technology Overview 

CRISPER/Cas9 represents a major leap forward in gene editing technology. These 
advances, however, would be impossible without the preceding discovery of Polymerase 
Chain Reaction (PCR). Developed in the 1980s, PCR allows scientists to make unlimited 
copies of DNA fragments from a single DNA molecule.2 This reaction is critical to molecular 
biology research like gene editing because DNA is extremely delicate and difficult to isolate in 
consistent sections. With PCR, scientists can experiment and iterate with both speed and ease 
on identical sections of DNA code, allowing them to clearly isolate causal mechanisms. PCR 
paved the way for CRISPER/Cas9 by creating a relatively easy way to isolate specific gene 
and DNA sequences for a variety of entities and to test various treatment effects quickly and 
cheaply. 

The rapidly emerging gene editing technology of CRISPR/Cas9 has the ability to 
produce precise sequence-targeted cleavages of DNA in vitro and in vivo. The precision of the 
endonuclease sequence cleavage mechanism is attributed to the genome sequence 
complementarity of the guide RNA directing the ribonucleoprotein complex for cleavage at 
the specific genomic location. In its simplicity, the CRISPR ribonucleoprotein consists of a 
guide RNA (gRNA) and a non-specific CRISPR-associated endonuclease (Cas) (Figure 10). 
The guide RNA in the CRISPR Technology contains a region of sequence that associates with 
the Cas endonuclease and a region of sequence that complements the sequence of the genomic 
target region. The Cas enzyme recognizes a specific protospacer adjacent motif (PAM) 
sequence in the genomic sequence. When the Cas associates with the PAM, and if the gRNA 
complements that genomic region, Cas9 is stimulated to make a double-stranded break about 
3-4 base pairs upstream of the PAM sequence. For example, the PAM sequence recognized by 
Cas9 is NGG, with N being any of the four possible nucleotides followed by two guanine 
residues. The requirement for the PAM limits the precise locations that can be targeted. Cas9 
currently has the most evaluation in the scientific literature; however, several Cas enzymes 
have been and continue to be discovered and developed for incorporation into the technology 
as it evolves. 

                                                      
 
 
 
2 Mullis, K. (1990). The Unusual Origin of the Polymerase Chain Reaction. Scientific American, 262(4), 56-65. 
Retrieved July 7, 2020, from www.jstor.org/stable/24996713 
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Figure 10: CRISPR as a Genome Editing Technology 

 
Upon insertion of a double-stranded break into the targeted region of the genome, the 

non-homologous end-joining (NHEJ) or homology-directed recombination (HDR) technique 
is used to insert the mutation into the genome (A). Cas9 complexes with the scaffolded 
sgRNA to form the ribonucleoprotein complex (RNP). The Cas9 of the RNP recognizes its 
specific protospacer adjacent motif (PAM) sequence within the genome. If the PAM is 
adjacent to a sequence that complements the gRNA sequence of the sgRNA, the 
complementary bases pair in a zipper-like manner that stimulates the RuvC and HNH catalytic 
sites to cleave both strands of the genomic DNA, 3-4 bases upstream of the PAM (B). The 
Cas9 enzyme can be engineered to have nickase activity, cleaving only one strand of the target 
genomic region. Cas9 D10A contains a mutation in the RuvC active site, while Cas9 H840A 
contains a mutation in the HNH active site (B). The image is modified from Doudna and 
Charpentier.3 

The targeted genome breaks induced by CRISPR activate cellular repair mechanisms. 
During the process of repair of these nicks and double-stranded breaks within the genome, 
exogenous DNA molecules can be inserted randomly or in a directed manner. Random 
insertions using the non-homologous end-joining (NHEJ) technique are less predictable and 
result in uncontrolled insertion and deletion (indel) events. NHEJ is most useful when trying 
to knock-out gene function. Directed insertions using the homology-directed recombination 

                                                      
 
 
 
3 Doudna JA, Charpentier E. 2014. Genome editing. The new frontier of genome engineering with CRISPR-Cas9. 
Science 346:1258096. 
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(HDR) technique rely on the provided donor DNA to contain homologous arms with sequence 
homology to the genome, flanking each side of the desired sequence modification or insert. In 
this manner, the repair mechanism recognizes the donor DNA as more closely resembling the 
natural repair of the diploid genome and results in precise DNA insertions. The generation of 
highly efficient and precise double-stranded breaks is an essential prerequisite to attempt gene 
knock-out or knock-in assays using CRISPR.4 According to Baud, et al., the simplicity and 
high efficiency of the CRISPR/Cas9 system makes it a very attractive alternative to traditional 
knockout procedures.5 
 
1.3 Applications of Note 

The introduction of CRISPR technology in 2012 was a game-changer for genomic 
manipulations, making them less challenging and more precise.6 Since then, the technology 
has been utilized to induce DNA edits in vitro and in vivo across numerous biological 
organisms. The simplicity and efficiency of the application of CRISPR technology in 
seemingly any animal model are major advantages and may hold the future of animal model-
based investigations of complex traits.7 The speed with which a disease model can be 
constructed for a given organism may allow construction of very specific disease states to 
discover new, customized treatments. In addition, the methodology allows modification of 
multiple genomic loci in a single experiment, facilitating complex observations and affecting 
gene discovery through multiple mutation interactions. While the list of applications expands 
well beyond Figure 11, CRISPR applications in several common model systems are 
highlighted. 

Figure 11: A Selection of Model Organisms with CRISPR Applications 

Organism Common Name References 

Homo sapiens Human (14, 18) 

Drosophila melanogaster Fruit Fly (26, 27) 

Ovis aries Sheep (28) 

Glycine max Soybean (29, 30) 

Triticum aestivum Wheat (5) 
Arabidopsis thaliana Arabidopsis (31) 

Danio rerio Zebra Fish (32, 33) 

                                                      
 
 
 
4 Albadri S, Del Bene F, Revenu C. 2017. Genome editing using CRISPR/Cas9-based knock-in approaches in 
zebrafish. Methods doi:10.1016/j.ymeth.2017.03.005. 
5 Baud A, Flint J. 2017. Identifying genes for neurobehavioural traits in rodents: progress and pitfalls. Dis Model 
Mech 10:373-383. 
6 Jinek M, Chylinski K, Fonfara I, Hauer M, Doudna JA, Charpentier E. 2012. A programmable dual-RNA-guided DNA 
endonuclease in adaptive bacterial immunity. Science 337:816-821. 
7 Baud A, Flint J. 2017. 
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Caenorhadbitis elegans Nematode (34) 

Ambystoma mexicanum Salamander (35) 

Xenopus tropicalis Frog (36, 37) 

Mus musculus Mouse (38-40) 

Rattus rattus Rat (41, 42) 

Sus scrofa Pig (43, 44) 

Rhesus macaque Monkey (45) 
 

1.4 Delivery Systems for CRISPR 
CRISPR technology components must be delivered to the nucleus of the cell to 

induce genomic modifications. As with predecessor gene therapies, delivery systems that can 
move the CRISPR components efficiently and completely to targeted cells are lacking, which 
represents a technical hurdle. Once a path over this hurdle is discovered, many more avenues 
and applications for CRISPR will open. Current delivery strategies include physical delivery 
by microinjection or electroporation, viral delivery methods like adeno-associated virus 
(AAV), and non-viral delivery methods like liposomes, polyplexes, or gold particles.8 

While the delivery systems employed today hold technical limitations for gene 
therapy applications and experimentation, they can still pose a threat. In one application 
published in 2014, an animal model for human lung cancer was develop in mice using 
CRISPR components packaged into adenovirus particles for delivery into the lung epithelial 
cells of the mice.9 The CRISPR system was used to introduce breaks in two genes of the 
mouse chromosome 17 by co-expression of Cas9 endonuclease and two guide RNAs targeting 
the two sites. The Cas9 restriction in these two chromosome locations of the lung epithelial 
cells induced a flipped rearrangement of the internal sequence, mimicking similar cancerous 
Eml4-Alk inversion mutations observed in the human homologs of human chromosome 2. 

Beyond the efficiencies observed in the induction of the cancerous Eml4-Alk 
inversion mutation within the mice, the use of adenovirus to deliver the CRISPR components 
to the lung epithelial cells is concerning. The application of the CRISPR components into the 
mouse lungs was facilitated by inhalation of the adenovirus, packaged with the CRISPR 
components. While the adenovirus used in this study was specific to the mouse model 
organism, human-specific adenoviruses exist and could be used for delivery of similar 
CRISPR components into human lung epithelial cells. With this study, the researchers not 
only demonstrated an efficient methodology for constructing a disease model within the 
mouse lung but also highlighted a delivery system that with minimal modification could be 

                                                      
 
 
 
8 Lino CA, Harper JC, Carney JP, Timlin JA. 2018. Delivering CRISPR: a review of the challenges and approaches. 
Drug Delivery 25:1234-1257. 
9 Maddalo D, Manchado E, Concepcion CP, Bonetti C, Vidigal JA, Han YC, Ogrodowski P, Crippa A, Rekhtman N, de 
Stanchina E, Lowe SW, Ventura A. 2014. In vivo engineering of oncogenic chromosomal rearrangements with the 
CRISPR/Cas9 system. Nature 516:423-427. 
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implemented with humans. 
 
1.5 Modifying the Food Source – Livestock 

Using CRISPR, a boost in the speed with which genomic modification can be 
introduced for genetic engineering of livestock genomes for use as food sources for the U.S. 
population. Traditionally, these types of transgenic animals undergo many years of scientific 
evaluation to ensure that they are safe for human consumption and have only recently gained 
traction for approval by the Food and Drug Administration (FDA). In 2015, the 
AquAdvantage Salmon, a transgenic animal with increased growth rate, became the first 
genetically engineered organism approved by the FDA for human consumption in the United 
States in a process that took six years after the FDA established guidelines for evaluation in 
2009. The approval by the FDA of the AquAdvantage salmon as safe for human consumption 
opens a potential path for other genetically engineered food sources. The introduction of 
CRISPR technology provides a means to greatly increase the rate and the scope of transgenic 
animal production.  

Breeding livestock to marketable and nutritional needs is a practice that is thousands 
of years old. Desirable traits are identified in offspring and encouraged through selective 
breeding practices. A massive and lucrative sector of business surrounds this practice and 
industry. The application of an effective genome editing technology like CRISPR would 
greatly shorten the time to achieve desired mutations or added traits within livestock. In one 
example, CRISPR has been used to manipulate the desired traits in the commercially valuable 
Shanbei cashmere goat. In a study by Wang, et al., the gene for fibroblast growth factor 5 
(FGF5) was targeted for knock-out mutagenesis to increase the number of secondary hair 
follicles and the length of hair fibers in the goats. FGF5 is the gene that controls fur length in 
the short- and long-haired Dachshund dog breed. The wild type state is to have the FGF5 gene 
intact and functioning within the genome, producing a short-hair phenotype. When the gene is 
knocked out of the genome, the long-hair phenotype with increased follicle production is 
observed. Using CRISPR to create this knock out of the FGF5 homolog within the goat 
genome, Wang, et al. produced cashmere goats with increased secondary hair follicles and 
longer hair fibers.10 The resulting goats produced more marketable cashmere per individual 
goat. 

A second application of CRISPR mutated the gene for myostatin (MSTN) in goats 
and sheep.11 MSTN is associated with muscle development and inhibits muscle differentiation 
and growth. Selective breeding of cattle for a knock-out of functional myostatin produced the 

                                                      
 
 
 
10 Wang X, Cai B, Zhou J, Zhu H, Niu Y, Ma B, Yu H, Lei A, Yan H, Shen Q, Shi L, Zhao X, Hua J, Huang X, Qu L, Chen Y. 
2016. Disruption of FGF5 in Cashmere Goats Using CRISPR/Cas9 Results in More Secondary Hair Follicles and 
Longer Fibers. PLoS One 11:e0164640; and, Wang X, Yu H, Lei A, Zhou J, Zeng W, Zhu H, Dong Z, Niu Y, Shi B, Cai B, 
Liu J, Huang S, Yan H, Zhao X, Zhou G, He X, Chen X, Yang Y, Jiang Y, Shi L, Tian X, Wang Y, Ma B, Huang X, Qu L, 
Chen Y. 2015. Generation of gene-modified goats targeting MSTN and FGF5 via zygote injection of CRISPR/Cas9 
system. Sci Rep 5:13878. 
11 Wang X, et al., 2015; and, Crispo M, Mulet AP, Tesson L, Barrera N, Cuadro F, dos Santos-Neto PC, Nguyen TH, 
Creneguy A, Brusselle L, Anegon I, Menchaca A. 2015. Efficient Generation of Myostatin Knock-Out Sheep Using 
CRISPR/Cas9 Technology and Microinjection into Zygotes. PLoS One 10:e0136690. 
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double-muscled Belgian Blue and Piedmontese cattle lines.12 Knocking-out this gene is known 
to cause hypertrophy of muscle mass in several mammal models, including mice, dogs, cattle, 
and humans.13 
 
1.6 Modifying the Food Source – Agricultural Crops 

Commodity crops have increased demands on their yields as the global human 
population increases. According to Doudna and Charpentier, the application of CRISPR 
technology to these crop plants promises to change the pace and course of agricultural 
research.14 For example, the efficiency of CRISPR increases the yield of impactful genome 
manipulation (nearly 50 percent transformant yields) in rice, and these modifications are 
passed to progeny in a stable manner with few off-target editing events.15 Doudna, et al. 
speculate that these findings point to CRISPR providing a method to genetically program 
protection from disease and resistance to pests in a manner that is superior to predecessor 
technologies. Development of technologies like CRISPR that facilitate rapid and precise 
genome editing in agricultural crops provide an opportunity for future food security.16 

The technological advance of CRISPR Technology also side-steps a previously 
limiting factor for development of transgenic animals as food sources, as was observed in the 
modification of the white button mushroom. In April 2016, the United States Department of 
Agriculture (USDA) declined to regulate the cultivation and sale of the CRISPR-edited white 
button mushroom in the United States.17 This decision made the mushroom the first CRISPR-
modified organism to receive approval by the U.S. Government, but it also highlighted the 
reduction of a previous technical limitation for producing these type deletion edits. The 
CRISPR genome modification of the mushroom knocked-out six polyphenol oxidase (PPO) 
genes, which cause the caps of the mushrooms to brown, making them more desirable for sale 
for a longer period. The CRISPR-edited mushroom evaded the USDA regulatory process 
because it was not modified using foreign DNA from viruses or bacteria. When the U.S. 
Government developed the framework for regulating genetically modified organisms (GMOs) 
in the 1980s and 1990s, these organisms were necessary to implement these type genome 

                                                      
 
 
 
12 Kambadur R, Sharma M, Smith TP, Bass JJ. 1997. Mutations in myostatin (GDF8) in double-muscled Belgian Blue 
and Piedmontese cattle. Genome Res 7:910-916. 
13 robet L, Martin LJ, Poncelet D, Pirottin D, Brouwers B, Riquet J, Schoeberlein A, Dunner S, Menissier F, 
Massabanda J, Fries R, Hanset R, Georges M. 1997. A deletion in the bovine myostatin gene causes the double-
muscled phenotype in cattle. Nat Genet 17:71-74; Kim JS, Petrella JK, Cross JM, Bamman MM. 2007. Load-
mediated downregulation of myostatin mRNA is not sufficient to promote myofiber hypertrophy in humans: a 
cluster analysis. J Appl Physiol (1985) 103:1488-1495; McPherron AC, Lee SJ. 2002. Suppression of body fat 
accumulation in myostatin-deficient mice. J Clin Invest 109:595-601; and, Mosher DS, Quignon P, Bustamante CD, 
Sutter NB, Mellersh CS, Parker HG, Ostrander EA. 2007. A mutation in the myostatin gene increases muscle mass 
and enhances racing performance in heterozygote dogs. PLoS Genet 3:e79. 
14 Doudna JA, Charpentier E. 2014. 
15 Zhang H, Zhang J, Wei P, Zhang B, Gou F, Feng Z, Mao Y, Yang L, Zhang H, Xu N, Zhu JK. 2014. The CRISPR/Cas9 
system produces specific and homozygous targeted gene editing in rice in one generation. Plant Biotechnol J 
12:797-807. 
16 Georges F, Ray H. 2017. Genome editing of crops: A renewed opportunity for food security. GM Crops Food 8:1-
12. 
17 Waltz E. 2016. Gene-edited CRISPR mushroom escapes US regulation. Nature 532:293. 
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modifications.18 The advent of rapid and precise genome editing by CRISPR is forcing the 
U.S. Government to rethink its regulations on GMOs with regard to these advances in genome 
editing technologies, as the surge in their application is bringing a new generation of plant 
varietals to the market.19 In March 2018, the USDA elaborated on its position in a published 
statement on plant breeding innovation.20 The statement describes the application of gene 
editing technologies like CRISPR as plant breeding innovations that can introduce new plant 
traits more rapidly than traditional breeding techniques, potentially saving years or even 
decades from the introduction of new, robust plant varieties to farmers. In the statement, the 
USDA declines to provide oversight for the use of genetically altered plants, if the alterations 
could have been developed through traditional breeding methods likes cross-breeding and 
desirable trait selection. Transgenic plants that contain inserted genes from other species will 
continue to be regulated by the USDA. 
 
1.7 Gene Drives 

Gene drive is the introduction of a genetic trait or allele into a system with the added 
pressure that the introduced allele is favored over the wild-type allele. In natural breeding, a 
mutant allele along with a wild-type allele would be passed to progeny. In gene drive, the 
CRISPR components of Cas9 and the single guide RNA sequence, targeting the wild-type 
allele, are packaged into the mutant allele. Once the copy of the mutant allele is inherited, it 
actively cuts the wild-type sequence that is present, allowing the wild-type allele to be 
replaced by the mutated allele through recombinant repair mechanisms. In this manner, gene 
drive works best in organisms that reproduce sexually and have short generations. 

Gene drives have been proposed as a method to control insect vectors that carry 
diseases like malaria, dengue, and Lyme. Dissemination of gene drives into the insect 
population might make the insects sterile and unable to replicate or disrupt the ability of the 
insect to transmit the disease. Applications of gene drive in herbicide resistant weeds that harm 
agricultural crops could be used to reverse their resistance mechanisms, making them once 
again susceptible to the herbicide.21 Limitations of gene drives include their vulnerability to 
inactivation due to natural selection, especially if the gene drive produces a deleterious effect 
on the organism. A gene drive of this type would require continual monitoring and 
modification as resistance to the drive is developed within the population.22 Further, gene 
drive has been described as a potential bioweapon that could be directed toward a population 
or its food supply. For example, a gene drive introduced into a commodity crop like corn or 
wheat could limit production of the crops. Gene drive could be used to target key insect 

                                                      
 
 
 
18 Ibid. 
19 Ledford H. 2016. Gene-editing surges as US rethinks regulations. Nature 532:158-159. 
20 USDA. 2018. Secretary Perdue Issues USDA Statement on Plant Breeding Innovation, Release No. 00070.18 ed. 
United States Department of Agriculture. 
21 Simon S, Otto M, Engelhard M. 2018. Synthetic gene drive: between continuity and novelty: Crucial differences 
between gene drive and genetically modified organisms require an adapted risk assessment for their use. EMBO 
reports 19:e45760. 
22 Ouagrham-Gormley SB, Vogel KM. 2016. Gene drives: The good, the bad, and the hype, on Bulletin of the Atomic 
Scientists. https://thebulletin.org/2016/10/gene-drives-the-good-the-bad-and-the-hype/. Accessed December 7, 
2018. 

https://thebulletin.org/2016/10/gene-drives-the-good-the-bad-and-the-hype/
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pollinator species in order to decrease the numbers available to conduct pollination, thereby 
indirectly affecting the production of a wide number of crops that rely on insect pollination. In 
February 2016, James Clapper, the then-U.S. Director of National Intelligence, included gene 
editing in his annual Worldwide Threat Assessment report to the U.S. Congress as a global 
threat.23 
 
1.8 Human Applications 

Although CRISPR applications in the human genome have raised the greatest debate 
in recent years, many examples exist for the application of CRISPR in mammalian systems, 
leading to its application in humans. These types of applications within the human genome can 
be categorized as either somatic or germline edits. Genome edits within somatic cells typically 
affect localized regions or tissue types. The CRISPR components are delivered to the cells 
using a delivery system such as cationic lipid vesicles, gold particles, or adeno-associated 
virus.24 Currently, clinical trials are underway to evaluate the utility of these types of edits for 
gene therapies in humans. Germline edits are performed very early in embryonic development 
or even during or before fertilization. The goal of this type edit is to modify the genome 
location in every cell of the organism. In this application, the CRISPR components are 
typically introduced using a microinjection technique directly into the nucleus of the zygote.25 
In humans, publications have described the application of germline edits in zygotes that are 
not allowed to develop into humans. Recently, a scientist from China claimed to have 
performed germline edits to knock-out the CCR5 gene of twin human girls; however, the 
controversial germline modifications within the genomes of the twins have not been 
independently verified. Regarding prospects as therapies, somatic edits and germline edits 
have their respective situational uses. 

 
Cancer Biology 

During the summer of 2017, the FDA completed a multi-year evaluation of the 
chimeric antigen receptor (CAR) T cell cancer therapy for application to blood cancers like 
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acute lymphoblastic leukemia, reviewed by Jackson, et al.26 In this method of cancer 
treatment, T cells harvested from the patient are genetically modified to recognize markers on 
the specific cancer cells that have developed within the patient. This highly customized 
method relies on genomic modifications of the T cells from the patient. Researchers from 
Memorial Sloan Kettering Cancer Center have applied CRISPR in the mouse model to more 
rapidly and precisely introduce these genome modifications, providing an efficient means to 
introduce very specific mutations in a manner that increases the speed of the modification and 
does not exhaust the T cells.27 The result is a CAR T cell lineage that contains the necessary 
targeting modifications but retains viability to be more effective against the cancer target. 
 
Human Germline Editing 

The application of CRISPR to humans immediately raises ethical concerns. CRISPR 
has no boundaries in the scope of its application and can be used to modify any genomic 
sequence. These genome edits are performed with unprecedented speed and accuracy and, if 
applied early in development as to modify all cells within the organism, are inheritable 
modifications that affect the germline of that organism. Human germline engineering 
represents permanent changes that are disseminated into the human population, influencing 
and shaping future generations. Members of the scientific community acknowledge that these 
modifications should be deliberate and that their potential impact should be fully considered. 
Further, most of the scientific community acknowledges that CRISPR is not understood well 
enough for use in human germline editing. With unpredictable phenomena like off-target 
cutting associated with the use of CRISPR, germline editing could introduce unintended 
mutations into the genome. 

A moment of concern occurred following the 2015 publication of a Chinese study 
that applied CRISPR to the genomes of trinucleated zygotes.28 This first publication regarding 
the application of CRISPR in human embryos was published in the journal Protein and Cell 
after being rejected by the journals Nature and Science due to its controversial application and 
the implications of human embryo editing.29 In the study, Liang, et al., modified the 
endogenous β-globin gene (HBB) within zygotes. The result was a zygote with a mixture of 
both modified and unmodified cells. These results were deemed mixed and deficient by the 
greater scientific community. Although the efforts of Liang, et al., were considered a rush to 
apply CRISPR within humans, it was a first step in that direction. In late 2017, a study was 
published by Ma, et al., that built upon the findings of Liang, et al.30 In the study, 
microinjection was used to act at an earlier stage of development than the Chinese study of 
2015, decreasing the occurrence of mixed genotypes in the developing embryos. 

In late November 2018, two days before the International Summit on Human 
Genome Editing in Hong Kong, China and in a disclosure that outraged many scientists based 
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on its disregard for ethical concerns, a Chinese scientist named He Jiankui disclosed that he 
had CRISPR-modified the genomes of twin human babies. In his work, he used CRISPR 
technology to knock-out the C-C chemokine receptor type 5 (CCR5) gene in early embryos. 
The CCR5 receptor gene has been linked to the susceptibility of human immunodeficiency 
virus (HIV) to enter the cell.31 If validated, the twins are the first CRISPR-edited humans. 
Because He performed these experiments largely in secret, the announcement was followed by 
an international outcry denouncing the work as careless. The particular genome modification 
is seen as largely unnecessary with modern HIV treatments that control the virus, and there is 
concern that off-target modifications could have been introduced into the genomes 
unintentionally. While the summit was meant to bring together the international scientific 
community to debate and discuss human genome editing and the ethical considerations of it, 
the careless and self-driven actions of He were largely greeted with rebuke from the scientific 
community. His claims and the results of his studies have not been confirmed or vetted to 
determine if the edits were actually conducted and if they were safe; however, his secretive 
approach to conducting human genomic modifications cannot be denied. Further, it highlights 
the threat that scientists can use CRISPR to quietly modify the human germline with no 
oversight from the greater scientific community. 
 
1.9 The Evolution of CRISPR Technology 

To overcome the limitations of Cas9 endonuclease, scientists have begun to develop 
variants of Cas for gene therapies. Researchers have modified Cas9 into single base editors, 
eliminating the need to supply donor DNA to introduce a point mutation, and they have 
developed Cpf1 endonuclease, also known as Cas12a, that has increased sequence specificity 
over Cas9 and tolerates only a few mismatches to the genome complementary sequence within 
the single guide RNA sequence.32 Cpf1 provides an option for decreasing the occurrence of 
off-target cutting events that could erroneously knock-out an unintended gene target. 

The scientific community is only just beginning to develop the CRISPR technology. 
New enzymes and capabilities like single base editors and Cpf1 endonuclease will continue to 
emerge as discoveries and innovations in the usage of CRISPR are defined and developed. The 
drive to overcome the limitations of Cas9 endonuclease for the use of CRISPR technology in 
gene therapies will continue to fuel innovation in this area. For example, in the spring of 2018, 
Hu, et al., reported the development of xCas9 through phage-assisted continuous evolution, 
expanding the protospacer adjacent motif (PAM) sites that the enzyme recognizes. The 
resulting xCas9 enzyme can recognize a broad range of PAM sequences.33 The modification 
of Cas9 in this way opens much more of the genome for editing, increasing the specificity of 
CRISPR by increasing the number of sites that are available to be cut. 
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1.10 Expected Advancements of Technology 
 
New Cas Enzymes and Engineered Capabilities 

CRISPR technology is in its infancy, and researchers have only begun to characterize 
the scope of what CRISPR can do or become. Over the next several years, as the basic science 
of CRISPR Technology is characterized, new Cas enzymes with varying capabilities will 
emerge. These capabilities will include more accurate cutting with fewer off-target cuts, 
resulting in increased fidelity and precision of genomic modifications. Acquiring this fidelity 
in genome cutting is being driven by the prospect of using CRISPR as a gene therapy to treat 
rare diseases and reverse cancerous mutations. 

As was seen in the development of Cas nickase enzyme, the protein fusions of the 
single base editors, and the expansion of PAM recognition sites in xCas9 enzyme, scientists 
will not only leverage the naturally occurring Cas enzymes, but will engineer new modalities 
within the available suite of enzymes.34 These advances in the molecular engineering of 
CRISPR will allow scientists to develop capabilities beyond those seen in natural systems. 

 
Developing New Applications for CRISPR Technology 

A few alarming applications have driven an ongoing conversation around CRISPR 
technology as it applies to safety and, more importantly, preservation of the human germline. 
CRISPR provides a means to drive evolution with efficiencies that have not been previously 
available. Combining this newly acquired power with the desires of individual or rogue 
scientists to “be the first” in their applications, the scientific community is struggling to 
restrain and self-govern itself. As was seen with the claimed CRISPR modification of two 
human babies in China in late November 2018, it is anticipated that more unsanctioned 
applications of CRISPR will occur in the future. That the scientist in that case conducted his 
work secretively without oversight of fellow scientists speaks to the profound power of 
CRISPR and the potential threat of those that will wield it for their own gain. The highly 
debated concept of designer humans is obtainable and not far from reality. The greater 
majority of the scientific community will move with caution and strive to apply CRISPR 
toward improving the human condition. The emergent threat, as was highlighted with the 
announcement of the CRISPR-edited human babies, is from those scientists who would 
conduct their experiments in secret with no oversight, while single-handedly modifying the 
heritable germline of the human species. Though it has not yet been seen, rogue countries 
could modify humans and other organisms to serve their own interests, which may run counter 
to U.S. interests.  

CRISPR represents a groundbreaking technology for developing clinical treatments 
for the prevention of diseases and curing heritable and non-heritable genetic diseases. Limited 
by delivery systems for targeting specific cells or tissues, scientists will, in the near future, 
continue to develop cleaver means to apply CRISPR as potential methods for gene therapies. 
Breakthroughs in delivery systems will be quickly adopted by this scientific group to facilitate 
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and expand their respective applications. 
Synthetic gene drive systems using CRISPR have the potential to knock down the 

number of pests like malaria-carrying mosquitos and to contain other vector-borne diseases 
such as dengue, Lyme, and Zika.35 Gene drives are also being applied to contain the 
emergence of drug resistance in Candida albicans, a human pathogen that is the leading cause 
of fungal infections.36 Further, gene drives have been proposed as strategies to control 
unwanted and invasive weed species that deplete nutrients from commodity agricultural crops, 
making them more sensitive to herbicides.37 In a report published in July 2018, strategies for 
gene drive technologies are now moving into experiments in rapidly reproducing mammalian 
systems.38 Because gene drives have the ability to address vectors of human and animal 
disease and increase production in profitable agriculture crops while limiting the development 
of increasingly toxic herbicides, research and application into synthetic gene drive systems 
will continue in the near future. With the threat of the use of gene drives as bioweapons that 
could cripple the food resources of a nation or alter whole ecosystems, monitoring the 
advancements in gene drives will be necessary. 

 
Development of Detection and Inhibition Capabilities 

CRISPR technology has the ability to reach deep into the biological thread of 
society—to the core of the information that makes us the human species. It can enhance 
human health and food supplies while providing a means to sustain humanity and reduce 
human suffering. The tremendous advantages to be gained from CRISPR will continue its 
feverish drive toward innovation and discovery; however, the risks and threats associated with 
these rapid developments cannot be denied. Methods for inhibiting or controlling the activity 
of Cas enzymes will be critical. In January 2017, Maji, et al., reported a multidimensional 
chemical control of Cas9 that was modified with a fusion to a small molecule-dependent 
destabilized domain.39 The protein fusion makes the Cas enzyme active only in the 
concentration-dependent presence of small molecules that can bind the destabilized domains. 
While this is a means to control Cas activity and may have applications in timing or spatially 
sensitive edits, this approach requires that the Cas is fused to the destabilized domain and 
would not have applications to unmodified Cas. Research groups at Harvard University and 
Sandia National Laboratories are actively searching for small molecules that would inhibit 
Cas9 activity. 

With the expansion of applications for CRISPR and the recent birth of allegedly 
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RISPR-modified human babies, it will be critical for determining the cues that CRISPR has 
been employed to direct a mutation event. Making this determination will help investigators 
understand if a biological attack has been deployed or if a naturally occurring mutation has 
emerged. For example, in the case of CRISPR components delivered to the epithelial cells of 
mouse lungs to induce oncogenic mutations and resulting in cancerous tumors within the 
lungs, how would one determine that CRISPR was employed to cause an oncogenic mutation 
if these mutations were induced in human lungs using a similar inhalation-based viral delivery 
system? Looking further into the future and considering recent claims of the birth of the first 
CRISPR-modified humans, it may become necessary to determine if a human has been 
biologically enhanced using CRISPR. 

 
Advancements in CRISPR Delivery Systems 

The substrate of Cas nuclease activity is DNA, which is located within the nucleus of 
the cell. To reach its substrate, the enzyme or the genetic template for the enzyme along with 
the single guide RNA and donor DNA require a delivery system to reach the nucleus. While 
there are a few options for delivery systems, they are not precise or efficient. Delivery systems 
have historically been a limitation for gene therapies; however, with the advent of the simple 
yet precise CRISPR technology, there is increased demand for delivery systems. Rapidly 
making the precise edit is no longer the limiting factor; moving the CRISPR components into 
the correct vicinity is. The drive to use CRISPR in potential gene therapies will stimulate 
research in delivery system development. In turn, advancements in delivery systems will 
widen the scope of CRISPR applications. 

One promising area of CRISPR component delivery centers on nanomaterials. 
Nanoparticles or nanocapsules have been found to be capable of carrying CRISPR 
components to cell nuclei, eliminating the need for less precise carriers like viruses. 
Nanocapsules are constructed from a thin polymer shell which protects the CRISPER enzyme 
and guide RNA from degradation in the bloodstream; once inside the target cell, the polymer 
degrades from exposure to glutathione (a molecule found at high levels within cells).40 Using a 
non-viral carrier eliminates the possibility the patient has or will develop antibodies or will 
have a negative immune reaction, which would prevent delivery.41  Further, nanomaterials can 
be ‘programed’ to deliver their CRISPR edits to specific types of cells, versus viral carriers 
which affect all cells. Finally, from a functional perspective, nanomaterials can be powdered, 
making their transport, storage, and administration far easier than viral carriers.42 
Nanoparticles have been found to be able to edit up to 80% of human cells with limited 
toxicity, making this a critical advancement in CRISPR utility.43 
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Impediments that Could Delay or Stall Deployment of Technology 
CRISPR technology has arrived and is aggressively under investigation by scientists 

around the world. The technology has proven itself to be a useful tool for expediting gene 
modification steps, subsequently opening unprecedented options for genome modification. 
New aspects of CRISPR or new scientific steps taken using the technology are described 
almost monthly in journal publications. Advancements using the technology frequently appear 
in mainstream news reports, making it clear that CRISPR will be a part of molecular biology 
and affect the lives of individuals for the foreseeable future. The promise of the applications 
and advances in science that could be facilitated by the technology are opening sources of 
funding to fuel the research. In January 2018, the National Institutes of Health (NIH) 
announced the Somatic Cell Genome Editing Program, which will provide funding to 
researchers at approximately $190 million over the next six years.44 Further, numerous 
companies have emerged around the technology including Editas Medicine, Inc., Intellia 
Therapeutics, and Caribou Biosciences, Inc., all grappling over intellectual property rights. 
Researchers across academia are leveraging CRISPR in their laboratories or engaging fee-for-
service companies like Sigma-Aldrich or Genscript to design their CRISPR research strategies 
for use in their laboratories. The aggressive and rapid pace that CRISPR is being unpacked 
and the amount of resources directed at the research are not limiting factors for the 
development of the technology. Business Wire forecasts that CRISPR technology investments 
will grow rapidly from $550M (2017) to greater than $3B in 2023. 

Limitations on the technology could come in the form of policy constrictions. When 
considering the application of CRISPR genome editing technologies, ethical considerations are 
an immediate concern. How should society approach a technology that can, with 
unprecedented speed and accuracy, modify the germline of species in a permanent manner that 
can be passed to future generations and disseminated into the population of that species? The 
power of CRISPR escalated rapidly to the first application in human embryos, leaping in front 
of regulations and highlighting the need for oversight. Following the April 2015 publication of 
the results from CRISPR editing in human embryo genomes reported from China, a 
moratorium on the application of gene editing technologies in the clinical setting on the human 
germline was called at the International Summit on Human Gene Editing at the National 
Academy of Sciences in December 2015.45 This type of moratorium is an attempt by scientists 
to self-regulate; however, as was seen with the recent use of CIRSPR by Jiankui, a moratorium 
will not be followed by all scientists when the perception of scientific glory is attainable. In 
November 2018, the United Nations (U.N.) signed a treaty that agreed to limit the use of gene 
drives but rejected a moratorium on the development of the technology.46 The U.N. 
acknowledged the restraint that needs to be implemented but also recognized the enormous 
value that gene drive represents. The vague nature of the treaty has been seen as more of a 
non-declaration of a stance on gene drives. Further, the USDA has clarified its regulatory 
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stance by allowing CRISPR genome edits of agricultural crops that could also be achieved by 
natural breeding processes. The topic of CRISPR technology and its application is under 
debate and review; however, no significant regulations restrict its use. Without the 
development of any formal restrictions, technological development is likely to outpace the 
policy constrictions. 

Currently, the pace of discovery in CRISPR is held by the research itself. In many 
aspects, CRISPR is uncharted territory. Technical hurdles with the technology exist, which 
researchers must discover or engineer methods to overcome. One example is the frequency of 
off-target cutting observed with Cas9. The ability of researchers to conscientiously define new 
aspects and applications of CRISPR becomes a pace-limiting factor. As the rogue and 
secretive application of CRISPR to modify the genome of human babies continues to undergo 
review, scientists are monitoring how policy makers, funding agencies, and the world will 
react to the researchers involved with this secretive application of CRISPR that affects all 
humans. The reaction to and subsequent consequences of performing the experiments will 
define the level of impedance that is placed on other researchers that might do the same thing. 

 
How Convergence of Other Emerging Technologies Could Increase Threat/Opportunity 

As with other predecessor genome editing technologies, delivery systems that would 
move the CRISPR components into the nucleus of appropriate cells for directing genome edits 
are a limiting factor but also represent a close kinship to the technology. As new delivery 
systems emerge, they will provide the vehicle for opening applications of CRISPR technology. 
Similarly, advances in replicative gene drives to better utilize CRISPR technology for selfish 
allele advancement into the population will bolster the impact of gene drives. For example, a 
gene drive that evades adaptive mutation resistance within populations would extend the 
effectiveness of the gene drive for longer periods of time and deeper into the target population. 

In emerging fields not typically associated with molecular biology, mechanisms for 
mechanical delivery systems can be imagined. For example, an unmanned aircraft system 
(UAS) could be used to disperse adenovirus particles packaged with mutation-causing 
CRISPR components across a crowd of people. 

Dissemination of new achievements and milestones in CRISPR research occur at 
lightning speed. Advanced communications are the most sophisticated in the history of 
humanity. The development of occurring events are known rapidly around the globe. CRISPR 
is frequently described as a paradigm shift in molecular biology that is similar to that of 
polymerase chain reaction (PCR) in the early 1980s. That shift occurred without the presence 
of the Internet and modern communications. New scientific discoveries at that time were 
published in printed journal articles that could take weeks or months to review prior to 
publication. Developments were revealed at a slower, digestible rate. The CRISPR paradigm 
shift is unfolding in the modern communication age where research is released ahead of 
formal journal publication, which is for the most part all electronic now. In some cases, the 
announcement of scientific information is self-published by the scientist in alternative formats 
like ReseachGate, bypassing peer review processes. Internet forums centered on a given topic 
of research cater to a range of scientists from amateurs to experts; however, the information is 
available to all. Whole podcasts, like CRISPR Cuts, are centered on CRISPR technology. 
These podcasts are meant to be easily digestible and disseminate knowledge of CRISPR. The 
term and concept of a podcast did not even exist in the 1980s. Similarly, Twitter feeds like 
CRISPR News are solely devoted to rapidly reporting the newest developments in CRISPR. 
The vehicles for rapid dissemination of scientific information are drastically different from the 
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emergence of PCR in the 1980s. The presence of this multifaceted platform for monitoring 
what seems like real-time news in the field of CRISPR unifies the research community but 
makes predicting next steps and determining who has what information available to them more 
difficult. 

 
Projected Timeline for Deployment of Technology 

CRISPR technology is emerging now. Innovation in this field is advancing in 
multiple areas of molecular biology with numerous applications. Figure 12 illustrates the surge 
of research publications surrounding CRISPR over the past 12 years. The breakthrough 
capability that this technology allows will affect many aspects of life within the homeland 
including food products, healthcare, and national defense. Figure 13 illustrates the timeline of 
development for CRISPR with a rapid expansion after its application in eukaryotic cells in 
2013. 

Figure 12: CRISPR Journal Publications 

 
The number of publications within PubMed over the last 12 years that have the word 

“CRISPR” or “Cas9” in the abstract or title has exponentially grown since its application as a 
technology in 2012. **Projections for the number of publications in 2018 are estimated to be 
more than 5000. Image from Nature Communications.47 
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Figure 13: CRISPR Timeline 

 
As CRISPR Technology has developed, key points within its path have defined its use for editing the genome. Initially, 

basic scientific discoveries and characterizations of CRISPR components were distributed across the 2000s. After the demonstration 
of CRISPR Technology in eukaryotic cells in 2013, the applications of CRISPR have rapidly expanded. The illustration is modified 
from that of Norman, et al. and CRISPR-Cas9: Timeline of Key Events.
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2. How such technologies could endanger the homeland, with a focus on those which have the 
highest likelihood of becoming a threat and those that pose the highest consequences to U.S. 
homeland security 
 
2.1 New Capability for Homeland Security 

 
Use Case #1 

CRISPR technology could be used to control pathogens and pests in livestock and 
crops. For example, modification of the livestock genome to subvert the mechanisms of 
pathogenesis utilized by microbial pathogens could increase yields of livestock production. Gene 
drive utilizing CRISPR technology is currently under debate for use in targeting herbicide 
resistance factors that have developed over time in weed plants that deplete nutrients from 
agricultural crops. By knocking down herbicide resistance in the weeds, the development of 
increasingly toxic herbicides is avoided, and resources are not diverted away from crops. 

 
Use Case #2 

CRISPR technology is gaining traction for use as a gene therapy for genetic and 
pathogenic diseases. For example, a version of CRISPR might one day be used to correct cancer 
mutations in tumor cells or eliminate retroviruses like HIV from infected human genomes. 
Currently, the basic science aspects of CRISPR are not fully understood or predictable as seen in 
the case of the occurrence of off-target cutting. 

 
Use Case #3 

Coupling CRISPR to that of gene drive provides a potential capability to control insect 
vectors that spread disease. For example, using gene drive to knock down numbers of mosquitos 
in malaria-prone regions of the world can result in the control of malarial outbreaks. This type of 
vector control can be applied to insects that distribute Lyme, Zika, and other diseases to humans 
and livestock. Any interference with biological entities or specific populations within a wider 
ecosystem, however, could have dramatic second and third order effects and it is difficult to 
anticipate what these unintended consequences might be.  
 
2.2 New Threat to Homeland Security 

 
Use Case #1 

CRISPR technology could be used to induce a mutation into a population or crowd of 
people. For example, CRISPR has been used to induce a cancerous mutation within the epithelial 
cells of the lungs of mice by packaging the CRISPR components for the mutation into mouse 
adenovirus particles. Upon inhalation, the adenovirus bound to receptors on the lung epithelial 
cells and delivered the CRISPR components to the nucleus of the cell.48 A similar delivery 
method could be developed to affect humans using the human adenovirus to package and deliver 
the CRISPR components. Because the virus is inhalable, the release of the particle could affect 
many individuals in a given release area. Similarly, the particles could be released into air 
handling systems to affect whole buildings. 
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Use Case #2 
Gene drive with CRISPR technology could be used to propagate a mutation into 

livestock or agricultural crops to weaken the food supply of the homeland. In a process similar to 
how gene drive could be used to make weed plants sensitive to herbicides or prevent insect pests 
from reproducing, a mutation could be introduced with gene drive that weakens or eradicates a 
species. Beyond the most extreme example of directly targeting a plant or animal, the viability of 
plants could be influenced indirectly by introducing a gene drive that eradicates critical pollinator 
species like honeybees. 

 
Use Case #3 

CRISPR technology could be used to rapidly mutagenize or manipulate the genomes of 
pathogens to quickly escalate pathogenicity. For example, seasonal influenza results from 
antigenic drift within the virus as it replicates and is passed from host to host. Periodically in 
history, the influenza virus has experienced an antigenic shift when it crosses species. An 
example would be in agrarian societies where humans work closely with livestock that can also 
contract influenza. The antigenic shift is a dramatic variation from what the immune system has 
seen in previous seasonal strains and can cause harmful pathogenicity and mortality as a result. 
CRISPR could be used to develop a shifted strain of influenza virus that a nation state could 
vaccinate their own population against prior to releasing the shifted strain. Similarly, genome 
editing could be used to change or enhance virulence factors of known pathogens or even 
bacteria or viruses that are not typically considered pathogens. For example, a non-pathogenic 
strain of anthrax, commonly found in nature, could be converted into a highly virulent form by 
altering its genome.49 Others have raised the concern of whether CRISPR could be used to 
introduce antibiotic resistance into a bioweapons agent or to develop chimeric bioweapons that 
cause symptoms of one disease but attack the body with a different, undetectable disease.50 

 
Use Case #4 

With the declaration of the application of CRISPR technology in humans to modify the 
germline, it should be anticipated that other scientists and potentially rogue states would 
secretively perform similar experiments to modify genetic material in an effort to leap ahead of 
the understanding of the technology. While the directed evolution of the human species in this 
manner has the ability to help the human condition and eradicate certain types of diseases, the 
idea of developing designer humans with abnormal strength or advanced intelligence has been 
suggested by others and should be considered a threat. 
 
 

 
 
  

                                                      
 
 
 
49 Gerstein DM. 2016. How genetic editing became a national security threat, on Bulletin of the Atomic Scientists. 
https://thebulletin.org/2016/10/gene-drives-the-good-the-bad-and-the-hype/. Accessed December 7, 2018. 
50 Vogel KM, Ouagrham-Gormley SB. 2018. Anticipating emerging biotechnology threats: A case study of CRISPR. 
Politics and the Life Sciences 37:203-219. 

https://thebulletin.org/2016/10/gene-drives-the-good-the-bad-and-the-hype/
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