

































































USCIS Transformation Program PMO Support Services Statement of Work

11.4. Confidentiality and Non-Disclosure

All information regarding the procedures developed under this task order must be
regarded as sensitive information by the Contractor and not to be disclosed to anyone outside the
Contractor’s organization without the written permission of the Contracting Officer.

All Contractor personnel shall sign a non-disclosure agreement. The Contractor shall
take all reasonable precautions not to divulge information about the business case and associated
analysis, or to use this information for the Contractor’s gain and shall not divulge any
information to any other organization (outside the USCIS) without written permission from the
Chief, USCIS Transformation Program Office.

12. AVOIDANCE OF PERSONAL SERVICES

The Government shall not supervise Contractor employees. The Contractor shall
determine work schedules and work methodology for its employees.

12.1. Prohibition on Personal Services

No personal services shall be performed under this Task Order. No Contractor employee
will be directly supervised by the Government. All individual employee assignments and daily
work direction shall be given by the applicable employee supervisor. If the Contractor believes
any Government action or communication has been given that would create a personal services
relationship between the Government and any Contractor employee, the Contractor shall
promptly notify the Contracting Officer of this communication or action.

12.2. Performance of Inherently Governmental Functions

The Contractor shall not perform any inherently governmental functions under this Task
Order. No Contractor employee shall hold him or herself out to be a Government employee,
agent, or representative. No Contractor employee shall state orally or in writing at any time that
he or she is acting on behalf of the Government. In all communications with third parties in
connection with this contract, Contractor employees shall identify themselves as Contractor
employees and specify the name of the company for which they work. In all communications
with other Government Contractors in connection with this contract, the Contractor employee
shall state that they have no authority to in any way change the contract and that if the other
Contractor believes this communication to be a direction to change their Task Order, they should
notify the Contracting Officer for that contract and not carry out the direction until a clarification
has been issued by the Contracting Officer.

12.3. Government Rights

Nothing in this clause shall limit the Government’s rights in any way under any other
provision of the contract, including those related to the Government’s right to inspect and accept
the services to be performed under this contract.
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13. RELEASE OF INFORMATION

The Contractor and Subcontractors may NOT release to the public or other Government
agencies any information developed under or pertaining to this contract or subcontracts without
he approval of the Contracting Officer. This information includes press releases, promotional
literature, price lists and deliverables.

14. PERSONNEL

14.1. Key Personnel

The following personnel shall be designated as “Key Personnel”. The Contractor shall
propose appropriate labor categories for these positions. The implication of “suggested” is that
the Government does not intend to dictate the composition of the ideal team to perform this Task
Order. The Contractor is encouraged to propose key positions as it deems beneficial to the
Government in light of its proposed managerial and technical methodology.

While a one to one correlation between key personnel and core competencies is not
required, it is suggested that the Contractor propose a balanced team to mitigate project risk.

¢ Senior Program Manager

e Portfolio/Financial Analyst

o Quality Assurance Specialist

e Risk Management Specialist

e Configuration Management Specialist
e Performance Management Specialist
e Program Manager

e Project Manager (Three positions)

e Senior Contracts Consultant

e Senior Communications Specialist

e Senior Training Specialist

14.2. Specialized Disciplines

Specialized experience for the Key Personnel is specified in the following paragraphs.
The specialized experience listed below is desirable, but not mandatory. All experience will be
evaluated based on relevance to this Task Order.

14.2.1. Senior Program Manager

The Contractor shall identify a Senior Program Manager (PM) to serve as the
Government’s major point-of-contact and to provide supervision and guidance for all Contractor
personnel assigned to the Task Order. The PM is ultimately responsible for the quality and
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efficiency of the TPO PMO support effort. The PM should have recent experience successfully
planning, directing and managing complex investments similar in size and scope of the USCIS
Transformation Program.

The PM shall have demonstrably strong managerial experience organizing, planning, directing,
and managing Contractor staff to ensure that the goals and objectives of the program are met.
The PM shall be possess an appropriate certification in program or project management such as
the DHS Acquisition Certification for Program Manager Level II/I1I, Project Management
Institute Project Management Professional, Defense Acquisition Workforce Improvement Act
Program Management Certification Level II/Il], Federal Acquisition Certification for Program
and Project Management Journeyman/Expert Level, etc. The PM shall demonstrate strong
experience in problem resolution and customer satisfaction accomplished within prescribed time
frames and funding parameters. It is desirable that the PM demonstrate:

e Working knowledge and experience managing and/or overseeing multiple investments
and substantial services based programs similar in size and scope to the USCIS
Transformation Program

e Knowledge, background and experience with DHS/UCSIS/Immigration related programs
related to modernization and transformation.

e Administrative leadership of task compliance with industry accepted standards, and
working under structured life cycle standards.

e Knowledge of configuration management and quality assurance concepts and guidelines

e Experience successfully managing large scale integration efforts utilizing a services-
based architecture and including areas such as portal development, enterprise application
integration, web content management, and knowledge management taxonomy
development.

e Knowledge of web development and web-based software applications

e The ability to analyze, diagnose, and define problems, issues, and develop resolution
pertaining to complex long-term investments and the procurement and management of
integrated services

e Significant experience managing cost type contracts with incentive-based performance
metrics and subcontracted tasks

e Demonstrated ability for oral and written communication with the highest levels of
management

14.2.2. Portfolio/Financial Analyst

This key resource should have analytical and programmatic skills and experience
operating in a complex consulting environment. Recent consulting experience should be as a
lead portfolio and/or financial analyst on a complex services-based, enterprise-wide system
implementation and include investment analysis and control, cost-benefit analysis, alternatives
analyses, baseline management, feasibility analyses and transition planning. A management
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background with demonstrated knowledge of a business or management technical discipline is
desired. It is desirable that this key person demonstrates:

¢ Ability to build, maintain and improve financial models as well as the ability to provide
alternatives analysis with detailed costs and benefits

e Demonstrated expertise performing investment analysis and.control on large government
programs

e Ability to provide support during budgeting cycle
e Superior quantitative and analytic abilities

e Demonstrated ability for oral and written communication with the highest levels of
management

14.2.3. Quality Assurance Specialist

The Contractor should identify a Quality Assurance Manager (QAM) who is responsible
for the supervision and guidance for all Contractor personnel assigned to the quality assurance
function of the Task Order. The QAM is responsible for assisting the Government with the
quality and efficiency of the overall transformation effort. The QAM should have experience
managing QA projects of similar size and scope, and experience developing and validating
quality business products and services. The following experience is desirable:

¢ Experience managing a QA team and developing QA processes for a services based
enterprise-wide business modernization effort

e Experience developing successful quality control procedures and QA programs

e Experience implementing and monitoring QA performance metrics and surveillance
plans

e Possess excellent written and verbal communication skills, and have experience in
presenting material to senior project officials

14.2.4. Risk Management Specialist

The Contractor shall identify a Risk Management Specialist to support the Government
with the identification and mitigation of Transformation Program risks. This resource should
have recent experience developing and implementing a successful risk management program for
an investment similar in size and scope to the USCIS Transformation Program. It is desirable
that the Risk Management Specialist demonstrates specialized knowledge and/or experience in
the following areas:

¢ Establishing and implementing systems and procedures for the identification, collection
and analysis of risk related information

e Development and management of strategic risk plans

¢ Continued management of risk to realize core opportunities and threats as they occur
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o Leading, facilitating and advising project managers on risk management practices
e Knowledge of statistics, data collection, analysis and data presentation

e Excellent interpersonal communication and problem-solving skills

14.2.5. Configuration Management Specialist

The Contractor should identify a Configuration Management Manager (CM Mgr.) with
substantial experience in Configuration Identification; Configuration Control (Change Control);
Configuration Status Accounting; Configuration Audits and Reviews, and; CM Release
Processing. At least one project should have occurred within the past three years. The CM Mgr.
should have direct experience leading a configuration management task for a services based
enterprise-wide business solution. It is desirable that the CM Mgr. demonstrates specialized
knowledge and/or experience in the following areas:

e Establishing and employing automated configuration management systems and
procedures in environments similar to USCIS

¢ Establishing and maintaining configuration baselines for a large program

¢ Establishing change control requirements and procedures for a large program

e Determining change logistics, change costs, change timing, and change impacts
e Maintaining accurate and current records of customers, sites, and deployed assets

e Establishing and maintaining a documentation library

14.2.6. Performance Management Specialist

The Performance Management Specialist should have at least 7 to 10 years experience in
performance management and measurement of large-scale federal IT programs as well as
educational experience appropriate to the discipline. This key resource should have significant
recent experience acting as a strategic resource to define the performance measures and
associated metrics for an enterprise-wide system implementation in a decentralized government
organization. It is desirable that the Performance Management Specialist demonstrates
specialized knowledge and/or experience in the following areas:

e Experience in establishing and monitoring performance metrics in a large, Federal IT
programs and organizations

e Development and implementation of performance management strategies and tactics.

e Develop and monitor performance metrics for the projects to measure both contractor
performance as well as the performance of the USCIS/TPO and other government
stakeholder/partner organizations.

e Develop and monitor performance metrics for the Transformation Program, the TPO and
the overarching solution.

¢ Ensure alignment of program metrics with organizational mission, goals and objectives,
as well as stakeholder expectations.
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14.2.7. Program Manager

The Contractor shall identify a Program Manager to provide the core program management
support for the Increment Management Division. The PM shall be possess an appropriate
certification in program or project management such as the DHS Acquisition Certification for
Program Manager Level II/III, Project Management Institute Project Management Professional,
Defense Acquisition Workforce Improvement Act Program Management Certification Level
II/111, Federal Acquisition Certification for Program and Project Management
Journeyman/Expert Level, etc. Initial responsibilities will focus on the Transformation Program
proof-of-concept, currently in various stages of their development life cycle, but will transition to
focus to the services provided by the Solutions Architect. This position requires knowledge and
experience in managing scope, schedule and budget for services across multiple enterprise-wide
projects and programs. This resource should have recent experience managing a diverse group
of functional activities and subordinate groups of technical and business personnel. At
minimum, this key resource shall be responsible for the following:

o QOverall technical, business, and financial management of TPO proof-of-concept

e Maintenance and oversight of budgets, schedules, and performance for TPO proof-of-
concept

e Availability and effective use of resources to achieve goals and performance outcomes
e Preparation and communication of program status, progress and results

e Providing expertise at highest government levels

14.2.8. Project Managers (Three positions)

The Contractor shall identify three (3) Project Managers (PMs) to provide the core project
management support for the Increment Management Division. The PMs shall be possess an
appropriate certification in program or project management such as the DHS Acquisition
Certification for Program Manager Level II/III, Project Management Institute Project
Management Professional, Defense Acquisition Workforce Improvement Act Program
Management Certification Level II/IlI, Federal Acquisition Certification for Program and Project
Management Journeyman/Expert Level, etc. Initial responsibilities will focus on the
Transformation Program pilots, currently in various stages of their development life cycle, but
will transition to focus to the services provided by the Solutions Architect. These positions
require knowledge and experience in managing scope, schedule and budget for services based
enterprise-wide projects and programs. The resources should have recent experience managing a
diverse group functional activities and subordinate groups of technical and business personnel.
At minimum, these key resources shall be responsible for the following:

e Overall technical, business, and financial management of TPO pilots
e Maintenance and oversight of budgets, schedules, and performance for TPO pilots
e Availability and effective use of resources to achieve goals and performance outcomes

o Preparation and communication of program status, progress and results
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e Providing expertise at highest government levels

14.2.9. Senior Contracts Consultant

The Contractor shall identify a Senior Contracts Manager to lead the team supporting the
Government with the management of Transformation Program contracts. This resource should
have recent Contract Management or Contract Administration experience with a federal agency
program as well as appropriate degrees (e.g. Procurement, Finance, Law, MBA) and/or
certifications. It is desirable that the Senior Contracts Manager demonstrates specialized
knowledge and/or experience in the following areas:

e Experience in complex enterprise agreements (hardware, software, maintenance),
procurement and service contracts ranging in size/length, legal contract terms, structures
and provisions

e Experience with and subject matter expertise relevant to IT and program support
contracts.

e Experience developing and managing Service Level Agreements (SLAs)

e Experience negotiating/revising contracts, creating/incorporating amendments,
accommodating scope changes or changes in organization requirement

o Experience with the development and maintenance of a contract management repository
for tracking contracts, expiration dates and other pertinent information

o Excellent written and verbal skills; process and detail-oriented

14.2.10. Senior Communications Specialist

The Senior Communications Specialist should have at least 7 to 10 years experience in
communications as well as educational experience appropriate to the discipline. This resource
will be responsible for the development of Transformation Program communications and related
promotional materials that advance the goals and adoption of the transformed USCIS business
process. It is desirable that the Senior Communications Specialist demonstrates specialized
knowledge and/or experience in the following areas:

o Experience with the development of an overall strategy, tactics and success metrics for a
communications plan

e Experience managing the development, production, inventory and distribution of written
communications materials

e Experience planning, organizing and implementing a communications program that is
focused on both internal and external stakeholders to provide continual and timeline
information on Transformation Program activities
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14.2.11. Senior Training Specialist

The Senior Training Specialist should have at least 7 to 10 years experience in
organizational training as well as a degree in Instructional Design, or other comparable
educational and training as appropriate to the discipline. This key resource should have
significant recent experience with the design and delivery of training programs for large,
enterprise-wide system implementations. It is desirable that the Senior Training Specialist
demonstrates specialized knowledge and/or experience in the following areas:

e Experience coordinating across multiple related projects in a program to ensure
program/project lead awareness of potential risks/issues

e Experience in developing and conducting both classroom and web-based training

¢ Experience working with key stakeholders to ensure that all processes identified are
covered in training and policy and procedures

e Ability to work closely with the program/project managers to identify, develop and
implement training tasks required to achieve program objectives

¢ Strong communication, facilitation and presentation skills

14.3. Substitution or Diversion of Key Personnel

The key personnel are considered essential to the work performed. The Contractor shall
not substitute key personnel without written permission from the Contracting Officer. Before
substituting or replacing the specified individuals, the Contractor shall notify the Contracting
Officer in writing no less than 15 calendar days in advance and shall submit justification
(including the names and resumes of the proposed substitution(s)) in sufficient detail to permit
evaluation of the impact on the program. The Government will review resumes and interview
candidates for replacement of all key personnel positions. The Contractor must wait for the
written approval and acceptance from the Contracting Officer before placing a candidate in a key
personnel position. The proposed substitution(s) shall possess qualifications equal or superior to
those of the key person(s) being replaced. The Contractor shall ensure knowledge transfer and
full transition of responsibilities occurs between the key person and the approved substitute.

In the event that a change in key personnel is caused by an individual’s sudden illness,
death, or termination of employment, the Contractor shall promptly notify the Contracting
Officer and provide the information required to provide for a replacement.

14.4. Transitional Planning and Support

Ninety (90) days before the expiration of this contract, the Government reserves the right
to request that the contractor develop a Transition Plan and Transition Support activities for all
transition efforts for follow-on requirements in order to minimize disruption of services. The
Transition Plan and support shall be as follows:

¢ Inventory of all government furnished equipment (GFE) and gdvernment furnished
property (GFP) in Contractor possession.
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e Status of all deliverables.
e Problems encountered during period of performance.
e Current issues, problems, or activities in process which require immediate action.

¢ Delivery of all documentation, including all updates to Standard Operating Procedures,
both in hard copy and electronic formats.

e The plan on how the contractor intends to transition follow-on requirements and the list
of key personnel involved in this effort.

e Final deliverable due

e Identify and provide a schedule of routine events for continuity of program (example:
reports, processes)

The government COTR and Program Manager shall approve this plan and transition
support. Transition support if determined by the Government shall commence 30-60 business
days prior to expiration of the contract. Upon award of a follow-on contract, the Contractor will
work with the new Contractor to provide knowledge transfer and transition support as required
by the COTR and the TPO Program Manager.

15. EARNED VALUE MANAGEMENT

In accordance with OMB Circular A-11, the Government will use Earned Value
Management (EVM) to monitor tasks. The Contractor shall provide EVM that meets the criteria
as defined in the current American National Standards Institute/Electronic Industries Alliance
(ANSI/EIA) Standard 748-2002, Earned Value Management Systems, approved May 19, 1998.

Task orders in support of programs that have assets in the development, modernization,
or enhancement phase will require the use of EVM to measure the cost, schedule, and
performance of those assets against the established baseline. For task orders that are greater than
or equal to $5M, the Government requires full compliance with the ANSI/EIA Standard 748
(2002) guidelines, with self-verification. For those task orders that are less than $5M but greater
than or equal to $1M, the Government requires compliance to a specific subset of the ANSI-748
guidelines, with self-verification. For task orders that are under $1M annual cost, Earned Value
Management is at the discretion of the Program Manager. The Contractor shall self-verify the
compliance of its system. The Government reserves the right to apply the higher alternative
EVMS standard to Prime Contractors with multiple task orders with a total cumulative value
greater than $5M and greater than $1M. The Government reserves the right to obtain
independent verification of a Prime Contractor’s EVM system.

The following section provides the basic requirements thresholds while specific
application will be determined by the Government at the task order level based on value, risk,
and the nature of the work to be performed.

Cost-based  Applicable ANSI Standard-748

Task Order  Fixed Price Compliance
Task Order

Alternative | >/=$5M Yes Yes Full

Department of Homeland Security 30 August 2007



USCIS Transformation Program

PMO Support Services Statement of Work

o Self-verified EVMS
Alternative Il >/=$1M, Yes Yes 1. Mandatory subset of ten
<$5M guidelines
2. Self-verified EVMS
Alternative I <$1M Discretionary | Discretionary | 3. Discretionary
4. Up to subset of ten if used

16. ADDITIONAL REFERNCE(S)

The following additional FAR and HSAR reference(s) have been identified for inclusion
in this SOW and will be applicable for this contract:

FAR Clause No. Title Date

52.204-9 Personal Identity Verification | Nov 2006
of Contractor Personnel

52.227-14 Rights In Data — General Jun 1987
Alternates IV And V

HSAR Clause No. Title Date

3052.204-70 Security Requirements for Dec 2003
Unclassified Information
Technology Resources

3052.204-71 (Alternate 1) Contractor Employee Access | Jun 2006

3052.209-70 Prohibition on Contracts with | Jun 2006
Corporate Expatriates.

3052.215-70 Key Personnel or Facilities Dec 2003

3052.209-73 Limitation Of Future Jun 2006
Contracting

HSAR 3052.209-73 LIMITATION OF FUTURE CONTRACTING (JUN 2006)

HSAR 3052.209-73

a) The Contracting Officer has determined that this acquisition may give rise to a

potential organizational conflict of interest. Accordingly, the attention of prospective

offerors is invited to FAR Subpart 9.5--Organizational Conflicts of Interest.

(b) The nature of this conflict involves the contractor assisting the Government in developing
requirements or having access to source selection information resulting in disqualification from

future procurements.
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(c) The restrictions upon future contracting are as follows:

(1) If the Contractor, under the terms of this contract, or through the performance of tasks
pursuant to this contract, is required to develop specifications or statements of work that
are to be incorporated into a solicitation, the Contractor shall be ineligible to perform the
work described in that solicitation as a prime or first-tier subcontractor under an ensuing
DHS contract. This restriction shall remain in effect for a reasonable time, as agreed to by
the Contracting Officer and the Contractor, sufficient to avoid unfair competitive
advantage or potential bias (this time shall in no case be less than the duration of the
initial production contract). DHS shall not unilaterally require the Contractor to prepare
such specifications or statements of work under this contract.

(2) To the extent that the work under this contract requires access to proprietary, business
confidential, or financial data of other companies, and as long as these data remain
proprietary or confidential, the Contractor shall protect these data from unauthorized use
and disclosure and agrees not to use them to compete with those other companies.

(End of clause)
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SECURITY REQUIREMENTS

GENERAL

U.S. Citizenship & Immigration Services (USCIS) has determined that performance of
this contract requires that the Contractor, subcontractor(s), vendor(s), etc. (herein known
as Contractor), requires access to sensitive but unclassified information, and that the
Contractor will adhere to the following.

SUITABILITY DETERMINATION

USCIS shall have and exercise full control over granting, denying, withholding or
terminating access of unescorted Contractor employees to government facilities and/or
access of Contractor employees to sensitive but unclassified information, based upon the -
results of a background investigation. USCIS may, as it deems appropriate, authorize and
make a favorable entry on duty (EOD) decision based on preliminary security checks.
The favorable EOD decision would allow the employees to commence work temporarily
prior to the completion of the full investigation. The granting of a favorable EOD
decision shall not be considered as assurance that a full employment suitability
authorization will follow as a result thereof. The granting of a favorable EOD decision or
a full employment suitability determination shall in no way prevent, preclude, or bar the
withdrawal or termination of any such access by USCIS, at any time during the term of
the contract. No employee of the Contractor shall be allowed unescorted access to a
USCIS facility without a favorable EOD decision or suitability determination by the
Office of Security & Investigations (OSI).

BACKGROUND INVESTIGATIONS .

Contract employees (to include applicants, temporaries, part-time and replacement
employees) under the contract, needing access to sensitive but unclassified information,
shall undergo a position sensitivity analysis based on the duties, outlined in the Position
Designation Determination (PDD) for Contractor Personnel, each individual will perform
on the contract. The results of the position sensitivity analysis shall identify the
appropriate background investigation to be conducted. All background investigations
will be processed through OSI. Prospective Contractor employees shall submit the
following completed forms to OSI through the COTR no less than 30 days before the
starting date of the contract or 30 days prior to entry on duty of any employees, whether a
replacement, addition, subcontractor employee, or vendor:

1. Standard Form 85P, “Questionnaire for Public Trust Positions”

2. DHS Form 11000-6, “Conditional Access to Sensitive But Unclassified
Information Non-Disclosure Agreement”

3. FD Form 258, “Fingerprint Card” (2 copies)
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4. Form DHS-11000-9, “Disclosure and Authorization Pertaining to

Consumer Reports Pursuant to the Fair Credit Reporting Act”
5. Position Designation Determination for Contract Personnel Form
6. Foreign National Relatives or Associates Statement

Required forms will be provided by USCIS at the time of award of the contract. Only
complete packages will be accepted by OSI. Specific instructions on submission of
packages will be provided upon award of the contract.

Be advised that unless an applicant requiring access to sensitive but unclassified
information has resided in the US for three of the past five years, OSI may not be able to
complete a satisfactory background investigation. In such cases, USCIS retains the right
to deem an applicant as ineligible due to insufficient background information.

The use of Non-U.S. citizens, including Lawful Permanent Residents (LPRs), is not
permitted in the performance of this contract for any position that involves access to or
development of any DHS IT system. USCIS will consider only U.S. Citizens for
employment on this contract. USCIS will not approve LPRs for employment on this
contract in any position that requires the LPR to access or assist in the development,
operation, management or maintenance of DHS IT systems. By signing this contract, the
contractor agrees to this restriction. In those instances where other non-IT requirements
contained in the contract can be met by using LPRs, those requirements shall be clearly
described.

EMPLOYMENT ELIGIBILITY

The Contractor must agree that each employee working on this contract will have a
Social Security Card issued and approved by the Social Security Administration. The
Contractor shall be responsible to USCIS for acts and omissions of his own employees
and for any Subcontractor(s) and their employees to include financial responsibility for
all damage or injury to persons or property resulting from the acts or omissions of the
contractor's employees.

Subject to existing law, regulations and/ or other provisions of this contract, illegal or
undocumented aliens will not be employed by the Contractor, or with this contract. The
Contractor will ensure that this provision is expressly incorporated into any and all
Subcontracts or subordinate agreements issued in support of this contract.

CONTINUED ELIGIBILITY

If a prospective employee is found to be ineligible for access to USCIS facilities or
information, the COTR will advise the Contractor that the employee shall not continue to
work or to be assigned to work under the contract.
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USCIS reserves the right and prerogative to deny and/ or restrict the facility and
information access of any Contractor employee whose actions are in conflict with the
standards of conduct, 5 CFR 2635 and 5 CFR 3801, or whom USCIS determines to
present a risk of compromising sensitive but unclassified information to which he or she
would have access under this contract. '

The Contractor will report any adverse information coming to their attention concerning
contract employees under the contract to USCIS OSI. The subsequent termination of
employment of an employee does not obviate the requirement to submit this report. The
report shall include the employees’ name and social security number, along with the
adverse information being reported.

OSI must be notified of all terminations/ resignations within five days of occurrence.
The Contractor will return any expired USCIS issued identification cards and building
passes, or those of terminated employees to the COTR. If an identification card or
building pass is not available to be returned, a report must be submitted to the COTR,
referencing the pass or card number, name of individual to whom issued, the last known
location and disposition of the pass or card.

SECURITY MANAGEMENT

The Contractor shall appoint a senior official to act as the Corporate Security Officer.
The individual will interface with OSI through the COTR on all security matters, to
include physical, personnel, and protection of all Government information and data
accessed by the Contractor.

The COTR and OSI shall have the right to inspect the procedures, methods, and facilities
utilized by the Contractor in complying with the security requirements under this
contract. Should the COTR determine that the Contractor is not complying with the
security requirements of this contract, the Contractor will be informed in writing by the
Contracting Officer of the proper action to be taken in order to effect compliance with
such requirements.

COMPUTER AND TELECOMMUNICATIONS SECURITY REQUIREMENTS
Security Program Background

The DHS has established a department wide IT security program based on the following
Executive Orders (EO), public laws, and national policy:

* Public Law 107-296, Homeland Security Act of 2002.

* Federal Information Security Management Act (FISMA) of 2002, November 25, 2002.
* Public Law 104-106, Clinger-Cohen Act of 1996 [formerly, Information Technology
Management Reform Act (ITMRA)], February 10, 1996.

* Privacy Act of 1974, As Amended. 5 United States Code (U.S.C.) 552a, Public Law 93-
579, Washington, D.C., July 14, 1987.

* Executive Order 12829, National Industrial Security Program, January 6, 1993.

» Executive Order 12958, Classified National Security Information, as amended.
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« Executive Order 12968, Access to Classified Information, August 2, 1995.
 Executive Order 13231, Critical Infrastructure Protection in the Information Age,
October 16, 2001.+ National Industrial Security Program Operating Manual (NISPOM),
February 2001.

DHS Sensitive Systems Policy Publication 43004 v2.1, July 26,2004

DHS National Security Systems Policy Publication 4300B v2.1, July 26, 2004

* Homeland Security Presidential Directive 7, Critical Infrastructure Identification,
Prioritization, and Protection, December 17, 2003.

» Office of Management and Budget (OMB) Circular A-130, Management of Federal
Information Resources.

* National Security Directive (NSD) 42, National Policy for the Security of National
Security Telecommunications and Information Systems (U), July 5, 1990,
CONFIDENTIAL.

« 5 Code of Federal Regulations (CFR) §2635, Office of Government Ethics, Standards
of Ethical Conduct for Employees of the Executive Branch.

« DHS SCG 0S-002 (IT), National Security IT Systems Certification & Accreditation,
March 2004.

* Department of State 12 Foreign Affairs Manual (FAM) 600, Information Security
Technology, June 22, 2000.

* Department of State 12 FAM 500, Informatzon Security, October 1, 1999.

 Executive Order 12472, Assignment of National Security and Emergency Preparedness
Telecommunications Functions, dated April 3, 1984,

* Presidential Decision Directive 67, Enduring Constitutional Government and
Continuity of Government Operations, dated October 21, 1998.

* FEMA Federal Preparedness Circular 65, Federal Executive Branch Continuity of
Operations (COOP), dated July 26, 1999.

» FEMA Federal Preparedness Circular 66, Test, Training and Exercise (TT&E) for
Continuity of Operations (COOP), dated April 30, 2001.

* FEMA Federal Preparedness Circular 67, Acquisition of Alternate Facilities for
Continuity of Operations, dated April 30, 2001.

» Title 36 Code of Federal Regulations 1236, Management of Vital Records, revised as of
July 1, 2000.

* National Institute of Standards and Technology (NIST) Special Publications for
computer security and FISMA compliance.

GENERAL

Due to the sensitive nature of USCIS information, the contractor is required to develop
and maintain a comprehensive Computer and Telecommunications Security Program to
address the integrity, confidentiality, and availability of sensitive but unclassified (SBU)
information during collection, storage, transmission, and disposal. The contractor’s
security program shall adhere to the requirements set forth in the DHS Management
Directive 4300 IT Systems Security Pub Volume 1 Part A and DHS Management
Directive 4300 IT Systems Security Pub Volume I Part B. This shall include
conformance with the DHS Sensitive Systems Handbook, DHS Management Directive
11042 Safeguarding Sensitive but Unclassified (For Official Use Only) Information and
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other DHS or USCIS guidelines and directives regarding information security
requirements. The contractor shall establish a working relationship with the USCIS IT
Security Office, headed by the Information Systems Security Program Manager (ISSM).

IT SYSTEMS SECURITY

In accordance with DHS Management Directive 4300.1 “Information Technology
Systems Security”, USCIS Contractors shall ensure that all employees with access to
USCIS IT Systems are in compliance with the requirement of this Management
Directive. Specifically, all contractor employees with access to USCIS IT Systems meet
the requirement for successfully completing the annual “Computer Security Awareness
Training (CSAT).” All contractor employees are required to complete the training within .
60-days from the date of entry on duty (EOD) and are required to complete the training
yearly thereafter.

CSAT can be accessed at the following: http://otcd.uscis.dhs.gov/EDvantage.Default.asp
or via remote access from a CD which can be obtained by contacting
uscisitsecurity@dhs.gov.

IT SECURITY IN THE SYSTEMS DEVELOPMENT LIFE CYCLE (SDLC)

The USCIS SDLC Manual documents all system activities required for the development,
operation, and disposition of IT security systems. Required systems analysis,
deliverables, and security activities are identified in the SDLC manual by lifecycle phase.
The contractor shall assist the appropriate USCIS ISSO with development and
completion of all SDLC activities and deliverables contained in the SDLC. The SDLC is
supplemented with information from DHS and USCIS Policies and procedures as well as
the National Institute of Standards Special Procedures related to computer security and
FISMA compliance. These activities include development of the following documents:

o Sensitive System Security Plan (SSSP): This is the primary reference that
describes system sensitivity, criticality, security controls, policies, and
procedures. The SSSP shall be based upon the completion of the DHS FIPS 199
workbook to categorize the system of application and completion of the RMS
Questionnaire. The SSSP shall be completed as part of the System or Release
Definition Process in the SDLC and shall not be waived or tailored.

o Privacy Impact Assessment (PIA) and System of Records Notification (SORN).
For each new development activity, each incremental system update, or system
recertification, a PIA and SORN shall be evaluated. If the system (or
modification) triggers a PIA the contractor shall support the development of PIA
and SORN as required. The Privacy Act of 1974 requires the PIA and shall be
part of the SDLC process performed at either System or Release Definition.

e Contingency Plan (CP): This plan describes the steps to be taken to ensure that an
automated system or facility can be recovered from service disruptions in the
event of emergencies and/or disasters. The Contractor shall support annual
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contingency plan testing and shall provide a Contingency Plan Test Results
Report.
Security Test and Evaluation (ST&E): This document evaluates each security
control and countermeasure to verify operation in the manner intended. Test
parameters are established based on results of the RA. An ST&E shall be
conducted for each Major Application and each General Support System as part
of the certification process. The Contractor shall support this process.
Risk Assessment (RA): This document identifies threats and vulnerabilities,
assesses the impacts of the threats, evaluates in-place countermeasures, and
identifies additional countermeasures necessary to ensure an acceptable level of
security. The RA shall be completed after completing the NIST 800-53
evaluation, Contingency Plan Testing, and the ST&E. Identified weakness shall
be documented in a Plan of Action and Milestone (POA&M) in the USCIS
Trusted Agent FISMA (TAF) tool. Each POA&M entry shall identify the cost of
mitigating the weakness and the schedule for mitigating the weakness, as well as a
POC for the mitigation efforts.
Certification and Accreditation (C&A): This program establishes the extent to
which a particular design and implementation of an automated system and the
facilities housing that system meet a specified set of security requirements, based
on the RA of security features and other technical requirements (certification),
and the management authorization and approval of a system to process sensitive
but unclassified information (accreditation). As appropriate the Contractor shall
be granted access to the USCIS TAF and Risk Management System (RMS) tools
to support C&A and its annual assessment requirements. Annual assessment
activities shall include completion of the NIST 800-26 Self Assessment in TAF,
annual review of user accounts, and annual review of the FIPS categorization.
C&A status shall be reviewed for each incremental system update and a new full
C&A process completed when a major system revision is anticipated.

SECURITY ASSURANCES

DHS Management Directives 4300 requires compliance with standards set forth by NIST,
for evaluating computer systems used for processing SBU information. The Contractor
shall ensure that requirements are allocated in the functional requirements and system
design documents to security requirements are based on the DHS policy, NIST standards
and applicable legislation and regulatory requirements. Systems shall offer the following
visible security features:

User Identification and Authentication (1&A4) — 1&A is the process of telling a
system the identity of a subject (for example, a user) (/) and providing that the
subject is who it claims to be (4). Systems shall be designed so that the identity
of each user shall be established prior to authorizing system access, each system
user shall have his/her own user ID and password, and each user is authenticated
before access is permitted. All system and database administrative users shall
have strong authentication, with passwords that shall conform to established DHS
standards. All USCIS Identification and Authentication shall be done using the
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Password Issuance Control System (PICS) or its successor. Under no
circumstances will Identification and Authentication be performed by other than

the USCIS standard system in use at the time of a systems development.

Discretionary Access Control (DAC) —DAC is a DHS access policy that restricts
access to system objects (for example, files, directories, devices) based on the
identity of the users and/or groups to which they belong. All system files shall be
protected by a secondary access control measure.

Object Reuse — Object Reuse is the reassignment to a subject (for example, user)
of a medium that previously contained an object (for example, file). Systems that
use memory to temporarily store user I&A information and any other SBU
information shall be cleared before reallocation.

Audit — DHS systems shall provide facilities for transaction auditing, which is the
examination of a set of chronological records that provide evidence of system and
user activity. Evidence of active review of audit logs shall be provided to the
USCIS IT Security Office on a monthly basis, identifying all security findings
including failed log in attempts, attempts to access restricted information, and
password change activity.

Banner Pages — DHS systems shall provide appropriate security banners at start
up identifying the system or application as being a Government asset and subject
to government laws and regulations. This requirement does not apply to public
facing internet pages, but shall apply to intranet applications.

DATA SECURITY

SBU systems shall be protected from unauthorized access, modification, and denial of
service. The Contractor shall ensure that all aspects of data security requirements (i.e.,
confidentiality, integrity, and availability) are included in the functional requirements and
system design, and ensure that they meet the minimum requirements as set forth in the
DHS Sensitive Systems Handbook and USCIS policies and procedures. These
requirements include:

Integrity — The computer systems used for processing SBU shall have data
integrity controls to ensure that data is not modified (intentionally or
unintentionally) or repudiated by either the sender or the receiver of the
information. A risk analysis and vulnerability assessment shall be performed to
determine what type of data integrity controls (e.g., cyclical redundancy checks,
message authentication codes, security hash functions, and digital signatures, etc.)
shall be used.

Confidentiality — Controls shall be included to ensure that SBU information
collected, stored, and transmitted by the system is protected against compromise.
A risk analysis and vulnerability assessment shall be performed to determine if
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threats to the SBU exist. If it exists, data encryption shall be used to mitigate such
threats.

® Availability — Controls shall be included to ensure that the system is continuously
working and all services are fully available within a timeframe commensurate
with the availability needs of the user community and the criticality of the
information processed.

e Data Labeling. — The contractor shall ensure that documents and media are
labeled consistent with the DHS Sensitive Systems Handbook.
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SILOSMASHERS INC
ITEM NO SUPPLIES/SERVICES QUANTITY | UNIT UNIT PRICE AMOUNT
(R) {B) ¢y |{D} () {F)
labor houra.
Product/Service Code: R408
Product/Service Description: PROGRAM
MANAGEMENT /SUPPORT SERVICES
Delivery: 01/28/2008
Accounting Info:
( b(2) )
Funded: $4,708,255.00
06002 Option Period Year 1 - Program Management Support 1] EA|6,562,109.40 0.00
Services (PMSS)
Period of Performance: December 31, 2008 through
December 30, 2009. The total Not-To-Exceed
amount for this period is $6,562,109.40. The
cotal Level of Effort is 58,484 labor. hours.
Amount: $6,562,109.40(Option Line Item) ~
Product/Service Code: R408
Product/Service Description: PROGRAM
MANAGEMENT/SUPPORT SERVICES
Delivery: 12/31/2008
Accounting Info:
Funded: $0.00
Q003 Option Period Year 2 - Program Management Support 1/ EA|6,561,114.83 0.00
Services (PMSS)
Period of Performance: December 31, 2009 through
December 30, 2010. The total Not-to-Exceed
amount for this period is $6,561,114.83. The
total Level of Effort is 55,904 labor hours.
Amount: $6,561,114.83(0Option Line Item)
product/Service Code: R4048
Product/Service Description: PROGRAM
MANAGEMENT/SUPPORT SERVICES
Delivery: 12/31/2010
Bccounting Info:
Funded: $0.00
0004 Option Period Year 3 ~ Program Management Support 1| EA 6,724,729.34 0.00
Sexvices (PMSS)
Continued ...
NSN 7540-01-162-8067 OPTIONAL FORM 336 (4-86)
Sponsared by GSA

FAR (48 CFR) 63110
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SILOSMASHERS INC
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Pexiod of Performance: December 31, 2010 through
Decembexr 30, 2011. The total Not-To-Exceed amount
for thia period is $6,724,729.38. The total
Level of Effort is 55,584 Labor Hours.
Amount: $6,724,729.38(0Option Line Item)
Product/Service Code: Ra408
Product/Service Description: PROGRAM
MANAGEMENT/SUPPORT SERVICES
pPelivery: 12/31/2010
Accounting Info:
(L@ )
Funded: $0.00
0005 Option Period Year S - Program Management Support 1| EA 6,919.628.1q 0.00
Services (PMSS)
Period of Performance: December 31, 2011 through
December 30, 2012, The total Not-To-Exceed
amount for this period is $6,919,628.16. The
total Level of Bffort for is 55,520 Labor Hours.
Amount: $6,919,628.16 (Option Line Item)
Product/Sexrvice Code: R408
Product/Sexrvice Description: PROGRAM
MANAGEMENT/SUPPORT SERVICES
Delivery: 12/31/2011
Accounting Info:
b (2) )
Funded: $0.00
THE ESTIMATED AMOUNT POR THIS ORDER, INCLUDING
OPTIONS IS NOT TO EXCEED $31,475,836.77. THIS
OBLIGATION FOR THIS AWARD IS SHOWN IN BOX 26.
The Point of Contact for this Task Order:
Janice Brinkley
Contracting Officer
{ bi)bl6) )
Ola Wilson
Contracting Officer Technical Representative
[ b(2) bl6) )
Continued ...
1SN T340.01.157-808 OFTIONAL FORM 32 (4-40)
Sponwared by GSA

FAR (48 CFR) 53,110
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The contractor accepts this Task Order award by
signing block 30a of this form. By signature of
the Contracting Officer as aet forth in Block
31A, this task order is hereby executed.

The total amount of awaxrd: $31,475,836.77. The
obligation for this award is shown in box 26.

NSN 7540-04-152-8087

OPTIONAL FORM 338 (4-88)
Sponsorud by GSA
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