b. Procedures for annual assessment of the performance
(including cost, quality, and timeliness) of the FFRDC on DHS-
sponsored work;

C. DHS procedures for avoidance of individual and
organizational conflict of interest;

d. DHS procedures for protection of sensitive and proprietary
information.

2. The multiple agency sponsorship agreement may contain additional
DHS-specific policies and procedures if appropriate (e.g., level of effort for
DHS-sponsored work).

C. Core Statement. FFRDCs shall be used in a manner that is consistent
with their core statement. The core statement will be part of or incorporated by
reference into the sponsorship agreement. The core statement must be specific
enough to differentiate between work that is within the purpose, mission, general
scope of effort, or special competency of the FFRDC and work that is not. The
US(S&T) maintains a core statement for each FFRDC for which DHS is the
primary sponsor or is a sponsoring party under a multiple agency sponsorship
agreement and reviews work proposed by DHS users to ensure that it is
consistent with the core statement.

D. Sponsoring Agreement. DHS shall administer and use FFRDCs in a
manner that is consistent with their sponsoring agreements. The specific content
of a sponsoring agreement may vary depending on the nature of the relationship
between DHS and the FFRDC. Sponsoring agreements may be supplemented
with operating instructions; however, at a minimum sponsoring agreements must
include the following:

1. Core statement, as described in paragraph VI.C above.

2. Provisions for the orderly termination or nonrenewal of the contract,
disposal of assets, retention and/or disposition of retained earnings, and
settlement of liabilities. The responsibility for capitalization of the FFRDC
must be defined in such a manner that ownership of assets may be readily
and equitably determined upon termination of the FFRDC'’s relationship
with DHS.
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3. A prohibition against the FFRDC competing with any non-FFRDC
concern in response to a formal federal agency request for proposal for
other than the operation of an FFRDC or certain types of broad agency
announcements. This prohibition is ordinarily applied to any parent
organization in its non-FFRDC operations. The US(S&T) may expand this
prohibition as deemed necessary and appropriate for DHS-sponsored
FFRDCs.

4. A determination of whether the FFRDC may accept work from other
than DHS (nonsponsors). If nonsponsor work can be accepted, a
description of the procedures to be followed will be included, along with
any limitations as to the nonsponsor from which work can be accepted
(e.g., other federal agencies; state, local or foreign governments; or not-
for-profit organizations that operate in the public interest; that is, public
charities). An FFRDC for which DHS is the primary sponsor may only
perform core work as defined in its core statement and in accordance with
the following guidelines:

a. The US(S&T) or its designee must approve all work.

b. Work may only be accepted from DHS, other federal entities,
state and municipal governments, and not-for-profit organizations
that operate in the public interest; i.e., public charities.

C. A DHS FFRDC may accept no commercial work.

5. Limitations on non-FFRDC work by the parent institution. Parent
institutions operating DHS-sponsored FFRDC(s) may perform non-FFRDC
work subject to US(S&T) or its designee review for compliance with
established criteria mutually agreed upon by the US(S&T) and the parent
institution. The criteria shall be addressed in the sponsoring agreement.
In establishing these criteria, the following guidelines shall be used:

a. Non-FFRDC work by parent institutions should be in the
national interest, such as addressing economic, social, or
governmental issues.

b. Non-FFRDC work shall not undermine the independence,
objectivity, or credibility of the FFRDC by posing an actual or
perceived conflict of interest, nor shall it detract from the
performance of FFRDC work.

C. Non-FFRDC work shall not be acquired by taking unfair
advantage of the parent institution’s operation of its FFRDC(s) or of
information that is available to that parent institution only through its
FFRDC(s).
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d. Non-FFRDC work may be done for public sector entities and
not-for-profit organizations that operate in the public interest; e.g.,
public charities. Commercial work (i.e., work for for-profit entities)
may only be accepted if the sponsor grants a specific exception in
writing for the commercial work request at issue. If the sponsor
grants an exception, such work may not exclusively benefit any
individual for-profit entity to avoid the appearance that an FFRDC
parent organization is endorsing a particular product, company, or
industrial process.

e. There are no specified dollar limits on the volume of non-
FFRDC work. However, subject to any specific terms in the
sponsoring agreement, the US(S&T) will periodically assess
whether the non-FFRDC work performed by the parent institution is
impairing its ability to perform its FFRDC work.

f. Universities operating DHS-sponsored FFRDCs are not
restricted from performing non-FFRDC work. Such work must be
obtained, however, in a manner compliant with applicable
procurement policies to ensure that the work is not acquired
through an unfair advantage associated with the FFRDC mission,
purpose, or special relationship.

6. Technology transfer activities. Sponsoring agreements may
include authority for FFRDCs to participate with industry in technology
transfer activities when appropriate. The US(S&T) will include adequate
safeguards to ensure the FFRDC remains free of organizational conflicts
of interest and that the conditions for establishing and maintaining the
FFRDC are not compromised. The safeguards should include specific
review and approval of technology transfer work by the US(S&T) or its
designee on a case-by-case basis.

7. A description of the procedures used to make an annual
assessment to evaluate performance in the areas of technical quality,
responsiveness, value, cost and timeliness. A description of the feedback
mechanism used to identify and resolve any perceived or real problems is
also required. The US(S&T) maintains and implements the annual
assessment procedures for DHS-sponsored FFRDCs and provides
feedback to the primary sponsor.
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E.

8. Advance Agreements. When cost-type contracts are used, the
US(S&T) should identify any cost elements or fees that require advance
agreement and/or approval. Such items may include, but are not limited
to personnel compensation, depreciation, various indirect costs such as
independent research and development, or others as deemed appropriate
by the sponsor. Any excess funding will be deobligated and returned to
DHS.

9. Prepublication review policies. While DHS is sensitive to the need
for the FFRDC, or its parent institution, to publish its research findings in
appropriate professional fora, the US(S&T) in the sponsorship agreement
will ordinarily establish pre-publication controls on the publication of
research results that have been funded by DHS, or another US
government sponsor that wishes to limit dissemination of the findings.
This restriction is necessary to protect the needs of the government to
enjoy a long-term and “trusted agent” relationship with the FFRDC'’s
parent institution and the need for the FFRDC to have extraordinary levels
of access to sensitive government information.

FFRDC Level of Effort. It is the policy of DHS to use staff years of

technical effort (STEs) in sizing and managing DHS-funded FFRDC work.
Although the total number of STEs available will be constrained by DHS
budgetary considerations, STEs will provide a standard measure across all of
DHS’ FFRDCs for projecting DHS workload and funding requirements. Appendix
B contains the standard definition of STEs to be used in computing workload
requirements. DHS reserves the right to establish on an annual basis (and prior
to each new fiscal year) a ceiling on the maximum number of STEs for DHS-
funded FFRDC work (including work by DHS-sponsored FFRDCs, DHS work by
FFRDCs under multiple agency sponsorship agreements, and DHS work by
FFRDCs sponsored by other government agencies).

1. General guidelines. Annual levels of effort shall be based upon
application of the core concept and the following guidelines:

a. Maintain a relatively stable level of effort; and
b. Maintain competency in core areas.

2. Establishment of level of effort. The US(S&T) will establish a
workload annually by STE for each FFRDC based on:

a. DHS needs;

b. A determination that those needs require one or more of the
core capabilities of the FFRDC; and
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C. The general guidelines laid out in subparagraph V1.E.1.
above.

3. Nonsponsor use of DHS-sponsored FFRDCs. FFRDC work funded
using non-DHS appropriations will comply with the same policies and
constraints as DHS-funded work and will be reported in accordance with

Appendix A.

F. Strategic Relationship. It is the policy of DHS to maintain a strategic
relationship with each FFRDC for which DHS is the primary sponsor or is a party
to a multiple agency sponsorship agreement. Strategic relationships enable
FFRDCs to develop and maintain in-depth knowledge of their sponsor’s
programs and operations; to maintain continuity and currency in their special
fields of expertise, and a high degree of competence in their staff and work; to
maintain their objectivity and independence; and to respond to the emerging
needs of their sponsor and users. The US(S&T) fosters the strategic relationship
by:

1. Ensuring that DHS users are aware and make appropriate use of
the capabilities accessible via FFRDC sponsoring agreements (including
multiple agency sponsorship agreements);

2. Helping to ensure that the FFRDC has access to all necessary
information required to effectively execute assigned tasks;

3. Helping to ensure that the FFRDC has sufficient insight into DHS
priorities and emerging issues to enable FFRDC management to sustain
and adapt FFRDC competencies consistent with its core statement; and

4. Providing oversight to guard against conflict of interest issues.

G. Comprehensive Review. For DHS-sponsored FFRDCs, prior to renewal
of the FFRDC contract, the US(S&T) shall conduct a comprehensive review of
the continuing use of and need for the FFRDC. This review must comply with
FAR 35.017. The resulting determination to approve continuation or termination
of the sponsorship shall be made by the US(S&T) in consultation with the
relevant Component customers prior to the anticipated contract renewal date.
Appendix C contains guidelines for the conduct of comprehensive reviews to
ensure consistency and thoroughness in the review process.

H. Reports. The Secretary of Homeland Security requires specified and ad
hoc reports in order to perform necessary oversight functions and
responsibilities. The schedule and content of reports and other submissions
currently required are shown in Appendix A.
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l. The Office of the Inspector General (OIG). OIG is responsible under
the Inspector General Act of 1978, as amended, to oversee programs of the
DHS, including activities conducted by and through FFRDCs, and has the right to
access any DHS and FFRDC records relating to programs receiving support from
DHS. Nothing in this MD or any sponsoring agreement shall limit the authority of
the OIG as prescribed by the Inspector General Act and MD 0810.1, The Office
of Inspector General.

J. Requirements to Work with FFRDCs. The process for working with
FFRDCs begins with the identification of a requirement and early in the
acquisition planning stage. Potential task sponsors should contact the
appropriate program management office within US(S&T) when a requirement
exists to determine if the potential task is within the general scope of effort,
mission, purpose, or special competency of an FFRDC. US(S&T) will post
detailed guidance on the dhs.gov website on how to work with FFRDCs. The
program management office will provide guidance and assistance to task
sponsors. Appendix D is an overview of the process.
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APPENDIX A

REPORTING REQUIREMENTS FOR DHS FFRDCs

ANNUAL REPORTING
REQUIREMENTS

DUE DATE

DESCRIPTION

Annual Report on Staff Years
of Technical Effort (STEs) and
Funding

15 November

Provide the Secretary of Homeland
Security with a report showing STEs
and associated funding data (DHS
and non-DHS). US(S&T) will provide
required data for:

(1) Congressional Reporting

(2) Budget Estimates.

Mid-Year Status Update

30 April

Provide the Secretary of Homeland
Security a report for use in monitoring
FFRDC obligations (DHS and non-
DHS). The report should address the
US(S&T)’s ability to use and fund all
authorized DHS-funded STEs; if
excess STEs are anticipated; and if
exceptions are anticipated.

Annual Review Assessment

30 days after
completion of the
assessment

Provide to the Secretary of Homeland
Security a copy of the annual review
assessment. The requirements for an
annual assessment may be met by the
Comprehensive Review during the
year that a Comprehensive Review is
required.

Changes to Sponsoring
Agreement or Core Statement

Within 30 days of
change
implementation

Provide the Secretary of Homeland
Security with copies of changes to the
sponsoring agreement or core
statement.

Comprehensive Review
Notification

One year prior to
due date of the
review

Advise the Secretary of Homeland
Security of Comprehensive Review
initiation. The Secretary of Homeland
Security will advise the US(S&T) of
any special review requirements.

Comprehensive Review

NLT 90 days prior
to renewal of the

Provide to the Secretary of Homeland
Security the results of the
Comprehensive Review for the use
and need of the FFRDC in accordance
with this MD (see Appendix C) and

FFRDC contract [FAR Part 35.017. Secretary of
Homeland Security concurrence is
required prior to renewal of the
FFRDC contract.
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APPENDIX B

STAFF YEAR OF TECHNICAL EFFORT (STE)

In calculating workload requirements to be delivered during the fiscal year, FFRDCs and the
US(S&T) shall use the standard definition of STE and work year shown below:

STEs apply to direct professional and consultant labor, performed by
researchers, mathematicians, programmers, analysts, economists, scientists,
engineers, and others who perform professional-level technical work primarily in
the fields of studies and analyses, systems planning, and program and policy
planning and analysis.

Minimum educational requirements for STE employees and consultants are a
baccalaureate degree from an accredited college or university. In rare instances,
non-degree personnel may be included, but only if they possess the equivalent of
a baccalaureate degree in education and experience, and are performing work of
the same type and level as that performed by degreed STE employees.

An STE work year is defined to be 1,810 hours of paid effort for technical
services. STE work years include both FFRDC employees and subcontracted
consultant technical effort.
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APPENDIX C

COMPREHENSIVE REVIEW GUIDELINES FOR DHS-

SPONSORED FEDERALLY FUNDED RESEARCH AND

DEVELOPMENT CENTERS (FFRDCs)

PURPQOSE: The purpose of the comprehensive review is to analyze formally the use and need
for the FFRDC in order to assist the Secretary of DHS in determining whether to continue
sponsorship of the FFRDC. The FFRDC sponsor will perform the comprehensive review with
the advice and assistance of the office of the US (S&T) and the contracting activity.

This appendix provides guidelines for reporting the results of FFRDC comprehensive reviews in
accordance with this MD and the FAR.

Identify the FFRDC, its primary sponsor and contracting activity. Include the date
and term of the FFRDC's current sponsoring agreement.

Provide a detailed examination of the sponsor's special technical needs and
mission requirements that are being performed by the FFRDC to determine
whether, and at what level, they should continue to exist (FAR 35.017-4 (c)(1)).

Identify requirements for FFRDC support including known specific programs
involved, the level of effort required and the types of tasks to be performed.

Consider alternative sources (FAR 35.107-4(c)(2)):

Specify the special research, systems development, or analytical needs, skills,
and/or capabilities involved in accomplishing FFRDC tasks.

Explain why the capabilities cannot be provided as effectively by in-house
personnel, for-profit or not-for-profit contractors, university-affiliated
organizations, or another existing FFRDC. Include statements on the
alternatives to the FFRDC that were considered and the rationale for not
selecting each of them.

Provide a detailed assessment of the efficiency and effectiveness of the FFRDC
in meeting a sponsor's/user's needs including the FFRDC's ability to maintain its
objectivity, independence, quick response capability, currency in its field(s) of
expertise, and familiarity with the needs of its sponsor (FAR 35.017-4(c)(3)).

Include a summary of FFRDC accomplishments and their effectiveness in
meeting user needs since the last comprehensive review. As a minimum, the
quality and timeliness of the work produced, the number and dollar value of
projects and programs assessed, and the user evaluations of performance
should be addressed. A summary of the results of the most recent annual review
should be included. All major users should participate in this portion of the
comprehensive review. Discuss any criticisms or concerns that the users had
with FFRDC performance and the steps taken to resolve them.
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APPENDIX C

Assess the FFRDC management controls to ensure cost-effective operation
(FAR 35.017-4(c) (4)).

Discuss accounting and purchasing systems; overhead costs and fees; oversight
actions taken to verify cost-effective operations; and other management issues
as deemed appropriate.

Determine that the criteria for establishing the FFRDC are satisfied and that the
sponsoring agreement is in compliance with FAR 35.017, FAR 35.017-2, and
DHS MD 143-04 on Establishing or Contracting with Federally Funded Research
and Development Centers (FFRDCs). Include a statement addressing each of
the criteria. Provide a certification that the current sponsoring agreement
accurately reflects the mission of the FFRDC.

Discuss agreements between the government and the FFRDC. These
agreements may cover such items as authorization of fees, provision of
government facilities and equipment, distribution of residual assets of settlement
and liabilities in event of dissolution, maintenance of specific cash reserves, and
waivers to accounting policies or regulatory requirements.

Provide a recommended course of action that is signed by the head of the
sponsoring agency.

Work closely with the contracting office and the office of the US (S&T) and
Component customers most affected by a termination decision in accomplishing
the comprehensive review and prior to forwarding the recommendation(s) to the
Secretary.

Obtain the DHS Secretary’s concurrence with the results of the comprehensive
review prior to renewal of the contract or termination of the FFRDC.
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APPENDIX D

WORKING WITH FFRDCs: AN OVERVIEW

POTENTIAL REQUIREMENT
IDENTIFIED

| DHS FFRDC? H yes

lno

PREPARE & o
SUBMIT PR | oTHER DEPARTMENT'S
PACKAGE TO CO FFRDC?
FOR CONTRACT
ACTION ‘ v
yes
A » | REQUEST ST REVIEW |
PREPARE & |
SUBMITPRIAA | _ | s&T RECOMMEND
PACKAGETOCO ™ I CLEARANCE?
yes
no

e  S&T review consists of analyzing the requirement; ensuring tasks are within the FFRDC’s purpose,
mission, general scope of effort, or special competency; and that the appropriate authority is cited
(e.g., Economy Act, Section 305 of the HSA, or other).

e  Contracting Officer is responsible for Determinations & Findings pursuant to FAR 17 and executing
subsequent Interagency Agreements (IAAs).

Note: If sponsoring agency is not FAR covered, approval authority is CPO.
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SEDI FFRDC

T3

MONTHLY CONTRACTOR FINANCIAL MANAGEMENT REPORT

1. Report for Month Ending/No. of
Working Days:

2. Contractor: 3. Contract Value:
a. Cost: §
b. Fee: $

4. Contract Type: 5. Contract No. and Latest Definitized Modification No.: 6. Fund Limitation:
$

7. Scope of Work: 8. Authorized Contractor Representative (signature and date) 9. Billing:

a. Invoice Amts Billed: $
b. Total Payments Received: §

11. Cost Incurred/Hours Worked 12. Estimated Cost/Hours | 13. Estimated Final Cost/Hours
10. Reporting Category ~ To Complete
During Month Cum. To Date Planned | Balance of | Contractor Estimate | Contract Value
Actual Planned Actual Planned Contract a b
a. b. c. d. . b.

Baseline Plan [dentification (Col. 11b & 11d): Revision No.:

Dated:




SEDI FFRDC

INSTRUCTIONS FOR COMPETION OF MONTHLY CONTRACTOR FINANCIAL
MANAGEMENT REPORT

; ays: enter the ending date of the contractor's
wcounthg montb mdtlnnumbwofworkmgthysforthﬂ aocount!ngmonth

2. Contractor: Enter the full name and address of the contractor, and, if applicable, the division
performing the contract.

3. Contract Valye: Enter the total definitized cost (a) and fee (b) of all currently authorized work to be

pctiformed under the contract. Include dollar amounts through the latest definitized modification 2 noted
in item #3,

4. Contract Type: Cost plus fixed fee, cost reimbursement/cost share, etc.

5. nitiz ificati : Enter complete letter or contract symbol,
number and number of Inm dcﬁnmmd modxﬁc:ntmn

6. Fund Limitation: Enter the total funds obligated and latest corresponding contract modification
number.

7. Scope of Work: Enter a brief description of the contract effort.

Mlnspmmmemmmypagemmﬂeaw

9. Billing:
a. Invoice Amounts Billed: Enter the total amount of invoices billed against the contract and
latest invoice number.

b. Total Payments Received: Enter the total amount of payments received for the contract.
10. Reporting Category: enter the captions of the reporting categories specified in the contract.

11. Cost Incurred/Hours Worked: Cost and hour data will be reported in the categories specified in the
contract.
a. Actual During Month: Enter the total actual cost incurred/hours worked for the accounting
month being reported (item #1).
b. Planned: Enter the Contractor’s planned cost/hours.
¢. Actual Cum to Date: Enter the cumulative actual cost incurred/hours worked.
d. Planned: Enter the Contractor's planned cost/hours.

12. Estimated Cost/Hours to Complete: Enter the current estimates for performing authorized work
included in the most recently executed contract modification, plus additional authorized work (directions
to proceed) for which execution of modifications is pending. The estimates will be for planning purposed
only and will not be binding on either the contractor or DHS.

13. Estimated Final Cost/Hours:
a. Contractor Estimate: Enter the total estimated cost/hours for completion of the contracted
effort (this should equal the sum of columns 11c, 12a, and 12b).



SEDI FFRDC
b. Contract Value: Enter the distribution of contract value to the reporting categories. The total
of this column shall agree with item #3. Significant differences between columns 13a and 13b
shall be explained in the “Contractor Narrative Remarks.”
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DEPARTMENT OF DEFENSE 1. CLEARANCE AND SAFEGUARDING
a. FACILITY CLEARANCE REQUIRED
CONTRACT SECURITY CLASSIFICATION |
SPECIFICATION |
(The requirernents of the DoD Industrial Security Manual apply b. LEVEL OF SAFEGUARDING REQUIRED
to all security aspects of this effort.) '
2. THIS SP_EglFIOATION IS FOR: {X and complete as applicable) 3. THIS SPECIFICATION IS: (X and complete as applicable)
a. PRIME CONTRACT NUMBER X i Date ( FYMAMDL)
% TO BE ANNOUNCED/POSTED/ISSUED (TBA, MAY BE PENCILED a. ORIGINAL (Complete date in all cases)
IN UPON ISSUE) 030302
b. SUECONTRACT NUMBER b REVISED (Supersades Ravision No. Date [ YYMMDD)
all previous specs)
c. SOLICITATION OR OTHER NUMBER Due Date (YYMMOLD, i Date { ¥YMMOD)
X Gigins c. FINAL {Complete item 5 in.all cases)

4. 1S THIS A FOLLOW-ON CONTRACT? ] YES % | NO. If Yes, complete the following: |

Claesified matorial recoived or generated under : {Pr ding Contract ) is transferred l'u this follow-on contract.
|

5. IS THIS A FINAL DD FORM 2547 | | YES [[® | NO. If Yos, compists the following:

In Response to the contractor's request dated

. rotention of the identifind classifiad material is authorized for the period of

6. CONTRACTOR (incluge Commarcial and Govarnmant Entity (CAGE) Code) !

a. NAME, ADDRESS, AND ZIP CODE 8. CAGE CODE C. COGNIZANT SECURITY OFFICE anms,Mdrua.s, and Zip Code)

7. SUBCONTRACTOR

a. NAME, ADDRESS, AND ZIP CODE B. CAGECODE C. COGHNIZANT SECURITY OFFICE (Name, Address, and Zip Code)

8. ACTUAL PERFORMANCE

a. NAME, ADDRESS, AND ZIP CODE ‘ B. CAGE CODE | C. COGNIZANT SECURITY OFFICE (Name, Addrass, and Zip Codo)

9, GENERAL IDENTIFICATION OF THE PROGUREMENT

(U} Contractor will gxamine the public health, economi¢, -and national security importance to the United States of
key chemicals and chemical Brocesses. - The contractor will assemble a committee of experts in chemistry,
chemical engiheering, sySt,emsr analysis, opexatlona analysis, vulnerability analysis, risk analysis, economics,
public policy, law and othe¥ relevant fields .toc carry out this task.

10. THIS QO"TRAGT WILL REQUIRE ACCESS TO: YES NO 41. IN PERFORMING THIS CONTRACT, THE CONTRACTOR YES NO
WiLL:
. COMMUNICATIONS SECURITY (COMSEC) INFORMATION a. HAVE ACCESS TO CLASSIFIED INFORMATION ONLY AT ANOTHER CONTRACTOR'S
FAGILITY OR A GOVERNMENT AGTIVITY
b. RESTRICTED DATA : b. RECEIVE CLASSIFIED DOCUMENTS ONLY
<. CRITICAL NUCLEAR WEAPON DESIGN INFORMATION - c. RECEIVE AND GENERATE CLASSIFIED MATERIAL
4. FORMERLY RESTRICTED DATA. | d. FABRICATE, MODIFY, OR STORE CLASSIFIED HARDWARE
o. INTELLIGENCE INFORMATION; ' _ AT | o. PERFORM SERVICES ONLY
g : 1. HAVE ACCESS TO U3 CLASSIFIED INFORMATION OUTSIDE THE LS.,

(1) Sonsitive Compertmented Information (SC1) PUERTO RICC, U.8. POSSESSIONS AND TRUST TERRITORIES

2) NonSOl 3. BE AUTHORIZED TO USE THE SERVIGES OF DEFENSE TEGHNICAL INF ORMATION

{ CENTER (OTIC) OR OTHER SECCONDARY DISTRIBUTION CENTER
f. SPECIAL ACCESS INFORMATION h. REQUIRE A COMSEC ACCOUNT

g- NATO INFORMATION . HAVE TEMPEST REQUIREMENTS

h. FOREIGN GOVERNMENT INFORMATION | j. HAVE OPERATIONS SECURITY (OPSEC) REQUIREMENTS |
1. LIMITED DISSEMINATION INFORMATION k. BE AUTHORIZED TO USE THE DEFENSE COURIER SERVICE |
1
j. FOR OFFICIAL USE ONLY INFORMATION 1. OTHER (Spocify) |
k. OTHER {Specify) Sansitive But Unclassified (S8U) SEE ITEM 13 & 14 |
viou iti
DD Form 254_E, JAN 85 Pre s editions are obsolete Computer Generated Form




12. PUBLIC RELEASE. Any information (classified or unclassified) pertaining to this contract shall not be released for public di inati pt as provided by the Industrial
Seocurity Manual or uniess it has been app d for public rel by appropriate U.5. G authority. Prog d public rele shall be submitied for approval prior to
release

|

[ vt D] Teossn soney |

NO INFORMATION MAY BE RELEASED TO THE PUBLIC WITHOUT THE EXPRESS WRITTEN CONSENT OF THE DHS.

|
to the Directorate for Freedom of infor and , Offica of the Asslistant Secretary of Defense (Public Affairs)* for rwldw

* In the case of non-Dol User Agancies, raguests for disc!om shall be submitted to that agency.
13. Secur[ty Guidance. Tha sacurlty classification guldance needed for or this classified effort Is Identfled belaw. If any d yis edin ing this guidk or if any
other contributing fsd.nr dicates a noed for changes in this guid the contractor is authorized and enceuraged lo provide r ded ch to chail the guid or the
classification asai e any infor ion or material furnished or generated undar this cnnkract, lid to submit any queationu for interprotation of this guidance to tha official idantifiad
below. Pending final decision, the information involved shall be handled and protect: at the h t level of classification ar (Fill in a3 appropriate for the
claasified effort. Attach, or forward under soparate correspond , any d Iguidest ts referencad heroin. Add additional pagae 28 needed to pravide complote guidance.}

14. ADDITIONAL SECURITY REQUIREMENTS. Requirements idantify tha pertinent contracted clalises in the contract & s Ty

document itself, or provide an appropriate statement which identifies the additional raquirements. Provide a copy of the requirements to the cognizant

security office. Use item 13 if additionel space is neeced.)

15. INSPECTIONS. Elements of this contract are outside the Inspestion rospensibility of the cognizant sccurity offico. {1 Yos, oxpleinand identity | X | Yes | | o
specific areas or elements carved out and the activity respansible for in pections. Lige item 13 if additional space is noeded.)

16. CERTIFICATION AND' BiéNATURE. Sécurity requirements stated herein are complete and adeql.éate for safeguarding the classified
information to be released af-gle_nerated under this classified effort. All questions shall be referred to the official named below.

a. TYPED NAME OF CERTIFYING OFFIGIAL b. TITLE [ & TELEPHONE (Include Area Code}
Dg;?t{ty Chief, Personnel Security | (202) 692.4288
Division

d. ADDRESS {Inciude Zip Code) 17. REQUIRED DISTRIBUTION

Department of Homeland Security 6 |9 SONTHACION

Office of Security b. SUBCONTRACTOR

Washington D.C. 20528 x c COGNIZANT SECURITY OFFICE FOR PRIME AND SUBCONTRACTOR

o. SIGNATURE d. U.8. ACTIVITY RESPONSIBLE FCR OVERSEAS SECURITY ADMINISTRATION

o, ADMINISTRATIVE CONTRACTING OFFICER
|
f. OTHERS AS NECESSARY '
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DEPARTMENT OF HOMELAND SECURITY
NON-DISCLOSURE AGREEMENT

5 . an individual official, employee, consuliant, or subcontractor of or to
(the Authorized Entity), intending to be legally bound, hereby consent to the terms in this
Agreement in consideration of my being granted conditional access to certain information, specified below, that is owned
by, produced by, or in the possession of the United States Government.

(Signer will acknowledge the category or categories of information that he or she may have access to, and the signer's willingness to
comply with the standards for protection by placing his or her initials in front of the applicable category or categories.)

Initials:

Protected Critical Infrastructure Information (PCII)

| attest that | am familiar with, and | will comply with all requirements of the PCII program set out in the Critical
Infrastructure Information Act of 2002 (CII Act) (Title 11, Subtitle B, of the Homeland Security Act of 2002, Public Law
107-296, 196 Stat. 2135, 6 USC 101 et seq.), as amended, the implementing regulations thereto (6 CFR Part 29), as
amended, and the applicable PCIl Procedures Manual, as amended, and with any such requirements that may be
officially communicated to me by the PCIl Program Manager or the PCIl Program Manager's designee.

oS Sensitive Security Information (SSI)

| attest that | am familiar with, and I will comply with the standards for access, dissemination, handling, and safeguarding
of 8§l information as cited in this Agreement and in accordance with 43 CFR Part 1520, "Protection of Sensitive Security
Information,” "Policies and Procedures for Safeguarding and Control of SSI," as amended, and any supplementary
guidance issued by an authorized official of the Department of Homeland Security.

Initials:

Other Sensitive but Unclassified (SBU)

As used in this Agreement, sensitive but unclassified information is an over-arching term that covers any information, not
otherwise indicated above, which the loss of, misuse of, or unauthorized access to or modification of could adversely
affect the national interest or the conduct of Federal programs, or the privacy to which individuals are entitied under
Section 552a of Title 5, as amended, but which has not been specifically authorized under criteria established by an
Executive Order or an Act of Congress to be kept secret in the interest of national defense or foreign policy. This includes
information categorized by DHS or other government agencies as: For Official Use Only (FOUQ); Official Use Only
(OUQ); Sensitive Homeland Security Information (SHSI); Limited Official Use (LOU); Law Enforcement Sensitive (LES);
Safeguarding Information (SGI); Unclassified Controlled Nuclear Information (UCNI); and any other identifier used by
other government agencies to categorize information as sensitive but unclassified.

| attest that | am familiar with, and | will comply with the standards for access, dissemination, handling, and safeguarding
of the information to which | am granted access as cited in this Agreement and in accordance with the guidance provided
to me relative to the specific category of information.

| understand and agree to the following terms and conditions of my access to the information indicated above:

1. | hereby acknowledge that | have received a security indoctrination concerning the nature and protection of information to which |
have been provided conditional access, including the procedures to be followed in ascertaining whether other persons to whom |
contemplate disclosing this information have been approved for access to it, and that | understand these procedures.

2. By being granted conditional access to the information indicated above, the United States Government has placed special
confidence and trust in me and | am obligatec to protect this information from unauthorized disclosure, in accordance with the
terms of this Agreement and the laws, regulations, and directives applicable to the specific categories of information to which [ am
granted access.

3. | attest that | understand my responsibilities and that | am familiar with and will comply with the standards for protecting such
information that | may have access to in accordance with the terms of this Agreement and the laws, regulations, and/or directives
applicable to the specific categories of information to which | am granted access. | understand that the United States Government
may conduct inspections, at any time or place, for the purpose of ensuring compliance with the conditions for access, dissemination,
handling and safeguarding information under this Agreement.
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4. | will not disclose or release any information provided to me pursuant to this Agreement without proper authority or
authorization. Should situations arise that warrant the disclosure or release of such information | will do so only under
approved circumstances and in accordance with the laws, regulations, or directives applicable to the specific categories of
information. | will honor and comply with any and all dissemination restrictions cited or verbally relayed io me by the proper
authority.

5. (a) For PCIl - (1) Upon the completion of my engagement as an employee, consultant, or subcontractor under the
contract, or the completion of my work on the PCII Program, whichever occurs first, | will surrender promptly to the PCII
Program Manager or his designee, or to the appropriate PCI| officer, PCII of any type whatscever that is in my possession.

(2) If the Authorized Entity is a United States Government contractor performing services in support of the PCIl Program, |
will not request, obtain, maintain, or use PCIl unless the PCIl Program Manager or Program Manager's designee has first
made in writing, with respect to the contractor, the certification as provided for in Section 29.8(c) of the implementing
regulations to the Cll Act, as amended.

(b) For SSI and SBU - | hereby agree that material which | have in my possession and containing information covered by
this Agreement, will be handled and safeguarded in a manner that affords sufficient protection to prevent the unauthorized
disclosure of or inadvertent access to such information, consistent with the laws, regulations, or directives applicable to the
specific categories of information. | agree that | shall return all information to which | have had access or which is in my
possession 1) upon demand by an authorized individual; and/or 2) upon the conclusion of my duties, association, or
support to DHS; and/or 3) upon the determination that my official duties do not require further access to such information.

6. | hereby agree that | will not alter or remove markings, which indicate a category of information or require specific
handling instructions, from any material | may come in contact with, in the case of SSI or SBU, unless such alteration or
removal is consistent with the requirements set forth in the laws, regulations, or directives applicable to the specific
category of information or, in the case of PCII, unless such alteration or removal is authorized by the PCIl Program
Manager or the PCll Program Manager's designee. | agree that if | use information from a sensitive document or other
medium, | will carry forward any markings or other required restrictions to derivative products, and will protect them in the
same matter as the original.

7. | hereby agree that | shall promptly report to the appropriate official, in accordance with the guidance issued for the
applicable category of information, any loss, theft, misuse, misplacement, unauthorized disclosure, or other security
violation, | have knowledge of and whether or not | am personally involved. | also understand that my anonymity will be kept
to the extent possible when reporting security violations.

8. If | violate the terms and conditions of this Agreement, such violation may result in the cancellation of my conditional
access to the information covered by this Agreement. This may serve as a basis for denying me conditiona! access to other
types of information, to include classified national security information.

9. (a) With respect to SSI and SBU, | hereby assign to the United States Government all royalties, remunerations, and
emoluments that have resulted, will result, or may result from any disclosure, publication, or revelation of the information
not consistent with the terms of this Agreement.

(b) With respect to PCII | hereby assign to the entity owning the PCIl and the United States Government, all royalties,
remunerations, and emoluments that have resulted, will result, or may result from any disclosure, publication, or revelation
of PCI| not consistent with the terms of this Agreement.

10. This Agreement is made and intended for the benefit of the United States Government and may be enforced by the
United States Government or the Authorized Entity. By granting me conditional access to information in this context, the
United States Government and, with respect to PCII, the Authorized Entity, may seek any remedy available to it to enforce
this Agreement including, but not limited to, application for a court order prohibiting disclosure of information in breach of
this Agreement. | understand that if | violate the terms and conditions of this Agreement, | could be subjecied to
administrative, disciplinary, civil, or criminal action, as appropriate, under the laws, regulations, or directives applicable to
the category of information involved and neither the United States Government nor the Authorized Entity have waived any
statutory or common law evidentiary privileges or protections that they may assert in any administrative or court proceeding
to protect any sensitive information to which | have been given conditional access under the terms of this Agreement.
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11. Unless and until | am released in writing by an authorized representative of the Department of Homeland Security (if
permissible for the particular category of information), | understand that all conditions and obligations imposed upon me by
this Agreement apply during the time that | am granted conditional access, and at all times thereafter.

12. Each provision of this Agreement is severable. If a court should find any provision of this Agreement to be
unenforceable; all other provisions shall remain in full force and effect.

13. My execution of this Agreement shall not nullify or affect in any manner any other secrecy or non-disclosure Agreement
which | have executed or may execute with the United States Government or any of its departments or agencies.

14. These restrictions are consistent with and do not supersede, conflict with, or otherwise alter the employee obligations,
rights, or liabilities created by Executive Order No. 12958, as amended; Section 7211 of Title 5, United States Code
(governing disclosures to Congress); Section 1034 of Title 10, United States Code, as amended by the Military
Whistleblower Protection Act (governing disclosure to Congress by members of the military); Section 2302(b)(8) of Title 5,
United States Code, as amended by the Whistleblower Protection Act (governing disclosures of illegality, waste, fraud,
abuse or public health or safety threats); the Intelligence |dentities Protection Act of 1982 (50 USC 421 et seq.) (governing
disclosures that could expose confidential Government agents); and the statutes which protect against disclosure that may
compromise the national security, including Sections 641, 793, 794, 798, and 952 of Title 18, United States Code, and
Section 4(b) of the Subversive Activities Act of 1950 (50 USC 783(b)). The definitions, requirements, obligations, rights,
sanctions, and liabilities created by said Executive Order and listed statutes are incorporated into this agreement and are
controlling.

15. Signing this Agreement does not bar disclosures to Congress or to an authorized official of an executive agency or the
Department of Justice that are essential to reporting a substantial violation of law.

16. | represent and warrant that | have the authority to enter into this Agreement.
17. | have read this Agreement carefully and my questions, if any, have been answered. | acknowledge that the briefing

officer has made available to me any laws, regulations, or directives referenced in this document so that | may read them at
this time, if | so choose.

DEPARTMENT OF HOMELAND SECURITY
NON-DISCLOSURE AGREEMENT
Acknowledgement

Typed/Printed Name: Government/Department/Agency/Business Address | Telephone Number:

| make this Agreement in good faith, without mental reservation or purpose of evasion.

Signature: Date:

WITNESS:

Typed/Printed Name: Government/Department/Agency/Business Address | Telephone Number:
Signature: Date:

This form is not subject to the requirements of P.L. 104-13, "Paperwork Reduction Act of 1995" 44 USC, Chapter 35.
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** Invoice e-Mail Notification **

The attached invoice/voucher # | FY-09-12345 | is being sent
to you for review and certification for payment. Certification of this
invoice/voucher must be returned to ST.invoicing@dhs.gov by [10/30/2008].

n to support the rejection in vour reply email.

Contents of Attached File(s): “ViewDocument”contains the incoming invoice
“4065885”contains the FM151 FFMS report

Invoice Certifier, please select “Reply to All” and provide the following
information to the S&T Invoice Team:

Invoice/voucher # I FY-09-12345 | is approved for payment

in FULL in the amount of _$323,573.14 .

Invoice/voucher # | | is approved for PARTIAL payment in the
amount of

For goods only: Date Received Date Accepted

Item/MDL #

Invoice/voucher # | | is for FINAL payment Yes No
Invoice/voucher # | | is REJECTED.

Reason REJECTED:

S&T Invoice Team will notify vendor of refection.

COTR/Invoice Certifier Name — TBD (at task order level)
Date - 10/16/08

Telephone # - 4-6645

Please note:

o Ifthis is a FINAL invoice, your Financial Analyst will work with you and OPO to
initiate the close-out process.

e  S&T Invoice Team will only accept approved/rejected Invoice e Mail Notification
Jrom COTRs/Invoice Certifiers that have signatures on file in SBD.

e Please forward your inquiries or requests for assistance to 51 invoicing a dhs gov

9/16/08


http:323,573.14

ATTACHMENT J.7

Contract No. [ISHQDC-09-D-00001
Ilomeland Security (HS) Systems Engineering and Development Institute (SEDI)

The MITRE Corporation

Labor Categories




CONTRAGT ID CODE
AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT . °‘i o

1§ 4
2 ANENDMENTMODFICATION NO. 1 EFFECTIVE DATE 4, REQUISTIONPURCHASE REQ NO., 5. PROJECT NO. (I appicabis)
POCO0O1 _107/31/2009
€. ISSUED BY CODE DHS/OPO/S&T/SET 7. ADMINISTERED BY (If other than ltam 6) CODE IDHS/G?O/S&T/S&T
U.5. Dept. of Homeland Securicy U.S. Dept. of Homeland Securicy
Office of Procurement Operations Cffice of Procurement Operations
S§&T Acquisition Branch 54T Acquisition Branch
245 Murray Lane, SW 245 Murray Lane, 3SW
Building 410 Building 410
Washington DC 20528 Washington DC 20528
8. NAME AND ADDRESS OF CONTRACTOR (M., siest. county, State and 1P Cod; (x) | 9A- AMENDMENT OF SOLICITATION NG
THE MITRE CORPCRATION
7515 COLSHIRE DRIVE |68 DATED (SEE ITEM 17)
MCLEAN VA 221027539
x| 18A. MODIFICATION OF CONTRACT/ORDER NO
HSHQDC-09-D-00001
108. DATED (SEE TEM 13)

GOPE (405403040000 FACILITY CODE osmsxaoow
! Tho above numbered soicitation is i ns sot forth in ltern 14, The hour and date specified for receipt of Offers | hedended,  is notextended.

Offers mus! soknowledge recept of this amendment prior 1o the hour and date il hﬂn | O 88 by one of the foliowing mieth (@) By pleting

flems 8 and 15, and returning copies of the {b} By acknowh g teceipt of this amendment o each copy of the offer submilted; or {c) By

lotter of telegram which & a reforence to the ion and i FAILURE OF YOUR ACKNOWLEDGEMENT 10 BE RECEIVED AT
THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT N REJECTION OF YOUR OFFER. I by
virue of this amendment you desire to change an offer alresdy submitied. such change may be made by e of letter nded each ik o latter makas reference

n tha and this and s d prior to the opening howr and date spechied

12, ACCOUNTING AND APPROPRIATION DATA ( roquired]
See Schedule

13, THIS ITEM ONLY APPLIES TO MODIFICATION OF CONTRACTS/ORDERS. IT MODIFIES THE CONTRACT/ORDER NO. AS DESTRIBED IN ITEM 14.

CHECKONE | A E",{;S’E%"%GE ORDER n.'f' ISSUED PURSUANT TO: (Specily suthorily) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE CONTRACT

B. THE ABOVE NIJMEEREO WTJQRDER IS MODIFIED T REFLECT THE ADMINISTRATIVE CHANGES {such as changes m paying office,
appropriation date. efc.) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103{b)

x | FaR 43.103c=1 (3)

. OTHER (Specay (ype of mogiicaiion and auihorty]

E.IMPORTANT:  Contractor lisnot.  Kis required to sign this and rotum i copies to the lssuing office.

14 DESCRIPTION OF AMENDMENTMODIFICATION (Organized by UGF section headings, inchuding solict subject matter where foosible )

DUNS Number: 040540304+0000

The purpose of this modification is to incorporare the following language into contract
HSHQDC-09-D~00003. All other terms and conditions remain unchanged and in full force and

effect.

"F.8 Place of Performance

The Contractor shall provide the necessary space, classified and uanclassified, IT network
and other eguipment, and support and technical personnel tc establish, set up and manage
the HSSEDI FFRDC. &1l classified work will be performed at Government-accredited
facilities within wWashington, DC area DHS Components or at the Contractor’s commercially
accredited facilities located at:

Continued ...
Exoapt as provided herein, all terms and conditions of the decument roferenced in item 94 or 10A, as haratofore chang ins unchanged and n full force and effect
15A, NAME AND TITLE OF SIGNER (Type or prnt) 18A. NAME AND TITLE OF CONTRACTING OFFICER (Typo or peird)
Albert Dainten
16C. DA T
NSN 7640-01.152-8070 [ f .y srmnmmmsv 10-33)
Previous edition unusable Prescribed by GSA

FAR (48 CFR) 53.243
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REFERENCE NO. OF DOCUMENT BEING CONTINUED

F'AGE OF

e e e HEHQDC-08-D-00001 /200001 2 | 4
NAME OF OFFEROR OR CONTRACTOR
THE MITRE CORPORATION
TEMNO SUPPLIES/SERVICES QUANTITY JUNIT UNIT PRICE AMOUNT
(A} (8) ) KD (E) (E}

HUNTSVILLE

The MITRE Corporation (Czge: 9G4
1500 Perimeter Parkway, Suite 3
Huntsville, AL 35806

EL SEGUNDO

The MITRE Corporation (Cage: 3¥3U3)
2401 E. El Segundo Blvd, Suite 460
El Segundo, Ca& 90245

SAN DIEG

The MITRE Corporation (Cage: OBEW2)
SPAWARSYSCEN SD

49185 Transmitter Road Bldg 626
Ean Diego, CA. 92152-7335

COLORADQ SPRINGS

The MITRE Corporation (Cage: 6D373)
1155 Academy Park Loop

Colorado Springs, CO 80210-3704

EGLIN-HULBURT

The MITRE Corperation (Cage: 9NG666)
348 Miracle Strip Parkway

Suite 1A, Paradise village

Pt. Walton Beach, FL 32548

MACDILL AFSB

The MITRE Corporation (Cage: 0GZX2)
4830 W. Xennedy Blvd., Suite 780
Tampa, FL 33609

ORLANDO

The MITRE Corporation (Cage: 43WD4)
3504 Lake Lynda Dave

Suite 360

Crlando, FL 32817

SCOTT, AFE

The MITRE Coxporaticn (Cage: 445J0)
Lakepointe Centre Professicnal Park
1662 WindhamWay

O.Fallon; IL 62269

FT. MEADE

The MITRE Corporation (Cage: CZOGUD)
Commons Corporate Center

Continued ...

SN 7540011528067

OPTIONAL FORM 336 (4-88)
Spansared by GSA
FAR (48 CFR) 53,110



REFERENCE NO. OF DOCUMENT BEING CONTINUED

FAGE OF

CORFIMATION REEET ESHEDC-09-D-00001/P000COT 3
NAME OF OFFEROR OR CONTRAGTOR
THE MITRE CORPORATION
ITEM NC. SUPPLIES/SERVICES QUANTITY JUNIT UNIT PRICE AMOUNT
(&) {B) {Z) (& (E) {E)

7467 Ridge Road, Room 140
Hanowver, MD 21076

LEXINGTON PARX

The MITRE Cerporation (Cage
46578 Zupedition Drive. - 3
Lexington Park, MD 20653

: 07Y¥86)
rite 101

=

NEW JERSEY

The MITRE Corporation (Cage: 15148)
260 Industrial Way West

Eatontown, NJ 0724

SAN ANTONIQ

The MITRE Corporation (Cage: 5VZ49)
7323 HWY 90 West, Suite 402

San Antonic, TH TE227

LANGLEY AFRE

The MITRE Corporation (Cage: GHYU7)
303 Gateway Blvd. Suite 200
Bampton, VA& 20172-1189

NORFOLK NAVAL BASE

The MITRE Corporation (Cage: 1YSH4)
7025 Harbour View Blvd - Suite 118
suffolk, VA 23435

QUARTIC

The MITRE Corporation (Cage: 030M8)
825 Corpoxate Drive, Suite 301
Stafford, VA 22554

SEATTLE

The MITRE Corporation (Cage: 4CAAY)
c/c The Beoeing Company

P.0. Box %99 ga-:zB

Seattle, WA 9B124-2207

and at the Contractor accredited facilities/SCIFs
(CAGE: 4BCB0 and CAGE: 7L03C). The Contractor is
authorized Unclas and Clas IT, DHS S5CI Accredited
Stand alone system in an accredited SCIF. The
Contractor will provide, at the zforementicned

RE headguarters in McLean, & room furnished
with two desks, phenes and computers for the
HSSEDI FFRDC program officials or other visiting
DHS officialis. The Contractor shall also provide
and maintzin a list of accessible operational
test and evaluaticn facilities, along with their
Continued

NSN T540-01-152-8087

DFTIONAL FOFM 3365 (4.8}
Sponsored by GEA
FAR (48 CFR) 53,110



CONTINUATION SHEET

REFERENCE NO. OF LOCUMENT BEING CONTINUED
HSHQDC-05-D-00001 /P0000CT

NAME OF OFFEROR OR CONTRACTOR

THE MIT

RE CORPORATIO

ITEM NO.
(A)

SUPPLIES/SERVICES
(3]

QUANTITY

C)

URIT
(D)

UNIT PRICE
(=)

AMOUNT
(F)

address, capabilities, and ownership

H.2.2 Security Management

The COTR, DSS, and the DHS S&T Security Office
shall have the right to inspect the procedures,
methods, and facilities ntilized by the
Contractor in complying with the security
requirements under this contract. Should the
COTR determine thaz the Contractor is not
complying with the security regquirements of this
contract, the Contractor will be informed in
writing by the CO of the proper action to be
taken in order to effect compliance with such
requirements,”

The modifization will also include the following-

2. Under Section H, Special Contracting
Regquirements, the foliowing language is added
after the first sentence of paragraph three under
H.8, Security Reguirements (as highlighted in
bold on the attached living contract).

OThis work will also reguire access to RD, FRD,
CNWDI, COMSEC and Non SCI Intelligence
Information. The Contracter should be allowed
access te DTIC and requires a DCS account Zor
shipping classified material.”

Period of Performance: 03/06/200% to 03/05/2010

NEN 7540-01-152-8067

OPTIONAL FORM 338 (4-88)
Sponsoned by GSA
FAR {48 CFR) 53.110



AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT el FAGE OF PAGES

: | 2
2  AMENDMENT/MODIFICATION NO. 3, EFFECTIVE DATE 4. REQUISITION/PURCHASE REQ, NO. 5 PROJECT NO (I applicabie)
POO0ODZ 08/13/2009
6. ISSUED BY CODE |pHS/OPO/S&T/SET 7. ADMINISTERED BY (If othar than llem 5) CODE [DHS/UPO/S&T/S&T
U.S5. Dept. of Homeland Security U.S. Depr. of Homeland Sscurity
Office of Procurement Operations Office of Procurement Operations
38T Acquisition Branch S&T Acguisition Branch
245 Murray Lane, SW 245 Murray Lane, SW
Building 410 Building 410
Washington DC 20528 Washington DC 20528
8, NAME AND ADDRESS OF CONTRACTOR (Mo, street, county, State and JI Code) ) [9A AMENDMENT OF SOLICITATION NG
THE MITRE CORPORATION _
7515 COLSHIRE DRIVE 98. DATED (SEE ITEM 11)
MCLEAN VA 221027538
w |10A MODIFICATION OF CONTRACT/ORDER NO.
HSHQBC-09-2-00001
108. DATED {SEE ITEM 13)
COBE 405403040000 FAGILTTY COBE 03/06/2009
T S i — i y

The above i olcitation s ded as-sel forth in Hem 14, The hour and date speciBed for receipt of Offers is extanded. " 1s not extended.

Offers must acknowledge receipt of this amendment prior 1o the hour and dale speciied in the solicitation or 2s amended, by one of the foliowing methods () By completing

ftems B and 15, and refumning ___ copesclthe - {b) By ackn Ring receipt of fis amendment on cach copy of the ofler submitted; or (c) By

separate letier or telegram winch ncludes 3 refe 1o the solictation and amendment numbers. FAILURE OF YOUR ACKNOWLEDGEMENT TO BE RECEIVED AT
THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJECTION OF YOUR OFFER by
vinue of this amendment you desire (o change an offer siready submitted, such change may be made by teleg or jotter, p oach taleg or letter makes roference
to the solicitation and this arr . and is received pnor ko the opening hour and date spocified

12. AGCOUNTING AND APPROPRIATION DATA (I required)

See Schedule

13. THIS ITEM ONLY APPLIES TO MODIFICATION OF CONTRACTS/ORDERS. 1T MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14,

CHECKONE | A THIS CHANGE ORDER IS ISSUED PURSUANT TO: (Specify authority) THE CHANGES SET FORTH IN (TEM 14 ARE MADE IN THE CONTRACT
ORDER NO. IN [TEM 10A.

B. THE ABOVE NUMSERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE GHANGES (such a= changes i paying office,
appropriation date, etc) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 42.103(b).

% FAR 43, 103{&} (3)
. OTHER [Spechy lype of modhcation and Buthonty]

E.IMPORTANT:  Contractor not.  [X)is rogquired io sign this dtocumentandretum 1 copies Io the issuing office.

14, DESCRIPTION OF AMENDMENT/MODIFICATION (Organized by UGF section hoadings, incloding 5o contract subreel matter whera foasibie. )

DUNS Number: 040540304+0000

The purpose ¢f thils modification is to incorporate the following language into contract
#SHODC-09-D-00001. All other terms and conditions remain unchanged and in full force and
effect.

F.8 Place of Performance

The Contractor shall provide the necessary space, classified and unclassified, IT network
and other equipment, and support and technical personnsl to establish, set up and manage
the HSSEDI FFRDC. All classified work will be performed at Government-accredited
facilities within Washington, DC area DHS Components or at the Contractor s commercially
collateral approved accredited facilities located at Cage: 93G4s81, Cage: 3Y3U5, Cage: 0BEW2
Continued ...

Emup-muw & terms and conditicns of Ihe document referanced i ltem 34 o 10A, a5 4 + §, remains unchanged and in full force and affect
15&.NAMEMT1’TLEOF 16A NAME &NDTFTLEOFWHHGCFF!CERNWNM

Albert Dainton
158, ZEW 15C. DATE SIGNED arm% 16C. DATE BIT
wvw% SF/;’O? (Sgranure of Corgracty Officer] ‘ L,

NSN 7540-01-152-8070 STANDARD FORM 30 {REV. 10-83)
Pravious edition unusable Prescribed by GSA
FAR (48 CFR) 53 243




CONTINUATION SHE! REFERENCE NO. OF DOCUMENT BEING CONTINUED PAGE OF
T sugpe-09-p-00001 /206002 2 | 2
NAME OF OFFEROR OR CONTRACTOR
THE MITRE CORPORATION
ITEM NO., SUPPLIES/ISERVICES QUANTITY JUNIT UNIT PRICE AMOUNT
(&) (B) (<) (D) () {F)

Cage: 6D573, Cage: 9N666, Cage: 0GZX2, Cage:
43WD4, Cage: 448J0, Cage: 0ZQGO, Cage: 07YSe,
Cage: 18148, Cage: EVZ4Y, Cage: (QHYU7, Cage:
1YSH4, Cage: 030ME, Cage: 4CAA%, Cage: 4BCBO and
CAGE: 7L030

and at the Contractor accredited facilities/SCIiFs
{SCIF #: M3-5-001 and SCIF # M3-0-001). The
Contractor is authorized Unclas and Clas IT, DHS
5C1 Accredited Stand alone system in an
accredited SCIF. The Contractor will provide, at
the aforementicned SEDI headguarters in MclLean, a
room furnished with two desks, phones and
computers for the HSSEDI FFRDC program officials
or other wisiting DES officials. The Contractor
shall also provide and maintain a list of
accessible operational test and evaluation
facilities, along with their address,
capabilities, and ownership

Period of Performance: 03/06/2009 to 03/05/2010

NSN 7540.51-152-8067

OPTIONAL FORM 336 (4-86)
Sponsored by GSA
FAR (48 CFR) 53.110



T. CONTRACT 1D GODE PAGE OF PAGES
* i

1 »
] 1

AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT

2. AMENDMENT/MODIFICATION NO 3 EFFECTIVE DATE 4 REQUISITION/PURCHASE REQ, NO. 5. PROJECT NO. (If applicable)
PONCOS 08/20/2008

8. ISSUED BY CODE |OHS /OPO/SeT /85T 7. ADMINISTERED BY (i other then lem 6} CODE lD SO0/ 56T/SET
J.8. Dest. of Homelanc Sscurizy U.3. Depr. of Homeland Securizy

Office ¢f Procurement Cperfztions Gffice of Procuroment Operations

54T Acguisitien Branc 8T Acquisition Branch

243 Murray Lane, 3W 245 Murray Lane, 5W

Builaing 41¢ Bul.ding 410

Wasnington DC 20528 Washington OC 20528

& NAME AND ADDRESS OF CONTRACTOR No. sreal, county. Stalo and ZIP Code) FTQA' AMENDMENT OF SOLICITATION NC

{x

OF DATED (SEE ITEM 11

s« |10A. MODIFICAT ON OF CONTRACT/ORDER NQ.
REHQDC-08-D-00001

108 DATED (SEE ITEM 13)
SODE 5405403040080 i 03706/2008

71, THIS [TEM ONLY APPLIES 7O AMENDMENTS OF SOLICITATIONS

The above numbered soficitation & smenced as set farth in ftom 14 The hour and date spocified for receipt of Offers 15 exiended. is ot extended.
Offers must acknawledge recedqt of ihis amendment prior to the hour and daie i the solicitation or as by one of the following methods: (3) By completing
ltems 8 and 15, and returning copies of the amendment; {b} By acknowledging receipt of this amendment on each copy of the offer submitted: or (¢) By
separate letter or telegram which inciudes a reference to the solicitation and amendment numnbers. FAILURE OF YOUR ACKNOWLEDGEMENT YO BE RECEIVED AT

THE PLACE DESIGNATED FOR THE RECE!RPT OF OFFERS PRICR TQ THE HOUR AND DATE SPECIFIED-MAY RESULT N REJECTION OF YOUR OFFER. ifby

virtue of this amendment you desire 10 change an offer aiready subnitled. such change may be rmade by telegraim or letler, provided sach lelegram or letter makes reference

lo the soliciigtion and this amendment, and is recaived prior to the opening hour and date spacified.

12. ACCOUNTING AND APPROPRIATION DATA (If required)
See Scnedpls

13, THIS ITEM ONLY APPLIES TO MODIFICATION OF CONTRACTS/ORDERS, IT MODIFIES THE CONTRACTIORDER NO, AS DESCRIBED IN ITEM 14.

CHEGKONE | A THIS CHANGE ORDER IS ISSUED PURSUANT TO (Specify authorty) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE CONTRACT
ORDEHR NO 1N ITEM 184

5. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as shanges in paying office,
appropriation date. efc.| SET FORTH N [TEM 14, RURSUANT TQ THE AUTHORITY OF FAR 43.103(b).

T, THIS SUPPIEMENTAL AGREEMENT 1S ENTERED NTO PURSUANT TO AUTHORTTY OF;
¥ FAR 43.2030(ay(3)

T OTHER [Specily fype ol modiication and aumpnty)

E. IMPORTANT: Contractor 1w nat; * is requitec to sign this documentandretom 1 copesiothe issuing office
14 DESCRIFTION GOF AMENWENTWD!F'CWM {Organized by UCF section headings. inchiding ol v subyect matter whare feasibie )
DUNS Number: 040 Gono

The pirpose fice is te incorporate theé attached DD254 £01 in
Contract HSHODC: g1, All ether terms angd conditiens remsin unchanged and in fuli
force and effect.

Except as pkovided herein. all terms and com'ﬁy@a.‘ the document referenced @ lsam 94 or 104, as heretofore chenged. rernaims Lunchangea and in full force and effect.

154 NAME AND TITLE OF Simﬁ ‘print) 164, NAME AND TITLE OF CONTRACTING OFFICER (Type or print)
4. Lros

. Alkert Dainton
L1014

15C, DATE SIGNED | 168, W 16C. DATE SIGNED
~  |§Zo-0Y Blzile?

[Signature of persan authonzed o ngﬁj {Sigantune of Contrachng C¥fcar

NSN 7540-01.152.8070 ,// STANDARD FORM 30 (REV. 10-83)
Brevious edltion unusable I Prescribed by GSA
FAR (48 CFR) 54243



DEPARTMENT OF DEFENSE

CONTRACT SECURITY CLASSIFICATI
SPECIFICATION

to all security aspects of this effort)

{The requirements of the Dol Industrial Securily Manual apply

1. CLEARANCE AND SAFEGUARDING

. FACILITY CLEARANCE REQUIRED

2. THIS SPECIFICATION IS FOR: (X and complete as applicable)

x n. PRIME CONTRACT NUMBER

HSHQDC-09-D-00001

b. SUBCONTRACT NUMBER

oN TOP SECRET
5. LEVEL OF SAFEGUARDING REGUIRED
TOP SECRET
3. THIS SPECIRICATION [S: (X and compiete as applicable)
Date { VPPYIMOD)
a. ORIGINAL {Complete date in all coses) 20090422
X | > REVISED (Suparsedes | Revision No Date | PYYYMNED)
HismRn - 001 20090817

<. SOLICITATION OR OTHER NUMBER Cua Date { YYYYMMOD)

©. FINAL (Complate itemn 5 in sil cases)

Date ( FYYYMHOD)

VES

4,18 THIS A FOLLOW-ON CONTRACT? |

Cleasifiod materinl received or genarated undar

I x NO. If Yes, complete the following:

{Preceding Contract Number) is trangferred to this follow-on contract.

5.1S THIS A FINAL DD FORM 2547 Yes

in to the contractor's dated
8. CONTRACTOR (includa Commarcial and Government Entity (CAGE) Coda)

, retantion of the identified cinasified material ia authorized for the

| X I NOQ. If Yas, complete the Tollowing:

riod of

| A. NAWE, ADDRESS, AND ZiP CCDE B. CAGE CODE | ©. COGNIZANT SEGURITY OFFICE (Name, Addrass, and Z/p 0ode)
THE MITRE CORPORATION 7L030 | Defense Security Service (DSS)
7515 COLSHIRE DRIVE 14428 Albemarie Point Place Ste 140
MCLEAN, VA 22102 Chantilly, VA 20151
7. SUBCONTRACTOR
. NAWE, ADDRESS, AND ZIP CODE B CAGE CODE | C. COGNIZANT SECURITY OFFICE (Nsme, Addrass, and ZIp Coda]

8. ACTUAL PERFORMANCE

5. NAME, ADDRESS, AND 2P CODE
Department of Homeland Security (DHS) Science &
Technology Directorate (S&T) various government
locations in the Washington DC metropelitan area and
contractor sites (See Item 13).

H. CAGE CODE | C. COGNIZANT SECURITY OFFICE (Name, Addrass, end Zip Coda)

9. GENERAL IDENTIFICATION OF THE PROCUREMENT

(U)Provide specialized technical expertise to the DHS S&T Homeland Security Studies and Analysis Institute (HSSAI).

DD Form 254, DEC 1999

10. THIS CONTRACT WILL REQUIRE ACCESS TO: YES NO 11. IN PERFORMING THIS CONTRACT, THE CONTRACTOR YES NO
WiILL:
2. COMMUNICATIONS SECURITY (COMSEC) INFORMATION X . HAVE ACCESS TD CLASSIFIED INFORMATION DMLY AT ANDTHER CONTRACTOR'S X
FAGILITY OR A COVERNMENT ACTIVITY
b. RESTRICTED DATA X b. RECEIVE CLASSIFIED DOCUMENTS ONLY X
"
c. CRITICAL NUCLEAR WEAPCM DESIGN INFORMATION X ©. RECEIVE AND GENERATE CLASSIFIED MATERIAL X
d. FORMERLY RESTRICTED DATA X | o FABRICATE, MODIFY, OR STORE CLASSIFIED HARDWARE X
¢ INTELLIGENGE INFORMATION: § = PERFORM SERVICES ONLY X
7 : A AR TO TS GRS 0 NEOANATION GUTSIBE TIE U S,
{1} Sensitive Compartmented Information (SCI) X ERTG RIGO, L5 POSSESSIONS AND TRUST TERRITORIES X
. BE mﬁam USE THE m‘cﬁs OF DEFENSE TECHNICAL INFORMATION

(%) MonSei X ¥ CENTER (DTIC) OR OTHER DISTRIBUTION CENTER X
1. SPECIAL ACCESS INFORMATION X | " REQUIRE A cOMSEC ACCOUNT X
9. NATO INFORMATION ¥ | |- HAVE TEMPEST REQUIREMENTS { X
h. FOREIGN GOVERNMENT INFORMATION X | I HAVE OPERATIONS SECURITY (OPSEC) REQUIREMENTS X
. LIMITED DISSEMINATION INFORMATION X | * seAuTHORIZED TO USE THE DEFENSE COURIER SERVICE X |
|. FOR OFFICIAL USE ONLY INFORMATION X I. OTHER (Specity) X
k. OTHER (Spacify) X

Previous editions are obsolete RESET

fa—y




12. PUBLIC RELEASE. any information (classied or unclassified) partaining to this contract shall not be reloased for public o jon excopt a3 provided by the Industrial

Security Manuni or unleas i has been appreved for public release by appropriate U.S. Governmant authority. Preposed public rol shafl be for approval prior to
roloase

1 [X ] Nowe aom

NONE AUTHORIZED
UNLESS CONTRACTOR HAS OBTAINED AUTHORITY TC RELEASE FROM THE DEFARTMENT OF HOMELAND SECURITY:
CONTRACTOR SHALL COORDINATE WITH THE COTR AND THE OFFICE OF SECURITY (ASD) ON ALL CHANGES TO THIS
GUIDANCE to the Directorats for Freadom of Information and Security Review, Offica of the Asaistant Secretary of Dafense (Public Affaira)* for raview. * in the case of non-Do0 User

THE MITRE CORPORATION 7515 Colshire Drive Mclean, VA 22102 CAGE CODE: 7L030 CSO: Defense Security
Service (DSS) 14428 Albemarle Point Place Suite 140, Chantilly, VA 20151

THE MITRE CORPORATION 1500 Perimeter Parkway, Suite 310, Huntsville, AL 35806 CAGE CODE: 9G461 CSO:
Defense Security Service (DSS) Building 3216, Little John Drive Huntsville, AL 35898

THE MITRE CORPORATION 2401 E. El Segundo Blvd., Suite 460, El Segundo, CA 90245 CAGE CODE: 3Y3US CSO:
Defense Security Service (DSS) One Pacific Plaza, 7777 Center Avenue, Suite 260, Huntington Beach, CA 92647-9109
THE MITRE CORPORATION SPAWARSYSCEN SD 49185 Transmitter Road, Building 626, San Diego, CA 92152-7335
CAGE CODE: 0B6W2 CSO: Defense Security Service (DSS) 11770 Bernardo Plaza Court, Suite 450, San Diego, CA
92128-2426

THE MITRE CORPORATION 1155 Academy Park Loop, Colorado Springs, CO 80910-3704 CAGE CODE: 6D573
CSO: Defense Security Service {DSS) 5540 N. Academy Blvd., Suite 150, Colorado Springs, CO 80918-3696

THE MITRE CORPORATION 348 Miracle Strip Parkway, Suite 1 A, Paradise Village, Ft. Walton, FL 32548 CAGE
CODE: 9N666 CSO: Defense Security Service (DSS) 2399 Lake Park Drive, Suite 240, Smyma, GA 30080-7606

THE MITRE CORPORATION 4830 W. Kennedy Bivd, Suite 790, Tampa, FL 33609 CAGE CODE: 0GZX2 CSO:
Defense Security Service (DSS) P.O. Box 254036 Patrick AFB, FL 32925-003

THE MITRE CORPORATION 3504 Lake Lynda Drive, Suite 410, Orlando, FL. 32817 CAGE CODE: 43WD4 CSO:
Defense Security Service (DSS) P.O. Box 254036 Patrick AFB, FL 32925-003

THE MITRE CORPORATION 1662 Windham Way, O'Fallon, IL 62269-3067 CAGE CODE: 448)J0 CSO: Defense
Security Service (DSS) 11132 South Towne Square, Suite 203, St. Louis, MO 63123-7818

nches for disciosure shall ba submitted to that
13. Security Guidance. ‘I"holntmtyal-alﬂulbenMnlﬂlﬂfﬂ'hlldm&ﬂ.ﬂ.ﬂuﬂhlﬂﬂﬂﬁﬂhhﬂ if any diffculty in tared in apply _!hh_ idonca or
mmmwmmam«wwhm , the d and ancouragod to i ded ch to chall el or the
clamification gnad to mny i L arruhrld b wMMMMMthmWIanWHNWhhMW
balow. Pending final decision, the infor inveivod shall be handled and protect: ‘ﬂmwwaum ded. (Fill in 83 appropriste for the
cimssified offorl. Attnch, or forward under separate corrosp any o & ‘n-mmmmm-mwmmm|
Reference Item 8a:

Yo No
14. ADDITIONAL SEGURITY REQUIREMENTS. Requirements identy the pertinent contracted cl in the X
documont itbsell, or pr which identifies he additional requirements. Prowvide a copy of the requirsments to the
cogmirant necurity office mmmtarmwumr
15. INSPECTIONS. tiements of this contract are outside the inspestion r Ibility of the cog security office. (N Yo, explnin and X Yoo No
Idnﬂﬂfylp-eiﬂamnw-hnﬂuh d out oand the aclivity respensible for & ti Use itam 13 if additional space in needed.)

MBS UND APPROVES THE “NEED-TO-KNOW" AT THE SCI LEVEL"
/ " Personnel: All personnel ass:gned by the cuntractor for SCI access

(ACA. Facilities: S[ processing and storage is authonzed at the contractor fac1hty after accreditation or co-utilization is
a* nted by DHS.

16. CERTIFICATION AND SIGNATURE. Security requirements stated herein are complete and adequate for safeguarding the
classified Information to be released or generated under this classified effort. All questions shail be referred to the official named below.

2. TYPED NAME OF CERTIFYING OFFICIAL b. TITLE ©. TELEPHONE (Inciude Aras Code)
JOSE J. SALAZAR CHIEF, INDUSTRIAL SECURITY (202)-447-5346
jose.salazari@dhs.gov PRORGAM BRANCH
d. ADDRESS (Include Zip Code) 17. REQUIRED DISTRIBUTION
DEPARTMENT OF HOMELAND SECURITY X | N CQNIRAGTOR
301, 7 & D ST.S.W. 5. SUBCONTRACTOR
wASHINGTON Dc 2‘&523 X = COGNIZANT SECURITY OFFIGE FOR PRIME AND SUBCONTRACTOR

e 4 U.S. ACTIVITY RESPONSIBLE FOR OVERSEAS SECURITY ADMINISTRATION
-
¥ | = ADMINISTRATIVE CONTRACTING OFFICER
X | f. OTHERS AS NECESSARY

DD Form 254(BACK), DEC 1999
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Reference Item 8a (continuation):

THE MITRE CORPORATION 7467 Ridge Road, Suite 140, Hanover, MD 21076 CAGE CODE: 0ZQG0 CSO: Defense Security Service
(DSS) 938 Elkridge Landing Road. Suite 310, Linthicum. MD 21090

THE MITRE CORPORATION 46579 Expedition Drive, Suite 101, Lexington Park, MD 20653 CAGE CODE: 07YS6 CSQO: Defense
Security Service (DSS) 938 Elkridge Landing Road, Suite 310, Linthicum, MD 21090-2917

THE MITRE CORPORATION 260 [ndustrial Way, Eatontown, NJ 07724 CAGE CODE: 1S148 CSO: Defense Security Service (DSS) 307
Fellowship Road., Suite 115, Mt. Laurel, NJ 08054-1233

THE MITRE CORPORATION 7323 Highway 90 W, Suite 402, San Antonio, TX 78227-3562 CAGE CODE: 5V249 CSO: Defense
Security Service (DSS) 5800 E. Campus Circle Drive, #204B, Irving, TX 75063

THE MITRE CORPORATION 903 Enterprise Parkway, Suite 200, Hampton, VA CAGE CODE: 0HYU7 CSO: Defense Security Service
(DSS) 293 Independence Bivd., Suite 532, Virginia Beach, VA 23462-5400

THE MITRE CORPORATION 7025 Harbour View blvd.. Suite 118, Suffolk, VA 23435 CAGE CODE: 1 YSH4 CSO: Defense Security
Service (DSS) 293 Independence Blvd., Suite 532, Virginia Beach, VA 23462-5400

THE MITRE CORPORATION 925 Corporate Drive, Suite 301, Stafford, VA 22554 CAGE CODE: 030M8 CSO: Defense Security Service
(DSS) 14428 Albemarle Point Place, Suite 140, Chantilly, VA 2015]

THE MITRE CORPORATION c/o The Boeing Company 20403 68" Avenue S., M/C 8A-58, Bldg. 18-05, Rm. 10A. Kent, WA 98032-2207
CAGE CODE: 4CAA9 CSO: Defense Security Service (DSS) 4735 E. marginal Way S. Suite 1112, Seanle, WA 98134

THE MITRE CORPORATION 202 Burlington Road, Bedford, MA 01730-1420 CAGE CODE: 4B080 CSO: Defense Security Service
(DSS) USAF 703407-9100

Reference Item 102 & 11h: Contractor is authorized to use U.S. Government cryptographic equipment. Access to classified
COMSEC information requires a final U.S. Government clearance at the appropriate level, Further disclosure of COMSEC
information by a contractor, to include subcontracting, requires prior approval of the contracting activity. Contractor shall
contact the DHS COMSEC Control Office of Record (COR), at Commercial (540) 542-3292, to receive current COMSEC
guidance. “Contractor shall verify that a COMSEC clearance was approved and established by DHS, by contacting the DHS
COMSEC Control Office of Records, at Commercial 540-542-3848, Contractor shall request COMSEC guidance and verify that
a copy of the CANISPOM was requested on their behalf from NSA™.

Reference Items 10 b & d: Access to Restricted Data (RD) and/or Formerly Restricted Data (FRD) requires a “Q™ clearance
issued by Department of Energy (DOE), which equates to a final US, Government Top Secret clearance. The contractor must
contact the Office of Security, Administrative Security Division at 202-447-5341 for access requirements. Subcontracting
requires prior approval of the GCA. Contractors authorized DOE Q clearance shall be coordinated with DHS Office of
Personnel Security Division (PSD) at 202-447-5384. In accordance with the Atomic Energy Act, only DOE can declassify RD.
Access to RD/FRD material must be in accordance with the 10 CFR Part 1045, “Nuclear Classification and Declassification.”
Clearances: Access to RD and FRD requires a “Q” clearance issued by DOE, which equates to a final US Government
clearance.

Reference Item 10¢: CRITICAL NUCLEAR WEAPONS DESIGN INFORMATION (CNWDI). Subcontracting:
Subcontracting requires prior approval of the GCA. Briefings: Special briefings and procedures are required. The contractor
must contact the Office of Security, Administrative Security Division (at 202-447-5341) who will brief the contractor on
safeguarding requirements for CNWDIL

Reference Item 10e (1) Personnel: All contractor personnel assigned to this contract shall possess security clearances issued
by the Defense Security Service (DSS) commensurate with the level of required access to classified information that is directly
in support of this contract. Immigrant aliens, personnel cleared on an interim basis, or personnel holding contractor-generated
Confidential clearances are not eligible for access to classified information released or generated under this contract. Contractor
personnel who are specifically designated as requiring access to Sensitive Compartmented Information (SCI) must be eligible
under the provisions of the DCID 6/4 and Intelligence Community Directive (ICD) 704 without exception. Personne! will be
submitted for access by their DHS manager and verified by their Contract Technical Representative. [f approved for access,
they will receive an indoctrination briefing by DHS security staff prior to being granted access 1o SCI. All personnel security
reporting requirements of the DCID 6/4 and ICD 704 will be made directly to the DHS SSO. Prior to leaving this contract,
personnel will be scheduled for debriefing with the DHS SSO or by calling (202) 282-8643.

LY ]
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Note 11¢. No SCI activities will occur at the contractor location until the facility has been accredited by DHS and/or a co-
utilization agreement is made between DHS and the current accrediting authority. DHS accreditation of a SCI Facility must
be requested via the DHS Office of Security, Special Sccurity Programs Division (SSPD). The request for accreditation will
include a concept of operations (CONOPS) which describes the operational requirement, facility description, and security
oversight. Upon approval of the CONOPS, a fixed facility checklist (DCID 6/4 and ICD 704), and Standard Operating
Procedures will be submitted for review and approval. Co-utilization requests will be requested by the contractor to the current
accrediting authority and ceordinated with DHS/OS/SSPD.

a. All SCI will be handled in accordance with special security requirements, which will be furnished by the designated

responsible special security office (§SO).

b. SCI will not be released to contractor employees without specific release approval of the originator of the material as

outlined in governing directives; based on prior approval and certification of "need-to-know" by the designated contractor.

c. All Contractor personnel requiring access to SCI as part of this contract effort must be approved and indoctrinated by

DHS. Requests for Access will be submitted by the government project manager who can validate the justification for

access.

d. Inguiries pertaining to classification guidance on SCI will be directed to the Special Security Officer (SSO).

e. SCI furnished in support of this contract remains the property of the Department of Homeland Security (DHS), agency. or

component originator. Upon completion or cancellation of the contract, SCI furnished will be returned to the direct custody

of the supporting SSO. or destroyed IAW instructions outlined by the Contract Officer.

f. Visits by contractor employees will only be certified by DHS when such visits are conducted as part of the contract effort.

Reference 10e (2): All contractor personnel requiring access to non-SCI Information must be: U.S.Citizens; have been granted
a FINAL SECRET security clearance by the U.S. Government, prior to being given any access to such information released or
generated under this contract. Immigrant aliens, personnel cleared on an interim basis or personnel holding contractor granted
CONFIDENTIAL clearances are not eligible for access to information under this contract. Non-SCI Information associated
with this contract shall not be released to subcontractors without the permission of the DHS CSO.

Contractors shall establish procedures to control all intelligence received, produced, and held by them in accordance with
the provisions of the National Industrial Security Program Operating Manual. Sensitive Compartmented Information
released to contractors shall be controlled pursuant to the provisions of DCID 6/6, Security Controls on the Dissemnination
of Intelligence Information and 1/19, Security Policy for Sensitive Compartmented Information (SCI).

Reference Item 10j: “Contractors shall control and safeguard FOUO in accordance with DHS Directive (MDD 11042.1)
"Safeguarding Sensitive but Unclassified (For Official Use Only) Information,” dated Jan 6, 2005, DHS contractors must
sign a special Non-Disclosure Agreement before receiving access to FOUO information, Contractors with questions on
handling DHS FOUO shal! contact DHS OS ASD at (202) 447-5341."

Reference Item 11c: The contractor shall derivatively classify newly created information associated with this effort based on
the classification guidance provided through existing classified sources. All classified information shall be marked in
accordance with the NISPOM. The ISOO Pamphlet on “Marking Classified National Security Information™ dated March 25,
2003, may be used as a guide on the proper marking of classified information. Questions relating to Marking Classified National
Securitv Information can be addressed to DHS Office of Security Administrative Security Division, at telephone (202) 447-
5341.

Reference ktem 11g: Use of Defense Technical Information Center (DTIC) Services is required. A DD Form 1540 and 2345
must be submitted for registration with DTIC. The contracting activity must certify need-to-know. See NISPOM Chapter 11,
Section 2.

Reference Item 11k: The contracting activity Designated Security Officer (DSO) is responsible for requesting DCS services
from the Commander, Defense Courier Service, ATTN: Operations Division, Fort George G. Meade, Maryland, 20755-5370.

Subcontracting: Contracting activity DSO approval is required before a contractor can authorize another contractor to use
DCS services.



AMENDMENT OF SOLICITATION/MODIFICATI  JF CONTRACT 1. CONTRACT 1D, CODE PAGE OF PAGES

Sy g 2
2. AMENDMENT/MODIFICATION NO. A EFFECTIVE DATE 4. REQUISITION/PURCHASE REQ NO. 5. PROJECT NO. (if applicable)
PO0O004 11/12/20089
& ISSUED BY CODE DHS/OPO/S&T/SET 7. ADMINISTERED BY {if other than ltem 6) CODE DHS/0PO/S&T/S&T
U.8. Dept. of Homeland Security U.8. Dept. of Homeland Security
Cffice of Procurement Operations Office of Procurement Operations
B8&T Acquisition Brarch 54T Acquisition Branch
245 Murray Lane, SW 245 Murray Lane, SW
Building 410 Building 410
Washington DC 20528 Washington DC 20528
B NAME AND ADDRESS OF CONTRACTOR (No , street. county. State and ZiP Code) (x) |2A. AMENDMENT OF SOLICITATION NO
THE MITRE CORPORATION
7515 COLSHIRE DRIVE 98, DATED (SEE ITEM 11)
MCLEAN VA 221027539
x 10A. MODIFICATION OF CONTRACT/ORDER NO
HSHQDC-05-D-00001
10B. DATED (SEE ITEM 13)
CODE 0405403040000 FACILITY CODE 03/06/2009
1. THIS TTEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS

1 The above numbered solicitation is anended as sat forth in ltem 14 The hour and date specified for recemt of Offers [is extended. [ ]is not extended

Offers mus! acknowledge recaipt of this amendment prior to the hour and dale specified in the solicitation or as amended, by one of the foliowing methods: (a) By complating

Items 8 and 15, and ratuming copies of the d . (b} By dging receipt of this amendment on each copy of the offer submitted; or (c) By

separate letter or telegram which ncludes & ref 1o the and 4 numbers. FAILURE OF YOUR ACKNOWLEDGEMENT TO BE RECEIVED AT

THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJECTION OF YOUR OFFER. If by

virtue of this amendment you desira i ge an offer already submiited. such change may be made by lelegram or letter, provided each telegram or ietter makes reference

to the solicitation and this amendmenrd, and is d prior o the opening hour and date specified.

12 ACCOUNTING AND APPROPRIATION DATA (If required)
See Schedule

13, THIS ITEM ONLY APPLIES TO MODIFICATION OF CONTRACTS/ORDERS, IT MODIFIES THE CONTRACT/ORDER NO, AS DESCRIBED IN ITEM 14.

_CHECKONE | 5 Bw[s}ECRH#gGlE %BE%ER 1S ISSUED PURSUANT TO (Specify authanity) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE CONTRACT

B THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying office,
appropriation date, efc ] SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43 103(b)

X
C THIS SUPPLEMENTAL AGREEM! IS ENTE INTO PURSLL AU I
D OTHER (Specify lype of modificalion and aulhority)
E. IMPORTANT: Contractor Elisnot,  [T]is required to sign this document and return __—U copies to the 1ssuing office.

14 DESCRIPTION OF AMENDMENTIMOBDIFICATION (Organized by UCF section headings, Including solicitation/contract subject matter where feasible.)

DUNS Number: 040540304+0000

The purpose of this modification is to revise clause G.2, Points of Contact, to: (1)
change the Primary COTR; (2) add a Secondary COTR; and (3) incorporate the Administrative

Contracting Officer.

The Administrative Contracting Officer is Albert Dainton, who may be reached at
or through email at

The Primary COTR is Patrick Spahn, who may be reached at or through email at

Continued ...
Except a8 provided herein, all terms and conditions of the document referenced in ltem 9A or 10A, as herelofore changed, remains unchanged and in full force ana effect

15A. NAME AND TITLE OF SIGNER (Type ar print) 16A. NAME AND TITLE OF CONTRACTING OFFICER (Type or print}

Albert Dainton

158 CONTRACTOR/OFFEROR 15C. DATE SIGNED 168 U I'FEETA Wﬂ& 16C. DATE SIGNED
AL il [12 \0‘1

(S of parson for sign) (Signature of Contracting Officer)

NSN 7540-01-152-8070 STANDARD FORM 30 (REV. 10-83)

Pravious edition unusable Prescribed by GSA
FAR (48 CFR) 53 243



CONTINUATION SHEET

REFERENCENO.O  UMENT BEING CONTINUED
HSHQDC-09-D-00001/2C0004

PAGE OF

NAME OF OFFEROR OR CONTRACTOR
THE MITRE CORPORATION

ITEM NO
(&)

SUPPLIES/SERVICES
(B)

QUANTITY JUNIT

{C)

(L)

UNIT FRICE
(E)

AMOUNT
(F)

The Secondary COTR is Glenn Bell, who may be
reached at or through email at

All other terms and conditions remain the same.
Peried of Performance: 03/06/2009 to 03/05/2010

NSN 7640-01-152-B067

CPTIONAL FORM 336 (4-88)

Sponsored by GSA
FAR (48 CFR) 53110
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