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CONTINUA SHEET REFERENCENO.OF L ENT BEING CONTINUED pace  OF
HSHQDC-10~D~00003/B8HQODC~10~J-00455/P00006 2

NAME OF OFFEROR OR CONTRACTOR
NORTHROP GRUMMAN SECURITY SYSTEMS LLC

TEM NO. SUPPLIES/SERVICES QUANTITY JUNIT UNIT PRICE AMOUNT
(A) (B} (Cy KD} (E} ()

The total obligated amount of the task order,
terms, and conditions remain unchanged.
AAP Number: 64418 DO/DPAS Rating: NONE
Discount Terms:
Net 30
Delivery Location Cocde: DHS
Department of Homeland Security
245 Murray Lane
Bldg. 410
Washington DC 20528

FOB: Destination
Period of Performance: 09/27/2010 to 08/26/2011

Change Item 0001 to read as follows{amount shown
is the obligated amount):

0001 Task Order 2 - Cperational Field Testing
Cost is increased by from to
Fixed fee 1s increased by ‘ron
to
Total obligated amonnot i< increased by
from to

Total Line Item Value$9,310,35%.00

Accounting Info:
WMD0020~000~-H9~13-50-02~000-05~00~0000~-00~-00~00-00
~GE~OE~25-76~000000

Funded: $0.00

Accounting Info:
WMDG010-000-H0-13-50-02-000~05-~00~0000-00-00-00~00
-GE-OE~25~76~003000

Funded: $0.00

Accounting Info:
WMD0OC10-000~H0-13~50-02-000-05~00-0000~00-00~-00~00
~GE~OE~25~76-~000000

Funded: $0.00

Accounting Info:
WMDOO11-000-H0~-13-50~00-000-05-00~0000-00~-00-00-00
~GE-QE-25-76~000000
Funded: $0.00
Accounting Info:
WMD(O011-000-~H0-13-50-00-000-05-00-0000-00~00-00-00)
~-GE-~-QE-25-76~000000
Funded: 30.00
Accounting Info:
WMDO01L1-000-H0-13-50-00~000-05-00-0000~-00~00-00-00
~GE-OE~25~76-000000
Funded:

Continuea ...

NSN 7540-01-152-8067 OPTIONAL FORM 338 (4-85)
Sponsored by GSA

FAR (48 CFR) §3,110



CONTINUATION SHEET REFERENCE NO. OF D ENT BEING CONTINUED PAGE OF
HSHQDC-10~-D-00003/HSHQDC~10~J~00455/P00006 3 ‘ 3

NAME OF OFFEROR OR CONTRACTOR
NORTHROP GRUMMAN SECURITY SYSTEMS LLC

ITEM NO. SUPPLIES/SERVICES QUANTITY junT UNIT PRICE AMOUNT
(A) B) €y Koy (E) (F)

Change Item (0001A to read as follows{amount shown
is the obligated amount):

0001A Option 1: 30-Day Extension
Cost is decreased by from to $0.
Fived fee ig decreased by from to

Total chligated amount is decreased by
from te

Total Line Item Valu

Delivery: 30 Days After Award
Accounting Info:
WMD0O011-000-H0-13-50~00-000~-05-00~0000-00~-00-00~-004
-GE-QOE~25~76~-000000
Funded:

Award Distribution:
OHAprocurementsfdhs. gov

Payment Office:

Departrent of Homeland Security
Burlington Finance Center

P.O. Box 1000

Williston, VT 05495-1000

Attn: Office of Health Affairs (CHA)
Fax (B02-288-76%58)

E-mail: OHA.invoice.consoclidation@dns.gov
ALC: 76-03-1513

TIN: 25-~1623625

Dun: 827414181

FY Appropriated: FY10

Appropriation Title and Year(s): Two year OHA
program funds

Treasury Account Symbol (TAS): 700117
Treasury Appropriation Fund Symbol (TAFS):
700/100117

Amount :

OPTIONAL FORM 336 (4-85)
Sponsoied by GEA
FAR (48 CFR) 53110

N8N P540-01-152-8087






REFERENCE NO. OF DOCUMENT BEING CONTINUED PAGE OF

CONTINUATION SHEET HSHODC-10-D~00003/HSHODC-10-J-00455/P00007 2 24

NAME OF OFFEROR OR CONTRACTOR
NORTHROP GRUMMAN SECURITY SYSTEMS LLC

ITEM NO. SUPPLIES/SERVICES QUANTITY JUNIT UNIT PRICE AMOUNT
(A) (B) (c) (D) (E) (¥)

4. Continue FRACAS collection and RAM-T reports.

This additional testing shall be performed in
accordance with the updated Performance Work
Statement (PWS) dated 6/22/2011 (attached, 19

pages) .

The estimated cost for additional testina and
support through September 26, 2011 is
according to proposal dated 6/22/2011 (NGSS3
Letter No.: 2011-06~22 SPD Biowatch-0121,
attached, 2 pages).

There is sufficient funding already obligated on
this Task Order to continue the testing through
September 26, 2011. As such, the extension of
the testing period and additional support shall
be provided at no additional cost to the
Government.

Testing on the four (4) aforementioned units may
be futher extended beyond September 26, 2011.
The Government will make this determination and
notify the Contractor no later than September 1,
2011.

All other Task Order terms remain unchanged.
AAP Number: 64418 DO/DPAS Rating: NONE
Discount Terms:
Net 30
Delivery Location Code: DHS
Department of Homeland Security
245 Murray Lane
Bldg. 410
Washington DC 20528

FOB: Destination
Period of Performance: 09/27/2010 to 09/26/2011

Change Item 0001 to read as follows (amount shown
is the obligated amount):

0001
Total Line Item Value$9,310,359.00
Acceounting Info:
WMD0010-000~-H9-13-50~-02-000-05~00-0000~00~00-00-00
~GE~QE-25-76-000000
Funded:
Continuc.
NSN 7540-01-152-8067 OPTIONAL FORM 336 (4-86)

Sponsored by GSA
FAR (48 CFR) 53,110



REFERENCE NO. OF DOCUMENT BEING CONTINUED

PAGE OF

CONTINUATION SHEET| ;01— 10-D-00003 /HSHODC-10-J-00455 /P00007 3 24
NAME OF OFFEROR OR CONTRACTOR
NCRTHROP GRUMMAN SECURITY SYSTEMS LLC
ITEM NO. SUPPLIES/SERVICES QUANTITY JUNIT UNIT PRICE AMOUNT
(A) (B) © | (E) (F)

Accounting Info:
WMD0010-000~H0~13-50~02-000~05~00~0000-00-00-00-00
~GE~-QOE-25-76-~000000

Funded: $0.00

Accounting Info:
WMD0010-000-H0-13-50~02-000-05-00-0000-00-00~00-00
-GE-OE-25-76-000000

.00

Accounting Info:
WMD0011-000~H0-13-50~00-000~05-00-0000-00-00~00~00
~GE-0E-25-76~000000

Funded: $0.00

Accounting Info:
WMD0011-000-H0-13-50-00-000~05-00~0000-00-00~00-00
-GE-OE-25~76~000000

.00

Accounting Info:
wMD0011-000-H0-13~50-00-000-05-00-0000-00-00~-00-00
~-GE-QE-25~76-000000

.00

Award Distribution:

OHAprocurements@dhs.gov

Funded: 30

Funded: $0

Funded: $0

Payment Office:

Department of Homeland Security
Burlington Finance Center

P.O. Box 1000

Williston,

Attn: Office of Health Affairs (OHA)

Fax (802-288-7658)

E-mail: OHA.invoice.consolidation@dhs.gov
ALC: 70~-03-
TIN: 26-1623625
Dun: 827414181

FY Appropriated: FY10

Appropriation Title and Year(s): Two year OHA
program funds

Treasury Account Symbol (TAS): 700117
Treasury Appropriation Fund Symbol (TAFS):

700/100117
Amount :

VT 05495-1000

1513

NSN 7540-01-152-8067

OPTIONAL FORM 338 (4-86)
Sponsored by GSA
FAR (48 CFR) 53.110



Performance Work Statement — Task Order 2
1 Objectives and Goals

Under the Phase | Systems Performance Demonstration (SPD) contract, the Contractor
will provide Next-Gen Automated Detection Systems (NG-ADS) and all technical and
operational support to enable the Government to test in an operationally relevant field
environment in Task Order 2 to determine the adequacy of the NG-ADS for future
procurement and deployment. The Government may also issue additional task orders
for engineering enhancements to correct and validate issues identified during testing
activities described below.

The objective of this effort is to demonstrate that the NG-ADS:
e Conforms to the Gen-3 performance specification,
» Has a system performance with associated technologies that meet a minimum
Technology Readiness Level (TRL) of 7, and
» Contains acceptable assays and uses reagents produced with adequate quality
control procedures.

In support of these objectives, the Contactor shall provide ready-to-test NG-ADS units
and the full range of support to include consumables, data management, operations and
maintenance (O&M) support, and technical personnel to support the test activities
described below. In particular, the Contractor shall:

+ Manufacture and deliver ready-to-test NG-ADS units required for all testing. The
NG-ADS units’ configuration will be baselined at the Task Order 1 configuration,
unless otherwise approved by DHS, and remain under configuration control by
the Contractor. All NG-ADS units will be of the same configuration and from the
same assembly line, except as otherwise noted herein. The number of spares
required to support the testing activities is shown in Attachment 1 — List of Spare
Parts.

[e]

e Operate NG-ADS units in support of the tests, including replenishment of
consumables and maintenance of the systems when necessary (unless noted
otherwise).

+ Establish a capability within the independent testing organization and operational
test jurisdiction (specifically BioWatch Lab personnel and BioWatch Action
Committee) to receive, interpret, and monitor the NG-ADS test results to evaluate
the performance of the equipment.

* Collect data and provide reports (Reliability, Availability, Maintainability and
Testability (RAM-T) and IT performance data.

Provide engineering and configuration support.

o Ensure intellectual property and licensing rights are obtained, as appropriate, for
commercial-off-the-shelf (COTS) products to allow DHS to operate the NG-ADS
units during this Task Order.

1.1 Program Plan

06/22/2011 1



The Contractor has developed a program schedule that meets DHS’ Milestone
requirements and schedule objectives (Attachment 2).

The Contractor shall meet the Task Order 2 technical Milestones as follows:
o Milestone #3 — Successful completion of the Field Testing activities under Task
Order 2 within the scheduled time frame.

1.2 Task Order 2

In support of the Task Order 2 field testing activities, the Contractor will provide twelve
(12) ready-to-test NG-ADS units plus snares_which will be nlaced in and
associated information technology

to support the field test, reliability, availability, maintainability, and testability (RAM-T)
testing, and IT verification and validation. The Contractor will be responsible for
providing equipment and technical support, including the O&M of the NG-ADS units
during the course of the field test. This support will include supplying/replenishing all
consumables, providing any required preventative maintenance, and corrective
maintenance (fixing the system) should it break down during the course of the testing.

Tight configuration control will be used to ensure that all units will be of the same
configuration for this testina.
All the NG-

ADS units will be manufactured on the same assembly line.

The Contractor will support the Task Order 2 efforts as described below. This will
include providing the necessary NG-ADS units for each test, consumables, spare parts,
training, test support, and maintenance support.

1.2.1 Resources

The Contractor shall
consumables and other supplies necessary to support the Task Order 2 testing. The
Contractor will also setup

to perform local repairs and store equipment, spares, and consumables during
field testing. Since all testing will take place in Government designated field sites, the
Contractor’'s support will be focused on providing the necessary NG-ADS units, spares,
consumables, and personnel to conduct each test. The NG-ADS units will be prepared
for the testing in the
The spare parts and consumables necessary to support the testing will also be stored
and shipped from this facility and the

1.2.2 Task Order 2 Subtasks
1.2.2.1 Task Order 2 Equipment Procurement and Fabrication

In preparation for Task Order 2 field testing, the Contractor will provide all necessary
NG-ADS units, reagents, spare parts, tools, associated information technology, and
support plans. This preparation will include the ordering of all material for the fabrication
and checkout of the NG-ADS units, all reagents and consumables required to operate
the units, and all spares and other sunport eauioment reauired. including the use and
maintenance of the The Contractor
will also establish one or more depot facilities in or near

06/22/2011 2



to support the installation, baseline calibration, operational field testing, RAM-T
testing, IT verification and validation, and limited operational test extension. The

The Contractor will procure all material and fabricate twelve (12) NG-ADS units plus
spares (same configuration as described for Task Order 1) to support Task Order 2 field
test activities. All NG-ADS units delivered for testing under the Phase | SPD contract will
be manufactured on the same assembly line.

The Contractor will maintain supplies, consumables, and personnel adequate to keep
the NG-ADS units operational 24/7 during Operational Environment Field Testing (not
including down-time for maintenance, calibration, etc.) and to assist in providing failure
analysis data as part of the field test. The Contractor will implement a Failure Reporting,
Analysis and Corrective Actions System (FRACAS) to facilitate the capture of failure
data during Baseline Calibration and the Operational Environment Field Testing. Failure
analysis data will identify all observed problems by test unit / instrument, the sub-system
at fault, the total time the system / sub-system was down and the required corrective
maintenance action needed to repair the problem and restore the system /subsystem.
The categories for subsystem at fault and associated subsystems will be agreed to prior
to the start of testing. If the FRACAS data is maintained in a proprietary format, the
FRACAS application must be provided, or the data must be converted to a common
useable format such as Microsoft Excel.

The Contractor will procure all consumables required for testing activities
performed under Task Order 2. 1 ne vontractor's plan for quality control of the reagents
is described in the Quality Assurance Surveillance Plan (QASP) contained in Volume |-
Management Proposal.

The Contractor will provide all spare components that are necessary to support Task
Order 2 activities. The assessment of spare parts required to support Task Order 2 is
provided in Attachment 1.

1.2.2.2 Jurisdictional Training and Coordination

The Contractor will provide eight (8) sets of equipment for signal receipt for use by

various users to be specified by the Government. This equipment will be in the form of
used to monitor syetem anaratinnal etatite and tect reciilte ac wall ac

system and logistical management.

06/22/2011 3
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The Contractor will provide the Government will access to an electronic copy of a
maintenance and operator manual(s) (draft or preliminary version acceptable) not later
than 30 days before the start of Operational Environment Field Testing.

1.2.2.3 Detector Baseline Calibration for Field Test Start

After delivery of the twelve (12) NG-ADS units to the jurisdiction for Field
Testing, the Contractor will be given not less than one (1) month to install, set-up and
baseline the units at the operational testing sites identified by DHS. Inspection and
acceptance of each NG-ADS unit will take place after the installation and activation at
each of the operational testing sites in accordance with FAR 52.246-3, Inspection of
Supplies-Cost Reimbursement. This inspection will be done during the Contractor's
activities that are necessary to install the units and acceptance will be based upon the
successful completion and review of the Contractor's installation checklist.

At the end of the set
up/paseline perioa, a review perioa iasung not ionger tnan 1 week will occur. The Field
Test will commence immediately following the review period. The NG-ADS units may
continue to operate and be supported during the review period, as mutually agreed
upon. Each NG-ADS will be co-located with other competitive autonomous biodetectors
and a in both indoor and outdoor test environments. The Government
will idenury e sie(s) wo (2) months prior to unit delivery (a preliminary list of site(s) will
be provided within 2 weeks after receipt of order), provide site prep prior to unit delivery
(in accordance with the Contractor's specifications), provide jurisdiction coordination,
and will provide security for the NG-ADS during the duration of the test. The Contractor
will be responsible for the security of the NG-ADS enclosiire (i ¢ locked door to access
interior of system). The jurisdiction depo will be used during
the installation and baseline testing.

The detector baseline calibration will begin four (4) months after receipt of order and will
last up to one (1) month in duration. Prior to the installation, the contractor will provide
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Material Safety Data Sheets (MSDS), as necessary, for common consumable items
used by their biodetection systems for each consumable subject to spilling (i.e, each
liquid), as well as any other common items which may generate disposal/environmental
concern, such as batteries. The MSDS will be provided not later than two (2) months
after receipt of order.

Detector Baseline Calibration and Review Period Support Details:

¢ Ine Government will operate a TOC that will provide personnel 24/7 for timely
site access coordination and escort, observation, and data collection. Unless
otherwise required by the site manager, a Government escort will not be required
to access the site whenever required by the Contractor.

* All system maintenance will be performed by the Contractor. DHS and other
parties will not attempt maintenance on the units without NGSS involvement.

The Contractor will provide site visit log information to DHS on a weekly basis during
Baseline Calibration in an electronic format, which will capture the site arrival and
departure times, Contractor personnel visiting site, and site visit activity.

1.2.2.4 Operational Environment Field Testing
The Contractor will support the operations and maintenance of the twelve (12) ready-to-
test NG-ADS units in support of the Government's test objectives. The NG-ADS units will

be split between indoor and outdoor locations based unon a denlovment nlan that will pe
developbed bv the Government

The Contractor will provide test labor for operational environment field testing of twelve
(12) instruments in the Jrisdiction beginning within one (1) week of the
completion of Baseline _.....o. ~n for up to ten (10) continuous weeks. This includes
weekly Preventive Maintenance (PM) and as-needed Corrective Maintenance (CM).
Operational Environment Field Maintenance Support Details:

¢ The Government will operate a TOC that will provide personnel 24/7 for timely
site access coordination and escort, observation, and data collection.

06/22/2011 6



e All system maintenance will be performed by the Contractor. DHS and other
parties will not attempt maintenance on the units without NGSS involvement.

At the conclusion of the field test there will be a post-test recovery period of
approximately two (2) weeks at which time the contractor will de-install eight (8)
biodetector units from field sites and restore the sites to the condition which they were in
when installation started, except for modifications made by DHS or at DHS’ direction as
part of site prep. The Contractor will remove all equipment and materials originally
provided by the Contractor at each site, observing all applicable safety and hazardous
materials management regulations and good operating practices. A minority of the eight
(8) un-installed NG-ADS units will be kepta | and the remaining units will be
returned to

The Contractor will provide site visit log information to DHS on a weekly basis during the
two week post-test period in an electronic format, which will capture the site arrival and
departure times, Contractor personnel visiting site, and site visit activity.

1.2.2.5 RAM-T Data Collection

The goal of the RAM-T Data Collection effort is to gather RAM-T data on the NG-ADS in
an applicable operational environment. This effort will be conducted in applicable
operational environments (i.e., indoor environment, outdoor environment) to evaluate
and validate overall supportability of the system.

1.2.2.6 IT Signal Processing V&V and Report Generation

The goal of this activity is to conduct verification and validation on the proposed
information technology (IT) system and gather data from the 0 support
independent Verification and Validation (V&V) of signal processiiiy anu report generation
functions. The Contractor will provide equipment for signal receipt to up to eight (8) local
public health and DHS personnel for this task (same nersnonnel as identified and trained
per paragraph 1.2.2.2). This equipment will include used to monitor
system test results.

The Contractor will provide DHS with information regarding how the IT system functions
in order to establish a baseline of its current implementation. The Contractor will
collaborate with DHS to develop the procedures that will be used by DHS to capture and
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validate the data generated by the system. Agreed-upon test data/reports will be
generated in accordance with these procedures during the last two (2) weeks of
Baseline Calibration and during the Operational Environment Field Testing. The
Contractor will also participate with DHS in the selection of appropriate standards and
conventions that will be applied to the V&V activities. Any findings or discrepancies
between these agreed-upon standards and conventions and the existing IT system
implementation will be documented and addressed in later phases of the program as
appropriate.

1.2.2.7 Field Test Extension Options

Prior to the start of field testing, the Government may exercise an option(s) to extend
field testing beyond the initial ten (10) weeks for 30 to 60 days. These optional efforts
shall be exercised before, or during, the 1-month Baseline Calibration effort of Section
1.2.2.3 of this PWS. The option(s) will be exercised via a funded modification to this
Task Order.

If the field test is extended, the contractor shall provide the same level of base support
as provided in the initial 10 weeks for Option 1 (a 30-day extension) and Option 2 (a 2™
30-day extension). The contractor shall provide all consumables and technical support
required to repair, maintain and operate the twelve (12) biodetector units 24 hours a day,
7 days a week (24/7) for the extension period. The contractor shall also be responsible
for collecting and reporting reliability, availability, maintainability and testability data for
the duration of the extension period.

1.2.2.8 Limited Operational Test Extension

At the conclusion of the Operational Environment Field Test, the Contractor shall
continue to operate four (4) NG-ADS units in the field to gather additional reliability data
for a period of not more than nine (9) months. During this period, the Contractor will
continue to monitor component failures. Failure data will be collected and reported on a
bi-weekly basis. The bi-weekly Failure Reports will include all observed component
failures by fielded instrument, the sub-system at fault, and the required corrective
maintenance action needed to repair the problem and restore the system /subsystem.
The bi-weekly reports will be delivered ten (10) days after the completion of each two
week reporting period.

The NG-ADS units will be supported using a combination of the and
the "he Contractor will provide all required
Consuriauics, spaires anu vuier support equipment necessary to support this operation.
The Contractor will provide technical support required to repair, maintain and operate the
biodetector units during this period.

1.3 Other Requirements
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1.3.1 Program Reviews

1.3.2 Management Information

The Contractor shall submit Monthly Project Status Reports (MPSR) no later than the
fifteenth workday after the reporting calendar month. Reports will include breakouts by
Task Order and SOO Test Events. The Contractor shall provide an MPSR that includes
the following elements:

* Project Cost by Task Order:
o Budget at Completion (BAC)
o Actual Cost (AC)
o Accrued Cost (estimates)
o Cost Variance (CV) - Actuals vs. Budget
» Estimate at Complete (EAC)
o Estimate to Completion (ETC)
o Cost Funds Status
e Performance/Schedule by Task Order and Test Event:
o Project Schedule
o Overall Technical Performance Evaluation
o Completion percentage of the Milestones and/or Deliverables
o Schedule Variance (SV)
o Variance at Completion (VAC)
e Risk Management by Task Order and Test Event:
o Risk Reporting Matrix
o Risk Mitigation Worksheet

Current period values and cumulative values for data, variances, and forecasts will be
provided in numerical format showing values and in graphical format showing trends.
Any schedule variance on the critical path will be identified and its impact on subsequent
milestones and the project cost and schedule quantified.

The Contractor shall also deliver a draft Program Management Plan and final Program
Management Plan. The draft Project Management Plan will be submitted 15 days after
a task order is received, with a final submittal reflecting Government input due 30 days
after the task order is received. The Project Management Plan shall provide a detailed
schedule, including a critical path analysis, along with a narrative discussing the salient
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issues affecting task execution in terms of needed technical inputs and analysis to meet
cost, schedule, and performance in the task execution.

1.3.3 Technology Readiness Assessment

The Contractor shall provide adequate information to permit the Government to
determine the TRL level of the NG-ADS technology throughout the course of the
program.

1.3.4 Configuration Management

Minor modifications and adjustments to the NG-ADS equipment or manufacturing
processes may be required as a result of characterization and field testing. To ensure
that the Government is fully engaged and informed about the NG-ADS and the various
options for improving them, the Contractor shall maintain a robust configuration
management system. The Contractor shall submit proposed changes/modifications that
result from the characterization or field testina to the Government for annroval

Once units are delivered for testing, all changes will be reviewed and approved by DHS
before they are implemented during Operational Environment Field Testing.

If the program implements modifications or changes that require additional
characterization and system tests, the Contractor will provide the consumables and
technical support for this effort. These changes will be subject to a contract modification
in accordance with the contract's changes clause (FAR 52.243-2).

The Contractor shall implement drawing configuration management consistent with Task
Order 1.

1.3.5 Occupational Health and Safety
Prior to delivery of the ready-to-test NG-ADS units, the Contractor shall self-certify that

the units being delivered are safe to operate and that all known occupational safety and
health concerns are appropriately mitigated.
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1.3.6 Technical Exchange Meetings

The Contractor shall prepare for and support technical exchange meetings (TEM) as
required to discuss technical issues and agree on an appropriate path forward.

1.4 Deliverables

The Contractor shall deliver the equipment, documentation and training listed in Table 1,
Table 2, and Table 3, below. Inspection and acceptance of each NG-ADS unit will take
place after the installation and activation at each of the operational testing sites in
accordance with FAR 52.246-3, Inspection of Supplies - Cost Reimbursement. This
inspection will be done during the Contractor's activities that are necessary to install the
units and acceptance will be based upon the successful completion and review of the
Contractor's installation checklist. DHS will provide acceptance or comments within 2
calendar weeks of submittal of all data deliverables. Comments and changes will be
incorporated once into a single, final submittal. Final coordination of the training
deliverables outlined in Table 3 will occur upon completion of the equipment deliverables
outlined in Table 2.

Table 1 Program Deliverables

Deseription = -~~~ - T Dug e
Monthly PrOJect Status Report (MPSR) NLT 15th of each month
Technical Exchange Meetings 1st TEM NLT 30 days ARO

Subsequent meetings as required, not
to exceed 1 meeting per month
Draft 15 days ARO

Updated Project Management Plan Final 30 days ARO
Trip Reports As needed
Summary Subcontract Report Oct 30 for period 10/1-9/30

RAM-T - IT Signal Processing V&V Report Upon the completion of IT V&V Testing

Generation
Safety Assessment Report Prior to delivery of NG ADS units
Material Safety Data Sheets (MSDS) 2 months ARO

Technology Readiness Assessment

support materials Concurrent with final report

At 14 day intervals, commencing 10
days after start of Operational
Environment Field Test and ending 1
month after completion of Operational
FRACAS summary report Environment Field Test; NOTE: During
Field Testing, reports will be submitted
to the Gen-3 OTA, not the Program
Office.

Complete FRACAS data set With final FRACAS summary report

06/22/2011 11



Maintenance and Operator manual(s)

3077d'ay‘s: pribf td:'start of Operatlonal '
Environment Field Test

Site log, 1 for each system, during pre-test
(Baseline Calibration) and post-test periods

Delivered weekly during pre-test and
post-test periods

Failure Reports during the Limited
Operational Test Extension

At 14 day intervals, beginning ten (10)
days after the completion of the first two
(2) week reporting period.

Table 2 Equipment Deliverables

Twelve (12) NG-ADS Units for

Spares and consumables in support of
Detector Baseline Calibration, Operational
Environment Field Testing, and Limited
Operational Test Extension

ARO

ARO; certain
consumables and spares may be delivered
in multiple, time-staggered deliveries after
the first delivery

Equipment for signal receipt at jurisdiction

Concurrent with the associated training
class

Table 3 Training Deliverables

User Inté;face Trainina in the Field Testing
Jurisdiction

after start of
Detector Baseline Calibration

Technical Orientation Training support
materials

after receipt of order

Archive Retrieval Training and associated
materials

Prior to the start of Detector Baseline
Calibration

06/22/2011
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Attachment 1 - Task Order 2 Spares List

Baseline Scope Spares List
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Option 1 Spares List

Option 2 Spares List
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NOTE: Baselines Scope Spares not utilized/consumed in support of Task Order
2 Field Test activities shall be available for utilization/consumption for Option

1 and Option 2 Field Test Extensions, and the Limited Operational Test
Extension test period.
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Should you have any questions about this matter, please contact the undersigned.

Sincerely,
Northrop Grumman Security Systems, LLC

Contracts Representative
Phone:

Fax:

Email:
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From: Davis, Carla

Sent: Thursday, July 28, 2011 2:46 PM

To:

Cc: Wallis, Christopher; Ranhofer, Robert;_
Subject: Task Order 2 RFP and Authorization to Place Order

The BioWatch program office requires additional consumables to be ordered under Task Order 2. Please provide a price quote for
the items listed below no later than 2PM EST, Tuesday, August 1.

Please consider this e-mail as authorization to place the order for these additional items along with that of the original
consumables request.

Thank you,

CARLA DAVIS

Contracting Officer

Department of Homeland Security

Offi h irs Acquisition Division




NORTHROP GRUMMAN

03 August 2011

Letter Number: 2011-08-03 SPD-Biowatch-0133

U.S. Dept. of Homeland Security
Office of Procurement Operations
OHA Acquisition Division

245 Murray Lane, SW

Building 410

Washington DC 20528

Attention: Ms. Carla Davis- Contracting Officer

Reference: (1) HSHQDC-10-D-00003 Final Contract
(2) HSHQDC-10-J-00455 Executed Task Order 2
(3) “Task Order 2 RFP and Autlivrization to Place Order” email from C. Davis dated 28
July 2011

Subject: BioWatch Program Task Order 2 Additional Consumables RFP Response

Dear Ms. Davis:

Northrop Grumman submits this response to the Requiest for Proposal email dated 28 July 2011 (Reference 3). The
total price of the additional consumables as requested by the Government i Please see the table below
for a complete breakout of this price.

Cost
Fee

Total

Should you have any questions about this matter, please contact the undersigned.

Sincerely,
Northrop Grumman Security Systems, LLC

Contracts Renresentative
Phor

Fax:

Email
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Performance Work Statement — Task Order 2
1 Objectives and Goals

Under the Phase | Systems Performance Demonstration (SPD) contract, the Contractor
will provide Next-Gen Automated Detection Systems (NG-ADS) and all technical and
operational support to enable the Government to test in an operationally relevant field
environment in Task Order 2 to determine the adequacy of the NG-ADS for future
procurement and deployment. The Government may also issue additional task orders
for engineering enhancements to correct and validate issues identified during testing
activities described below.

The objective of this effort is to demonstrate that the NG-ADS:
¢ Conforms to the Gen-3 performance specification,
¢ Has a system performance with associated technologies that meet a minimum
Technology Readiness Level (TRL) of 7, and
« Contains acceptable assays and uses reagents produced with adequate quality
control procedures.

In support of these objectives, the Contactor shall provide ready-to-test NG-ADS units
and the full range of support to include consumables, data management, operations and
maintenance (O&M) support, and technical personnel to support the test activities
described below. In particular, the Contractor shall:
¢ Manufacture and deliver ready-to-test NG-ADS units required for all testing. The
NG-ADS units’ configuration will be baselined at the Task Order 1 configuration,
unless otherwise approved by DHS, and remain under configuration control by
the Contractor. All NG-ADS units will be of the same configuration and from the
same assembly line, except as otherwise noted herein. The number of spares
required to support the testing activities is shown in Attachment 1 — List of Spare
Parts.
o

¢ Operate NG-ADS units in support of the tests, including replenishment of
consumables and maintenance of the systems when necessary (unless noted
otherwise).

+ Establish a capability within the independent testing organization and operational
test jurisdiction (specifically BioWatch Lab personnel and BioWatch Action
Committee) to receive, interpret, and monitor the NG-ADS test results to evaluate
the performance of the equipment.

o Collect data and provide reports (Reliability, Availability, Maintainability and
Testability (RAM-T) and IT performance data.

+ Provide engineering and configuration support.

« Ensure intellectual property and licensing rights are obtained, as appropriate, for
commercial-off-the-shelf (COTS) products to allow DHS to operate the NG-ADS
units during this Task Order.

1.1 Program Plan 1Del eted% -
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The Contractor has developed a program schedule that meets DHS’ Milestone
requirements and schedule objectives (Attachment 2).

The Contractor shall meet the Task Order 2 technical Milestones as follows:
¢ Milestone #3 — Successful completion of the Field Testing activities under Task
Order 2 within the scheduled time frame.

1.2 Task Order 2

In support of the Task Order 2 field testing activities, the Contractor will provide twelve
(12) ready-to-test NG-ADS units plus spares, which will be placed in and
associated information technology

to support the field test, reliability, availability, maintainability, and testability (RAM-T)
testing, and IT verification and validation. The Contractor will be responsible for
providing equipment and technical support, including the O&M of the NG-ADS units
during the course of the field test. This support will include supplying/replenishing all
consumables, providing any required preventative maintenance, and corrective
maintenance (fixing the system) should it break down during the course of the testing.

Tight configuration control will be used to ensure that all units will be of the same
cnnfinuratinn for thie tactinn

All the NG-
ADS units will be manufactured on the same assembly line.

The Contractor will support the Task Order 2 efforts as described below. This will
include providing the necessary NG-ADS units for each test, consumables, spare parts,
training, test support, and maintenance support.

1.2.1 Resources

The Contractor shall
consumables and other supplies necessary to support the Task Order 2 testing. The
Contractor will also setup

lo perform local repairs and store equipment, spares, and consumables during
field testing. Since all testing will take place in Government designated field sites, the
Contractor’s support will be focused on providing the necessary NG-ADS units, spares,
ConsumabbS' and nerennnal tn canduct sach tect The NG-ANK iinite will he nrenared
for the testing in
The spare parts and consumables necessary to support the testing will also be stored
and shipped from this facility and

1.2.2 Task Order 2 Subtasks
1.2.2.1 Task Order 2 Equipment Procurement and Fabrication

In preparation for Task Order 2 field testing, the Contractor will provide all necessary
NG-ADS units, reagents, spare parts, tools, associated information technology, and
support plans. This preparation will include the ordering of all material for the fabrication
and checkout of the NG-ADS units, all reagents and consumables required to operate
the units, and all spares and other support equipment required, including the use and FE
maintenance of the "he Contractor |Deletea: 06 {
will also establish one or more depot facilities s
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to support the installation, baseline calibration, operational field testing, RAM-T
testina. IT verification and validation. and limited operational test extension. The

The Contractor will procure all material and fabricate twelve (12) NG-ADS units plus
spares (same configuration as described for Task Order 1) to support Task Order 2 field
test activities. All NG-ADS units delivered for testing under the Phase | SPD contract will
be manufactured on the same assembly line.

The Contractor will maintain supplies, consumables, and personnel adequate to keep
the NG-ADS units operational 24/7 during Operational Environment Field Testing (not
including down-time for maintenance, calibration, etc.) and to assist in providing failure
analysis data as part of the field test. The Contractor will implement a Failure Reporting,
Analysis and Corrective Actions System (FRACAS) to facilitate the capture of failure
data during Baseline Calibration and the Operational Environment Field Testing. Failure
analysis data will identify all observed problems by test unit / instrument, the sub-system
at fault, the total time the system / sub-system was down and the required corrective
maintenance action needed to repair the problem and restore the system /subsystem.
The categories for subsystem at fault and associated subsystems will be agreed to prior
to the start of testing. If the FRACAS data is maintained in a proprietary format, the
FRACAS application must be provided, or the data must be converted to a common
useable format such as Microsoft Excel.

The Contractor will procure a sonsumables required for testing activities
performed under Task Order 2. The Contractor’s plan for quality control of the reagents
is described in the Quality Assurance Surveillance Plan (QASP) contained in Volume |-
Management Proposal.

The Contractor will provide all spare components that are necessary to support Task
Order 2 activities. The assessment of spare parts required to support Task Order 2 is
provided in Attachment 1.

1.2.2.2 Jurisdictional Training and Coordination

The Contractor will provide eight (8) sets of equipment for signal receipt for use by
various 1isers tn he specified by the Government. This equipment will be in the form of

used to monitor system operational status and test resuits as well as
system and logistical management.
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The Contractor will provide the Government will access to an electronic copy of a
maintenance and operator manual(s) (draft or preliminary version acceptable) not later
than 30 days before the start of Operational Environment Field Testing.

1.2.2.3 Detector Baseline Calibration for Field Test Start

After delivery of the twelve (12) NG-ADS units to the jurisdiction for Field
Testing, the Contractor will be given not less than one (1) month to install, set-up and
baseline the units at the operational testing sites identified by DHS. Inspection and
acceptance of each NG-ADS unit will take place after the installation and activation at
each of the operational testing sites in accordance with FAR 52.246-3, Inspection of
Supplies-Cost Reimbursement. This inspection will be done during the Contractor's
activities that are necessary to install the units and acceptance will be based upon the
successful completion and review of the Contractor's installation checklist.

At the end of the set
up/baseline period, a review period 1astng not longer than 1 week will occur. The Field
Test will commence immediately following the review period. The NG-ADS units may
continue to operate and be supported during the review period, as mutually agreed
upon. Each NG-ADS will be co-located with other competitive autonomous biodetectors
and a in both indoor and outdoor test environments. The Government
will identify the site(s) two (2) months prior to unit delivery (a preliminary list of site(s) will
be provided within 2 weeks after receipt of order), provide site prep prior to unit delivery
(in accordance with the Contractor's specifications), provide jurisdiction coordination,
and will provide security for the NG-ADS during the duration of the test. The Contractor
will be responsible for the security of the NG-ADS enclnsure (i e _Incked door to access
interior of system). The junsdiction depot will be used during
the installation and baseline testing.

The detector baseline calibration will begin four (4) months after receipt of order and will {Deleted: 06

last up to one (1) month in duration. Prior to the installation, the contractor will provide { Deleted: 29
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Material Safety Data Sheets (MSDS), as necessary, for common consumable items
used by their biodetection systems for each consumable subject to spilling (i.e, each
liquid), as well as any other common items which may generate disposal/environmental
concern, such as batteries. The MSDS will be provided not later than two (2) months
after receipt of order.

Detector Baseline Calibration and Review Period Support Details:

o The Government will operate a TOC that will provide personnel 24/7 for timely
site access coordination and escort, observation, and data collection. Unless
otherwise required by the site manager, a Government escort will not be required
to access the site whenever required by the Contractor.

¢ All system maintenance will be performed by the Contractor. DHS and other
parties will not attempt maintenance on the units without NGSS involvement.

The Contractor will provide site visit log information to DHS on a weekly basis during
Baseline Calibration in an electronic format, which will capture the site arrival and
departure times, Contractor personnel visiting site, and site visit activity.

1.2.2.4 Operational Environment Field Testing

The Contractor will support the operations and maintenance of the twelve (12) ready-to-
test NG-ADS units in support of the Government'’s test objectives. The NG-ADS units will
be split between indoor and outdoor locations based upon a deployment plan that will be
developed by the Government. The NG-ADS units will continue to be operated in the
‘controls only' mode described above for the duration of the Operational Environment
Field Testing.

The Contractor will provide test labor for operational environment field testing of twelve
(12) instruments in the urisdiction beginning within one (1) week of the
completion of Baseline Calibration for up to ten (10) continuous weeks. This includes
weekly Preventive Maintenance (PM) and as-needed Corrective Maintenance (CM).
Operational Environment Field Maintenance Support Details:

LJ

¢ The Government will operate a TOC that will provide personnel 24/7 for timely
site access coordination and escort, observation, and data collection.

08/18/2011 6.
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+ All system maintenance will be performed by the Contractor. DHS and other
parties will not attempt maintenance on the units without NGSS involvement.

At the conclusion of the field test there will be a post-test recovery period of
approximately two (2) weeks at which time the contractor will de-install eight (8)
biodetector units from field sites and restore the sites to the condition which they were in
when installation started, except for modifications made by DHS or at DHS’ direction as
part of site prep. The Contractor will remove all equipment and materials originally
provided by the Contractor at each site, observing all applicable safety and hazardous
materials management regulations and good operating practices. A minority of the eight
(8) un-installad M2.ADS unite will ha Lkant af and the remaining units will be

returned to

The Contractor will provide site visit log information to DHS on a weekly basis during the
two week post-test period in an electronic format, which will capture the site arrival and
departure times, Contractor personnel visiting site, and site visit activity.

1.2.2.5 RAM-T Data Collection

The goal of the RAM-T Data Collection effort is to gather RAM-T data on the NG-ADS in
an applicable operational environment. This effort will be conducted in applicable
operational environments (i.e., indoor environment, outdoor environment) to evaluate
and validate overall supportability of the system.

1.2.2.6 IT Signal Processing V&V and Report Generation

The goal of this activity is to conduct verification and validation on the proposed
information technology (IT) system and gather data from the to support
independent Verification and Validation (V&V) of signal processing and report generation
functions. The Contractor will provide equipment for signal receipt to up to eight (8) local
public health and DHS personnel for this task (same personnel as identified and trained
per paragraph 1.2.2 2} This eauinment will include 1sed to monitor

system test results.

The Contractor will provide DHS with information regarding how the IT system functions

in order to establish a baseline of its current implementation. The Contractor will (091‘*“3“:0‘?7

collaborate with DHS to develop the procedures that will be used by DHS to capture and [ peleted: 29
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validate the data generated by the system. Agreed-upon test data/reports will be
generated in accordance with these procedures during the last two (2) weeks of
Baseline Calibration and during the Operational Environment Field Testing. The
Contractor will also participate with DHS in the selection of appropriate standards and
conventions that will be applied to the V&V activities. Any findings or discrepancies
between these agreed-upon standards and conventions and the existing IT system
implementation will be documented and addressed in later phases of the program as
appropriate.

1.2.2.7 Field Test Extension Options

Prior to the start of field testing, the Government may exercise an option(s) to extend
field testing beyond the initial ten (10) weeks for 30 to 60 days. These optional efforts
shall be exercised before, or during, the 1-month Baseline Calibration effort of Section
1.2.2.3 of this PWS. The option(s) will be exercised via a funded modification to this
Task Order.

If the field test is extended, the contractor shall provide the same level of base support
as provided in the initial 10 weeks for Option 1 (a 30-day extension) and Option 2 (a 2™
30-day extension). The contractor shall provide all consumables and technical support
required to repair, maintain and operate the twelve (12) biodetector units 24 hours a day,
7 days a week (24/7) for the extension period. The contractor shall also be responsible
for collecting and reporting reliability, availability, maintainability and testability data for
the duration of the extension period.

1.2.2.8 Limited Operational Test Extension

At the conclusion of the Operational Environment Field Test, the Contractor shall
continue to operate four (4) NG-ADS units in the field to gather additional reliability data
for a period of six (6) months. During this period, the Contractor will continue to monitor
component failures. Failure data will be collected and reported on a bi-weekly basis.
The bi-weekly Failure Reports will include all observed component failures by fielded
instrument, the sub-system at fault, and the required corrective maintenance action
needed to repair the problem and restore the system /subsystem. The bi-weekly reports
will be delivered ten (10) days after the completion of each two week reporting period.

The NG-ADS units will be subported using a combination of

The Contractor will provide all required
consumables, spares and other support equipment necessary to support this operation.
The Contractor will provide technical support required to repair, maintain and operate the
biodetector units during this period._At the completion of the Limited Operational Test
Extension, there will be a post-test recovery period of approximately one (1) week at
which time the contractor will de-install. clean. remove, and return the four (4) units to

1.2.2.9 Operational Demonstration Option

08/18/2011 8 .
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After the conclusion of the Operational Environment Field Testing, the Contractor will
conduct an Operational Demonstration of the candidate Gen-3 technology at three (3)
sites located at Three (3) of the NG-
ADS units tested in lesignated by the
Government.

will be relocated to sites af

All site preparation will be
completea Dy LHS prior 10 equipment instanauon. 1 ne unis will be operated during a
baseline period of three (3) weeks after all necessary operational policies and
procedures have been established, followed by an Operational Demonstration lasting
until twenty one (21) weeks after award. At the completion of the Operational
Demonstration, there will be a post-test recovery period of approximately one (1) week
at which time the contractor will de-install. clean, remove, and return the three (3) units

fo for storage.

During the Operational Demonstration test period, the Contractor will monitor component
failures. Failure data will be collected and reported every two (2) weeks, The Failure
Reports will include all observed component failures by fielded instrument, the sub-
system at fault, and the required corrective maintenance action needed to repair the
problem and restore the system /subsystem. The reports will be delivered ten (10) days
after the completion of each two week reporting period.

The NG-ADS units will be operated in the ‘controls only’ mode described above in
1223 will be co-located with each NG-ADS for the duration of the

demonstraton.

I Ne LONUractor will proviae an requirea consurmiaotes, spares and other support
equipment necessary to support this operation.

1.2.2.9.1 Operational Demonstration Alternate Location

In the event that an Operational Demonstration at becomes unfeasible, the

08/18/2011 9.
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Contractor will aiternatelv install and operate the three (3) NG-ADS units at three
outdoor sites af The timing and duration of the activities

will be the same as described above in 1.2.2.9.

1.3 Other Requirements

1.3.1 Program Reviews

1.3.2 Management Information

The Contractor shall submit Monthly Project Status Reports (MPSR) no later than the
fifteenth workday after the reporting calendar month. Reports will include breakouts by
Task Order and SOO Test Events. The Contractor shall provide an MPSR that includes
the following elements:

e Project Cost by Task Order:
o Budget at Completion (BAC)
o Actual Cost (AC)
o Accrued Cost (estimates)
o Cost Variance (CV) - Actuals vs. Budget
+ Estimate at Complete (EAC)
o Estimate to Completion (ETC)
o Cost Funds Status
¢ Performance/Schedule by Task Order and Test Event:
o Project Schedule
o Overall Technical Performance Evaluation
o Completion percentage of the Milestones and/or Deliverables
o Schedule Variance (SV)
o Variance at Completion (VAC)
* Risk Management by Task Order and Test Event:
o Risk Reporting Matrix
o Risk Mitigation Worksheet

Current period values and cumulative values for data, variances, and forecasts will be
provided in numerical format showing values and in graphical format showing trends.
Any schedule variance on the critical path will be identified and its impact on subsequent

08/18/2011 10
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milestones and the project cost and schedule quantified.

The Contractor shall also deliver a draft Program Management Plan and final Program
Management Plan. The draft Project Management Plan will be submitted 15 days after
a task order is received, with a final submittal reflecting Government input due 30 days
after the task order is received. The Project Management Plan shall provide a detailed
schedule, including a critical path analysis, along with a narrative discussing the salient
issues affecting task execution in terms of needed technical inputs and analysis to meet
cost, schedule, and performance in the task execution.

1.3.3 Technology Readiness Assessment

The Contractor shall provide adequate information to permit the Government to
determine the TRL level of the NG-ADS technology throughout the course of the
program.

1.3.4 Configuration Management

Minor modifications and adjustments to the NG-ADS equipment or manufacturing
processes may be required as a result of characterization and field testing. To ensure
that the Government is fully engaged and informed about the NG-ADS and the various
options for improving them, the Contractor shall maintain a robust configuration
management system. The Contractor shall submit proposed changes/modifications that
result from the characterization or field testina to the Government for annroval

Once units are delivered for testing, all changes will be reviewed and approved by DHS
before they are implemented during Operational Environment Field Testing.

If the program implements modifications or changes that require additional
characterization and system tests, the Contractor will provide the consumables and
technical support for this effort. These changes will be subject to a contract modification
in accordance with the contract's changes clause (FAR 52.243-2).

The Contractor shall implement drawing configuration management consistent with Task
Order 1.

1.3.5 Occupational Health and Safety
Prior to delivery of the ready-to-test NG-ADS units, the Contractor shall self-certify that

the units being delivered are safe to operate and that all known occupational safety and
health concerns are appropriately mitigated.
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1.3.6 Technical Exchange Meetings

The Contractor shall prepare for and support technical exchange meetings (TEM) as
required to discuss technical issues and agree on an appropriate path forward.

1.4 Deliverables

The Contractor shall deliver the equipment, documentation and training listed in Table 1,
Table 2, and Table 3, below. Inspection and acceptance of each NG-ADS unit will take
place after the installation and activation at each of the operational testing sites in
accordance with FAR 52.246-3, Inspection of Supplies - Cost Reimbursement. This
inspection will be done during the Contractor's activities that are necessary to install the
units and acceptance will be based upon the successful completion and review of the
Contractor's installation checklist. DHS will provide acceptance or comments within 2
calendar weeks of submittal of all data deliverables. Comments and changes will be
incorporated once into a single, final submittal. Final coordination of the training
deliverables outlined in Table 3 will occur upon completion of the equipment deliverables
outlined in Table 2.

Table 1 Program Deliverables

Monthly Project Status Report (MPSR)
Technical Exchange Meetings 1st TEM NLT 30 days ARO
Subsequent meetings as required, not

to exceed 1 meeting per month

Draft 15 days ARO

Updated Project Management Plan Final 30 days ARO
Trip Reports As needed
Summary Subcontract Report Oct 30 for period 10/1-9/30

RAM-T - IT Signal Processing V&V Report Upon the completion of IT V&V Testing

Generation
Safety Assessment Report Prior to delivery of NG ADS units
Material Safety Data Sheets (MSDS) 2 months ARO

Technology Readiness Assessment

support materials Concurrent with final report

At 14 day intervals, commencing 10

FRACAS summary report days after start of Operational
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Environment Field Test and ending 1
month after completion of Operational
Environment Field Test; NOTE: During
Field Testing, reports will be submitted
to the Gen-3 OTA, not the Program
Office.

Complete FRACAS data set

With final FRACAS summary report

Maintenance and Operator manual(s)

30 days prior to start of Operational
Environment Field Test

Site log, 1 for each system, during pre-test
(Baseline Calibration) and post-test periods

Delivered weekly during pre-test and
post-test periods

Failure Reports during the Limited
Operational Test Extension

At 14 day intervals, beginning ten (10)
days after the completion of the first two
(2) week reporting period.

Failure Reports during the Operational
Demonstration

At 14 day intervals, beginning ten (10)
days after the completion of the first jwo
(2) week reporting period.

Table 2 Equipment Deliverables

“Twelve (12) NG-ADS Units for

NLT 4 months ARO

Spares and consumables in support of
Detector Baseline Calibration, Operational
Environment Field Testing, Limited
Operational Test Extension, and
Operational Demonstration

First delivery NLT 4 months ARO; certain
consumables and spares may be delivered
in multiple, time-staggered deliveries after
the first delivery

Equipment for signal receipt at jurisdiction

Concurrent with the associated training
class

Table 3 Training Deliverables

1 Due

“User Interface Trainina in the Field Testing
Jurisdiction

after start of
Detector Baseline Calibration

Technical Orientation Training support
materials

Archive Retrieval Training and associated
materials

user interface training for up
to 3 personnel as part of the Operational
Demonstration

Refresher training on iser _

08/18/2011
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Prior to the start of Detector Baseline
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after the completion of
installation of units for the Operational
Nemonstration

after the initial

13 .

Deleted: 06

e,

-

B i

eloted: 15day

Deleted: 29






Attachment 1 - Task Order 2 Spares List

Baseline Scope Spares List
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Option 1 Spares List

Option 2 Spares List
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NOTE: Baselines Scope Spares not utilized/consumed in support of Task Order
2 Field Test activities shall be available for utilization/consumption for Option
1 and Option 2 Field Test Extensions, the Limited Operational Test Extension
test period, and the Operational Demonstration.
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Performance Work Statement — Task Order 2
1 Objectives and Goals

Under the Phase | Systems Performance Demonstration (SPD) contract, the Contractor
will provide Next-Gen Automated Detection Systems (NG-ADS) and all technical and
operational support to enable the Government to test in an operationally relevant field
environment in Task Order 2 to determine the adequacy of the NG-ADS for future
procurement and deployment. The Government may also issue additional task orders
for engineering enhancements to correct and validate issues identified during testing
activities described below.

The objective of this effort is to demonstrate that the NG-ADS:
¢ Conforms to the Gen-3 performance specification,
¢ Has a system performance with associated technologies that meet a minimum
Technology Readiness Level (TRL) of 7, and
¢ Contains acceptable assays and uses reagents produced with adequate quality
control procedures.

In support of these objectives, the Contactor shall provide ready-to-test NG-ADS units
and the full range of support to include consumables, data management, operations and
maintenance (O&M) support, and technical personnel to support the test activities
described below. In particular, the Contractor shall:

e Manufacture and deliver ready-to-test NG-ADS units required for all testing. The
NG-ADS units’ configuration will be baselined at the Task Order 1 configuration,
unless otherwise approved by DHS, and remain under configuration control by
the Contractor. All NG-ADS units will be of the same configuration and from the
same assembly line, except as otherwise noted herein. The number of spares
required to support the testing activities is shown in Attachment 1 — List of Spare
Parts.

o

e Operate NG-ADS units in support of the tests, including replenishment of
consumables and maintenance of the systems when necessary (unless noted
otherwise).

e Establish a capability within the independent testing organization and operational
test jurisdiction (specifically BioWatch Lab personnel and BioWatch Action
Committee) to receive, interpret, and monitor the NG-ADS test results to evaluate
the performance of the equipment.

e Collect data and provide reports (Reliability, Availability, Maintainability and
Testability (RAM-T) and IT performance data.

e Provide engineering and configuration support.

e Ensure intellectual property and licensing rights are obtained, as appropriate, for
commercial-off-the-shelf (COTS) products to allow DHS to operate the NG-ADS
units during this Task Order.
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The Contractor has developed a program schedule that meets DHS’ Milestone
requirements and schedule objectives (Attachment 2).

The Contractor shall meet the Task Order 2 technical Milestones as follows:
¢ Milestone #3 — Successful completion of the Field Testing activities under Task
Order 2 within the scheduled time frame.

1.2 Task Order 2

In support of the Task Order 2 field testing activities, the Contractor will provide twelve
(12) ready-to-test NG-ADS units plus spares, which will be placed in and
associated information technology

to support the field test, reliability, availability, maintainability, and testability (RAM-T)
testing, and IT verification and validation. The Contractor will be responsible for
providing equipment and technical support, including the O&M of the NG-ADS units
during the course of the field test. This support will include supplying/replenishing all
consumables, providing any required preventative maintenance, and corrective
maintenance (fixing the system) should it break down during the course of the testing.

Tight configuration control will be used to ensure that all units will be of the same
configuration for this testing.

All the NG-
ADS units will be manufactured on the same assembly line.

The Contractor will support the Task Order 2 efforts as described below. This will
include providing the necessary NG-ADS units for each test, consumables, spare parts,
training, test support, and maintenance support.

1.2.1 Resources

The Contractor shall
consumables and other supplies necessary to support the Task Order 2 testing. The
Contractor will also setup

to perform local repairs and store equipment, spares, and consumables during
field testing. Since all testing will take place in Government designated field sites, the
Contractor’s support will be focused on providing the necessary NG-ADS units, spares,
consumables, and personnel to conduct each test. The NG-ADS units will be prepared
for the testing in the
The spare parts and consumables necessary to support the testing will also be stored
and shipped from this facility and

1.2.2 Task Order 2 Subtasks
1.2.2.1 Task Order 2 Equipment Procurement and Fabrication

In preparation for Task Order 2 field testing, the Contractor will provide all necessary
NG-ADS units, reagents, spare parts, tools, associated information technology, and
support plans. This preparation will include the ordering of all material for the fabrication

and checkout of the NG-ADS units, all reagents and consumables required to operate
the units, and all spares and other support equipment required, including the use and [ Deleted: 08/18
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12/09/2011 2/



to support the installation, baseline calibration, operational field testing, RAM-T
testing, IT verification and validation, and limited operational test extension. The

The Contractor will procure all material and fabricate twelve (12) NG-ADS units plus
spares (same configuration as described for Task Order 1) to support Task Order 2 field
test activities. All NG-ADS units delivered for testing under the Phase | SPD contract will
be manufactured on the same assembly line.

The Contractor will maintain supplies, consumables, and personnel adequate to keep
the NG-ADS units operational 24/7 during Operational Environment Field Testing (not
including down-time for maintenance, calibration, etc.) and to assist in providing failure
analysis data as part of the field test. The Contractor will implement a Failure Reporting,
Analysis and Corrective Actions System (FRACAS) to facilitate the capture of failure
data during Baseline Calibration and the Operational Environment Field Testing. Failure
analysis data will identify all observed problems by test unit / instrument, the sub-system
at fault, the total time the system / sub-system was down and the required corrective
maintenance action needed to repair the problem and restore the system /subsystem.
The categories for subsystem at fault and associated subsystems will be agreed to prior
to the start of testing. If the FRACAS data is maintained in a proprietary format, the
FRACAS application must be provided, or the data must be converted to a common
useable format such as Microsoft Excel.

The Contractor will procure all consumables required for testing activities
performed under Task Order 2. The Contractor’s plan for quality control of the reagents
is described in the Quality Assurance Surveillance Plan (QASP) contained in Volume |-
Management Proposal.

The Contractor will provide all spare components that are necessary to support Task
Order 2 activities. The assessment of spare parts required to support Task Order 2 is
provided in Attachment 1.

1.2.2.2 Jurisdictional Training and Coordination

The Contractor will provide eight (8) sets of equipment for signal receipt for use by
various users to be specified by the Government. This equipment will be in the form of

used to monitor system operational status and test results as well as
system and logistical management.

[Deleted: 08/18
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The Contractor will provide the Government will access to an electronic copy of a
maintenance and operator manual(s) (draft or preliminary version acceptable) not later
than 30 days before the start of Operational Environment Field Testing.

1.2.2.3 Detector Baseline Calibration for Field Test Start

After delivery of the twelve (12) NG-ADS units to the jurisdiction for Field
Testing, the Contractor will be given not less than one (1) month to install, set-up and
baseline the units at the operational testing sites identified by DHS. Inspection and
acceptance of each NG-ADS unit will take place after the installation and activation at
each of the operational testing sites in accordance with FAR 52.246-3, Inspection of
Supplies-Cost Reimbursement. This inspection will be done during the Contractor's
activities that are necessary to install the units and acceptance will be based upon the
successful completion and review of the Contractor's installation checklist.

At the end of the set
up/baseline period, a review period lasting not longer than 1 week will occur. The Field
Test will commence immediately following the review period. The NG-ADS units may
continue to operate and be supported during the review period, as mutually agreed
upon. Each NG-ADS will be co-located with other competitive autonomous biodetectors
and a in both indoor and outdoor test environments. The Government
will identify the site(s) two (2) months prior to unit delivery (a preliminary list of site(s) will
be provided within 2 weeks after receipt of order), provide site prep prior to unit delivery
(in accordance with the Contractor's specifications), provide jurisdiction coordination,
and will provide security for the NG-ADS during the duration of the test. The Contractor
will be responsible for the security of the NG-ADS enclosure (i.e., locked door to access
interior of system). The jurisdiction depot ( will be used during

the installation and baseline testing. [ Leted: 08/18
/| Deleted:
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The detector baseline calibration will begin four (4) months after receipt of order and will

last up to one (1) month in duration. Prior to the installation, the contractor will provide [Deleted: 1
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Material Safety Data Sheets (MSDS), as necessary, for common consumable items
used by their biodetection systems for each consumable subject to spilling (i.e, each
liquid), as well as any other common items which may generate disposal/environmental
concern, such as batteries. The MSDS will be provided not later than two (2) months
after receipt of order.

Detector Baseline Calibration and Review Period Support Details:

e The Government will operate a TOC that will provide personnel 24/7 for timely
site access coordination and escort, observation, and data collection. Unless
otherwise required by the site manager, a Government escort will not be required
to access the site whenever required by the Contractor.

¢ All system maintenance will be performed by the Contractor. DHS and other
parties will not attempt maintenance on the units without NGSS involvement.

The Contractor will provide site visit log information to DHS on a weekly basis during
Baseline Calibration in an electronic format, which will capture the site arrival and
departure times, Contractor personnel visiting site, and site visit activity.

1.2.2.4 Operational Environment Field Testing

The Contractor will support the operations and maintenance of the twelve (12) ready-to-

test NG-ADS units in support of the Government’s test objectives. The NG-ADS units will
be split between indoor and outdoor locations based upon a deployment plan that will be
developed by the Government.

The Contractor will provide test labor for operational environment field testing of twelve
(12) instruments in the jurisdiction beginning within one (1) week of the
completion of Baseline Calibration for up to ten (10) continuous weeks. This includes
weekly Preventive Maintenance (PM) and as-needed Corrective Maintenance (CM).

Operational Environment Field Maintenance Support Details:

[Deleted: 08/18
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¢ All system maintenance will be performed by the Contractor. DHS and other
parties will not attempt maintenance on the units without NGSS involvement.
[ ]

At the conclusion of the field test there will be a post-test recovery period of
approximately two (2) weeks at which time the contractor will de-install eight (8)
biodetector units from field sites and restore the sites to the condition which they were in
when installation started, except for modifications made by DHS or at DHS’ direction as
part of site prep. The Contractor will remove all equipment and materials originally
provided by the Contractor at each site, observing all applicable safety and hazardous
materials management regulations and good operating practices. A minority of the eight
(8) un-installed NG-ADS units will be kept at and the remaining units will be
returned to

The Contractor will provide site visit log information to DHS on a weekly basis during the
two week post-test period in an electronic format, which will capture the site arrival and
departure times, Contractor personnel visiting site, and site visit activity.

1.2.2.5 RAM-T Data Collection

The goal of the RAM-T Data Collection effort is to gather RAM-T data on the NG-ADS in
an applicable operational environment. This effort will be conducted in applicable
operational environments (i.e., indoor environment, outdoor environment) to evaluate
and validate overall supportability of the system.

1.2.2.6 IT Signal Processing V&V and Report Generation

The goal of this activity is to conduct verification and validation on the proposed
information technology (IT) system and gather data from the 0 support
independent Verification and Validation (V&V) of signal processing and report generation
functions. The Contractor will provide equipment for signal receipt to up to eight (8) local
public health and DHS personnel for this task (same personnel as identified and trained
per paragraph 1.2.2.2). This equipment will include used to monitor
system test results.

The Contractor will provide DHS with information regarding how the IT system functions [ Deleted: 08/18
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in order to establish a baseline of its current implementation. The Contractor will

collaborate with DHS to develop the procedures that will be used by DHS to capture and [Deleted; 1
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validate the data generated by the system. Agreed-upon test data/reports will be
generated in accordance with these procedures during the last two (2) weeks of
Baseline Calibration and during the Operational Environment Field Testing. The
Contractor will also participate with DHS in the selection of appropriate standards and
conventions that will be applied to the V&V activities. Any findings or discrepancies
between these agreed-upon standards and conventions and the existing IT system
implementation will be documented and addressed in later phases of the program as
appropriate.

1.2.2.7 Field Test Extension Options

Prior to the start of field testing, the Government may exercise an option(s) to extend
field testing beyond the initial ten (10) weeks for 30 to 60 days. These optional efforts
shall be exercised before, or during, the 1-month Baseline Calibration effort of Section
1.2.2.3 of this PWS. The option(s) will be exercised via a funded modification to this
Task Order.

If the field test is extended, the contractor shall provide the same level of base support
as provided in the initial 10 weeks for Option 1 (a 30-day extension) and Option 2 (a 2"
30-day extension). The contractor shall provide all consumables and technical support
required to repair, maintain and operate the twelve (12) biodetector units 24 hours a day,
7 days a week (24/7) for the extension period. The contractor shall also be responsible
for collecting and reporting reliability, availability, maintainability and testability data for
the duration of the extension period.

1.2.2.8 Limited Operational Test Extension

At the conclusion of the Operational Environment Field Test, the Contractor shall

continue to operate four (4) NG-ADS units in the field to gather additional reliability data, /[ Deleted:

for a period of six (6) months

J

Unit operation will continue until 2 weeks prior to the end of the LAST MONTH of
operations (currently January 2012). During this period, the Contractor will continue to
monitor component failures. Failure data will be collected and reported on a bi-weekly
basis. The bi-weekly Failure Reports will include all observed component failures by
fielded instrument, the sub-system at fault, and the required corrective maintenance
action needed to repair the problem and restore the system /subsystem. The bi-weekly
reports will be delivered ten (10) days after the completion of each two week reporting
period.
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storage. After the completion of the post-test recovery period, the contractor will, if
directed by the Government, transport the units and associated materials to the

Government’s facility /[ Deleted:
~—

or storage. \{ Deleted:

1.2.2.9 Operational Demonstration Option

After the conclusion of the Operational Environment Field Testing, the Contractor will
conduct an Operational Demonstration of the candidate Gen-3 technology at three (3)

sites located at Three (3) of the NG-
ADS units tested in will be relocated to sites at designated by the
Government.

All site preparation will be
completed by DHS prior to equipment installation. The units will be operated during a
baseline period of three (3) weeks after all necessary operational policies and
procedures have been established, followed by an Operational Demonstration lasting
until twenty one (21) weeks after award. At the completion of the Operational
Demonstration, there will be a post-test recovery period of approximately one (1) week

at which time the contractor will de-install.and return the three (3) units fo the /[ Deleted:

, clean, remove, ]

These units, along with other units located atthe {Deleted: plus one (1) engineering unit ]

(currently six (6) units in total, which includes one (1) unit
from Task Order 1), will be prepared for long term storage. The contractor will, if

directed by the Government, then transport the units to the Edgewood Chemical /[ Deleted:

Biological Center (ECBC) in Aberdeen Proving Ground, MD for storage_on a date
coordinated with ECBC and the Government.

During the Operational Demonstration test period, the Contractor will monitor component
failures. Failure data will be collected and reported every two (2) weeks. The Failure
Reports will include all observed component failures by fielded instrument, the sub-
system at fault, and the required corrective maintenance action needed to repair the
problem and restore the system /subsystem. The reports will be delivered ten (10) days
after the completion of each two week reporting period.

will be co-located with each NG-ADS for the duration of the
demonstration.

The NG-ADS units’ operation will be supported using

The Contractor will provide all required consumables, spares and other support
equipment necessary to support this operation. The Contractor will provide technical
support required to repair, maintain and operate the biodetector units during this period.
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1.2.2.9.1 Operational Demonstration Alternate Location

In the event that an Operational Demonstration at becomes unfeasible, the
Contractor will alternately install and operate the three (3) NG-ADS units at three
outdoor sites a The timing and duration of the activities
will be the same as described above in 1.2.2.9.

1.3 Other Requirements

1.3.1 Program Reviews

1.3.2 Management Information

The Contractor shall submit Monthly Project Status Reports (MPSR) no later than the
fifteenth workday after the reporting calendar month. Reports will include breakouts by
Task Order and SOO Test Events. The Contractor shall provide an MPSR that includes
the following elements:

e Project Cost by Task Order:
o Budget at Completion (BAC)
o Actual Cost (AC)
o Accrued Cost (estimates)
o Cost Variance (CV) - Actuals vs. Budget

e Estimate at Complete (EAC)

o Estimate to Completion (ETC) [ Deleted: 08/18
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o Cost Funds Status

e Performance/Schedule by Task Order and Test Event: [ Deleted: 1
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Project Schedule
Overall Technical Performance Evaluation
Completion percentage of the Milestones and/or Deliverables
Schedule Variance (SV)
o Variance at Completion (VAC)
¢ Risk Management by Task Order and Test Event:
o Risk Reporting Matrix
o Risk Mitigation Worksheet

O O O O

Current period values and cumulative values for data, variances, and forecasts will be
provided in numerical format showing values and in graphical format showing trends.
Any schedule variance on the critical path will be identified and its impact on subsequent
milestones and the project cost and schedule quantified.

The Contractor shall also deliver a draft Program Management Plan and final Program
Management Plan. The draft Project Management Plan will be submitted 15 days after
a task order is received, with a final submittal reflecting Government input due 30 days
after the task order is received. The Project Management Plan shall provide a detailed
schedule, including a critical path analysis, along with a narrative discussing the salient
issues affecting task execution in terms of needed technical inputs and analysis to meet
cost, schedule, and performance in the task execution.

1.3.3 Technology Readiness Assessment

The Contractor shall provide adequate information to permit the Government to
determine the TRL level of the NG-ADS technology throughout the course of the
program.

1.3.4 Configuration Management

Minor modifications and adjustments to the NG-ADS equipment or manufacturing
processes may be required as a result of characterization and field testing. To ensure
that the Government is fully engaged and informed about the NG-ADS and the various
options for improving them, the Contractor shall maintain a robust configuration
management system. The Contractor shall submit proposed changes/modifications that
result from the characterization or field testing to the Government for approval

Once units are delivered for testing, all changes will be reviewed and approved by DHS
before they are implemented during Operational Environment Field Testing.

If the program implements modifications or changes that require additional [ Deleted: 08/18

characterization and system tests, the Contractor will provide the consumables and { Deleted: 10
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in accordance with the contract’s changes clause (FAR 52.243-2).

The Contractor shall implement drawing configuration management consistent with Task
Order 1.

1.3.5 Occupational Health and Safety

Prior to delivery of the ready-to-test NG-ADS units, the Contractor shall self-certify that
the units being delivered are safe to operate and that all known occupational safety and
health concerns are appropriately mitigated.

1.3.6 Technical Exchange Meetings

The Contractor shall prepare for and support technical exchange meetings (TEM) as
required to discuss technical issues and agree on an appropriate path forward.

1.4 Deliverables

The Contractor shall deliver the equipment, documentation and training listed in Table 1,
Table 2, and Table 3, below. Inspection and acceptance of each NG-ADS unit will take
place after the installation and activation at each of the operational testing sites in
accordance with FAR 52.246-3, Inspection of Supplies - Cost Reimbursement. This
inspection will be done during the Contractor's activities that are necessary to install the
units and acceptance will be based upon the successful completion and review of the
Contractor's installation checklist. DHS will provide acceptance or comments within 2
calendar weeks of submittal of all data deliverables. Comments and changes will be
incorporated once into a single, final submittal. Final coordination of the training
deliverables outlined in Table 3 will occur upon completion of the equipment deliverables
outlined in Table 2.

Table 1 Program Deliverables

Description Due
Monthly Project Status Report (MPSR) NLT 15th of each month
Technical Exchange Meetings 1st TEM NLT 30 days ARO

Subsequent meetings as required, not

to exceed 1 meeting per month
Draft 15 days ARO

[Deleted: 08/18
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Final 30 days ARO
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Description

Due

Trip Reports

As needed

Summary Subcontract Report

Oct 30 for period 10/1-9/30

RAM-T - IT Signal Processing V&V Report
Generation

Upon the completion of IT V&V Testing

Safety Assessment Report

Prior to delivery of NG ADS units

Material Safety Data Sheets (MSDS)

2 months ARO

Technology Readiness Assessment
support materials

Concurrent with final report

FRACAS summary report

At 14 day intervals, commencing 10
days after start of Operational
Environment Field Test and ending 1
month after completion of Operational
Environment Field Test; NOTE: During
Field Testing, reports will be submitted
to the Gen-3 OTA, not the Program
Office.

Complete FRACAS data set

With final FRACAS summary report

Maintenance and Operator manual(s)

30 days prior to start of Operational
Environment Field Test

Site log, 1 for each system, during pre-test
(Baseline Calibration) and post-test periods

Delivered weekly during pre-test and
post-test periods

Failure Reports during the Limited
Operational Test Extension

At 14 day intervals, beginning ten (10)
days after the completion of the first two
(2) week reporting period.

Failure Reports during the Operational
Demonstration

At 14 day intervals, beginning ten (10)
days after the completion of the first two
(2) week reporting period.

Table 2 Equipment Deliverables

Description

Due

Twelve (12) NG-ADS Units for

NLT 4 months ARO

Spares and consumables in support of
Detector Baseline Calibration, Operational
Environment Field Testing, Limited
Operational Test Extension, and
Operational Demonstration

First delivery NLT 4 months ARO; certain
consumables and spares may be delivered
in multiple, time-staggered deliveries after
the first delivery

Equipment for signal receipt at jurisdiction

Concurrent with the associated training
class

Table 3 Training Deliverables

12/09/2011
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Description

Due

User Interface Training in the Field Testing
Jurisdiction

after start of
Detector Baseline Calibration

| Technical Orientation Training support
materials

receipt of order

Archive Retrieval Training and associated
materials

Prior to the start of Detector Baseline
Calibration

user interface training for up
to 3 personnel as part of the Operational
Demonstration

the completion of
installation of units for the Operational
Demonstration

Refresher training on user
interface as part of the Operational
Demonstration

the initial
user interface training session

12/09/2011
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Attachment 1 - Task Order 2 Spares List

Baseline Scope Spares List
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Option 1 Spares List

Option 2 Spares List
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NOTE: Baselines Scope Spares not utilized/consumed in support of Task Order
2 Field Test activities shall be available for utilization/consumption for Option
1 and Option 2 Field Test Extensions, the Limited Operational Test Extension
test period, and the Operational Demonstration.
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