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Legal Notifications

No Endorsement Notification

Any reference on this website or materials on this website to any specific commercial products, processes, or services by
trade name, trademark, manufacturer, or otherwise, does not constitute or imply its endorsement, recommendation, or
favoring by the Department of Homeland Security or the United States Government.

Hyperlinks Web sites do not constitute endorsement by DHS of the Web site or the information, products, or services
contained therein. DHS does not exercise any editorial control over materials on this website or the information on non-
DHS Web sites.

Disclaimer Notification

The views, opinions, findings, conclusions, or recommendations expressed in the materials on this website are those of
the authors and do not necessarily reflect the official policy or position of the Department of Homeland Security (DHS) or
the United States Government. The publication of these views by DHS does not confer any individual rights or cause of
action against the United States. Users of information in the materials assume all liability from such use.



Call to Action: Industrial Systems are under Cyber Attack
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The Cyber threat to industrial systems is real and growing
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The worm exploits a security flaw in Windows, but that is “old news” – the new threat here is that the creators of the worm specifically targeted a modern Industrial Control system from Siemens.  This means that the bad guys had expertise in programming Siemens systems, and used this knowledge to target industrial facilities.  

We used to believe that the control systems of a plant were too specialized for hackers to attack effectively – this worm proves that there are people out there who can and will invest in the specialized skills needed to attack specific industrial systems.  And Shodan (along with other “hacking” tools) provide the tools to identify and map systems that are vulnerable to exploitation, including industrial control and automation systems.

This is an example of a Stage 2-to-Stage 3 Cyber Exploit:

Stage 1: Passive Exploitation
Reconnaissance, Mapping, Code Injection, Find weaknesses

Stage 2: Active Exploitation
Steal blueprints, Create Disinformation, Success would mean that there may never be a need to go to  Attack

Stage 3: Attack
Take down a utility, Disrupt a supply chain, Create financial mis-trust
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Call to Action: CFATS - Getting Serious About Security

“This rule establishes risk-based performance standards for the
security of our Nation’s chemical facilities.

It requires covered chemical facilities to prepare Security
Vulnerability Assessments (SVAs), which identify facility security
vulnerabilities, and to develop and implement Site Security Plans
(SSPs), which include measures that satisfy the identified risk-
based performance standards (RBPS).”

* 6000+ U.S. Chemical Plants have been
designated “in scope” for CFATS by the
Department of Homeland Security (DHS)

« CFATS process:
— Site Vulnerability Assessments
— Site Security Plans
— Site Inspections (by DHS)

— Implementation or Correction of Plan
— Compliance and Recordkeeping

This is where we are now in the CFATS process
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Department of Homeland Security (DHS) has started inspecting chemical sites for CFATS compliance, and announced recently that they are increasing the number of inspection teams on the ground.  CFATS sites must be ready for DHS inspection teams to come and ask questions about their vulnerabilities and security plans, both for Physical and Cyber Security risks.  


We Believe ...

* CFATS Site Inspections were a “call to action” to invest in cyber security
readiness at the plant ICS level.

- But the imperative for action goes “beyond CFATS"; we need to make
sure we understand - and can describe - the risk to global manufacturing
operations from the increasing cyber threat to ICS.

- Consequence-based risk assessments in global manufacturing operations
- Gap analysis against CFATS and enterprise IT security policies and standards
* Prioritized action plans to close gaps and reduce the risk to manufacturing operations

» Cyber Security in chemical plants is challenging due to the differences
between enterprise-business and plant-control systems.
* As a result, many plants are not prepared for a cyber inspection
— ...or, much worse, a major incident with operational and/or SHE impact

» Meeting this challenge requires combined domain expertise in IT Security,
|ICS and Manufacturing Operations, with consistent cyber policy from the
Enterprise Data Center to the Plant Control Room.

Compliance is not enough — we must go “Beyond CFATS” to meet
today’s cyber threats to manufacturing operations.
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 CFATS = Chemical Facility Anti Terrorism Standards à  Department of Homeland Security (DHS) is governing agency

When the DHS inspection team comes onsite, the plant must have three critical pieces of information readily available:
  1.  A complete inventory of all of the Control and Automation Systems in the plant.
  2.  An assessment of the consequence-based risk for a cyber attack on each system and the standards in place to secure them from cyber attack.
  3.  A plan to mitigate or remediate any gaps found in the standards applied to the systems.


Meeting the Imperative for Action: ICS Cyber Security
Readiness Assessments - CFATS and Beyond

= Cyber Security Inspection and Risk Assessment of Assets
» MTSA, Responsible Care, and Global Standards Assessments
» Automation & Control System Cyber Risk Reduction
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CSC combines world-class Cyber Security skills with deep Manufacturing domain
knowledge to meet the challenges of ICS Security and beyond
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 CFATS = Chemical Facility Anti Terrorism Standards à Department of Homeland Security (DHS) is governing agency
 MTSA = Maritime Transportation Security Act à  Coast Guard (as part of the DHS) is the governing agency
 Responsible Care = American Chemistry Council Responsible Care Security Code  à  ACC members commit to standards for security 

CSC offers this service to:
Assure plant readiness for a CFATS Cyber Security inspection.
Prepare plants to meet the cyber audit requirements for other standards:  ACC Responsible Care, MTSA, global internal standards, etc
Define, prioritize, and justify the investment needed to reduce highest impact plant cyber risks for manufacturing facilities.

CSC’s approach harmonizes Plant Cyber Security into the disciplines, methodologies, and policies of Enterprise IT Security while enabling the evaluation of plant cyber risks in an Enterprise Risk Management analysis.


Building the ICS Cyber Security Roadmap

Risk Assessment Gap Analysis Remediation & Mitigation Prioritization and Roadmap
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RISK ASSESSMENT:
 Risk Drivers include Regulations, Internal and Industry Standards, Business Impact and Consequences of Cyber Threats
 Inventory includes device-level description of Industrial Control and Automation Systems, plus critical Manufacturing Data and Applications 
 Analysis of Plant Cyber Readiness: how prepared is plant for cyber threats?  how prepared is plant for audit or inspection of cyber security plans?
 CSC approach includes consequence-based risk in terms of Safety/Health/Envioronmental Impact, Financial/Operational Impact, and Company Image/Reputation Impact.

GAP ANALYSIS:
 Desired Future State to meet Compliance, Standards requirements and Risk Tolerance of the Business
 Gap Analysis will document gaps in current vs. future state

REMEDIATION & MITIGATION:
 Define Resource (People and Skills), Operational (Policies and Procedures) and Technology needs to close gaps
 Deliver an estimate of the level of investment required – this allows a business decision to be made (cost vs level of acceptable risk)

PRIORITIZATION AND ROADMAP:
  The Roadmap defines a disciplined approach to meeting the cyber security vs cost objectives
 Executive alignment and governance required for success
 To make the investment decision, map Initiatives, Impact, and Priority to Business/Operations Strategies


Critical Success Factors for ICS Cyber Security Assessments

* Engage the plant process owners, operations staff, and technical
support staff in the plant directly.

* Give real world examples of exploit techniques and concerns as
part of the information gathering and assessment activities.

* Intentionally build cyber security awareness training for the plant
operations and engineering staff into the assessment process.

» Understand that cyber security gaps will be a combination of
people, process, and technology and actively engage all three
aspects to assess and close gaps (including ICS suppliers).

* The engagement and awareness better aligns IT, Security and
Operations stakeholders in understanding of how cyber risk is
measured and managed.
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Key Learnings from ICS Cyber Security Programs

A standard framework for assessing consequence-based risk is critical to
making informed decisions on plant cyber security investments:

— Assessments should be done at the ICS device level.

— Consider the impact on Safety/Health/Environment, Operations/Cost, and
Company Image/Brand.

— Measure gaps against compliance requirements, company IT security policies,
and industry standards.

* The uptime and process safety needs of Manufacturing Operations and
the discipline and rigor of IT Security should be included in the Program.

« Common ICS cyber security gaps that need to be addressed include:
— Hardening operating systems
— Locking down removable media ports
— User account and password management
— File transfer security
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Case Study: ICS Cyber Assessments for a Global Chemical
Company

* Client Challenge

— Their manufacturing plants were slow to respond to Cyber Security requirements, resulting in unknown
(assumed high) cyber risk and CFATS compliance issues

* Client Call to Action

— DHS announced CFATS Site Security Inspections were commencing in the 2nd Half of 2010; this impacted
30+ manufacturing sites for this client.

— Senior Operations Executives requested a report on the cyber risk to manufacturing operations and an
estimate of cost to reduce the risk.

« CSC Solution

— Plant Cyber Security Assessments for the plant sites (using CFATS sites as a priority), combining CSC'’s
deep domain knowledge in Chemical Manufacturing Systems with world-leading Cyber Security expertise to
lead the plants in delivering:

« Consequence-based risk assessment of all plant Automation and Control Systems
- Gap Analysis of the plant systems’ cyber security vs required (regulatory and policy based) standards
* Remediation Roadmap with cost estimates to close the identified gaps

» Client Value delivered:
— Complete Risk Assessment & Remediation Plans to meet Security Policy and CFATS requirements.
— Clear understanding of risk to Manufacturing Operations across key plants.
— Comprehensive approach to rolling out Plant Cyber Security Standards globally.
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