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Legal Notifications  
 
No Endorsement Notification 
Any reference on this website or materials on this website to any specific commercial products, processes, or services by 
trade name, trademark, manufacturer, or otherwise, does not constitute or imply its endorsement, recommendation, or 
favoring by the Department of Homeland Security or the United States Government.   
  
Hyperlinks Web sites do not constitute endorsement by DHS of the Web site or the information, products, or services 
contained therein. DHS does not exercise any editorial control over materials on this website or the information on non-
DHS Web sites.  
 
Disclaimer Notification  
The views, opinions, findings, conclusions, or recommendations expressed in the materials on this website are those of 
the authors and do not necessarily reflect the official policy or position of the Department of Homeland Security (DHS) or 
the United States Government. The publication of these views by DHS does not confer any individual rights or cause of 
action against the United States. Users of information in the materials assume all liability from such use. 
 
  
 



Threat Assessment 

• Current threat assessment: 
– OBL and AQ leadership/communication disruption has 

• lowered the threat of a major coordinated attack 
• Increased the activity and potential of individual or small 

group independent attacks 
– The latter is more difficult to identify/disrupt 
– Advance warning is unlikely 

– Significant progress has been made in both site and 
supply chain security 
• CFATS, MTSA in the US 
• Expansion of CTPAT to EU, Green Lane projects to 

China 
• Seveso & Authorized Economic Operator process in EU 
• Voluntary industry efforts 
• Global implementation of Responsible Care through 

ICCA 

 



Industry Response 

• The government and industry response in 
the US to the potential of a direct terrorist 
attack was quick and appropriate. 

• Outside the US the reaction was mixed 
and now the global threat picture is 
changing 

• We need to focus on this global picture 
– An indirect attack or an insider threat is much 

more likely than a direct attack at our sites 

 



Dow 

• Over 1000 suppliers 
• 2.5 million product shipments to more than 

45,000 customer locations in 160 countries each 
year 
– 67% by land, 33% by marine 

• Over 500 manufacturing, administration and 
research facilities around the world 
– Growing and typically in areas of higher risk 

• Thousands of site entries, phone/internet orders, 
miles of shipments 
– Many potential vulnerabilities 
– Each represents a potential “hole in your fence” 





Cross-functional integration 

• Issues Management Team for Public Safety and 
Chemical Security 
– Emergency Services & Security 
– Supply Chain 
– Process Safety 
– Info/Systems security 
– Government & Public Affairs 
– Legal 

• Global Team & Geographic Area Teams 
• Focus on issues & operational implementation 

 



ES&S Work Processes 

• Implement Responsible Care Codes 
consistently on a global basis 

• Emergency Services & Security 
Work processes consistently on a 
global basis 
– Dow’s global security plans and upgrades are 

implemented globally, but applied locally. 
– Global Implementation with Site and area 

flexibility requires threat assessments that are 
timely and applicable. 

 



• Gate-to-gate safety & security 
– Positive identification, site entry requirements 
– Order entry/customer verification 
– Qualification/assessment of logistics providers 
– Container selection/inspection 
– loading/unloading procedures 
– Container securement & sealing 
– Emergency response preparedness & procedures 
– Reduce shipments of highly hazardous materials by 

50% 
• Includes all toxic inhalation hazards and flammable 

hazards 

 
 

Global Standards 
 



Global Standards 

• Inbound/Outbound transportation of products & 
raw materials including Dow-to-Dow shipments 

• Shipments arranged by 3rd party logistics service 
providers 

• Exchanges/swaps/tolls/direct purchases under a 
Dow bill of lading 

• Shipments for all Dow businesses and wholly-
owned companies 

• Shipments for Dow joint ventures 
• Material handled/stored for further distribution by 

Dow 



Global Standards 

• Physical Security 
– Site vulnerability assessments & Responsible Care risk tiers 

established for all sites globally 
– Physical and personnel security global standards established 

for each tier 
– All facilities have a designated site focal point for security and 

site crisis management implementation 
• Supply Chain 

– Site security vulnerability assessments include loading and 
unloading facilities 

– All facilities have a designated site focal point for supply 
chain and site crisis management implementation 

– Potential product sales are screened 
– Baseline risk reviews against scenarios are conducted 

• Both integrated through global multi-level security plans 
adjusted against current risk on a site, geographic area or 
global basis  
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Summary 

• The threat has evolved 
– Insider or indirect attacks by individuals or 

small groups are the emerging threat 
• Sites and supply chain remain potential 

targets 
– Possibly as a target of attack, but more likely as 

a source for diversion 

– Implementation of corporate/global plans, 
operating discipline or work processes is 
critical to closing potential vulnerabilities 
• People implement those plans every day 
• Their awareness/engagement is key to success. 
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