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DEPARTMENT OF HOMELAND SECURITY 
Office of the Chief Information Officier -

Infrastructure Operations -
Mission Critical Infrastructure Operations 

STATEMENT OF WORK (SOW) 

1. PROJECT TITLE: Secure/Non-secure Video Teleconferencing (VTC) Operations and Data 
Communications Support 

2. BACKGROUND: 
In December 2002 the Office of the Chieflnformation Officer (OCIO) deployed the first phase 
of the DHS Secure Initiative to all State Emergency Operations Centers (EOCs). The purpose of 
this initiative was to provide the Office of Homeland Security with a secure means of 
communicating with the various State Governors which included secure video teleconferencing, 
secure voice, and secure facsimile capabilities (i.e., DHS Secure Initiative). 

In mid-2004 the OCIO was asked to assist in the development of a secure data network within 
the United States. After a review of the requirement and availability of existing DHS capabilities 
it was agreed to utilize the existing resources of the DHS Secure Initiative already in place, 
specifically utilizing the video teleconferencing component of the DHS Secure Initiative. DHS 
OCIO then tasked the Mission Critical Infrastructure Operations (MClO) Team with providing 
this support. Therefore, MCIO has a need to provide on-going support to the current systems in 
place. In addition, DHS has identified the need for the expansion and enhancement of the system 
and operational capabilities. 

3. SCOPE: 

The Contractor shall provide operations and data communications technical support to all DHS' 
Audio/ Video Teleconferencing (AV/VTC) sites and HSIN-S sites. This effort falls under 
Functional Area 2 - Operations and Maintenance. 

4. APPLICABLE DOCUMENTS: 

Not applicable 

5. SPECIFIC TASKS: 

5.1 Task Order Management Plan 
The Contract shall provide a Task Order Management Plan that describes the technical approach, 
organizational resources and management controls to be employed to meet the cost, performance 
and schedule required throughout Task Order execution. 
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5.2 Server Administration: 
The Contractor shall provide server administration support that includes, but is not limited to, 

5.2. l User Account management, Back-up administration, security administration, 
installing and configuring updated software patches, 

5.2.2 Management of servers (e.g. are up and available and meet OHS security 
requirements). 

5.3 User Administration: 
The Contractor shall provide user administration support that includes, but is not limited to, 

5.3. l Management of a fully integrated secure communications capability, including 
voice, data and video. 

5.3.2 Creation and management of User Accounts, verifying that Users are cleared to 
access systems, creating new accounts, setting up secure phone equipment, 
laptops, video and other equipment accounts, 

5.3.3 Configuration, testing, and management of workstations for deployment to remote 
site locations. 

5.3.4 Management of currently deployed remote workstations 

5.4 Portal Administration: 
The Contractor shall provide portal administration support that includes, but is not limited to, 

5.4.1 Ensuring the availability of the web-based portal applications, verifying that the 
portal meets current OHS security policies, back-up, installing and updating 
software patches. 

5.5 Data Base Administration: 
The Contractor shall provide data base administration support that includes, but is not limited to, 

5.5.1. Managing the SQL databases, 
5 .5 .2 Ensuring the availability of the web-based portal applications, verifying that the 

portal meets current OHS security policies, backing-up data, installing and 
updating software patches, 

5.5.3 Development, implementation, and maintenance of databases. 

5.6 Engineering Services: 
The Contractor shall provide engineering services support that includes, but is not limited to, 

5.6.1 Updating the design and engineering plans for DHS's AVNTC sites and HSIN-S 
sites, 

5.6.2 Updating initial design and implementing project plans, VISO diagram, current and 
intended systems changes, 

5.6.3 Providing Certification & Accreditation (C&A) package updates, 
5.6.4 Ensuring that documentation meets the OHS policy for work configuration 

management. 
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5.7 Audit Reports Support: 
The Contractor shall provide audit reports support that includes, but is not limited to, 

5.7.1 Reviewing current performance, status and/or audit requirement documentation 
for completion, compliance, consistency, and accuracy in accordance with 
Federal, DHS and MCIO policies. 

5.7.2 Updating current performance, status and/or audit requirement documentation in 
order to align to current and future MCIO requirements. 

5.7.3 Developing, implementing and managing new performance, status, and/or audit 
reporting requirements. 

5.7.4 Managing performance, status, and/or audit reporting requirements. 

5.8 Systems Integration Support: 
The Contractor shall provide system integration support that includes, but is not limited to, 

5.8. l Ensuring that all new implementations are within DHS standards for integration 
with internal DHS components and other Agencies. 

5.8.2 Integration of additional/enhanced features, infrastructure. 

5.9 Equipment Management/Inventory/Maintenance: 
The Contractor shall provide equipment management/inventory/maintenance support that 
includes, but is not limited to, 

5.9.l Developing, implementing, and managing of all DHS enterprise secure and non
secure equipment inventory system, 

5.9.2 Developing a consolidated inventory of all secure and non-secure equipment. 

5.10 Optional Task- DHS Enterprise VTC Maintenance Support: 
This is an optional task that encompasses DHS enterprise wide VTC maintenance support, 
wherein the Contractor would be supporting various DHS Agencies. There are currently one 
hundred twenty-eight (128) sites around the country. Below are the services required to provide 
this type of support. 

5.10.1 Advanced Maintenance - Next Day on-site repair with parts and labor 
5.10.2 Benchmarking and Best Practices - The assessment and evaluation of the 

implementation ofVTC across those elements ofDHS that are covered under the 
maintenance agreement in order to identify and recommend best practices to 
improve the use of video by DHS. 

5.10.3 Installed Base Inventory- Keeping track and managing, by serial number, 
all the elements of the secure/non-secure VTC systems across DHS. 

5.10.4 Solution Architect Consulting - Providing expertise to develop solutions to meet 
requirements of the DHS VTC network. 

5.10.5 Training 
5.10.6 7 x 24 telephone support 

5.10.6. l Dedicated 1- 800 Number 

The Not-To-Exceed (NTE) value for Task 5.10 is $650,000.00. 
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6. DELIVERABLES AND DELIVERY SCHEDULE: 

Deliverable Description Delivery Date 

The Task Order Management Plan describes the Ten (IO) days 
Task Order technical approach, organizational resources and after Award 
Management management controls to be employed to meet the cost, 
Plan performance and schedule required throughout Task 

Order execution. 

Thi' narrative report shall include, but not be limited to, 
Monthly on the 

Monthly Status the overall status, and any additional recommendations 
1 o"' the month Report to increase the program implementation or technical 

efficiency. 

A monthly report that includes, at a minimum, man-hour Monthly - on the 
Cost Report cost data (by labor category), accumulated funds, I 0th the month 

funding spent, and balance remaining 

A weekly report that reflects the tasks and actions 
completed during the period of time in question for each 
individual performing under this SOW. At a minimum, 
the report shall include: 

Weekly Status Weekly- on the 
Report a. A description of the tasks completed and a Friday week. 

forecast of tasks 

b. Issues/problems encountered and recommended 
solutions 

c. Action item tracking and resolution 

All Deliverables shall be submitted by the Contractor in electronic copy, along with one (1) 
hardcopy, to the COTR identified in the SOW. Electronic copies shall be compatible with a 
PC operating in a Windows environment using Microsoft Word, Microsoft PowerPoint, 
Microsoft Excel, Microsoft Project, and Microsoft Access. Electronic copies may be 
provided on a CD as agreed by both parties. When electronic submission is used the 
Contractor shall ensure appropriate measures are used for security and encryption of 
transmission of the information. 

7. GOVERNMENT FURNISHED EQUIPMENT AND INFORMATION: 

7.1 Government Furnished Information (GF]): 
The Government shall provide the Contractor the following GFI. 

Item 

OHS Policies and Procedures 

Organizational Charts 

Engineering plans, project plans, and VISO diagram 
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7.2 Government Furnished Equipment (GFE): 
The Government will furnish the necessary equipment to ensure the Contractor has a sufficient 
means to perform the work as outlined in this SOW. GFE may include, but is not limited to, 
laptop or computer, telephone and blackberry. Access to this GFE, electronic mail and voice 
mail shall only be provided once the Contractor personnel passes any required background and 
security checks as outlined in this SOW. 

8. PLACE OF PERFORMANCE: 

The work performed under this SOW shall be performed at the following Government site. 
19844 BLUE RIDGE MOUNTAIN ROAD 
BLD407 
BLUEMONT, VA 20135 

The standard workday for Contractor personnel shall be from 7:00 AM to 5:00 PM. Tasks 5.2 
through 5.9 may in the event of a crisis situation and or a permanent change in day to day 
operations require Contractor to provide 24x7 support. 

Work Space: 
The Government will provide the on-site work space needed for the Contractor to perform the 
work as outlined under this SOW. The Government may provide work space, on an as-available 
basis, while traveling in performance of this SOW. 

9. PERIOD OF PERFORMANCE: 

The period of performance for this SOW is three hundred sixty-five (365) calendar days after 
Award. 

10. SECURITY: 

All contractor personnel selected to perform under this SOW must be cleared to TOP SECRET 
level at a minimum. All personnel will undergo a screening by the Government and be formally 
accepted by the COTR prior to beginning work. 

10.1 General 
The Department of Homeland Security (OHS) has determined that performance ohhis contract 
requires that the Contractor, subcontractor(s), vendor(s), etc. (herein known as Contractor), 
requires access to classified National Security Information (herein known as classified 
information). Classified information is Government information which requires protection in 
accordance with Executive Order 12958, Classified National Security Information, and 
supplementing directives. 

The Contractor will abide by the requirements set forth in the DD Form 254, Contract Security 
Classification Specification, included in the contract, and the National Industrial Security 
Program Operating Manual (NISPOM) for the protection of classified information at its cleared 
facility, if applicable, as directed by the Defense Security Service. If the Contractor has access 
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Section 508 requires that when Federal agencies develop, procure, maintain, or use electronic 
and information technology, Federal employees with disabilities and members of the public with 
disabilities seeking information or services from a federal agency, have comparable access to and 
use of information and data as employees and members of the public who have no disabilities, 
unless an undue burden would be imposed on the agency. By submitting a bid or offer in 
response to this solicitation, the contractor makes an affirmative statement that the product or 
services to be provided are in compliance with the Electronic and Information Technology 
Accessibility Standards (36 CFR 1194) as specified in the Statement of Work or in the technical 
specifications, as a minimum. 

11.4 GOVERNMENT ESTIMATE 
For Tasks 5.1 through 5.9 the government estimates 13,440 labor hours of the following labor 
categories: 
Systems Engineer - Sr 
System Administrator - Jr 
Systems Administrator 
Help Desk Specialist 
Intermediate Configuration Mgmt Specialist 
Database Management Specialist 
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 ___________

(x)

HSHQDC-06-J-00469

x

HSHQDC-06-D-00024

copies of the amendment; (b) By acknowledging receipt of this amendment on each copy of the offer submitted; or (c) By 

separate letter or telegram which includes a reference to the solicitation and amendment numbers.  FAILURE OF YOUR ACKNOWLEDGEMENT TO BE RECEIVED AT 

THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJECTION OF YOUR OFFER.  If by 

virtue of this amendment you desire to change an offer already submitted, such change may be made by telegram or letter, provided each telegram or letter makes 

reference to the solicitation and this amendment, and is received prior to the opening hour and date specified.

See Schedule

6103202150000

GENERAL DYNAMICS ONE SOURCE LLC

Washington DC 20528

Building 410

DHS/OPO/PREP

245 Murray Lane, SW

Prep & Info Analysis Acq Division

Office of Procurement Operations

U.S. Dept. of Homeland Security

Washington DC 20528

Building 410

DHS/OPO/PREP/IA

245 Murray Lane, SW

PREP/INTL Acquisition Suprt. Branch

Office of Procurement Operations

U.S. Dept. of Homeland Security

04/16/2007P00002

 211

13. THIS ITEM ONLY APPLIES TO MODIFICATION OF CONTRACTS/ORDERS.  IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14.

12. ACCOUNTING AND APPROPRIATION DATA (If required)

is not extended.is extended, 

Items 8 and 15, and returning

Offers must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended, by one of the following methods: (a) By completing

The above numbered solicitation is amended as set forth in Item 14.  The hour and date specified for receipt of Offers

11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS

FACILITY CODE CODE 

10B. DATED (SEE ITEM 11)

10A. MODIFICATION OF CONTRACT/ORDER NO.

9B. DATED (SEE ITEM 11)

9A. AMENDMENT OF SOLICITATION NO.

CODE 

8. NAME AND ADDRESS OF CONTRACTOR (No., street, county, State and ZIP Code)

7. ADMINISTERED BY (If other than Item 6)CODE 6. ISSUED BY

PAGE   OF  PAGES

4. REQUISITION/PURCHASE REQ. NO.3. EFFECTIVE DATE2. AMENDMENT/MODIFICATION  NO. 5. PROJECT NO. (If applicable)

1.  CONTRACT ID CODE

AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT

09/29/2006

77 A STREET

NEEDHAM MA 024942806

CHECK ONE

A. THIS CHANGE ORDER IS ISSUED PURSUANT TO: (Specify authority)  THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE CONTRACT

B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying office, 

C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF:

D. OTHER (Specify type of modification and authority)

 appropriation date, etc.)  SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(b).

E. IMPORTANT: Contractor is not, 
is required to sign this document and return    __________________ copies to the issuing office.

 ORDER NO. IN ITEM 10A.

FAR 17.207 Bilateral Modification (Mutual Agreement of Parites)

x

14. DESCRIPTION OF AMENDMENT/MODIFICATION (Organized by UCF section headings, including solicitation/contract subject matter where feasible.)

X

 0

Tax ID Number:

DUNS Number:  610320215+0000

1.  The purpose of this no-cost modification is to revise Section 10 of the Statement of

Work (SOW) entitled, "Security for Classified and Sensitive Requirements," and incorporate

the DD Form 254, Contract Security Classification Specification.

2.  All other terms and conditions remain unchanged and in full effect.

Period of Performance: 09/29/2006 to 09/28/2007

16A. NAME  AND TITLE OF CONTRACTING OFFICER (Type or print)15A. NAME AND TITLE OF SIGNER (Type or print)

15C. DATE SIGNED 16B. UNITED STATES OF AMERICA 15B. CONTRACTOR/OFFEROR 16C. DATE SIGNED

(Signature of person authorized to sign) (Signature of Contracting Officer)

Sheila Holmes

STANDARD FORM 30 (REV. 10-83)

Prescribed by GSA

FAR (48 CFR) 53.243

NSN 7540-01-152-8070

Previous edition unusable

Except as provided herein, all terms and conditions of the document referenced in Item 9A or 10A, as heretofore changed, remains unchanged and in full force and effect.
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11. THIS ITEM ONLY APPLIES TO AMENOMENTS OF SOUCITATIONS 

FAClLiTY CODE 

A. THIS CHANGE ORDER IS ~SSUED PURSUANT TO: (Spscilyaumority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE CONTRACT 
ORDER NO. IN ITEM 10A. 
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copies of the amendment; (b) By acknowledging receipt of this amendment on each copy of the offer submitted; or (c) By 

separate letter or telegram which includes a reference to the solicitation and amendment numbers.  FAILURE OF YOUR ACKNOWLEDGEMENT TO BE RECEIVED AT 

THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJECTION OF YOUR OFFER.  If by 

virtue of this amendment you desire to change an offer already submitted, such change may be made by telegram or letter, provided each telegram or letter makes 

reference to the solicitation and this amendment, and is received prior to the opening hour and date specified.

See Schedule
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Office of Procurement Operations

U.S. Dept. of Homeland Security

Washington DC 20528
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PREP/INTL Acquisition Suprt. Branch

Office of Procurement Operations

U.S. Dept. of Homeland Security
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13. THIS ITEM ONLY APPLIES TO MODIFICATION OF CONTRACTS/ORDERS.  IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14.

12. ACCOUNTING AND APPROPRIATION DATA (If required)

is not extended.is extended, 

Items 8 and 15, and returning

Offers must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended, by one of the following methods: (a) By completing

The above numbered solicitation is amended as set forth in Item 14.  The hour and date specified for receipt of Offers

11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS

FACILITY CODE CODE 

10B. DATED (SEE ITEM 11)

10A. MODIFICATION OF CONTRACT/ORDER NO.

9B. DATED (SEE ITEM 11)

9A. AMENDMENT OF SOLICITATION NO.

CODE 

8. NAME AND ADDRESS OF CONTRACTOR (No., street, county, State and ZIP Code)

7. ADMINISTERED BY (If other than Item 6)CODE 6. ISSUED BY

PAGE   OF  PAGES

4. REQUISITION/PURCHASE REQ. NO.3. EFFECTIVE DATE2. AMENDMENT/MODIFICATION  NO. 5. PROJECT NO. (If applicable)

1.  CONTRACT ID CODE

AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT

09/29/2006

77 A STREET

NEEDHAM MA 024942806

CHECK ONE

A. THIS CHANGE ORDER IS ISSUED PURSUANT TO: (Specify authority)  THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE CONTRACT

B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying office, 

C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF:

D. OTHER (Specify type of modification and authority)

 appropriation date, etc.)  SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(b).

E. IMPORTANT: Contractor is not, 
is required to sign this document and return    __________________ copies to the issuing office.

 ORDER NO. IN ITEM 10A.

FAR 52.217-9 Option to Extend the Term of the Contract

x

14. DESCRIPTION OF AMENDMENT/MODIFICATION (Organized by UCF section headings, including solicitation/contract subject matter where feasible.)

X

 1

Tax ID Number:

DUNS Number:  610320215+0000

The purpose of this modification is to exercise Option Period One of the task order.

Accordingly,

FAR 52.217-9 (JUL 1991), Option to Extend the Term of Contract Services is hereby

exercised.  The period of performance is September 29, 2007 through October 31, 2007.

Period of Performance: 09/29/2006 to 10/31/2007

16A. NAME  AND TITLE OF CONTRACTING OFFICER (Type or print)15A. NAME AND TITLE OF SIGNER (Type or print)

15C. DATE SIGNED 16B. UNITED STATES OF AMERICA 15B. CONTRACTOR/OFFEROR 16C. DATE SIGNED

(Signature of person authorized to sign) (Signature of Contracting Officer)

Michael B. Smith

STANDARD FORM 30 (REV. 10-83)

Prescribed by GSA

FAR (48 CFR) 53.243

NSN 7540-01-152-8070

Previous edition unusable

Except as provided herein, all terms and conditions of the document referenced in Item 9A or 10A, as heretofore changed, remains unchanged and in full force and effect.
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Labor Category
Hourly 
Rate

Total Cost

Senior Engineer - HSIN-S
Systems Admin
Systems Admin
Help Desk Technician - COMSEC
Help Desk Technician - COMSEC
Configuration & Inventory Specialist
Database Administrator
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