
 - 1 - 

 

 

Daily Open Source Infrastructure Report 

13 January 2015 

Top Stories 

 A January 10 fire following an explosion at Husky Energy Inc., a 155,000 barrel-per-day 

crude oil refinery in Lima, Ohio, caused extensive damage to the unit taking out its pumps 

and compressors. – Reuters (See item 1)  
 

 A section of Interstate 94 was closed for approximately 14 hours January 9 following a 

123-vehicle accident that involved 2 semi-trucks carrying dangerous chemicals in Battle 

Creek, Michigan, killing 1 person and injuring 22 others. – NBC News (See item 10)  

 The U.S. Food and Drug Administration announced January 10 that it traced a Listeria 

outbreak that killed 3 people and sickened 32 others to the Bidart Brothers distributor’s 

Safter, California packing plant. – Washington Post (See item 15)  

 Three individuals died and 1 other was wounded January 10 when a gunman targeted 

individuals across 3 locations in Moscow, Idaho, including a Northwest Mutual life 

insurance office and an Arby’s restaurant. – KREM 2 Spokane; Associated Press (See item 

41)  
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Energy Sector 

1. January 11, Reuters – (Ohio) Extensive damage at Husky Ohio refinery unit after 

explosion, fire. A January 10 fire following an explosion at Husky Energy Inc., a 

155,000 barrel-per-day crude oil refinery in Lima, Ohio, caused extensive damage to 

the unit taking out its pumps and compressors. Fire crews worked through January 11 

before the blaze was extinguished and the plant’s output was halted indefinitely while 

authorities assessed the damage. 

Source: http://www.reuters.com/article/2015/01/11/refinery-blast-husky-lima-

idUSL1N0UQ0IB20150111 

 

2. January 11, Ithaca Journal – (New York) Early morning fire contained at Cayuga 

power plant. A turbine fire January 11 at the Cayuga Power Plant in Lansing was 

contained within the area of the turbine and prompted its shut down for safety reasons. 

Crews brought the fire under control and no injuries were reported. 

Source: http://www.ithacajournal.com/story/news/public-safety/2015/01/11/fire-breaks-

cayuga-power-plant/21603783/ 

 

3. January 11, WHIZ 18 Zanesville – (Ohio) Arrests made in Coshocton County copper 

wire theft. Two individuals were arrested by the Coshocton County Sherriff’s Office 

January 9 for allegedly stealing copper wire from numerous power poles. Officials 

started an investigation January 7 following a widespread power outage caused by an 

attempted theft of copper wire from power poles that belonged to Frontier Power and 

AEP. 

Source: https://www.whiznews.com/content/news/local/2015/01/09/arrests-made-in-

coshocton-county-copper-wire-theft 

 

For additional stories, see items 35 and 38 

 

[Return to top] 

 

Chemical Industry Sector 

See items 10, 35, and 38 
 

[Return to top] 

 

Nuclear Reactors, Materials, and Waste Sector 

4. January 11, Chattanooga Times Free Press – (Alabama) TVA reports tritium leak at 

Browns Ferry Nuclear Power Plant. The Tennessee Valley Authority reported 

January 10 that a leak of between 100 and 200 gallons of radioactive water containing 

tritium above U.S. Environmental Protection Agency drinking standards occurred and 

was largely contained within the plant area. The leak was fixed within 3 hours of its 

discovery.  

Source: http://www.timesfreepress.com/news/local/story/2015/jan/11/tvreports-tritium-

leak-browns-ferry/282080/  

http://www.reuters.com/article/2015/01/11/refinery-blast-husky-lima-idUSL1N0UQ0IB20150111
http://www.reuters.com/article/2015/01/11/refinery-blast-husky-lima-idUSL1N0UQ0IB20150111
http://www.ithacajournal.com/story/news/public-safety/2015/01/11/fire-breaks-cayuga-power-plant/21603783/
http://www.ithacajournal.com/story/news/public-safety/2015/01/11/fire-breaks-cayuga-power-plant/21603783/
https://www.whiznews.com/content/news/local/2015/01/09/arrests-made-in-coshocton-county-copper-wire-theft
https://www.whiznews.com/content/news/local/2015/01/09/arrests-made-in-coshocton-county-copper-wire-theft
http://www.timesfreepress.com/news/local/story/2015/jan/11/tvreports-tritium-leak-browns-ferry/282080/
http://www.timesfreepress.com/news/local/story/2015/jan/11/tvreports-tritium-leak-browns-ferry/282080/
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[Return to top]  

 

Critical Manufacturing Sector 
 

See items 35 and 38 
 

[Return to top]  

 

Defense Industrial Base Sector 

Nothing to report 
 

[Return to top]  

 

Financial Services Sector 

5. January 12, Softpedia – (International) New variant of Vawtrak banking trojan 

delivered by Chanitor downloader. Researchers with Zscaler identified a new fraud 

campaign that delivers the Vawtrak (also known as Neverquest or Snifula) financial 

malware using an updated version of the Chanitor downloader. The downloader is 

delivered via phishing emails and the campaign uses encrypted traffic passing through 

the Tor anonymity network to connect with its command and control servers.  

Source: http://news.softpedia.com/news/New-Variant-of-Vawtrak-Banking-Trojan-

Delivered-by-Chanitor-Downloader-469722.shtml 

 

6. January 11, Crystal Lake-Cary Patch – (Illinois; Indiana) ‘Skinny Jeans Bandit’ 

sought in Cary bank robbery. The FBI is searching for a suspect known as the 

“Skinny Jeans Bandit” thought responsible for five bank robberies in Illinois and 

Indiana, with the most recent taking place January 7 at a BMO Harris bank branch in 

Crown Point, Indiana.  

Source: http://patch.com/illinois/crystallake/skinny-jeans-bandit-sought-cary-bank-

robbery 

 

7. January 9, U.S. Securities and Exchange Commission – (Massachusetts; Texas) SEC 

charges Massachusetts-based investment advisers with misappropriation of money 

from investment fund. The U.S. Securities and Exchange Commission filed charges 

January 9 against a Framingham man, three Massachusetts financial advisory firms he 

owns or controls, a Texas financial firm he is believed to control, and others for 

allegedly misappropriating at least $16 million from a fund known as the GL Beyond 

Income Fund. 

Source: http://www.sec.gov/litigation/litreleases/2015/lr23171.htm 

 

[Return to top]  

 

 

 

http://news.softpedia.com/news/New-Variant-of-Vawtrak-Banking-Trojan-Delivered-by-Chanitor-Downloader-469722.shtml
http://news.softpedia.com/news/New-Variant-of-Vawtrak-Banking-Trojan-Delivered-by-Chanitor-Downloader-469722.shtml
http://patch.com/illinois/crystallake/skinny-jeans-bandit-sought-cary-bank-robbery
http://patch.com/illinois/crystallake/skinny-jeans-bandit-sought-cary-bank-robbery
http://www.sec.gov/litigation/litreleases/2015/lr23171.htm
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Transportation Systems Sector 

8. January 11, KCAL 9 Los Angeles – (California) United Airlines plane safely makes 

emergency landing at LAX for mechanical problem. A United Airlines plane 

traveling from Denver made an emergency landing January 11 at Los Angeles 

International Airport after a mechanical problem. The crew and 120 passengers were 

escorted to the gate and no injuries were reported.  

Source: http://losangeles.cbslocal.com/2015/01/11/united-airlines-plane-safely-makes-

emergency-landing-at-lax-for-mechanical-problem/ 

 

9. January 10, WMAQ 5 Chicago – (Illinois) Frozen fuel lines cause cancellations, 

delays at O’Hare. The underground fuel transfer system at O’Hare International 

Airport in Chicago experienced issues after fuel lines were frozen due to low 

temperatures, resulting in at least 16 canceled flights and delays of around 45 minutes 

for other flights January 9.  

Source: http://www.nbcchicago.com/news/local/Frozen-Fuel-Lines-Cause-

Cancellations-Delays-at-OHare-288118171.html 

 

10. January 9, NBC News – (Michigan) Fatal 123-vehicle Michigan pileup prompts 

evacuation. A section of Interstate 94 was closed for approximately 14 hours January 9 

following a 123-vehicle accident in Battle Creek that killed 1 person and injured 22 

others. The accident also involved a semi-truck carrying fireworks and a semi-truck 

carrying formic acid that caught fire, prompting authorities to ask residents within 3 

miles to evacuate their homes as a precaution. 

Source : http://www.nbcnews.com/news/us-news/fatal-123-vehicle-michigan-pileup-

prompts-evacuation-n283071 

 

11. January 9, Associated Press – (New York) Snow, wind close roads, schools; cap 

bitter week in Buffalo. A 132-mile section of the New York Thruway between 

Rochester and the Pennsylvania border was closed overnight January 8-9 due to heavy 

snowfall and high winds creating unsafe driving conditions. Most of the roadway 

reopened to essential traffic January 9, but authorities kept a 70-mile section between 

Buffalo and the Pennsylvania border closed ahead of additional snowfall expected 

January 10.  

Source: http://lancasteronline.com/news/pennsylvania/snowstorm-forces-closure-of--

mile-stretch-of-ny-thruway/article_df67392c-237f-5a5c-b8d3-d564f941243d.html  

 

12. January 9, KBMT 12 Beaumont – (Texas) 4-vehicle crash snarls westbound I-10 

traffic. A section of Interstate 10 west of Beaumont was closed for approximately 2 

hours January 9 after a 4-vehicle crash occurred involving a semi-truck that spilled oil 

on the roadway due to a mechanical failure. 

Source: http://www.12newsnow.com/story/27807426/4-vehicle-crash-snarls-

westbound-i-10-traffic 

 

13. January 9, WXII 12 Winston-Salem – (North Carolina) Lumber yard fire leads to 

highway closure in Mount Airy. Highway 89 in Surry County was closed for 6 hours 

January 9 due to a fire at Mountain Lumber & Pallet Company in Pine Ridge. The 

http://losangeles.cbslocal.com/2015/01/11/united-airlines-plane-safely-makes-emergency-landing-at-lax-for-mechanical-problem/
http://losangeles.cbslocal.com/2015/01/11/united-airlines-plane-safely-makes-emergency-landing-at-lax-for-mechanical-problem/
http://www.nbcchicago.com/news/local/Frozen-Fuel-Lines-Cause-Cancellations-Delays-at-OHare-288118171.html
http://www.nbcchicago.com/news/local/Frozen-Fuel-Lines-Cause-Cancellations-Delays-at-OHare-288118171.html
http://www.nbcnews.com/news/us-news/fatal-123-vehicle-michigan-pileup-prompts-evacuation-n283071
http://www.nbcnews.com/news/us-news/fatal-123-vehicle-michigan-pileup-prompts-evacuation-n283071
http://lancasteronline.com/news/pennsylvania/snowstorm-forces-closure-of--mile-stretch-of-ny-thruway/article_df67392c-237f-5a5c-b8d3-d564f941243d.html
http://lancasteronline.com/news/pennsylvania/snowstorm-forces-closure-of--mile-stretch-of-ny-thruway/article_df67392c-237f-5a5c-b8d3-d564f941243d.html
http://www.12newsnow.com/story/27807426/4-vehicle-crash-snarls-westbound-i-10-traffic
http://www.12newsnow.com/story/27807426/4-vehicle-crash-snarls-westbound-i-10-traffic
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cause of the fire has not been determined. 

Source: http://www.wxii12.com/news/highway-closed-while-crews-battle-

fire/30611330 

 

[Return to top]  

 

Food and Agriculture Sector 

14. January 12, U.S. Food and Drug Administration – (Ohio; Illinois; Pennsylvania) Ohio 

City Foods issues allergy alert on undeclared shellfish in ravioli. Ohio City Foods 

announced through the U.S. Food and Drug Administration January 9 a recall for 

certain lots of its cheese-filled ravioli products due to undeclared shellfish caused by 

mislabeling. The affected products were distributed to retailers in the Cleveland, Ohio 

area, and in Chicago and Pittsburgh. 

Source: http://www.fda.gov/Safety/Recalls/ucm429809.htm 

 

15. January 10, Washington Post – (National) Listeria outbreak that killed three is 

traced to California apple supplier. The U.S. Food and Drug Administration 

announced January 10 that it traced a Listeria outbreak that killed 3 people and 

sickened 32 others to the Bidart Brothers distributor’s Safter, California packing plant. 

The distributor recalled the affected apples that shipped from the facility for processing 

into prepackaged caramel apples for national distribution. 

Source: http://www.washingtonpost.com/news/to-your-health/wp/2015/01/10/listeria-

outbreak-that-killed-three-is-traced-to-california-apple-supplier/  

 

16. January 10, U.S. Food and Drug Administration – (California) The Santa Barbara 

Smokehouse Inc voluntary recall because of possible health risk. The U.S. Food 

and Drug Administration announced January 8 that Santa Barbara Smokehouse Inc., 

issued a recall for several brands and batches of cold smoked salmon products due to 

possible contamination with Listeria monocytogenes. Production of the affected 

products was voluntarily suspended pending an ongoing investigation by the California 

Department of Public Health. 

Source: http://www.fda.gov/Safety/Recalls/ucm429733.htm 

 

17. January 10, U.S. Department of Agriculture – (New York) New York firm recalls 

pork sausage products due to misbranding and an undeclared allergen. The Food 

Safety and Inspection Service reported January 9 that Shirk’s Meats recalled about 

1,062 pounds of Smoked Pork Andouille Sausage due to undeclared peanuts and 

misbranding. The recalled product was packaged in 30-pound bags and shipped to a 

firm in New York for further processing and distribution to retail locations. 

Source: http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-

alerts/recall-case-archive/archive/2015/recall-006-2015-release 

 

18. January 9, Associated Press; Rapid City Journal – (South Dakota) Cattle plunge 

through reservoir ice, die in mass drowning. About 100 cows from the Pine Ridge 

Indian Reservation drowned in the White Clay Reservoir in South Dakota January 7 

after the cattle migrated to the frozen reservoir to shelter from strong winds, prompting 

http://www.wxii12.com/news/highway-closed-while-crews-battle-fire/30611330
http://www.wxii12.com/news/highway-closed-while-crews-battle-fire/30611330
http://www.fda.gov/Safety/Recalls/ucm429809.htm
http://www.washingtonpost.com/news/to-your-health/wp/2015/01/10/listeria-outbreak-that-killed-three-is-traced-to-california-apple-supplier/
http://www.washingtonpost.com/news/to-your-health/wp/2015/01/10/listeria-outbreak-that-killed-three-is-traced-to-california-apple-supplier/
http://www.fda.gov/Safety/Recalls/ucm429733.htm
http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-alerts/recall-case-archive/archive/2015/recall-006-2015-release
http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-alerts/recall-case-archive/archive/2015/recall-006-2015-release
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the ice to shatter under their combined weight. Officials reported that the estimated 

losses totaled about $300,000. 

Source: http://www.washingtontimes.com/news/2015/jan/9/cattle-plunge-through-

reservoir-ice-die-in-mass-dr/ 

 

19. January 9, U.S. Food and Drug Administration – (National) Taj Ethnic Gourmet 

brand issues a voluntary recall for certain retail lots of Indian sauces due to 

potential undeclared peanut allergen. The U.S. Food and Drug Administration 

announced January 9 that Taj Ethnic Gourmet recalled certain lots of Indian sauces 

after the products’ manufacturer was notified by a supplier that cumin used in the 

products tested positive for peanut. The products were packaged in 16-ounce jars and 

distributed nationwide and via Web-based sales. 

Source: http://www.fda.gov/Safety/Recalls/ucm429719.htm 

 

20. January 9, U.S. Food and Drug Administration – (National) Morningstar Farms 

issues allergy alert and voluntary, precautionary recall of Spicy Black Bean 

Burgers and Chipotle Black Bean Burgers in the U.S. due to undeclared peanut 

allergen. The U.S. Food and Drug Administration reported January 9 that MorningStar 

Farms issued a recall for certain lots of Spicy Black Bean Burgers and Chipotle Black 

Bean Burgers after a third party supplier notified the company that one of the spice 

ingredients used in the products may contain undeclared peanut. The recalled products 

were distributed nationwide at retail stores and through foodservice channels. 

Source: http://www.fda.gov/Safety/Recalls/ucm429690.htm 

 

21. January 9, U.S. Food and Drug Administration – (Florida; Louisiana) Winn-Dixie 

recalls bakery Sour Cream Lemon Pies. The U.S. Food and Drug Administration 

announced January 8 that Winn-Dixie issued an immediate recall for certain 7-ounce, 

store-branded Sour Cream Lemon Pies due to undeclared coconut caused by 

mislabeling. The recalled product was sold at select stores in Florida and Louisiana and 

has since been removed from the stores’ bakery departments. 

Source: http://www.fda.gov/Safety/Recalls/ucm429633.htm 

 

22. January 9, U.S. Food and Drug Administration – (National) Con Yeager Spice 

Company issues a voluntary recall for ground cumin and seasoning blends 

(containing ground cumin) due to potential undeclared peanut allergens. The U.S. 

Food and Drug Administration reported January 9 that Con Yeager Spice Company 

issued a recall for ground cumin and multiple seasoning blends that contain ground 

cumin after its supplier, Morris J. Golombeck Inc., notified the company that the 

ground cumin product tested positive for traces of peanut protein. Production and 

distribution of the affected products was suspended until all issues are resolved. 

Source: http://www.fda.gov/Safety/Recalls/ucm429688.htm 

 

For another story, see item 13 

 

[Return to top] 

 

http://www.washingtontimes.com/news/2015/jan/9/cattle-plunge-through-reservoir-ice-die-in-mass-dr/
http://www.washingtontimes.com/news/2015/jan/9/cattle-plunge-through-reservoir-ice-die-in-mass-dr/
http://www.fda.gov/Safety/Recalls/ucm429719.htm
http://www.fda.gov/Safety/Recalls/ucm429690.htm
http://www.fda.gov/Safety/Recalls/ucm429633.htm
http://www.fda.gov/Safety/Recalls/ucm429688.htm
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Water and Wastewater Systems Sector 

23. January 11, WEWS 5 Cleveland – (Ohio) Costumers to conserve water; Lake Erie 

ice limiting supply. Around 200,000 customers in Avon, Avon Lake, and Medina that 

receive water from the Avon Lake Water Regional Water Plant were asked January 11 

to voluntarily cut-back water use due to ice in Lake Erie causing intake issues at the 

plant.  

Source: http://www.newsnet5.com/news/local-news/oh-lorain/avon-lake-regional-

water-asks-customers-to-conserve-water-ice-limiting-supply 

 

24. January 11, U-T San Diego – (San Diego) Polluted runoff closes beach. The 

California Department of Environmental Health issued a general advisory January 11 

for all San Diego County beaches and coastal waters for 72 hours after heavy rainfall 

caused polluted runoff to flow from the Tijuana River into the U.S. Signs will warn 

people away from the water until testing indicates that the ocean is safe for recreational 

use. 

Source: http://www.utsandiego.com/news/2015/jan/11/rainfall-polluted-runoff-closes-

beach/ 

 

For additional stories, see item 18, 35, and 38 

 

Return to top[ ]  

 

Healthcare and Public Health Sector 

25. January 12, Minneapolis Star Tribune – (National) Hospital device may be opening 

for hackers. Infusion-pump manufacturers have begun taking steps to secure devices 

after federal reports in 2014 detailed the potential for hackers and identity thieves to 

hijack the pump on a hospital’s wireless information network and use it to retain 

sensitive information such as patient identity and billing data. 

Source: http://www.dispatch.com/content/stories/business/2015/01/12/hospital-device-

may-be-opening-for-hackers.html 

 

26. January 11, Associated Press – (Texas) Man in Tomball hospital standoff facing 

charges. A man was charged following a 4-hour standoff January 10 at Tomball 

Regional Medical Center in Texas after he became distraught over his son’s condition 

at the hospital and threatened a nurse with a gun. Another son managed to take the 

weapon following a minor struggle and the suspect surrendered without incident 

following negotiations. 

Source: http://www.khou.com/story/news/crime/2015/01/10/gunman-takes-hostages-at-

tomball-hospital/21573687/ 

   

27. January 11, Green Bay Press-Gazette – (Wisconsin) St. Mary’s Hospital reopens 

after forced evacuation. St. Mary’s Hospital Medical Center in Green Bay reopened 

January 11 after 50 patients were transferred to a nearby hospital due to a January 10 

sprinkler system pipe break that caused water damage and a partial roof collapse. 

Source: http://www.greenbaypressgazette.com/story/news/local/2015/01/10/flooding-

http://www.newsnet5.com/news/local-news/oh-lorain/avon-lake-regional-water-asks-customers-to-conserve-water-ice-limiting-supply
http://www.newsnet5.com/news/local-news/oh-lorain/avon-lake-regional-water-asks-customers-to-conserve-water-ice-limiting-supply
http://www.utsandiego.com/news/2015/jan/11/rainfall-polluted-runoff-closes-beach/
http://www.utsandiego.com/news/2015/jan/11/rainfall-polluted-runoff-closes-beach/
http://www.dispatch.com/content/stories/business/2015/01/12/hospital-device-may-be-opening-for-hackers.html
http://www.dispatch.com/content/stories/business/2015/01/12/hospital-device-may-be-opening-for-hackers.html
http://www.khou.com/story/news/crime/2015/01/10/gunman-takes-hostages-at-tomball-hospital/21573687/
http://www.khou.com/story/news/crime/2015/01/10/gunman-takes-hostages-at-tomball-hospital/21573687/
http://www.greenbaypressgazette.com/story/news/local/2015/01/10/flooding-st-marys-st-vincent/21551941/
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st-marys-st-vincent/21551941/ 

 

28. January 11, WWLP 22 Springfield – (Massachusetts) Sunderland nursing home 

evacuated; residents being relocated. Residents from a nursing home in the town of 

Sunderland in Franklin County were evacuated and transported to neighboring medical 

centers and nursing homes January 10 due to a water main break and partial roof 

collapse. Water service was shut off to the building while authorities investigated the 

damage. 

Source: http://wwlp.com/2015/01/10/sunderland-nursing-home-evacuated-residents-

being-relocated/ 

 

29. January 10, Baton Rouge Advocate – (Louisiana) Former health care official admits 

to stealing from companies. The former director of facilities at Mary Bird Perkins 

Cancer Center in Louisiana pleaded guilty January 9 to stealing more than $70,000 

from the center and other health care centers in the State from July 2013 through 

August 2014. The former health care official used fake documentation to conceal his 

criminal history and obtain the pay and benefits associated with being employed by the 

centers while misusing company credit cards for personal purchases. 

Source: http://theadvocate.com/news/11294253-123/former-healthcare-official-admits-

to 

 

30. January 9, Kokomo Perspective – (Indiana) State settles with former dentist accused 

of dumping patient files. A former Kokomo-area dentist reached a settlement with the 

State of Indiana for mishandling medical records containing the personal information of 

over 5,600 patients after more than 60 boxes of patient records from Comfort Dental 

clinic in Indianapolis were found in a dumpster in March 2013. The former dentist was 

ordered to pay a $12,000 penalty. 

Source: http://kokomoperspective.com/kp/state-settles-with-former-dentist-accused-of-

dumping-patient-files/article_3a5dbbfc-9831-11e4-b5ee-2fb4d5ff867a.html 

 

31. January 9, KCBS 2 Los Angeles – (California) Patients at Murrieta hospital may 

have been exposed to man with tuberculosis. The Riverside County Department of 

Public Health contacted individuals January 9 who may have come into contact with a 

patient at Loma Linda University Medical Center-Murrieta who was diagnosed with 

tuberculosis and is undergoing treatment. Health officials urged individuals to be 

screened as a precautionary measure. 

Source: http://losangeles.cbslocal.com/2015/01/09/patients-at-murrieta-hospital-may-

have-been-exposed-to-man-with-tuberculosis/ 

 
[Return to top]  

 

Government Facilities Sector 

32. January 12, Associated Press – (National) Storm making roads slick in Ohio Valley, 

Northeast. A winter storm January 11 that produced freezing rain and snow caused 

slippery roads and forced cancellations or delays for schools across several counties in 

http://www.greenbaypressgazette.com/story/news/local/2015/01/10/flooding-st-marys-st-vincent/21551941/
http://wwlp.com/2015/01/10/sunderland-nursing-home-evacuated-residents-being-relocated/
http://wwlp.com/2015/01/10/sunderland-nursing-home-evacuated-residents-being-relocated/
http://theadvocate.com/news/11294253-123/former-healthcare-official-admits-to
http://theadvocate.com/news/11294253-123/former-healthcare-official-admits-to
http://kokomoperspective.com/kp/state-settles-with-former-dentist-accused-of-dumping-patient-files/article_3a5dbbfc-9831-11e4-b5ee-2fb4d5ff867a.html
http://kokomoperspective.com/kp/state-settles-with-former-dentist-accused-of-dumping-patient-files/article_3a5dbbfc-9831-11e4-b5ee-2fb4d5ff867a.html
http://losangeles.cbslocal.com/2015/01/09/patients-at-murrieta-hospital-may-have-been-exposed-to-man-with-tuberculosis/
http://losangeles.cbslocal.com/2015/01/09/patients-at-murrieta-hospital-may-have-been-exposed-to-man-with-tuberculosis/
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a number of Midwest and Northeast States. 

Source: http://www.msn.com/en-us/news/us/storm-making-roads-slick-in-ohio-valley-

northeast/ar-AA83Y7N 

 

33. January 9, WESH 2 Orlando – (Florida) FHP: 25 kids, 3 adults injured in school bus 

crash in Palm Coast. An accident involving a school bus and 2 other vehicles in Palm 

Coast January 9 left at least 25 Buddy Taylor Middle School students and 3 adults 

injured. 

Source: http://www.wesh.com/news/fhp-6-kids-1-woman-injured-in-school-bus-crash-

in-palm-coast/30612320 

 

For additional stories, see items 36 and 37 

 

 [Return to top]  

 

Emergency Services Sector 

34. January 11, KABC 7 Los Angeles – (California) Inmates set small fires at men’s 

central jail. Fire crews responded to the Men’s Central Jail in downtown Los Angeles 

January 11 after about 50 inmates lit pieces of paper on fire and began throwing them 

out of their cells. Two inmates were treated for smoke inhalation and all of the inmates 

in the wing were transferred while authorities investigated. 

Source: http://abc7.com/news/inmates-set-small-fires-at-mens-central-jail/471388/ 

 

[Return to top] 

 

Information Technology Sector 

35. January 12, Softpedia – (International) Buffer overflow glitch in Wonderware Server 

gets fix from Schneider Electric. Schneider Electric released an update for its 

Wonderware InTouch Access Anywhere Server human machine interface (HMI) 

product for industrial control systems (ICS) that closes a remotely exploitable stack-

based buffer overflow vulnerability. Users were advised to apply the patch immediately 

due to the ease of exploiting the vulnerability.  

Source: http://news.softpedia.com/news/Buffer-Overflow-Glitch-in-Wonderware-

Server-Gets-Fix-from-Schneider-Electric-469690.shtml 

 

36. January 12, SC Magazine – (International) Pro-ISIS group hijacks Twitter accounts 

of regional US media. Attackers identifying themselves as the CyberCaliphate group 

temporarily compromised the Twitter accounts of several news media organizations in 

Delaware, Maryland, New Mexico, and Tennessee. The attackers also linked to a dump 

of Stewart County, Tennessee government documents and alleged personal data of New 

Mexico residents.  

Source: http://www.scmagazineuk.com/pro-isis-group-hijacks-twitter-accounts-

of-regional-us-media/article/391999/ 

 

37. January 9, Krebs on Security – (International) Lizard Stresser runs on hacked home 

http://www.msn.com/en-us/news/us/storm-making-roads-slick-in-ohio-valley-northeast/ar-AA83Y7N
http://www.msn.com/en-us/news/us/storm-making-roads-slick-in-ohio-valley-northeast/ar-AA83Y7N
http://www.wesh.com/news/fhp-6-kids-1-woman-injured-in-school-bus-crash-in-palm-coast/30612320
http://www.wesh.com/news/fhp-6-kids-1-woman-injured-in-school-bus-crash-in-palm-coast/30612320
http://abc7.com/news/inmates-set-small-fires-at-mens-central-jail/471388/
http://news.softpedia.com/news/Buffer-Overflow-Glitch-in-Wonderware-Server-Gets-Fix-from-Schneider-Electric-469690.shtml
http://news.softpedia.com/news/Buffer-Overflow-Glitch-in-Wonderware-Server-Gets-Fix-from-Schneider-Electric-469690.shtml
http://www.scmagazineuk.com/pro-isis-group-hijacks-twitter-accounts-of-regional-us-media/article/391999/
http://www.scmagazineuk.com/pro-isis-group-hijacks-twitter-accounts-of-regional-us-media/article/391999/
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routers. A security researcher reported that the Lizard Stresser for-hire distributed 

denial of service (DDoS) attack tool associated with the Lizard Squad group was found 

to draw bandwidth from infected home, commercial, and educational institution routers. 

The malware used looks for routers which allow access through factory default login 

and password combinations.  

Source: http://krebsonsecurity.com/2015/01/lizard-stresser-runs-on-hacked-home-

routers/ 

 

38. January 9, Securityweek – (International) Library flaw could crash HART-based 

ICS field devices. Emerson Process Management released a patch for a vulnerability in 

the CodeWrights HART Device Type Manager (DTM) used in Emerson’s Fisher 

Control, Micro Motion, and Rosemount industrial control system (ICS) products that 

was discovered by Digital Security researchers. The vulnerability could be exploited by 

an attacker with physical access to a targeted system.  

Source: http://www.securityweek.com/library-flaw-could-crash-hart-based-ics-field-

devices 

 

39. January 9, Securityweek – (International) Microsoft Dynamics CRM affected by self-

XSS vulnerability: Researchers. Researchers with High-Tech Bridge identified an 

issue in the Microsoft Dynamics Customer Relationship Management (CRM) product 

that could allow an authenticated user to perform a self cross-site scripting (XSS) attack 

if manipulated into entering malicious code via social engineering.  

Source: http://www.securityweek.com/microsoft-dynamics-crm-affected-self-xss-

vulnerability-researchers 

 

For another story, see item 5 

 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or 

visit their Web site: http://www.us-cert.gov 

 

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 

Analysis Center) Web site: http://www.it-isac.org  

 

[Return to top]  

 

Communications Sector 

Nothing to report 
 

[Return to top] 

 

Commercial Facilities Sector 

40. January 12, Kansas City Star – (Kansas) Four suspects in fatal gun store robbery 

charged with first-degree murder. An attempted robbery at the She’s A Pistol gun 

shop in Shawnee January 9 initiated a gunfight between 4 suspects and at least 1 of the 

http://krebsonsecurity.com/2015/01/lizard-stresser-runs-on-hacked-home-routers/
http://krebsonsecurity.com/2015/01/lizard-stresser-runs-on-hacked-home-routers/
http://www.securityweek.com/library-flaw-could-crash-hart-based-ics-field-devices
http://www.securityweek.com/library-flaw-could-crash-hart-based-ics-field-devices
http://www.securityweek.com/microsoft-dynamics-crm-affected-self-xss-vulnerability-researchers
http://www.securityweek.com/microsoft-dynamics-crm-affected-self-xss-vulnerability-researchers
mailto:soc@us-cert.gov
http://www.us-cert.gov/
http://www.it-isac.org/
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store’s owners, leaving 1 individual dead. Police arrested the four suspects and three of 

the men and a store owner were transported to an area hospital with injuries. 

Source: http://www.kansascity.com/news/local/crime/article6029079.html 

 

41. January 11, KREM 2 Spokane; Associated Press – (Idaho; Washington) Idaho 

gunman faces 3 murder charges in shooting spree. Three individuals died and 1 

other was wounded January 10 when a gunman targeted individuals across 3 locations 

in Moscow, Idaho, including a Northwest Mutual life insurance office and an Arby’s 

restaurant. Police arrested the suspect following a high-speed chase that crossed into 

Washington, and authorities recovered five guns during a search of the suspect’s 

vehicle. 

Source: http://www.usatoday.com/story/news/nation/2015/01/10/idaho-shooting-

spree/21579043/ 

 

42. January 11, Associated Press – (Maryland) Fire displaces 27 in Fort Washington. A 

January 10 fire at an apartment building in Fort Washington, Maryland, displaced 27 

residents from 11 units that were damaged by the blaze. Investigators determined that a 

malfunctioning furnace was the source of the fire. 

Source: http://www.nbcwashington.com/news/local/Fire-Displaces-27-in-Fort-

Washington-288183691.html 

 

43. January 10, Lafayette Daily Advertiser – (Louisiana) Bomb threat shuts down 

Acadiana Mall Saturday. The Acadiana Mall in Lafayette was evacuated and closed 

for approximately 3 hours January 10 after mall employees received a phone call 

regarding a suspicious package on the property. Police searched and cleared the mall to 

reopen after nothing suspicious was found. 

Source: http://www.theadvertiser.com/story/news/crime/2015/01/10/bomb-threat-

mall/21555575/ 

 

44. January 10, Fort Collins Coloradoan – (Colorado) Early morning fire forces 30 from 

home in Fort Collins. Investigators believe an improperly stored, hot charcoal grill 

may have been the source of a 3-alarm fire at the River Glenn Apartments complex in 

Fort Collins January 10 which displaced 30 residents. Two individuals were injured 

when the structure’s roof partially collapsed. 

Source: http://www.coloradoan.com/story/news/local/2015/01/10/early-morning-fire-

forces-30-from-home-in-fort-collins/21554137/ 

 

For another story, see item 39 

 

[Return to top] 

 

Dams Sector 

Nothing to report 
 

[Return to top] 

 

http://www.kansascity.com/news/local/crime/article6029079.html
http://www.usatoday.com/story/news/nation/2015/01/10/idaho-shooting-spree/21579043/
http://www.usatoday.com/story/news/nation/2015/01/10/idaho-shooting-spree/21579043/
http://www.nbcwashington.com/news/local/Fire-Displaces-27-in-Fort-Washington-288183691.html?partner=nbcnews?par=nbcnews&site=nbcnews.com&cm_ven=nbcnews&cm_cat=Article
http://www.nbcwashington.com/news/local/Fire-Displaces-27-in-Fort-Washington-288183691.html?partner=nbcnews?par=nbcnews&site=nbcnews.com&cm_ven=nbcnews&cm_cat=Article
http://www.theadvertiser.com/story/news/crime/2015/01/10/bomb-threat-mall/21555575/
http://www.theadvertiser.com/story/news/crime/2015/01/10/bomb-threat-mall/21555575/
http://www.coloradoan.com/story/news/local/2015/01/10/early-morning-fire-forces-30-from-home-in-fort-collins/21554137/
http://www.coloradoan.com/story/news/local/2015/01/10/early-morning-fire-forces-30-from-home-in-fort-collins/21554137/
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