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Top Stories 

 A fire that sparked several explosions at the AirGas Mid South facility in Wichita, Kansas, 

January 12 prompted an evacuation of the business and caused an estimated $1.7 million in 

damage to the structure and its contents. – KWCH 12 Hutchinson (See item 2)  
 

 Authorities are investigating the cause of smoke that filled the L’Enfant Plaza subway 

station in Washington D.C. January 12, causing the death of 1 person and injuries to 84 

others. – Fox News; Washington Post; Associated Press (See item 6)  

 Preliminary lab results found a synthetic drug in a holiday bread after 40 individuals were 

sickened after consuming rosca de reyes holiday bread from Cholula’s Bakery in Santa 

Ana, California. – Orange County Register (See item 13)  

 The U.S. Central Command (CENTCOM) announced January 12 that its military networks 

were not compromised and there was no operational impact after attackers claiming 

allegiance to the Islamic State temporarily took control of CENTCOM’s Twitter and 

YouTube accounts. – Washington Post (See item 27)  
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Energy Sector 

1. January 12, Associated Press – (Ohio) Lima refinery will be closed for week after 

explosion. Husky Energy Inc., officials reported January 12 that its oil refinery in 

Lima, Ohio, will remain shut down for about a week as a precaution following an 

explosion and fire January 10 that damaged one if its processing units. 

Source: http://www.toledoblade.com/business/2015/01/12/Lima-refinery-will-be-

closed-for-week-after-explosion.html 

 

[Return to top] 

 

Chemical Industry Sector 

2. January 13, KWCH 12 Hutchinson – (Kansas) Cause of fire at AirGas Mid South 

undetermined. A fire that sparked several explosions at the AirGas Mid South facility 

in Wichita January 12 prompted an evacuation of the business and caused an estimated 

$1.7 million in damage to the structure and its contents. The cause of the fire that 

started where roof work was being done was ruled undetermined, and operations were 

expected to resume January 13.  

Source: http://www.kwch.com/news/local-news/fire-working-at-airgas-mid-south-

evacuation-ordered/30665224 

 

[Return to top] 

 

Nuclear Reactors, Materials, and Waste Sector 

3. January 13, Barre Montpelier Times Argus – (Vermont) Fuel removed from Yankee 

reactor. The U.S. Nuclear Regulatory Commission stated January 12 that the 368 fuel 

assembles in the reactor core of the Vermont Yankee nuclear power plant in Vernon 

were transferred to the facility’s spent fuel pool, the first major step in the 

decommissioning of the 620 megawatt power plant.  

Source: http://www.timesargus.com/article/20150113/NEWS03/701139905 

 

4. January 9, WAMC 90.3 FM Albany – (New York) Cold weather leads to Indian 

Point 3 alarm failure. The operators of the Indian Point nuclear power plant in 

Buchanan began a temporary, partial shutdown of the Unit 3 reactor January 8 after 

cold weather caused two sets of low-low water level indicators in the plant’s refueling 

water storage tank to cease functioning. One of the indicator lines was unfrozen and 

returned to service and operators have 7 days from the incident to restore the other 

alarm or else shut down the reactor. 

Source: http://wamc.org/post/cold-weather-leads-indian-point-3-alarm-failure  

 

[Return to top]  

 

Critical Manufacturing Sector 
 

Nothing to report 

http://www.toledoblade.com/business/2015/01/12/Lima-refinery-will-be-closed-for-week-after-explosion.html
http://www.toledoblade.com/business/2015/01/12/Lima-refinery-will-be-closed-for-week-after-explosion.html
http://www.kwch.com/news/local-news/fire-working-at-airgas-mid-south-evacuation-ordered/30665224
http://www.kwch.com/news/local-news/fire-working-at-airgas-mid-south-evacuation-ordered/30665224
http://www.timesargus.com/article/20150113/NEWS03/701139905
http://wamc.org/post/cold-weather-leads-indian-point-3-alarm-failure
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[Return to top]  

 

Defense Industrial Base Sector 

Nothing to report 
 

[Return to top]  

 

Financial Services Sector 

5. January 12, U-T San Diego – (California; Arizona; Utah) ‘Bombshell Bandit’ pleads 

guilty to bank robberies. A Union City, California woman known as the “Bombshell 

Bandit” pleaded guilty January 12 to robbing four banks in Utah, Arizona, and 

California during 2014.  

Source: http://www.utsandiego.com/news/2015/jan/12/bombshell-bandit-pleads-guilty-

bank-robberies/ 

 

For another story, see item 23 

 

[Return to top]  

 

Transportation Systems Sector 

6. January 13, Fox News; Washington Post; Associated Press – (Washington, D.C.) 

NTSB investigating after smoke at Washington Metro station kills 1, injures 84. 
The National Transportation Safety Board is investigating the cause of smoke that 

filled the L’Enfant Plaza subway station in Washington D.C. January 12 and caused the 

death of 1 person and injuries to 84 others, many of whom were aboard a Yellow Line 

train that stopped suddenly and began to fill with smoke after departing the platform.  

Source: http://www.foxnews.com/us/2015/01/13/smoke-at-lenfant-plaza-station/ 

 

7. January 13, WABC 7 New York City – (New York) Fire at Penn Station ruled 

accidental, blamed on electrical wiring. A fire at a construction site in Penn Station 

in New York City caused delays and cancellations January 13 on the Long Island Rail 

Road and A, C, and E subway lines. The fire was ruled accidental and attributed to 

temporary wiring used in lighting the construction site. 

Source: http://7online.com/traffic/fire-at-penn-station-may-delay-cancel-lirr-

service/472879/  

 

8. January 12, Hudson Register Star – (New York) Overturned truck, leaking oxygen 

tanks close Route 22. A medical supply box semi-truck belonging to T&C Flynn’s 

Pharmacy in Massachusetts and carrying carbon dioxide tanks overturned in Hillsdale, 

New York, closing Route 22 for approximately 5 hours January 12.  

Source: http://www.registerstar.com/news/article_68ece73e-9abd-11e4-8c11-

c759e99a9ff9.html 

  

9. January 12, WVEC 13 Hampton – (Virginia) Jet Blue aircraft makes emergency 

http://www.utsandiego.com/news/2015/jan/12/bombshell-bandit-pleads-guilty-bank-robberies/
http://www.utsandiego.com/news/2015/jan/12/bombshell-bandit-pleads-guilty-bank-robberies/
http://www.foxnews.com/us/2015/01/13/smoke-at-lenfant-plaza-station/
http://7online.com/traffic/fire-at-penn-station-may-delay-cancel-lirr-service/472879/
http://7online.com/traffic/fire-at-penn-station-may-delay-cancel-lirr-service/472879/
http://www.registerstar.com/news/article_68ece73e-9abd-11e4-8c11-c759e99a9ff9.html
http://www.registerstar.com/news/article_68ece73e-9abd-11e4-8c11-c759e99a9ff9.html
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landing in Norfolk. A JetBlue plane with 93 passengers headed from Tampa, Florida, 

to Hartford, Connecticut, was diverted to Norfolk International Airport in Virginia 

January 12 due to fumes in the cockpit of the Embraer aircraft. Another plane was sent 

to transport passengers to their original destination.  

Source: http://www.13newsnow.com/story/news/local/mycity/norfolk/2015/01/12/jet-

blue-aircraft-to-make-emergency-landing-in-norfolk/21654367/ 

 

10. January 11, WCVB 5 Boston – (Massachusetts) Crash closes Route1A in east Boston 

in both directions. An accident occurred in Boston involving an impaired semi-truck 

driver on Route 1A that took down utility lines and closed the roadway for 

approximately 12 hours while crews worked to repair the downed power lines and 

traffic lights January 11. 

Source: http://www.wcvb.com/news/route-1a-in-east-boston-closed-in-both-

directions/30648062 

 

11. January 11, Colorado Springs Gazette – (Colorado) Deadly crash spills hundreds of 

gallons of diesel fuel, closes highway. U.S. Route 50 in Bent County was closed for 

several hours January 11 when a semi-truck carrying diesel spilled its contents onto the 

road after it crashed into two delineator posts and overturned. The Colorado State 

Patron Hazardous Material Team was dispatched to clean the hundreds of gallons of 

diesel spilled.  

Source: http://gazette.com/deadly-crash-spills-hundreds-of-gallons-of-diesel-fuel-

closes-highway/article/1544417 

 

[Return to top]  

 

Food and Agriculture Sector 

12. January 13, Plattsburgh Press-Republican – (New York) Hundreds of cows farmed 

out after fire. A fire gutted the milking parlor at Bubbins Farm in Beekmantown 

January 10 forcing the temporary relocation of more than 700 cows to 10 area farms. 

Part of the structure was demolished to help control the fire that remains under 

investigation. 

Source: http://www.pressrepublican.com/news/local_news/hundreds-of-cows-farmed-

out-after-fire/article_556e2f4d-4bc5-5ade-8524-5e780d773eec.html 

 

13. January 13, Orange County Register – (California) Tainted Three Kings Day bread 

may have sickened 10 more in Mission Viejo. Preliminary lab results found a 

synthetic drug in a holiday bread after 40 individuals were sickened after consuming 

rosca de reyes holiday bread from Cholula’s Bakery in Santa Ana. Police are 

investigating at least 10 additional reports of illness that may be connected to the 

tainted bread which was distributed to 9 stores in Orange County and one in Long 

Beach. 

Source: http://www.ocregister.com/articles/bread-647897-police-mission.html 

 

14. January 13, U.S. Department of Agriculture – (Connecticut; Massachusetts; New York) 

New York firm recalls beef product due to misbranding and undeclared allergens. 

http://www.13newsnow.com/story/news/local/mycity/norfolk/2015/01/12/jet-blue-aircraft-to-make-emergency-landing-in-norfolk/21654367/
http://www.13newsnow.com/story/news/local/mycity/norfolk/2015/01/12/jet-blue-aircraft-to-make-emergency-landing-in-norfolk/21654367/
http://www.wcvb.com/news/route-1a-in-east-boston-closed-in-both-directions/30648062
http://www.wcvb.com/news/route-1a-in-east-boston-closed-in-both-directions/30648062
http://gazette.com/deadly-crash-spills-hundreds-of-gallons-of-diesel-fuel-closes-highway/article/1544417
http://gazette.com/deadly-crash-spills-hundreds-of-gallons-of-diesel-fuel-closes-highway/article/1544417
http://www.pressrepublican.com/news/local_news/hundreds-of-cows-farmed-out-after-fire/article_556e2f4d-4bc5-5ade-8524-5e780d773eec.html
http://www.pressrepublican.com/news/local_news/hundreds-of-cows-farmed-out-after-fire/article_556e2f4d-4bc5-5ade-8524-5e780d773eec.html
http://www.ocregister.com/articles/bread-647897-police-mission.html
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US Foods issued a recall January 12 for about 700 pounds of beef fajita strip products 

after the company was alerted by the U.S. Food and Drug Administration that cumin in 

a spice mix used to produce the beef products may have been contaminated with peanut 

residue. The recalled product was shipped to US Foods divisions in Connecticut, 

Massachusetts, and New York.  

Source: http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-

alerts/recall-case-archive/archive/2015/recall-007-2015-release 

 

15. January 12, U.S. Food and Drug Administration – (National) Spice N' More issues 

allergy alert on undeclared peanuts in cumin powder "Casablanca", "Salma", 

"Spice Class", "La Mina", "Leader Meret", "All Island Spice", "Key Food" and 

"H Harvest". The U.S. Food and Drug Administration reported January 12 that Spice 

N’ More Corp., recalled multiple sizes of various cumin powder products due to 

undeclared peanuts. The affected products were distributed to wholesale and retail 

stores in several States. 

Source: http://www.fda.gov/Safety/Recalls/ucm429830.htm 

 

16. January 12, U.S. Food and Drug Administration – (National) La Flor Products Co., 

Inc. is issuing an allergy alert on undeclared peanuts in “La Flor–Ground 

Cumin”. The U.S. Food and Drug Administration reported January 12 that La Flor 

Products Co. Inc., recalled its La Flor-Ground Cumin after a supplier notified the 

company that the product contained traces of undeclared peanut. The recall includes 2-

ounce, 6-ounce, and 5-pound jars of the product that were sent to retailers in multiple 

States. 

Source: http://www.fda.gov/Safety/Recalls/ucm429870.htm 

 

17. January 12, U.S. Food and Drug Administration – (National) Zenobia Company 

LLC. issues allergy alert on undeclared peanut protein in "My Spice Sage Cumin 

Ground". The U.S. Food and Drug Administration reported January 12 that Zenobia 

Company LLC. issued a recall for multiple size packages of its MY Spice Sage Cumin 

Ground after a supplier notified the company that the Cumin Ground unknowingly 

contained peanut protein that was not declared on the product’s labels. The product was 

distributed nationwide via online mail orders between July 2014 and January 8.  

Source: http://www.fda.gov/Safety/Recalls/ucm429984.htm 

 

[Return to top] 

 

Water and Wastewater Systems Sector 

18. January 13, WMAQ 5 Chicago – (Illinois) Boil advisory issued after Highwood 

water break. Residents of Highwood were issued a boil advisory January 13 till 

January 14 after a water main break occurred at Sheridan Road and Webster Avenue 

January 12. 

Source: http://www.nbcchicago.com/news/local/Entire-City-of-Highwood-Out-of-

Water-After-Main-Break-288350851.html 

 

19. January 12, WJLA 7 Washington, D.C. – (Washington D.C.; Virginia) Water main 

http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-alerts/recall-case-archive/archive/2015/recall-007-2015-release
http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-alerts/recall-case-archive/archive/2015/recall-007-2015-release
http://www.fda.gov/Safety/Recalls/ucm429830.htm
http://www.fda.gov/Safety/Recalls/ucm429870.htm
http://www.fda.gov/Safety/Recalls/ucm429984.htm
http://www.nbcchicago.com/news/local/Entire-City-of-Highwood-Out-of-Water-After-Main-Break-288350851.html
http://www.nbcchicago.com/news/local/Entire-City-of-Highwood-Out-of-Water-After-Main-Break-288350851.html
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breaks plague D.C. area in cold weather. Several water main breaks occurred in the 

Washington D.C. and northern Virginia region due to old pipes and cold weather 

January 12, with one break affecting at least 40 homes, 2 businesses, and 1 apartment 

building in Washington D.C., while another break occurred on Interstate 66 in Fairfax, 

Virginia. 

Source: http://www.wjla.com/articles/2015/01/water-main-break-closes-one-lane-on-

main-st-in-fairfax-110492.html 

 

20. January 12, WVGA 105.9 FM Lakeland – (Georgia) Flooding creates sewage 

overflow into creek. The Valdosta Utilities Department identified a sanitary sewage 

manhole overflow in Valdosta January 12 caused by heavy rains that released an 

estimated 3,400 gallons of sewage water into the One Mile Branch. The area around the 

spill was cleaned and disinfected, and the public was advised to avoid any contact with 

water in the area. 

Source: http://valdostatoday.com/2015/01/valdosta-flooding-creates-sewage-overflow-

into-creek/ 

 

21. January 11, Oneonta Daily Star – (New York) Boil-water notice issues for 

Davenport. Boil water advisory was issued for the Davenport, New York water district 

January 11 after a malfunction at the pump house caused by frozen pipes.  

Source: http://www.thedailystar.com/boil-water-notice-issued-for-

davenport/article_409f7af0-99f3-11e4-aae5-b7db4692daf1.html 

 

22. January 11, Cleveland Plain Dealer – (Ohio) Cleveland Water to replace 8 feet of 

water main in Little Italy. The Cleveland Water Department announced that it will 

replace 8 feet of a 24-inch water main pipe that broke January 9 in the Little Italy area 

of Cleveland and spilled thousands of gallons. Work was expected to be completed 

January 11 with no service interruptions.  

Source: 

http://www.cleveland.com/metro/index.ssf/2015/01/cleveland_water_to_replace_8_f.ht

ml 

 

[Return to top]  

 

Healthcare and Public Health Sector 

23. January 12, WFMZ 69 Allentown – (Pennsylvania) Former Lehigh County Prison 

doctor pleads guilty to defrauding IRS. The former medical director of Lehigh 

County Prison in Pennsylvania pleaded guilty January 12 to defrauding the Internal 

Revenue Service (IRS), the U.S. Department of Education, and the U.S. Department of 

Health and Human Services out of hundreds of thousands of dollars and was ordered to 

pay a fine up to nearly $2.9 million and restitution to the victims. The former medical 

director tried to defraud the IRS to avoid paying over $200,000 in personal income 

taxes, filed false applications to the U.S. Department of Education for financial aid for 

his four children, and tried to file a fraudulent claim for Social Security disability 

benefits. 

Source: http://www.wfmz.com/news/news-regional-lehighvalley/former-prison-doc-

http://www.wjla.com/articles/2015/01/water-main-break-closes-one-lane-on-main-st-in-fairfax-110492.html
http://www.wjla.com/articles/2015/01/water-main-break-closes-one-lane-on-main-st-in-fairfax-110492.html
http://valdostatoday.com/2015/01/valdosta-flooding-creates-sewage-overflow-into-creek/
http://valdostatoday.com/2015/01/valdosta-flooding-creates-sewage-overflow-into-creek/
http://www.thedailystar.com/boil-water-notice-issued-for-davenport/article_409f7af0-99f3-11e4-aae5-b7db4692daf1.html
http://www.thedailystar.com/boil-water-notice-issued-for-davenport/article_409f7af0-99f3-11e4-aae5-b7db4692daf1.html
http://www.cleveland.com/metro/index.ssf/2015/01/cleveland_water_to_replace_8_f.html
http://www.wfmz.com/news/news-regional-lehighvalley/former-prison-doc-pleads-guilty-to-defrauding-irs/30666518
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pleads-guilty-to-defrauding-irs/30666518 

 

24. January 11, Newark Star-Ledger – (New Jersey) Governor signs law requiring 

health insurance companies to encrypt personal information. The New Jersey 

governor signed a new law requiring health insurance companies in New Jersey to 

protect client information by encrypting data following a series of security breaches in 

the State involving stolen laptops protected only by passwords and containing sensitive 

policyholder information. 

Source: 

http://www.nj.com/politics/index.ssf/2015/01/hristie_signs_law_requiring_health_insur

ance_companies_to_encrypt_personal_information_to_protect_cu.html 

 

[Return to top]  

 

Government Facilities Sector 

25. January 13, WBBH 20 Fort Myers – (Florida) Minor injuries reported after school 

bus crash on SR-82. Three children were injured in an accident involving a Lee 

County School District bus on State Route 82 and Cranford Avenue in Fort Myers 

January 13. The remaining students were transported to Tanglewood Elementary once 

the bus was released from the accident scene. 

Source: http://www.nbc-2.com/story/27835176/crash-involving-school-bus-on-sr-82-

cranford-avenue 

 

26. January 12, Washington Examiner – (National) Thousands of critical government 

buildings face high risk of cyberattacks. The U.S. Government Accountability Office 

released a report January 12 detailing how systems that control and allow access to 

elevators, lights, ventilation, and fire alarms in federal buildings are vulnerable to 

cyberattacks that could compromise security due to functions like air conditioning, 

closed-circuit TV surveillance, and door locks that have become more automated and 

centralized. 

Source: http://www.washingtonexaminer.com/thousands-of-critical-government-

buildings-face-high-risk-of-cyberattacks/article/2558542 

 

27. January 12, Washington Post – (International) U.S. military social media accounts 

apparently hacked by Islamic State sympathizers. The U.S. Central Command 

(CENTCOM) announced January 12 that its military networks were not compromised 

and there was no operational impact to CENTCOM after hackers claiming allegiance to 

the Islamic State took control of CENTCOM’s Twitter and YouTube accounts posting 

threatening messages and propaganda videos, along with military documents. Both 

accounts were taken offline and authorities are investigating. 

Source: http://www.washingtonpost.com/news/checkpoint/wp/2015/01/12/centcom-

twitter-account-apparently-hacked-by-islamic-state-sympathizers/ 

 

28. January 12, Pasadena Citizen – (Texas) Fire disrupts classes at Pasadena 

elementary school. Students from Jensen Elementary School in Pasadena, Texas, were 

http://www.wfmz.com/news/news-regional-lehighvalley/former-prison-doc-pleads-guilty-to-defrauding-irs/30666518
http://www.nj.com/politics/index.ssf/2015/01/hristie_signs_law_requiring_health_insurance_companies_to_encrypt_personal_information_to_protect_cu.html
http://www.nbc-2.com/story/27835176/crash-involving-school-bus-on-sr-82-cranford-avenue
http://www.nbc-2.com/story/27835176/crash-involving-school-bus-on-sr-82-cranford-avenue
http://www.washingtonexaminer.com/thousands-of-critical-government-buildings-face-high-risk-of-cyberattacks/article/2558542
http://www.washingtonexaminer.com/thousands-of-critical-government-buildings-face-high-risk-of-cyberattacks/article/2558542
http://www.washingtonpost.com/news/checkpoint/wp/2015/01/12/centcom-twitter-account-apparently-hacked-by-islamic-state-sympathizers/
http://www.washingtonpost.com/news/checkpoint/wp/2015/01/12/centcom-twitter-account-apparently-hacked-by-islamic-state-sympathizers/
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evacuated for more than 3 hours January 12 after a portable building on the campus 

caught on fire and was severely damaged. Crews contained the fire and afternoon pre-

kindergarten classes were cancelled. 

Source: http://www.yourhoustonnews.com/pasadena/news/fire-disrupts-classes-at-

pasadena-elementary-school/article_5a3bf774-4306-511f-a092-53fd3222b2cd.html 

 

29. January 12, Huntington Beach Independent – (California) Lockdown lifted at H.B.’s 

Edison High after bomb threat; students back in class. Students were evacuated 

from Edison High School in Huntington Beach for approximately 3 hours January 12 

due to an emailed bomb threat. Police searched the campus and cleared the scene after 

nothing suspicious was found. 

Source: http://www.hbindependent.com/news/tn-hbi-me-0115-edison-bomb-threat-

20150112,0,956545.story 

 

30. January 12, WXIX 19 Newport – (Ohio) Power outage forces high school to dismiss 

early. Northwest High School in Cincinnati was forced to dismiss students early 

January 12 due to a power outage caused by a squirrel in the Forest Park substation that 

knocked out service to more than 3,000 people for several hours. 

Source: http://www.fox19.com/story/27828327/power-outage-forces-high-school-to-

dismiss-early 

 

For another story, see item 23 

 

 [Return to top]  

 

Emergency Services Sector 

31. January 12, WSAV 3 Savannah – (Georgia) Probation office evacuated during bomb 

scare. The Savannah Parole and Probation office in Georgia was evacuated for more 

than 3 hours January 12 due to a suspicious device that was found in the bathroom of 

the building. A bomb squad cleared the scene after determining the device did not pose 

a threat and removed it from the facility. 

Source: http://www.wsav.com/story/27828023/probation-office-evacuated-during-

bomb-scare 

 

32. January 12, KHOU 11 Houston – (Texas) Fire truck reported stolen in northwest 

Harris County. Authorities are searching for a thief who stole a fire truck and about 

$75,000 worth of medical equipment from the Rosehill Fire Department in Tomball 

January 12.  

Source: http://www.khou.com/story/news/local/2015/01/12/fire-truck-reported-stolen-

in-northwest-harris-county/21655587/ 

 

33. January 11, WHNS 21 Greenville – (North Carolina) Phone outage in McDowell Co. 

affecting emergency lines. A phone outage occurred in McDowell County affecting 

emergency services’ cell and land lines January 11, and residents were advised to 

report emergencies to an alternate number. Officials located the problem in Asheville 

and were working to fix the issue.   

http://www.yourhoustonnews.com/pasadena/news/fire-disrupts-classes-at-pasadena-elementary-school/article_5a3bf774-4306-511f-a092-53fd3222b2cd.html
http://www.yourhoustonnews.com/pasadena/news/fire-disrupts-classes-at-pasadena-elementary-school/article_5a3bf774-4306-511f-a092-53fd3222b2cd.html
http://www.hbindependent.com/news/tn-hbi-me-0115-edison-bomb-threat-20150112,0,956545.story
http://www.hbindependent.com/news/tn-hbi-me-0115-edison-bomb-threat-20150112,0,956545.story
http://www.fox19.com/story/27828327/power-outage-forces-high-school-to-dismiss-early
http://www.fox19.com/story/27828327/power-outage-forces-high-school-to-dismiss-early
http://www.wsav.com/story/27828023/probation-office-evacuated-during-bomb-scare
http://www.wsav.com/story/27828023/probation-office-evacuated-during-bomb-scare
http://www.khou.com/story/news/local/2015/01/12/fire-truck-reported-stolen-in-northwest-harris-county/21655587/
http://www.khou.com/story/news/local/2015/01/12/fire-truck-reported-stolen-in-northwest-harris-county/21655587/


 - 9 - 

Source: http://www.foxcarolina.com/story/27820816/phone-outage-in-mcdowell-

county-affecting-emergency-lines 

[Return to top] 

 

Information Technology Sector 

34. January 13, Securityweek – (International) Google discloses new unpatched Windows 

8.1 privilege escalation flaw. Researchers with Google disclosed a privilege escalation 

flaw in Windows 8.1 January 11 and released a proof of concept (PoC) for the 

vulnerability. Researchers confirmed that the vulnerability also affects Windows 7.  

Source: http://www.securityweek.com/google-discloses-new-unpatched-windows-81-

privilege-escalation-flaw 

 

35. January 13, Securityweek – (International) Unpatched security flaws impact Corel 

software products. Core Security researchers released information on DLL hijacking 

vulnerabilities that could allow attackers to execute arbitrary commands in Corel 

DRAW, Photo Paint X7, PaintShop Pro X7, CAD 2014, Painter 2015, PDF Fusion, 

VideoStudio Pro X7, and Fast Flick products. The researchers initially identified and 

reported the vulnerabilities in December.  

Source: http://www.securityweek.com/core-security-discloses-security-vulnerabilities-

corel-software-products 

 

36. January 13, Softpedia – (International) Wall charger steals keystrokes from 

Microsoft wireless keyboards. A security researcher developed a device dubbed 

KeySweeper that is a wall charger modified to intercept and transmit keystrokes from a 

nearby Microsoft keyboard using an RF chip, the keyboard’s communications 

frequency, and a 2G SIM card with SMS support.  

Source: http://news.softpedia.com/news/Wall-Charger-Steals-Keystrokes-from-

Microsoft-Wireless-Keyboards-469851.shtml 

 

37. January 13, The Register – (International) Crayola red-faced after yellow-belly 

Facebook hijackers post blue jokes. Crayola stated that it regained control of its 

Facebook account January 11 after unknown attackers took control of it and posted 

inappropriate content.  

Source: 

http://www.theregister.co.uk/2015/01/13/facebook_hackers_work_blue_on_crayola_col

oring_page/ 

 

38. January 13, The Register – (International) Insert ‘Skeleton Key’, unlocks Microsoft 

Active Directory. Simples - hackers. Dell SecureWorks researchers identified a piece 

of malware known as Skeleton Key that can bypass authentication on Microsoft Active 

Directory (AD) systems, allowing attackers to authenticate as any corporate user. The 

malware must be redeployed when a domain controller is restarted and requires domain 

administrator credentials for initial deployment.  

Source: http://www.theregister.co.uk/2015/01/13/skeleton_key_malware/ 

 

http://www.foxcarolina.com/story/27820816/phone-outage-in-mcdowell-county-affecting-emergency-lines
http://www.foxcarolina.com/story/27820816/phone-outage-in-mcdowell-county-affecting-emergency-lines
http://www.securityweek.com/google-discloses-new-unpatched-windows-81-privilege-escalation-flaw
http://www.securityweek.com/google-discloses-new-unpatched-windows-81-privilege-escalation-flaw
http://www.securityweek.com/core-security-discloses-security-vulnerabilities-corel-software-products
http://www.securityweek.com/core-security-discloses-security-vulnerabilities-corel-software-products
http://news.softpedia.com/news/Wall-Charger-Steals-Keystrokes-from-Microsoft-Wireless-Keyboards-469851.shtml
http://news.softpedia.com/news/Wall-Charger-Steals-Keystrokes-from-Microsoft-Wireless-Keyboards-469851.shtml
http://www.theregister.co.uk/2015/01/13/facebook_hackers_work_blue_on_crayola_coloring_page/
http://www.theregister.co.uk/2015/01/13/skeleton_key_malware/
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39. January 12, Securityweek – (International) Number of IE vulnerabilities fixed by 

Microsoft doubled in 2014: Report. ESET released a report on vulnerabilities closed 

by Microsoft in 2014 and found that the majority of the vulnerabilities affected the 

Internet Explorer browser. The report stated that 7 out of 240 security vulnerabilities 

were zero-days exploited by attackers before they were patched, and that the total 

number of Internet Explorer vulnerabilities doubled compared to 2013, among other 

findings.  

Source: http://www.securityweek.com/number-ie-vulnerabilities-fixed-microsoft-

doubled-2014-report 

 

40. January 12, The Register – (International) Malware coders adopt DevOps to target 

smut sites. A researcher with ESET reported that the attackers behind the Windigo 

malware campaign which infected around 25,000 Unix and Linux servers since 2013 

began making several changes to the malware and their targets in response to security 

researcher efforts to combat the malware, including switching exploit kits and 

restricting targets to smaller adult content Web sites in order to avoid attention.  

Source: 

http://www.theregister.co.uk/2015/01/12/linux_vxers_hit_devs_where_it_hurts_

p0rn_sites/  

 

For another story, see item 27 

 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or 

visit their Web site: http://www.us-cert.gov 

 

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 

Analysis Center) Web site: http://www.it-isac.org  

 

[Return to top]  

 

Communications Sector 
 

41. January 11, Brownsville Herald – (Texas) Public radio station experiences outages. 

The Upper Rio Grande Valley public radio KHID-FM 00.1 serving Hidalgo County 

experienced a broadcasting outage January 8-9. The station confirmed the outage and 

stated that an engineer was working on the issue. 

Source: http://www.brownsvilleherald.com/news/valley/article_8a731cdc-9948-11e4-

8923-bfe686920ffd.html 

 

[Return to top] 

 

Commercial Facilities Sector 

42. January 13, Raleigh News & Observer – (North Carolina) Raleigh hotel fire blamed 

on dropped cigarette that ignited mattress. A January 12 fire at the Raleigh Inn in 

http://www.securityweek.com/number-ie-vulnerabilities-fixed-microsoft-doubled-2014-report
http://www.securityweek.com/number-ie-vulnerabilities-fixed-microsoft-doubled-2014-report
http://www.theregister.co.uk/2015/01/12/linux_vxers_hit_devs_where_it_hurts_p0rn_sites/
mailto:soc@us-cert.gov
http://www.us-cert.gov/
http://www.it-isac.org/
http://www.brownsvilleherald.com/news/valley/article_8a731cdc-9948-11e4-8923-bfe686920ffd.html
http://www.brownsvilleherald.com/news/valley/article_8a731cdc-9948-11e4-8923-bfe686920ffd.html


 - 11 - 

North Carolina displaced 87 guests and sent 5 individuals to an area hospital with non-

life-threatening injuries. Investigators ruled the fire as accidental and reported that the 

apparent cause was improperly discarded smoking material. 

Source: http://www.newsobserver.com/2015/01/12/4471252_fire-forces-evacuation-of-

raleigh.html 

 

43. January 12, Associated Press – (North Dakota) Chemical from old safe forces Fargo 

building evacuation. A downtown Fargo building that houses 2 businesses and 1 

apartment unit was closed January 10 until further notice after a chemical that was 

stored in an old safe spilled, prompting an evacuation of at least 11 individuals. 

Cleanup crews were ordered to remove the vial that held the chemical from the safe. 

Source: http://www.crookstontimes.com/article/20150112/NEWS/150119988/-

1/opinion 

 

44. January 12, Los Angeles Times – (California) Video shows chaotic scene in club 

where 5 shot during singer’s show. Five people were wounded during a private 

celebration at Fiesta Nightclub in San Jose January 11 when at least 3 gunshots were 

fired during a music performance. Police detained several individuals as part of an 

investigation. 

Source: http://www.latimes.com/local/lanow/la-me-ln-chris-brown-shooting-20150112-

story.html 

 

45. January 12, KARK 4 Little Rock – (Arkansas) Bomb threat empties Walmart. A 

Walmart store in Little Rock was evacuated for about 3 hours January 11 while police 

investigated a bomb threat that was phoned into the store. Police and a bomb squad 

from a local airport searched and cleared the scene after nothing suspicious was found. 

Source: http://www.arkansasmatters.com/story/d/story/bomb-threat-empties-

walmart/30934/FWB2uRR7rUmTbXroQTWARQ 

 

For another story, see item 19 

 

[Return to top] 

 

Dams Sector 

Nothing to report 
 

[Return to top] 

 

 

 

 

 

http://www.newsobserver.com/2015/01/12/4471252_fire-forces-evacuation-of-raleigh.html
http://www.newsobserver.com/2015/01/12/4471252_fire-forces-evacuation-of-raleigh.html
http://www.crookstontimes.com/article/20150112/NEWS/150119988/-1/opinion
http://www.crookstontimes.com/article/20150112/NEWS/150119988/-1/opinion
http://www.latimes.com/local/lanow/la-me-ln-chris-brown-shooting-20150112-story.html
http://www.latimes.com/local/lanow/la-me-ln-chris-brown-shooting-20150112-story.html
http://www.arkansasmatters.com/story/d/story/bomb-threat-empties-walmart/30934/FWB2uRR7rUmTbXroQTWARQ
http://www.arkansasmatters.com/story/d/story/bomb-threat-empties-walmart/30934/FWB2uRR7rUmTbXroQTWARQ
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