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Top Stories

General Motors expanded a recall to include 375,000 GMC Sierra and Chevrolet Silverado
vehicles and Subaru issued a recall for 60,000 Impreza and Saab 9-2x vehicles due to
ongoing issues with airbag inflators made by the Takata Corporation. — Associated Press

(See item 2)

The U.S. head of Traffic Group pleaded not guilty May 29 to allegations that he secured
media and marketing contracts worth over $35 million and arranged bribes for the vice

president of FIFA. — Reuters (See item 5)

An internal investigation of the Transportation Security Administration by DHS found that
TSA agents failed 67 of 70 tests after undercover agents successfully smuggled mock
explosives or weapons through checkpoints. — ABC News (See item 6)

Warren County police reported June 1 that two inmates escaped the Warren County Jail in
lowa, are considered dangerous, and were last seen heading north. - WHO 13 Des Moines

(See item 18)
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Energy Sector

1. May 29, KTEN 10 Ada — (Texas) Explosion at SemGas starts stubborn fire. Workers
were evacuated from the SemGas natural gas plant in Sherman May 29 after an
explosion followed by a compressed natural gas fire prompted a response from multiple
local fire departments. No injuries were reported and the extent of the damage is
unknown.

Source: http://www.kten.com/story/29194325/explosion-at-semgas-starts-stubborn-fire

[Return to tog]

Chemical Industry Sector

Nothing to report

[Return to tog]

Nuclear Reactors, Materials, and Waste Sector

Nothing to report

[Return to top]

Critical Manufacturing Sector

2. May 29, Associated Press — (National) General Motors, Subaru models added to
Takata recall list. General Motors expanded a recall to include 375,000 model year
2007 — 2008 GMC Sierra and Chevrolet Silverado vehicles, and Subaru issued a recall
for 60,000 model year 2004 — 2005 Impreza, and Saab 9-2x vehicles, due to ongoing
issues with airbag inflators made by the Takata Corporation that could cause them to
prematurely inflate or detonate.

Source: http://www.nbcnews.com/news/us-news/general-motors-subaru-models-added-
takata-recall-list-n366811
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Defense Industrial Base Sector

Nothing to report

[Return to top]

Financial Services Sector

3. May 29, KING 5 Seattle — (Washington) Thousands targeted by credit card skimmer
in Seatac. Seatac authorities arrested a man during the week of May 18 for allegedly
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paying employees at Doug Fox Parking and Shuttle Park 2 in Seatac to skim over
17,000 customer card numbers from 2013 — 2014, resulting in over $600,000 in
fraudulent charges.

Source: http://www.king5.com/story/news/local/2015/05/30/thousands-targeted-by-
credit-card-skimmer-in-seatac/28202255/

4. May 29, South Florida Business Journal — (National) Man indicted for $50M
mortgage fraud involving Miami-Dade homes. Authorities indicted a Guyanese
national May 28 for his role in a $50 million mortgage fraud scheme in which he and
co-conspirators allegedly recruited and paid straw buyers to obtain fraudulent loan
applications in order to buy properties from distressed owners and sellers in Florida and
other States.

Source: http://www.bizjournals.com/southflorida/news/2015/05/29/man-indicted-for-
50m-mortgage-fraud-involving.html

5. May 29, Reuters — (International) U.S. sports exec pleads not guilty in FIFA case.
The U.S. head of the Brazilian sports marketing company Traffic Group pleaded not
guilty May 29 to allegations that he secured media and marketing contracts worth over
$35 million and arranged bribes for the vice president of the Fédération Internationale
de Football Association (FIFA). Thirteen other suspects were indicted for bribery-
related charges.

Source: http://www.reuters.com/article/2015/05/29/soccer-fifa-davidson-
idUSLINOYK2NC20150529
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Transportation Systems Sector

6. June 1, ABC News — (California) Undercover DHS tests find security failures at U.S.
airports. An internal investigation of the Transportation Security Administration
(TSA) by DHS’ Office of Inspector General found that TSA agents failed 67 of 70 tests
after undercover agents successfully smuggled mock explosives or weapons through
checkpoints in 95 percent of the trials. The U.S. Secretary of Homeland Security
directed TSA to implement a series of actions in the week of May 25 to address issues
exposed in the report.

Source: http://abcnews.go.com/ABCNews/exclusive-undercover-dhs-tests-find-
widespread-security-failures/story?id=31434881

7. June 1, Press of Atlantic City — (New Jersey) Dozens stranded after Spirit flight
diverted to Atlantic City International. Spirit Flight 180 from Fort Lauderdale in
Florida to New York’s LaGuardia Airport was diverted to Atlantic City International
Airport in New Jersey May 31 after being delayed twice due to weather concerns. Spirit
Airlines officials reported that buses were called to transport the passengers to New
York.

Source: http://www.pressofatlanticcity.com/news/dozens-stranded-after-spirit-flight-
diverted-to-atlantic-city-international/article_141fb54c-07f0-11e5-94da-
3fc123c79alc.html
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8.

10.
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May 31, Waco Tribune-Herald — (Texas) Two accidents close northbound 1-35 for 4
hours. All northbound lanes of Interstate 35 in Waco were closed for approximately 4
hours May 30 due to 2 separate accidents involving semi-trucks that injured 2 people.
Source: http://www.wacotrib.com/news/traffic/two-accidents-close-northbound-i--for-
hours/article_831dce65-71b6-5c45-8e40-1321f4d1c8a8.html

May 31, WOOD 8 Grand Rapids — (Michigan) 2" person dies after semi loses tires
on 1-94. Eastbound lanes of Interstate 94 in Portage were closed for nearly 4 hours May
30 while crews responded to a wreck after a set of dual-tires fell off a semi-truck and
struck a vehicle and killed 2 occupants. The accident remains under investigation.
Source: http://woodtv.com/2015/05/30/deadly-crash-closes-eb-i-94-in-kalamazoo-

county/

May 31, Huntsville Times — (Alabama) Motorist hauling 8 bulls killed in 1-59 crash;
1 in custody, police said. Interstate 59 in Birmingham was closed for nearly 3 hours
May 31 after a 2-vehicle accident involving a truck hauling livestock killed 1 person
and left 8 bulls stranded, prompting officials to call livestock experts to respond to the
scene.

Source:
http://www.al.com/news/birmingham/index.ssf/2015/05/motorist_hauling_8_bulls_Kkill
e.html

Food and Agriculture Sector

11.

12.

13.

May 30, KTVI 2 St. Louis — (Washington, D.C.) Turkey and cheese lunch packages
recalled for misbranding and undeclared allergen. The U.S. Food Safety and
Inspection Service reported May 30 Total Packaging of KY, Inc., an Owensboro, KY .,
establishment, is recalling approximately 18,000 pounds of Anytime Foods Turkey and
Cheese Lunch Kits due to misbranding and an undeclared egg allergen. The packages
were produced May 4, 5, 12, and 18.

Source: http://fox2now.com/2015/05/30/turkey-and-cheese-lunch-packages-recalled-
for-misbranding-and-undeclared-allergen/

May 29, U.S. Food and Drug Administration — (Washington; Oregon) Paleteria La
Jalpita issues allergy alert on undeclared milk and sulfite in ice cream bars and
popsicles. The U.S. Food and Drug Administration announced May 29 that Palenteria
La Jalpita of Pasco, Washington, is recalling its ice cream bars and popsicles due to
undeclared milk and sulfite allergens. The products were distributed between March
and May and sold in retail stores across Oregon and Washington.

Source: http://www.fda.gov/Safety/Recalls/ucm448795.htm

May 28, U.S. Food and Drug Administration — (National) The Popcorn Factory, Inc.
issues allergy alert on undeclared milk in product. The Popcorn Factory of Lake
Forest, Illinois, is voluntarily recalling 600 4-ounce bags of "Lite Works Dill Pickle
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Popcorn,” due to an undeclared milk allergen May 28. The product was distributed
nationwide to Burlington Coat Factory retail stores.
Source: http://www.fda.gov/Safety/Recalls/ucm448559.htm

Water and Wastewater Systems Sector

[Return to tog]

14.

15.

May 30, KATC 3 Lafayette — (Louisiana) Water main break causes boil water
advisory for Palmetto Water System. The Palmetto Water System issued a boil water
advisory May 29 while crews repair a 6 inch water main break along Louisiana
Highway 360 that caused a system wide loss of pressure. It was unknown when repairs
will be completed.

Source: http://www.katc.com/story/29197641/water-main-break-causes-boil-water-
advisory-for-palmetto-water-system

May 30, Charlotte Observer — (North Carolina) Outage causes spill at McDowell
Creek treatment plant. Nearly 3,000 gallons of mostly treated sewage spilled from
McDowell Creek Wastewater Treatment Plant in Huntersville May 30 due to a brief
power outage to part of the plant’s UV disinfection system.

Source: http://www.charlotteobserver.com/news/local/article22695207.html

Healthcare and Public Health Sector

[Return to top]

16.

May 29, Softpedia — (National) Unity Rehab Centers leak highly sensitive patient
info. Starting Point Detox, LLC, Lakeside Treatment Center, LLC, Changing Tides
Transitional Living, LLC, and Unity Recovery Center, Inc. reported that sensitive
patient information, including Social Security numbers, contact information, dates of
birth, and some health information, was leaked to affiliated third-party recovery and/or
rehabilitation service providers between April and March. There is no evidence that the
information has been accessed or used for malicious purposes but, preventative
technology security measures are being taken.

Source: http://news.softpedia.com/news/Unity-Rehab-Centers-Leak-Highly-Sensitive-
Patient-Info-482746.shtml

Government Facilities Sector

17. May 29, WXPI 11 Pittsburgh — (Pennsylvania) School van driver killed in Indiana

County crash; 4 flown to hospital. A 2-vehicle collision in Clymer involving an
Indiana County school van killed the van driver and injured 3 students and 2 others
May 29. The cause of the crash remains under investigation.

Source: http://www.wpxi.com/news/news/local/medical-helicopters-called-school-bus-
accident-ind/nmRF7/
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Emergency Services Sector

18.

19.

| Return to tog]

June 1, WHO 13 Des Moines — (lowa) Two inmates escape from Warren County
Jail, believed to be headed to Des Moines. Warren County Police reported June 1 that
two inmates escaped from the Warren County Jail after manipulating a locking
mechanism and left the holding area through a stairway. Officials stated that both
prisoners are dangerous and were last seen heading north from the jail.

Source: http://whotv.com/2015/06/01/two-inmates-escape-from-warren-county-jail/

May 31, Jacksonville Florida Times-Union — (Florida) Police arrest two in theft of
police gear from Northside task force office. Jacksonville police arrested 2 people
May 31 for allegedly breaking into the Northside Police task force office and stealing
multiple sets of blue lights ammunition, a night vision monocular, a bullet resistant
vest, and a number of other tactical gear items between May 22 and May 26.

Source: http://jacksonville.com/news/crime/2015-05-31/story/police-arrest-two-theft-
police-gear-northside-task-force-office

Information Technology Sector

20.

21.

June 1, IDG News Service — (International) Apple vulnerability could allow
firmware modifications, researcher says. A security researcher discovered a
vulnerability in the firmware of Apple computers made before mid-2014 in which an
attacker could tamper with the system’s unified extensible firmware interface (UEFI)
and install a rootkit by exploiting a flaw that unlocks UEFI code when a computer goes
to sleep and reawakens.

Source: http://www.networkworld.com/article/2929173/apple-vulnerability-could-
allow-firmware-modifications-researcher-says.html#tk.rss_all

May 30, Softpedia — (International) Blue coat patches SSL visibility appliance
against 4 security bugs. Carnegie Mellon University’s Computer Emergency
Response Team (CERT) released an advisory warning of cross-site request forgery
(CSRF), same-origin policy failure, and other flaws in Blue Coat’s Secure Sockets
Layer (SSL) Visibility appliance in which a remote attacker could assume legitimate
users’ identities and execute actions on their behalf. The company released a patch
mitigating the vulnerabilities.

Source: http://news.softpedia.com/news/Blue-Coat-Patches-SSL-Visibility-Appliance-
Aaqainst-4-Security-Bugs-482776.shtml
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Internet Alert Dashboard

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or
visit their Web site: http://www.us-cert.gov

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and
Analysis Center) Web site: http://www.it-isac.org
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Communications Sector

Nothing to report

[Return to tog]

Commercial Facilities Sector

22.

23.

24,

25.

June 1, WXYZ 7 Detroit — (Michigan) Two firefighters injured in Grosse Pointe
Park business fire overnight. A 4-alarm fire damaged two businesses in Grosse Pointe
Park, Michigan, June 1, after injuring two firefighters when the roof of the businesses
collapsed on them. Crews have extinguished the fire, but are still on the scene to
determine the cause of the incident.

Source: http://www.wxyz.com/news/fire-damages-two-businesses-in-grosse-pointe-

park-overnight

June 1, KDLT 46 Sioux Falls — (South Dakota) Residents displaced after Sioux Falls
apartment fire. A 2-alarm fire prompted the response of multiple Sioux Falls Fire
Rescue Crews May 31 after an apartment complex caught fire and displaced residents
of the 36-apartment complex. The incident was contained and the cause of the fire
remains under investigation.

Source: http://www.kdlt.com/news/local-news/sioux-falls-apartment-building-
damaged-by-fire/33320750

June 1, Associated Press — (lowa) 13 people treated after lowa hotel evacuated
because of gas. A May 31 gas leak at the Mason City Holiday Inn Express prompted
the evacuation of the entre hotel and injured 13 people after traces of chlorine gas were
found on the first floor. Crews contained the incident and reported the gas began in the
laundry room after staff inadvertently mixed bleach and an acid.

Source: http://www.washingtontimes.com/news/2015/jun/1/13-people-treated-after-
iowa-hotel-evacuated-becau/

May 31, Daily Herald — (Washington) Apartment complex fire in Everett displaces
29 people. A May 30 fire at the Everett apartment complex displaced 29 residents after
crews determined the fire began in a unit kitchen. Crews were able to contain the fire
and damages to the complex are unknown.

Source: http://www.heraldnet.com/article/20150531/NEWS01/150539840
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Dams Sector

26. May 29, River Falls Journal — (Wisconsin) Finance committee Oks $8 million for
Willow River dam. The Legislature’s Joint Finance Committee in Madison approved
May 29 over $8 million in State funding for the repair or replacement of the Little Falls
Dam in Willow River State Park in Hudson.

Source: http://www.riverfallsjournal.com/news/government/3756844-finance-
committee-oks-8-million-willow-river-dam
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