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Daily Open Source Infrastructure Report 

17 June 2015 
 

Top Stories 

 Honda Motor Co., expanded recalls June 15 to include 1.39 million model year 2001 – 

2005 Honda Civic and model year 2003 – 2007 Honda Accord vehicles due to ongoing 

issues with airbag inflators manufactured by the Takata Corporation. – Detroit News (See 

item 3)  
 

 Officials reported June 15 that a tornado warning in Illinois prompted the cancellation of 

more than 815 flights at O’Hare International Airport and the cancellation of 25 flights at 

Midway International Airport. – Associated Press (See item 9)  
 

 Parks Highway in Alaska was closed June 15 for an unspecified amount of time due to a 

wind shift that sent the Sockeye Fire towards the highway and prompted a 15-mile 

evacuation.– Alaska Dispatch News (See item 10)  
 

 Officials reported June 14 that a water main ruptured in Philadelphia and spilled 

approximately 12.5 million gallons of water onto the roadways. – WCAU 10 Philadelphia 

(See item 16)  
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Energy Sector 

 
See item 16 

 

[Return to top] 

 

Chemical Industry Sector 

1. June 16, Associated Press – (Pennsylvania) Company: circuit glitch likely caused 

chemical plant fire. Miller Chemical and Fertilizer in Hanover, Pennsylvania, reported 

June 15 that preliminary testing revealed an electrical circuit malfunction may have 

caused the 12-hour plant fire June 8. To prevent water from entering Slagle Run and 

Conewago Creek, the company installed a large above-ground tank.  

Source: http://www.wtrf.com/story/29329990/company-circuit-glitch-likely-caused-

chemical-plant-fire 

 

[Return to top] 

 

Nuclear Reactors, Materials, and Waste Sector 

2. June 15, Associated Press – (New York) Reactor at NY nuke plant shut down. 

Entergy Nuclear officials reported that Indian Point’s Unit 3 in Buchanan, New York, 

automatically shut down June 15 following an electrical disturbance at a switch yard 

outside the plant. No release of radioactivity was reported. 

Source: http://www.ctpost.com/business/energy/article/Reactor-at-NY-nuke-plant-shut-

down-6329231.php 

 

[Return to top]  

 

Critical Manufacturing Sector 
 

3. June 15, Detroit News – (National) Honda expands Takata recall by 1.39 million 

vehicles. Honda Motor Co., reported June 15 expanded recalls to include 1.39 million 

model year 2001 – 2005 Honda Civic and model year 2003 – 2007 Honda Accord 

vehicles due to ongoing issues with airbag inflators manufactured by the Takata 

Corporation in which airbags could prematurely inflate or explode.  

Source: http://www.detroitnews.com/story/business/autos/2015/06/15/honda-expands-

takata-recall-million-vehicles/71270856/ 

 

4. June 16, Associated Press – (Missouri) Springfield manufacturer cited after 

worker’s death at plant. The U.S. Department of Labor Occupational Safety and 

Health Administration cited Springfield, Missouri-based Ridewell Corp., June 15 with 

a willful violation for failing to protect workers from operating parts of machinery 

following an investigation into a January incident that killed a worker. Proposed fines 

total $71,000. 

Source: http://www.washingtontimes.com/news/2015/jun/16/springfield-manufacturer-

http://www.wtrf.com/story/29329990/company-circuit-glitch-likely-caused-chemical-plant-fire
http://www.wtrf.com/story/29329990/company-circuit-glitch-likely-caused-chemical-plant-fire
http://www.ctpost.com/business/energy/article/Reactor-at-NY-nuke-plant-shut-down-6329231.php
http://www.ctpost.com/business/energy/article/Reactor-at-NY-nuke-plant-shut-down-6329231.php
http://www.detroitnews.com/story/business/autos/2015/06/15/honda-expands-takata-recall-million-vehicles/71270856/
http://www.detroitnews.com/story/business/autos/2015/06/15/honda-expands-takata-recall-million-vehicles/71270856/
http://www.washingtontimes.com/news/2015/jun/16/springfield-manufacturer-cited-after-workers-death/
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cited-after-workers-death/ 

 

5. June 15, Joplin Globe – (Missouri) Authorities determine cause of Neosho 

explosion. Federal and State authorities are investigating after determining that a June 

15 explosion at USA Metal Recycling in Neosho, Missouri, that killed 1 and injured 

another was caused by an explosive device stored among empty military shell casings. 

The building sustained minimal damage. 

Source: http://www.joplinglobe.com/news/updated-authorities-determine-cause-of-

neosho-explosion/article_15d61960-13b9-11e5-813c-034fadee1382.html 

 

[Return to top]  

 

Defense Industrial Base Sector 

Nothing to report 
 

[Return to top]  

 

Financial Services Sector 

6. June 15, U.S. Department of the Treasury – (West Virginia) FinCEN penalizes West 

Virginia bank for serious BSA violations and actions by a branch manager that 

assisted criminal activity. The Financial Crimes Enforcement Network announced 

June 15 a $4.5 million civil money penalty against Bank of Mingo in Williamson, West 

Virginia, following the bank’s willful violation of the Bank Secrecy Act by staff and a 

former branch manager who failed to implement and maintain an effective anti-money 

laundering program from 2008 – 2013, specifically regarding a customer that 

conducted over $9 million of structured transactions.  

Source: http://www.fincen.gov/news_room/nr/html/20150615.html 

 

7. June 15, USA Today – (International) Former oil exec pleads guilty in Colombian 

bribery case. A former co-CEO of PetroTiger pleaded guilty June 15 to violating the 

Foreign Corrupt Practices Act by conspiring with several company officials to bribe an 

employee of Colombian Ecopetrol with $333,500 in exchange for help in winning a 

$45 million contract. Two co-conspirators and a general counsel previously pleaded 

guilty in connection to the scheme. 

Source: http://www.usatoday.com/story/money/2015/06/15/colombia-oil-bribery-

joseph-sigelman-foreign-corrupt-practices-act-fcpa/71255332/ 

 

[Return to top]  

 

Transportation Systems Sector 

8. June 16, Wisconsin Rapid Daily Tribune Media – (Wisconsin) Highway closed after 

fuel tanker crash. A portion of County Highway A in Wood, Wisconsin, will be 

closed until further notice June 16 while crews clean up after a fuel tanker overturned. 

No injuries were reported.  

http://www.washingtontimes.com/news/2015/jun/16/springfield-manufacturer-cited-after-workers-death/
http://www.joplinglobe.com/news/updated-authorities-determine-cause-of-neosho-explosion/article_15d61960-13b9-11e5-813c-034fadee1382.html
http://www.joplinglobe.com/news/updated-authorities-determine-cause-of-neosho-explosion/article_15d61960-13b9-11e5-813c-034fadee1382.html
http://www.fincen.gov/news_room/nr/html/20150615.html
http://www.usatoday.com/story/money/2015/06/15/colombia-oil-bribery-joseph-sigelman-foreign-corrupt-practices-act-fcpa/71255332/
http://www.usatoday.com/story/money/2015/06/15/colombia-oil-bribery-joseph-sigelman-foreign-corrupt-practices-act-fcpa/71255332/
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Source: http://www.wisconsinrapidstribune.com/story/news/local/2015/06/16/highway-

closed-fuel-tanker-crash/28798559/  

 

9. June 15, Associated Press – (Illinois) Wind, rain cause flooding, Chicago flight 

cancellations. The Chicago Department of Aviation reported June 15 that storms 

sweeping across northern Illinois prompted a tornado warning that caused the 

cancellation of more than 815 flights and delays of 2 or more hours at O’Hare 

International Airport, as well as the cancellation of 25 flights at Midway International 

Airport.  

Source: http://www.stltoday.com/news/national/wind-rain-cause-flooding-chicago-

flight-cancellations/article_c31cb6d7-81d8-5e36-bd17-15ed649f953b.html 

 

10. June 15, Alaska Dispatch News – (Alaska) Unpredictable Sockeye wildfire appears 

to shift directions, moves north. Parks Highway from mile marker 71 to Hatcher Pass 

was closed June 15 for an unspecified amount of time due to a wind shift that sent the 

Sockeye Fire towards the highway and prompted a 15-mile evacuation of the area while 

crews responded to the scene.  

Source: http://www.adn.com/article/20150615/parks-highway-shuts-down-again-

sockeye-wildfire-continues-burning  

 

11. June 15, River Falls Journal – (Wisconsin) Too-tall load strikes I-94 overpass, 

causes freeway shutdown. The Interstate 94 overpass near Woodville was closed for 

several hours June 15 while crews inspected and cleared the scene of a crash after a 

semi-trucks body disconnected and overturned across the median. No injuries were 

reported. 

Source: http://www.riverfallsjournal.com/news/accidents/3766499-too-tall-load-strikes-

i-94-overpass-causes-freeway-shutdown 

 

12. June 15, Easton Star Democrat – (Maryland) 1 dead, 3 hurt in Dorchester crash. 

Route 307 in Williamsburg was shut down for several hours June 15 while crews 

cleared the scene of a 3-vehicle accident that involved a semi-truck and killed 1 person 

and injured 3 others.  

Source: http://www.stardem.com/news/local_news/article_507269df-00e9-5eec-9bb0-

82297fac0e21.html 

 

[Return to top]  

 

Food and Agriculture Sector 

13. June 16, Food Safety News – (Ohio) Salmonella outbreak hits Ohio care center. The 

Ohio Department of Health reported June 16 that a salmonella outbreak at the Heritage 

Corner Health Campus in Bowling Green, Ohio, sickened 18 people. An investigation 

is ongoing to determine the cause of the incident and officials have advised the health 

center to close common room areas and thoroughly sanitize the facility.   

Source: http://www.foodsafetynews.com/2015/06/salmonella-outbreak-hits-ohio-care-

center/#.VYAOzvlVhBc 

 

http://www.wisconsinrapidstribune.com/story/news/local/2015/06/16/highway-closed-fuel-tanker-crash/28798559/
http://www.wisconsinrapidstribune.com/story/news/local/2015/06/16/highway-closed-fuel-tanker-crash/28798559/
http://www.stltoday.com/news/national/wind-rain-cause-flooding-chicago-flight-cancellations/article_c31cb6d7-81d8-5e36-bd17-15ed649f953b.html
http://www.stltoday.com/news/national/wind-rain-cause-flooding-chicago-flight-cancellations/article_c31cb6d7-81d8-5e36-bd17-15ed649f953b.html
http://www.adn.com/article/20150615/parks-highway-shuts-down-again-sockeye-wildfire-continues-burning
http://www.adn.com/article/20150615/parks-highway-shuts-down-again-sockeye-wildfire-continues-burning
http://www.riverfallsjournal.com/news/accidents/3766499-too-tall-load-strikes-i-94-overpass-causes-freeway-shutdown
http://www.riverfallsjournal.com/news/accidents/3766499-too-tall-load-strikes-i-94-overpass-causes-freeway-shutdown
http://www.stardem.com/news/local_news/article_507269df-00e9-5eec-9bb0-82297fac0e21.html
http://www.stardem.com/news/local_news/article_507269df-00e9-5eec-9bb0-82297fac0e21.html
http://www.foodsafetynews.com/2015/06/salmonella-outbreak-hits-ohio-care-center/#.VYAOzvlVhBc
http://www.foodsafetynews.com/2015/06/salmonella-outbreak-hits-ohio-care-center/#.VYAOzvlVhBc
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14. June 15, ConsumerAffairs.com – (New York; Pennsylvania) Larry’s Custom Meats 

recalls beef tongue products. Larry’s Custom Meats of Hartwick, New York, is 

recalling approximately 529 pounds of beef tongue products after lingual tonsils were 

found still attached to the meat June 15. The item was shipped to retail locations in 

New York and Pennsylvania.    

Source: http://www.consumeraffairs.com/news/larrys-custom-meats-recalls-beef-

tongue-product-061515.html 

 

15. June 15, KION 32 Salinas – (California) Fresca Italia pork products recalled in San 

Francisco bay area. The Food Safety and Inspection Service reported June 15 that 

Fresca Italia is recalling approximately 36 pounds of prosciutto pork products produced 

in Italy that missed U.S. inspection upon entry into the country. The items were shipped 

to retail locations throughout San Francisco, California.     

Source: http://www.kionrightnow.com/news/local-news/fresca-italia-pork-products-

recalled-in-san-francisco-bay-area/33594968 

 

[Return to top] 

 

Water and Wastewater Systems Sector 

16. June 15, WCAU 10 Philadelphia – (Pennsylvania) Millions of gallons of water flow 

after water main break in West Philly. The Philadelphia Water Department reported 

June 14 that a 36-inch water main ruptured in West Philadelphia, spilling 

approximately 12.5 million gallons of water, prompting the evacuation of 14 people 

from nearby homes, and submerging a car into a sinkhole located near a gas main that 

crews had to shut off while responding to the incident. The cause of the rupture remains 

under investigation 

Source: http://www.nbcphiladelphia.com/news/local/Water-Main-Break-West-

Philadelphia-Water-Department-52nd-Street-307289801.html 

 

17. June 15, WCHS 8 Charleston/Huntington – (West Virginia) Boil water advisory 

issued for about 400 customers along Route 10 in Huntington. West Virginia 

American Water issued a precautionary boil water advisory June 15 for about 400 

customers in Huntington following a water main break.  

Source: http://www.wchstv.com/news/features/eyewitness-news/stories/Boil-Water-

Advisory-Issued-For-About-400-Customers-Along-Route-10-In-Huntington-

149863.shtml#.VYA76flViko 

 

18. June 15, WPBF 16 Tequesta – (Florida) Shark sightings shut down St. Lucie County 

beaches. St. Lucie County announced June 15 a county-wide beach closing after 

reports of sharks were scene along the shoreline.  

Source: http://www.wpbf.com/news/shark-sightings-shut-down-st-lucie-county-

beaches/33595254 

 

 

[Return to top]  
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Healthcare and Public Health Sector 

19. June 15, WFTS 28 Tampa – (Florida) Tampa doctor arrested on fraud charges. A 

chiropractor with offices in South Tampa and Auburndale, Florida, was arrested June 

15 on charges of insurance fraud and patient brokering. The doctor allegedly enlisted 

three accomplices to pay patients and file false insurance claims with the two clinics. 

Source: http://www.abcactionnews.com/money/consumer/taking-action-for-you/tampa-

doctor-arrested-on-fraud-charges  

 
[Return to top]  

 

Government Facilities Sector 

20. June 16, Muncie Star Press – (Indiana) Search continues for Randolph jail escapee. 

An inmate at Randolph County Jail in Winchester, Indiana escaped by foot June 15 

while cleaning the jail lobby. Jail officials plan to change procedures to prevent similar 

escapes in the future, and detectives are interviewing the friends and family of the 

inmate to determine his possible whereabouts.  

Source: http://www.thestarpress.com/story/news/crime/2015/06/15/authorities-

searching-for-randolph-county-jail-escapee/71241772/  

 

21. June 15, Associated Press – (Texas) The latest on severe weather: tropical storm 

prompts school closings in Houston-Galveston area. Galveston and southern 

Houston area schools were closed June 16 due to tropical storm warnings and flood 

watches from Tropical Storm Bill.  

Source: http://www.usnews.com/news/us/articles/2015/06/15/the-latest-local-state-

governments-prepare-for-gulf-storm  

 

22. June 15, Associated Press – (Arkansas) Little Rock Air Force Base guards critically 

wound rifle-carrying man trying to enter. A suspected gunman was shot and 

critically wounded by guards at Little Rock Air Force Base in Arkansas after allegedly 

attempting to force his way through the front gate and emerging from his vehicle armed 

with a rifle June 15. The base was placed on lockdown for three hours while a bomb 

squad investigated the suspect’s vehicle and home, and law enforcement is now 

investigating the incident to determine a possible motive. 

Source:http://www.oregonlive.com/today/index.ssf/2015/06/air_force_base_guards_in_

littl.html  

 

For another story, see item 10 

 

 [Return to top]  

 

Emergency Services Sector 

Nothing to report 

 

http://www.abcactionnews.com/money/consumer/taking-action-for-you/tampa-doctor-arrested-on-fraud-charges
http://www.abcactionnews.com/money/consumer/taking-action-for-you/tampa-doctor-arrested-on-fraud-charges
http://www.thestarpress.com/story/news/crime/2015/06/15/authorities-searching-for-randolph-county-jail-escapee/71241772/
http://www.thestarpress.com/story/news/crime/2015/06/15/authorities-searching-for-randolph-county-jail-escapee/71241772/
http://www.usnews.com/news/us/articles/2015/06/15/the-latest-local-state-governments-prepare-for-gulf-storm
http://www.usnews.com/news/us/articles/2015/06/15/the-latest-local-state-governments-prepare-for-gulf-storm
http://www.oregonlive.com/today/index.ssf/2015/06/air_force_base_guards_in_littl.html
http://www.oregonlive.com/today/index.ssf/2015/06/air_force_base_guards_in_littl.html
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Information Technology Sector 

23. June 16, Infosecurity Magazine – (International) Stegoloader malware hides in 

images on legit sites. Security researchers from Dell SecureWorks released findings 

from a report warning of potential new trend in which malware uses digital stenography 

to evade detection and steal information from affected users via various configurable 

modules. 

Source: http://www.infosecurity-magazine.com/news/stegoloader-malware-hides-in/ 

 

24. June 16, Softpedia – (International) LastPass has been hacked, change your master 

password now. Officials from LastPass advised that users change their master 

passwords after the company discovered that their system was compromised June 12. 

No user accounts were reported to have been accessed, and encrypted vault data was 

reportedly not tampered with.  

Source: http://news.softpedia.com/news/LastPass-Has-Been-Hacked-Change-You-

Master-Password-Now-484422.shtml 

 

25. June 16, Securityweek – (International) Canonical patches privilege escalation 

vulnerability in Ubuntu. Canonical released updates for Ubuntu fixing a local root 

privilege escalation vulnerability related to the OverlayFS Linux file system’s 

permissions in which an attacker could gain administrative privileges on the affected 

system.  

Source: http://www.securityweek.com/canonical-patches-privilege-escalation-

vulnerability-ubuntu 

 

26. June 15, Securityweek – (International) Duqu 2.0 used stolen digital certificate in 

attacks: Kaspersky Lab. Security researchers at Kaspersky Lab reported that the 

attackers behind the Duqu 2.0 malware identified in worldwide attacks in June used a 

stolen valid digital signature from Hon Hai Precision Industry Co., LTD/Foxcon 

Technology Group to sign a driver that masked command-and-control (C&C) traffic 

and ensured the persistence of the malware. The attackers reportedly installed the 

malicious drivers on firewalls, gateways, and servers with direct internet access as well 

as corporate network access.  

Source: http://www.securityweek.com/duqu-20-used-stolen-digital-certificate-attacks-

kaspersky-lab 

 

27. June 15, Securityweek – (International) Cisco fixes DoS vulnerability affecting 

carrier routing systems. Cisco released updates for IOS XR Software installed on 

CRS-3 Carrier Routing Systems addressing a medium severity vulnerability in which 

an attacker could cause the line card to reload by sending specially crafted packets to 

the vulnerable device, causing an extended denial-of-service (DoS) condition.  

Source: http://www.securityweek.com/cisco-fixes-dos-vulnerability-affecting-carrier-

routing-systems 

 

  

http://www.infosecurity-magazine.com/news/stegoloader-malware-hides-in/
http://news.softpedia.com/news/LastPass-Has-Been-Hacked-Change-You-Master-Password-Now-484422.shtml
http://news.softpedia.com/news/LastPass-Has-Been-Hacked-Change-You-Master-Password-Now-484422.shtml
http://www.securityweek.com/canonical-patches-privilege-escalation-vulnerability-ubuntu
http://www.securityweek.com/canonical-patches-privilege-escalation-vulnerability-ubuntu
http://www.securityweek.com/duqu-20-used-stolen-digital-certificate-attacks-kaspersky-lab
http://www.securityweek.com/duqu-20-used-stolen-digital-certificate-attacks-kaspersky-lab
http://www.securityweek.com/cisco-fixes-dos-vulnerability-affecting-carrier-routing-systems
http://www.securityweek.com/cisco-fixes-dos-vulnerability-affecting-carrier-routing-systems


 - 8 - 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or 

visit their Web site: http://www.us-cert.gov 

 

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 

Analysis Center) Web site: http://www.it-isac.org  

 

[Return to top]  

 

Communications Sector 

Nothing to report 
 

[Return to top] 

 

Commercial Facilities Sector 

28. June 16, USA Today – (California) 6 die in Calif. Balcony collapse; victims were 

Irish. The Berkeley Police Department in California reported June 16 that 6 people 

were killed and at least 7 others injured after an apartment building balcony collapsed. 

Officers are investigating the cause of the fallen infrastructure.    

Source: http://www.usatoday.com/story/news/nation/2015/06/16/berkeley-balcony-

collapse/28797145/ 

 

29. June 16, Jersey Journal – (New Jersey) 40 displaced after rain pours into Jersey 

City apartments through ‘unrepaired’ roof. The Jersey City Fire Department 

evacuated 40 residents at a 4-story apartment building June 15 after water from a 

rainstorm poured through an unrepaired roof and into the building. City officials are 

assessing the damage and pursuing safety violations against the building owner for 

hazardous living conditions.     

Source: http://www.nj.com/jjournal-

news/index.ssf/2015/06/40_displaced_after_rain_water.html  

 

30. June 16, Delaware County Daily Times – (Delaware) Fire damages buildings on 

Church Street in West Chester. A 2-alarm fire at an office building in West Chester, 

Delaware prompted the response of multiple fire departments after the blaze began in 

the attic of the building. No injuries were reported.  

Source: http://www.delcotimes.com/general-news/20150616/fire-damages-building-on-

church-street-in-west-chester  

 

31. June 15, WFIE 4 Evansville – (Indiana) Gas tank blamed for fire at AAA Auto 

Parts. AAA Auto Parts in Evansville, Indiana, sustained extensive damaged following 

a 3-alarm fire that began after a fallen gas tank ignited June 13. Fire crews contained 

the incident and no injuries were reported.    

Source: http://www.14news.com/story/29324931/gas-tank-blamed-for-fire-at-aaa-auto-

parts 

 

mailto:soc@us-cert.gov
http://www.us-cert.gov/
http://www.it-isac.org/
http://www.usatoday.com/story/news/nation/2015/06/16/berkeley-balcony-collapse/28797145/
http://www.usatoday.com/story/news/nation/2015/06/16/berkeley-balcony-collapse/28797145/
http://www.nj.com/jjournal-news/index.ssf/2015/06/40_displaced_after_rain_water.html
http://www.nj.com/jjournal-news/index.ssf/2015/06/40_displaced_after_rain_water.html
http://www.delcotimes.com/general-news/20150616/fire-damages-building-on-church-street-in-west-chester
http://www.delcotimes.com/general-news/20150616/fire-damages-building-on-church-street-in-west-chester
http://www.14news.com/story/29324931/gas-tank-blamed-for-fire-at-aaa-auto-parts
http://www.14news.com/story/29324931/gas-tank-blamed-for-fire-at-aaa-auto-parts
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32. June 15, Smithtown Patch – (New York) Commack fire shuts strip center. A June 14 

fire in Commack, New York prompted the evacuation of adjoining store businesses and 

caused a power outage for several hours that began from a malfunctioning air 

conditioning unit. Multiple fire crews responded to the incident and contained the fire.    

Source: http://patch.com/new-york/smithtown/commack-fire-shuts-strip-center-0 

 

For another story, see item 13 

 

[Return to top] 

 

Dams Sector 

Nothing to report 
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