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Top Stories 

 Approximately 8,000 residents in Louisville, Kentucky, were placed under a boil-water 

advisory after water service was restored and crews continued to repair a 48-inch water 

main break that spilled millions of gallons and caused several other water mains to burst 

and flood streets April 24. – WLKY 32 Louisville (See item 11)  
 

 An April 24 fire at the Mid-Atlantic Family Practice near Lewes, Delaware, left an 

estimated $1 million in damage and one firefighter injured. – Wilmington News Journal 

(See item 13)  

 Police are searching for individuals that stole about 200 feet of fiber optic cable from 

power poles in Snohomish County, Washington, causing roughly 20,000 Comcast 

residential and business customers to lose Internet, television, and phone service April 24. 

– KIRO 7 Seattle (See item 24)  

 A natural gas explosion at a strip mall in North Bend, Washington, destroyed three 

buildings and damaged several nearby businesses April 24. – KIRO 7 Seattle (See item 25)  
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Energy Sector 
 

Nothing to report 
 

[Return to top] 

 

Chemical Industry Sector 

See item 8 
 

[Return to top] 

 

Nuclear Reactors, Materials, and Waste Sector 
 

Nothing to report 
 

[Return to top]  

 

Critical Manufacturing Sector 

1. April 24, U.S. Department of Labor – (Florida) Florida manufacturer cited for 

exposing permanent and temporary workers to toxic chemical hexavalent 

chromium after US Labor Department inspection. Dixie Tank Co. was cited with 23 

safety and health violations following an Occupational Safety and Health 

Administration inspection at its Jacksonville manufacturing facility, including exposing 

employees to hexavalent chromium. Proposed fines totaled $106,100.  

Source: 

https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEA

SES&p_id=25896 

 

2. April 24, U.S. Department of Labor – (Texas) Houston metal fabricator fined 

$124,000 for failing to abate violations and exposing workers to serious safety 

hazards. American Sheet Metal Co. was cited by the Occupational Safety and Health 

Administration for failing to abate serious safety hazards found during a July 2013 

inspection of its facility in Houston. Proposed fines totaled $124,000, in addition to an 

unpaid $11,600 penalty from the previous inspection.  

Source: 

https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEA

SES&p_id=25902  

 

[Return to top]  

 

Defense Industrial Base Sector 

 
Nothing to report 

 

https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEASES&p_id=25896
https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEASES&p_id=25902
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[Return to top]  

 

Financial Services Sector 

3. April 25, Softpedia – (International) Nine members of cybercrime ring sentenced to 

a total of 24 years for attacks on banks. Nine men found guilty of stealing around 

$2.1 million from Barclays and Santander banks were sentenced by a U.K. court to 

serve a total of 24 years and 9 months. The group used keyboard, video, mouse (KVM) 

switches to transfer money from the banks, and also intercepted around one million 

letters to obtain payment cards that were then used to make fraudulent purchases.  

Source: http://news.softpedia.com/news/Nine-Members-of-Cybercrime-Ring-

Sentenced-to-a-Total-of-24-Years-for-Attacks-on-Banks-439394.shtml 

 

[Return to top]  

 

Transportation Systems Sector 

 
4. April 25, KARE 11 Minneapolis – (Minnesota) Highway 55 closed after fatal 

accident. Westbound lanes of Highway 55 at Lexington in Dakota County were closed 

for several hours April 25 after a fatal accident involving a head-on collision that killed 

one driver and injured the other.  

Source: http://www.kare11.com/story/news/local/2014/04/25/highway-55-closed-after-

fatal-accident/8140937/  

 

5. April 25, Associated Press – (Connecticut) Man dies after garbage truck rolls over 

on Interstate 91 in Wallingford. Authorities are investigating a crash that shut down 

two northbound lanes of Interstate 91 in Wallingford for several hours April 24 after 

the driver of a garbage truck was killed and a passenger was injured when the truck 

rolled over and hit an embankment.  

Source: 

http://www.greenfieldreporter.com/view/story/8e32fba330304f47a64748d3021faedb/C

T--Garbage-Truck-Crash  

 

6. April 24, Los Angeles Times – (California) 5 Freeway reopens in Irvine after chain-

reaction crash that killed 2. Two people were killed and 4 others were injured after a 

5-car, chain-reaction crash on the 5 Freeway in Orange County that prompted a nearly 

7-hour closure of northbound lanes April 24.  

Source: http://www.latimes.com/local/lanow/la-me-ln-5-freeway-reopens--

20140424,0,1829240.story 

 

7. April 24, MauiNow.com – (Hawaii) Teen dies after car drops 300-feet off Hana 

Highway. The Hana Highway in East Maui between mile 14 and 15 was closed for 

more than 2 hours April 24 after the driver of a car was killed when the vehicle went 

off the road and down a cliff landing on lava rocks, causing the car to burst into flames. 

Authorities responded when the passenger managed to climb up the hill and call for 

help.  

http://news.softpedia.com/news/Nine-Members-of-Cybercrime-Ring-Sentenced-to-a-Total-of-24-Years-for-Attacks-on-Banks-439394.shtml
http://news.softpedia.com/news/Nine-Members-of-Cybercrime-Ring-Sentenced-to-a-Total-of-24-Years-for-Attacks-on-Banks-439394.shtml
http://www.kare11.com/story/news/local/2014/04/25/highway-55-closed-after-fatal-accident/8140937/
http://www.kare11.com/story/news/local/2014/04/25/highway-55-closed-after-fatal-accident/8140937/
http://www.greenfieldreporter.com/view/story/8e32fba330304f47a64748d3021faedb/CT--Garbage-Truck-Crash
http://www.latimes.com/local/lanow/la-me-ln-5-freeway-reopens--20140424,0,1829240.story
http://www.latimes.com/local/lanow/la-me-ln-5-freeway-reopens--20140424,0,1829240.story
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Source: http://mauinow.com/2014/04/24/teen-dies-after-car-drops-300-feet-off-hana-

highway/  

For another story, see item 11  

 

[Return to top]  

 

Food and Agriculture Sector 

8. April 24, HydrocarbonProcessing.com – (Oklahoma) CF shuts Oklahoma nitrogen 

facility for repairs. CF Industries took its Woodward nitrogen complex offline for 

repairs due to a problem with one of the facility’s boilers. The facility is expected to 

return to normal operations in about 6–8 weeks after maintenance efforts are 

completed. 

Source: http://www.hydrocarbonprocessing.com/Article/3333754/Latest-News/CF-

shuts-Oklahoma-nitrogen-facility-for-repairs.html 

 

9. April 24, U.S. Department of Agriculture – (International) Ontario firm recalls baby 

back ribs produced without import inspection. The Food Safety and Inspection 

Service (FSIS) announced April 24 that Skilcor Food Products, an importer of record in 

Ontario, Canada, recalled approximately 36 pounds of its Cobblestone Farms Fully 

Cooked Pork Baby Back Ribs in Honey Garlic Barbeque Sauce because the product 

was not presented for FSIS inspection at the U.S. border, allowing for possible adverse 

health risks. 

Source: http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-

alerts/recall-case-archive/archive/2014/recall-025-2014-release 

 

10. April 23, WMTW 8 Poland Spring – (Maine) Truck load of french fries goes up in 

flames. Firefighters responded to a Waterville Walmart parking lot after a semi-truck 

carrying french fries caught fire, destroying 40,000 pounds of the truck’s cargo. 

Authorities believe the fire was sparked by a blown out tire, then spread through the 

break system and into the truck.  

Source: http://www.wmtw.com/news/truck-load-of-french-fries-goes-up-in-

flames/25621992 

 

For another story, see item 12  

 

Return to top[ ] 

 

Water and Wastewater Systems Sector 

11. April 25, WLKY 32 Louisville – (Kentucky) Repair work continues after Highlands 

water main break. Approximately 8,000 residents in Louisville were placed under a 

boil-water advisory after water service was restored and crews continued to repair a 48-

inch water main break that spilled millions of gallons and caused several other water 

mains to burst and flood streets and Tyler Park April 24. Repairs to the pipe and roads 

were expected to take several days.  

http://mauinow.com/2014/04/24/teen-dies-after-car-drops-300-feet-off-hana-highway/
http://mauinow.com/2014/04/24/teen-dies-after-car-drops-300-feet-off-hana-highway/
http://www.hydrocarbonprocessing.com/Article/3333754/Latest-News/CF-shuts-Oklahoma-nitrogen-facility-for-repairs.html
http://www.hydrocarbonprocessing.com/Article/3333754/Latest-News/CF-shuts-Oklahoma-nitrogen-facility-for-repairs.html
http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-alerts/recall-case-archive/archive/2014/recall-025-2014-release
http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-alerts/recall-case-archive/archive/2014/recall-025-2014-release
http://www.wmtw.com/news/truck-load-of-french-fries-goes-up-in-flames/25621992?hpt=us_bn7
http://www.wmtw.com/news/truck-load-of-french-fries-goes-up-in-flames/25621992?hpt=us_bn7
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Source: http://www.wlky.com/news/water-main-breaks-near-tyler-park/25640954  

 

12. April 24, Salt Lake Tribune – (Utah) Turkey truck crash into Utah reservoir sparks 

fears of contamination. A semi-truck carrying 700 live turkeys crashed off U.S. 

Highway 189 into Deer Creek Reservoir in Provo Canyon April 24 killing most of the 

turkeys and leaving the driver injured. The Metropolitan Water District of Salt Lake 

and Sandy closed the reservoir’s feed to the Salt Lake aqueduct as a precaution due to 

potential contamination.   

Source: http://www.sltrib.com/sltrib/news/57860337-78/reservoir-turkeys-truck-

crash.html.csp  

 

[Return to top]  

 

Healthcare and Public Health Sector 

13. April 25, Wilmington News Journal – (Delaware) Fire destroys medical office near 

Lewes. An April 24 fire at the Mid-Atlantic Family Practice near Lewes left an 

estimated $1 million in damage and one firefighter injured, and closed nearby John J. 

Williams Highway (Delaware 24) for several hours while crews from 11 Sussex 

County fire companies responded. The fire was caused by a burning cigarette dropped 

into a disposal unit by the front door. 

Source: http://www.delawareonline.com/story/news/crime/2014/04/24/fire-destroys-

medical-office-near-lewes/8135381/ 

 

14. April 24, Boston Globe – (Massachusetts) Social security numbers stolen from Tufts 

Health members. Tufts Health Plan notified about 8,830 former and current insurance 

plan holders that their personal data, including their Social Security numbers, were 

stolen. The health insurer reported the theft was not due to an electronic breach or IT 

system hacking. 

Source: http://www.bostonglobe.com/business/2014/04/24/personal-information-

stolen-from-more-than-members-tufts-health-

plan/jAwJkp4WQDCWPwQYCNNquM/story.html 

 

15. April 23, Stroudsburg Pocono Record – (Pennsylvania) Patient information may have 

been on stolen Coordinated Health laptop. Coordinated Health announced April 23 

that a password-protected laptop that may contain the personal information of 733 

patients was stolen from an employee’s car in Bethlehem February 21 and has not been 

recovered. Hospital officials are working with authorities to investigate the incident. 

Source: 

http://www.poconorecord.com/apps/pbcs.dll/article?AID=/20140423/NEWS/14042990

1 

 

[Return to top]  

 

Government Facilities Sector 

16. April 25, Orange County Register – (California) 12 injured in Anaheim Hills school-

http://www.wlky.com/news/water-main-breaks-near-tyler-park/25640954
http://www.sltrib.com/sltrib/news/57860337-78/reservoir-turkeys-truck-crash.html.csp
http://www.sltrib.com/sltrib/news/57860337-78/reservoir-turkeys-truck-crash.html.csp
http://www.delawareonline.com/story/news/crime/2014/04/24/fire-destroys-medical-office-near-lewes/8135381/
http://www.delawareonline.com/story/news/crime/2014/04/24/fire-destroys-medical-office-near-lewes/8135381/
http://www.bostonglobe.com/business/2014/04/24/personal-information-stolen-from-more-than-members-tufts-health-plan/jAwJkp4WQDCWPwQYCNNquM/story.html
http://www.bostonglobe.com/business/2014/04/24/personal-information-stolen-from-more-than-members-tufts-health-plan/jAwJkp4WQDCWPwQYCNNquM/story.html
http://www.poconorecord.com/apps/pbcs.dll/article?AID=/20140423/NEWS/140429901
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bus crash. Eleven students and a bus driver were injured after an Orange Unified 

school bus veered off the road and crashed into a tree in Anaheim Hills April 24. 

Source: http://www.ocregister.com/articles/crash-611274-bus-canyon.html 

 

17. April 25, New Haven Register – (Connecticut) 16-year-old girl stabbed to death at 

Milford’s Jonathan Law High School. Police arrested a student in connection to 

stabbing a second student to death at Jonathan Law High School in Milford April 25. 

Students were dismissed and classes were cancelled while authorities investigated the 

incident. 

Source: http://www.nhregister.com/general-news/20140425/1-student-injured-in-

stabbing-at-jonathan-law-high-school-in-milford 

 

18. April 24, WDIV 4 Detroit – (Michigan) Detroit city employees charged with 

unemployment insurance fraud. Thirty-three current and former Detroit city 

employees were charged April 24 in connection to their alleged involvement in 

unemployment insurance fraud which cost the State of Michigan $400,000. The 

individuals are accused of making false statements to the Michigan Unemployment 

Insurance Agency about their employment status and collecting payments while 

continuing to work for the city. 

Source: http://www.clickondetroit.com/news/detroit-employees-charged-with-

unemployment-insurance-fraud/25640846 

 

For another story, see item 19 

 

[Return to top]  

 

Emergency Services Sector 
 

Nothing to report 
 

[Return to top] 

 

Information Technology Sector 

19. April 25, Softpedia – (International) Heartbleed bug patched on all US government 

websites. Trend Micro researchers reported that less than 10 percent of Web sites 

remain vulnerable to the Heartbleed flaw in OpenSSL, with all U.S. government Web 

sites patched. Distil Networks researchers also reported that 84 percent of the top 

10,000 global Web sites have applied patches to close the vulnerability.  

Source: http://news.softpedia.com/news/Heartbleed-Bug-patched-on-All-US-

Government-Websites-439271.shtml 

 

20. April 24, Threatpost – (International) Apache warns of faulty zero day patch for 

Struts. The Apache Software Foundation (ASF) released an advisory April 24 stating 

that a patch issued in March to close a zero day vulnerability in Apache Struts did not 

completely close the vulnerability. The advisory stated that a new patch would likely be 

http://www.ocregister.com/articles/crash-611274-bus-canyon.html
http://www.nhregister.com/general-news/20140425/1-student-injured-in-stabbing-at-jonathan-law-high-school-in-milford
http://www.nhregister.com/general-news/20140425/1-student-injured-in-stabbing-at-jonathan-law-high-school-in-milford
http://www.clickondetroit.com/news/detroit-employees-charged-with-unemployment-insurance-fraud/25640846
http://www.clickondetroit.com/news/detroit-employees-charged-with-unemployment-insurance-fraud/25640846
http://news.softpedia.com/news/Heartbleed-Bug-patched-on-All-US-Government-Websites-439271.shtml
http://news.softpedia.com/news/Heartbleed-Bug-patched-on-All-US-Government-Websites-439271.shtml
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released within 72 hours, and ASF provided a temporary mitigation for users to apply 

until then.  

Source: http://threatpost.com/apache-warns-of-faulty-zero-day-patch-for-struts/105691 

 

21. April 24, SC Magazine – (International) No encryption means easy compromise of 

Viber location data, communications. Researchers with the University of New Haven 

Cyber Forensics Research & Education Group reported that the Viber text message and 

voice over IP (VoIP) service manages data in an unencrypted form that could allow 

attackers and service providers to intercept data being sent and stored.  

Source: http://www.scmagazine.com/no-encryption-means-easy-compromise-of-viber-

location-data-communications/article/344109/ 

 

22. April 24, Threatpost – (International) NetSupport Manager vulnerability could lead 

to data leakage. A researcher at SpiderLabs reported finding a vulnerability in 

NetSupport Manager that could allow an attacker to bypass Windows and Domain 

credentials and remotely connect to and compromise hosts.  

Source: http://threatpost.com/netsupport-manager-vulnerability-could-lead-to-data-

leakage/105682 

 

23. April 24, Softpedia – (International) Spammers use non-Latin characters to evade 

spam filters. Kaspersky Lab researchers found that spammers have recently started 

replacing regular characters in spam emails with similar-looking non-Latin characters 

in an attempt to evade spam filters.  

Source: http://news.softpedia.com/news/Spammers-Use-Non-Latin-Characters-to-

Evade-Spam-Filters-439215.shtml 

 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or 

visit their Web site: http://www.us-cert.gov 

 

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 

Analysis Center) Web site: http://www.it-isac.org  

 

[Return to top]  

 

Communications Sector 

24. April 24, KIRO 7 Seattle – (Washington) Police: Wire thieves cut service to 20,000 

Comcast customers. Police are searching for individuals that stole about 200 feet of 

fiber optic cable from power poles in Snohomish County, causing roughly 20,000 

Comcast residential and business customers to lose Internet, television, and phone 

service April 24 until crews completed repairs.  

Source: http://www.kirotv.com/news/news/police-wire-thieves-cut-service-20000-

comcast-cust/nfhSR/  

 

[Return to top] 

 

http://threatpost.com/apache-warns-of-faulty-zero-day-patch-for-struts/105691
http://www.scmagazine.com/no-encryption-means-easy-compromise-of-viber-location-data-communications/article/344109/
http://www.scmagazine.com/no-encryption-means-easy-compromise-of-viber-location-data-communications/article/344109/
http://threatpost.com/netsupport-manager-vulnerability-could-lead-to-data-leakage/105682
http://threatpost.com/netsupport-manager-vulnerability-could-lead-to-data-leakage/105682
http://news.softpedia.com/news/Spammers-Use-Non-Latin-Characters-to-Evade-Spam-Filters-439215.shtml
http://news.softpedia.com/news/Spammers-Use-Non-Latin-Characters-to-Evade-Spam-Filters-439215.shtml
mailto:soc@us-cert.gov
http://www.us-cert.gov/
http://www.it-isac.org/
http://www.kirotv.com/news/news/police-wire-thieves-cut-service-20000-comcast-cust/nfhSR/
http://www.kirotv.com/news/news/police-wire-thieves-cut-service-20000-comcast-cust/nfhSR/
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Commercial Facilities Sector 

25. April 25, KIRO 7 Seattle – (Washington) 3 buildings destroyed in massive North 

Bend explosion. A natural gas explosion at a strip mall in North Bend destroyed three 

buildings and damaged several nearby businesses April 24. Nearby apartments were 

evacuated due to concerns of additional gas explosions, while Puget Sound Energy 

crews worked to contain the leak. 

Source: http://www.kirotv.com/news/news/explosion-fire-reported-north-bend/nfhXz/ 

 

26. April 25, Grand Rapids Press – (Michigan) Fire rips through Big Rapids apartment 

complex, damages 16 units. An April 24 fire at the Village Green Apartments 

complex in Big Rapids damaged 16 units and left several residents displaced. The 

cause of the fire is under investigation. 

Source: http://www.mlive.com/news/grand-

rapids/index.ssf/2014/04/multiple_families_displaced_af.html 

 

27. April 24, KHQ-TV 6 Spokane – (Idaho) Structure fire at two story commercial 

building in Coeur d'Alene. Authorities are investigating an April 24 fire at a 2-story 

commercial building in Coeur d’Alene that caused damage to multiple businesses, 

including a dental office. 

Source: http://www.khq.com/story/25330044/structure-fire-at-two-story-commercial-

building-in-coeur-dalene 

 

28. April 24, Ogden Standard-Examiner – (Utah) Bomb threat shuts down Centerville 

Target for almost three hours. A Target retail store in Centerville, Utah, was 

evacuated for nearly 3 hours April 24 after an individual called the store and stated that 

he had planted a bomb in the building. Police searched and cleared the building, and are 

searching for the suspect who they believe may be connected to bomb threats made to 

other area stores April 24. 

Source: http://www.standard.net/stories/2014/04/24/bomb-threat-shuts-down-

centerville-target-almost-three-hours 

 

29. April 24, WBTW 13 Myrtle Beach – (South Carolina) 5 people taken to hospital after 

acid spill at Murrells Inlet pool. Five people were transported to area hospitals after a 

chemical dispensing pump malfunctioned and released too much muriatic acid into a 

swimming pool in Murrells Inlet April 24. 

Source: http://www.wbtw.com/story/25334970/5-people-taken-to-hospital-after-

chemical-spill-at-murrells-inlet-pool 

 

For another story, see item 24  

 

[Return to top] 

 

Dams Sector 
 

Nothing to report 

http://www.kirotv.com/news/news/explosion-fire-reported-north-bend/nfhXz/
http://www.mlive.com/news/grand-rapids/index.ssf/2014/04/multiple_families_displaced_af.html
http://www.mlive.com/news/grand-rapids/index.ssf/2014/04/multiple_families_displaced_af.html
http://www.khq.com/story/25330044/structure-fire-at-two-story-commercial-building-in-coeur-dalene
http://www.khq.com/story/25330044/structure-fire-at-two-story-commercial-building-in-coeur-dalene
http://www.standard.net/stories/2014/04/24/bomb-threat-shuts-down-centerville-target-almost-three-hours
http://www.standard.net/stories/2014/04/24/bomb-threat-shuts-down-centerville-target-almost-three-hours
http://www.wbtw.com/story/25334970/5-people-taken-to-hospital-after-chemical-spill-at-murrells-inlet-pool
http://www.wbtw.com/story/25334970/5-people-taken-to-hospital-after-chemical-spill-at-murrells-inlet-pool
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