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An accountant at Advanced Pain Therapies in Columbia, South Carolina, pleaded guilty
June 6 to charges related to a $1.9 million embezzlement scheme involving fraudulent

checks. — Columbia The State (See item 21)

A McAfee and Center for Strategic and International Studies report estimated that various
forms of global cybercrime caused losses of $445 billion a year to various industries. —

Bloomberg News (See item 29)

Two suspects opened fire and killed two police officers inside a pizzeria located at a Las
Vegas strip mall June 8, then fled to an adjacent Walmart store where they shot one
individual and exchanged gunfire with police before taking their own lives. — Associated

Press (See item 34)

43 workers were sickened June 6 when a chemical combined with moisture inside a trailer,
producing an irritant at Swift Transportation, a Walmart and Sam’s Club distribution center
in Jurupa Valley, California. - KCAL 9 Los Angeles; Associated Press (See item 38)
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1. June 8, Associated Press — (North Dakota) Nearly 700 barrels of crude spill at New

Town oil well site. Authorities are investigating after the North Dakota Department of
Health announced that about 690 barrels of crude oil spilled June 6 from a Bridger
Pipeline-owned underground pipeline at an oil gathering site near New Town, North
Dakota. About 640 barrels were recovered by June 7.

Source: http://billingsgazette.com/news/state-and-regional/montana/nearly-barrels-of-
crude-spill-at-new-town-oil-well/article_c5df981f-a511-5639-8947-adf58ce0ff99.html

. June 8, Associated Press — (North Dakota) Pipeline trenching operation causes spill

of about 300 barrels of oil; oil has been recovered. North Dakota officials reported
June 8 that a 300-barrel spill of crude oil was recovered and berms were put in place
after a pipeline trenching operation damaged a Belle Fourche Pipeline in McKenzie
County, causing the spill.

Source:
http://www.greenfieldreporter.com/view/story/8e93455669944b3ebfced72fe0021250/N

D--Oil-Spill

. June 6, Wilkes-Barre Times-Leader — (Pennsylvania) Family embroiled in insurance

fraud case. Six family members and six family businesses were charged June 6 by the
Pennsylvania Attorney General for allegedly unlawfully disposing of or burying solid
waste into the ground, disposing of waste from well drilling operations into the ground,
overbilling several businesses for contract work, and committing healthcare fraud by
having ghost employees on the payroll. Those charged were said to have gained
significant financial benefits from the crimes.

Source: http://www.timesleader.com/news/local-news-news/1450168/Area-women-
snagged-in-Bolus-insurance-fraud-case

For another story, see item 29

Chemical Industry Sector

[Return to top]

4. June 9, WOWK 13 Huntington — (West Virginia) Freedom Industries set to begin

demolition of chemical storage tanks. Contracting crews will begin June 10
dismantling and removing all piping, machinery, and storage tanks at Freedom
Industries’ Charleston facility following a January 9 chemical spill into the Elk River
that contaminated the water supply of 300,000 people. The company halted operations
at the facility after the spill and is focusing on environmental remediation and
demolition, which could cost the now-bankrupt company at least $160,000.

Source: http://www.wowktv.com/story/25724750/freedom-industries-set-to-begin-
demolition-of-chemical-storage-tanks
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Nuclear Reactors, Materials, and \Waste Sector

Nothing to report
[Return to top]

Critical Manufacturing Sector

5. June 6, Autoblog — (National) GM issues 4 new recalls for 90k vehicles, Chevy,
Buick, GMC affected. General Motors announced four recalls June 6 covering 89,126
vehicles, with the largest recall affecting 57,512 model year 2014 Chevrolet Silverado
1500 and GMC Sierra 1500, and model year 2015 Chevrolet Silverado HD, Tahoe,
Suburban, GMC Sierra HD, Yukon, and Yukon XL vehicles due to a radio control
module issue.

Source: http://www.autoblog.com/2014/06/06/gm-issues-4-recalls-90k-vehicles-chevy-
buick-gmc/

For another story, see item 29
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Defense Industrial Base Sector

See item 29
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Financial Services Sector

6. June 7, San Gabriel Valley Tribune — (California) Two accused of planting skimmer
at Sierra Madre gas station. Two Glendale men were arrested June 7 for allegedly
installing a skimming device on a Sierra Madre gas station pump after an alarm on the
pump was triggered. One man was under investigation by the U.S. Secret Service, and
police found skimming devices, counterfeit payment cards, laptops, and tools used to
break into gas pumps in the men’s car.

Source: http://www.pasadenastarnews.com/general-news/20140607/two-accused-of-
planting-skimmer-at-sierra-madre-gas-station

For another story, see item 29
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Transportation Systems Sector

7. June 9, WTAE 4 Pittsburgh — (Pennsylvania) Freight train derails in McKeesport.
State officials are investigating after a CSX train carrying scrap metal and pulp board
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destined for Fayette County from Lawrence County derailed on a trestle in McKeesport
June 7, causing rail cars to dangle over the Youghiogheny River. No spills or injuries
were reported as crews worked June 8 to repair the track.

Source: http://www.wtae.com/news/freight-train-derails-in-mckeesport/26390916

8. June 9, Springfield Republican — (Massachusetts) Police: 29 mailboxes, stolen from
residences in Greenfield and Deerfield, thrown off overpass onto Interstate 91; no
injuries reported. Police are looking for suspects that stole at least 29 residential
mailboxes from areas around Deerfield and Greenfield, Massachusetts, and threw them
off the Wisdom Way overpass onto Interstate 91. No accidents or injuries were reported.
Source:
http://www.masslive.com/news/index.ssf/2014/06/police_no_injuries_reported wh.html

9. June 9, Associated Press; Wichita Eagle — (Kansas) Patrol IDs 2 men who died in
Kansas plane crash. Authorities are investigating after two men were killed when their
Schrieber P-70 aircraft crashed June 8 in a field west of the Great Bend Municipal
Airport in Kansas.

Source: http://www.newschannel10.com/story/25725994/patrol-ids-2-men-who-died-in-
kansas-plane-crash

10. June 8, KCBS 2 Los Angeles — (California) Coroner identifies trucker, 61, who was
crushed by his own cargo in fatal crash. Eastbound lanes of the Pomona (60) Freeway
in Riverside County were stopped for nearly 4 hours June 5 after a semi-truck pulled out
in front of another semi-truck, causing it to lose control and plunge down an
embankment, killing the driver.

Source: http://losangeles.cbslocal.com/2014/06/08/coroner-identifies-trucker-61-who-
was-crushed-by-his-own-cargo-in-fatal-crash/

11. June 7, Associated Press; WDIO 10 Duluth — (Minnesota) Pilot missing in Lake
Superior plane crash. The U.S. Coast Guard is searching for the pilot of a single-
engine plane that crashed in Lake Superior off Duluth, Minnesota, June 7. Rescue
efforts were hindered by heavy fog and authorities are investigating the cause of the
crash.

Source: http://www.marshallindependent.com/page/content.detail/id/526708/Pilot-
missing-in-Lake-Superior-plane-crash.html?isap=1&nav=5028

12. June 7, Washington Post — (New Jersey) Actor in critical condition after fatal New
Jersey Turnpike crash. The New Jersey Turnpike near Cranbury Township was shut
down for more than 5 hours June 7 after a semi-truck failed to notice slow-moving
traffic and swerved, striking a tour bus and killing one person and critically injuring five
others.

Source: http://www.washingtonpost.com/lifestyle/style/actor-tracy-morgan-in-critical-
condition-after-car-accident/2014/06/07/70d330ce-ee34-11e3-b84b-
3393a45b80f1_story.html

13. June 7, WQAD 8 Moline — (Illinois) 1-80 shut down for several hours after crash
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near Atkinson. Both eastbound and westbound lanes of Interstate 80 between Atkinson
and Annawan in Illinois were shut down for several hours June 6 after a semi-truck
struck another semi-truck parked on the side of the highway, causing a fire.

Source: http://wqgad.com/2014/06/06/eastbound-traffic-backed-up-on-i-80-near-atkinson/

. June 6, Los Angeles Times — (California) 10 Freeway, PCH clogged by fatal big rig
crash; traffic jammed. The 10 Freeway in Santa Monica was closed for several hours
June 6 after a crash involving 2 semi-trucks and a car killed 1 person and injured at least
7 others.

Source: http://www.latimes.com/local/lanow/la-me-In-10-freeway-pch-closed-by-big-
rig-accident-traffic-jammed-20140606-story.html

Food and Agriculture Sector

15

16.

17.

18.

. June 8, KWCH 12 Hutchinson — (Kansas) Worker treated after ammonia leak
released from hospital. A Farmland Foods meat processing facility in Wichita was
evacuated after workers were unsuccessful in an attempt to turn off the ammonia flow
and more than 100 pounds of the chemical leaked from a broken line in the attic. Three
employees suffered injuries, and HAZMAT crews ventilated the building before it
could reopen June 9.

Source: http://www.kwch.com/news/local-news/possible-chemical-leak-forces-
farmland-food-evacuation/26382792

June 6, U.S. Food and Drug Administration — (National) Olde Thompson Inc. issues a
voluntary recall of Kirkland Signature Coarse Ground Malabar Pepper 12.7 oz
plastic jars due to possible Salmonella risk. The U.S. Food and Drug Administration
announced that Olde Thompson Inc., of Oxnard, California, issued a consumer level
recall for 12.7-ounce plastic containers of Kirkland Signature Coarse Ground Malabar
Pepper due to possible Salmonella contamination. The product was sold exclusively at
Costco Wholesale Club stores nationwide.

Source: http://www.fda.gov/Safety/Recalls/ucm400179.htm

June 6, U.S. Food and Drug Administration — (National) Navitas Naturals© expands
voluntary recall for Organic Sprouted Chia Powder products. Navitas Naturals, the
Superfood Company, announced June 6 an expansion of its recall of some products
containing Organic Sprouted Chia Powder, after Health Matters America Inc., a
supplier for the company, expanded its recall of Chia products due to possible
Salmonella contamination.

Source: http://www.fda.gov/Safety/Recalls/ucm400185.htm

June 6, WCBS 2 New York City— (New York) Fire rages at Midtown TGI Friday’s
restaurant. Firefighters responded June 6 to a 3-alarm fire at a TGI Friday’s restaurant
in the Midtown area of New York City after a fire broke out in a basement kitchen of
the restaurant and spread through duct work throughout the 6-floor structure. The
building and nearby businesses were evacuated as a result of the blaze.
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19.

Source: http://newyork.cbslocal.com/2014/06/06/fire-rages-at-midtown-tgi-fridays-
restaurant/

June 5, U.S. Food and Drug Administration — (National) GreenSmoothieGirl issues
voluntary recall for Organic Sprouted Chia Seed Powder products because of
possible health risk. GreenSmoothieGirl issued a voluntary recall June 5 for two
products which contain Organic Sprouted Chia Powder due to possible Salmonella
contamination. The product was distributed to retailers in Utah, Oregon, and Montana,
and sold via Internet sales nationwide.

Source: http://www.fda.gov/Safety/Recalls/ucm400143.htm

For another story, see item 38
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Water and Wastewater Systems Sector

20.

June 6, WKYC 3 Cleveland — (Ohio) Medina: Boil alert issued after water main
break. City officials implemented a precautionary boil alert from June 6 to June 8 for
residents in several areas of Medina City, Ohio, due to a water main break.

Source: http://www.wkyc.com/story/news/local/medina-county/2014/06/06/medina-
boil-alert-issued-after-water-main-break/10094245/

For another story, see item 3
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Healthcare and Public Health Sector

21.

22,

June 6, Columbia The State — (South Carolina) Chapin accountant pleads guilty to
$1.9 million embezzlement fraud. An accountant at Irmo-based Advanced Pain
Therapies in Columbia, South Carolina, pleaded guilty June 6 to charges related to a
$1.9 million embezzlement scheme where she created a fraudulent shell company and
created checks made payable to her company and hid them among legitimate invoices.
Source: http://www.thestate.com/2014/06/06/3491673/chapin-accountant-pleads-

quilty.html

June 6, WPMT 43 York — (Pennsylvania) Hershey Medical Center notifies patients of
potential health information breach. Pennsylvania State University’s Milton S.
Hershey Medical Center is notifying 1,801 patients that their health information may
have been accessed after an employee entered protected health information at home on
a personal device outside the secured network. An investigation determined that the
employee did not misuse the information, which consisted of material related to a test
ordered by the medical center’s women’s health or family medicine clinicians between
August 2013 and March 2014.

Source: http://fox43.com/2014/06/06/hershey-medical-center-notifies-patients-of-
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For another story, see item 3
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Government Facilities Sector

23.

24,

25.

26.

27.

June 9, Salt Lake Tribune — (Utah) Wildfire on Dugway Proving Ground tops 5,000
acres. The Rough Haul Fire was 60 percent contained June 9 after burning 5,000 acres
on western Utah’s Dugway Proving Ground.

Source: http://www.sltrib.com/sltrib/news/58045120-78/fire-ground-dugway-
proving.html.csp

June 9, KTVZ 21 Bend - (Oregon) Progress, but two bulls fire grows to 6,800 acres.
Crews worked to contain the Two Bulls Fire which burned 6,800 acres near Bend,
Oregon, by June 9 and caused several parks to close. Residents were placed under a
Level 2 evacuation alert prompting them to prepare to leave their homes if the alert is
upgraded.

Source: http://www.ktvz.com/news/two-brushfires-break-out-west-of-bend/26382078

June 9, Red Bluff Daily News — (California) Suspicious package closes Ide Adobe
State Park for 3 hours Saturday. William B. Ide Adobe State Historic Park in Red
Bluff was closed for about 3 hours June 7 while police investigated a suspicious
package that was left at the park. Authorities cleared the scene once they determined
the suitcase was harmless and contained photography equipment.

Source: http://www.redbluffdailynews.com/news/ci_25923407/suspicious-package-
closes-ide-adobe-state-park-3

June 9, WVEC 13 Hampton — (Virginia) Norfolk Naval Shipyard reopened following
bomb threat. Personnel aboard the USS Maryland and in the vicinity of the drydock
were evacuated while the Norfolk Naval Shipyard in Portsmouth was closed for about 5
hours June 6 after a written bomb threat against a ship was found. Officials searched
the site and cleared the scene after nothing suspicious was found and the shipyard
resumed normal operating conditions.

Source: http://www.wvec.com/news/Ship-at-Norfolk-Naval-Shipyard-evacuated-due-
to-bomb-threat-262124731.html

June 6, Reuters — (Georgia) Man who wounded deputy at Georgia courthouse dies
in shootout. A suspect was killed in a shootout with officers after he parked in front of
a courthouse in Cumming, Georgia, June 6 and was confronted by a police officer who
he shot and injured. Authorities found explosives along with extra ammunition, water,
and plastic strips in the suspect’s vehicle.

Source: http://www.reuters.com/article/2014/06/06/us-usa-georgia-shooting-
iIdUSKBNOEH1T320140606
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Emergency Services Sector

28. June 9, Associated Press; WBZ-TV 4 Boston — (Massachusetts) Virus infects police

computer system in Durham NH. Computers belonging to the police department in
Durham, North Carolina, were infected by the Cryptowall ransomware after an officer
opened a malicious file June 5, spreading the ransomware throughout the department’s
computer systems. The affected systems were taken offline and steps were taken to
eradicate the ransomware and segregate affected computers.

Source: http://boston.cbslocal.com/2014/06/06/virus-infects-police-computer-system-
in-durham-nh/

For additional stories, see items 27 and 34
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Information Technoloqy Sector

29.

30.

31.

32.

June 9, Bloomberg News — (International) Cybercrime remains growth industry with
$445 billion lost. A McAfee and Center for Strategic and International Studies (CSIS)
report estimated that various forms of cybercrime globally caused losses of $445 billion
a year to various industries, including financial institutions, energy companies, and
retailers. The report pointed to stolen trade secrets and intellectual property as the
largest source of losses to legitimate companies, as well as the potential for market
manipulation and insider trading, among other findings.

Source: http://www.bloomberg.com/news/2014-06-09/cybercrime-remains-growth-
industry-with-445-billion-lost.html

June 6, Threatpost — (International) Debian urging users patch Linux kernel flaw.
Debian published a security update June 5 that closes several vulnerabilities in the
Linux kernel that could allow attackers to perform privilege escalation or denial of
service (DoS) attacks. Users were advised to apply the patch as soon as possible.
Source: http://threatpost.com/debian-urging-users-patch-linux-kernel-flaw

June 6, The Register — (International) Redmond is patching Windows 8 but NOT
Windows 7, say security bods. Two security researchers created a tool known as
DiffRay which scans Windows libraries and found that several security functions were
updated by Microsoft in Windows 8 but not in Windows 7. The researchers warned that
the differences in patching could lead to the discovery of zero day vulnerabilities.
Source:

http://www.theregister.co.uk/2014/06/06/patch_piker redmond _means_win_8_fixes sk
ip_7_researchers say/

June 6, Dark Reading — (International) TweetDeck scammers steal Twitter IDs via
OAuth. Researchers at Bitdefender found that scammers are luring users into
authorizing TweetDeck as part of a free or paid followers scheme, allowing the
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scammers to obtain users’ authentication tokens. The scammers can then take actions
on behalf of users, such as posting tweets and following other users.

Source: http://www.darkreading.com/attacks-breaches/tweetdeck-scammers-steal-
twitter-ids-via-oauth/d/d-id/1269503

Internet Alert Dashboard

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or
visit their Web site: http://www.us-cert.gov

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and
Analysis Center) Web site: http://www.it-isac.org
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Communications Sector

33. June 6, PC World — (National) T-Mobile confirms network calling problems
starting Friday morning. T-Mobile crews’ resolved call processing problems
affecting customers across several States June 6 after customers began complaining
about being unable to place calls or having issues with the network’s mobile data
service.

Source: http://www.pcworld.com/article/2360750/t-mobile-confirms-network-calling-
problems-starting-friday-morning.html
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Commercial Facilities Sector

34. June 9, Associated Press — (Nevada) 2 officers, bystander killed in Las Vegas
ambush. Two suspects opened fire and killed two police officers inside a pizzeria
located at a Las Vegas strip mall June 8, then fled to an adjacent Walmart store where
they shot one individual and exchanged gunfire with police before taking their own
lives. The restaurant and Walmart remained closed June 9 while officials investigated
the incident.

Source: http://news.msn.com/crime-justice/vegas-ambush-deaths-2-police-2-shooters-
1-other

35. June 9, WJW 8 Cleveland — (Ohio) Cedar Point to reopen Monday morning; special
deal offered to celebrate. Cedar Point amusement park and Soak City water park in
Sandusky were scheduled to reopen June 9 after being closed the weekend of June 7
while crews repaired a break in a water main line leading into the parks.

Source: http://fox8.com/2014/06/08/cedar-point-to-reopen-monday-morning-special-
deal-offered-to-celebrate/

36. June 9, Associated Press — (Maryland; Virginia) 2nd man arrested in "bottle bomb’
explosions. A Maryland man was charged June 6 in connection with a May 24 bottle
bomb explosion at Magic Johnson Theaters in Largo, Maryland. Officials believe the
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suspect also served as an accomplice to a man that detonated five additional devices at
movie theaters in Virginia and Maryland during May and was arrested during the week
of June 2 on similar charges.

Source: http://www.nbcwashington.com/news/local/Second-Suspect-Arrested-in-
Theater-Bottle-Bomb-Explosion-262232781.html

37. June 9, AL.com — (Alabama) Hoover strip mall stores damaged by Sunday night
fire. One business was heavily damaged and five others sustained smoke and water
damage after a fire broke out in a Hoover, Alabama strip mall June 8.

Source:
http://www.al.com/news/birmingham/index.ssf/2014/06/hoover_strip_mall_stores_dam

ag.html

38. June 6, KCAL 9 Los Angeles; Associated Press — (California) 43 employees sickened
by odor at Jurupa Valley warehouse. Forty-three workers were sickened when
sodium benzoate came in contact with moisture inside a trailer and produced a
respiratory irritant at Swift Transportation, a Walmart and Sam’s Club distribution
center in Jurupa Valley, California, June 6. Authorities contained the chemical and
cleared the area.

Source: http://losangeles.cbslocal.com/2014/06/06/29-employees-taken-ill-during-
hazmat-spill-at-riverside-business/

39. June 7, Honolulu Star Advertiser — (Hawaii) Ewa Beach fire causes over $498,000 in
damage. A 3-alarm fire broke out June 6 at the Ewa Apartments in Kulana, Hawaii,
destroying 6 units and damaging 3 others and causing an estimated $648,000 in
damage. Twenty-two residents were displaced by the blaze.

Source:
http://www.staradvertiser.com/news/breaking/20140607_Ewa_Beach_townhouse_fire
causes_over 498000 _in_damages.html

40. June 7, News 12 Connecticut — (Connecticut) Officials: 20 displaced after fire in
apartment on West Main Street in Stamford. A fire broke out June 7 at an apartment
building in Stamford, Connecticut, injuring 1 firefighter and displacing about 20
residents.

Source: http://connecticut.news12.com/news/officials-20-displaced-after-fire-in-
apartment-on-west-main-street-in-stamford-1.8366767

41. June 6, WCBS 2 New York City— (New York) Fire rages at Midtown TGI Friday’s
restaurant. Firefighters responded June 6 to a 3-alarm fire at a TGI Friday’s restaurant
in the Midtown area of New York City after a fire broke out in a basement kitchen of the
restaurant and spread through duct work throughout the 6-floor structure. The building
and nearby businesses were evacuated as a result of the blaze.

Source: http://newyork.cbslocal.com/2014/06/06/fire-rages-at-midtown-tgi-fridays-
restaurant/
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For another story, see item 29
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About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday through Friday]
summary of open-source published information concerning significant critical infrastructure issues. The DHS Daily
Open Source Infrastructure Report is archived for 10 days on the Department of Homeland Security Web site:
http://www.dhs.gov/IPDailyReport

Contact Information

Content and Suggestions: Send mail to cikr.productfeedback@hg.dhs.gov or contact the DHS
Daily Report Team at (703) 942-8590

Subscribe to the Distribution List: Visit the DHS Daily Open Source Infrastructure Report and follow
instructions to Get e-mail updates when this information changes.

Removal from Distribution List: Send mail to support@govdelivery.com.

Contact DHS

To report physical infrastructure incidents or to request information, please contact the National Infrastructure
Coordinating Center at nicc@hq.dhs.gov or (202) 282-9201.

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or visit
their Web page at www.us-cert.gov.

Department of Homeland Security Disclaimer

The DHS Daily Open Source Infrastructure Report is a non-commercial publication intended to educate and inform
personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright
restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source
material.
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