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Top Stories 

• Officials reported December 10 that work to clean up an estimated 8,000-gallon gasoline 
leak from a pipeline near Belton, South Carolina, will continue for 2 to 3 weeks after the 
pipeline was shut off December 8. – Greenville News (See item 4)  
 

• Service on the Sounder Northline commuter train was suspended until at least December 
15 due to debris from a mudslide that occurred from a slope adjacent to the main rail line 
between Seattle and Everett in Washington December 10. – Seattle Times; Associated 
Press (See item 13)  

 

• A mandatory water conservation order was enacted for Castine, Maine, after the Castine 
Water Department discovered an unknown leak causing a loss of between 20,000-25,000 
gallons a day out of the town’s water supply. – Castine Patriot (See item 20)  

 

• San Francisco and Oakland Unified School Districts closed all public schools as well as 
some private schools in the Bay Area December 11 as a precautionary measure due to an 
expected storm in northern California. – Associated Press (See item 23)  
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Energy Sector 
 

1. December 11, Associated Press – (Vermont) Vermont electric outages persist after 
storms move out, 32,000 in the dark. Utility crews worked December 11 to restore 
power to 32,000 customers in Vermont following a series of winter storms that dumped 
nearly 2 feet of snow across parts of the State. 
Source: 
http://www.greenfieldreporter.com/view/story/b46a5e7945e340cbacc9d312df655be3/V
T--Wintry-Weather-Vermont 
  

2. December 11, Portland Press Herald – (Maine) Maine PUC finds safety violations in 
Summit Natural Gas pipeline project. Summit Natural Gas of Maine agreed to pay a 
$25,000 fine December 11 to resolve a number of safety violations issued by the Maine 
Public Utilities Commission after the commission found that the company falsified a 
test to show that unqualified contractors working for the company had required 
certifications while installing pipelines. 
Source: http://www.pressherald.com/2014/12/11/puc-finds-safety-violations-in-
summit-pipeline-project/ 
 

3. December 11, Associated Press – (North Dakota) 400-barrel oil spill contained near 
Williston; company blames release on failed valve. Statoil reported that a 400-barrel 
oil spill near Williston December 8 was caused by a failed valve, while North Dakota 
regulators announced December 11 that the oil was contained and recovered at the site. 
Source: 
http://www.therepublic.com/view/story/1956b1d74e334114afb0a447fadc8bcd/ND--
Oil-Spill-Contained 
 

4. December 10, Greenville News – (South Carolina) EPA: 8,000-gallon gas pipeline 
cleanup to last weeks. Officials reported December 10 that work to clean up an 
estimated 8,000-gallon gasoline leak from a 26-inch pipeline owned by the Plantation 
Pipe Link Company near Belton will continue for 2 to 3 weeks after the pipeline was 
shut off December 8 following a leak. Service was expected to resume December 11 
while authorities continue to investigate the cause of the leak. 
Source: http://www.greenvilleonline.com/story/news/local/2014/12/10/gas-leak-near-
belton-sparks-cleanup/20189533/ 
 

For another story, see item 30 
 
[Return to top] 

 
Chemical Industry Sector 

 See item 30 
 
[Return to top] 
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Nuclear Reactors, Materials, and Waste Sector 

5. December 10, St. Joseph Herald-Palladium – (Michigan) Alleged Palisades violation 
could bring new scrutiny. The U.S. Nuclear Regulatory Commission issued a report 
the week of December 1 on its preliminary finding of low to moderate safety 
significance (‘white’ level violation) at the Palisades nuclear power plant in Michigan 
relating to methods used to calculate radiation exposure by workers who were replacing 
control rod drive housings between January and March. If the finding stands it could 
result in increased oversight of the plant.  
Source: http://www.heraldpalladium.com/news/local/alleged-palisades-violation-could-
bring-new-scrutiny/article_14589181-b731-5104-8a6c-0bbd3fa822f8.html 

 
[Return to top]  
 
Critical Manufacturing Sector 

6. December 10, USA Today – (National) Acura hits brakes on V-6 TLX sales over 
faulty ‘park’. Acura ordered its dealerships to stop sales of its TLX vehicles equipped 
with V6 engines due to a potential issue with the vehicles’ automatic transmissions that 
could cause the transmissions to fail to engage the ‘park’ setting, posing a rollaway 
hazard.  
Source: http://www.usatoday.com/story/money/cars/2014/12/10/honda-acura-tlx-stop-
selling-park-transmission/20193541/ 

 
7. December 10, U.S. Department of Labor – (Ohio) Employee suffers injury after 

being caught in machinery at Parker Hannifin plant in Lewisburg, Ohio. The 
Occupational Safety and Health Administration cited Parker Hannifin December 10 for 
1 repeat and 2 serious safety violations at its Lewisburg manufacturing facility for 
exposing workers to machinery operating parts with inadequate safeguards following a 
worker injury September 17. Proposed penalties totaled $52,500.  
Source: 
https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEA
SES&p_id=27099  
 

For another story, see item 30 
 
[Return to top]  
 
Defense Industrial Base Sector 

Nothing to report 
 
[Return to top]  
 
Financial Services Sector 

8. December 10, Bloomberg News – (Nebraska) Former TierOne Bank CEO indicted 

 

http://www.heraldpalladium.com/news/local/alleged-palisades-violation-could-bring-new-scrutiny/article_14589181-b731-5104-8a6c-0bbd3fa822f8.html
http://www.heraldpalladium.com/news/local/alleged-palisades-violation-could-bring-new-scrutiny/article_14589181-b731-5104-8a6c-0bbd3fa822f8.html
http://www.usatoday.com/story/money/cars/2014/12/10/honda-acura-tlx-stop-selling-park-transmission/20193541/
http://www.usatoday.com/story/money/cars/2014/12/10/honda-acura-tlx-stop-selling-park-transmission/20193541/
https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEASES&p_id=27099
https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEASES&p_id=27099
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on fraud charges. The former CEO of Lincoln, Nebraska-based TierOne Bank was 
indicted on federal charges December 10 for allegedly concealing the failed bank’s 
financial condition to regulators by maintaining two sets of books and other 
documentation to conceal tens of millions of dollars in delinquent loans.  
Source: http://www.bloomberg.com/news/2014-12-10/former-tierone-bank-ceo-
indicted-on-fraud-charges.html 

 
9. December 10, U.S. Securities and Exchange Commission – (New York) SEC 

announces fraud charges against Buffalo-based firm and co-owners accused of 
misleading investors in hedge fund. The U.S. Securities and Exchange Commission 
announced charges December 10 against Buffalo-based Reliance Financial Advisors 
and its two co-owners for allegedly directing investors to invest in a hedge fund run by 
a manager whose experience was greatly exaggerated, causing their clients to lose most 
of their $12 million in investments.  
Source: http://www.sec.gov/News/PressRelease/Detail/PressRelease/1370543672264 
 

For another story, see item 27 
 
[Return to top]  
 
Transportation Systems Sector 

10. December 11, KNBC 4 Los Angeles – (California) Two suspected car thieves arrested 
at Pacoima’s Whiteman Airport: Police. Police spent 5 hours December 11 searching 
for 2 suspected car thieves at Whiteman Airport in Pacoima before they were 
apprehended following an alleged theft where the suspects led officers on a pursuit 
before stopping the vehicle at the airport. 
Source: http://www.nbclosangeles.com/news/local/Police-Search-for-Suspected-Car-
Thief-at-Pacoimas-Whiteman-Airport-285457991.html 

 
11. December 11, Baltimore Sun – (Maryland) E-cigarette sparks in-flight emergency 

for BWI-bound plane. A Southwest Airlines flight from Fort Lauderdale, Florida, 
made an emergency landing at Baltimore-Washington Thurgood Marshall International 
Airport December 10 when the pilot declared an in-flight emergency after a smoke 
detector went off in one of the plane’s lavatories. Emergency crews and investigators 
determined the vapor from an electronic cigarette set off the alarm.  
Source: http://www.baltimoresun.com/news/maryland/bs-md-bwi-smoke-20141211-
story.html  

 
12. December 10, Associated Press – (Iowa) Railroad settles Mississippi River oil spill 

claim. The Dakota Minnesota and Eastern Railroad Corp, a subsidiary of Canadian 
Pacific, agreed to pay $625,000 fine to settle allegations by the State of Iowa and the 
U.S. government related to a July 2008 derailment that caused 4,400 gallons of diesel 
oil and other petroleum products to spill into the Mississippi River between Iowa and 
Wisconsin, causing floating slicks of oil and sheen along a 10-mile stretch. Authorities 
claimed that the company failed to adequately clean up the spill that damaged the 
shoreline and aquatic life. 

 

http://www.bloomberg.com/news/2014-12-10/former-tierone-bank-ceo-indicted-on-fraud-charges.html
http://www.bloomberg.com/news/2014-12-10/former-tierone-bank-ceo-indicted-on-fraud-charges.html
http://www.sec.gov/News/PressRelease/Detail/PressRelease/1370543672264
http://www.nbclosangeles.com/news/local/Police-Search-for-Suspected-Car-Thief-at-Pacoimas-Whiteman-Airport-285457991.html
http://www.nbclosangeles.com/news/local/Police-Search-for-Suspected-Car-Thief-at-Pacoimas-Whiteman-Airport-285457991.html
http://www.baltimoresun.com/news/maryland/bs-md-bwi-smoke-20141211-story.html
http://www.baltimoresun.com/news/maryland/bs-md-bwi-smoke-20141211-story.html
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Source: http://siouxcityjournal.com/ap/business/railroad-settles-mississippi-river-oil-
spill-claim/article_873b7df3-bb95-586e-891e-d03f94878fab.html 

 
13. December 10, Seattle Times; Associated Press – (Washington) Mudslide: Sounder 

Northline suspended until at least Monday. Company officials stated that service on 
the Sounder Northline commuter train is suspended until at least December 15 due to 
debris from a mudslide that occurred from a slope adjacent to the main rail line 
between Seattle and Everett December 10. Crews will assess the slide and slope 
stability in order to determine when to resume service. 
Source: http://blogs.seattletimes.com/today/2014/12/mudslide-south-of-everett-blocks-
railroad-track/  

 
14. December 10, Orlando Sentinel – (Florida) Roaming cattle rounded up after 

Turnpike crash. Both directions of Florida’s Turnpike in Osceola County were closed 
for over 7 hours December 10 following 2 crashes including 1 involving a semi-truck 
hauling about 130 calves that overturned, killing an unknown number of cattle and 
letting about 100 others loose on the roadway. Seven people were injured in a multi-
vehicle accident involving three semi-trucks and a passenger vehicle in a second 
collision on the turnpike while crews were clearing the initial accident.    

 Source: http://www.orlandosentinel.com/news/breaking-news/os-crash-florida-
turnpike-osceola-20141210-story.html 

 
[Return to top]  
 
Food and Agriculture Sector 

15. December 11, KFSM 5 Fort Smith – (Arkansas) 25 people released from the hospital 
after ammonia leak at Tyson plant. An ammonia release during maintenance work on 
a roof at the Tyson Chick ‘n Quick plant in Rogers, Arkansas, December 10 sickened at 
least 25 workers who were hospitalized with inhalation injuries. About 250 employees 
were evacuated as a precaution and staff contained the leak prior to emergency 
personnel arriving at the scene. 
Source: http://5newsonline.com/2014/12/10/rogers-fire-department-responds-to-
possible-hazardous-materials-release/ 

 
16. December 10, KXAS 5 Fort Worth – (Texas) Ammonia leak forces evacuation of 

Mesquite Pepsi plant. Close to 40 employees were evacuated from a Pepsi plant in 
Mesquite December 10 due to an ammonia leak. The leak was contained and about 90 
percent of the plant reopened within about 2 hours. 
Source: http://www.nbcdfw.com/news/local/Ammonia-Leak-Forces-Evacuation-of-
Mesquite-Pepsi-Plant-285343341.html 

 
17. December 10, The Packer – (Arizona) Arizona expands citrus psyllid quarantine. 

The Arizona Department of Agriculture announced December 8 that it expanded an 
Asian citrus psyllid quarantine in areas of Mohave and northern La Paz counties to 
include parts of Pima and Santa Cruz counties due to increased detections of the insect. 
The quarantine prohibits the movement of fruit from the affected areas unless it is 

 

http://siouxcityjournal.com/ap/business/railroad-settles-mississippi-river-oil-spill-claim/article_873b7df3-bb95-586e-891e-d03f94878fab.html
http://siouxcityjournal.com/ap/business/railroad-settles-mississippi-river-oil-spill-claim/article_873b7df3-bb95-586e-891e-d03f94878fab.html
http://blogs.seattletimes.com/today/2014/12/mudslide-south-of-everett-blocks-railroad-track/
http://blogs.seattletimes.com/today/2014/12/mudslide-south-of-everett-blocks-railroad-track/
http://www.orlandosentinel.com/news/breaking-news/os-crash-florida-turnpike-osceola-20141210-story.html
http://www.orlandosentinel.com/news/breaking-news/os-crash-florida-turnpike-osceola-20141210-story.html
http://5newsonline.com/2014/12/10/rogers-fire-department-responds-to-possible-hazardous-materials-release/
http://5newsonline.com/2014/12/10/rogers-fire-department-responds-to-possible-hazardous-materials-release/
http://www.nbcdfw.com/news/local/Ammonia-Leak-Forces-Evacuation-of-Mesquite-Pepsi-Plant-285343341.html
http://www.nbcdfw.com/news/local/Ammonia-Leak-Forces-Evacuation-of-Mesquite-Pepsi-Plant-285343341.html
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commercially packed using prescribed methods and undergoes inspection. 
Source: http://www.thepacker.com/fruit-vegetable-news/Arizona-expands-citrus-
psyllid-quarantine-285362841.html 

 
18. December 10, U.S. Department of Agriculture – (Washington; Oregon) Washington 

firm recalls Chef Salads with Ham and Turkey due to misbranding and 
undeclared allergens. The Food Safety and Inspection Service announced December 
10 that Washington-based Real Foods LLC recalled about 308 pounds of Chef Salad 
with Ham and Turkey due to undeclared fish caused by misbranding. The affected 
product was packaged in 12.5-ounce containers and shipped to retailers in Oregon and 
Washington.  
Source: http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-
alerts/recall-case-archive/archive/2014/recall-084-2014-release 

 
19. December 10, U.S. Food and Drug Administration – (National) Whalen’s 

Horseradish Products, Inc. issues allergy alert on undeclared anchovy in Whalen’s 
Seafood & Burger Sauce. The U.S. Food and Drug Administration reported December 
9 that Whalen’s Horseradish Products, Inc., of Galway, New York, recalled 8-ounce 
bottles of its Whalen’s Seafood & Burger Sauce due to undeclared anchovy, an element 
of an ingredient used in the product. The product was distributed to wholesalers in New 
York, and sold via Internet sales and at the Deerfield Christmas Sampler in Deerfield, 
Massachusetts.  
Source: http://www.fda.gov/Safety/Recalls/ucm426464.htm 
 

For another story, see item 14 
 
[Return to top] 
 
Water and Wastewater Systems Sector 

20. December 11, Castine Patriot – (Maine) ‘Unidentified system leak’ forces 
mandatory water conservation. A mandatory water conservation was enacted by the 
Board of Selectmen for the town of Castine after the Castine Water Department 
discovered an unknown leak causing a loss of between 20,000-25,000 gallons a day out 
of the town’s water supply. Crews continued to search for the source of the leak while 
customers were urged to limit daily consumption. 
Source: http://castinepatriot.com/news/2014/dec/11/unidentified-system-leak-forces-
mandatory-water-co/ 
 

For another story, see item 30 
 
[Return to top]  
 
Healthcare and Public Health Sector 

 See item 27 
 

 

http://www.thepacker.com/fruit-vegetable-news/Arizona-expands-citrus-psyllid-quarantine-285362841.html
http://www.thepacker.com/fruit-vegetable-news/Arizona-expands-citrus-psyllid-quarantine-285362841.html
http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-alerts/recall-case-archive/archive/2014/recall-084-2014-release
http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-alerts/recall-case-archive/archive/2014/recall-084-2014-release
http://www.fda.gov/Safety/Recalls/ucm426464.htm
http://castinepatriot.com/news/2014/dec/11/unidentified-system-leak-forces-mandatory-water-co/
http://castinepatriot.com/news/2014/dec/11/unidentified-system-leak-forces-mandatory-water-co/
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[Return to top]  
 
Government Facilities Sector 

21. December 11, WFSB 3 Hartford – (Connecticut) Power outage closes Watertown 
schools. Classes at all Watertown Public Schools in Connecticut were expected to 
resume December 12 after the schools were closed December 11 due to a power 
outage. Crews reported to the scene to determine the cause and to restore service. 
Source: http://www.wfsb.com/story/27603961/power-outage-closes-watertown-schools 
 

22. December 11, KVUE 24 Austin – (Texas) Classes resume at Taylor MS after fire. 
Classes at Taylor Middle School in Austin resumed December 11 after a fire at the 
school December 9 prompted the building’s closure December 10 while the electricity 
was shut off. The fire was contained to one classroom and the cause remains under 
investigation. 
Source: http://www.kvue.com/story/news/local/2014/12/09/fire-damages-taylor-
middle-school/20174939/ 
 

23. December 10, Associated Press – (California) Northern California schools to close 
due to storm. San Francisco and Oakland Unified School Districts closed public 
schools in both San Francisco and Oakland as well as some private schools in the Bay 
Area December 11 as a precautionary measure due to an expected storm in northern 
California that could impact school operations. 
Source: http://www.contracostatimes.com/california/ci_27110628/northern-california-
schools-close-due-storm 
 

24. December 10, Cleveland.com – (Ohio) Suspect arrested in connection with Parma 
Heights City Hall arson. Police arrested a suspect December 10 in connection to the 
November 26 arson at Parma Heights City Hall in Ohio that destroyed the mayor’s 
office and prompted the closure of the building for 3 months. 
Source: 
http://www.cleveland.com/parma/index.ssf/2014/12/suspect_arrested_in_connection.ht
ml 
 

For another story, see item 33 
 

 [Return to top]  
 
Emergency Services Sector 

25. December 10, Atlanta Journal-Constitution – (Georgia) Atlanta fire station No. 23 
closes temporarily for repairs. Atlanta Fire and Rescue Department announced 
December 10 that Fire Station 23 in Atlanta will be closed for about a month for 
electrical repairs, and that operations will go on uninterrupted. 
Source: http://www.ajc.com/news/news/atlanta-fire-station-no-23-closes-temporarily-
for-/njP5W/ 

 

http://www.wfsb.com/story/27603961/power-outage-closes-watertown-schools
http://www.kvue.com/story/news/local/2014/12/09/fire-damages-taylor-middle-school/20174939/
http://www.kvue.com/story/news/local/2014/12/09/fire-damages-taylor-middle-school/20174939/
http://www.contracostatimes.com/california/ci_27110628/northern-california-schools-close-due-storm
http://www.contracostatimes.com/california/ci_27110628/northern-california-schools-close-due-storm
http://www.cleveland.com/parma/index.ssf/2014/12/suspect_arrested_in_connection.html
http://www.cleveland.com/parma/index.ssf/2014/12/suspect_arrested_in_connection.html
http://www.ajc.com/news/news/atlanta-fire-station-no-23-closes-temporarily-for-/njP5W/
http://www.ajc.com/news/news/atlanta-fire-station-no-23-closes-temporarily-for-/njP5W/
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[Return to top] 
 
Information Technology Sector 

26. December 11, Softpedia – (International) OphionLocker, the new ransomware on the 
block. Researchers with Trojan7Malware identified a new piece of ransomware known 
as OphionLocker that uses elliptic curve cryptography (ECC) to encrypt the data on 
victims’ systems and demand a ransom to decrypt the files. The ransomware was 
observed in the wild being spread by the RIG exploit kit in drive-by download attacks.  
Source: http://news.softpedia.com/news/OphionLocker-the-New-Ransomware-on-the-
Block-467197.shtml 
 

27. December 11, The Register – (International) Elderly zombie Asprox botnet STILL 
mauling biz bods, says survey. A report by Palo Alto Networks found that the Asprox 
botnet (also known as Kuluoz) was responsible for around 80 percent of recorded 
attacks during October across almost 2,000 organizations in sectors including the 
healthcare, financial services, and retail industries. The botnet malware plants malicious 
code in vulnerable Web sites via SQL injection attacks and has been used in phishing, 
malware distribution, and other attacks.  
Source: http://www.theregister.co.uk/2014/12/11/asprox_malware_mauls_business/ 
 

28. December 11, Softpedia – (International) Patch against critical flaw in HD FLV 
Player still leaves the plug-in vulnerable. A researcher with Sucuri reported that a 
recent patch closing a vulnerability that could have allowed unauthenticated arbitrary 
file downloads in the HD FLV Player component for Joomla, WordPress, and custom 
Web sites did not close a similar vulnerability that could allow an unauthenticated 
attacker to send out emails from an affected site.  
Source: http://news.softpedia.com/news/Patch-Against-Critical-Flaw-in-HD-FLV-
Player-Still-Leaves-the-Plug-in-Vulnerable-467156.shtml 
 

29. December 11, The Register – (International) FreeBSD developers VANQUISH 
Demon bug. Researchers with Norse identified and reported a vulnerability in 
FreeBSD that could have allowed an attacker to inject malicious code into systems 
running the software. The developers of FreeBSD released a patch after receiving the 
report, closing the vulnerability.  
Source: http://www.theregister.co.uk/2014/12/11/freebsd_security_bug_patched/ 
 

30. December 11, Threatpost – (International) Black Energy malware may be exploiting 
patched WinCC flaw. The Industrial Control Systems Cyber Emergency Response 
Team (ICS-CERT) issued an update to a previous alert concerning the Black Energy 
malware seen targeting human-machine interface (HMI) products, which stated that the 
malware may be exploiting vulnerabilities in the Siemens SIMATIC WinCC software 
that was patched by Siemens November 11.  
Source: http://threatpost.com/black-energy-malware-may-be-exploiting-patched-wincc-
flaw/109835 
 

31. December 10, The Register – (International) Taxi app Uber plugs ‘privacy-

 

http://news.softpedia.com/news/OphionLocker-the-New-Ransomware-on-the-Block-467197.shtml
http://news.softpedia.com/news/OphionLocker-the-New-Ransomware-on-the-Block-467197.shtml
http://www.theregister.co.uk/2014/12/11/asprox_malware_mauls_business/
http://news.softpedia.com/news/Patch-Against-Critical-Flaw-in-HD-FLV-Player-Still-Leaves-the-Plug-in-Vulnerable-467156.shtml
http://news.softpedia.com/news/Patch-Against-Critical-Flaw-in-HD-FLV-Player-Still-Leaves-the-Plug-in-Vulnerable-467156.shtml
http://www.theregister.co.uk/2014/12/11/freebsd_security_bug_patched/
http://threatpost.com/black-energy-malware-may-be-exploiting-patched-wincc-flaw/109835
http://threatpost.com/black-energy-malware-may-be-exploiting-patched-wincc-flaw/109835


- 9 - 

threatening’ web security flaw. Ride-sharing service Uber closed a cross-site scripting 
(XSS) vulnerability in its Web site after a security researcher identified and reported the 
issue. The vulnerability could have exposed users’ cookies, personal information, 
browser history, and authentication credentials.  
Source: http://www.theregister.co.uk/2014/12/10/uber_xss_security_bug/ 
 

32. December 10, The Register – (International) ‘Critical’ security bugs dating back to 
1987 found in X Window. The developers of the X Window System for Linux and 
other Unix operating systems issued patches closing several vulnerabilities that could 
be exploited to crash the system or run malicious code as the root user after they were 
identified and reported by a researcher at IOActive.  
Source: http://www.theregister.co.uk/2014/12/10/x_window_system_bugs/  

 
Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: http://www.it-isac.org  

 
[Return to top]  
 
Communications Sector 

33. December 11, Associated Press – (New Hampshire; Vermont) Widespread FairPoint 
outage in New Hampshire, Vermont. FairPoint Communications’ crews worked to 
resolve a widespread outage that disrupted high-speed Internet service for an unknown 
amount of customers in New Hampshire and Vermont December 11 that also affected 
municipal Web sites in Nashua and Manchester.  
Source: http://www.eagletribune.com/news/new_hampshire/widespread-fairpoint-
outage-in-new-hampshire-vermont/article_24d09bd1-5338-5afe-bc3f-
404bf217324a.html  

 
[Return to top] 
 
Commercial Facilities Sector 

34. December 11, WFLA 8 Tampa – (Florida) Report of shots fired prompts school, 
apartment lockdown in Auburndale. An apartment complex in the City of 
Auburndale was placed on lockdown then evacuated December 11 when a man 
barricaded himself at the complex after allegedly firing at least two rounds from a 
handgun during a domestic violence dispute. A nearby school was also placed on 
lockdown and area homes were evacuated while police and SWAT teams investigated 
the incident and took the man into custody. 
Source: http://www.wfla.com/story/27605346/report-of-shots-fired-prompts-school-
apartment-lockdown-in-auburndale 

 

 

http://www.theregister.co.uk/2014/12/10/uber_xss_security_bug/
http://www.theregister.co.uk/2014/12/10/x_window_system_bugs/
mailto:soc@us-cert.gov
http://www.us-cert.gov/
http://www.it-isac.org/
http://www.eagletribune.com/news/new_hampshire/widespread-fairpoint-outage-in-new-hampshire-vermont/article_24d09bd1-5338-5afe-bc3f-404bf217324a.html
http://www.eagletribune.com/news/new_hampshire/widespread-fairpoint-outage-in-new-hampshire-vermont/article_24d09bd1-5338-5afe-bc3f-404bf217324a.html
http://www.eagletribune.com/news/new_hampshire/widespread-fairpoint-outage-in-new-hampshire-vermont/article_24d09bd1-5338-5afe-bc3f-404bf217324a.html
http://www.wfla.com/story/27605346/report-of-shots-fired-prompts-school-apartment-lockdown-in-auburndale
http://www.wfla.com/story/27605346/report-of-shots-fired-prompts-school-apartment-lockdown-in-auburndale
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35. December 11, Associated Press; KHOU 11 Houston – (Texas) Police searching for 
suspect after man shot, killed outside Stafford Walmart. A Walmart in Stafford, 
Texas, was evacuated and closed December 10 after a suspect shot and fatally wounded 
an individual outside the store following an altercation that started inside the business. 
Police are searching for the suspected gunman who fled the scene. 
Source: http://www.khou.com/story/news/local/2014/12/10/man-shot-outside-stafford-
walmart/20227685/ 

 
36. December 10, KTNV 13 Las Vegas – (Nevada) Police discover deceased male in 

MGM Grand hotel room. Guests from about 40 hotel rooms at the MGM Grand Hotel 
& Casino in Las Vegas were temporarily relocated December 10 during a standoff 
between police and an armed individual inside one of the resort’s hotel rooms. The 
armed individual later died of a self-inflicted gunshot wound. 
Source: http://www.jrn.com/ktnv/news/Police-SWAT-on-scene-of-situation-at-MGM-
Grand-casino-hotel-285357351.html 

 
37. December 10, NJ.com – (New Jersey) Duct fire evacuates 2 Short Hills mall 

restaurants, officials say. An oven fire that broke out December 10 at the Papa Razzi 
pizzeria at the Mall at Short Hills in Millburn prompted an evacuation of the business 
and an adjacent restaurant until fire and health officials could conduct inspections to 
determine when the restaurants could reopen. 
Source: 
http://www.nj.com/essex/index.ssf/2014/12/duct_fire_evacuates_2_short_hills_mall_re
staurants_officials_say.html 
 

For another story, see item 27 
 

[Return to top] 
 
Dams Sector 

 Nothing to report 
 
[Return to top] 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

http://www.khou.com/story/news/local/2014/12/10/man-shot-outside-stafford-walmart/20227685/
http://www.khou.com/story/news/local/2014/12/10/man-shot-outside-stafford-walmart/20227685/
http://www.jrn.com/ktnv/news/Police-SWAT-on-scene-of-situation-at-MGM-Grand-casino-hotel-285357351.html
http://www.jrn.com/ktnv/news/Police-SWAT-on-scene-of-situation-at-MGM-Grand-casino-hotel-285357351.html
http://www.nj.com/essex/index.ssf/2014/12/duct_fire_evacuates_2_short_hills_mall_restaurants_officials_say.html
http://www.nj.com/essex/index.ssf/2014/12/duct_fire_evacuates_2_short_hills_mall_restaurants_officials_say.html
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their Web page at www.us-cert.gov. 
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