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I. Legislative Requirement 
 
 
This report responds to the reporting requirements set forth in section 2(b) of the Good 
Accounting Obligation in Government Act (P.L. 115-414), which provides: 
 

(b) REQUIRED REPORTS.—In the annual budget justification submitted to 
Congress, as submitted with the budget of the President under section 1105 of title 
31, United States Code, each agency shall include— 
(1) a report listing each public recommendation of the Government Accountability 

Office that is designated by the Government Accountability Office as “open” 
or “closed, unimplemented” for a period of not less than 1 year preceding the 
date on which the annual budget justification is submitted; 

(2) a report listing each public recommendation for corrective action from the 
Office of Inspector General of the agency that— 

(A)  was published not less than 1 year before the date on which the annual 
budget justification is submitted; and 

(B)  for which no final action was taken as of the date on which the annual 
budget justification is submitted; and 

(3) a report on the implementation status of each public recommendation described 
in paragraphs (1) and (2), which shall include— 

(A)  with respect to a public recommendation that is designated by the 
Government Accountability Office as “open” or “closed, 
unimplemented”— 

(i) that the agency has decided not to implement, a detailed 
justification for the decision; or 

(ii) that the agency has decided to adopt, a timeline for full 
implementation, to the extent practicable, if the agency 
determines that the recommendation has clear budget 
implications; 

(B)  with respect to a public recommendation for corrective action from the 
Office of Inspector General of the agency for which no final action or 
action not recommended has been taken, an explanation of the reasons 
why no final action or action not recommended was taken with respect 
to each audit report to which the public recommendation for corrective 
action pertains; 

(C)  with respect to an outstanding unimplemented public recommendation 
from the Office of Inspector General of the agency that the agency has 
decided to adopt, a timeline for implementation; 

(D)  an explanation for any discrepancy between—  
(i) the reports submitted under paragraphs (1) and (2); 

(ii) the semiannual reports submitted by the Office of Inspector 
General of the agency under section 5 of the Inspector General 
Act of 1978 (5 U.S.C. App.); and 

(iii) reports submitted by the Government Accountability Office 
relating to public recommendations that are designated by the 
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Government Accountability Office as “open” or “closed, 
unimplemented”; and  

(E)  for the first 12 months after a public recommendation is made, if the 
agency is determining whether to implement the public 
recommendation, a statement describing that the agency is doing so, 
which shall exempt the agency from the requirements under 
subparagraphs (B) and (C) with respect to that public recommendation.   

(c) COPIES OF SUBMISSIONS.—Each agency shall provide a copy of the 
information submitted under subsection (b) to the Government Accountability 
Office and the Office of Inspector General of the agency. 
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II. Background 
 
 
This report, submitted pursuant to Section 2(b) of P.L. 115-414, provides a description of the 
implementation status of each public recommendation from the U.S. Government Accountability 
Office (GAO) and the Department of Homeland Security (DHS or the Department) Office of 
Inspector General (OIG) that was more than 1 year old as of September 30, 2020 (a natural 
cutoff date for report preparation and submission with the Department’s annual fiscal year 
budget justification), and designated as “open.”  This report also provides a justification for the 
decision not to implement recommendations that GAO and OIG closed as “unimplemented” 
from October 1, 2019,1 to September 30, 2020.2  
 
Office of Management and Budget (OMB) Circular A-50 (Revised), “Audit Followup,” 
describes the policies and procedures that the executive agencies should use when considering 
reports issued by OIG, GAO, and other auditors where follow-up is necessary.   
 
DHS Delegation #00109, “Delegation to the Under Secretary for Management [USM] to Act as 
the Audit Follow-up and Resolution Official for Office of Inspector General Report 
Recommendations,” designates the USM as the Department’s follow-up and resolution official 
for OIG audit reports and recommendations. 
 
DHS Designation #00-00901, “U.S. Department of Homeland Security Designations,” 
designates the USM as the Department’s follow-up and resolution official for GAO audit reports 
and recommendations. 
 
DHS’s implementation of OMB Circular A-50 (Revised) is governed by:  

• DHS Directive 077-01, “Follow-Up and Resolution for Office of Inspector General 
Report Recommendations,” 

• DHS Instruction 077-01-001, “Instruction on Follow-Up and Resolution for Office of 
Inspector General Report Recommendations,” 

• DHS Directive 077-02, “Relations with the U.S. Government Accountability Office 
(Revision # 02),” and 

• DHS Instruction 077-02-001, “Relations with the U.S. Government Accountability 
Office.” 

 
This report presents the status of the applicable recommendations as of and through 
September 30, 2020.  However, recognizing that the FY 2022 budget submission was delayed, 
we have updated the report to show those recommendations that GAO and OIG agreed to close 
between October 1, 2020, and March 31, 2021, (OIG) and April 15, 2021 (GAO). 

 
1 Justification for decisions not to implement recommendations that GAO and OIG closed as “unimplemented” prior 
to October 1, 2019, were addressed during the FY 2020 reporting period.   
2 In publishing this report, DHS’s practice is to provide the most up-to-date recommendation implementation status 
information reasonably available.  As such, although Section 2(b) of P.L. 115-414 requires agencies to report on 
only public GAO and OIG recommendations closed as unimplemented not less than 1 year preceding the date that 
the agency submits its budget justification, DHS has reported and will continue to report on closed unimplemented 
public GAO and OIG recommendations for the most recent fiscal year. 
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III. Implementation Status of GAO’s Public 
Recommendations 

 
 
A. Recommendations “Closed, Unimplemented” 
 
From October 1, 2019, to September 30, 2020, GAO designated 18 public recommendations to 
DHS as “closed, unimplemented.”  These recommendations are listed below along with the 
justification for not implementing them. 
 
DHS strictly adheres to a self-imposed practice of not closing any GAO recommendations 
without first reaching agreement with GAO staff to do so and has followed this practice since 
2010.  This provides additional confidence to Congress and the public that DHS took appropriate 
actions to implement these recommendations or otherwise to resolve any disagreements. 
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Component Report 
Number Report Title Report Received/ 

Issued Date Rec # Date Closed 

Recommendation Narrative of Implementation Status 

CBP GAO-16-542 

ANTIDUMPING AND 
COUNTERVAILING DUTIES:  

CBP Action Needed to Reduce Duty 
Processing Errors and Mitigate 

Nonpayment Risk 

07/14/2016 1 09/11/2020 

The Commissioner of CBP [U.S. Customs and Border Protection] 
should issue guidance directing ACT [Antidumping and 
Countervailing Duty Centralization Team] to: 

(a) collect and analyze data on a regular basis to identify and 
address the causes of liquidations that occur contrary to the 
process or outside the 6-month time frame mandated by 
statute,  

(b) track progress on reducing such liquidations, and  
(c) report any effects these liquidations may have on revenue. 

On February 21, 2020, GAO advised that it would close this 
recommendation as unimplemented, but before doing so would 
identify all actions that CBP has taken to strengthen its processes 
for monitoring and tracking these types of liquidations. 
 
For example, GAO said that it would note the processes and 
procedures that CBP has put and continues to put into place to 
prevent deemed and premature liquidations from occurring.  In 
addition, CBP provided evidence to GAO that it has developed 
specialized reports in its Automated Commercial Environment to 
manage the processing of antidumping/countervailing duty 
(AD/CVD) liquidations.  CBP also provided more than 2 years’ 
worth of evidence showing that it collects and tracks deemed 
liquidation information.  CBP’s self-inspection reports indicate 
that compliance with requirements to liquidate AD/CVD entries 
within statutory timeframes improved from fiscal year (FY) 2017 
to FY 2018.   
 
Although CBP collects and analyzes data on deemed and 
premature liquidations, it does not analyze the revenue impact of 
such liquidations.  Capturing and analyzing the revenue data on 
premature and deemed liquidations would be a manual, labor-
intensive process that CBP does not believe is a prudent use of its 
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Component Report 
Number Report Title Report Received/ 

Issued Date Rec # Date Closed 

Recommendation Narrative of Implementation Status 
resources.  CBP advised that it cannot determine the revenue 
impact of premature liquidations because of the nature of 
premature liquidations. 

CISA                 GAO-14-15 

GPS DISRUPTIONS:  
Efforts to Assess Risks to Critical 

Infrastructure and Coordinate Agency 
Actions Should Be Enhanced 

11/06/2013 2 08/26/2020 

The Secretary of Homeland Security should, as part of current critical 
infrastructure protection planning with SSAs [Sector-Specific Agency] 
and sector partners, develop and issue a plan and metrics to measure 
the effectiveness of GPS [Global Positioning System] risk mitigation 
efforts on critical infrastructure resiliency. 

Thousands of applications across critical infrastructure in the 
United States use global positioning systems (GPS).  
Implementing this recommendation as written would require a 
system-by-system analysis that would entail access to system 
configurations.  Initial attempts to do this proved to be too costly 
and ineffective.  Therefore, DHS identified alternate means of 
addressing risks, such as developing the conformance framework, 
which improves the resilience of GPS receivers, and influencing 
the development of the Positioning, Navigation, and Timing (PNT) 
Executive Order, which establishes a more comprehensive 
approach to PNT risk management than recommended.  DHS 
currently is working with the SSAs to conduct vulnerability 
assessments, which will be used by the National Institute for 
Standards and Technology (NIST) to develop PNT profiles, which 
are designed to identify and mitigate risk at the application level.  
The National Risk Management Center (NRMC) met with GAO 
and discussed future plans, as well as provided details regarding 
work in this area with the intent of closing the recommendation.  
However, GAO did not agree with the explanations provided nor 
to withdraw the recommendation; therefore, it was closed as 
unimplemented.  
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Component Report 
Number Report Title Report Received/ 

Issued Date Rec # Date Closed 

Recommendation Narrative of Implementation Status 

CISA                 GAO-14-15 

GPS DISRUPTIONS:  
Efforts to Assess Risks to Critical 

Infrastructure and Coordinate Agency 
Actions Should Be Enhanced 

11/06/2013 3 08/26/2020 

The Secretaries of Transportation and Homeland Security should 
establish a formal, written agreement that details how the agencies plan 
to address their shared responsibility.  This agreement should address 
uncertainties, including clarifying and defining DOT's [Department of 
Transportation’s]  and DHS's respective roles, responsibilities, and 
authorities; establishing clear, agreed-upon outcomes; establishing how 
the agencies will monitor and report on progress toward those 
outcomes; and setting forth the agencies' plans for examining relevant 
issues, such as the roles of SSAs and industry, how NSPD-39 
[National Security Presidential Directive 39] fits into the NIPP 
[National Infrastructure Protection Plan] risk management framework, 
whether an update to the NSPD-39 is needed, or other issues as 
deemed necessary by the agencies. 

DHS does not believe that the language in NSPD-39 is ambiguous.  
DOT has the responsibility to build backup capabilities for GPS.  
This was codified further in the National Timing Resilience and 
Security Act (NTRSA), which clearly assigns the requirement to 
DOT.  The clear language in the NTRSA removes any ambiguity 
in NSPD-39.  The bill’s introduction states, “the [DOT is] to 
provide for the establishment, sustainment, and operation of a 
complement to and backup for the timing component of the 
[GPS].”  The bill also states that the timing system must “be 
capable of adaptation and expansion to provide position and 
navigation capabilities.”  Neither DHS nor DOT can change the 
requirements as established in the legislation.  NRMC previously 
met with GAO to highlight that neither DHS nor DOT believes 
that a memorandum of agreement (MOA) was needed.  However, 
GAO did not agree with the proposal to withdraw the 
recommendation; therefore, it was closed as unimplemented.  
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Component Report 
Number Report Title Report Received/ 

Issued Date Rec # Date Closed 

Recommendation Narrative of Implementation Status 

CISA GAO-14-507 

CRITICAL INFRASTRUCTURE 
PROTECTION:  

DHS Action Needed to Enhance 
Integration and Coordination of 

Vulnerability Assessment Efforts 

09/03/2014 5 09/11/2020 

The Secretary of Homeland Security should direct the Under Secretary 
for the National Protection and Programs Directorate [NPPD] to work 
with SSAs and other federal agencies that have CI 
[counterintelligence] security responsibilities to develop and provide 
guidance for what areas should be included in vulnerability 
assessments [VA] of CI that can be used by DHS, SSAs, and other CI 
partners in an integrated and coordinated manner, among and across 
sectors, where appropriate. 

In January 2020, Cybersecurity and Infrastructure Security Agency 
(CISA) leadership directed the agency to reopen this 
recommendation in an effort to expand the scope of the VA Guide 
to reflect CISA’s space better.  CISA’s Office of Strategy, Policy, 
and Planning submitted a white paper to GAO on May 29, 2020, to 
close the recommendation as implemented.  GAO determined that 
although the white paper represented significant steps toward 
addressing the recommendation, additional actions were needed 
before it agreed to close as implemented.  
 
Given the lapse of time since the VA guide was published (2014), 
GAO decided to reclose this recommendation as unimplemented. 



 

9 

Component Report 
Number Report Title Report Received/ 

Issued Date Rec # Date Closed 

Recommendation Narrative of Implementation Status 

FEMA                 GAO-11-297 

FEMA:  
Action Needed to Improve 

Administration of the National Flood 
Insurance Program 

06/09/2011 2 09/17/2020 

The Secretary of Homeland Security should direct the Administrator of 
FEMA [Federal Emergency Management Agency] to develop a 
comprehensive workforce plan according to PKEMRA [Post-Katrina 
Emergency Management Reform Act of 2006] that identifies agency 
staffing and skills requirements, addresses turnover and staff 
vacancies, and analyzes FEMA's use of contractors. 

According to GAO, FEMA’s Human Capital Strategic Plan 
covering the years 2016-2020 was helpful for the agency but did 
not contain specifics that would address the recommendation.  
FEMA began several internal efforts that would cover the detailed 
actions in the recommendation and, in June 2020, provided GAO 
with high-level agendas of meetings that FEMA indicated had 
discussed these efforts.  However, in August 2020, FEMA advised 
the GAO that these internal efforts were being ended and that any 
FEMA workforce management improvement efforts would be 
subsumed by a DHS-wide effort, for which FEMA could not give 
a projected completion date. 
 
Given the length of time since the recommendation was made and 
that a FEMA-specific effort is being replaced by a DHS-wide 
effort, GAO decided to close this recommendation as 
unimplemented. 



 

10 

Component Report 
Number Report Title Report Received/ 

Issued Date Rec # Date Closed 

Recommendation Narrative of Implementation Status 

FEMA                 GAO-15-783 

DISASTER CONTRACTING: FEMA 
Needs to Cohesively Manage Its 

Workforce and Fully Address Post-
Katrina Reforms 

09/29/2015 1 09/11/2020 

The Administrator of FEMA should establish a plan to ensure that the 
agreement [for oversight of regional contracting officers] is reviewed 
on an annual basis as intended. 

GAO stated that in prior years, FEMA informed GAO that the 
Office of Procurement Operations formed a team to address this 
recommendation.  However, the update to the 2011 service-level 
agreement (SLA) replaced a provision that the agreement be 
reviewed annually with a provision to review the agreement every 
3 years and did not include a plan to ensure that the agreement is 
reviewed every 3 years.  Because 9 years elapsed before the 2011 
agreement was updated, and because the updated agreement does 
not include a plan to ensure a periodic review of the agreement, 
GAO decided to close this recommendation as unimplemented. 
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Component Report 
Number Report Title Report Received/ 

Issued Date Rec # Date Closed 

Recommendation Narrative of Implementation Status 

ICE                  GAO-12-246 

EXPORT CONTROLS:  
Proposed Reforms Create 

Opportunities to Address Enforcement 
Challenges 

03/27/2012 5 11/19/2019 

The Secretary of Homeland Security should, in consultation with 
departmental representatives of the Export Enforcement Coordination 
Center, including Commerce, Justice, State, and the Treasury: 

(a) leverage export control enforcement resources across agencies 
by building on existing agency efforts to track resources 
expended, as well as existing agency coordination at the local 
level;  

(b) establish procedures to facilitate data sharing between the 
enforcement agencies and intelligence community to measure 
illicit transshipment activity; and  

(c) develop qualitative and quantitative measures of effectiveness 
for the entire enforcement community to baseline and trend 
this data. 

The Export Enforcement Coordination Center (E2C2) addressed 
the first component of the recommendation by establishing an 
Intelligence Working Group that serves as a conduit for federal 
law enforcement, export licensing agencies, the intelligence 
community, and defense department agencies to exchange 
information related to potential U.S. export control violations.  
E2C2 continues to exchange information for coordination and 
deconfliction to support and expand export enforcement 
investigations and to enhance opportunities for joint operations.  
However, E2C2 has not been staffed with personnel from across 
departments as envisioned, which has prevented it from 
completing the second and third components of the GAO 
recommendation.  E2C2 has requested these personnel, but the 
external agencies have not assigned them.  As the appointment of 
key external positions is not within U.S. Immigration and Customs 
Enforcement’s (ICE) control, and there is no expectation that the 
resources will be detailed or assigned, ICE requested that GAO 
consider this recommendation resolved and closed as 
unimplemented.  
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Component Report 
Number Report Title Report Received/ 

Issued Date Rec # Date Closed 

Recommendation Narrative of Implementation Status 

ICE                  GAO-16-514 

IMMIGRATION DETENTION: 
Additional Actions Needed to 

Strengthen DHS Management of 
Short-Term Holding Facilities 

05/26/2016 3 09/23/2020 

The Secretary of Homeland Security should include a classification 
code in all complaint tracking systems related to DHS short term 
holding facilities to facilitate the tracking of holding facility 
complaints.  

ICE updated both of its complaint tracking systems to include a 
classification code for holding facilities.  The ICE Office of 
Professional Responsibility (OPR) updated its Joint Integrity Case 
Management System (JICMS) and provided GAO with the 
supporting documentation showing a drop-down field for short-
term holding facilities.  ICE Enforcement and Removals 
Operations (ERO) updated its Detention Reporting and 
Information Line (DRIL) system to include a drop-down field for 
detention facilities.  CBP made progress in updating its complaint 
tracking systems, but efforts of CBP’s Joint Intake Center and 
CBP INFO (not an acronym) Center were not complete.  DHS 
OIG informed GAO that it currently does not have a business case 
for including a classification code in its complaint tracking system.  
GAO concluded that given that DHS had not included a 
classification code in all complaint tracking systems related to 
DHS holding facilities, the recommendation had not been 
addressed sufficiently and proceeded to close the recommendation 
as unimplemented.  
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Component Report 
Number Report Title Report Received/ 

Issued Date Rec # Date Closed 

Recommendation Narrative of Implementation Status 

ICE                  GAO-16-514 

IMMIGRATION DETENTION: 
Additional Actions Needed to 

Strengthen DHS Management of 
Short-Term Holding Facilities 

05/26/2016 4 09/23/2020 

The Secretary of Homeland Security should direct CBP and ICE to 
develop and implement a process for analyzing trends related to 
holding facility complaints across their respective component. 

ICE provided GAO with documentation showing that an ICE 
DRIL report is produced and that the data are analyzed for trends.  
ICE also provided GAO with agendas of ERO leadership meetings 
where ICE officials discuss trends—including complaint trends—
from calls into the DRIL.  GAO stated that ICE had addressed the 
recommendation sufficiently in August 2020.  CBP’s 
Compliments and Complaints Branch of the CBP INFO Center can 
generate reports if it sees a pattern or trend based on incoming 
complaints and can provide GAO with sample reports.  CBP also 
uses JICMS for complaint tracking, but it does not analyze 
complaints within this system.  Because CBP had yet to develop 
and implement a process for analyzing trends on holding facility 
complaints or had not identified when it would be able to do this, 
GAO closed the recommendation as unimplemented. 
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Component Report 
Number Report Title Report Received/ 

Issued Date Rec # Date Closed 

Recommendation Narrative of Implementation Status 

MGMT-
CIO             GAO-16-323 

DATA CENTER CONSOLIDATION:  
Agencies Making Progress, but 

Planned Savings Goals Need to Be 
Established 

03/03/2016 11 03/02/2020 

The Secretary of Homeland Security should take action to improve 
progress in the data center optimization areas that we reported as not 
meeting OMB’s [U.S. Office of Management and Budget] established 
targets, including addressing any identified challenges. 

On or about October 23, 2019, GAO stated “since the June 2019 
official release of OMB’s new [Data Center Optimization 
Initiative] (DCOI) guidance (M-19-19), the optimization metrics 
that were the subject of the recommendation have been overcome 
by events.”  On or about March 20, 2020, GAO further 
commented that “… the remaining recommendations from GAO-
16-323 have now been closed due to OMB’s changes to the DCOI 
metrics.” 

MGMT-
CPO             GAO-19-281 

2017 DISASTER CONTRACTING: 
Actions Needed to Improve the Use of 

Post-Disaster Contracts to Support 
Response and Recovery  

04/24/2019 2 12/04/2019 
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Until the NIA [national interest action] code Memorandum of 
Agreement between the General Services Administration and the 
Departments of Defense and Homeland Security is revised, the 
Secretary of Homeland Security should, in coordination with the 
Department of Defense and the General Services Administration, keep 
the existing NIA code for Hurricane Maria open, reopen the other NIA 
codes established for 2017 and 2018 hurricanes (Hurricanes Harvey, 
Irma, Florence, and Michael), and request that agencies retroactively 
enter NIA codes for contract actions for Hurricanes Harvey and Irma 
made after June 30, 2018, for Hurricane Florence made after March 15, 
2019, and for Hurricane Michael made after April 12, 2019 into FPDS-
NG [Federal Procurement Data System – Next Generation] to 
adequately capture contract obligations, to the extent practicable. 

The DHS Office of the Chief Procurement Officer (OCPO) 
nonconcurred with this recommendation because the Department 
is bound by its agreement with the U.S. General Services 
Administration (GSA) and Department of Defense (DOD) unless 
or until all three signatory agencies agree to revise or to suspend 
the MOA.  The parties meet regularly regarding NIA codes, and 
the MOA is reviewed annually.  Notwithstanding, in accordance 
with the criteria of the current MOA, the NIA codes for Hurricanes 
Harvey, Irma, Florence, and Michael were end-dated more than 
1 year ago.  The NIA code for Hurricane Maria was extended to 
September 15, 2019.  The NIA codes previously closed will not be 
reopened.  Retroactive FPDS-NG data entry governmentwide is 
not practical and places an unreasonable burden on the same 
disaster contracting workforce responsible for new time-critical 
disaster contracts.  Rather, DHS continues to encourage OMB to 
assist GAO in tracking disaster funding and procurement actions 
through USASpending.gov using the accounting information from 
financial systems.  In the statutorily required 180-day letter to 
Congress and OMB, DHS maintained its nonconcurrence and the 
position that NIA codes are not meant to track “long-term” 
actions.  OCPO again affirmed that the appropriate mechanism for 
tracking expenditure funds used to respond to and to recover from 
national emergencies and disasters is financial information in 
USASpending.gov and noted that on March 29, 2019, DHS 
requested that GAO consider this recommendation resolved and 
closed.  The annual NIA MOA review in August 2019 resulted in 
an update to clarify the criteria used when determining when to 
close an NIA code.  The Department provided the updated MOA 
and clarified that each year the parties review the NIA code 
agreement to determine if any changes are necessary.  On 
December 4, 2019, GAO officially closed the recommendation as 
unimplemented.    
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Component Report 
Number Report Title Report Received/ 

Issued Date Rec # Date Closed 

Recommendation Narrative of Implementation Status 

PLCY                 GAO-13-11 

CRITICAL INFRASTRUCTURE 
PROTECTION:  

An Implementation Strategy Could 
Advance DHS's Coordination of 

Resilience Efforts across Ports and 
Other Infrastructure 

10/25/2012 1 11/12/2019 

The Secretary of Homeland Security should direct the DHS Assistant 
Secretary for Policy to develop an implementation strategy for this new 
[resilience] policy that identifies the following characteristics and 
others that may be deemed appropriate: 

(a) steps needed to achieve results, by developing priorities, 
milestones, and performance measures; 

(b) responsible entities, their roles compared with those of others, 
and mechanisms needed for successful coordination; and 

(c) sources and types of resources and investments associated with 
the strategy, and where those resources and investments should 
be targeted. 

In September 2018, the DHS Office of Strategy, Policy, and Plans 
(PLCY) informed GAO that the Resilience Policy was no longer 
under the purview of PLCY.  Additionally, PLCY’s resilience staff 
was transferred to FEMA.  Without the presence of a new 
Resilience Policy, PLCY was unable to prepare an implementation 
plan in accordance with GAO’s recommendation.  GAO informed 
DHS in September 2019 that the recommendation was being 
closed as unimplemented.  

PLCY                 GAO-15-288 

CRITICAL TECHNOLOGIES: 
Agency Initiatives Address Some 

Weaknesses, but Additional 
Interagency Collaboration Is Needed 

02/10/2015 1 6/24/2020 
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Component Report 
Number Report Title Report Received/ 

Issued Date Rec # Date Closed 

Recommendation Narrative of Implementation Status 

The Secretaries of Commerce, Defense, Homeland Security, State, and 
the Treasury; as well as the Attorney General of the United States, who 
have lead and stakeholder responsibilities for the eight programs within 
the critical technologies portfolio, should take steps to promote and 
strengthen collaboration mechanisms among their respective programs 
while ongoing initiatives are implemented and assessed.  These steps 
need not be onerous; for example, they could include conducting an 
annual meeting to discuss their programs, including the technologies 
they are protecting, their programs' intent, any new developments or 
changes planned for their programs, as well as defining consistent 
critical technologies terminology and sharing important updates. 

Actions to address the recommendation required collaboration 
between multiple agencies.  PLCY’s efforts to connect with 
external points of contact were unsuccessful.  
 
GAO closed the recommendation as unimplemented because no 
significant actions had been taken regarding interagency 
coordination.  

PLCY                 GAO-16-371 

QUADRENNIAL HOMELAND 
SECURITY REVIEW:  

Improved Risk Analysis and 
Stakeholder Consultations Could 

Enhance Future Reviews 

04/15/2016 1 09/02/2020 

The Secretary of Homeland Security should direct the Assistant 
Secretary for Policy to ensure future QHSR [Quadrennial Homeland 
Security Review] risk assessment methodologies reflect key elements 
of successful risk assessment methodologies, such as being:  

(a) documented, which includes documenting how risk information 
was integrated to arrive at the assessment results,  

(b) reproducible, which includes producing comparable, repeatable 
results, and  

(c) defensible, which includes communicating any implications of 
uncertainty to users of the risk results. 

As of March 2020, DHS PLCY was finalizing the 2018 QHSR 
Report.  However, PLCY had to prioritize resources in response to 
the Coronavirus Disease 2019 Pandemic (COVID-19). 
 
Although PLCY intended to finalize the report, GAO has a 4-year 
performance period for agency implementation of standard 
recommendations, which expired in Spring 2020, so GAO closed 
the recommendation as unimplemented.   
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Component Report 
Number Report Title Report Received/ 

Issued Date Rec # Date Closed 

Recommendation Narrative of Implementation Status 

PLCY                 GAO-16-371 

QUADRENNIAL HOMELAND 
SECURITY REVIEW: 

Improved Risk Analysis and 
Stakeholder Consultations Could 

Enhance Future Reviews 

04/15/2016 2 09/02/2020 

The Secretary of Homeland Security should direct the Assistant 
Secretary for Policy to refine its risk assessment methodology so that 
in future QHSRs it can compare and prioritize homeland security risks 
and risk mitigation strategies. 

As of March 2020, DHS PLCY was finalizing the 2018 QHSR 
Report.  However, PLCY had to prioritize resources in response to 
COVID-19. 
 
Although PLCY intended to finalize the report, GAO has a 4-year 
performance period for agency implementation of standard 
recommendations, which expired in Spring 2020, so GAO closed 
the recommendation as unimplemented.    

PLCY                 GAO-16-371 

QUADRENNIAL HOMELAND 
SECURITY REVIEW:  

Improved Risk Analysis and 
Stakeholder Consultations Could 

Enhance Future Reviews 

04/15/2016 3 09/02/2020 

The Secretary of Homeland Security should direct the Assistant 
Secretary for Policy to identify and implement stakeholder meeting 
processes to ensure that communication is interactive when project 
planning for the next QHSR. 

As of March 2020, DHS PLCY was finalizing the 2018 QHSR 
Report.  However, PLCY had to prioritize resources in response to 
COVID-19. 
 
Although PLCY intended to finalize the report, GAO has a 4-year 
performance period for agency implementation of standard 
recommendations, which expired in Spring 2020, so GAO closed 
the recommendation as unimplemented.    
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Component Report 
Number Report Title Report Received/ 

Issued Date Rec # Date Closed 

Recommendation Narrative of Implementation Status 

PLCY                 GAO-16-371 

QUADRENNIAL HOMELAND 
SECURITY REVIEW:  

Improved Risk Analysis and 
Stakeholder Consultations Could 

Enhance Future Reviews 

04/15/2016 4 09/02/2020 

The Secretary of Homeland Security should direct the Assistant 
Secretary for Policy to clarify component detailee roles and 
responsibilities when project planning for the next QHSR. 

As of March 2020, DHS PLCY was finalizing the 2018 QHSR 
Report.  However, PLCY had to prioritize resources in response to 
COVID-19. 
 
Although PLCY intended to finalize the report, GAO has a 4-year 
performance period for agency implementation of standard 
recommendations, which expired in Spring 2020, so GAO closed 
the recommendation as unimplemented.    

TSA                  
GAO-16-

535SU / GAO-
16-764 

FEDERAL AIR MARSHAL 
SERVICE:  

Additional Actions Needed to Ensure 
Air Marshals' Mission Readiness 

06/17/2016 5 08/10/2020 

The Administrator of the Transportation Security Administration 
[TSA] should direct FAMS [Federal Air Marshal Service] to develop 
and implement standardized methods, such as examinations and 
checklists, for determining whether incumbent air marshals continue to 
be mission ready in key skills. 

TSA concurred with the recommendation when it originally was 
issued.  TSA leadership later determined that the recommended 
checklist approach ultimately was not needed to meet GAO’s 
intent, which was to ensure mission readiness for Federal Air 
Marshals.  Before GAO closed the recommendation as 
unimplemented, TSA provided multiple updates to GAO that 
described existing steps and procedures that are taken to ensure 
that Federal Air Marshals are always mission-ready.  TSA believes 
that it met the intent of GAO’s recommendation. 
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B. Recommendations “Open” 
 
As of September 30, 2020, 285 GAO public recommendations were designated as “open” for a 
period of not less than 1 year (i.e., since September 30, 2019).  These recommendations are listed 
below along with a description of the actions taken, ongoing, or planned to address them, an 
estimated completion date (ECD), and a brief discussion of resource and budgetary implications, 
as appropriate. 
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Component Report Number Report Title Report Received/ 
Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 

CBP                  GAO-13-603 

U.S.-MEXICO BORDER: 
CBP Action Needed to 

Improve Wait Time Data and 
Measure Outcomes of Trade 

Facilitation Efforts 

07/24/2013 3 03/03/2021 

The Commissioner of CBP should document the methodology and 
process OFO [Office of Field Operations] uses to allocate staff to 
land ports of entry on the southwest border, including the rationales 
and factors considered in making these decisions. 

On March 3, 2021, GAO closed this recommendation as not 
implemented, after the universe of open recommendations for this 
annual report was identified.  

CBP                  GAO-14-165SU / 
GAO-14-368 

ARIZONA BORDER 
SURVEILLANCE 

TECHNOLOGY PLAN: 
Additional Actions Needed to 
Strengthen Management and 

Assess Effectiveness 

03/12/2014 6 12/31/2020 

The Commissioner of CBP should, once data on asset assists are 
required to be recorded and tracked, analyze available data on 
apprehensions and seizures and technological assists, in combination 
with other relevant performance metrics or indicators, as appropriate, 
to determine the contribution of surveillance technologies to CBP’s 
border security efforts. 

The U.S. Border Patrol (USBP) provided GAO information that 
describes the current process that USBP management utilizes to 
make informed technology procurement decisions and ultimately to 
decide how technology is tracked, analyzed, procured, and deployed.  
GAO has requested that CBP continue to provide information on 
how certain reports are utilized to help to inform resource decisions.  
CBP met with GAO in September 2020 to discuss a path forward for 
closing this recommendation.  GAO requested that CBP continue to 
provide information on data collection in the coming months. 
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Component Report Number Report Title Report Received/ 
Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 

CBP                  GAO-16-514 

IMMIGRATION 
DETENTION:  

Additional Actions Needed to 
Strengthen DHS Management 

of Short-Term Holding 
Facilities 

05/26/2016 2 03/31/2021 

The Secretary of Homeland Security should direct CBP and ICE to 
develop and issue guidance on how and which compliant 
mechanisms should be communicated to individuals in custody at 
holding facilities. 

On September 11, 2020, CBP changed the lead program office for 
this recommendation to the CBP OPR.  CBP OPR plans to establish 
a policy requiring that posters be hung in CBP detention facilities 
that provide information on how to file complaints to the Joint Intake 
Center.  CBP OPR is one of several oversight entities with 
overlapping jurisdiction in this area including: DHS’s OIG, Office 
for Civil Rights and Civil Liberties (CRCL), and the recently 
established Office of Immigration Detention Ombudsman.  
Nonetheless, CBP OPR believes that the Joint Intake Center is well-
positioned to collect such complaints.  Because of the program office 
change, the ECD has been amended to provide OPR time to 
implement the recommendation fully.   

CBP                  GAO-16-542 

ANTIDUMPING AND 
COUNTERVAILING 

DUTIES:  
CBP Action Needed to 

Reduce Duty Processing 
Errors and Mitigate 
Nonpayment Risk 

07/14/2016 2 03/24/2021 

The Commissioner of CBP should regularly conduct a 
comprehensive risk analysis that assesses both the likelihood and the 

On March 24, 2021, GAO closed this recommendation as 
implemented, after the universe of open recommendations for this 
annual report was identified. 
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Component Report Number Report Title Report Received/ 
Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 
significance of risk factors related to AD/CV 
[antidumping/countervailing] duty collection.   

CBP                  GAO-16-542 

ANTIDUMPING AND 
COUNTERVAILING 

DUTIES:  
CBP Action Needed to 

Reduce Duty Processing 
Errors and Mitigate 
Nonpayment Risk 

07/14/2016 3 09/30/2020 

The Commissioner of CBP should, consistent with U.S. law and 
international obligations, take steps to use its data and risk 
assessment strategically to mitigate AD/CV duty nonpayment, such 
as by using predictive risk analysis to identify entries that pose 
heightened risk and taking appropriate action to mitigate the risk. 

On February 21, 2020, GAO advised that it would close the 
recommendation as implemented.  Development and documentation 
of initial risk-based bonding methodology to mitigate AD/CVD 
nonpayment is complete and will be modified as needed.  The initial 
additional AD/CVD STB risk-based bonding implementation 
strategically uses the risk assessment to mitigate AD/CVD 
nonpayment on entries with heightened risk.  The STB 
implementation will inform the long-term plan for continuous bond 
enhancements.  On September 3, 2020, GAO advised that it would 
close the recommendation as implemented, once CBP provided 
evidence that the risk-based bonding has been implemented.  On 
September 21, 2020, CBP met with GAO to discuss the 
implementation, and on September 25, 2020, CBP provided the 
requested evidence to close the recommendation, specifically, the 
complete and final risk-based bonding methodology for STB; the 
improvement and adjustments that were made to the final bonding 
model; the nature of any automated and legislative changes; the 
formula for potential additional bonding amounts; and the status of 
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Component Report Number Report Title Report Received/ 
Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 
the Advance Notice of Proposed Rulemaking.  CBP is awaiting 
GAO’s closure decision.   

CBP                  GAO-17-167SU / 
GAO-17-331 

SOUTHWEST BORDER 
SECURITY:  

Additional Actions Needed to 
Better Assess Fencing's 

Contributions to Operations 
and Provide Guidance for 

Identifying Capability Gaps 

12/22/2016 1 09/30/2021 

The Chief of USBP should develop metrics to assess the 
contributions of pedestrian and vehicle fencing to border security 
along the southwest border using the data Border Patrol already 
collects and apply this information, as appropriate, when making 
investment and resource allocation decisions. 

USBP has finalized the FY 2020-2021 Agency Priority Goal to 
Enhance Border Security with the Program Analysis and Evaluation 
Division (PA&E) within the DHS Office of the Chief Financial 
Officer (OCFO).  The measures included within the Operational 
Control (OPCON) Framework are under review for sensitivity 
analysis, including those within the Impedance and Denial element 
of OPCON.  This review is being done as USBP gathers FY 2019 
data to generate new scores.  On September 25, 2020, CBP provided 
GAO with a virtual demonstration on its mission planning.  CBP is 
awaiting a response from GAO on whether the information provided 
meets the intent of the recommendation.   

CBP                  GAO-17-66 

BORDER PATROL: Actions 
Needed to Improve Oversight 

of Post-Apprehension 
Consequences 

01/12/2017 1 02/02/2021 
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Component Report Number Report Title Report Received/ 
Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 

The Chief of USBP should strengthen the methodology for 
calculating recidivism such as by using an alien's apprehension 
history beyond one FY and excluding aliens for whom there is no 
record of removal and who may remain in the United States. 

On February 2, 2021, GAO closed this recommendation as not 
implemented, after the universe of open recommendations for this 
annual report was identified.   

CBP                  GAO-17-205SU / 
GAO-17-474 

BORDER SECURITY: 
Additional Actions Could 
Strengthen DHS Efforts to 

Address Subterranean, Aerial, 
and Maritime Smuggling 

02/03/2017 5 03/24/2021 
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Component Report Number Report Title Report Received/ 
Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 

The Secretary of Homeland Security should direct the CBP-ICE 
tunnel committee to convene and establish standard operating 
procedures for addressing cross-border tunnels, including procedures 
for sharing information. 

On March 24, 2021, GAO closed this recommendation as not 
implemented, after the universe of open recommendations for this 
annual report was identified.   

CBP                  GAO-17-205SU / 
GAO-17-474 

BORDER SECURITY: 
Additional Actions Could 
Strengthen DHS Efforts to 

Address Subterranean, Aerial, 
and Maritime Smuggling 

02/03/2017 2 02/08/2021 

The Secretary of Homeland Security should direct the Commissioner 
of CBP to assess and document how the alternative technological 
solutions being considered will fully meet operational needs related 
to ultralight aircraft. 

On February 8, 2021, GAO closed this recommendation as 
implemented, after the universe of open recommendations for this 
annual report was identified. 
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Component Report Number Report Title Report Received/ 
Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 

CBP                  GAO-17-205SU / 
GAO-17-474 

BORDER SECURITY: 
Additional Actions Could 
Strengthen DHS Efforts to 

Address Subterranean, Aerial, 
and Maritime Smuggling 

02/03/2017 5 12/31/2020 

The Secretary of Homeland Security should direct the Commissioner 
of CBP to establish and monitor performance targets related to 
ultralight aircraft. 

CBP and GAO met in September 2020 to discuss the status of this 
recommendation and the next steps.  CBP’s Air and Marine 
Operations (AMO) shared that a performance measure is in draft 
phase, despite the fact that after reviewing 8 fiscal years of data, 
CBP found that the rate of incident detections, resulting in an arrest 
or seizure, was inconsistent over time and provided no clear trend 
information.  CBP AMO continues to monitor and track incidents 
that involve ultralight aircraft despite the downward trend in the use 
of ultralight aircraft as an illicit transportation option and will be 
providing data collected by the AMO Center for this measure.  

CBP                  GAO-17-439SU / 
GAO-17-618 

CUSTOMS AND BORDER 
PROTECTION:  

Improved Planning Efforts 
Needed to Strengthen Trade 

Enforcement 

04/27/2017 1 06/30/2020 

The Commissioner of CBP should direct the Office of Trade to 
include performance targets, when applicable, in addition to 
performance measures in its Priority Trade Issue strategic and annual 
plans. 

On August 21, 2019, CBP submitted the FY 2019 Priority Trade 
Issue (PTI) annual plans as evidence that it has met the intent of 
recommendation and has requested closure.  GAO subsequently 
requested the issuance date for the FY 2020 PTI annual plans.  On 
April 14, 2020, CBP informed GAO that it intends to issue the 
FY 2020 PTI annual plans.  Per GAO’s request, on June 24, 2020, 
CBP provided GAO with the FY 2020 PTI annual plans.  On 
June 24, 2020, GAO advised that it intends to close this 
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Component Report Number Report Title Report Received/ 
Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 
recommendation as implemented.  CBP is awaiting confirmation of 
GAO’s formal closure action.      

CBP                  GAO-17-439SU / 
GAO-17-618 

CUSTOMS AND BORDER 
PROTECTION:  

Improved Planning Efforts 
Needed to Strengthen Trade 

Enforcement 

04/27/2017 2 12/31/2020 

The Commissioner of CBP should direct the Office of Trade and 
OFO to develop a long-term hiring plan that articulates how CBP 
will reach its staffing targets for trade positions set in the Homeland 
Security Act and the agency's resource optimization model. 

CBP’s OFO and Office of Trade (OT), in coordination with the CBP 
Hiring Center, are finalizing the development of a formal hiring plan 
in order to meet the targets laid out in the Homeland Security Act of 
2020 for trade enforcement positions under each office’s purview.  
OFO has completed several milestones in the development and 
implementation of an Import Specialist Hiring Plan.  The Trade 
Operations Directorate completed development of a standardized 
interview process for import specialist applicants.  OFO made the 
pilot hiring panels a permanent process for selecting import 
specialists, and all import specialist announcements will be based on 
duty location.  This, in turn, will create a single list across all centers 
based on geographical area.  The use of hiring panels by duty 
location will help to eliminate an applicant being offered a position 
with multiple centers.  Panels will be chaired by the center with the 
most vacancies at that duty location.  CBP National Recruitment and 
OFO agreed to continue hosting annual webinars targeting recent 
graduates with the most recent graduate webinar held in June 2020.  
In addition, a biweekly tracking system was created to monitor 
progress in hiring import specialists.  The CBP Hiring Center and 
Human Capital Division will begin formulating a hiring schedule for 
FY 2021.  OT continues to collaborate with the CBP Office of 
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Component Report Number Report Title Report Received/ 
Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 
Human Resources Management on an OT Recruitment Strategy, 
which uses a four-pronged approach.  The approach focuses on: 1. 
Noncompetitive hiring authorities (Veterans Recruitment Authority, 
National Security Education Program, Peace Corps Noncompetitive 
Eligibility, etc.); 2. Increasing the number of qualified student hires 
(CBP Career Interns, CBP Recent Graduate Program, Presidential 
Management Fellows Program); 3. Developing recruitment action 
plans (interviewing recent grads, developing relationships with 
targeted colleges for career fairs, conducting information forms, etc.) 
for targeted hard-to-fill positions; and 4. Enhancing marketing and 
communication methods (job boards, social media platforms, etc.).  
In addition, OT established a recruitment and retention advisory 
committee to improve existing recruiting opportunities and to pilot 
new methods to attract a plentiful supply of quality applicants and to 
enhance advertisement at appropriate associations.  Further, OT 
remains focused on recruitment and retention goals and is continuing 
to issue job announcements.  

CBP                  GAO-17-419SU / 
GAO-17-650 

SUPPLY CHAIN 
SECURITY:  

CBP Needs to Enforce 
Compliance and Assess 

Effectiveness of the Importer 
Security Filing and Additional 

Carrier Requirements 

05/18/2017 3 12/31/2020 
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Component Report Number Report Title Report Received/ 
Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 

The Commissioner of CBP should identify and collect additional 
performance information of the impact of the ISF [Importer Security 
Filing] data, such as the identification of shipments containing 
contraband, to better evaluate the effectiveness of the ISF program. 

CBP’s OFO continues to work with CBP’s Office of Information 
Technology (OIT) to complete the actions required for this 
recommendation.  OFO and OIT are working to identify the number 
of unmanifested containers and to determine how/if they were 
mitigated before arrival.  OIT’s Targeting & Analysis Systems 
Program Directorate has deployed an update to the Automated 
Targeting System (ATS) Import Cargo Exam Findings and ATS 
Vessel Risk List and Tracker to be able to collect and report these 
metrics easily.  The update provides the end-user with the capability 
to take action against the unmanifested containers within the ATS 
Vessel Risk application and to capture the exam findings in the ATS 
Conveyance Findings user interface page of the ATS Import Exam 
Findings application.  This update also allows CBP officers to 
mitigate the security threat associated with the vessel segment by 
targeting containers that do not have a manifest filing associated 
with them by choosing one of the acceptable manifested reasons for 
each identified or flagged container.  OFO and OIT also are working 
to determine the number of times that Customs Trade Partnership 
Against Terrorism (CTPAT) companies were identified as an 
Importer Security Filing (ISF) entity and were given targeting 
benefits, but did not receive the same treatment on the basis of 
manifest information.  Any time that a CTPAT entity is recognized 
via ISF or manifest data, the targeting benefits are applied.  CTPAT 
status does not correlate directly to “targeting benefits.”  CTPAT 
simply identifies and acknowledges that specific entity as low-risk, 
but multiple entities are part of a shipment that may or may not be 
CTPAT, while the other non-CTPAT entities may or may not have a 
history of illicit activity.  Finally, OFO and OIT are collaborating to 
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Component Report Number Report Title Report Received/ 
Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 
identify the number of times that potential terrorism matches were 
made against ISF entities versus the number of times that they were 
not matched using the same manifest data, and to determine how this 
can be quantified and what the requirements would be for visualizing 
this recommendation. 

CBP                  GAO-17-605SU / 
GAO-18-72 

FACILITY SECURITY: 
Agencies Should Improve 
Methods for Assessing and 

Monitoring Risk  

08/09/2017 2 01/31/2020 

The Commissioner of CBP should update the Security Policy and 
Procedures Handbook to include data collection and analysis 
requirements for monitoring the performance of its physical security 
program. 

CBP’s OPR informed CBP senior leaders of the release of the 
revised Physical Security Policies and Procedures Handbook 
(PSPPH) on January 7, 2020.  This version of the PSPPH includes 
revisions that address this recommendation.  CBP provided GAO 
PSPPH Chapter 7 titled “Physical Security Performance Measures” 
and requested closure.  GAO advised that the PSPPH does not call 
explicitly for the collection and analysis of physical security data 
across the agency for monitoring CBP's security program and 
requested additional information.  CBP is working to provide the 
requested information.  

CBP                  GAO-17-774SU / 
GAO-18-214 

NUCLEAR SECURITY: CBP 
Needs to Take Action to 

Ensure Imported Radiological 
Material Is Properly Licensed 

09/28/2017 1 01/07/2021 

The Commissioner of CBP should develop a monitoring system to 
help ensure that CBP officials comply with license verification 
policies and procedures.  

On January 7, 2021, GAO closed this recommendation as 
implemented, after the universe of open recommendations for this 
annual report was identified. 
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Component Report Number Report Title Report Received/ 
Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 

CBP                  GAO-17-774SU / 
GAO-18-214 

NUCLEAR SECURITY: CBP 
Needs to Take Action to 

Ensure Imported Radiological 
Material Is Properly Licensed 

09/28/2017 3 12/31/2020 

The Commissioner of CBP should develop a system that better 
identifies shipments of radiological material that pose the greatest 
risk and revise CBP's policies and procedures as necessary to verify 
licenses for these shipments.  

CBP’s OT-Commercial Targeting and Analysis Center and 
Laboratories and Scientific Services - Teleforensic Center created a 
tiered ruleset that better identifies shipments.  The tiers allow for 
targeting shipments of higher risk to verify licenses.  A draft version 
of the CBP policies and procedures in the directive is under final 
review. 

CBP                  GAO-18-11 

SOUTHWEST BORDER 
SECURITY:  

Actions Needed to Enhance 
CBP's Maintenance of Roads 

Used for Its Operations   

10/31/2017 2 01/29/2021 
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Component Report Number Report Title Report Received/ 
Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 

The Commissioner of CBP should clearly document the process and 
criteria for making decisions on funding non-owned operational 
requirements and communicate this process to Border Patrol sectors.  

USBP has a draft prioritization schema, as well as newly defined 
roles and responsibilities necessitated by a transition of CBP’s 
tactical infrastructure program from the Office of Facilities and 
Asset Management (OFAM) to the USBP Program Management 
Office Directorate.  The updated prioritization process and 
associated criteria are being linked to the latest USBP National 
Strategy (2020-2025).  USBP Strategic Planning and Analysis 
Directorate’s Operational Requirements Management Division 
(ORMD) personnel will conduct telephonic data calls with tactical 
infrastructure subject matter experts in the sectors and stations to 
validate existing road requirements and to initiate the data collection 
for the prioritization process.  This effort will support USBP efforts 
to have a process and identified criteria for informing funding 
decisions related to non-owned requirements.  In August 2020, CBP 
met with GAO and discussed newly developed programs that USBP 
is utilizing to address this recommendation.  On September 25, 2020, 
CBP provided GAO a virtual demo of the newly developed Mission 
Planning and is awaiting feedback.   

CBP                  GAO-18-216 

INTELLECTUAL 
PROPERTY:  

Agencies Can Improve Efforts 
to Address Risks Posed by 

Changing Counterfeit Market 

01/30/2018 1 12/31/2020 
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Component Report Number Report Title Report Received/ 
Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 

The Commissioner of CBP should take steps to evaluate the 
effectiveness of CBP’s IPR [intellectual property rights] enforcement 
efforts, such as by improving its metrics to track the overall 
effectiveness of its IPR enforcement efforts, evaluating selected 
activities to enhance IPR enforcement, and developing a process to 
assess and share information on port-led initiatives to enhance IPR 
enforcement. 

CBP’s OT has posted its FY 2019 IPR statistics on cbp.gov, as well 
as the quarterly enforcement update, to provide information to the 
public about some of CBP’s enforcement initiatives.  In 
January 2020, OT hosted a 2-day summit with CBP field personnel 
to exchange information on current IPR enforcement initiatives.  In 
May 2020, OT had to cancel a scheduled meeting to plan the FY 
2021 enforcement priorities because of COVID-19.  In addition, 
because of travel restrictions, as well as the need to shift resources to 
deal with COVID-19 and other enforcement issues, OT had to 
redirect resources devoted to support the IPR FY 2020 Trade Special 
Operations (TSO).  OT will continue to monitor the situation and 
will continue its focus on analyzing results of IPR-centric 
enforcement activities and enforcement initiatives through the results 
of the TSOs and planning meetings once funding and resources are 
available again.  OT continues to use the IPR Priority Trade 
Initiative work group to communicate and work through needed 
policy changes.  CBP continues to explore ways to improve IPR 
enforcement through regular conference calls with the Commercial 
Operations Advisory Committee IPR Working Group and is working 
to support DHS’s implementation of the April 3, 2019, Presidential 
Memorandum on Combating Trafficking Counterfeit and Pirated 
Goods.  

CBP                  GAO-18-216 

INTELLECTUAL 
PROPERTY:  

Agencies Can Improve Efforts 
to Address Risks Posed by 

Changing Counterfeit Market 

01/30/2018 2 12/31/2020 
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Component Report Number Report Title Report Received/ 
Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 

The Commissioner of CBP, in consultation with ICE, should assess 
what, if any, additional information would be beneficial to share with 
the private sector and, as appropriate, take action to enhance 
information sharing, where possible, such as by proposing regulatory 
revisions or requesting additional legal authorities from Congress. 

On August 27, 2019, CBP published a notice of proposed 
rulemaking (NPRM) pertaining to disclosure of information 
regarding merchandise bearing suspected counterfeit trademarks.  
The proposed amendment would allow CBP to disclose information 
otherwise protected by the Trade Secrets Act to a trademark owner 
when merchandise bearing suspected counterfeit trademarks has 
been abandoned voluntarily.  The deadline for public comment was 
November 15, 2019, and CBP OT analyzed the comments received.  
CBP is working with its interagency partners to undertake the many 
actions laid out in the Presidential Memorandum report, including 
reviewing necessary regulatory changes to allow enhanced 
information sharing with rights holders.  CBP also is assessing 
additional statutory authorities required to share information with 
nontraditional actors, such as online platforms, and is exploring 
ways to share information with such actors through the Section 321 
pilot. 

CBP                  GAO-18-205 

ILLICIT OPIOIDS:  
While Greater Attention Given 

to Combating Synthetic 
Opioids, Agencies Need to 
Better Assess their Efforts 

03/29/2018 1 10/19/2020 

The Commissioner of CBP should, in consultation with the 
Executive Director of CBP’s LSSD [Laboratories and Scientific 
Services Directorate] and the Laboratory Directors, assess volume 
and risk at each port of entry to determine those with the greatest 
need for resources, use this information as a basis for staff 
allocations, and document its risk-based, staff allocation process to 

On October 19, 2020, GAO closed this recommendation as 
implemented, after the universe of open recommendations for this 
annual report was identified.      
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Component Report Number Report Title Report Received/ 
Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 
ensure that CBP and LSSD priorities can be accomplished as 
effectively and efficiently as possible.    

CBP                  GAO-18-489SU / 
GAO-18-614 

SOUTHWEST BORDER 
SECURITY:  

CBP Is Evaluating Designs 
and Locations for Border 

Barriers, but Is Proceeding 
Without Key Information 

06/12/2018 1 12/31/2020 

The Commissioner of CBP should analyze the costs associated with 
future barrier segments and include cost as a factor in the Impedance 
and Denial Prioritization Strategy.  

CBP has outlined the extent to which it utilizes the Impedance and 
Denial Prioritization Strategy to prioritize investments in future 
barrier segments and has highlighted the potential consequences of 
revising the strategy in precisely the manner recommended by GAO.  
In August 2019, CBP met with GAO to discuss this closure request.  
In October 2019 and January 2020, GAO requested additional 
information, which CBP submitted.  On March 19, 2020, GAO 
informed CBP that the recommendation is not ready for closure and 
that to address the recommendation fully, USBP needs to incorporate 
its analysis of the costs of barrier projects into its process for 
prioritizing locations for construction of barriers.  In September 
2020, CBP met with CBP after reviewing GAO’s request to discuss 
this recommendation further.  

CBP                  GAO-18-550 

DHS ACQUISITIONS: 
Additional Practices Could 
Help Components Better 

Develop Operational 
Requirements 

08/08/2018 2 02/26/2021 
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Component Report Number Report Title Report Received/ 
Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 

The Secretary of Homeland Security should ensure that the 
Commissioner of CBP through the Executive Assistant 
Commissioner for Operations Support updates the 2013 workforce 
assessment to account for the independent requirements 
organization's current workforce needs.   

The CBP Executive Director, Planning Analysis Requirements & 
Evaluation Directorate, Operations Support (OS/PARE), who is an 
authorized representative of the Component Requirements Executive 
as outlined in the Component Requirements Executive Delegation 
Order dated January 3, 2018, approved the workforce assessment on 
October 11, 2018.  The DHS Joint Requirements Council (JRC) is 
working with ICE on a pilot workforce assessment.  CBP is 
conducting a detailed workforce assessment to establish the 
personnel resources and training requirements needed to best support 
the development of component operational requirements.  The 
results of this analysis, and the JRC-led ICE assessment, will be 
compared to provide CBP’s workforce assessment update. 

CBP                  GAO-18-405 

DEPARTMENT OF 
HOMELAND SECURITY: 
Components Could Improve 
Monitoring of the Employee 

Misconduct Process 

08/30/2018 1 01/04/2021 

The Commissioner of CBP should revise policy or guidance to 
ensure documentation of required control activities in its case 
management system, such as legal review of adverse actions, and 
data verification. 

On January 4, 2021, GAO closed this recommendation as 
implemented, after the universe of open recommendations for this 
annual report was identified. 

CBP                  GAO-18-405 

DEPARTMENT OF 
HOMELAND SECURITY: 
Components Could Improve 
Monitoring of the Employee 

Misconduct Process 

08/30/2018 2 09/11/2020 
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Component Report Number Report Title Report Received/ 
Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 
The Commissioner of CBP should require staff to document 
investigative findings (e.g., whether an allegation is substantiated) in 
the case management system, and document and disseminate 
associated referral procedures for adjudication. 

On September 11, 2020, GAO closed this recommendation as 
implemented, after the universe of open recommendations for this 
annual report was identified. 

CBP                  GAO-18-405 

DEPARTMENT OF 
HOMELAND SECURITY: 
Components Could Improve 
Monitoring of the Employee 

Misconduct Process 

08/30/2018 4 09/30/2021 

The Commissioner of CBP should monitor the duration of all cases 
beginning-to-end by stage and by case type. 

CBP’s OPR identified and procured a new case management system.  
OPR is developing and implementing this new case management 
system to provide better monitoring, tracking, and data analysis.  
CBP’s OPR and OIT are working with the IBM Cognos team with 
the goal to upgrade the current Cognos dashboard.  OPR will work 
with HRM to ensure that the dashboard includes the data necessary 
to monitor the duration of all cases beginning to end, by stage and 
case type.  The dashboard will be operational once it can be linked to 
the new JICMS case management system, which is currently in 
development.  In the midst of developing the new case management 
system, there was a change in government contracts.  The new 
contractor determined, after reviewing OPR’s requirements, that the 
previous software application selected as the platform for the new 
system was not capable of performing the requirements.  As a result, 
a new platform has been identified and the contractor is 
implementing the requirements and is developing the new system in 
the platform.  In the interim, OPR developed the Cognos dashboard 
and linked it to the existing JICMS in order to monitor the duration 
of cases by stage and type. 
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Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 

CBP                  GAO-18-405 

DEPARTMENT OF 
HOMELAND SECURITY: 
Components Could Improve 
Monitoring of the Employee 

Misconduct Process 

08/30/2018 5 09/30/2021 

The Commissioner of CBP should monitor the timeliness of 
misconduct cases according to established targets for management 
inquiries, administrative inquiries, and criminal and non-criminal 
investigations using case management system data. 

CBP’s OPR is working on implementing a new case management 
system that will provide better monitoring, tracking, and data 
analysis.  CBP’s OPR, OIT, and HRM are collaborating on the 
development and implementation of an executive dashboard within 
the new case management system to monitor the timeliness of all 
misconduct cases.  The capability to monitor the timeliness of 
misconduct cases according to established targets for various case 
types using case management system data is dependent on the 
updated comprehensive dashboard.  The data in the dashboard will 
be used by the new case management system to generate reports that 
will allow OPR Headquarters (HQ) and field managers to review and 
monitor timeliness.  In the midst of developing the new case 
management system, there was a change in government contracts.  
The new contractor determined, after reviewing OPR’s 
requirements, that the previous software application selected as the 
platform for the new system was not capable of performing the 
requirements.  As a result, a new platform has been identified and 
the contractor is implementing the requirements and is developing 
the new system in the platform.  In the interim, OPR developed the 
Cognos dashboard and linked it to the existing JICMS in order to 
monitor the duration of cases by stage and type. 
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Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 

CBP                  GAO-18-405 

DEPARTMENT OF 
HOMELAND SECURITY: 
Components Could Improve 
Monitoring of the Employee 

Misconduct Process 

08/30/2018 6 09/30/2021 

The Commissioner of CBP should define and document the case 
management system data fields to be used for monitoring all 
established performance targets and provide related guidance to staff. 

CBP’s OPR continues to work on developing and implementing a 
new case management system that will allow for better monitoring, 
tracking, and data analysis.  The data fields used to measure 
performance within the Executive Dashboard will be in the new case 
management system.  In the midst of developing the new case 
management system, there was a change in government contracts.  
The new contractor determined, after reviewing OPR’s 
requirements, that the previous software application selected as the 
platform for the new system was not capable of performing the 
requirements.  As a result, a new platform has been identified and 
the contractor is implementing the requirements and is developing 
the new system in the platform.  In the interim, OPR developed the 
Cognos dashboard and linked it to the existing JICMS in order to 
monitor the duration of cases by stage and type. 

CBP                  GAO-19-470 

NORTHERN BORDER 
SECURITY:  

CBP Identified Resource 
Challenges but Needs 

Performance Measures to 
Assess Security Between Ports 

of Entry 

03/28/2019 1 12/31/2021 
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Component Report Number Report Title Report Received/ 
Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 

The Chief of USBP should develop and implement performance 
measures to assess its effectiveness at securing the northern border 
between ports of entry. 

USBP will utilize the OPCON Framework, tailored and weighted to 
the unique conditions of each station within each Northern Border 
sector, to assess the effectiveness of securing the Northern Border 
between ports of entry.  All Northern Border sectors submitted FY 
2020 concept of operations (CONOP) that have been approved for 
sufficiency by HQ.  The CONOPs identified specific actions and 
measures for those actions that HQ Planning shared with the 
measures team responsible for the Northern Border OPCON 
Framework to assist in that effort.  The USBP Planning and 
Measures Team has analyzed the results from multiple measures 
development sessions conducted with Northern Border subject 
matter experts.  USBP has developed five Northern Border metrics 
that it is evaluating for final use.  USBP has verified the existence 
and viability of data for the five metrics previously identified for 
Northern Border performance measurement.  Throughout FY 2021, 
USBP will consider additional metrics and will be working to 
develop a means to simulate further data sets and to develop metrics 
for more robust measurement of Northern Border performance.  All 
metrics developed will undergo continual internal evaluation to 
ensure relevance and significance in measuring Northern Border 
performance. 

CBP                  GAO-19-470 

NORTHERN BORDER 
SECURITY:  

CBP Identified Resource 
Challenges but Needs 

Performance Measures to 
Assess Security Between Ports 

of Entry 

03/28/2019 2 10/31/2021 
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Component Report Number Report Title Report Received/ 
Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 

The Executive Assistant Commissioner of AMO should develop and 
implement performance measures to assess its effectiveness at 
securing the northern border between ports of entry in the air and 
maritime environments. 

CBP AMO has used the existing metrics that tracks known 
incursions between the ports of entry to determine the approximate 
level of air domain awareness along the Northern Border.  This 
metric also captures the resolution rates and disposition of air 
incursions.  AMO uses an internal system of record, Tasking, 
Operations and Management Information System (TOMIS), to 
document known incursions in the maritime domain.  AMO has 
assessed the quarterly results of the air domain resolution rate metric 
and data from TOMIS to determine the level of effectiveness at 
securing the Northern Border between the ports of entry.  A working 
group was formed to draft performance measures based on existing 
technologies and systems.  The group is assessing the 
implementation of a maritime domain performance measure and 
refinements to TOMIS data entry points that would aid in the 
determination of maritime effectiveness.  CBP AMO is working to 
maximize efficiencies in the documentation of vessel 
boardings/encounters, including its nexus to this audit.  AMO 
remains on schedule for submitting a draft Performance Measure 
Definition Form for final DHS approval and will begin operational 
tracking and reporting of a DHS-approved performance measure in 
FY 2022.  

CBP                  GAO-19-658 

LAND PORTS OF ENTRY: 
CBP Should Update Policies 

and Enhance Analysis of 
Inspections 

06/13/2019 1 12/31/2020 
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Component Report Number Report Title Report Received/ 
Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 

The Commissioner of CBP should review and update policies related 
to land port of entry inspections in accordance with OFO guidance. 

OFO will review and update policies related to land port of entry 
inspections.  The OFO Admissibility and Passenger Programs and 
Operations Directorate initiated a process to modernize handbooks, 
policy memoranda, and directives in accordance with the OFO 
Policy Management Handbook, dated January 2016.  This will make 
the documents current, less dependent on specific system names, and 
more process-oriented.  In January 2020, an OFO policy working 
group was created to assist with the process of reviewing and 
updating handbooks, policy memoranda, and directives.  The 
working group continues to meet to compile/coordinate updates. 

CBP                  GAO-19-658 

LAND PORTS OF ENTRY:  
CBP Should Update Policies 

and Enhance Analysis of 
Inspections 

06/13/2019 2 10/31/2021 

The Commissioner of CBP should analyze the results of the Self-
Inspection Program over time and at a level necessary to identify and 
address potentially reoccurring inspection deficiencies at individual 
ports of entry. 

The OFO Self-Inspection Program (SIP) worksheet input period has 
concluded.  The OFO Planning Program and Evaluations, Quality 
Assurance Enterprise Division will coordinate the post-cycle 
analysis and reporting period for all of OFO.  The OFO SIP Cycle 
2020 annual report will include a reporting of compliance rates for 
every OFO SIP reporting unit since FY 2018 and an analysis of 
repetitive corrective actions. 

CBP                  GAO-19-658 

LAND PORTS OF ENTRY:  
CBP Should Update Policies 

and Enhance Analysis of 
Inspections 

06/13/2019 3 04/30/2021 
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Component Report Number Report Title Report Received/ 
Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 

The Commissioner of CBP should implement a policy to conduct 
periodic comprehensive analyses of covert test findings. 

The Office of Intelligence, Operational Field Testing Division 
(OFTD) has implemented a red team protocol, which is a signed 
agreement between OFTD and the component program offices (OFO 
and USBP) in the planning and execution of covert assessments.  
The protocol identifies the number of assessments necessary for a 
comprehensive analysis and identifies the requirement for a 
comprehensive report.   

CBP                  GAO-19-658 

LAND PORTS OF ENTRY:  
CBP Should Update Policies 

and Enhance Analysis of 
Inspections 

06/13/2019 4 07/31/2021 

The Commissioner of CBP should develop a new target for the land 
border interception rate for passengers in privately-owned vehicles 
with major violations that sets an ambitious and realistic goal based 
on past performance. 

In January 2020, CBP’s OFO amended the targets for the 
Compliance Examination Cat 1 Interception Rate (C1IR) measure in 
the air and personally owned vehicle environments.  Increasing the 
national target by 5.0 percent per year until the target is within 5.0 
percent of the national average, and the 0.5 percent per year 
thereafter, and having separate targets for field offices that is 
incrementally increased by 2.0 percent per year to no greater than 
10.0 percent below the national target, once the national target is 
within 5.0 percent of the national average.  CBP submitted 
supporting documentation to GAO and requested closure.  On 
June 2, 2020, CBP held a conference call with GAO.  GAO advised 
that (1) although OFO raised the targets, they were not raised above 
recent national performance results and OFO’s implemented plan to 
raise the targets is insufficient, and (2) the targets must be raised 
above recent performance results for GAO to agree with 
recommendation closure as implemented.  OFO currently is 
assessing its efforts to implement the recommendation.   
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Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 

CBP                  GAO-19-534 

BORDER 
INFRASTRUCTURE:  

Actions Needed to Improve 
Information on Facilities and 

Capital Planning at Land 
Border Crossings  

07/11/2019 1 01/31/2021 

The Commissioner of CBP, in conjunction with the DHS Office of 
the Chief Readiness Support Officer, should develop and implement 
a plan to ensure that CBP executes its FCA [Facility Condition 
Assessment] program by conducting FCAs at each CBP-owned land 
border crossing consistent with DHS Directive 119-02-004. 

CBP has established a written plan that outlines the process for 
conducting facility condition assessments (FCA) at land ports of 
entry consistent with DHS Directive 119-02-004, to include a 
schedule of assessments.  CBP’s OFAM, Facilities Management and 
Engineering Division, Field Office Facilities Program Management 
Office leadership approved the finalized plan on October 31, 2019.  
In accordance with the recommendation, the FCA plan was 
submitted to DHS Office of the Chief Readiness Support Officer 
(OCRSO) for review.  OCRSO has provided feedback, which is 
currently under review with CBP OFAM leadership. 

CBP                  GAO-19-534 

BORDER 
INFRASTRUCTURE:  

Actions Needed to Improve 
Information on Facilities and 

Capital Planning at Land 
Border Crossings  

07/11/2019 2 09/30/2020 

The Commissioner of CBP should share FCA reports with GSA and 
use facility condition information in GSA's Building Assessment 
Tool to inform FCAs. 

CBP has been receiving building assessment tools (BAT) reports for 
each GSA-managed facility since July 2019.  The assessment team 
reviews the BAT reports to assist in their preparations for each site 
visit.  CBP developed a checklist to compare the FCAs to the BAT 
reports to identify key differences/similarities in the assessments.  
Capturing this information from each review will enable a fact-based 
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Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 
determination on how effectively BAT data can be applied with FCA 
data.  GSA has developed a consolidated BAT report to provide 
BAT data for all GSA-managed land ports of entry.  CBP reviewed 
and provided feedback throughout the process of the report’s 
development so that it may continue assisting in the FCA process.  
CBP will continue sharing FCA results with GSA.  CBP’s updated 
policy, which includes BAT data in the FCAs and discusses how to 
review and use BAT data to prepare for assessment activities, has 
been approved and implemented by the Field Operations Facilities.  
The policy establishes timeframes for stakeholder review and 
approval of the 5-year plan.  In addition, CBP drafted a white paper 
that includes analysis of the final FY 2019 assessments and discusses 
preliminary findings of key differences and similarities between 
CBP FCAs and GSA BATs.  In September 2020, CBP provided 
GAO with the methodology that it developed to compare the CBP 
FCA to the GSA BAT reports and requested closure.  CBP is 
awaiting feedback.    

CBP                  GAO-19-534 

BORDER 
INFRASTRUCTURE:  

Actions Needed to Improve 
Information on Facilities and 

Capital Planning at Land 
Border Crossings  

07/11/2019 5 09/30/2020 
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Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 

The Commissioner of CBP should use information on maintenance 
and repair work conducted by GSA at GSA-owned land border 
crossings to update facility condition information in TRIRIGA [not 
an acronym] on an ongoing basis. 

CBP’s OFAM has developed and finalized a standard operating 
procedure (SOP) for validating data accuracy of facility condition 
information in TRIRIGA (the system of record) for land ports of 
entry and for performing quality control on FCA deliverables.  
Development of an FCA data entry SOP is in progress.  Working 
closely with GSA, CBP has begun documenting the processes for 
validating and/or correcting existing records in TRIRIGA that are 
not included in new FCAs and for performing quality control on 
FCA deliverables.  CBP also has developed an FCA data entry SOP 
that will provide an informed, consistent process detailing what CBP 
is responsible for entering into TRIRIGA and how to enter it.  CBP 
has access to the GSA Work Order Dashboard and will pull a report 
of GSA data each cycle and include those data with GSA BAT 
data/other government-furnished information to the teams.  In 
September 2020, CBP provided GAO with its plan to utilize and 
update GSA maintenance information in TRIRIGA and requested 
closure.  CBP is awaiting GAO’s feedback.     

CBP                  GAO-19-534 

BORDER 
INFRASTRUCTURE:  

Actions Needed to Improve 
Information on Facilities and 

Capital Planning at Land 
Border Crossings  

07/11/2019 6 03/31/2021 
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(or Date Closed) 

Recommendation Narrative of Implementation Status 

The Commissioner of CBP should establish review time frames for 
stakeholders involved in its Five-year Capital Investment Plan 
review and approval process. 

CBP issued a draft policy that includes timeframes for stakeholder 
review and concurrence of the 5-Year Capital Investment Plan, to 
stakeholders for concurrence.  The plan documents the process for 
prioritizing land border crossing projects, which formalizes the 
annual land border crossing prioritization process.  The Strategic 
Resource Assessment Prioritization Methodology Scoring Process 
also is included as a supplement to the methodology document.  CBP 
utilizes the scoring methodology to prioritize capital investment 
projects for CBP facilities.  CBP has reviewed the current policy and 
has developed proposed timelines for future 5-year plan review.  The 
Capital Investment Written Plan was routed for stakeholder 
concurrence on October 1, 2020.  Upon cycle review completion, 
CBP will submit verification and validation of stakeholder review 
and will request recommendation closure. 

CBP                  GAO-19-534 

BORDER 
INFRASTRUCTURE:  

Actions Needed to Improve 
Information on Facilities and 

Capital Planning at Land 
Border Crossings  

07/11/2019 7 03/31/2021 
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Recommendation Narrative of Implementation Status 

The Commissioner of CBP should establish and document a 
methodology for its annual land border crossing capital prioritization 
process that includes procedures and time frames for each step. 

CBP issued a draft policy, for concurrence, to the stakeholders 
involved in the review and approval process of the 5-Year Capital 
Investment Plan.  The plan includes timeframes for stakeholders 
involved in its 5-Year Capital Investment Plan review and approval 
process.  CBP has documented the process for prioritizing land 
border crossing projects, which formalizes the annual land border 
crossing prioritization process.  Additionally, the Strategic Resource 
Assessment Prioritization Methodology Scoring Process is included 
as a supplement to the methodology document.  CBP utilizes the 
scoring methodology to prioritize capital investment projects for 
CBP facilities.  CBP has reviewed the Annual Land Crossing Capital 
Prioritization Process and has updated the current methodology to 
include the timeframes for each step.  The methodology is to 
prioritize capital investment projects for CBP facilities.  Once 
stakeholder review is complete, CBP will submit verification and 
validation of stakeholder review. 

CBP                  GAO-19-538R 

BORDER SECURITY:  
Assessment of the Department 

of Homeland Security's 
Border Security Improvement 

Plan 

07/16/2019 1 04/13/2021 

The Secretary of Homeland Security should ensure that the FY 2019 
[Border Security Improvement] Plan includes the statutorily required 
elements or discloses why any element was not included in the plan. 

On April 13, 2021, GAO closed this recommendation as 
implemented, after the universe of open recommendations for this 
annual report was identified. 
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Recommendation Narrative of Implementation Status 

CISA GAO-14-15 

GPS DISRUPTIONS:  
Efforts to Assess Risks to 
Critical Infrastructure and 

Coordinate Agency Actions 
Should Be Enhanced 

11/06/2013 1 10/31/2021 

The Secretary of Homeland Security should increase the reliability 
and usefulness of the GPS risk assessment by developing a plan and 
time frame to collect relevant threat, vulnerability, and consequence 
data for the various critical infrastructure sectors, and periodically 
review the readiness of data to conduct a more data-driven risk 
assessment while ensuring that DHS's assessment approach is more 
consistent with the NIPP. 

CISA’s NRMC sent to GAO a report titled, “Positioning, 
Navigation, and Timing (PNT) Backup and Complementary 
Capabilities to the Global Positioning System (GPS)” as required by 
the National Defense Authorization Act FY 2017 Report to 
Congress: PNT Requirements, and Analysis of Alternatives (signed 
by the Director of CISA on April 8, 2020).  CISA also sent to GAO 
a link to the Executive Order titled, “Strengthening National 
Resilience through Responsible Use of Positioning, Navigation, and 
Timing (PNT) Service” issued on February 12, 2020 
(https://www.federalregister.gov/documents/2020/02/18/2020-
03337/strengthening-national-resilience-through-responsible-use-of-
positioning-navigation-and-timing).  CISA will continue to work 
with GAO to determine if the above progress is sufficient to close 
the recommendation as implemented. 

CISA GAO-17-163 

CYBERSECURITY:  
DHS's National Integration 
Center Generally Performs 

Required Functions but Needs 
to Evaluate Its Activities More 

Completely 

02/01/2017 2 03/31/2021 

https://www.federalregister.gov/documents/2020/02/18/2020-03337/strengthening-national-resilience-through-responsible-use-of-positioning-navigation-and-timing
https://www.federalregister.gov/documents/2020/02/18/2020-03337/strengthening-national-resilience-through-responsible-use-of-positioning-navigation-and-timing
https://www.federalregister.gov/documents/2020/02/18/2020-03337/strengthening-national-resilience-through-responsible-use-of-positioning-navigation-and-timing
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Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 

The Secretary of Homeland Security should develop metrics for 
assessing adherence to applicable principles in carrying out 
statutorily required functions. 

On September 16, 2020, CISA’s Cybersecurity Division (CSD) 
provided reorganized and updated information in response to 
questions from GAO for this recommendation.  CISA completed 
remapping the measures to the function and principles and reflects 
the updated/approved FY 2020 measures to align to the FY 2020 
quarterly performance reports (as requested for Recommendation 3).  
On the basis of the information provided in response to GAO’s 
questions, CISA believes that the intent of the recommendation has 
been met and requested that GAO consider this recommendation 
closed as implemented.  

CISA GAO-17-163 

CYBERSECURITY:  
DHS's National Integration 
Center Generally Performs 

Required Functions but Needs 
to Evaluate Its Activities More 

Completely 

02/01/2017 3 03/31/2021 

The Secretary of Homeland Security should establish methods for 
monitoring the implementation of cybersecurity functions against the 
principles on an ongoing basis. 

On September 16, 2020, CISA’s CSD provided reorganized and 
updated information in response to questions from GAO for 
Recommendation #2.  CISA completed remapping the measures to 
the function and principles and reflects the updated/approved 
FY 2020 measures to align to the FY 2020 quarterly performance 
reports (as requested for this recommendation).  On the basis of the 
information provided in response to GAO’s questions, CISA 
believes that the intent of the recommendation has been met and 
requested that GAO consider this recommendation closed as 
implemented.  
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(or Date Closed) 

Recommendation Narrative of Implementation Status 

CISA GAO-17-163 

CYBERSECURITY:  
DHS's National Integration 
Center Generally Performs 

Required Functions but Needs 
to Evaluate Its Activities More 

Completely 

02/01/2017 4 03/31/2021 

The Secretary of Homeland Security should integrate information 
related to security incidents to provide management with more 
complete information about NCCIC [National Cybersecurity and 
Communications Integration Center] operations. 

CISA OnTrack, built on the ServiceNow platform, was released 
August 12, 2020, as a module of the Unified Workflow (UWF) 
effort that provides, among other capabilities, end-to-end visibility, 
transparency, and real-time, on-demand dashboards.  The product is 
operational and is being used in multiple subdivisions within CISA.  
An operational capability was provided to GAO to show the 
implementation and completion of this recommendation.  CSD is 
working to provide a roadmap to GAO of current efforts with 
subdivisions.  

CISA GAO-17-163 

CYBERSECURITY:  
DHS's National Integration 
Center Generally Performs 

Required Functions but Needs 
to Evaluate Its Activities More 

Completely 

02/01/2017 5 03/31/2021 
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Recommendation Narrative of Implementation Status 

The Secretary of Homeland Security should determine the necessity 
of reducing, consolidating, or modifying the points of entry used to 
communicate with NCCIC to better ensure that all incident tickets 
are logged appropriately. 

CISA OnTrack, built on the ServiceNow platform, was released 
August 12, 2020, as a module of the UWF effort that provides, 
among other capabilities, end-to-end visibility, transparency, and 
real-time, on-demand dashboards.  The product is operational and is 
being used in multiple subdivisions within CISA.  An operational 
capability was provided to GAO to show the implementation and 
completion of this recommendation.  CSD is working to provide a 
roadmap to GAO of current efforts with subdivisions.   

CISA GAO-17-163 

CYBERSECURITY:  
DHS's National Integration 
Center Generally Performs 

Required Functions but Needs 
to Evaluate Its Activities More 

Completely 

02/01/2017 7 03/31/2021 

The Secretary of Homeland Security should take steps to ensure the 
full representation of the owners and operators of the nation's most 
critical cyber-dependent infrastructure assets. 

To support the closure of this recommendation, CISA’s CSD is in 
the process of preparing an update to show how the Section 9 list 
entities are taking advantage of the information-sharing resources 
that CISA offers.  Section 9 list entities are defined as the critical 
infrastructure where a cybersecurity incident reasonably could result 
in catastrophic regional or national effects on public health or safety, 
economic security, or national security. 

CISA GAO-17-163 

CYBERSECURITY:  
DHS's National Integration 
Center Generally Performs 

Required Functions but Needs 
to Evaluate Its Activities More 

Completely 

02/01/2017 8 03/31/2021 
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Recommendation Narrative of Implementation Status 

The Secretary of Homeland Security should establish plans and time 
frames for consolidating or integrating the legacy networks used by 
NCCIC analysts to reduce the need for manual data entry. 

CISA OnTrack, built on the ServiceNow platform, was released 
August 12, 2020, as a module of the UWF effort that provides, 
among other capabilities, end-to-end visibility, transparency, and 
real-time, on-demand dashboards.  The product is operational and is 
being used in multiple subdivisions within CISA.  An operational 
capability was provided to GAO to show the implementation and 
completion of this recommendation.  CSD is working to provide a 
roadmap to GAO of current efforts with subdivisions.   

CISA GAO-17-182 

CRITICAL 
INFRASTRUCTURE 

PROTECTION:  
Additional Actions by DHS 

Could Help Identify 
Opportunities to Harmonize 

Access Controls 

02/07/2017 1 12/08/2020 

The Secretary of Homeland Security should direct the Assistant 
Secretary of Infrastructure Protection, Office of Infrastructure 
Protection, to explore with key critical infrastructure partners, 
whether and what opportunities exist to harmonize federally-
administered screening and credentialing access control efforts 
across critical infrastructure sectors. 

On December 8, 2020, GAO closed this recommendation as 
implemented, after the universe of open recommendations for this 
annual report was identified. 

CISA GAO-18-211 

CRITICAL 
INFRASTRUCTURE 

PROTECTION:  
Additional Actions Are 
Essential to Assessing 

Cybersecurity Framework 
Adoption 

02/15/2018 1 11/30/2020 
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The Secretary of Homeland Security, in cooperation with the co-
SSAs as necessary, should take steps to consult with respective 
sector partner(s), such as the SCC [sector coordinating council], and 
NIST, as appropriate, to develop methods for determining the level 
and type of framework adoption by entities across their respective 
sectors. 

CISA now expects to finalize the report and requests GAO to 
consider closing the recommendation by October 31, 2020.  CISA 
collaborated with government and private-sector partners to develop, 
complete, and publish by March 31, 2020 sector-specific 
Cybersecurity Framework (CSF) implementation guidance 
documents for the following sectors: Chemical; Commercial 
Facilities; Critical Manufacturing; Emergency Services; Dams; 
Nuclear Reactors, Materials, and Waste.  The finalized documents 
were distributed to sector stakeholders and partners through sector 
distribution lists and CISA regional offices.  These guides also will 
help private-sector entities to identify and prioritize actions for 
reducing cybersecurity risk, and are a tool for aligning policy, 
business, and technological approaches to managing that risk.  In 
addition to the six sectors discussed above, CISA is also the SSA for 
the Communications and Information Technology (IT) sectors.  The 
Communications sector developed sector-specific cybersecurity 
guidance in coordination with the Federal Communications 
Commission in prior years and chose to focus on continued use of 
this guidance rather than on developing new or additional guidance.  
In lieu of developing a formal CSF implementation guidance 
document, the IT sector created a joint government/industry working 
group that administered a survey between October and December 
2019 to capture insights from the IT sector small and medium 
business community on cybersecurity practices and challenges.  
CISA is partnering with the IT sector to complete an analysis of the 
survey results and expects the IT sector to publish a report capturing 
best practices for sector stakeholders.  
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CISA GAO-18-538 

CRITICAL 
INFRASTRUCTURE 

PROTECTION:  
DHS Should Take Actions to 

Measure Reduction in 
Chemical Facility 

Vulnerability and Share 
Information with First 

Responders  

08/08/2018 1 12/31/2020 

The Director of NPPD’s ISCD [Infrastructure Security Compliance 
Division] should incorporate vulnerability into the CFATS 
[Chemical Facility Anti-Terrorism Standards] site security scoring 
methodology to help measure the reduction in the vulnerability of 
high-risk facilities to a terrorist attack, and use that data in assessing 
the CFATS program's performance in lowering risk and enhancing 
national security. 

In response to CISA’s request for closure in August 2020, GAO 
requested that CISA answer the following additional questions: 
(1) Can CISA confirm that DHS/CISA continues to be of the 
position that tracking the two metrics meets the spirit and intent of 
GAO’s recommendation by directly demonstrating the enhancement 
to national security resulting from the CFATS program and, by 
extension, demonstrating the program’s impact on vulnerability and 
overall risk?  (2) Can CISA confirm that DHS/CISA has no further 
actions or plans in place to implement this recommendation outside 
of continuing to track the below two metrics?  On October 7, 2020, 
CISA responded “yes” to both questions and noted that the agency 
constantly is looking for additional/better ways to measure and 
demonstrate program success and to assess and share vulnerability 
reduction strategies.  
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CISA GAO-18-538 

CRITICAL 
INFRASTRUCTURE 

PROTECTION:  
DHS Should Take Actions to 

Measure Reduction in 
Chemical Facility 

Vulnerability and Share 
Information with First 

Responders  

08/08/2018 2 09/25/2020 

The Assistant Secretary for Infrastructure Protection [IP], in 
coordination with the Director of ISCD, should take actions to 
encourage access to and wider use of the IP Gateway and explore 
other opportunities to improve information-sharing with first 
responders and emergency planners. 

On September 25, 2020, GAO closed this recommendation as 
implemented, after the universe of open recommendations for this 
annual report was identified.   

CISA GAO-18-550 

DHS ACQUISITIONS:  
Additional Practices Could 
Help Components Better 

Develop Operational 
Requirements 

08/08/2018 12 12/31/2020 

The Secretary of Homeland Security should ensure that the Under 
Secretary of Homeland Security for NPPD finalizes and promulgates 
NPPD’s draft policy for requirements development. 

CISA is working through a draft policy statement memorandum that 
formalizes the Chief Requirements Executive in the Office of 
Strategy, Policy, and Plans (SPP) and outlines roles and 
responsibilities in governing the Joint Requirements Integration and 
Management System (JRIMS) for the organization.  Until that policy 
memorandum is issued formally, CISA will continue to follow DHS 
Directive 107-01 and Instruction 107-01-001 as a guide for internal 
requirements management activities.  
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CISA GAO-18-550 

DHS ACQUISITIONS:  
Additional Practices Could 
Help Components Better 

Develop Operational 
Requirements 

08/08/2018 13 12/31/2020 

The Secretary of Homeland Security should ensure that the Under 
Secretary of Homeland Security for NPPD establishes the planned 
independent requirements development organization within NPPD. 

CISA continues to anticipate having federal personnel in the 
FY 2021 budget to support the requirements organization and is 
preparing for those hiring actions once a budget is passed.  A task 
order with the Homeland Security Operational Analysis Center 
(HSOAC) was issued on June 1, 2020, with a focus on conducting 
capability analyses to support a future requirements development; 
CISA plans to sustain that support through FY 2021 and into 
FY 2022 when federal personnel are expected to onboard.  The 
formalization of this organization in CISA SPP will be part of the 
policy memorandum issued in response to Recommendation 12.  

CISA GAO-18-550 

DHS ACQUISITIONS:  
Additional Practices Could 
Help Components Better 

Develop Operational 
Requirements 

08/08/2018 14 03/31/2021 
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The Secretary of Homeland Security should ensure that the Under 
Secretary of Homeland Security for NPPD conducts a workforce 
assessment to account for an independent requirements 
organization's workforce needs. 

The resources requested in the FY 2021 budget for CISA’s 
requirements organization were benchmarked against DHS 
Components with established independent requirements offices and 
similar budgets.  Estimates also were based on the number of current 
acquisition programs and oversight staff under the CISA Chief 
Acquisition Executive’s purview.  As part of the broader 
reorganization effort, CISA continues to evaluate its manpower 
requirements across the agency and is incorporating demand for 
requirements personnel into that assessment.  

CISA GAO-19-171 

EMERGENCY 
COMMUNICATIONS: 

Office of Emergency 
Communications Should Take 

Steps to Help Improve 
External Communications   

12/12/2018 1 09/15/2020 

The DHS OEC [Office of Emergency Communications] should 
assess its methods of communication to help ensure it has the 
appropriate tools and approaches to communicate quality 
information to public-safety stakeholders, and as appropriate, make 
adjustments to its communications strategy. 

On September 15, 2020, GAO closed this recommendation as 
implemented, after the universe of open recommendations for this 
annual report was identified.   

CISA GAO-19-105 

INFORMATION 
SECURITY: 

Agencies Need to Improve 
Implementation of Federal 

Approach to Securing Systems 
and Protecting against 

Intrusions 

12/18/2018 2 03/25/2021 
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The Secretary of Homeland Security should direct the appropriate 
staff to work with OMB to follow up with agencies to identify 
obstacles and impediments affecting their abilities to implement 
intrusion detection and prevention capabilities.  

On March 25, 2021, GAO closed this recommendation as 
implemented, after the universe of open recommendations for this 
annual report was identified. 

CISA GAO-19-138  

FEDERAL BUILDING 
SECURITY:  

Actions Needed to Help 
Achieve Vision for Secure, 
Integrated Physical Access 

Control  

12/21/2018 2 03/30/2021 

The Secretary of Homeland Security should direct the ISC 
[Interagency Security Committee], in collaboration with member 
agencies, to assess the extent of, and develop strategies to address, 
government-wide challenges to implementing physical access control 
systems. 

On March 30, 2021, GAO closed this recommendation as 
implemented, after the universe of open recommendations for this 
annual report was identified.    

CRCL GAO-19-573 

EQUAL EMPLOYMENT 
OPPORTUNITY:  

DHS Could Better Address 
Challenges to Ensuring EEO 

in Its Workforce 

07/24/2019 1 11/30/2020 

The Secretary of Homeland Security should develop performance 
metrics for the department's EEO [equal employment opportunity] 
program including a mechanism for tracking progress towards 
eliminating barriers. 

DHS’s OCFO PA&E has approved the performance metric proposed 
by CRCL, and the metric is in place for FY 2021.  CRCL is awaiting 
receipt of formal recommendation closure documentation from 
PA&E to provide to GAO. 
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CRCL GAO-19-573 

EQUAL EMPLOYMENT 
OPPORTUNITY: 

DHS Could Better Address 
Challenges to Ensuring EEO 

in Its Workforce 

07/24/2019 2 05/12/2020 

DHS component EEO Directors, in consultation with the Deputy 
Officer for EEO and Diversity, should develop policies and 
procedures to help ensure that their component EEO programs have 
action plans for addressing deficiencies in their MD-715 
[Management Directive 715] reports. 

On September 22, 2020, CRCL responded to GAO’s follow-up 
questions regarding the initial submission of documentation to close 
this recommendation.  CRCL is awaiting GAO’s closure decision. 

CRCL GAO-19-573 

EQUAL EMPLOYMENT 
OPPORTUNITY: 

DHS Could Better Address 
Challenges to Ensuring EEO 

in Its Workforce 

07/24/2019 3 08/18/2020 

The Deputy Officer for EEO and Diversity should develop a formal 
staffing model for its EEO program. 

On September 22, 2020, CRCL provided GAO with additional 
documentation to address GAO’s request for user instructions and a 
glossary of terms for the staffing model.  CRCL also asked GAO for 
clarification regarding GAO’s request for documentation 
establishing that CRCL formally approved the staffing model.  
CRCL currently is awaiting GAO’s feedback. 

CRCL GAO-19-573 

EQUAL EMPLOYMENT 
OPPORTUNITY: 

DHS Could Better Address 
Challenges to Ensuring EEO 

in Its Workforce 

07/24/2019 4 06/30/2021 
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DHS component EEO Directors, in collaboration with the Deputy 
Officer for EEO and Diversity, should develop component formal 
staffing models. 

DHS OCFO PA&E is leading the effort to conduct staffing models 
at the Component level.  Because of ongoing/existing modeling 
efforts in other offices, the kickoff for modeling of Component EEO 
offices was delayed until October 2020. 

CRCL GAO-19-573 

EQUAL EMPLOYMENT 
OPPORTUNITY: 

DHS Could Better Address 
Challenges to Ensuring EEO 

in Its Workforce 

07/24/2019 5 09/17/2020 

The Deputy Officer for EEO and Diversity should develop policies 
and procedures for responding in a complete and timely manner to 
EEOC’s [Equal Employment Opportunity Commission] feedback 
letters. 

On September 17, 2020, GAO closed this recommendation as 
implemented, after the universe of open recommendations for this 
annual report was identified. 

CRCL GAO-19-573 

EQUAL EMPLOYMENT 
OPPORTUNITY: 

DHS Could Better Address 
Challenges to Ensuring EEO 

in Its Workforce 

07/24/2019 6 12/31/2020 

The Secretary of Homeland Security—in consultation with CRCL 
and EEOC, and other agencies and components, as relevant—should 
analyze options for granting additional authorities to the Deputy 
Officer for EEO and Diversity to ensure DHS components comply 
with MD-715 guidance, including the authority of the Deputy 
Officer for EEO and Diversity to certify components’ MD-715 
reports.  

CRCL is continuing to engage with the EEOC and other large 
federal agencies to obtain data to inform its benchmarking study.  As 
soon as the study is complete, CRCL will present the Secretary (or 
Acting Secretary) with options to consider. 
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CWMD GAO-16-99 

BIOSURVEILLANCE:  
DHS Should Not Pursue 
BioWatch Upgrades or 

Enhancements Until System 
Capabilities Are Established 

11/23/2015 1 09/30/2022 

The Secretary of Homeland Security should direct the Assistant 
Secretary for Health Affairs and other relevant officials within the 
Department to not pursue upgrades or enhancements to the current 
BioWatch system until OHA [Office of Health Affairs]: 

(a) establishes technical performance requirements, including 
limits of detection, necessary for a biodetection system to 
meet a clearly defined operational objective for the 
BioWatch program by detecting attacks of defined types and 
sizes with specified probabilities; 

(b) assesses the Gen-2 [Generation-2] system against these 
performance requirements to reliably establish its 
capabilities; and 

(c) produces a full accounting of statistical and other 
uncertainties and limitations in what is known about the 
system's capability to meet its operational objectives.  

The Countering Weapons of Mass Destruction Office (CWMD) is 
pursuing Biological Detection for the 21st Century (BD21) as a next-
generation biodetection capability to close BioWatch gaps in 
consultation with the Science and Technology Directorate (S&T).  
Although CWMD has taken action to address this recommendation, 
GAO began an audit in March 2020 (“DHS Acquisition of BD21 to 
Replace BioWatch” [Job Code 104074]), which may affect future 
CWMD actions on the current recommendations.  Therefore, 
CWMD is working with GAO to implement the intent of the 
recommendation with the BD21 acquisition program.  

CWMD GAO-16-99 

BIOSURVEILLANCE:  
DHS Should Not Pursue 
BioWatch Upgrades or 

Enhancements Until System 
Capabilities Are Established 

11/23/2015 2 09/30/2022 

The Secretary of Homeland Security should direct the Assistant 
Secretary for Health Affairs, in coordination with the Under 
Secretary for Science and Technology, to use the best practices 

CWMD is pursuing BD21 as a next-generation biodetection 
capability to close BioWatch gaps in consultation with S&T.  
Although CWMD has taken action to address this recommendation, 
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outlined in this report to inform test and evaluation actions for any 
future upgrades or changes to technology for BioWatch. 

GAO began an audit in March 2020 (“DHS Acquisition of BD21 to 
Replace BioWatch” [Job Code 104074]), which may affect future 
CWMD actions on the current recommendations.  Therefore, 
CWMD is working with GAO to implement the intent of the 
recommendation with the BD21 acquisition program 

CWMD GAO-16-603 

HOMELAND SECURITY: 
DHS’ CBRNE Program 
Consolidation Proposals 
Could Better Consider 

Benefits and Limitations 

08/11/2016 2 11/10/2020 

The Secretary of Homeland Security should direct the Assistant 
Secretary for the Office of Policy to use, where appropriate, the key 
mergers and organizational transformation practices identified in our 
previous work to help ensure that a CBRNE [Chemical, Biological, 
Radiological, Nuclear and Explosives] consolidated office benefits 
from lessons learned from other organizational transformations.  This 
recommendation is contingent on whether DHS’s proposed CBRNE 
program consolidation is approved by Congress. 

On November 10, 2020, GAO closed this recommendation as 
implemented, after the universe of open recommendations for this 
annual report was identified.      

CWMD GAO-18-562 

CHEMICAL TERRORISM: 
A Strategy and 

Implementation Plan Would 
Help DHS Better Manage 

Fragmented Chemical Defense 
Programs and Activities 

08/31/2018 1 11/30/2020 

The Assistant Secretary for CWMD should develop a strategy and 
implementation plan to help DHS, among other things, guide, 
support, integrate and coordinate its chemical defense programs and 

The DHS Chemical Defense Strategy is currently in final 
departmental clearance.  CWMD soon will begin work on the 
implementation plan.   
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activities; leverage resources and capabilities; and provide a roadmap 
for addressing any identified gaps.  

CWMD GAO-19-327 

COMBATTING NUCLEAR 
TERRORISM: 

DHS Should Address 
Limitations to its Program to 

Secure Key Cities 

05/13/2019 1 11/30/2020 

The Assistant Secretary of CWMD should ensure that the office 
regularly collects detailed information from cities on expenditures 
made using program funds and compares that information to 
approved purchase plans to ensure that these funds were spent as 
approved, consistent with program goals, and that the expenditures 
are in keeping with the objectives of the program. 

The Securing the Cities Implementation Plan is with OMB for 
review and clearance. 

CWMD GAO-19-327 

COMBATTING NUCLEAR 
TERRORISM: 

DHS Should Address 
Limitations to its Program to 

Secure Key Cities 

05/13/2019 2 11/30/2020 

The Assistant Secretary of CWMD should more fully assess cities' 
performance by collecting information from cities on achieving key 
performance metrics and program milestones and enforcing reporting 
requirements on performance during exercises. 

The Securing the Cities Implementation Plan is with OMB for 
review and clearance. 

CWMD GAO-19-327 

COMBATTING NUCLEAR 
TERRORISM: 

DHS Should Address 
Limitations to its Program to 

Secure Key Cities 

05/13/2019 3 11/30/2020 
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The Assistant Secretary of CWMD should analyze risks related to 
sustaining detection capabilities, work with cities to address these 
risks, and enforce sustainment planning requirements for future 
cities. 

The Securing the Cities Implementation Plan is with OMB for 
review and clearance. 

CWMD GAO-19-327 

COMBATTING NUCLEAR 
TERRORISM: 

DHS Should Address 
Limitations to its Program to 

Secure Key Cities 

05/13/2019 4 11/30/2020 

The Assistant Secretary of CWMD should clearly communicate to 
cities how the existing program will operate until a new program is 
developed and implemented. 

The Securing the Cities Implementation Plan is with OMB for 
review and clearance. 

FEMA                 GAO-09-12 
FLOOD INSURANCE: 

FEMA’s Rate-Setting Process 
Warrants Attention 

10/31/2008 1 12/31/2021 

The Secretary of Homeland Security should direct FEMA to take 
steps to ensure that its rate-setting methods and the data it uses to set 
rates result in full-risk premiums rates that accurately reflect the risk 
of losses from flooding.  These steps should include, for example, 
verifying the accuracy of flood probabilities, damage estimates, and 
flood maps; ensuring that the effects of long-term planned and 
ongoing development, as well as climate change, are reflected in the 
flood probabilities used; and reevaluating the practice of aggregating 
risks across zones. 

To close this recommendation, GAO advised that it would like to see 
more results from the implementation of the new risk rating (RR) 
system.  GAO also advised that it does not need to wait for full 
implementation, but would like for enough time to pass to see the 
results of the new system reflected more broadly in the policy data.   
 
FEMA continues to expand the RR 2.0 implementation beyond 
single family homes to include all segments of its business.  FEMA 
also is analyzing and reviewing internal and external data sources to 
ensure that the RR Engine can process new business and renewals as 
effectively as possible and with minimal disruption to existing 
business. 
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FEMA                 GAO-09-12 
FLOOD INSURANCE: 

FEMA’s Rate-Setting Process 
Warrants Attention 

10/31/2008 2 12/31/2021 

The Secretary of Homeland Security should direct FEMA to ensure 
that information is collected on the location, number, and losses 
associated with existing and newly created grandfathered properties 
in NFIP [National Flood Insurance Program] and to analyze the 
financial impact of these properties on the flood insurance program. 

To close this audit recommendation, GAO advised that it would like 
to see more results from the implementation of the new RR system.  
GAO advised that it does not need to wait for full implementation, 
but would like for enough time to pass to see the results of the new 
RR system reflected more broadly in the policy data.   
 
FEMA continues to expand the RR 2.0 implementation beyond 
single family homes to include all segments of its business.  FEMA 
also is analyzing and reviewing internal and external data sources to 
ensure that the RR Engine can process new business and renewals as 
effectively as possible and with minimal disruption to existing 
business. 

FEMA                 GAO-09-455 

FLOOD INSURANCE:  
Opportunities Exist to 

Improve Oversight of the 
WYO Program 

08/21/2009 1 12/31/2020 

The Secretary of Homeland Security should direct the Under 
Secretary of Homeland Security, FEMA, to determine in advance the 
amounts built into the payment rates for estimated expenses and 
profit. 

The most recent National Association of Insurance Commissioners 
(NAIC) premium, loss, and expense data for 2014-2018 has been 
received.  Once the Risk Management Directorate (RMD) has 
completed the analyses of the 2014-2018 data, the results will be 
shared within the Federal Insurance and Mitigation Administration 
(FIMA), and a plan will be developed for sharing it with other 
parties.  The analysis of the data is progressing more slowly than 
anticipated because of a variety of other issues, mainly support of 
reinsurance and an FY 2019 audit.  FIMA management has approved 



 

68 

Component Report Number Report Title Report Received/ 
Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 
an approach that involves RMD (actuaries), the Fund Management 
Directorate (FMD), and the Federal Insurance Directorate (FID) in 
developing a plan of action and milestones (POAM) for an ongoing 
annual approach to receiving, analyzing, and informing management 
and stakeholders of that analysis.  The status of RMD actuaries’ 
analysis of the NAIC expense data is as follows: 
•2014-2018: After delays in receiving the data due to a new user 
agreement required by NAIC, the following progress has been made: 
(1) Federal Flood Line (NFIP) underwriting expense data, under peer 
review; (2) Federal Flood Line (NFIP) claims handling expense data, 
work is ongoing; (3) Other five property lines (homeowners, farm 
owners, etc.) work is ongoing; this work is used for both developing 
the Write-Your-Own (WYO) Allowance for the next Arrangement 
Year, for comparison between WYO and non-WYO companies, and 
to reported NFIP expense ratios.  
•2015-2019: The NAIC expense data were received in June.  The 
analysis of that data should be completed in calendar year (CY) 
2020. 

FEMA                 GAO-09-455 

FLOOD INSURANCE:  
Opportunities Exist to 

Improve Oversight of the 
WYO Program 

08/21/2009 2 06/30/2021 

The Secretary of Homeland Security should direct the Under 
Secretary of Homeland Security, FEMA, to annually analyze the 
amounts of actual expenses and profit in relation to the estimated 
amounts used in setting payment rates. 

FIMA RMD and FID are working to show corrective action progress 
being made and to pursue closure of this recommendation as 
implemented.  The most recent NAIC premium, loss, and expense 
data for 2014-2018 has been received.  Once RMD has completed 
the analyses of the 2014-2018 data, the results will be shared within 
FIMA, and a plan will be developed for sharing the results with 
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other parties.  The analysis of that data is going more slowly than 
anticipated because of a variety of other issues, mainly support of 
reinsurance and a FY 2019 audit.  FIMA management has approved 
an approach that involves RMD (actuaries), FMD, and FID in 
developing a POAM for an ongoing annual approach to receiving, 
analyzing, and informing management and stakeholders of that 
analysis.  The status of RMD actuaries’ analysis of the NAIC 
expense data is as follows:  
•2014-2018: After delays in receiving the data because of a new user 
agreement required by NAIC, the following progress has been made: 
(1) Federal Flood Line (NFIP) underwriting expense data; under 
peer review.  (2) Federal Flood Line (NFIP claims handling expense 
data; work is ongoing.  (3) Other five property lines (homeowners, 
farm owners, etc.) work is ongoing.  This work is used for both 
developing the WYO Allowance for the next Arrangement Year, for 
comparison between WYO and non-WYO companies, and to 
reported NFIP expense ratios.  
•2015-2019: RMD actuaries have requested updated expense data 
from NAIC and are awaiting receipt. 

FEMA                 GAO-09-455 

FLOOD INSURANCE:  
Opportunities Exist to 

Improve Oversight of the 
WYO Program 

08/21/2009 3 12/31/2020 

The Secretary of Homeland Security should direct the Under 
Secretary of Homeland Security, FEMA, to consider the results of 
the analysis of payments, actual expenses, and profit in evaluating 
the methods for paying WYOs. 

FIMA is continuing to review NAIC expense data received in 
June 2020.  Once FIMA completes analysis of the data, it can begin 
to develop and finalize the rule on WYO compensation. 
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FEMA                 GAO-09-455 

FLOOD INSURANCE:  
Opportunities Exist to 

Improve Oversight of the 
WYO Program 

08/21/2009 5 12/31/2020 

The Secretary of Homeland Security should direct the Under 
Secretary of Homeland Security, FEMA, to take actions to obtain 
reasonable assurance that NAIC flood insurance expense data can be 
considered in setting payment rates that are appropriate, including 
identifying affiliated company profits in reported flood insurance 
expenses. 

FIMA is continuing to review NAIC expense data received in 
June 2020.  Once FIMA completes analysis of the data, it can begin 
to develop and finalize the rule on WYO compensation. 

FEMA                 GAO-09-455 

FLOOD INSURANCE:  
Opportunities Exist to 

Improve Oversight of the 
WYO Program 

08/21/2009 6 12/31/2020 

The Secretary of Homeland Security should direct the Under 
Secretary of Homeland Security, FEMA, to develop comprehensive 
data analysis strategies to annually test the quality of flood insurance 
data that WYOs report to NAIC. 

FIMA is continuing to review NAIC expense data received in 
June 2020.  Once FIMA completes analysis of the data, it can begin 
to develop and finalize the rule on WYO compensation. 

FEMA                 GAO-12-487 

FEDERAL EMERGENCY 
MANAGEMENT AGENCY:  

Workforce Planning and 
Training Could Be Enhanced 

by Incorporating Strategic 
Management Principles 

04/26/2012 1 03/17/2021 
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The Administrator of FEMA should identify and document long-
term and quantifiable mission critical goals that reflect the agency's 
priorities for workforce planning and training. 

On March 17, 2021, GAO closed this recommendation as not 
implemented, after the universe of open recommendations for this 
annual report was identified.     

FEMA                 GAO-12-487 

FEDERAL EMERGENCY 
MANAGEMENT AGENCY:  

Workforce Planning and 
Training Could Be Enhanced 

by Incorporating Strategic 
Management Principles 

04/26/2012 2 03/17/2021 

The Administrator of FEMA should establish a time frame for 
completing the development of quantifiable performance measures 
related to workforce planning and training efforts. 

On March 17, 2021, GAO closed this recommendation as not 
implemented, after the universe of open recommendations for this 
annual report was identified.  

FEMA                 GAO-12-487 

FEDERAL EMERGENCY 
MANAGEMENT AGENCY:  

Workforce Planning and 
Training Could Be Enhanced 

by Incorporating Strategic 
Management Principles 

04/26/2012 4 03/17/2021 
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Component Report Number Report Title Report Received/ 
Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 

The Administrator of FEMA should develop systematic processes to 
collect and analyze workforce and training data. 

On March 17, 2021, GAO closed this recommendation as not 
implemented, after the universe of open recommendations for this 
annual report was identified.  

FEMA                 GAO-12-838 

FEDERAL DISASTER 
ASSISTANCE:  

Improved Criteria Needed to 
Assess a Jurisdiction's 

Capability to Respond and 
Recover on Its Own 

09/13/2012 1 12/31/2020 

The Administrator of FEMA should develop and implement a 
methodology that provides a more comprehensive assessment of a 
jurisdiction's capability to respond to and recover from a disaster 
without federal assistance.  This should include one or more 
measures of a jurisdiction's fiscal capacity, such as TTR [total 
taxable resources], and consideration of the jurisdiction's response 
and recovery capabilities.  If FEMA continues to use the PA [Public 
Assistance] per capita indicator to assist in identifying a jurisdiction's 
capabilities to respond to and recover from a disaster, it should adjust 
the indicator to accurately reflect the annual changes in the U.S. 
economy since 1986, when the current indicator was first adopted for 
use.  In addition, implementing the adjustment by raising the 
indicator in steps over several years would give jurisdictions more 
time to plan for and adjust to the change. 

On October 5, 2018, the Disaster Recovery Reform Act of 2018 
(DRRA) was signed into law.  Section 1239 of the DRRA directs the 
FEMA Administrator to initiate a rulemaking to update the factors 
considered when evaluating a request for a major disaster 
declaration, including the estimated cost of assistance (i.e., the per 
capita indicator and minimum threshold).  FEMA and OMB are in 
the final stages of clearance and hope to publish the NPRM before 
the end of CY 2020. 

FEMA                 GAO-13-607 
FLOOD INSURANCE:  

More Information Needed on 
Subsidized Properties 

07/03/2013 1 12/31/2021 
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Component Report Number Report Title Report Received/ 
Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 

The Secretary of Homeland Security should direct the FEMA 
Administrator to develop and implement a plan, including a timeline, 
to obtain needed elevation information as soon as practicable. 

FIMA continues to work through the procurement process as a part 
of RR 2.0 to determine a way forward.  Once the program has a way 
forward (procurement vs. development), FIMA and GAO can 
discuss detailed plans.  On June 16, 2020, FIMA provided a status 
briefing to GAO and is awaiting GAO’s feedback.   

FEMA                 GAO-15-28 

CLIMATE CHANGE:  
Better Management of 

Exposure to Potential Future 
Losses Is Needed for Federal 

Flood and Crop Insurance 

10/29/2014 1 12/31/2020 

The Secretary of Homeland Security should direct FEMA to consider 
amending NFIP minimum standards for floodplain management to 
incorporate, as appropriate, forward-looking standards, similar to the 
minimum standard adopted by the Hurricane Sandy Rebuilding Task 
Force. 

FIMA’s substantiation approach is centered on entering the 
rulemaking process.  FIMA is drafting a point paper way ahead to 
request closure of this recommendation. 

FEMA                 GAO-15-783 

DISASTER 
CONTRACTING:  

FEMA Needs to Cohesively 
Manage Its Workforce and 
Fully Address Post-Katrina 

Reforms 

09/29/2015 2 09/11/2020 
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Component Report Number Report Title Report Received/ 
Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 
The Administrator of FEMA should direct OCPO and the regional 
administrators to revisit the 2011 service level agreement to: add 
details about the extent of operational control headquarters and 
regional supervisors should exercise to minimize potential competing 
interests experienced by regional contracting officers; further detail 
headquarters and regional supervisors' roles and responsibilities for 
managing regional contracting officers to improve coordination and 
communication; and ensure that the agreement reflects any new 
requirements, including recent changes in training that may require 
travel funds. 

On September 11, 2020, GAO closed this recommendation as 
implemented, after the universe of open recommendations for this 
annual report was identified.  

FEMA                 GAO-16-87 

DISASTER RESPONSE:  
FEMA Has Made Progress 

Implementing Key Programs, 
but Opportunities for 
Improvement Exist 

02/05/2016 4 12/31/2020 

The Secretary of Homeland Security should direct the Administrator 
of FEMA to develop a workforce strategy to manage and improve 
retention that includes a process for systematically gathering attrition 
data and a plan to retain IMAT [Incident Management Assistance 
Team] CORE [Cadre of On-Call Response Employees] employees.  

FEMA remains engaged in nationwide response to COVID-19.  
Prior to COVID-19 response operations, FEMA Field Operations 
Directorate’s (FOD) Office of Policy and Analysis (OPA) conducted 
focus groups to investigate further the survey result trends for five of 
the nine planned regional IMATs.  Because of operational and travel 
restrictions as a result of COVID-19, OPA is conducting virtual 
interviews with IMAT program stakeholders, including former 
members, and is analyzing results from the focus groups and 
interviews.  OPA is on track to complete the final report by the end 
of CY 2020; however, the current risks, including current Hurricane 
Laura response efforts and interview availability, remain.  FOD will 
notify GAO if there are any delays to the current schedule. 
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Component Report Number Report Title Report Received/ 
Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 

FEMA                 GAO-16-249 

EMERGENCY 
COMMUNICATIONS:  

Actions Needed to Better 
Coordinate Federal Efforts in 
the National Capital Region 

03/10/2016 1 08/26/2020 

The Administrator of FEMA should direct the DHS Director of 
ONCRC [Office of National Capital Region Coordination], as part of 
its efforts to restructure the JFC [Joint Federal Committee], to clearly 
articulate in a written agreement the roles and responsibilities of the 
participating agencies and specify how these agencies are to work 
together across agency boundaries.  

On August 26, 2020, GAO closed this recommendation as 
implemented, after the universe of open recommendations for this 
annual report was identified. 

FEMA                 GAO-16-306 

INFORMATION 
TECHNOLOGY:  

FEMA Needs to Address 
Management Weaknesses to 

Improve Its Systems 

04/05/2016 8 09/30/2020 

The FEMA Administrator should direct the CIO [Chief Information 
Officer] to ensure that FEMA policy for managing IT programs 
includes guidance for implementing the key management practices. 

On September 30, 2020, GAO closed this recommendation as 
implemented, after the universe of open recommendations for this 
annual report was identified. 

FEMA                 GAO-16-476 

DISASTER RECOVERY:  
FEMA Needs to Assess Its 

Effectiveness in Implementing 
the National Disaster 
Recovery Framework 

05/26/2016 3 11/30/2020 
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Component Report Number Report Title Report Received/ 
Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 

The Secretary of Homeland Security should direct the Administrator 
of FEMA to clarify with regional offices and FDRCs [Federal 
Disaster Recovery Coordinator] the role of the regional 
implementation plans in FDRC performance plans and how they will 
be used to assess NDRF [National Disaster Recovery Framework] 
regional implementation efforts. 

While supporting COVID-19 response efforts, FOD simultaneously 
developed plans to support field operations in a pandemic 
environment for a higher-than-average predicted hurricane season.  
FOD continues to adjust its posture to support the agency’s mission 
while ensuring the health and safety of the incident workforce. 
 
FOD continues to work through the Field Leader Directive to 
incorporate Recovery/Response integration efforts.  The team is 
conducting workgroup meetings and is adjusting plans on the basis 
of this year’s unprecedented hurricane activity, in addition to 
supporting current disaster operations simultaneously.  
 
FOD can provide a briefing to GAO in late November 2020 to 
discuss the background of the efforts, adjustments to the directive 
approach, and a way forward to closing the recommendation.  FOD 
is awaiting GAO’s feedback. 

FEMA                 GAO-16-476 

DISASTER RECOVERY:  
FEMA Needs to Assess Its 

Effectiveness in Implementing 
the National Disaster 
Recovery Framework 

05/26/2016 4 11/30/2020 
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Component Report Number Report Title Report Received/ 
Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 

The Secretary of Homeland Security should direct the Administrator 
of FEMA to align the annual FDRC performance expectations with 
clearly defined organizational goals and priorities, consistent with 
key management practices. 

While supporting COVID-19 response efforts, FOD simultaneously 
developed plans to support field operations in a pandemic 
environment for a higher than average predicted hurricane season.  
FOD continues to adjust its posture to support the agency’s mission 
while ensuring the health and safety of the incident workforce. 
 
FOD continues to work through the Field Leader Directive to 
incorporate Recovery/Response integration efforts.  The team is 
conducting workgroup meetings and is adjusting plans on the basis 
of this year’s unprecedented hurricane activity, in addition to 
supporting current disaster operations simultaneously.  
 
FOD can provide a briefing to GAO in late November 2020 to 
discuss the background of the efforts, adjustments to the directive 
approach, and a way forward to closing the recommendation.  FOD 
is awaiting GAO’s feedback. 

FEMA                 GAO-17-36 

FLOOD INSURANCE:  
FEMA Needs to Address Data 

Quality and Consider 
Company Characteristics 

When Revising its 
Compensation Methodology 

12/08/2016 1 12/31/2021 

The Administrator of FEMA should take into account WYO 
company characteristics that may impact companies' expenses and 
profits when developing the new compensation methodology and 
rates. 

FIMA is continuing to review NAIC expense data received in 
June 2020.  Once FIMA completes analysis of the data, it can begin 
to develop and finalize the rule on WYO compensation. 
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Component Report Number Report Title Report Received/ 
Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 

FEMA                 GAO-17-200 

FEDERAL DISASTER 
ASSISTANCE:  

FEMA's Progress in Aiding 
Individuals with Disabilities 
Could be Further Enhanced 

02/07/2017 1 11/30/2020 

The Secretary of Homeland Security should direct the Administrator 
of FEMA to take steps to establish written procedures for how 
regions should involve the Office of Disability Integration and 
Coordination in clarifying disability integration staff's roles, 
evaluating staff performance, and setting expectations for how staff 
communicate with headquarters and the regions. 

The Office of Disability Integration and Coordination (ODIC) is 
finalizing details of the performance goals for the team.  Once 
complete, ODIC will schedule a meeting with FEMA regions to 
discuss and agree on the performance goals for use in CY 2021. 

FEMA                 GAO-17-200 

FEDERAL DISASTER 
ASSISTANCE:  

FEMA's Progress in Aiding 
Individuals with Disabilities 
Could be Further Enhanced 

02/07/2017 3 05/31/2021 

The Secretary of Homeland Security should direct the Administrator 
of FEMA to collect information about the potential pool of 
participants, set general goals for the number of state and local 
emergency managers that will take this course, and implement the 
delivery methods needed to meet these goals. 

ODIC is receiving and reviewing feedback to finalize the 197 
course. 

FEMA                 GAO-17-613 

FEMA:  
Additional Actions Needed to 

Improve Handling of 
Employee Misconduct 

Allegations 

07/18/2017 1 06/30/2021 
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Component Report Number Report Title Report Received/ 
Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 

The Secretary of Homeland Security should direct the Administrator 
of FEMA to document policies and procedures to address potential 
Surge Capacity Force misconduct. 

FEMA’s OCHCO and FOD agreed that the Reservist Instruction and 
Surge Capacity Force (SCF) Guide should be merged into one 
document and are working to finalize the document.  Upon 
completion, FEMA will request closure of this recommendation.   

FEMA                 GAO-17-613 

FEMA:  
Additional Actions Needed to 

Improve Handling of 
Employee Misconduct 

Allegations 

07/18/2017 2 06/30/2021 

The Secretary of Homeland Security should direct the Administrator 
of FEMA to document Reservist disciplinary options and appeals 
policies and procedures that are currently in practice at the agency. 

FEMA’s OCHCO and FOD agreed that the Reservist Instruction and 
SCF Guide should be merged into one document and are working to 
finalize the document.  Upon completion FEMA will request closure 
of this recommendation. 

FEMA                 GAO-17-613 

FEMA:  
Additional Actions Needed to 

Improve Handling of 
Employee Misconduct 

Allegations 

07/18/2017 5 12/31/2020 

The Secretary of Homeland Security should direct the Administrator 
of FEMA to, once the quality of the [misconduct] data is improved, 
conduct routine reporting on employee misconduct trends. 

FEMA’s OPR has engaged in testing with DHS prior to initial data 
migration and anticipates deploying the system online by the end of 
CY 2020.  

FEMA                 GAO-18-30 

DISASTER ASSISTANCE:  
Opportunities to Enhance 

Implementation of the 
Redesigned Public Assistance 

Grant Program   

11/08/2017 5 11/18/2020 
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Component Report Number Report Title Report Received/ 
Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 
The Assistant Administrator for Recovery, FEMA, in coordination 
with the Associate Administrator of FIMA, should develop 
performance measures and associated objectives for the new delivery 
model to better align with FEMA's strategic goal for hazard 
mitigation in the recovery process. 

On November 18, 2020, GAO closed this recommendation as 
implemented, after the universe of open recommendations for this 
annual report was identified. 

FEMA                 GAO-18-143 

DISASTER RECOVERY:  
Additional Actions Would 
Improve Data Quality and 

Timeliness of FEMA's Public 
Assistance Appeals Processing 

01/16/2018 3 07/13/2020 

The Assistant Administrator for Recovery should develop a detailed 
workforce plan that documents steps for hiring, training, and 
retaining key appeals staff.  The plan should address staff transitions 
resulting from deployment to disasters. 

On August 24, 2020, GAO advised FEMA that it is in the process of 
reviewing additional materials that FEMA sent on July 13, 2020.  
FEMA is awaiting GAO’s feedback.  

FEMA                 GAO-18-143 

DISASTER RECOVERY:  
Additional Actions Would 
Improve Data Quality and 

Timeliness of FEMA's Public 
Assistance Appeals Processing 

01/16/2018 4 07/13/2020 

The Assistant Administrator for Recovery should work with 
Regional Administrators in all 10 regional officers to establish and 
use goals and measures for processing first-level PA appeals to 
monitor performance and report on progress. 

On August 24, 2020, GAO advised FEMA that it is in the process of 
reviewing additional materials that FEMA sent on July 13, 2020.  
FEMA is awaiting GAO’s feedback.  

FEMA                 GAO-18-379 

EMERGENCY 
COMMUNICATIONS:  

Increased Regional 
Collaboration Could Enhance 

Capabilities 

04/27/2018 1 10/30/2020 
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Component Report Number Report Title Report Received/ 
Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 
The Administrator of FEMA should work with RECCWG [regional 
emergency communications coordination working group] members 
to reach consensus on and implement an ongoing mechanism to 
encourage nationwide collaboration across these groups, considering 
the costs of one or more suitable methods, such as a national-level 
working group that uses virtual or other means of coordination, as 
appropriate. 

FEMA will request closure of this recommendation once the 
program’s 2019 annual report is finalized. 

FEMA                 GAO-18-550 

DHS ACQUISITIONS:  
Additional Practices Could 
Help Components Better 

Develop Operational 
Requirements 

08/08/2018 4 09/30/2021 

The Secretary of Homeland Security should ensure that the 
Administrator of FEMA establishes a policy for requirements 
development. 

FEMA continues to complete a comprehensive reform of governance 
processes.  The new governance practices will be codified in a 
directive by February 28, 2021.  In addition, FEMA is updating the 
Planning, Programming, Budget, and Execution (PPBE) directive.  
In this update, FEMA will be providing information on how the 
JRIMS process is integrated into the PPBE cycle.  FEMA expects 
the PPBE directive to be complete by February 28, 2021.  After the 
PPBE directive is finalized, FEMA will update the PPBE 
instructions, which will include detailed JRIMS process information 
specific to FEMA.  FEMA expects to complete the instructions by 
September 30, 2021. 

FEMA                 GAO-18-550 

DHS ACQUISITIONS:  
Additional Practices Could 
Help Components Better 

Develop Operational 
Requirements 

08/08/2018 6 09/15/2020 
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Component Report Number Report Title Report Received/ 
Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 
The Secretary of Homeland Security should ensure that the 
Administrator of FEMA updates the 2016 workforce assessment to 
account for an independent requirements organization's workforce 
needs. 

On September 15, 2020, GAO closed this recommendation as 
implemented, after the universe of open recommendations for this 
annual report was identified. 

FEMA                 GAO-19-93 

2017 DISASTER 
CONTRACTING:  

Action Needed to Better 
Ensure More Effective Use 

and Management of Advance 
Contracts 

12/06/2018 1 TBD 

The Administrator of FEMA should update the strategy identified in 
its 2007 Advance Contracting of Goods and Services Report to 
Congress to clearly define the objectives of advance contracts, how 
they contribute to FEMA's disaster response operations, and whether 
and how they should be prioritized in relation to new post-disaster 
contract awards. 

As requested by GAO, FEMA provided the webinar agenda and 
training slides provided on July 9, 2020, to all OCPO personnel.  
FEMA informed GAO that OCPO began work on the FEMA 
Directive for Advance Contract Strategy in accordance with 
Directive 112-01, “Directive on Directives.”  The proposed directive 
is in phase 1 of the process.   
 
As of December 2020, in response to FEMA’s request for closure, 
GAO advised that this recommendation will remain open until 
FEMA finalizes the directive, at which time GAO will review the 
directive to determine whether it addresses the recommendation.  
FEMA has drafted the directive and submitted it internally for 
approval. 
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Component Report Number Report Title Report Received/ 
Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 

FEMA                 GAO-19-93 

2017 DISASTER 
CONTRACTING:  

Action Needed to Better 
Ensure More Effective Use 

and Management of Advance 
Contracts 

12/06/2018 2 09/14/2020 

The Administrator of FEMA should ensure the Head of the 
Contracting Activity updates the Disaster Contracting Desk Guide to 
include guidance for whether and under what circumstances 
contracting officers should consider using existing advance contracts 
prior to making new post-disaster contract awards, and include this 
guidance in existing semi-annual training given to contracting 
officers. 

On September 14, 2020, GAO closed this recommendation as 
implemented, after the universe of open recommendations for this 
annual report was identified. 

FEMA                 GAO-19-93 

2017 DISASTER 
CONTRACTING:  

Action Needed to Better 
Ensure More Effective Use 

and Management of Advance 
Contracts 

12/06/2018 5 09/14/2020 

The Administrator of FEMA should ensure the Head of the 
Contracting Activity reminds contracting officers of the three-day 
timeframe for entering completed award documentation into the 
contract writing system when executing notice to proceed 
documentation. 

On September 14, 2020, GAO closed this recommendation as 
implemented, after the universe of open recommendations for this 
annual report was identified.  
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Component Report Number Report Title Report Received/ 
Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 

FEMA                 GAO-19-93 

2017 DISASTER 
CONTRACTING:  

Action Needed to Better 
Ensure More Effective Use 

and Management of Advance 
Contracts 

12/06/2018 8 09/14/2020 

The Administrator of FEMA should ensure the Head of the 
Contracting Activity identifies a single centralized resource listing its 
advance contracts and ensure that source is updated regularly to 
include all available advance contracts. 

On September 14, 2020, GAO closed this recommendation as 
implemented, after the universe of open recommendations for this 
annual report was identified.  

FEMA                 GAO-19-93 

2017 DISASTER 
CONTRACTING:  

Action Needed to Better 
Ensure More Effective Use 

and Management of Advance 
Contracts 

12/06/2018 9 09/14/2020 

The Administrator of FEMA should ensure the Head of the 
Contracting Activity communicates information on available 
advance contracts through the centralized resource to states and 
localities to inform their advance contracting efforts. 

On September 14, 2020, GAO closed this recommendation as 
implemented, after the universe of open recommendations for this 
annual report was identified.  

FEMA                 GAO-19-164 

FEMA GRANTS 
MODERNIZATION:  

Improvements Needed to 
Strengthen Program 

Management and 
Cybersecurity 

04/09/2019 1 04/02/2021 
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Component Report Number Report Title Report Received/ 
Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 
The Administrator of FEMA should ensure that the GMM [Grants 
Management Modernization] program management office finalizes 
the organizational change management plan and time frames for 
implementing change management actions. 

On April 2, 2021, GAO closed this recommendation as 
implemented, after the universe of open recommendations for this 
annual report was identified. 

FEMA                 GAO-19-164 

FEMA GRANTS 
MODERNIZATION:  

Improvements Needed to 
Strengthen Program 

Management and 
Cybersecurity 

04/09/2019 4 04/02/2021 

The Administrator of FEMA should ensure that the GMM program 
management office updates the program schedule to address the 
leading practices for a reliable schedule in this report. 

On April 2, 2021, GAO closed this recommendation as 
implemented, after the universe of open recommendations for this 
annual report was identified. 

FEMA                 GAO-19-164 

FEMA GRANTS 
MODERNIZATION:  

Improvements Needed to 
Strengthen Program 

Management and 
Cybersecurity 

04/09/2019 5 01/31/2021 

The Administrator of FEMA should ensure that the FEMA OCIO 
[Office of the Chief Information Officer] defines sufficiently detailed 
planned evaluation methods and actual evaluation methods for 
assessing security controls. 

On August 13, 2020, FEMA provided GAO with a corrective action 
plan update.  FEMA considered the assessment procedures sufficient 
to meet the intent of the recommendation.  However, as of October 
20, 2020, GAO provided feedback that FEMA had not taken any 
action to change its process for defining security control assessment 
procedures.   
 
On the basis of GAO’s feedback, FEMA’s OCIO is continuing work 
to address this recommendation. 
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Component Report Number Report Title Report Received/ 
Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 

FEMA                 GAO-19-164 

FEMA GRANTS 
MODERNIZATION:  

Improvements Needed to 
Strengthen Program 

Management and 
Cybersecurity 

04/09/2019 6 04/02/2021 

The Administrator of FEMA should ensure that the FEMA OCIO 
approves a security assessment plan before security assessment 
reviews are conducted. 

On April 2, 2021, GAO closed this recommendation as 
implemented, after the universe of open recommendations for this 
annual report was identified.  

FEMA                 GAO-19-164 

FEMA GRANTS 
MODERNIZATION:  

Improvements Needed to 
Strengthen Program 

Management and 
Cybersecurity 

04/09/2019 7 04/02/2021 
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Component Report Number Report Title Report Received/ 
Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 

The Administrator of FEMA should ensure that the GMM program 
management office follows DHS guidance on preparing corrective 
action plans for all security vulnerabilities. 

On April 2, 2021, GAO closed this recommendation as 
implemented, after the universe of open recommendations for this 
annual report was identified.  

FEMA                 GAO-19-164 

FEMA GRANTS 
MODERNIZATION:  

Improvements Needed to 
Strengthen Program 

Management and 
Cybersecurity 

04/09/2019 8 05/31/2021 

The Administrator of FEMA should ensure that the GMM program 
management office fully tests all of its security controls for the 
system. 

FEMA’s Cyber Security Division still is updating the Federal Risk 
and Authorization Management Program and FEMA Enterprise 
Network templates that are needed to populate inherited controls.  
Once the inherited controls are populated, FEMA will request 
closure of this recommendation.   

FEMA                 GAO-19-281 

2017 DISASTER 
CONTRACTING:  

Actions Needed to Improve 
the Use of Post-Disaster 

Contracts to Support Response 
and Recovery  

04/24/2019 9 TBD 
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Component Report Number Report Title Report Received/ 
Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 

The Administrator of FEMA should take the lead to work together 
with the Coast Guard and the U.S. Army Corps of Engineers to 
revise the mission assignment policy and related guidance to better 
incorporate consideration of contracting needs, such as 
demobilization, and to ensure clear communication of coordination 
responsibilities related to contracting. 

FEMA’s Office of Response and Recovery (ORR) continues to work 
on updating its corrective action plan for this recommendation.  As 
of October 16, 2019, FEMA informed GAO that the Mission 
Assignment Program convened a working group of subject matter 
experts from FEMA’s HQ and regional levels and facilitated 
multiple coordination meetings to define the roles and 
responsibilities of the project manager in the Mission Assignment 
process.  The group is developing an SOP to address communication 
and coordination. 

FEMA                 GAO-19-281 

2017 DISASTER 
CONTRACTING:  

Actions Needed to Improve 
the Use of Post-Disaster 

Contracts to Support Response 
and Recovery  

04/24/2019 10 TBD 

The Administrator of FEMA should assess its workforce needs—
including staffing levels, mission needs, and skill gaps—for 
contracting staff, to include regional offices and DART [Disaster 
Acquisition Response Team]; and develop a plan, including 
timelines, to address any gaps. 

FEMA’s Office of the Chief Component Procurement Officer 
(OCCPO) continues to work on updating its corrective action plan 
for this recommendation.  As of October 16, 2019, FEMA informed 
GAO that OCCPO is undergoing several initiatives to address 
staffing concerns, including competency modeling for General 
Schedule (GS)-1102 personnel, development of an automated 
assessment tool, conducting a workforce analysis to identify skill 
gaps, and performing a workload study using historical data to 
determine the number and type of staffing needed and certification 
levels required to carry out acquisition operations effectively.   
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Component Report Number Report Title Report Received/ 
Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 

FEMA                 GAO-19-318 

DISASTER ASSISTANCE: 
FEMA Action Needed to 

Better Support Individuals 
Who Are Older or Have 

Disabilities 

06/05/2019 1 08/26/2020 

The Administrator of FEMA should develop and publicize guidance 
for partners working to assist individuals who are older or have 
disabilities for requesting data and working with FEMA staff 
throughout the data sharing process to obtain Individual Assistance 
data, as appropriate. 

On August 26, 2020, FEMA’s Recovery Directorate announced to 
FEMA regional administrators the issuance of “FEMA-Recovery 
Partners: Reference Guide for Data Sharing” (“Guide”).  The 
issuance of the Guide supports FEMA’s strategic goals of readying 
the Nation for catastrophic disasters and reducing the complexity of 
FEMA.  The Guide was developed in partnership with FEMA’s 
Office of Policy and Program Analysis and its Privacy Office and 
comports with the data-sharing principles outlined for the agency in 
“FEMA Directive 262-1, Data Sharing” (published on July 16, 
2019).  FEMA recognizes that access to survivor data enables 
emergency responders to make better, more informed decisions.  The 
guide provides FEMA recovery personnel with the information 
needed to execute the agency’s mission more effectively when 
FEMA shares data with its emergency management partners.  In 
addition, the guide establishes formal standards, reducing both the 
risk associated with data-sharing and the amount of time needed to 
finalize data-sharing agreements.  FEMA will request closure of this 
recommendation. 

FEMA                 GAO-19-318 

DISASTER ASSISTANCE: 
FEMA Action Needed to 

Better Support Individuals 
Who Are Older or Have 

Disabilities 

06/05/2019 3 TBD 
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Component Report Number Report Title Report Received/ 
Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 

The Administrator of FEMA should improve communication of 
registrants' disability-related information across FEMA programs, 
such as by developing an alert within survivor files that indicates an 
accommodation request. 

FEMA initially did not concur with this recommendation.  FEMA 
has begun related projects to increase the communication of the 
needs of registrants with disabilities across its programs and to 
support the needs of survivors with disabilities better.  On 
February 19, 2020, FEMA met with GAO to demonstrate progress 
that FEMA has made regarding this recommendation.  FEMA will 
address the intent of this recommendation by adding a question to 
the registration intake.  This procedure first must be approved 
through FEMA internally and then through OMB.  FEMA also is 
working on training, an SOP, and a 1-800 number for 
accommodation requests.  GAO advised that the 
discussion/information presented indicates that FEMA is making 
progress.  FEMA will provide to GAO a corrective action plan 
update for GAO’s review, at which time GAO will provide feedback 
on FEMA’s progress implementing and/or closing this 
recommendation. 

FEMA                 GAO-19-318 

DISASTER ASSISTANCE: 
FEMA Action Needed to 

Better Support Individuals 
Who Are Older or Have 

Disabilities 

06/05/2019 5 03/31/2021 
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Component Report Number Report Title Report Received/ 
Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 

The Administrator of FEMA should communicate to Regional 
Administrators and Regional Disability Integration Specialists 
[RDIS] a written plan for implementing its new disability integration 
staffing approach, consistent with the objectives established for 
disability integration. Such a plan should include an implementation 
timeline and details on staff responsibilities, which regions could use 
to evaluate staff performance. 

FEMA continues to work on an offsite agenda to finalize 
deliverables and processes for the RDIS.  The Offsite RDIS meeting 
has taken place and an after-action planning document has been 
drafted.  ODIC also hired a strategic communication specialist who 
will be building the communication plan for ODIC, and parts of the 
planning from the after-action document will be included in this 
overall communication strategy.  The performance goals and 
standards almost are finalized and, upon completion, will be 
distributed to the supervisors and the RDIS team, and will be shared 
with GAO.  FEMA expects to implement these performance goals 
and standards in CY 2021.   

FEMA                 GAO-19-318 

DISASTER ASSISTANCE: 
FEMA Action Needed to 

Better Support Individuals 
Who Are Older or Have 

Disabilities 

06/05/2019 6 07/31/2021 

The Administrator of FEMA should develop a plan for delivering 
training to FEMA staff that promotes competency in disability 
awareness.  The plan should include milestones and performance 
measures, and outline how performance will be monitored. 

FEMA’s ODIC continues to work on the project management plan 
for an approach to a disability competency.  ODIC is working on a 
comprehensive plan for providing disability competency throughout 
the agency.  One of the components to the training planning and 
development is updating the Independent Study course in the 
Emergency Management Institute online course catalog, which is 
currently in progress; this training is part of the mandatory training 
curriculum for all FEMA employees.   
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Component Report Number Report Title Report Received/ 
Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 

FEMA                 GAO-19-526 

DISASTER RESPONSE: 
FEMA and Red Cross Need to 

Ensure Key Mass Care 
Organizations are Included in 

Coordination and Planning 

09/19/2019 1 03/31/2021 

The Secretary of Homeland Security should direct FEMA to 
periodically review the current structure of ESF [emergency support 
function]-6 leadership roles and responsibilities for coordinating 
mass care. 

On March 31, 2021, GAO closed this recommendation as 
implemented, after the universe of open recommendations for this 
annual report was identified. 

FEMA                 GAO-19-526 

DISASTER RESPONSE:  
FEMA and Red Cross Need to 

Ensure Key Mass Care 
Organizations are Included in 

Coordination and Planning 

09/19/2019 2 03/31/2021 

The Administrator of FEMA should strengthen its guidance to state 
and local governments to emphasize the importance of clearly 
defining roles and responsibilities related to mass care when state 
and local governments develop written agreements with partner 
organizations.  This could include creating a guidance document or 
memo that calls attention to the issue and brings together existing 
resources, such as the Multi-Agency Feeding Plan Template and 
training materials, in a comprehensive and accessible manner. 

In response to COVID-19, FEMA is working with regional Mass 
Care Partners, National Voluntary Organizations Active in Disasters 
(NVOAD), and state Mass Care Coordinators to meet the project 
milestones sooner than anticipated.  FEMA’s Individual Assistance 
Division has engaged regional counterparts in weekly discussions 
pertaining to Public Assistance (PA) Program policies to discuss 
noncongregate sheltering and support for communities’ feeding 
efforts through the distribution of commodities to food banks.  The 
State Mass Care Coordination Working Group is leveraging its 
weekly meeting to begin conversations to identify shortfalls and to 
overcome challenges associated with COVID-19.  
 
Project Milestones:  
*Conduct Mass Care Workshop, including discussion with Regional 
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Component Report Number Report Title Report Received/ 
Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 
Mass Care partners (Canceled because of COVID-19) 
*Begin engaging NVOAD Mass Care Committee for discussion 
(Completed as of March 25, 2020)  
*Begin engaging State Mass Care Coordinators for discussion 
(Completed as of April 1, 2020)  
*Begin preparing language for use in the next update of the 
Individual Assistance Program and Policy Guidance (March 31, 
2021). 

FEMA                 GAO-19-526 

DISASTER RESPONSE:  
FEMA and Red Cross Need to 

Ensure Key Mass Care 
Organizations are Included in 

Coordination and Planning 

09/19/2019 3 01/06/2021 

The Administrator of FEMA should develop mechanisms for the 
agency and its partners to leverage local community groups, such as 
conducting regular outreach to communicate and share aggregate 
information with these groups. 

On January 6, 2021, GAO closed this recommendation as 
implemented, after the universe of open recommendations for this 
annual report was identified. 

FEMA                 GAO-19-526 

DISASTER RESPONSE:  
FEMA and Red Cross Need to 

Ensure Key Mass Care 
Organizations are Included in 

Coordination and Planning 

09/19/2019 4 TBD 

The Administrator of FEMA should require grantees to solicit 
capabilities information from key mass care service-delivery 
providers in making capability estimates and identify these providers 
in their submissions. 

FEMA continues to nonconcur with this recommendation.  
Implementing this recommendation would place an additional 
burden on grantees to track attempts at getting key partners to 
engage and could put communities whose mass care partners choose 
not to engage at a disadvantage.  Also, whereas GAO’s report is 
mass care-specific, the Threat and Hazard Identification and Risk 



 

94 

Component Report Number Report Title Report Received/ 
Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 
Assessment/Stakeholder Preparedness Report process is not.  
Therefore, implementation of this recommendation could have 
unintended consequences for other types of community partners.   
 
FEMA requested that GAO consider this recommendation resolved 
and closed as unimplemented and is awaiting GAO’s closure 
decision. 

FEMA                 GAO-19-526 

DISASTER RESPONSE:  
FEMA and Red Cross Need to 

Ensure Key Mass Care 
Organizations are Included in 

Coordination and Planning 

09/19/2019 5 TBD 

The FEMA Administrator should develop systematic, documented 
protocols to determine the conditions under which it will follow up 
and provide feedback to grantees about mass care capability 
assessments. 

National Preparedness Assessment Division (NPAD) program 
officials are working toward providing an update regarding the 
progress toward completion of the data-quality protocols.  NPAD 
has focused the draft protocols on providing communities with best 
practices and examples to help communities to improve their 
qualitative data submissions, making them more descriptive and 
actionable.  NPAD is taking a deliberate approach to structuring this 
process; to reviewing results to focus and prioritize review, 
evaluation, and feedback efforts; and to coordinating its plans with 
community stakeholders. 

ICE GAO-16-514 

IMMIGRATION 
DETENTION:  

Additional Actions Needed to 
Strengthen DHS Management 

of Short-Term Holding 
Facilities 

05/26/2016 1 09/23/2020 
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Component Report Number Report Title Report Received/ 
Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 
The Secretary of Homeland Security should direct USBP and ICE to 
develop and implement a process to assess their time in custody data 
for all individuals in holding facilities, including: 

(a) identifying and addressing potential data quality issues; and  
(b) identifying cases where time in custody exceeded guidelines 

and assessing the factors impacting time in custody. 

On September 23, 2020, GAO closed this recommendation as 
implemented, after the universe of open recommendations for this 
annual report was identified.  

ICE GAO-17-66 

BORDER PATROL:  
Actions Needed to Improve 

Oversight of Post-
Apprehension Consequences 

01/12/2017 6 03/01/2021 

The Secretary of Homeland Security should direct the Assistant 
Secretary of ICE and Commissioner of CBP to collaborate on 
sharing immigration enforcement and removal data to help USBP 
account for the removal status of apprehended aliens in its recidivism 
rate measure. 

On March 1, 2021, GAO closed this recommendation as not 
implemented, after the universe of open recommendations for this 
annual report was identified. 

ICE GAO-17-205SU / 
GAO-17-474 

BORDER SECURITY:  
Additional Actions Could 
Strengthen DHS Efforts to 

Address Subterranean, Aerial, 
and Maritime Smuggling 

02/03/2017 3 12/31/2020 
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Component Report Number Report Title Report Received/ 
Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 

The Secretary of Homeland Security should direct the Commissioner 
of CBP and the Director of ICE to jointly establish and monitor 
performance measures and targets related to cross-border tunnels. 

USBP leads the crossborder tunnel interdiction effort, and ICE 
Homeland Security Investigations (HSI) leads the crossborder 
investigation effort.  Both efforts have the capability of 
independently identifying a crossborder tunnel.  When a cross-
border tunnel is identified, the Chief of the affected USBP sector and 
the Special Agent in Charge of the affected HSI region decide if an 
immediate interdiction is appropriate or if an investigation is the 
most strategic action.  This decision process is in place across the 
entire U.S.-Mexican border.   
 
ICE HSI’s performance measurement process targets high-risk 
priority investigations and places a specific focus on the greatest 
threats facing the United States.  HSI has aligned its performance 
measures with its Strategic Plan and Strategic Management 
Framework, in compliance with the Government Performance and 
Results Modernization Act of 2010 and the DHS QHSR.  Approved 
tunnel cases are listed under the “Illicit Trade, Travel, and Finance 
(Drug-Related)” category within the performance measure 
framework for significant investigations.  ICE HSI reviewed the data 
for FYs 2005 through 2019 to identify significant cases that were 
HQ-approved and were linked to crossborder tunnel investigations.  
ICE will be requesting closure of this recommendation. 

ICE GAO-18-104SU / 
GAO-18-314 

BORDER SECURITY:  
Actions Needed to Strengthen 
Performance Management and 

Planning for Expansion of 
DHS's Visa Security Program 

12/19/2017 2 08/20/2020 
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Component Report Number Report Title Report Received/ 
Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 
The Director of ICE should develop and implement outcome-based 
performance measures to evaluate the effectiveness of the VSP [Visa 
Security Program] and assess whether the program is achieving its 
objectives.  

On August 20, 2020, GAO closed this recommendation as 
implemented, after the universe of open recommendations for this 
annual report was identified.  

ICE GAO-18-343 

IMMIGRATION 
DETENTION:  

Opportunities Exist to 
Improve Cost Estimates 

04/18/2018 1 12/31/2020 

The Director of ICE should take steps to document and implement its 
review process to ensure accuracy in its budget documents. 

To demonstrate the review process and the consistency and accuracy 
of budget documents and processes, the ICE Budget Office provided 
GAO with the FY 2020 and 2021 resource allocation process (RAP) 
package documenting the level of reviews and the prioritization 
model used to rank all program description options that were 
reviewed and approved by the ICE Business Management Council.  
In addition, the FY 2020 RAP after-action feedback presentation was 
provided to GAO to demonstrate that the ICE Budget Office 
conducts an internal review of the process following each phase of 
the budget submission to discuss what went well, what can be 
improved, and possible solutions moving forward.  The ICE Budget 
Office responded to follow-up questions and is awaiting GAO’s 
feedback or closure decision. 

ICE GAO-18-343 

IMMIGRATION 
DETENTION:  

Opportunities Exist to 
Improve Cost Estimates 

04/18/2018 2 04/30/2021 
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Component Report Number Report Title Report Received/ 
Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 

The Director of ICE should take steps to assess ICE's adult bed rate 
methodology to determine the most appropriate way to project the 
adult bed rate, including any inflation rates used. 

The ICE Budget Office has assessed the adult bed rate methodology 
and has determined the most appropriate way to project the adult rate 
was to continue to use historical data to present accurate projections 
and to inform decision-making.  The methodology leverages the 
adult bed rate calculator, which is updated periodically with the 
latest financial and facility data, to provide the projected bed rate in 
the outyears.  It contains prior-year rate components (e.g., bed/guard, 
healthcare, and other direct bed rates) and calculations that also 
inform the inflation factor determination.  The ICE Budget Office is 
updating the bed rate user guide to include the methodology for 
inflation rate and, upon completion, will provide the guide to GAO 
for feedback or a closure decision for this recommendation.   

ICE GAO-18-343 

IMMIGRATION 
DETENTION:  

Opportunities Exist to 
Improve Cost Estimates 

04/18/2018 3 06/30/2021 

The Director of ICE should take steps to update ICE's adult bed rate 
methodology by incorporating necessary changes based on its 
assessment, and ensure the use of appropriate inflation rates and the 
removal of family beds from all calculations. 

The ICE Budget Office updated its adult bed rate model to remove 
family beds from all calculations and developed a bed rate 
calculator.  The calculator enables the ICE Budget Office to forecast 
accurate detention funding requirements for future fiscal years using 
traceable projection techniques, to generate funding projections to 
inform accurate budget formulation in the outyears, and to reduce 
the likelihood of budgetary shortfalls during the year of execution.  
The updated bed rate model, bed rate calculator, and user guide were 
provided to GAO for review, and ICE is awaiting GAO’s feedback 
or closure decision for this recommendation.  The completion of the 
actions for recommendation 2 will determine whether additional 
changes are needed for the adult bed rate methodology.   
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Component Report Number Report Title Report Received/ 
Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 

ICE GAO-18-343 

IMMIGRATION 
DETENTION:  

Opportunities Exist to 
Improve Cost Estimates 

04/18/2018 4 04/30/2021 

The Director of ICE should take steps to determine the most 
appropriate way to project the ADP [average daily population] for 
use in the congressional budget justification and document the 
methodology and rationale behind its ADP projection.  As part of 
that determination, ICE should consider the extent to which a 
statistical model could be used to accurately forecast ADP. 

The ICE Budget Office provided GAO with the ADP forecasting 
methodology that ICE uses for budget formulation.  The model was 
used to provide a point estimate within a specific confidence interval 
and documents the interval that the agency used and the reasoning.  
FYs 2020 and 2021 budget documentation demonstrating the use of 
the statistical model was provided to GAO for review.  ICE is 
awaiting GAO’s feedback on additional documentation needed for 
this recommendation. 

ICE GAO-18-343 

IMMIGRATION 
DETENTION:  

Opportunities Exist to 
Improve Cost Estimates 

04/18/2018 5 04/30/2021 

The Director of ICE should take steps to ensure that ICE's budget 
estimating process more fully addresses cost estimating best 
practices. 

The ICE Budget Office conducted a sensitivity analysis and detailed 
some of the calculations and assumptions for the adult bed rate.  In 
addition, a bed rate sliding scale for the ADP confidence intervals 
and point estimate was developed to improve ICE’s ability to report 
against the sensitivity inherent with ADP and its impact on bed rate.  
The FY 2020 OMB submission was provided to GAO, which 
included the adult bed rate scale developed as a result of the 
sensitivity analysis and the Senate Appropriations Subcommittee 
briefing.  ICE is awaiting GAO’s feedback or closure decision. 
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Component Report Number Report Title Report Received/ 
Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 

ICE GAO-18-405 
DHS Components Could 

Improve Monitoring of the 
Employee Misconduct Process 

08/30/2018 7 09/11/2020 

The Director of ICE should revise policy or guidance to ensure 
documentation of required control activities in its case management 
system, such as supervisory review of management inquiries, legal 
review of OPR-investigated cases, and data verification. 

On September 11, 2020, GAO closed this recommendation as 
implemented, after the universe of open recommendations for this 
annual report was identified.  

ICE GAO-18-405 

DEPARTMENT OF 
HOMELAND SECURITY:  
Components Could Improve 
Monitoring of the Employee 

Misconduct Process 

08/30/2018 8 10/30/2020 

The Director of ICE should require staff to document the 
investigative findings (case resolution codes) of management 
inquiries in the case management system.  

ICE OPR enhanced JICMS and created a new section for 
management inquiries that includes a field for case resolution codes.  
OPR also has created a group within the Investigation Unit to 
oversee the ICE Management Inquiry (MI) program.  The MI group 
works closely with ICE program offices to provide guidance and 
support during the MI process.  ICE will schedule a meeting with 
GAO to provide an overview of OPR’s efforts in addressing this 
recommendation and to obtain feedback on the supporting 
documentation needed to close the recommendation as implemented. 

ICE GAO-18-405 

DEPARTMENT OF 
HOMELAND SECURITY:  
Components Could Improve 
Monitoring of the Employee 

Misconduct Process 

08/30/2018 9 05/31/2021 
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Component Report Number Report Title Report Received/ 
Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 

The Director of ICE should modify ICE’s annual self-inspection 
program to track the status of related corrective actions to ensure 
they are implemented in a timely manner.  

ICE OPR updated its SIP process and policy to require ICE 
units/programs/field offices to maintain and safeguard all SIP 
documentation for 4 fiscal years from the closing date, to continue to 
track corrective actions to completion by the Senior Level Official or 
designee, and to submit confirmation to OPR of completed 
corrective actions within the requisite 30-day period.  OPR 
submitted the revised ICE SIP policy for finalization by the Office of 
Policy and Planning (OPP).  In FY 2019, OPR identified three ICE 
program offices required to complete a SIP and confirmed that the 
program offices followed the new process of notifying ICE OPR of 
any corrective actions completed within the required 30-day period.  
The supporting documentation was provided to GAO in August 
2020.  The revised SIP policy is continuing to undergo review by 
ICE OPP.  

ICE GAO-18-405 

DEPARTMENT OF 
HOMELAND SECURITY:  
Components Could Improve 
Monitoring of the Employee 

Misconduct Process 

08/30/2018 10 06/30/2021 

The Director of ICE should monitor the duration of all cases 
beginning-to-end by stage and by case type. 

ICE OPR has documented the investigations process and the Office 
of Human Capital (OHC) has documented the disciplinary process.  
ICE is coordinating joint internal meetings to discuss efforts needed 
to monitor the duration of all cases beginning-to-end by stage and by 
case type.  Upon completion of these meetings, ICE will meet with 
GAO to provide an overview of ICE’s efforts and next steps.   

ICE GAO-18-405 DEPARTMENT OF 
HOMELAND SECURITY:  08/30/2018 11 01/29/2021 
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Component Report Number Report Title Report Received/ 
Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 
Components Could Improve 
Monitoring of the Employee 

Misconduct Process 

The Director of ICE should monitor the timeliness of misconduct 
cases according to established targets for management inquiries and 
Employee Relations specialist review of proposal and decision of 
disciplinary outcomes using case management system data. 

ICE OPR continues to monitor the timeliness of OPR-investigated 
cases within the allotted 120-day timeframe and management 
inquiries within the 90-day timeframe.  In addition, OPR continues 
to send monthly reports to ICE officials on the status of management 
inquiries.  OHC developed an aging report that contains two 
performance measures that are being used to increase transparency 
and to promote accountability in the disciplinary and adverse action 
process.  Quarterly, OHC sends the report and a briefing to the 
program offices with the offer to meet with leadership to discuss the 
results and to address any concerns.  ICE will schedule a meeting 
with GAO to provide an overview of OPR’s efforts in addressing 
this recommendation and to obtain feedback on the supporting 
documentation needed to close the recommendation as implemented. 

ICE GAO-18-405 

DEPARTMENT OF 
HOMELAND SECURITY:  
Components Could Improve 
Monitoring of the Employee 

Misconduct Process 

08/30/2018 12 12/31/2020 
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Component Report Number Report Title Report Received/ 
Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 

The Director of ICE should define and document the case 
management system data fields and methodology to be used for 
monitoring all established performance targets and provide related 
guidance to staff.  

ICE’s OPR has been working on defining and documenting the 
JICMS data fields and the methodology used for monitoring all 
established performance targets.  OHC has identified two 
performance measures and is working on defining the data fields and 
methodology.  Upon completion, guidance will be provided to staff 
(OPR and Employee Relations), senior leadership, and ICE 
components, as appropriate.  ICE will schedule a meeting with GAO 
to provide an overview of OPR and OHC’s efforts in addressing this 
recommendation and to obtain feedback on the supporting 
documentation needed to close the recommendation as implemented. 

ICE GAO-18-550 

DHS ACQUISITIONS:  
Additional Practices Could 
Help Components Better 

Develop Operational 
Requirements 

08/08/2018 8 03/23/2021 

The Secretary of Homeland Security should ensure that the Director 
of ICE establishes a policy for requirements development. 

On March 23, 2021, GAO closed this recommendation as 
implemented, after the universe of open recommendations for this 
annual report was identified. 

ICE GAO-18-550 

DHS ACQUISITIONS:  
Additional Practices Could 
Help Components Better 

Develop Operational 
Requirements 

08/08/2018 9 03/23/2021 
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Component Report Number Report Title Report Received/ 
Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 

The Secretary of Homeland Security should ensure that the Director 
of ICE establishes the planned independent requirements 
development organization within ICE. 

On March 23, 2021, GAO closed this recommendation as 
implemented, after the universe of open recommendations for this 
annual report was identified. 

ICE GAO-18-550 

DHS ACQUISITIONS:  
Additional Practices Could 
Help Components Better 

Develop Operational 
Requirements 

08/08/2018 10 05/31/2021 

The Secretary of Homeland Security should ensure that the Director 
of ICE conducts a workforce assessment to account for an 
independent requirements organization's workforce needs.   

ICE’s OPP leveraged the DHS JRC HSOAC to conduct an 
independent baseline assessment.  OPP has been reviewing the 
HSOAC report and findings to determine next steps.  OPP also 
obtained contract support to assist with the completion of this 
recommendation.  On September 16, 2020, OPP met with GAO to 
discuss progress to date, and OPP continues work to address this 
recommendation.  

ICE GAO-18-550 

DHS ACQUISITIONS:  
Additional Practices Could 
Help Components Better 

Develop Operational 
Requirements 

08/08/2018 11 12/31/2020 
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Component Report Number Report Title Report Received/ 
Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 

The Secretary of Homeland Security should ensure that the Director 
of ICE establishes component specific training for requirements 
development. 

ICE’s OPP leveraged the DHS-level JRIMS courses to provide the 
initial training to ICE personnel involved with requirements 
development.  Currently, ICE personnel involved with requirements 
development take the two JRIMS training courses and then are 
provided with an ICE 101 briefing by the OPP Requirements Unit to 
further their level of awareness and understanding of the process.  In 
addition, OPP continuously communicates the DHS JRIMS training 
within ICE, which has resulted in an increased participation by ICE 
personnel.  OPP obtained contract support to assist with 
documenting the ICE requirements development process to support 
the completion of this recommendation.  On September 16, 2020, 
OPP met with GAO to discuss progress to date, and OPP continues 
work to address this recommendation.  

ICE GAO-19-297 

STUDENT AND 
EXCHANGE VISITOR 

PROGRAM:  
DHS Can Take Additional 

Steps to Manage Fraud Risks 
Related to School 

Recertification and Program 
Oversight 

11/20/2018 2 12/31/2020 
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Component Report Number Report Title Report Received/ 
Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 

The Director of ICE should build on existing efforts to use data 
analytics by employing techniques, such as network analysis, to 
identify potential fraud indicators in schools petitioning for 
certification.  

ICE HSI Student and Exchange Visitor Program (SEVP) contracted 
for assistance with the identification of potential early fraud 
indicators in schools petitioning for certification or already certified 
as well as risk indicators found in public records and open source 
information.  HSI SEVP also contracted for data governance, 
management, and analytics support.  HSI SEVP is using Student and 
Exchange Visitor Information System (SEVIS) data and applies data 
analytics to identify fraud indicators in schools, including: 
• SEVIS-certified schools co-located with Federation of State 
Massage Therapy Boards schools;  
• Data analysis on active Iranian Optional Practical Training 
students;  
• Analysis of all withdrawn schools from SEVIS to determine 
connections to possible schools currently SEVP-certified; and  
• Research reports done leveraging proprietary and open source data 
to identify indicators of fraud in schools.  
These combined services build on existing data analytics to identify 
potential fraud indicators in schools petitioning for certification.  
HSI SEVP provided documentation to GAO, and GAO requested 
additional sample analytical reports.  HSI SEVP is working to 
provide additional documentation to GAO as requested. 

ICE GAO-19-297 
STUDENT AND 

EXCHANGE VISITOR 
PROGRAM:  

11/20/2018 3 09/28/2020 
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Component Report Number Report Title Report Received/ 
Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 
DHS Can Take Additional 

Steps to Manage Fraud Risks 
Related to School 

Recertification and Program 
Oversight 

The Director of ICE should begin notifying certified schools 
180 days prior to, and requiring submission of complete 
recertification petitions by, the 2-year certification expiration date, 
consistent with regulation, and evaluate whether additional resources 
are needed. 

On September 28, 2020, GAO closed this recommendation as 
implemented, after the universe of open recommendations for this 
annual report was identified. 

ICE GAO-19-297 

STUDENT AND 
EXCHANGE VISITOR 

PROGRAM:  
DHS Can Take Additional 

Steps to Manage Fraud Risks 
Related to School 

Recertification and Program 
Oversight 

11/20/2018 4 09/28/2020 

The Director of ICE should, as practicable, verify the eligibility 
information provided to establish the immigration or citizenship 
status of lawful permanent residents and naturalized U.S. citizens, as 
well as U.S.-born citizens, who have been nominated or renominated 
to serve as DSOs [Designated School Official].  

On September 28, 2020, GAO closed this recommendation as 
implemented, after the universe of open recommendations for this 
annual report was identified. 

ICE GAO-19-297 

STUDENT AND 
EXCHANGE VISITOR 

PROGRAM:  
DHS Can Take Additional 

Steps to Manage Fraud Risks 

11/20/2018 5 03/30/2021 
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Component Report Number Report Title Report Received/ 
Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 
Related to School 

Recertification and Program 
Oversight 

The Director of ICE should develop an implementation plan for the 
project aimed at strengthening background checks for DSOs; that 
plan should outline how the project will be executed, monitored, and 
controlled. 

On March 30, 2021, GAO closed this recommendation as 
implemented, after the universe of open recommendations for this 
annual report was identified.  

ICE GAO-19-297 

STUDENT AND 
EXCHANGE VISITOR 

PROGRAM:  
DHS Can Take Additional 

Steps to Manage Fraud Risks 
Related to School 

Recertification and Program 
Oversight 

11/20/2018 6 06/30/2021 

The Director of ICE should implement mandatory DSO training and 
verify that the training is completed. 

On November 20, 2019, HSI launched the SEVP External Training 
Application (SETA) and released four courses to the academic 
community.  The training page shows which DSOs have completed 
the training.  SEVP runs a report in its business analytic tool to 
obtain a record of completed courses from SETA to determine 
compliance.  SEVP was working toward providing additional 
training courses to the academic community in 2020 until the 
pandemic adversely affected the course scheduling.  As a result of 
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Component Report Number Report Title Report Received/ 
Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 
COVID-19 impacts, SETA development is on hold until the 
resumption of fee revenue.   

ICE GAO-19-297 

STUDENT AND 
EXCHANGE VISITOR 

PROGRAM:  
DHS Can Take Additional 

Steps to Manage Fraud Risks 
Related to School 

Recertification and Program 
Oversight 

11/20/2018 7 06/30/2021 

The Director of ICE should complete the development and 
implementation of its plan for mandatory fraud-specific training to 
DSOs.  

ICE HSI SEVP completed the development of five training courses.  
SEVP began development on three more training courses, which 
included the fraud components.  As a result of COVID-19 impacts, 
SETA development is on hold until the resumption of fee revenue.   

ICE GAO-19-416 

Immigration Enforcement: 
Actions Needed to Better 

Handle, Identify, and Track 
Cases Involving Veterans 

06/06/2019 1 12/31/2021 

The Director of ICE should take action to ensure consistent 
implementation of ICE's policies for handling cases of potentially 
removable veterans. 

ICE established a working group with representatives from ERO, 
HSI, the Office of the Principal Legal Advisor (OPLA), and 
Management and Administration (M&A) to ensure a collaborative 
enterprise approach.  The M&A OPP updated the existing ICE 
policy on “Tracking Cases Involving Aliens with Military Service 
Records” and routed the draft for internal review and comment.  The 
OPP assistant director is reviewing and adjudicating the edits and 
comments submitted by ICE program offices.  ICE is working on 
updating its officer and agent training to include lesson plans and 
practice exercises related to military service and veteran status.  ICE 
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Component Report Number Report Title Report Received/ 
Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 
ERO will continue to use its checklist for factors to consider in 
military cases when processing detainees.  In addition, the system 
enhancements identified as part of recommendation 3 will improve 
data entry standardization of veteran information within ICE 
systems.  This will ensure consistent implementation of ICE’s 
policies for handling cases of potentially removable veterans.  
Additionally, ICE ERO will update forms to include information on 
military status and will continue to use its checklist for factors to 
consider in military cases when processing detainees. 

ICE GAO-19-416 

IMMIGRATION 
ENFORCEMENT:  

Actions Needed to Better 
Handle, Identify, and Track 
Cases Involving Veterans 

06/06/2019 2 12/31/2021 

The Director of ICE should develop and implement a policy or revise 
its current policies to ensure that ICE agents and officers identify and 
document veteran status when interviewing potentially removable 
individuals. 

ICE M&A OPP, in consultation with OPLA, ERO, and HSI, 
reviewed existing ICE policy and memoranda on the issuance of 
notices to appear for aliens with U.S. military service to capture 
veteran status information properly.  As a result, OPP consolidated 
and updated existing ICE policy with additional guidance on 
approvals and documentation.  The draft policy titled “Tracking 
Cases Involving Aliens with Military Service Records” was provided 
to the working group established for recommendation 3 for review 
and comment.  OPP currently is adjudicating the edits/comments 
from the working group.  The next step will be to route the draft 
policy through the ICE Executive Secretariat for final review and 
comment by ICE offices. 
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Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 

ICE GAO-19-416 

IMMIGRATION 
ENFORCEMENT:  

Actions Needed to Better 
Handle, Identify, and Track 
Cases Involving Veterans 

06/06/2019 3 06/30/2021 

The Director of ICE should collect and maintain complete and 
electronic data on veterans in removal proceedings or who have been 
removed. 

ICE established a working group with representatives from ERO, 
HSI, OPLA, and M&A as part of the requirements-gathering process 
for this recommendation.  The working group identified the systems 
used by ICE officers and agents during the booking process where 
the military service and veteran status information would need to be 
collected, and identified the fields that will be added to the 
Enforcement Integrated Database Arrest Guide for Law Enforcement 
(EAGLE) and the Enforcement Case Tracking Systems’ Alien 
Removal Module.  The working group will continue to identify 
additional requirements for systems, procedures, training, and forms.  
Once M&A OPP finalizes the policy on “Tracking Cases Involving 
Aliens with Military Service Records,” these systems will be 
enhanced to add the fields identified by the working group to collect 
and maintain electronic data on veterans in removal proceedings or 
who have been removed. 

MGMT-
CFO             

GAO-17-205SU / 
GAO-17-474 

BORDER SECURITY: 
Additional Actions Could 
Strengthen DHS Efforts to 

Address Subterranean, Aerial, 
and Maritime Smuggling 

02/03/2017 6 03/24/2021 

The Secretary of Homeland Security should direct the Commandant 
of the Coast Guard, Commissioner of CBP, and the Director of ICE 
to establish and monitor RECOM [Regional Coordinating 

On March 24, 2021, GAO closed this recommendation as not 
implemented, after the universe of open recommendations for this 
annual report was identified. 
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Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 
Mechanism] performance measures and targets related to panga boat 
and recreational vessel smuggling.  

MGMT-
CFO             GAO-18-344 

DHS PROGRAM COSTS:  
Reporting Program-Level 

Operations and Support Costs 
Would Improve Oversight  

04/25/2018 2 05/16/2022 

The Secretary of Homeland Security should work with Congress to 
include O&S [operations and support] data in monthly execution 
reports at a major acquisition program level within current 
program/project activity accounts. 

Regarding the reporting of monthly operations and support (O&S) 
acquisition costs, DHS provided Investment Monthly Obligation 
Plans to Congress on November 21, 2019, which initiated the 
quarterly submission process.   
 
On December 2, 2019, DHS provided the plans to GAO and 
requested closure for this recommendation.  However, GAO advised 
that it will not close this recommendation until U.S. Coast Guard’s 
(USCG) monthly O&S acquisition costs are provided, similar to 
other Components.   
 
On April 15, 2020, the DHS Budget Division provided GAO with 
the USCG first quarter Investment Monthly Obligation Plan and as 
much information as USCG could provide; the information did not 
include expenditures because of system limitations.  However, GAO 
requested expenditure data for USCG to close this recommendation.   
DHS has asked USCG to determine whether its new financial system 
will be capable of providing expenditure data at the acquisition level 
and to provide an updated ECD.  DHS is awaiting USCG’s response. 

MGMT-
CHCO            GAO-16-253 

HOMELAND SECURITY:  
Oversight of Neglected 

Human Resources 
02/11/2016 9 09/30/2020 
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Component Report Number Report Title Report Received/ 
Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 
Information Technology 

Investment is Needed 

The Secretary of Homeland Security should direct the USM to direct 
the DHS CIO to direct the PALMS [Performance and Learning 
Management System] program office to establish a time frame for 
deciding whether PALMS will be fully deployed at FEMA and 
USCG, and determine an alternative approach if the learning and/or 
performance management capabilities of PALMS are deemed not 
feasible for ICE, FEMA, TSA, or USCG. 

On September 30, 2020, GAO closed this recommendation as 
implemented, after the universe of open recommendations for this 
annual report was identified. 

MGMT-
CHCO            GAO-18-466 

CYBERSECURITY 
WORKFORCE:  

Agencies Need to Improve 
Baseline Assessments and 

Procedures for Coding 
Positions 

06/14/2018 7 09/04/2020 

The Secretary of Homeland Security should conduct a baseline 
assessment of the department's cybersecurity workforce that includes 
(1) the percentage of personnel with IT, cybersecurity, or other 
cyber-related job functions who hold certifications; (2) the level of 
preparedness of other cyber personnel without existing credentials to 
take certification exams; and (3) a strategy for mitigating any gaps 
identified with appropriate training and certification for existing 
personnel. 

On September 4, 2020, GAO closed this recommendation as 
implemented, after the universe of open recommendations for this 
annual report was identified. 

MGMT-
CHCO            GAO-18-466 

CYBERSECURITY 
WORKFORCE:  

Agencies Need to Improve 
Baseline Assessments and 

06/14/2018 8 09/04/2020 
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Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 
Procedures for Coding 

Positions 

The Secretary of Homeland Security should submit a report of the 
department's baseline assessment of its existing cybersecurity 
workforce to the appropriate congressional committees of 
jurisdiction. 

On September 4, 2020, GAO closed this recommendation as 
implemented, after the universe of open recommendations for this 
annual report was identified. 

MGMT-
CHCO            GAO-19-144 

CYBERSECURITY 
WORKFORCE:  

Agencies Need to Accurately 
Categorize Positions to 

Effectively Identify Critical 
Staffing Needs 

03/12/2019 9 01/21/2021 

The Secretary of Homeland Security take steps to review the 
assignment of the “000” code to any positions in the 2210 IT 
management occupation series, assign the appropriate NICE 
[National Initiative for Cybersecurity Education] framework role 
codes, and assess the accuracy of position descriptions. 

On January 21, 2021, GAO closed this recommendation as 
implemented, after the universe of open recommendations for this 
annual report was identified.   

MGMT-
CIO             GAO-15-431 

TELECOMMUNICATIONS: 
Agencies Need Better 
Controls to Achieve 

Significant Savings on 
Mobile Devices and Services 

05/21/2015 12 11/30/2020 

The Secretary of Homeland Security should ensure procedures to 
monitor and control spending are established department-wide.  
Specifically, ensure that: 

(a) procedures include assessing devices for zero, under and over 
usage;  

On June 25, 2020, the DHS OCIO provided GAO with the U.S. 
Secret Service (USSS) Cellular Wireless Managed Services 
(CWMS) Asset and Inventory Management and other related 
artifacts in response to GAO’s related inquiries pertaining to USSS 
wireless activity coverage.  Additionally, OCIO provided GAO with 
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Component Report Number Report Title Report Received/ 
Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 
(b) personnel with authority and responsibility for performing the 

procedures are identified; and  
(c) the specific steps to be taken to perform the process are 

documented.   

a copy of the CWMS Strategic Sourcing Report Q3 2020-08 as 
validation of USCG contract coverage.  OCIO completed the 
procedural guides in November 2020 and will be providing them to 
GAO for feedback or a closure decision.  

MGMT-
CIO             GAO-16-511 

INFORMATION 
TECHNOLOGY:  

Agencies Need to Improve 
Their Application Inventories 

to Achieve Additional 
Savings  

09/29/2016 1 12/31/2020 

The Secretaries of Defense, Homeland Security, the Interior, and 
Labor; and the Director of the National Science Foundation should 
direct their CIOs and other responsible officials to modify existing 
investment management processes to address applications more 
completely.  Specifically, the Secretary of Homeland Security should 
direct the Department’s CIO to identify one high-cost function it 
could collect detailed cost, technical, and business information for 
and modify existing processes to collect and review this information. 

The Technical Evaluation Team has reviewed proposals for the new 
Enterprise Freedom of Information Act (FOIA) processing system 
and expects to award a contract in FY 2021. 

MGMT-
CIO             GAO-17-284 

HOMELAND SECURITY:  
Progress Made to Implement 

IT Reform, but Additional 
Chief Information Officer 

Involvement Needed 

05/18/2017 4 09/30/2021 

The Secretary of Homeland Security should direct the USM to direct 
the DHS CIO to establish time frames and implement a plan for: 

(a) identifying the department's future IT skillset needs as a 
result of DHS's new delivery model,  

(b) conducting a skills gap analysis, and  

There are several initiatives underway, including: 
1) Executing an organizational, cyber-focused reskilling training 
plan to focus on leadership development, writing, and customer 
service. 
2) Expecting the launch of the new Cybersecurity Talent 
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Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 
(c) resolving any skills gaps identified. Management System (CTMS) and the creation of a new DHS 

Cybersecurity Service later in FY 2021.  
3) Participating in training environments to receive hands-on Cloud 
laboratory experiences to continue raising the knowledge base 
forward and enhancing the Cloud skill levels.  
4) In collaboration with OCHCO and Office of Program 
Accountability and Risk Management (PARM), identifying ways to 
improve understanding of the current training offerings and to 
address skill gaps for Security/Development/Operations and Agile. 
5) Leveraging the IT Strategic Workforce Planning Integrated 
Project Team (represented by DHS Components) to share resources 
and training solutions for resolving IT skill gaps. 

MGMT-
CIO             GAO-17-284 

HOMELAND SECURITY:  
Progress Made to Implement 

IT Reform, but Additional 
Chief Information Officer 

Involvement Needed 

05/18/2017 5 12/31/2020 

The Secretary of Homeland Security should direct the USM to 
update the department's acquisition policies and guidance to be 
consistent in identifying that the DHS CIO is to certify investments' 
incremental development activities. 

The Systems Engineering Life Cycle (SELC) Core Team has 
addressed comments submitted by Components on the SELC 
Instruction and plans to submit it to the USM front office in 
December 2020 for legal review by the Office of General Counsel 
(OGC) before approval by the USM.  Additionally, the SELC Core 
Team continues to make progress on the comments that were 
submitted for the SELC Guidebook.  As of December 2020, the team 
has addressed several of the submitted comments. 
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Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 

MGMT-
CIO             GAO-17-284 

HOMELAND SECURITY:  
Progress Made to Implement 

IT Reform, but Additional 
Chief Information Officer 

Involvement Needed 

05/18/2017 6 10/30/2020 

The Secretary of Homeland Security should direct the USM to 
update DHS HQ’s, CBP’s, and USCG’s processes to track, for all 
contracts and agreements, the IT investment with which each is 
associated (as applicable). 

In June 2020, OCIO provided GAO with the following 
documentation: 1) The finalized USCG FY 2019 IT Forecast, and 2) 
Screenshots to support the Management Directorate’s (MGMT) IT 
Acquisition Review process to track DHS acquisitions and their 
associated IT investment.  CBP’s portion of the recommendation 
was closed.  OCIO is awaiting GAO’s feedback or closure decision. 

MGMT-
CIO             GAO-17-284 

HOMELAND SECURITY:  
Progress Made to Implement 

IT Reform, but Additional 
Chief Information Officer 

Involvement Needed 

05/18/2017 7 09/30/2020 

The Secretary of Homeland Security should direct the USM to 
update and implement the process DHS uses for assessing the risks 
of major IT investments to ensure that the CIO rating reported to the 
[IT] Dashboard fully reflects the CIO's assessment of each major IT 
investment. 

On September 30, 2020, GAO advised DHS that it received from the 
Chief Technology Officer (CTO) Directorate the CIO Program 
Health Assessment Process Guide.  MGMT requested closure of this 
recommendation and is awaiting GAO’s closure decision. 

MGMT-
CIO             GAO-18-93 

FEDERAL CHIEF 
INFORMATION 

OFFICERS:  
Critical Actions Needed to 
Address Shortcomings and 

Challenges in Implementing 
Responsibilities 

08/02/2018 10 01/31/2021 
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Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 
The Secretary of Homeland Security should ensure that the 
Department's IT management policies address the role of the DHS 
CIO for key responsibilities in the 5 areas we identified.  

OCIO and MGMT are in the process of coordinating updates to 
Delegations #00002 and #04000.  Once finalized, MGMT will 
provide the revised delegations to GAO and request closure. 

MGMT-
CIO             GAO-19-58 

CLOUD COMPUTING:  
Agencies Have Increased 

Usage and Realized Benefits, 
but Cost and Savings Data 
Need to be Better Tracked 

04/04/2019 16 10/31/2020 

The Secretary of Homeland Security should ensure that the DHS 
CIO completes an assessment of all IT investments for suitability for 
migration to a cloud computing service, in accordance with OMB 
guidance. 

On September 21, 2020, the FY 2022 IT Portfolio Summary was 
provided to OMB.  The summary will show that all investments have 
completed their cloud assessment successfully.  OCIO is awaiting 
feedback from GSA on when the information will be available on 
the OMB IT Dashboard.   

MGMT-
CIO             GAO-19-58 

CLOUD COMPUTING:  
Agencies Have Increased 

Usage and Realized Benefits, 
but Cost and Savings Data 
Need to be Better Tracked 

04/04/2019 17 11/30/2020 

The Secretary of Homeland Security should ensure that the DHS 
CIO establishes a consistent and repeatable mechanism to track 
savings and cost avoidances from the migration and deployment of 
cloud services. 

The Solutions Development Directorate currently is building a 
metrics collection capability that will promote transparency resource 
consumption with actionable recommendations to obtain 
efficiencies.  The IT Operations Division is assessing the cost 
savings/avoidance for system migration out of Data Center 2 (DC2).  

MGMT-
CIO             GAO-19-241 

DATA CENTER 
OPTIMIZATION:  

Additional Agency Actions 
Needed to Meet OMB Goals 

04/11/2019 10 04/02/2021 
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(or Date Closed) 

Recommendation Narrative of Implementation Status 

The Secretary of Homeland Security should take action to meet the 
data center closure targets established under DCOI by OMB. 

On April 2, 2021, GAO closed this recommendation as 
implemented, after the universe of open recommendations for this 
annual report was identified. 

MGMT-
CIO             GAO-19-241 

DATA CENTER 
OPTIMIZATION:  

Additional Agency Actions 
Needed to Meet OMB Goals 

04/11/2019 11 04/02/2021 

The Secretary of Homeland Security should take action to meet the 
data center optimization metric targets established under DCOI by 
OMB. 

On April 2, 2021, GAO closed this recommendation as 
implemented, after the universe of open recommendations for this 
annual report was identified. 

MGMT-
CIO             GAO-19-384 

CYBERSECURITY:  
Agencies Need to Fully 

Establish Risk Management 
Programs and Address 

Challenges 

07/25/2019 14 03/31/2021 

The Secretary of Homeland Security should develop a cybersecurity 
risk management strategy that includes the key elements identified in 
this report. 

On March 31, 2021, GAO closed this recommendation as 
implemented, after the universe of open recommendations for this 
annual report was identified. 

MGMT-
CIO             GAO-19-384 

CYBERSECURITY:  
Agencies Need to Fully 

Establish Risk Management 
Programs and Address 

Challenges 

07/25/2019 15 12/01/2020 

The Secretary of Homeland Security should establish and document 
a process for coordination between cybersecurity risk management 
and enterprise risk management functions. 

The CRMS initially was provided to OCIO on September 3, 2020, 
and, on the basis of feedback, was resubmitted to OCIO on 
December 1, 2020 for signature.  OCIO provided the CRMS to GAO 
for feedback or a closure decision. 
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MGMT-
CRSO            GAO-14-648 

FEDERAL REAL 
PROPERTY:  

DHS and GSA Need to 
Strengthen the Management 

of DHS Headquarters 
Consolidation 

09/19/2014 2 12/31/2020 

The Secretary of Homeland Security and the Administrator of the 
General Services Administration should work jointly to conduct the 
following assessments and use the results to inform updated DHS 
headquarters consolidation plans:  

(a) a comprehensive needs assessment and gap analysis of 
current and needed capabilities that take into consideration 
changing conditions, and  

(b) an alternatives analysis that identifies the costs and benefits 
of leasing and construction alternatives for the remainder of 
the project and prioritizes options to account for funding 
instability. 

GSA, in coordination with DHS, revised the St. Elizabeths Master 
Plan (amendment #2) to account for the challenges of adaptive reuse 
and lack of funding in FYs 2017 and 2018.  The revised Master Plan 
was approved by the National Capital Planning Commission on 
October 1, 2020.  In addition, DHS completed a DHS National 
Capital Region Consolidation Strategy, which includes a 
comprehensive real estate portfolio review of all owned and leased 
real estate within the region to support a 5-year consolidation plan.  
This strategy is currently under review for submission to OMB and 
Congress in response to the DHS Accountability Act of 2015.   

MGMT-
CRSO            GAO-14-648 

FEDERAL REAL 
PROPERTY:  

DHS and GSA Need to 
Strengthen the Management 

of DHS Headquarters 
Consolidation 

09/19/2014 4 12/31/2020 

After revising the DHS headquarters consolidation plans, the 
Secretary of Homeland Security and the Administrator of the 
General Services Administration should work jointly to develop 
revised cost and schedule estimates for the remaining portions of the 
consolidation project that conform to GSA guidance and leading 

GSA, in coordination with DHS, revised the St. Elizabeths Master 
Plan (amendment #2) to account for the challenges of adaptive reuse 
and lack of funding in FYs 2017 and FY 2018.  The revised Master 
Plan was approved by the National Capital Planning Commission on 
October 1, 2020.  In addition, DHS completed a DHS National 
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Recommendation Narrative of Implementation Status 
practices for cost and schedule estimation, including an independent 
evaluation of the estimates. 

Capital Region Consolidation Strategy, which includes a 
comprehensive real estate portfolio review of all owned and leased 
real estate within the region to support a 5-year consolidation plan.  
This strategy is currently under review for submission to OMB and 
Congress in response to the DHS Accountability Act of 2015.   

MGMT-
CRSO            GAO-19-543 

ENVIRONMENTAL 
JUSTICE:  

Federal Efforts Need Better 
Planning, Coordination, and 
Methods to Assess Progress  

09/16/2019 4 12/30/2020 

The Secretary of Homeland Security should update the Department's 
environmental justice strategic plan. 

The Department has communicated with Components through the 
DHS Environmental Justice Working Group and has coordinated 
with Components to review the revised strategy.  As of 
September 30, 2020, DHS provided the public with an opportunity to 
review and make recommendations on the revised strategy by 
posting the document on DHS’s external website and distributing it 
in four languages to the DHS CRCL stakeholder email list.  The 
Department anticipates finalizing the strategy in December 2020.  

MGMT-
FPS             GAO-16-135 

HOMELAND SECURITY:  
FPS and GSA Should 

Strengthen Collaboration to 
Enhance Facility Security 

12/16/2015 1 09/16/2020 

The Secretary of Homeland Security should direct FPS [Federal 
Protective Service] and the GSA Administrator should direct GSA 
headquarters officials to establish a plan with timeframes for 
reaching agreement on a joint strategy and finalizing it in order to 
define and articulate a common understanding of expected outcomes 

On September 16, 2020, GAO closed this recommendation as 
implemented, after the universe of open recommendations for this 
annual report was identified. 
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Recommendation Narrative of Implementation Status 
and align the two agencies' activities and core processes to achieve 
their related missions. 

MGMT-
FPS             GAO-16-135 

HOMELAND SECURITY:  
FPS and GSA Should 

Strengthen Collaboration to 
Enhance Facility Security 

12/16/2015 5 09/16/2020 

The Secretary of Homeland Security should direct FPS and the GSA 
Administrator should direct GSA headquarters officials to develop a 
process to ensure that compatible policies and procedures, including 
those for information sharing, are communicated at the regional level 
so that regional officials at both agencies have common information 
on how to operationalize the two agencies' collaborative efforts. 

On September 16, 2020, GAO closed this recommendation as 
implemented, after the universe of open recommendations for this 
annual report was identified. 

MGMT-
FPS             GAO-16-135 

HOMELAND SECURITY:  
FPS and GSA Should 

Strengthen Collaboration to 
Enhance Facility Security 

12/16/2015 7 09/22/2020 

The Secretary of Homeland Security should direct FPS and the GSA 
Administrator should direct GSA headquarters officials to develop 
mechanisms to monitor, evaluate, and report on their collaborative 
efforts to protect federal facilities in order to identify possible areas 
for improvement and to reinforce accountability. 

On September 22, 2020, GAO closed this recommendation as 
implemented, after the universe of open recommendations for this 
annual report was identified. 

MGMT-
FPS             GAO-19-32SU 

FEDERAL FACILITY 
SECURITY:  

Actions Needed to Better 
Address Various Emerging 

Threats 

10/17/2018 1 12/31/2020 
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Recommendation Narrative of Implementation Status 

The Director of FPS should reach agreement with GSA on FPS's and 
GSA's roles and responsibilities with respect to addressing cyber 
threats to building systems in GSA-controlled facilities. 

On September 9, 2020, GSA provided to FPS a final draft MOA 
pursuant to GSA’s internal review and comment.  The final draft 
provided by GSA appears to concur with all of the key requirements 
from FPS, including a definition of “DHS majority-occupied” as 51 
percent or greater.  On October 21, 2020, FPS provided the MOA 
back to GSA with recommendations for changes based on FPS’ 
internal review.  GSA currently is reviewing the proposed changes. 

MGMT-
PARM            GAO-17-346SP 

HOMELAND SECURITY 
ACQUISITIONS:  

Earlier Requirements 
Definition and Clear 

Documentation of Key 
Decisions Could Facilitate 

Ongoing Progress 

04/06/2017 1 12/31/2020 

The Secretary of Homeland Security should direct the USM to 
update the acquisition policy to require that major acquisition 
programs' technical requirements are well defined and key technical 
reviews are conducted prior to approving programs to initiate 
product development and establishing APBs [Acquisition Program 
Baseline], in accordance with acquisition best practices. 

PARM has completed adjudicating 99 percent of the DHS 
Component comments to the SELC Instruction and is continuing to 
work with two Components to resolve their critical, nonconcurring 
comments/issues.  PARM expects to resubmit the updated SELC 
Instruction package to the USM front office in December 2020 for 
legal review by the OGC before approval by the USM.  PARM 
expects a completed and signed instruction by the end of CY 2020. 

MGMT-
PARM            GAO-17-799 

DHS FINANCIAL 
MANAGEMENT:  

Better Use of Best Practices 
Could Help Manage System 
Modernization Project Risks 

09/26/2017 1 12/31/2020 
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The USM should develop and implement effective processes and 
improve guidance to reasonably assure that future AAs [alternatives 
analysis] fully follow AOA [analysis of alternatives] process best 
practices and reflect the four characteristics of a reliable, high-quality 
AOA process. 

PARM implemented AOA/AA Study Plan and Final Report 
Assessments for major acquisitions.  PARM is using the AOA 
guidance to support program development of AOA/AAs.  The 
AOA/AA Best Practices Guidance is being used to provide 
recommendations to programs and Defense Acquisition 
University/Homeland Security Acquisition Institute course 
curriculum.  During the first quarter of FY 2021, PARM will provide 
the plans and reports to GAO for review and feedback or a closure 
decision. 

MGMT-
PARM            GAO-17-799 

DHS FINANCIAL 
MANAGEMENT:  

Better Use of Best Practices 
Could Help Manage System 
Modernization Project Risks 

09/26/2017 2 11/30/2019 

The USM should improve the Risk Management Planning Handbook 
and other relevant guidance for managing risks associated with 
financial management system modernization projects to fully 
incorporate risk management best practices, including:  

(a) defining thresholds to facilitate review of performance 
metrics to determine when risks become unacceptable; 

(b) identifying and analyzing risks to include periodically 
reconsidering risk sources, documenting risks specifically 
related to the lack of sufficient, reliable cost and schedule 
information needed to help properly manage and oversee the 
project, and timely disposition of IV&V [independent 
verification and validation] contractor-identified risks;  

On October 22, 2019, PARM requested closure of this 
recommendation and is awaiting GAO’s closure decision.   
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(c) developing risk mitigation plans with specific risk-handling 

activities, the costs and benefits of implementing them, and 
contingency plans for selected critical risks; and  

(d) implementing risk mitigation plans to include establishing 
periods of performance for risk-handling activities and 
defining time intervals for updating and certifying the 
accuracy and completeness of information on risks in DHS's 
risk register. 

MGMT-
PARM            GAO-18-339SP 

HOMELAND SECURITY 
ACQUISITIONS:  

Leveraging Programs' Results 
Could Further Improve 

DHS’s Progress to Improve 
Portfolio Management 

05/17/2018 2 02/17/2021 

The USM should require PARM to assess the results of major 
acquisition programs’ post-implementation reviews and identify 
opportunities to improve performance across the acquisition 
portfolio.  

On February 17, 2021, GAO closed this recommendation as 
implemented, after the universe of open recommendations for this 
annual report was identified.   

MGMT-
PARM            GAO-18-600 

COAST GUARD 
ACQUISITIONS:  

Polar Icebreaker Program 
Needs to Address Risks 

before Committing Resources 

09/04/2018 5 10/31/2021 

The USM should require the Coast Guard to update the HPIB [heavy 
polar icebreaker] acquisition program baselines prior to authorizing 
lead ship construction, after completion of the preliminary design 
review, and after it has gained the requisite knowledge on its 
technologies, cost, and schedule, as recommended above. 

PARM updated acquisition policy to require key technical reviews, 
including the preliminary design review, to be conducted prior to 
approving final acquisition program baselines.  Therefore, DHS will 
require an update of the Polar Security Cutter (PSC) program’s 
acquisition program baseline prior to authorizing lead ship 
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construction, after completing the preliminary design review, and 
after gaining the requisite knowledge on its technologies, cost, and 
schedule.  USCG and U.S. Navy, through an integrated program 
office, awarded VT Halter Marine Inc., Pascagoula, Mississippi, a 
fixed price incentive (firm) contract for the Detail Design and 
Construction (DD&C) of USCG’s lead PSC on April 23, 2019.  The 
contract also includes options for the construction of two additional 
PSCs.  The preliminary design review (PDR) was completed on 
April 23, 2020, and the program anticipates the acquisition program 
baseline update to occur in mid-CY 2021, prior to the start of lead 
ship construction. 

OPE GAO-18-233 

EMERGENCY 
MANAGEMENT:  

Federal Agencies Could 
Improve Dissemination of 

Resources to Colleges 

02/22/2018 1 09/30/2022  

The Secretary of Homeland Security, in collaboration with other 
agencies, through the planned interagency working group or another 
mechanism, should identify further opportunities to more effectively 
publicize resources to reach additional colleges. 

DHS, through the interagency working group, continues to identify 
further opportunities to publicize resources more effectively to reach 
additional colleges.  For example, in 2018 and 2019, the Campus 
Resilience (CR) Program Tabletop Exercises Series held five events 
reaching more than 905 participants, representing 248 colleges and 
universities.  Additionally, the Office of Academic Engagement 
(OAE), in coordination with FEMA, has published 10 exercise 
starter kits (ESK) to assist both the K-12 community and colleges 
and universities with building and refining response training and 
exercises to enhance their emergency plans and capabilities.  The 
ESKs provide colleges predeveloped packages of templates that can 
be used to facilitate self-conducted emergency tabletop exercises.  
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To date, OAE has distributed more than 17,000 ESKs to schools 
across the country.  Further, on March 26, 2018, OAE launched the 
CR Program Resource Library, https://www.dhs.gov/campus-
resilience-program-resource-library.  This free, online repository 
offers a variety of resources better to empower practitioners and 
campus leaders to prepare for, respond to, and recover from various 
threats and hazards relevant to the academic community.  The library 
includes links to more than 350 resources, representing a variety of 
federal, state, local, private-sector, emergency management, and 
academic association entities. 

OPE GAO-18-537 

NATIVE AMERICAN 
CULTURAL PROPERTY:  
Additional Agency Actions 

Needed to Assist Tribes with 
Repatriating Items from 

Overseas Auctions 

09/05/2018 1 11/30/2020  

The Secretary of Homeland Security should direct Homeland 
Security’s members of the interagency working group for protection 
of Native American cultural property to implement selected leading 
collaboration practices, such as taking steps to agree on outcomes 
and objectives, clarify roles and responsibilities, and document these 
decisions. 

The DHS Office of Partnership and Engagement (OPE) will be 
requesting closure of this recommendation. 
 
Since the issuance of this recommendation, the Department’s Tribal 
Affairs Program in the Office of Intergovernmental Affairs began 
active participation in the ad hoc interagency working group.  CBP 
and ICE continue to participate in the ad hoc interagency working 
group hosted by the Department of State in discussions related to the 
recommendation and continue to engage with the working group to 
meet the intent of the recommendation.  The working group prepared 
a draft addressing its efforts and implementation of selected leading 
collaboration practices that fit a group that meets on an ad hoc basis 

https://www.dhs.gov/campus-resilience-program-resource-library
https://www.dhs.gov/campus-resilience-program-resource-library
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and in a nonroutine manner and generally when challenging issues 
and efforts arise.  The next steps include finalizing the draft outline 
of the working group’s roles and responsibilities.  DHS will continue 
to maintain its support role under current authorities as needed for 
various repatriation efforts with an understanding that DHS is not a 
key department in repatriation efforts within the borders of the 
United States. 

OPE GAO-18-537 

NATIVE AMERICAN 
CULTURAL PROPERTY: 
Additional Agency Actions 

Needed to Assist Tribes with 
Repatriating Items from 

Overseas Auctions 

09/05/2018 5 11/30/2020  

The Secretary of Homeland Security should direct Homeland 
Security’s members of the interagency working group for protection 
of Native American cultural property to identify and externally 
communicate to tribes points of contact within the agency that are 
responsible for responding to tribes’ requests for assistance with 
repatriating cultural items from overseas auctions. 

OPE will be requesting closure of this recommendation. 
 
DHS has evaluated and updated contact information on various 
public-facing webpages.  DHS engages interested tribes via mass 
emails, monthly tribal collaboration calls, face-to-face engagements, 
and participation in repatriation conferences.  During all of these 
communications, OPE focuses on contact information sharing and 
support to tribes.  DHS provides contact information through CBP’s 
Office of Intergovernmental Public Liaison and the DHS Tribal 
Affairs Program, which are all searchable online.  DHS maintains 
relationships directly with federally recognized tribes and continues 
to message the Department’s internal coordination so that interested 
tribes do not have to make multiple inquiries but can reach out to 
any tribal affairs practitioner within the Department to get to the 
right contact.  CBP and ICE continue to support the outreach efforts 
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of the working group.  Many international repatriation efforts do not 
gain media attention or are not advertised by tribes whose funerary 
or cultural and sacred items are returned, but a recent example of 
how the process works can be seen through the National Museum of 
Finland returning ancestry or remains to the Pueblo tribes ( 
https://trumpwhitehouse.archives.gov/briefings-statements/remarks-
president-trump-repatriation-native-american-artifacts-remains/).  
This effort shows that the interagency collaboration process works 
and that tribes can find appropriate points of contact to execute the 
most complicated international repatriation. 

OPE GAO-18-537 

NATIVE AMERICAN 
CULTURAL PROPERTY: 
Additional Agency Actions 

Needed to Assist Tribes with 
Repatriating Items from 

Overseas Auctions 

09/05/2018 9 11/30/2020  

The Secretary of Homeland Security should direct Homeland 
Security’s members of the interagency working group for protection 
of Native American cultural property to collaborate with the 
interagency working group members from other agencies to assess, 
in consultation with Indian tribes, whether and how amending the 
U.S. legal framework governing the export, theft, and trafficking of 
Native American cultural items would facilitate the repatriation of 
these items from auctions overseas and report its findings to 
Congress. 

OPE will be requesting closure of this recommendation. 
 
No subject matter experts in the Department have identified any 
specific legislative recommendations to Congress necessary for 
carrying out its mission in this space.  In the repatriation efforts of 
the agencies involved, the Pueblos, and the Museum of Finland, the 
appropriate authorities and authorizations for repatriation exist.  
Congress has introduced legislation on the subject and had hearings 
as it has seen appropriate.  DHS members of the ad hoc working 
group continue to support efforts and considerations related to the 
recommendation. 

https://trumpwhitehouse.archives.gov/briefings-statements/remarks-president-trump-repatriation-native-american-artifacts-remains/
https://trumpwhitehouse.archives.gov/briefings-statements/remarks-president-trump-repatriation-native-american-artifacts-remains/
https://trumpwhitehouse.archives.gov/briefings-statements/remarks-president-trump-repatriation-native-american-artifacts-remains/
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OPE GAO-19-22 

TRIBAL CONSULTATION:  
Additional Federal Actions 
Needed for Infrastructure 

Projects 

03/20/2019 5 09/30/2022  

The Secretary of Homeland Security should establish a timeframe for 
developing or updating policy to implement the statutory 
requirement to consult with ANCs [Alaska Native Corporation] on 
the same basis as Indian tribes under Executive Order 13175. 

As of April 2020, this recommendation was transferred from FEMA 
to OPE.  OPE continues work to establish a timeframe for 
developing policy.  To date, FEMA completed and signed its Tribal 
Consultation Policy and requested closure.  However, GAO has 
requested updated corresponding policy for implementing the 
statutory requirement.   

OPE GAO-19-22 

TRIBAL CONSULTATION:  
Additional Federal Actions 
Needed for Infrastructure 

Projects 

03/20/2019 16 09/30/2022  

The Secretary of Homeland Security should document in the 
agency’s tribal consultation policy how agency officials are to 
communicate with tribes about how tribal input from consultation 
was considered in agency decisions on infrastructure projects. 

In February 2020, the Department presented an update to National 
Congress of American Indians committees on the proposed revisions 
to the Tribal Consultation Policy and provided hard copies of the 
drafts.  On March 11, 2020, because of COVID-19, the Department 
extended the consultation period to June 1, 2020, and informed tribes 
via Gov Delivery.  OPE continues to review and address comments 
and to revise the policy. 

PLCY GAO-15-521 

UNACCOMPANIED ALIEN 
CHILDREN:  

Actions Needed to Ensure 
Children Receive Required 

Care in DHS Custody 

07/14/2015 11 03/31/2021 

The Secretaries of Homeland Security and Health and Human 
Services should jointly develop and implement a documented 

This recommendation is very closely related to recommendations 
that GAO recently issued in GAO-20-245, “Southwest Border: 
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interagency process with clearly defined roles and responsibilities, as 
well as procedures to disseminate placement decisions, for all 
agencies involved in the referral and placement of UAC 
[unaccompanied alien children] in HHS [U.S. Department of Health 
and Human Services] shelters. 

Actions Needed to Improve DSH Processing of Families and 
Coordination between DHS and HHS.”  In that report, GAO found 
that some of the same issues found in its 2015 work continued to 
exist in 2020.  As a result, GAO advised that it will keep the 2015 
recommendations to DHS and HHS open.  PLCY is working to 
address both reports’ recommendations concurrently and will 
provide documentation to GAO upon completion to request closure. 

PLCY GAO-16-178C / 
GAO-16-498 

VISA WAIVER PROGRAM:  
DHS Should Take Steps to 

Ensure Timeliness of 
Information Needed to 

Protect U.S. National Security 

01/27/2016 2 08/24/2020 

The Secretary of Homeland Security should take steps to improve 
DHS’s timeliness in reporting to Congress, within the statutory time 
frame, the department's determination of whether each VWP [Visa 
Waiver Program] country should continue participating in the 
program and any effects of the country's participation on U.S. law 
enforcement and national security interests. 

On August 24, 2020, GAO closed this recommendation as 
implemented, after the universe of open recommendations for this 
annual report was identified. 

PLCY GAO-17-300 

COUNTERING VIOLENT 
EXTREMISM:  

Actions Needed to Define 
Strategy and Assess Progress 

of Federal Efforts 

04/06/2017 1 06/30/2021 

The Secretary of Homeland Security and the Attorney General—as 
heads of the two lead agencies responsible for coordinating CVE 
[countering violent extremism] efforts—should direct the CVE Task 
Force to develop a cohesive strategy that includes measurable 
outcomes for CVE activities. 

PLCY provided a finalized implementation plan to GAO and 
requested closure of this recommendation.  PLCY is awaiting 
GAO’s closure decision. 
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PLCY GAO-17-300 

COUNTERING VIOLENT 
EXTREMISM:  

Actions Needed to Define 
Strategy and Assess Progress 

of Federal Efforts 

04/06/2017 3 06/30/2021 

The Secretary of Homeland Security and the Attorney General—as 
heads of the two lead agencies responsible for coordinating CVE 
efforts—should direct the CVE Task Force to establish and 
implement a process to assess overall progress in CVE, including its 
effectiveness. 

PLCY provided a finalized implementation plan to GAO and 
requested closure of this recommendation.  PLCY is awaiting 
GAO’s closure decision. 

PLCY GAO-18-590 

HOMELAND SECURITY:  
Clearer Roles and 

Responsibilities for the Office 
of Strategy, Policy, and Plans 

and Workforce Planning 
Would Enhance Its 

Effectiveness 

09/19/2018 2 12/31/2021 

The Secretary of Homeland Security should create corresponding 
processes and procedures to help implement the mission, roles, and 
responsibilities defined in the delegation of authority or similar 
document to help ensure predictability, repeatability, and 
accountability in department-wide and crosscutting strategy and 
policy efforts. 

PLCY is continuing to address this recommendation by discussing 
various options for developing directives and instructions. 

PLCY GAO-18-590 

HOMELAND SECURITY:  
Clearer Roles and 

Responsibilities for the Office 
of Strategy, Policy, and Plans 

and Workforce Planning 

09/19/2018 3 03/31/2021 
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Would Enhance Its 

Effectiveness 

The Under Secretary for Strategy, Policy, and Plans should use the 
DHS Workforce Planning Guide to help identify and analyze any 
gaps in PLCY's workforce, design strategies to address any gaps, and 
communicate this information to DHS leadership. 

PLCY continues to nonconcur with this recommendation.  PLCY 
does not have a “billet” system like other operational Components.  
PLCY has a statutory cap on the number of employees budgeted for 
personnel payroll.  However, there is no “set” number of position 
types because PLCY has to remain flexible enough to fill positions 
where needs arise.  Since administration and secretarial priorities are 
updated frequently, PLCY must fill the voids to meet the 
administration’s expectations.  A workforce planning guidance 
document is unable to predict PLCY’s personnel requirements. 

PLCY GAO-18-590 

HOMELAND SECURITY:  
Clearer Roles and 

Responsibilities for the Office 
of Strategy, Policy, and Plans 

and Workforce Planning 
Would Enhance Its 

Effectiveness 

09/19/2018 4 12/31/2021 

The Under Secretary for Strategy, Policy, and Plans should enhance 
the use of collaboration and communication mechanisms to connect 
with staff in the components with responsibilities for policy and 
strategy to better identify and address emerging needs. 

DHS PLCY is continuing to address this recommendation by 
discussing various options for developing directives and instructions. 

PLCY GAO-19-305 
BORDER SECURITY:  

DHS Should Improve the 
Quality of Unlawful Border 

03/21/2019 1 06/30/2021 
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Entry Information and Other 

Metric Reporting 

The Secretary of Homeland Security should develop and implement 
a process to systematically review the reliability of the data used in 
its Border Security Metrics Report (BSMR)and comprehensively 
identify any limitations with the data and methodologies that 
underlie its metrics. 

PLCY Office of Immigration Statistics (OIS) is finalizing the 2019 
BSMR, which should address this recommendation.  The BSMR is 
in the final round of Component reviews.  As soon as it has been 
finalized, it will be submitted to GAO for review and feedback or for 
a closure decision. 

PLCY GAO-19-305 

BORDER SECURITY:  
DHS Should Improve the 

Quality of Unlawful Border 
Entry Information and Other 

Metric Reporting 

03/21/2019 2 06/30/2021 

The Secretary of Homeland Security should ensure the 
communication of the limitations of the metrics identified through 
the systematic review in the department's annual BSMR. 

PLCY OIS is finalizing the 2019 BSMR, which should address this 
recommendation.  The BSMR is in the final round of Component 
reviews.  As soon as it has been finalized, it will be submitted to 
GAO for review and feedback or a closure decision. 

PLCY GAO-19-305 

BORDER SECURITY:  
DHS Should Improve the 

Quality of Unlawful Border 
Entry Information and Other 

Metric Reporting 

03/21/2019 3 06/30/2021 

The Under Secretary for the Office of Strategy, Policy, and Plans 
should include the results of sensitivity analyses to key assumptions 
in its statistical models of unlawful entry estimates in its annual 
BSMR. 

PLCY OIS is finalizing the 2019 BSMR, which should address this 
recommendation.  The BSMR is in the final round of Component 
reviews.  As soon as it has been finalized, it will be submitted to 
GAO for review and feedback or a closure decision. 
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PLCY GAO-19-305 

BORDER SECURITY:  
DHS Should Improve the 

Quality of Unlawful Border 
Entry Information and Other 

Metric Reporting 

03/21/2019 4 06/30/2021 

The Under Secretary for the Office of Strategy, Policy, and Plans 
should include measures of statistical uncertainty for all metrics 
based on estimates derived from statistical models in its annual 
BSMR. 

PLCY OIS is finalizing the 2019 BSMR, which should address this 
recommendation in the report.  The BSMR is in the final round of 
Component reviews.  As soon as it has been finalized, it will be 
submitted to GAO for review. 

PLCY GAO-19-441 

DRUG CONTROL:  
Certain DOD and DHS Joint 
Task Forces Should Enhance 
Their Performance Measures 
to Better Assess Counterdrug 

Activities 

07/09/2019 3 12/31/2020 

The Secretary of Homeland Security should develop outcome-based 
performance measures for the DHS JTFs [Joint Task Forces] that are 
consistent. 

On July 7, 2020, PLCY provided the 2018 and 2019 JTF 
Performance Metrics Reports to Congress.  PLCY will be providing 
copies of the reports to GAO for review and feedback or for a 
closure decision. 

PRIV GAO-15-82 

FREEDOM OF 
INFORMATION ACT:  

DHS Should Take Steps to 
Improve Cost Reporting and 

Eliminate Duplicate 
Processing 

11/19/2014 2 09/30/2021 

The Secretary of Homeland Security should improve reporting of 
FOIA costs by including salaries, employee benefits, non-personnel 
direct costs, indirect costs, and costs for other offices. 

In September 2018, DHS Privacy Office (PRIV) requested closure of 
this recommendation, but GAO since has requested more 
information.  PRIV is working to provide this information to GAO. 
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PRIV GAO-15-82 

FREEDOM OF 
INFORMATION ACT:  

DHS Should Take Steps to 
Improve Cost Reporting and 

Eliminate Duplicate 
Processing 

11/19/2014 4 03/17/2020 

The Secretary of Homeland Security should direct the Chief FOIA 
Officer to determine the viability of re-establishing the service-level 
agreement between USCIS [U.S. Citizenship and Immigration 
Services] and ICE to eliminate duplication in the processing of 
immigration files. If the benefits of doing so would exceed the costs, 
re-establish the agreement. 

PRIV is awaiting GAO’s closure decision. 
 
On March 17, 2020, USCIS and ICE signed an intra-agency MOA 
that enables USCIS to process records with ICE equities located in 
Alien Files.  The agreement stipulates that once processing is 
complete, ICE will have 48 hours to review, incorporate any 
additional withholdings, as appropriate, and approve the release of 
ICE records.  ICE will conduct its review in USCIS’ FOIA tracking 
and processing solution, FIRST, thus eliminating the duplication of 
efforts identified in GAO-15-82.  The agreement takes effect on June 
1, 2020, and lasts through FY 2020.  However, subject to the 
availability of funds, ICE intends to renew this MOA for FY 2021. 

PRIV GAO-15-82 

FREEDOM OF 
INFORMATION ACT:  

DHS Should Take Steps to 
Improve Cost Reporting and 

Eliminate Duplicate 
Processing 

11/19/2014 3 09/30/2021 

The Secretary of Homeland Security should direct the Chief FOIA 
Officer to direct USCIS and Coast Guard to fully implement the 
recommended FOIA processing system capabilities and the section 
508 requirement. 

In September 2018, PRIV requested closure of this recommendation, 
but GAO since has requested more information.  PRIV is working to 
provide this information to GAO. 
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PRIV GAO-18-365 

FREEDOM OF 
INFORMATION ACT:  

Agencies Are Implementing 
Requirements but Additional 

Actions Are Needed 

06/25/2018 4 03/06/2020 

The Secretary of DHS should take steps to develop and document a 
plan that fully addresses best practices with regards to reduction of 
backlogged FOIA requests. 

PRIV is awaiting GAO’s closure decision. 
 
In March 2020, DHS published the DHS Departmental Backlog 
Reduction Plan: 2020-2023.  The plan includes five goals that lay 
out a sustainable course for containing and reducing the age of the 
backlog in the short term, and sustainably lowering the size of the 
backlog over the next 3-to-5 years.  To achieve success, the plan 
addresses the underlying causes of the backlog, including 
decentralization, technology and interoperability limitations, and 
staffing and resource constraints.   

S&T GAO-19-210 

HOMELAND SECURITY:  
Research & Development 

Coordination Has Improved, 
but Additional Actions 

Needed to Track and Evaluate 
Projects 

03/21/2019 1 10/09/2020 

The Deputy Secretary of Homeland Security should ensure that all 
components adhere to IPT [Integrated Product Team] participation 
requirements, in accordance with the DHS directives. 

On October 9, 2020, GAO closed this recommendation as 
implemented, after the universe of open recommendations for this 
annual report was identified. 

S&T GAO-19-210 

HOMELAND SECURITY:  
Research & Development 

Coordination Has Improved, 
but Additional Actions 

03/21/2019 2 10/31/2020 
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Needed to Track and Evaluate 

Projects 

The Deputy Secretary of Homeland Security should develop a 
mechanism that aligns processes and information sources for 
collecting R&D [research and development] project data from DHS 
components to ensure that the information can be collected, 
integrated and result in a comprehensive accounting of R&D projects 
DHS-wide. 

S&T provided an update and documentation to GAO and requested 
closure of this recommendation.  In the third and fourth quarters of 
FY 2020, S&T coordinated with R&D stakeholders throughout DHS 
to conduct a comprehensive accounting of DHS-wide R&D projects.  
The R&D accounting activity is carried out annually in accordance 
with various legislative and DHS Management requirements. 

S&T GAO-19-210 

HOMELAND SECURITY:  
Research & Development 

Coordination Has Improved, 
but Additional Actions 

Needed to Track and Evaluate 
Projects 

03/21/2019 3 12/09/2020 

The Deputy Secretary of Homeland Security should direct OCFO 
program officials to ensure that S&T take steps to more fully 
incorporate leading practices, such as those included in DHS’s 
budget preparation guidance, into R&D milestones. 

On December 9, 2020, GAO closed this recommendation as 
implemented, after the universe of open recommendations for this 
annual report was identified. 

S&T GAO-19-210 

HOMELAND SECURITY:  
Research & Development 

Coordination Has Improved, 
but Additional Actions 

Needed to Track and Evaluate 
Projects 

03/21/2019 4 06/30/2021 
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The Deputy Secretary of Homeland Security should develop 
standard processes and procedures for collecting and analyzing 
customer feedback, applicable to components conducting R&D, for 
improving the usefulness of existing customer feedback mechanisms 
to assess R&D efforts and for implementing such mechanisms where 
absent. 

DHS agrees that a standardized process for collecting and analyzing 
customer feedback to aid in assessing R&D efforts should be 
developed.  To date, this effort has not been studied or formalized.  
In FY 2021, S&T will analyze best practices for capturing customer 
feedback and will identify existing methods already in use by S&T 
and Components that could inform how best to expand customer 
feedback processes and procedures.  Within S&T, as part of the 
Business Process Flow, after project closeout, Activity 13.2 
identifies a distinct step to analyze and assess if customer 
expectations were met.  Activity 13.2 includes an internal review 
upon conclusion of the project.  In this review, the Special Projects 
Officer (SPO) conducts an analysis to understand whether the 
customer’s expectations were met and why.  Lessons learned also 
will be updated in conjunction with the SPO during this activity. 

S&T GAO-19-636 

SURFACE 
TRANSPORTATION:  
DHS Is Developing and 

Testing Security 
Technologies, but Could 
Better Share Test Results 

09/12/2019 1 03/26/2021 

The Deputy Secretary of Homeland Security should ensure that S&T 
take steps to more fully incorporate practices for developing 
milestones within DHS’s budget preparation guidance, into the 
Surface Transportation Explosive Threat Detection program. 

On March 26, 2021, GAO closed this recommendation as 
implemented, after the universe of open recommendations for this 
annual report was identified. 

TSA GAO-16-130C / 
GAO-16-582 

FEDERAL AIR MARSHAL 
SERVICE:  03/22/2016 1 11/09/2020 
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Component Report Number Report Title Report Received/ 
Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 
Actions Needed to Better 

Incorporate Risk in 
Deployment Strategy 

The Director of FAMS, in addition to considering risk when 
determining how to divide FAMS’s international flight coverage 
resources among international destinations, should incorporate risk 
into FAMS’s method for initially setting its annual target numbers of 
average daily international and domestic flights to cover. 

On November 9, 2020, GAO closed this recommendation as 
unimplemented, after the universe of open recommendations for this 
annual report was identified. 

TSA GAO-16-130C / 
GAO-16-582 

FEDERAL AIR MARSHAL 
SERVICE:  

Actions Needed to Better 
Incorporate Risk in 

Deployment Strategy 

03/22/2016 2 08/31/2020 

The Director of FAMS should conduct and document a risk 
assessment—systematically collecting information on and assigning 
value to current risks—to further support FAMS’s domestic resource 
allocation decisions, including the identification of high-priority 
geographic areas. 

On August 31, 2020, GAO closed this recommendation as 
implemented, after the universe of open recommendations for this 
annual report was identified.  

TSA GAO-17-602C / 
GAO-17-794 

AVIATION SECURITY:  
Actions Needed to 

Systematically Evaluate Cost 
and Effectiveness Across 

Security Countermeasures. 

08/16/2017 1 11/30/2020 

The Administrator of TSA should explore and pursue methods to 
assess the deterrent effect of TSA’s passenger aviation security 
countermeasures; such an effort should identify FAMS—a 
countermeasure with a focus on deterring threats—as a top priority to 
address.  

TSA provided GAO with the information that the FAMS have 
changed and GAO had a separate meeting with the FAMS to discuss 
countermeasures and CONOPs.  TSA provided the new data and 
information as they relate to methods and countermeasures to deter 
threats per FAMS.  TSA Requirements and Capabilities Analysis 
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Component Report Number Report Title Report Received/ 
Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 
planned to provide GAO with a classified briefing to discuss the 
updates/models for the Risk and Trade Space Portfolio Analysis 
Tool; however, because of COVID-19, the briefing was not able to 
occur.  TSA is planning a classified briefing for GAO. 

TSA GAO-18-405 

DEPARTMENT OF 
HOMELAND SECURITY:  
Components Could Improve 
Monitoring of the Employee 

Misconduct Process 

08/30/2018 16 10/31/2020 

The Administrator of TSA should monitor the duration of all cases 
beginning-to-end by stage and case type.  

As of September 10, 2020, TSA addressed GAO’s follow-up 
questions and provided requested documentation.  TSA is awaiting 
GAO’s feedback or closure decision. 

TSA GAO-18-405 

DEPARTMENT OF 
HOMELAND SECURITY: 
Components Could Improve 
Monitoring of the Employee 

Misconduct Process 

08/30/2018 17 10/31/2020 

The Administrator of TSA should monitor the timeliness of 
misconduct cases according to established targets for management 
inquiries (fact finding) and administrative inquiries, and the proposal 
and decision stages, using case information system data. 

As of September 10, 2020, TSA addressed GAO’s follow-up 
questions and provided requested documentation.  TSA is awaiting 
GAO’s feedback or closure decision. 

TSA GAO-18-405 

DEPARTMENT OF 
HOMELAND SECURITY: 
Components Could Improve 
Monitoring of the Employee 

Misconduct Process 

08/30/2018 18 10/31/2020 
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Component Report Number Report Title Report Received/ 
Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 
The Administrator of TSA should define and document the case 
management system data fields and methodology to be used for 
monitoring all established performance targets and provide related 
guidance to staff. 

As of September 10, 2020, TSA addressed GAO’s follow-up 
questions and provided requested documentation.  TSA is awaiting 
GAO’s feedback or closure decision. 

TSA GAO-19-48 

CRITICAL 
INFRASTRUCTURE 

PROTECTION:  
Actions Needed to Address 
Significant Weaknesses in 
TSA’s Pipeline Security 
Program Management 

12/18/2018 2 02/10/2021 

The Administrator of TSA should direct the Security Policy and 
Industry Engagement’s Surface Division to clarify TSA’s Pipeline 
Security Guidelines by defining key terms within its criteria for 
determining critical facilities. 

On February 10, 2021, GAO closed this recommendation as 
implemented, after the universe of open recommendations for this 
annual report was identified. 

TSA GAO-19-48 

CRITICAL 
INFRASTRUCTURE 

PROTECTION:  
Actions Needed to Address 
Significant Weaknesses in 
TSA’s Pipeline Security 
Program Management 

12/18/2018 3 06/30/2021 

The Administrator of TSA should develop a strategic workforce plan 
for its Security Policy and Industry Engagement’s Surface Division, 
which could include determining the number of personnel necessary 
to meet the goals set for its Pipeline Security Branch, as well as the 
knowledge, skills, and abilities, including cybersecurity, that are 

TSA Surface Policy Division met with the TSA Strategic Planning 
Branch to discuss its support in developing a strategic workforce 
plan for the pipeline section including providing updated 
documentation on the new organization of TSA pipeline personnel 
working in two separate divisions.  A four-phase plan to build this 
plan is expected to be completed in February 2021. 
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Component Report Number Report Title Report Received/ 
Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 
needed to effectively conduct CSRs [Corporate Security Review] and 
CFSRs [Critical Facility Security Review]. 

TSA GAO-19-48 

CRITICAL 
INFRASTRUCTURE 

PROTECTION:  
Actions Needed to Address 
Significant Weaknesses in 
TSA’s Pipeline Security 
Program Management 

12/18/2018 6 11/30/2020 

The Administrator of TSA should direct the Security Policy and 
Industry Engagement’s Surface Division to identify or develop other 
data sources relevant to threat, vulnerability, and consequence 
consistent with the NIPP and DHS critical infrastructure risk 
mitigation priorities and incorporate that data into the Pipeline 
Relative Risk Ranking Tool to assess relative risk of critical pipeline 
systems, which could include data on prior attacks, natural hazards, 
feedback data on pipeline system performance, physical pipeline 
condition, and cross-sector interdependencies. 

TSA has consulted with DOT’s Pipeline and Hazardous Materials 
Safety Administration and also is considering contract support for 
assistance with mapping natural hazards.  Because DHS will be 
unable to provide geospatial support regarding the mapping of 
natural hazards affecting pipeline systems, TSA is considering 
contract options. 

TSA GAO-19-48 

CRITICAL 
INFRASTRUCTURE 

PROTECTION:  
Actions Needed to Address 
Significant Weaknesses in 
TSA’s Pipeline Security 
Program Management 

12/18/2018 7 04/30/2021 

The Administrator of TSA should direct the Security Policy and 
Industry Engagement’s Surface Division to take steps to coordinate 
an independent, external peer review of its Pipeline Relative Risk 

TSA will initiate an independent, external peer review of the 
Pipeline Relative Risk Ranking Tool once recommendation 6 is 
addressed.   
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Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 
Ranking Tool, after the Pipeline Security Branch completes 
enhancements to its risk assessment approach. 

TSA GAO-19-48 

CRITICAL 
INFRASTRUCTURE 

PROTECTION:  
Actions Needed to Address 
Significant Weaknesses in 
TSA’s Pipeline Security 
Program Management 

12/18/2018 8 08/26/2020 

The Administrator of TSA should direct the Security Policy and 
Industry Engagement’s Surface Division to ensure that it has a suite 
of performance measures which exhibit key attributes of successful 
performance measures, including measurable targets, clarity, and 
baseline and trend data. 

On August 26, 2020, GAO closed this recommendation as 
implemented, after the universe of open recommendations for this 
annual report was identified.  

TSA GAO-19-374 

AVIATION SECURITY:  
TSA Improved Covert 

Testing but Needs to Conduct 
More Risk-Informed Tests 
and Address Vulnerabilities  

01/10/2019 4 11/09/2020 

(U) The Administrator of TSA should assess current Security 
Operations guidance for applying root causes for test failures, and 
identify opportunities to clarify how they should be applied. 

On November 9, 2020, GAO closed this recommendation as 
implemented, after the universe of open recommendations for this 
annual report was identified. 

TSA GAO-19-426 

CRITICAL 
INFRASTRUCTURE 

PROTECTION:  
Key Pipeline Security 

Documents Need to Reflect 

06/05/2019 5 12/31/2020 
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Component Report Number Report Title Report Received/ 
Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 
Current Operating 

Environment 

The Administrator of TSA should periodically review, and as 
appropriate, update the 2010 Pipeline Security and Incident Recovery 
Protocol Plan to ensure the plan reflects relevant changes in pipeline 
security threats, technology, federal law and policy, and any other 
factors relevant to the security of the nation's pipeline systems. 

The 2010 Pipeline Security and Incident Recovery Protocol Plan has 
been reviewed and currently is being updated.  Several sections of 
the plan are outdated to include the DHS Alert System and the 
organizational structure at TSA and some of the agencies. 

TSA GAO-19-636 

SURFACE 
TRANSPORTATION:  
DHS Is Developing and 

Testing Security 
Technologies, but Could 
Better Share Test Results 

09/12/2019 2 03/26/2021 

The Administrator of TSA should develop a mechanism to more 
routinely and comprehensively share appropriate information on the 
performance of mass transit security technologies (such as the annual 
sensor catalog and security technology assessments) with mass 
transit operators and stakeholders until DHS completes work on a 
more permanent information sharing resource. 

On March 26, 2021, GAO closed this recommendation as 
implemented, after the universe of open recommendations for this 
annual report was identified. 

USCG GAO-14-450 

COAST GUARD 
ACQUISITIONS:  

Better Information on 
Performance and Funding 

Needed to Address Shortfalls 

06/18/2014 2 06/30/2021 
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Component Report Number Report Title Report Received/ 
Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 
The Commandant of the Coast Guard should develop a 20-year fleet 
modernization plan that identifies all acquisitions needed to maintain 
the current level of service and the fiscal resources necessary to build 
the identified assets.  The plan should also consider trade-offs if the 
fiscal resources needed to execute the plan are not consistent with 
annual budgets. 

Development of USCG’s Long-Term Major Acquisition Plan is 
ongoing.  USCG continues to refine the process to define its long-
term acquisition and capital sustainment needs and to align those 
needs with published and anticipated fiscal toplines.  USCG is 
working with internal and external stakeholders to define useful 
parameters in order to implement this recommendation. 

USCG GAO-14-640 

PERSONNEL SECURITY 
CLEARANCES:  

Additional Guidance and 
Oversight Needed at DHS and 

DOD to Ensure Consistent 
Application of Revocation 

Process 

09/08/2014 8 09/30/2021 

The Secretary of Homeland Security should direct the Commandant 
of the Coast Guard to revise the Coast Guard instruction for military 
personnel to specify that military personnel may be represented by 
counsel or other representatives at their own expense. 

Progress on the draft updates to the Personnel Security Manual 
(Commandant Instruction M5520.12) was delayed during the initial 
stages of COVID-19.  USCG will place the draft into concurrent 
clearance by December 2020 with a goal to publish the instruction 
by June 2021.  The updated instruction will specify that military 
personnel may be represented by counsel or other representatives at 
their own expense. 

USCG GAO-15-171SP 

HOMELAND SECURITY 
ACQUISITIONS:  

Major Program Assessments 
Reveal Actions Needed to 
Improve Accountability 

04/22/2015 2 12/31/2022 

The Secretary of Homeland Security should ensure the funding plans 
presented to Congress in FY 2015 are comprehensive and clearly 

USCG continues to provide O&S detail in its annual budget request 
by specifying the requisite follow-on resources for operations and 
maintenance required of new assets as they are delivered.  USCG 
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Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 
account for all operations and maintenance funding DHS plans to 
allocate to each of the USCG's major acquisition programs.   

process changes that affect this recommendation, specifically the 
transition to the DHS Common Appropriations Structure and 
USCG’s transition to a new financial management system, are still in 
progress. 

USCG GAO-16-226 

DOD AND COAST 
GUARD:  

Actions Needed to Increase 
Oversight and Management 

Information on Hazing 
Incidents Involving 

Servicemembers 

02/09/2016 12 12/31/2020 

The Commandant of the Coast Guard should evaluate the prevalence 
of hazing in the Coast Guard.   

The Coast Guard implemented new policy and training requirements 
to promote greater consistency in and visibility of the collection and 
tracking of data on hazing incidents.  Those established tracking 
mechanisms further have supported the Coast Guard’s annual 
requirement to report on hazing in the armed forces as mandated 
under Section 549 of the 2017 National Defense Authorization Act 
(NDAA).  Given this annual reporting history, the Coast Guard 
requested closure of this recommendation.  GAO did not agree that 
the data provided were equivalent to an estimate of prevalence, and 
the Coast Guard is adjudicating GAO’s feedback. 

USCG GAO-16-379 

COAST GUARD:  
Actions Needed to Improve 

Strategic Allocation of Assets 
and Determine Workforce 

Requirements  

05/24/2016 3 09/30/2021 

The Commandant of the Coast Guard should incorporate field unit 
input, such as information on assets’ actual performance from 

The update to the Standard Operational Planning Process/Global 
Force Management (SOPP/GFM) Instruction, which includes the 
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Component Report Number Report Title Report Received/ 
Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 
Operational Performance Assessment Reports and Planning 
Assessments, to inform more realistic asset allocation decisions—in 
addition to asset performance capacities currently used—in the 
annual Strategic Planning Directions to more effectively 
communicate strategic intent to field units. 

addition and test of Strategic Priorities Planning Guidance and the 
new Coast Guard Force Allocation Matrix, was delayed further 
because of recent discussions of changing to a 2-year SOPP planning 
cycle to align with the DOD Global Force Management process.  
This change being deliberated would require further updates of the 
SOPP/GFM Instruction. 

USCG GAO-16-379 

COAST GUARD:  
Actions Needed to Improve 

Strategic Allocation of Assets 
and Determine Workforce 

Requirements  

05/24/2016 1 09/30/2021 

The Commandant of the Coast Guard should document how the risk 
assessments conducted were used to inform and support its annual 
asset allocation decisions. 

The update to the SOPP/GFM Instruction, which includes the 
addition and test of Strategic Priorities Planning Guidance and the 
new Coast Guard Force Allocation Matrix, further was delayed 
because of recent discussions of changing to a 2-year SOPP planning 
cycle to align with the DOD Global Force Management process.  
This change being deliberated would require further updates of the 
SOPP/GFM Instruction. 

USCG GAO-16-379 

COAST GUARD:  
Actions Needed to Improve 

Strategic Allocation of Assets 
and Determine Workforce 

Requirements  

05/24/2016 2 03/31/2022 

The Coast Guard should develop a systematic process that prioritizes 
manpower requirements analyses for units that are the most critical 
for achieving mission needs. 

GAO advised that it intends to keep this recommendation open 
pending implementation of workforce planning recommendations 
included in the recent related report: GAO-20-223, “Coast Guard: 
Actions Needed to Evaluate the Effectiveness of Organizational 
Changes and Determine Workforce Needs.”  The Coast Guard will 
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Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 
update its Manpower Requirements Plan during the next periodic 
report submitted to Congress.  In accordance with Title 14, U.S. 
Code (U.S.C.) 5104, “Manpower Requirements Plan,” the next 
required report is due in FY 2022. 

USCG GAO-16-453 

COAST GUARD:  
Arctic Strategy is Underway, 

but Agency Could Better 
Assess How Its Actions 
Mitigate Known Arctic 

Capability Gaps 

06/15/2016 1 09/30/2021 

The Commandant of the Coast Guard should develop measures, as 
appropriate, for gauging how the agency's actions have helped to 
mitigate the Arctic capability gaps. 

Development of the Arctic strategy implementation plan and 
measurement framework has been delayed because of USCG’s 
ongoing focus on the response to COVID-19 and transition of the 
Deputy Commandant for Operations leadership.  USCG expects to 
publish the implementation plan during the second quarter of 
FY 2021 and will follow with development of the measurement 
framework, including testing, evaluation, and adjustment, as 
appropriate, throughout FY 2021. 

USCG GAO-16-453 

COAST GUARD:  
Arctic Strategy is Underway, 

but Agency Could Better 
Assess How Its Actions 
Mitigate Known Arctic 

Capability Gaps 

06/15/2016 2 09/30/2021 

The Commandant of the Coast Guard design and implement a 
process to systematically assess the extent to which actions taken 
agency-wide have helped mitigate the Arctic capability gaps for 
which it has responsibility. 

Development of the Arctic strategy implementation plan and 
measurement framework has been delayed because of the USCG’s 
ongoing focus on the response to COVID-19 and transition of the 
Deputy Commandant for Operations leadership.  USCG expects to 
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Recommendation Narrative of Implementation Status 
publish the implementation plan during the second quarter of FY 
2021 and will follow with development of the measurement 
framework, including testing, evaluation, and adjustment, as 
appropriate, throughout FY 2021. 

USCG GAO-17-114 

MILITARY PERSONNEL:  
DOD and the Coast Guard 

Need to Screen for Gambling 
Disorder Addiction and 

Update Guidance 

01/30/2017 7 10/30/2021 

The Commandant of the Coast Guard should update Commandant 
Instruction M6000.1F, Coast Guard Medical Manual, to classify 
gambling disorder as an addiction and not as an impulse control 
issue. 

The next revision of the Medical Manual has been delayed because 
of COVID-19 and will include a reclassification of gambling 
disorder as an addiction.  The manual now is expected to be 
published prior to the end of FY 2021. 

USCG GAO-18-9 

COAST GUARD:  
Actions Needed to Close 

Stations Identified as 
Overlapping and 

Unnecessarily Duplicative 

10/02/2017 1 03/31/2021 

The Commandant of the Coast Guard should establish and follow a 
sound air station optimization process similar to its process for 
analyzing boat stations to allow it to comprehensively analyze its 
need for air stations and air facilities and determine what changes 
may be needed.  

The Coast Guard continues to refine its air station optimization 
process using lessons learned from the boat station optimization 
efforts.  Analysis of air stations and air facilities has been part of the 
FY 2022 PPBE process, which is currently in the budget review 
stage.  Additional optimization of air stations and air facilities will 
occur during the recapitalization of the Coast Guard’s rotary wing 
aircraft fleet, which is currently in the initial planning stage. 

USCG GAO-18-9 
COAST GUARD:  

Actions Needed to Close 
Stations Identified as 

10/02/2017 2 09/30/2021 
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Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 
Overlapping and 

Unnecessarily Duplicative 

The Commandant of the Coast Guard should establish a plan with 
target dates and milestones for closing boat stations that it has 
determined, through its 9-step process and subsequent analysis, 
provide overlapping search and rescue coverage and are 
unnecessarily duplicative.     

Five stations were included in the FY 2021 Presidential Budget 
request for closure.  While operating under a continuing resolution, 
the Coast Guard awaits authorization from Congress before actions 
to close any station can begin. 

USCG GAO-18-9 

COAST GUARD:  
Actions Needed to Close 

Stations Identified as 
Overlapping and 

Unnecessarily Duplicative 

10/02/2017 3 09/30/2021 

The Commandant of the Coast Guard should take action to close the 
stations identified according to its plan and target dates. 

Five stations were included in the FY 2021 Presidential Budget 
request for closure.  While operating under a continuing resolution, 
the Coast Guard awaits authorization from Congress before actions 
to close any station can begin. 

USCG GAO-18-13 

COAST GUARD:  
Actions Needed to Enhance 
Performance Information 

Transparency and Monitoring 

10/27/2017 1 06/30/2021 

The Commandant of the Coast Guard should either develop new 
performance goals to address mission activity gaps, or explain in the 
Coast Guard’s APR [Annual Performance Report] why certain 
aspects of mission performance are measured while others are not.  

GAO was provided a copy of the Coast Guard’s published FY 2019 
APR including revisions to the measures for the Ports, Waterways, 
and Coastal Security mission, Marine Environmental Protection 
mission, and Search and Rescue mission to address previous 
feedback and to request closure of this recommendation.  GAO 
provided additional feedback, which the Coast Guard currently is 
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Recommendation Narrative of Implementation Status 
reviewing and adjudicating and is considering for inclusion in the 
FY 2020 APR. 

USCG GAO-18-16 

COMMERCIAL FISHING 
VESSELS:  

More Information Needed to 
Improve Classification 

Implementation 

12/14/2017 3 09/30/2022 

The Coast Guard, or another agency identified by the working group, 
should, once reliable data are available, assess the rates of 
commercial fishing vessel accidents, injuries, and fatalities to 
determine whether certain factors—including vessel length and 
region of operation, among other things—affect these rates. 

A framework is in place that allows the Coast Guard and the 
National Institute for Occupational Safety and Health (NIOSH) to 
track and analyze marine incidents and to recommend corrective 
actions (captured in the USCG/NIOSH 2014 MOA).  The National 
Oceanic and Atmospheric Administration (NOAA) is the lead 
agency on the development of commercial fishing data via landing 
reports, which helps to identify the fishing vessel population of 
interest.  The USCG/NOAA/NIOSH working group has not reached 
a consensus on an analysis plan that accurately merges multiagency 
data collection efforts.  The prime challenge is the differences in data 
collection specific to each agency.  The working group currently is 
pursuing measures to meet and discuss a feasible approach to align 
data from each agency. 

USCG GAO-18-16 

COMMERCIAL FISHING 
VESSELS:  

More Information Needed to 
Improve Classification 

Implementation 

12/14/2017 4 03/31/2021 

The Coast Guard should issue regulations or guidance to clarify and 
implement the alternative-to-class approach. 

Coast Guard program officials met with GAO in June 2020 to 
discuss additional corrective actions for this recommendation and to 
align expectations on the way ahead following a prior request for 



 

153 

Component Report Number Report Title Report Received/ 
Issued Date Rec # Estimated Completion Date  
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Recommendation Narrative of Implementation Status 
closure.  The Office of Commercial Vessel Compliance is 
developing an additional work instruction to supplement further 
guidance available to industry on the alternative-to-class approach. 

USCG GAO-18-135 

TRANSITIONING 
VETERANS:  

The Coast Guard Needs to 
Improve Data Quality and 

Monitoring of its Transition 
Assistance Program 

04/19/2018 1 03/31/2021 

The Commandant of the Coast Guard should issue an updated 
Commandant Instruction that establishes policies and procedures to 
improve the reliability and completeness of TAP [Transition 
Assistance Program] data by including when and by whom data 
should be recorded and updated. 

The FY 2019 NDAA and Executive Order 13822 imposed new TAP 
requirements that necessitated another rewrite of the Commandant 
Instruction, further delaying publication of the next revision.  The 
Coast Guard currently is revising the draft instruction to 
accommodate the additional program requirements and will include 
policy on the duties and requirements for recording TAP data per 
this recommendation. 

USCG GAO-18-135 

TRANSITIONING 
VETERANS:  

The Coast Guard Needs to 
Improve Data Quality and 

Monitoring of its Transition 
Assistance Program 

04/19/2018 2 03/31/2021 

The Commandant of the Coast Guard should establish a formal 
performance goal with a measurable target for participation rates in 
VOW Act [VOW to Hire Heroes Act of 2011]-mandated portions of 
TAP. 

The FY 2019 NDAA and EO 13822 imposed new TAP requirements 
that necessitated another rewrite of the Commandant Instruction, 
further delaying publication of the next revision.  To align with the 
DOD Services, the Coast Guard intends to establish a 90-percent 
target compliance rate for VOW-mandated portions of TAP in the 
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Recommendation Narrative of Implementation Status 
forthcoming update of the Commandant Instruction currently under 
revision. 

USCG GAO-18-135 

TRANSITIONING 
VETERANS:  

The Coast Guard Needs to 
Improve Data Quality and 

Monitoring of its Transition 
Assistance Program 

04/19/2018 5 03/31/2021 

The Commandant of the Coast Guard should issue an updated 
Commandant Instruction that defines the roles and responsibilities of 
the personnel who administer the program and ensure 
servicemembers' participation. 

The FY 2019 NDAA and EO 13822 imposed new TAP requirements 
that necessitated another rewrite of the Commandant Instruction, 
further delaying publication of the next revision.  The roles and 
responsibilities of personnel who administer the TAP program will 
be defined in the forthcoming update of the Commandant Instruction 
currently under revision. 

USCG GAO-18-135 

TRANSITIONING 
VETERANS:  

The Coast Guard Needs to 
Improve Data Quality and 

Monitoring of its Transition 
Assistance Program 

04/19/2018 6 06/30/2021 

The Commandant of the Coast Guard should, once reliable data are 
available by installation or unit, enable unit commanders and the 
higher-level commanders to whom they report to access TAP 
performance information specifically for the units they oversee so 
that they can monitor compliance with all TAP requirements. 

The Coast Guard is migrating to the DOD TAP-IT Enterprise 
System and is conducting training of the its regional transition 
managers.  Following this rollout, the Coast Guard TAP will be able 
to disseminate region-specific TAP performance information to unit 
commanders and supervising commands. 

USCG GAO-18-454 COAST GUARD 
ACQUISITIONS:  07/24/2018 1 12/31/2020 
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Recommendation Narrative of Implementation Status 
Actions Needed to Address 

Longstanding Portfolio 
Management Challenges 

The Commandant of the Coast Guard should work with Congress to 
include in the Coast Guard's annual 5-year CIP [Capital Investment 
Plan] a discussion of the acquisition programs it prioritized that 
describes how trade-off decisions made could affect other acquisition 
programs, such as by delaying recapitalization efforts or needing to 
conduct Service Life Extension Projects for legacy assets. 

The FY 2021-2025 CIP was approved on September 9, 2020, and 
provided to Congress.  Additional language was added to 
“Section II. Background” of the document to highlight that the Coast 
Guard uses its annual budgeting process to consider trade-offs within 
existing acquisition programs in order both to prioritize new or 
emerging capabilities and to ensure the long-term executability of 
ongoing acquisition programs.  The deliberative process, including 
governance structure, which the Coast Guard uses to develop the 
annual budget is contained in Commandant Instruction 7100.1, Coast 
Guard PPBE Process, and includes consideration of strategic 
organization priorities, identification of risks and boundary 
conditions, and development of budgeting initiatives.  USCG 
provided documentation to GAO and requested closure and is 
awaiting GAO’s feedback or closure decision. 

USCG GAO-18-454 

COAST GUARD 
ACQUISITIONS:  

Actions Needed to Address 
Longstanding Portfolio 

Management Challenges 

07/24/2018 2 12/31/2020 

The Commandant of the Coast Guard should require the Executive 
Oversight Council, in its role to facilitate a balanced and affordable 
acquisition portfolio, to annually review the acquisition portfolio 
collectively, specifically for long-term affordability. 

The Coast Guard Systems Integration Team (SIT) is an annual forum 
composed of O-6/GS-15 level Resource Council, Program Sponsor, 
and Resource Management personnel directed to conduct a cross-
directorate review of Procurement, Construction, and Improvements-
funded resource requests and to prioritize them against USCG’s 
strategic objectives within the available programed resources, an 
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effort that influences the PPBE process to construct the annual 
budget submission.  As part of the updated 2020 SIT Charter, the 
SIT will provide a briefing on its deliberations and recommendations 
on funding of acquisitions programs to the Investment Board, which 
includes all members of the Executive Oversight Council and other 
Flag/Senior Executive participants.  This brief is designed 
specifically to inform senior leader recommendations about future-
year program affordability and risk associated with existing and 
emerging programs.  USCG provided GAO with a copy of the 
updated charter and requested closure.  USCG is awaiting GAO’s 
feedback or closure decision.  

USCG GAO-18-600 

COAST GUARD 
ACQUISITIONS:  

Polar Icebreaker Program 
Needs to Address Risks 

before Committing Resources 

09/04/2018 2 01/31/2021 

The Commandant of the Coast Guard, in collaboration with the 
Secretary of the Navy, should direct the polar icebreaker program 
and NAVSEA 05C [Naval Sea Systems Command Cost Engineering 
and Industrial Analysis Group] to update the HPIB cost estimate in 
accordance with best practices for cost estimation, including (1) 
developing risk bounds for all phases of the program lifecycle, and 
on the basis of these risk bounds, conduct risk and uncertainty 
analysis, as well as sensitivity analysis, on all phases of the program 
lifecycle, and (2) reconciling the results with an updated independent 
cost estimate based on the same technical baseline before the option 
for construction of the lead ship is awarded. 

The revised Life Cycle Cost Estimate (LCCE) is undergoing review 
with the Coast Guard Acquisition Directorate and DHS.  The 
updated LCCE is expected to be completed during the first quarter of 
FY 2021. 
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USCG GAO-18-600 

COAST GUARD 
ACQUISITIONS:  

Polar Icebreaker Program 
Needs to Address Risks 

before Committing Resources 

09/04/2018 3 09/30/2020 

The Commandant of the Coast Guard should direct the polar 
icebreaker program office to develop a program schedule in 
accordance with best practices for project schedules, including 
determining realistic durations of all shipbuilding activities and 
identifying and including a reasonable amount of margin in the 
schedule, to set realistic schedule goals for all three ships before the 
option for construction of the lead ship is awarded. 

The Coast Guard developed an integrated schedule of program 
activities incorporating changes as a result of DHS policy and 
completion of the Integrated Baseline Review.  USCG provided 
GAO with a copy of the integrated government schedule and 
requested closure.  USCG is awaiting GAO’s feedback or closure 
decision. 

USCG GAO-19-31  

OFFSHORE OIL SPILLS:  
Restoration and Federal 

Research Efforts Continue, 
but Opportunities to Improve 

Coordination Remain 

01/03/2019 1 06/30/2021 

The Commandant of the Coast Guard should direct the chair of the 
Interagency Committee on Oil Pollution Research, in coordination 
with member agencies, to systematically review its membership to 
determine whether any additional agencies should be involved in 
coordinating oil spill research and that the most appropriate offices 
within member agencies are represented. 

The Interagency Committee review of nonmember agencies is 
complete and the formal process to invite the U.S. Geological 
Survey (USGS) for membership has been initiated.  To formalize 
membership, a majority of current Interagency Coordinating 
Committee on Oil Pollution Research (ICCOPR) members must 
approve USGS by vote, which is expected.  This will be followed by 
a letter of invitation from the Coast Guard Commandant to USGS, 
making the membership official. 
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USCG GAO-19-31  

OFFSHORE OIL SPILLS:  
Restoration and Federal 

Research Efforts Continue, 
but Opportunities to Improve 

Coordination Remain 

01/03/2019 2 06/30/2021 

The Commandant of the U.S. Coast Guard should direct the chair of 
the Interagency Committee on Oil Pollution Research, in 
coordination with member agencies, to coordinate with the relevant 
Natural Resource Damage Assessment [NRDA] trustee councils to 
help ensure that the interagency committee’s research informs and 
supports the councils’ injury assessment and restoration efforts. 

A contract to update the ICCOPR FY 2022-2027 Research and 
Technology (R&T) Plan was awarded on September 23, 2020.  A 
process to engage with NRDA trustees will be included in the 
updated R&T Plan.  Once the plan is updated and finalized, ICCOPR 
will execute it to coordinate with trustee councils. 

USCG GAO-19-82 

COAST GUARD SHORE 
INFRASTRUCTURE:  

Applying Leading Practices 
Could Help Better Manage 
Project Backlogs of at Least 

$2.6 Billion 

02/21/2019 2 03/31/2021 

The Commandant of the Coast Guard should direct program 
managers to establish shore infrastructure performance goals, 
measures, and baselines to track the effectiveness of maintenance 
and repair investments and provide feedback on progress made. 

Development of a primary shore infrastructure measure for facility 
maintenance and repair with associated goals and baselines is in 
progress by the Office of Civil Engineering. 

USCG GAO-19-82 

COAST GUARD SHORE 
INFRASTRUCTURE:  

Applying Leading Practices 
Could Help Better Manage 
Project Backlogs of at Least 

$2.6 Billion 

02/21/2019 3 03/31/2021 
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The Commandant of the Coast Guard should work with Congress to 
develop and implement a process to routinely align Coast Guard’s 
shore infrastructure portfolio with mission needs, including by 
disposing of all unneeded assets. 

The Coast Guard continues work to establish the formal policy and 
process to assess current and projected operational and mission 
support needs to identify and recommend disposal of unneeded land, 
buildings, and structures.  The Office of Civil Engineering 
anticipates releasing this policy and process with the next update of 
the Coast Guard Real Property Management Manual.  In the interim, 
the Coast Guard will continue to communicate unneeded assets with 
Congress through the annual Conveyance of Coast Guard Real 
Property Report as required by Section 688 of 14 U.S.C. 

USCG GAO-19-82 

COAST GUARD SHORE 
INFRASTRUCTURE:  

Applying Leading Practices 
Could Help Better Manage 
Project Backlogs of at Least 

$2.6 Billion 

02/21/2019 4 12/31/2020 

The Commandant of the Coast Guard should establish guidance for 
planning boards to document inputs, deliberations, and project 
prioritization decisions for infrastructure maintenance projects. 

The Assistant Commandant for Engineering and Logistics (CG-4) 
issued the Precept for the 2020 Centralized Planned Obligation 
Prioritization Board in September 2020, which also specifically 
applies to all Regional Planned Obligation Prioritization (R-POP) 
Boards.  Development of a Process Guide Technical Order for 
R-POP Boards is in progress. 

USCG GAO-19-82 

COAST GUARD SHORE 
INFRASTRUCTURE:  

Applying Leading Practices 
Could Help Better Manage 
Project Backlogs of at Least 

$2.6 Billion 

02/21/2019 5 12/31/2020 
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The Commandant of the Coast Guard should employ models for its 
asset lines for predicting the outcome of investments, analyzing 
trade-offs, and optimizing decisions among competing investments. 

The Coast Guard assessed modeling tools used by DOD as well as 
other existing off-the-shelf alternatives to enhance its real property 
asset management capability.  An AA report for Coast Guard Civil 
Engineering Support Services was submitted to the Office of Civil 
Engineering for review.  Following assessment of the report, the 
Coast Guard is preparing a plan to conduct a pilot of the preferred 
maintenance modeling solution. 

USCG GAO-19-82 

COAST GUARD SHORE 
INFRASTRUCTURE:  

Applying Leading Practices 
Could Help Better Manage 
Project Backlogs of at Least 

$2.6 Billion 

02/21/2019 6 06/30/2021 

The Commandant of the Coast Guard should include supporting 
details about competing project alternatives and report trade-offs in 
Congressional budget requests and related reports. 

USCG provided GAO with a copy of the FY 2021 Unfunded 
Priorities List and requested closure.  USCG is awaiting GAO’s 
feedback or closure decision.  The Unfunded Priorities List was 
prepared utilizing the same format as in previous years and has 
proved effective in communicating USCG’s prioritized unfunded 
needs.  Details associated with each item included in the document 
are designed to highlight the implications of funding a particular 
project or program; trade-offs for not funding those projects likewise 
are implicit in the descriptions as appropriate.  The Coast Guard 
continues to adjudicate feedback from GAO indicating that future 
unfunded priorities lists include additional supporting details about 
competing project alternatives and trade-offs within the formatting 
constraints dictated by DHS and OMB. 
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USCG GAO-19-281 

2017 DISASTER 
CONTRACTING:  

Actions Needed to Improve 
the Use of Post-Disaster 

Contracts to Support 
Response and Recovery  

04/24/2019 8 12/31/2020 

The Commandant of the Coast Guard should establish a formal 
process to solicit input from officials directly involved in the 
agency’s response and recovery following a disaster and to share that 
input with the ESF Leadership Group. 

The Coast Guard’s lessons learned and best practices are shared with 
the ESF Leadership Group through the Preparedness Evaluation and 
Corrective Action Working Group.  Existing policy for the Coast 
Guard After-Action Reporting Program provides requirements for 
the collection of lessons learned, and submission of an after-action 
report (AAR) to the Commandant for major contingency events 
(Incident Command System Type 1 or 2 events).  Existing policy 
also describes procedures for units involved in a major contingency 
to request support from the Commandant for a lessons-learned 
collection team (LLCT).  As part of the data collection process, the 
LLCT conducts interviews with senior Coast Guard officials 
involved with the response as well as solicits input from responders 
at all levels of the response.  An update to this policy will clarify 
LLCT procedures and will define the lead for submission of the 
AAR. 

USCG GAO-19-344 

MILITARY JUSTICE:  
DOD and the Coast Guard 

Need to Improve Their 
Capabilities to Assess Racial 

and Gender Disparities 

05/30/2019 5 09/30/2021 

The Secretary of Homeland Security should ensure that the 
Commandant of the Coast Guard develops the capability to present 

The Coast Guard Office of Military Justice completed updates to its 
military justice database to track race, ethnicity, and gender of all 
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servicemembers’ race and ethnicity data in its investigations and 
personnel databases using the same categories of race and ethnicity 
established in the December 2018 uniform standards for military 
justice databases, either by (1) modifying the Coast Guard’s 
investigations and personnel databases to collect and maintain the 
data in accordance with the uniform standards, (2) developing the 
capability to aggregate the data into the race and ethnicity categories 
included in the uniform standards, or (3) implementing another 
method identified by the Coast Guard. 

Coast Guard service members who are charged with a criminal 
offense under the Uniform Code of Military Justice.  Supporting 
documentation was provided to GAO and closure of the 
recommendation was requested.  The Coast Guard currently is 
adjudicating additional feedback from GAO regarding its 
investigations and personnel databases. 

USCG GAO-19-344 

MILITARY JUSTICE:  
DOD and the Coast Guard 

Need to Improve Their 
Capabilities to Assess Racial 

and Gender Disparities 

05/30/2019 10 03/31/2021 

The Secretary of Homeland Security should ensure that the 
Commandant of the Coast Guard considers the feasibility, to include 
the benefits and drawbacks, of collecting and maintaining complete 
information for all nonjudicial punishment cases in one of the Coast 
Guard’s databases, such as information of the servicemembers’ race, 
ethnicity, gender, offense, and punishment imposed. 

A Coast Guard military justice and personnel work group analyzed 
potential solutions and the feasibility of collecting complete 
information on all nonjudicial punishment cases including updating 
policy guidance or enterprise information systems, as appropriate.  A 
change request is being developed to establish a query within the 
human resources information system to pull in nonjudicial 
punishment data, along with servicemembers’ race, ethnicity, and 
gender.  If approved for further implementation, this query will 
allow specific users the capability of pulling these data, as needed. 

USCG GAO-19-675 

COAST GUARD SHORE 
INFRASTRUCTURE:  

Processes for Improving 
Resilience Should Fully Align 

09/25/2019 1 12/31/2021 
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with DHS Risk Management 

Framework  
The Commandant of the Coast Guard should ensure that the Deputy 
Commandant for Mission Support implements risk management 
processes that more fully align with the five key steps outlined in 
DHS’s Critical Infrastructure Risk Management Framework to better 
guide agency shore infrastructure investment decisions.  This should 
include (1) setting goals and objectives, (2) identifying critical 
infrastructure, (3) assessing and analyzing risks and costs, (4) 
implementing risk management activities, and (5) measuring the 
effectiveness of actions taken. 

The Coast Guard currently is developing the 2020-2021 Civil 
Engineering Program Work Plan: Initiatives and Tactics, which will 
include goals and objectives for identifying and addressing 
infrastructure resilience gaps and resource needs in alignment with 
the Coast Guard’s Component Resilience Plan.  After publishing the 
work plan, the Coast Guard will begin implementing and assessing 
the effectiveness of the actions identified in the work plan. 

USCIS GAO-16-50 

ASYLUM:  
Additional Actions Needed to 

Assess and Address Fraud 
Risks 

12/02/2015 2 04/07/2021 

The Secretary of Homeland Security should direct USCIS to conduct 
regular fraud risk assessments across the affirmative asylum 
application process. 

On April 7, 2021, GAO closed this recommendation as 
implemented, after the universe of open recommendations for this 
annual report was identified.    

USCIS GAO-16-467 

IMMIGRATION BENEFITS 
SYSTEMS:  

U.S. Citizenship and 
Immigration Services Can 

Improve Program 
Management 

07/15/2016 9 08/19/2020 

The Secretary of Homeland Security should direct the Director of 
USCIS to direct the USCIS CIO, in coordination with the DHS CIO 
and the Chief of OTC [Office of Transformation Coordination], to 
review and update existing policies and guidance and consider 

On August 19, 2020, GAO closed this recommendation as 
implemented, after the universe of open recommendations for this 
annual report was identified. 
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additional controls to develop complete test plans and cases for 
interoperability and end user testing, as defined in the USCIS 
Transformation Program Test and Evaluation Master Plan, and 
document the results. 

USCIS GAO-17-204 

IMMIGRATION STATUS 
VERIFICATION FOR 

BENEFITS:  
Actions Needed to Improve 
Effectiveness and Oversight 

03/23/2017 2 02/28/2021 

The Director of USCIS should develop and implement a mechanism 
to oversee agencies’ completion of training on additional verification 
in accordance with SAVE [Systematic Alien Verification for 
Entitlements] MOA provisions and program policies. 

The program office determined that the planned new mechanism 
being developed to implement this recommendation should be a part 
of the SAVE modernization efforts.  The program office determined 
that it must update its tutorial platform and content to account for 
these and other changes that are part of the modernization efforts.  
While SAVE does this work, the program continues to provide 
training, resources, and other support to user agencies to help to 
ensure that they are performing additional verification in accordance 
with SAVE MOA provisions and program policies.  Most recently, 
USCIS published the first of the two sequentially required Federal 
Register notices on August 18, 2020.   

USCIS GAO-17-444SU / 
GAO-17-706 

REFUGEES:  
Actions Needed by State 
Department and DHS to 

Further Strengthen Applicant 
Screening Process and Assess 

Fraud Risks 

06/30/2017 6 03/31/2021 
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The Secretaries of Homeland Security and State should conduct 
regular joint assessments of applicant fraud risk across USRAP [U.S. 
Refugee Admission Program]. 

USCIS and the Department of State are working together to conduct 
regular joint assessments of applicant fraud risks across the USRAP.  
An interim report was provided to GAO in February 2019, and a 
draft of the final document currently is undergoing review and 
clearance within USCIS.  Work on the report was delayed because of 
staffing adjustments resulting from COVID-19 and the complexities 
of executive review for a joint agency product. 

USCIS GAO-18-550 

DHS ACQUISITIONS:  
Additional Practices Could 
Help Components Better 

Develop Operational 
Requirements 

08/08/2018 21 09/30/2020 

The Secretary of Homeland Security should ensure that the Director 
of USCIS establishes the planned independent requirements 
development organization within USCIS. 

USCIS is completing the final steps of hiring and is appointing its 
first dedicated acquisition-certified Component Acquisition 
Executive, who also will be the designated Component 
Requirements Executive.  This will fulfill USCIS’ plans for 
establishing a requirements development organization. 

USCIS GAO-19-547 

NONIMMIGRANT 
INVESTORS:  

Actions Needed to Improve 
E-2 Visa Adjudication and 

Fraud Coordination 

07/16/2019 5 09/23/2020 

The Director of USCIS, in coordination with the Secretary of State, 
should establish regular coordination mechanisms to share 
information on E-2 fraud risks.    

On September 23, 2020, GAO closed this recommendation as 
implemented, after the universe of open recommendations for this 
annual report was identified. 
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USCIS GAO-19-676 

IMMIGRATION BENEFITS:  
Additional Actions Needed to 

Address Fraud Risks in 
Program for Foreign National 
Victims of Domestic Abuse 

09/30/2019 1 12/31/2020 

The Director of USCIS should plan and conduct regular fraud risk 
assessments of the self-petition program to determine a fraud risk 
profile, as provided in GAO's Fraud Risk Framework.  

In March 2020, USCIS’ Fraud Detection and National Security 
Directorate (FDNS) planned to develop two annual fraud risk 
assessments for the self-petition program.  The first assessment 
would analyze self-petitions to identify emergent trends or large-
scale fraud schemes.  The second assessment would compare self-
petitions that were subject to an adverse action to a sample of self-
petitions believed to be vulnerable to fraud.  USCIS then would use 
the results of the two annual fraud risk assessments to develop a 
fraud risk profile.  As of July 2020, USCIS had developed the two 
fraud risk assessments to be conducted annually and had begun work 
analyzing the self-petition data.  In addition, USCIS assessed certain 
self-petitions to individuals who have similar suspect histories of 
requesting immigration benefits and is in the process of designing a 
study to review a sample of these petitions to determine the 
likelihood that fraud is being committed.  

USCIS GAO-19-676 

IMMIGRATION BENEFITS:  
Additional Actions Needed to 

Address Fraud Risks in 
Program for Foreign National 
Victims of Domestic Abuse 

09/30/2019 2 03/31/2021 

The Director of USCIS should develop and implement an antifraud 
strategy with specific control activities, based upon the results of 

In March 2020, USCIS reported that FDNS would use the fraud risk 
profile generated from its two annual fraud risk assessments to create 
and implement an antifraud strategy.  This strategy expands upon 
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fraud risk assessments and a corresponding fraud risk profile, as 
provided in GAO's Fraud Risk Framework. 

existing agency fraud awareness initiatives and reporting 
mechanisms and emphasizes fraud detection prior to the adjudication 
of a self-petition.  In July 2020, USCIS reported disruptions caused 
by COVID-19, but work to implement this recommendation 
continues.   

USCIS GAO-19-676 

IMMIGRATION BENEFITS:  
Additional Actions Needed to 

Address Fraud Risks in 
Program for Foreign National 
Victims of Domestic Abuse 

09/30/2019 3 03/31/2021 

The Director of USCIS should develop and implement data analytics 
capabilities for the self-petition program, as a means to prevent and 
detect fraud, as provided in GAO's Fraud Risk Framework. 

In March 2020, USCIS reported that FDNS would use the fraud risk 
profile generated from its two annual fraud risk assessments to create 
and implement an antifraud strategy.  This strategy expands upon 
existing agency fraud awareness initiatives and reporting 
mechanisms and emphasizes fraud detection prior to the adjudication 
of a self-petition.  In July 2020, USCIS reported disruptions caused 
by COVID-19, but work to implement this recommendation 
continues. 

USSS GAO-19-60 

U.S. SECRET SERVICE:  
Action Needed to Address 

Significant Gaps in IT 
Workforce Planning and 
Management Practices 

11/16/2018 2 01/29/2021 

The Director of the Secret Service should update the enterprise 
governance policy to specify (1) the CIO’s current role and 
responsibilities on the Executive Resources Board [ERB], to include 
developing and reviewing the IT budget formulation and execution; 

The U.S. Secret Service (Secret Service or USSS), Office of 
Strategic Planning and Policy (OSP) continues to update its 
enterprise governance policy and related policies, which will outline 
the CIO’s and Deputy CIO’s roles and responsibilities, as well as 
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and (2) the Deputy CIO’s role and responsibilities on the Enterprise 
Governance Council. 

those of other assistant directors, executive chiefs, deputy assistant 
directors, and deputy chiefs.  

USSS GAO-19-60 

U.S. SECRET SERVICE:  
Action Needed to Address 

Significant Gaps in IT 
Workforce Planning and 
Management Practices 

11/16/2018 3 01/29/2021 

The Director of the Secret Service should ensure that the Secret 
Service develops a charter for its Executive Resources Board that 
specifies the roles and responsibilities of all board members, 
including the CIO. 

OSP continues to develop an ERB charter, which will address the 
roles and responsibilities of ERB members.  The ERB currently is 
composed of six assistant directors and six executive chiefs, 
including the CIO.  The Secret Service does not have plans to add 
members to the ERB at this time.  The roles and responsibilities of 
ERB members also will be addressed in the charter. 

USSS GAO-19-60 

U.S. SECRET SERVICE:  
Action Needed to Address 

Significant Gaps in IT 
Workforce Planning and 
Management Practices 

11/16/2018 4 01/29/2021 

The Director of the Secret Service should ensure that the CIO 
includes product quality and post-deployment user satisfaction 
metrics in the modular outcomes and target measures that the CIO 
sets for monitoring agile projects. 

On July 29, 2020, the Secret Service submitted corrective action 
updates to GAO requesting to close this recommendation and is 
awaiting GAO’s closure decision.  

USSS GAO-19-60 

U.S. SECRET SERVICE:  
Action Needed to Address 

Significant Gaps in IT 
Workforce Planning and 
Management Practices 

11/16/2018 5 01/29/2021 
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The Director of the Secret Service should ensure that the CIO 
identifies all of the required knowledge and skills for the IT 
workforce. 

On July 29, 2020, the Secret Service submitted corrective action 
updates to GAO requesting to close this recommendation and is 
awaiting GAO’s closure decision. 

USSS GAO-19-60 

U.S. SECRET SERVICE:  
Action Needed to Address 

Significant Gaps in IT 
Workforce Planning and 
Management Practices 

11/16/2018 6 01/29/2021 

The Director of the Secret Service should ensure that the CIO 
regularly analyzes the IT workforce to identify its competency needs 
and any gaps it may have. 

On July 29, 2020, the Secret Service submitted corrective action 
updates to GAO requesting to close this recommendation and is 
awaiting GAO’s closure decision.  

USSS GAO-19-60 

U.S. SECRET SERVICE:  
Action Needed to Address 

Significant Gaps in IT 
Workforce Planning and 
Management Practices 

11/16/2018 7 01/29/2021 

The Director of the Secret Service should ensure that, after OCIO 
completes an analysis of the IT workforce to identify any 
competency and staffing gaps it may have, the Secret Service 
updates its recruiting and hiring strategies and plans to address those 
gaps, as necessary. 

On July 29, 2020, the Secret Service submitted corrective action 
updates to GAO requesting to close this recommendation and is 
awaiting GAO’s closure decision.  

USSS GAO-19-60 

U.S. SECRET SERVICE:  
Action Needed to Address 

Significant Gaps in IT 
Workforce Planning and 
Management Practices 

11/16/2018 8 01/29/2021 
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The Director of the Secret Service should ensure that the Office of 
Human Resources (1) develops and tracks metrics to monitor the 
effectiveness of the Secret Service’s recruitment activities for the IT 
workforce, including their effectiveness at addressing skill and 
staffing gaps; and (2) reports to component leadership on those 
metrics. 

On July 29, 2020, the Secret Service submitted corrective action 
updates to GAO requesting to close this recommendation and is 
awaiting GAO’s closure decision. 

USSS GAO-19-60 

U.S. SECRET SERVICE:  
Action Needed to Address 

Significant Gaps in IT 
Workforce Planning and 
Management Practices 

11/16/2018 9 01/29/2021 

The Director of the Secret Service should ensure that the Office of 
Human Resources [HUM] and OCIO adjust their recruitment and 
hiring plans and activities, as necessary, after establishing and 
tracking metrics for assessing the effectiveness of these activities for 
the IT workforce. 

On July 29, 2020, the Secret Service submitted corrective action 
updates to GAO requesting to close this recommendation and is 
awaiting GAO’s closure decision. 

USSS GAO-19-60 

U.S. SECRET SERVICE:  
Action Needed to Address 

Significant Gaps in IT 
Workforce Planning and 
Management Practices 

11/16/2018 10 01/29/2021 

The Director of the Secret Service should ensure that the CIO (1) 
defines the required training for each IT workforce group, (2) 
determines the activities that OCIO will include in its IT workforce 
training and development program based on its available training 
budget, and (3) implements those activities. 

On July 29, 2020, the Secret Service submitted corrective action 
updates to GAO requesting to close this recommendation and is 
awaiting GAO’s closure decision. 
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USSS GAO-19-60 

U.S. SECRET SERVICE:  
Action Needed to Address 

Significant Gaps in IT 
Workforce Planning and 
Management Practices 

11/16/2018 11 01/29/2021 

The Director of the Secret Service should ensure that the CIO 
ensures that the IT workforce completes training specific to their 
positions (after defining the training required for each workforce 
group). 

On July 29, 2020, the Secret Service submitted corrective action 
updates to GAO requesting to close this recommendation and is 
awaiting GAO’s closure decision. 

USSS GAO-19-60 

U.S. SECRET SERVICE:  
Action Needed to Address 

Significant Gaps in IT 
Workforce Planning and 
Management Practices 

11/16/2018 12 01/29/2021 

The Director of the Secret Service should ensure that the CIO 
collects and assesses performance data (including qualitative or 
quantitative measures, as appropriate) to determine how the IT 
training program contributes to improved performance and results 
(once the training program is implemented). 

On July 29, 2020, the Secret Service submitted corrective action 
updates to GAO requesting to close this recommendation and is 
awaiting GAO’s closure decision. 

USSS GAO-19-60 

U.S. SECRET SERVICE:  
Action Needed to Address 

Significant Gaps in IT 
Workforce Planning and 
Management Practices 

11/16/2018 13 01/29/2021 

The Director of the Secret Service should ensure that the CIO 
updates the performance plans for each occupational series within 
the IT workforce to include the relevant technical competencies, 

On July 29, 2020, the Secret Service submitted corrective action 
updates to GAO requesting to close this recommendation and is 
awaiting GAO’s closure decision. 
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(or Date Closed) 

Recommendation Narrative of Implementation Status 
once identified, against which IT staff performance should be 
assessed. 

USSS GAO-19-415 

U.S. SECRET SERVICE:  
Further Actions Needed to 
Fully Address Protective 

Mission Panel 
Recommendations 

05/22/2019 1 01/29/2021 

The Director of the Secret Service should develop and implement a 
plan to ensure that special agents [SA] assigned to PPD [Presidential 
Protective Division] and VPD [Vice Presidential Protective Division] 
reach annual training targets given current and planned staffing 
levels. 

The Secret Service will complete a study to determine the 
requirements for each division to achieve the proper amount of 
training for PPD and VPD SAs.   

USSS GAO-19-415 

U.S. SECRET SERVICE:  
Further Actions Needed to 
Fully Address Protective 

Mission Panel 
Recommendations 

05/22/2019 2 01/29/2021 

The Director of the Secret Service should develop and implement a 
policy that documents the process for collecting complete Uniformed 
Division officer training data and establishes the types of information 
that should be collected. 

The Secret Service’s Office of Training’s (TNG) Performance and 
Learning Management System (PALMS) Team has collaborated 
with the Uniformed Division (UD) to capture training requirements, 
including the 20 formalized on-the-job training (OJT) programs for 
officers assigned to the UD White House, Foreign Missions, and 
Naval Observatory Branches, or to one of the Special Operations 
Branch specialized units.  TNG currently captures approximately 19 
microtraining courses within PALMS.  Moreover, TNG is reviewing 
OJT programs and additional formalized training that will be 
integrated within PALMS.  TNG’s ability to incorporate training 



 

173 

Component Report Number Report Title Report Received/ 
Issued Date Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 
data in PALMS further ensures that the process for collecting and 
recording uniformed officer training is standardized and monitored. 

USSS GAO-20-239 

U.S. SECRET SERVICE:  
Investigative Operations 

Confer Benefits, but 
Additional Actions Are 

Needed to Prioritize 
Resources  

09/26/2019 1 01/29/2021 

The Director of the Secret Service should identify which types of 
investigations and activities best prepare special agents for protective 
responsibilities.  

The Secret Service’s Offices of Investigations (INV), TNG, HUM, 
and Protective Operations (OPO) engaged with 16 USSS field 
offices to build measurable OJT programs.  These programs are 
designed to assess and track the development of an SA to ensure 
readiness and preparedness for protective responsibilities as well as 
to monitor progression as it relates to the investigative mission.  
Because of varying protective and investigative variables in each 
field office within this program, custom OJT programs were tailored 
specifically to meet the needs for individual development 
opportunities of an SA assigned to that office.  Data from the OJT 
pilot program will be tracked through USSS’ PALMS with plans for 
a successful agencywide OJT program by December 2020.  

USSS GAO-20-239 

U.S. SECRET SERVICE:  
Investigative Operations 

Confer Benefits, but 
Additional Actions Are 

Needed to Prioritize 
Resources  

09/26/2019 2 01/29/2021 

The Director of the Secret Service should develop a framework to 
help ensure special agents have an opportunity to work, to the extent 

The Secret Service INV, TNG, HUM, and OPO have reviewed 
RTC-03(02), Special Agent Training, accordingly, and have noted 
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(or Date Closed) 

Recommendation Narrative of Implementation Status 
possible, investigations and activities that best prepare them for 
protection. 

potential updates that would be in order.  On the basis of a review of 
the results of the pilot, referenced in recommendation 1, a new 
version of RTC-03(02) will be drafted and coordinated for review.  
The updates will provide field office supervisors a framework to 
assist with the identification of key trainings, experiences, and 
assignments relevant for developing SAs for future protection 
assignments.  For example, conducting protective intelligence 
investigations, supporting protective operations, interviewing 
suspects, and working with other law enforcement partners are 
important for developing SAs for future protection assignments.  
Following the completion of the working group assessment and pilot 
program to identify desired experiences and trainings as referenced 
in responses to recommendation 1, the updated directive will be 
implemented throughout the agency, then periodically revaluated 
and updated, as appropriate.   

USSS GAO-20-239 

U.S. SECRET SERVICE:  
Investigative Operations 

Confer Benefits, but 
Additional Actions Are 

Needed to Prioritize 
Resources  

09/26/2019 3 01/29/2021 

The Director of the Secret Service should establish a documented 
process to ensure that Office of Investigations resources are aligned 
with priority criminal threats.  The process should outline key 
information to be included in plans for addressing priority threats.  

The Secret Service’s INV and OSP will replace the current INV 
priorities and roadmap document along with a new INV strategic 
document.  The overall goal of the strategy is to align resources 
better to address priority threats. 
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USSS GAO-20-239 

U.S. SECRET SERVICE:  
Investigative Operations 

Confer Benefits, but 
Additional Actions Are 

Needed to Prioritize 
Resources  

09/26/2019 4 01/29/2021 

The Director of the Secret Service should identify investigations that 
address priority criminal threats agency-wide and collect data on the 
resources expended to investigate the threats.  

The Secret Service INV will publish an internal policy change to 
identify and define the Global Investigative Operation Center’s 
(GIOC) role further and to identify, track, and work investigations 
addressing priority threats.  The policy also will identify other 
internal resources that will work in partnership to advance these 
priorities.  In addition, to evaluate data collection on resources 
expended to investigative threats effectively, INV will study the 
development of new and additional data collection methodology and 
will create and adjust performance measures and targets in 
partnership with OSP.  INV anticipates that: (1) the roles, 
responsibilities, and formal policy will be completed for the GIOC 
by March 31, 2020, and (2) a complete data validity and validation 
analysis to support the newly instituted data aggregation 
methodology and investigative performance indicators will be 
completed by the end of FY 2020.   
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IV. Implementation Status of OIG’s Public 
Recommendations 

 
 
A. Recommendations “Closed, Unimplemented” 
 
DHS OIG only started tracking recommendations closed as “implemented” or “unimplemented” 
at the beginning of FY 2020, including recommendations closed as such during September 2019.  
From October 1, 2019, to September 30, 2020, there were two public recommendations to DHS 
that OIG designated as “closed, unimplemented.”  These recommendations are listed below 
along with the justification for not implementing them. 
 
DHS strictly adheres to a self-imposed practice of not closing any OIG recommendations 
without first reaching agreement with OIG staff to do so and has followed this practice since 
2010.  This provides additional confidence to Congress and the public that DHS took appropriate 
actions to implement these recommendations or otherwise to resolve any disagreements. 
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Component Report 
Number Report Title 

Report 
Received/ 

Issued Date 
Rec # Date Closed 

Recommendation Narrative of Implementation Status 

FEMA OIG-18-62 

Victor Valley Wastewater 
Reclamation Authority, 

California, Provided FEMA 
Incorrect Information for Its 

$33 Million Project 

04/26/20218 2 01/03/2020 

The Regional Administrator, FEMA Region IX, should not 
obligate the $6,036,462 (Federal Share $4,527,347) in 
additional funds Authority officials requested for project cost 
overruns.  

FEMA’s Region IX determined the costs to be reasonable and did 
not deobligate the funds per this recommendation.  OIG closed 
this recommendation as unimplemented. 

MGMT-
CIO OIG-17-101 

Improvements Needed to 
Promote DHS Progress toward 
Accomplishing Enterprise-wide 

Data Goals 

08/14/2017 1 09/18/2020 

The Under Secretary for Intelligence and Analysis should 
ensure the ISSGB [Information Sharing and Safeguarding 
Governance Board] completes development of its 
implementation plan for each of the 19 remaining strategic 
objectives of the Enterprise Data Strategy, including assigned 
offices and timelines, by the end of FY 2017 as projected. 

OIG and DHS management agreed that DHS will be unable to 
implement the recommendation because the recommendation was 
overcome by events.  DHS is now subject to the new Federal Data 
Strategy, as well as other policies that affect the existing DHS 
Enterprise Data Strategy.  The Enterprise Data Strategy will need 
to incorporate these new policies for its upcoming 5-year update.  
As such, some of the existing strategic objectives will be changed, 
eliminated, or overwritten. 
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B. Recommendations “Open” 
 
As of September 30, 2020, 218 OIG public recommendations were designated as “open” for a 
period of not less than 1 year (i.e., open as of September 30, 2019).  These recommendations are 
listed below along with a description of the actions taken, ongoing, or planned to address the 
recommendations; an ECD; and a brief discussion of resource and budgetary implications, as 
appropriate. 
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Component Report 
Number Report Title 

Report 
Received/ Issued 

Date 
Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 

CBP                  OIG-11-16 

Customs and Border 
Protection 

Implementation of the 
Western Hemisphere 

Travel Initiative at Land 
Ports of Entry 

12/13/2010 3 12/14/2020 

The Assistant Commissioner, OFO, should finalize 
and issue WHTI [Western Hemisphere Travel 
Initiative] full enforcement operational guidance that 
includes minimum inspection requirements and the 
specific procedures that CBP officers must follow to 
process WHTI-noncompliant travelers and to establish 
their identity and citizenship. 

On December 14, 2020, OIG closed this recommendation as unimplemented, after 
the universe of open recommendations for this annual report was identified. 

CBP                  OIG-11-16 

Customs and Border 
Protection 

Implementation of the 
Western Hemisphere 

Travel Initiative at Land 
Ports of Entry 

12/13/2010 4 12/14/2020 

The Assistant Commissioner, OFO, should establish a 
firm target date for moving from informed compliance 
to full enforcement of WHTI land document 
requirements. 

On December 14, 2020, OIG closed this recommendation as unimplemented, after 
the universe of open recommendations for this annual report was identified. 
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Report 
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Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 

CBP                  OIG-11-92 
Efficacy of Customs and 

Border Protection's 
Bonding Process 

06/27/2011 4 09/01/2020 

The Assistant Commissioners of CBP should improve 
revenue risk management by developing a risk-based 
bonding methodology for use on high-risk revenue 
imports that incorporates continuous bonds and single 
transaction bonds. 

On September 1, 2020, OIG closed this recommendation as implemented, after the 
universe of open recommendations for this annual report was identified. 

CBP                  OIG-13-
119 

CBP's and USCG's 
Controls Over Exports 

Related to Foreign 
Military Sales 

09/09/2013 2 10/26/2020 

The Acting Assistant Commissioner for the OFO at 
CBP should update the U.S. Customs Control 
Handbook for Department of State Licenses to reflect 
current export-related laws, regulations, and 
responsibilities; and provide formal training to CBP 
export officers on Foreign Military Sales policies and 
procedures. 

On October 26, 2020, OIG closed this recommendation as implemented, after the 
universe of open recommendations for this annual report was identified. 

CBP                  OIG-16-75 

U.S. Customs and Border 
Protection (CBP) Needs 
Better Data to Justify Its 

Criminal Investigator 
Staffing 

04/29/2016 1 03/31/2021 

The Assistant Commissioner, Office of Internal 
Affairs, CBP should perform a position description 
review to ensure that all investigator positions are 

The working group has developed the new position descriptions (PD) successfully.  
CBP OPR now is conducting validation of the PDs, which includes a survey to 
employees currently in those positions, and benchmarking against 1811 positions 
in other federal law enforcement agencies. 
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Component Report 
Number Report Title 

Report 
Received/ Issued 
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Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 
properly described and classified based on a validation 
of major duties. 

CBP                  OIG-16-75 

U.S. Customs and Border 
Protection (CBP) Needs 
Better Data to Justify Its 

Criminal Investigator 
Staffing 

04/29/2016 2 12/31/2020 

The Assistant Commissioner, Office of Internal 
Affairs, CBP should identify and capture data 
elements necessary to perform a comprehensive 
workload analysis of its investigative workforce 
within its Office of Internal Affairs.  The data 
elements should be based on major duties performed. 

The HSOAC of the RAND Corporation completed its strategic analysis of OPR’s 
Investigative Operations Division (IOD) organizational structure, workload, and 
staffing in March 2020.  The analysis included a comprehensive staffing model 
based on activities and workload as entered in JICMS and as identified in surveys 
of IOD’s cadre of criminal investigators.  In May 2020, IOD refined its Time 
Entry process in JICMS to improve the quality of data captured.  The new process 
was piloted in May 2020 and was implemented divisionwide in June 2020.  IOD is 
in the process of evaluating and refining these data categories for inclusion in the 
new IOD case management system. 

CBP                  OIG-16-75 

U.S. Customs and Border 
Protection (CBP) Needs 
Better Data to Justify Its 

Criminal Investigator 
Staffing 

04/29/2016 3 03/09/2021 

The Assistant Commissioner, Office of Internal 
Affairs, CBP should develop and implement 
procedures to ensure investigative workload data 
elements are complete, accurate, and reliable. 

On March 9, 2021, OIG closed this recommendation as implemented, after the 
universe of open recommendations for this annual report was identified. 
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Recommendation Narrative of Implementation Status 

CBP                  OIG-16-75 

U.S. Customs and Border 
Protection (CBP) Needs 
Better Data to Justify Its 

Criminal Investigator 
Staffing 

04/29/2016 4 03/09/2021 

The Assistant Commissioner, Office of Internal 
Affairs, CBP should conduct a comprehensive 
workload analysis of its Investigative Operations 
Division, including a needs assessment, to determine 
the appropriate staffing levels to accomplish the 
office’s mission efficiently and cost effectively. 

On March 9, 2021, OIG closed this recommendation as implemented, after the 
universe of open recommendations for this annual report was identified. 

CBP                  OIG-16-75 

U.S. Customs and Border 
Protection (CBP) Needs 
Better Data to Justify Its 

Criminal Investigator 
Staffing 

04/29/2016 5 03/31/2021 

The Assistant Commissioner, Office of Internal 
Affairs, CBP should develop performance measures 
and goals to ensure the Investigative Operations 
Division is meeting mission requirements efficiently 
and effectively.  

CBP requested closure of this recommendation.  In addition to establishing 
performance measures for its executive director, IOD also has modified the 
performance plans of subordinate supervisors to cascade the objectives throughout 
the organization, which ensures consistency and unity of effort. 
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Report 
Received/ Issued 
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Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 
OIG informed CBP that the recommendation will remain open until CBP provides 
the official document outlining the performance measures and goals for IOD and 
provides evidence that these measures will be assessed on an ongoing basis.  CBP 
plans to provide the requested information after the end of the rating period.  

CBP                  OIG-16-
123 

CBP’s Office of 
Professional 

Responsibility’s Privacy 
Policies and Practices 

08/29/2016 1 03/31/2021 

CBP should revise the CBP OPR SOPs for 
information sharing to address its law enforcement 
priorities and to comply with all aspects of the CBP 
Privacy Directive. 

CBP created a working group with stakeholders from OPR and the Office of 
Privacy and Diversity to focus on the OPR SOPs for information sharing.  The 
CBP Privacy Officer will continue to work with OPR on the status of the revised 
SOPs and will provide continued support until the updated SOPs are implemented 
fully.  OPR is working to revise the SOPs for information sharing to address its 
law enforcement priorities and to comply with all aspects of the CBP Privacy 
Directive.  A first draft of the SOP, which defines privacy controls, is currently in 
process. 

CBP                  OIG-17-56 
DHS Tracking of Visa 

Overstays is Hindered by 
Insufficient Technology 

05/01/2017 5 12/21/2020 

The DHS CIO should continue its efforts to evaluate 
the extent to which the data used to develop overstay 
estimates are accurate and reliable, identify and 
document any remaining gaps and limitations, and 
identify how the data may be improved.  

On December 21, 2020, OIG closed this recommendation as implemented, after 
the universe of open recommendations for this annual report was identified. 
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CBP                  OIG-17-
114 

CBP’s IT Systems and 
Infrastructure Did Not 
Fully Support Border 
Security Operations 

09/28/2017 5 02/24/2021 

The Chief of USBP, in collaboration with the 
Assistant Commissioner for OIT, should complete 
modernization plans for the e3 [Enforce 3] system to 
ensure adequate availably and functionality to support 
border security mission needs.   

On February 24, 2021, OIG closed this recommendation as implemented, after the 
universe of open recommendations for this annual report was identified. 

CBP                  OIG-17-
115-MA 

Management Alert – 
Security and Safety 

Concerns at Border Patrol 
Stations in the Tucson 

Sector 

09/29/2017 1 05/31/2022 

CBP should promptly upgrade the infrastructure at 
Tucson Sector stations and ensure Border Patrol agent 
safety by providing the resources necessary to correct 
the urgent physical security issues. 

The Casa Grande Station new construction project has been selected for FY 2030 
funding.  The new station will meet all CBP security requirements: secure parking 
and building, and physical and electronic security to include access control.  
Operational requirements are being finalized by USBP; CBP’s OFAM will use 
this information to confirm space requirements and to develop the project 
requirements document. 

CBP                  
OIG-18-83 
/ OIG-18-
83 FOUO 

CBP’s International Mail 
Inspection Processes 
Need Improvement at 

JFK International Airport 

09/24/2018 1 10/20/2020 

The Executive Assistant Commissioners for Field 
Operations and Operations Support should conduct an 
analysis to determine what additional staff, canines, x-
ray scanning machines, and hand-held chemical 

On October 20, 2020, OIG closed this recommendation as implemented, after the 
universe of open recommendations for this annual report was identified. 
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Recommendation Narrative of Implementation Status 
analysis devices are needed to adequately address the 
threat from opioids arriving daily in the large volume 
of international mail. 

CBP                  
OIG-18-83 
/ OIG-18-
83 FOUO 

CBP's International Mail 
Inspection Processes 
Need Improvement at 

JFK International Airport 

09/24/2018 2 06/30/2021 

The Executive Assistant Commissioners for Field 
Operations and Operations Support should assign and 
dedicate canine teams as appropriate to detect opioids 
at the international mail facility on a daily basis. 

All CBP OFO narcotic canine teams have been trained and certified to detect 
heroin/opioids.  As of April 2018, all OFO narcotic canine teams have been 
certified to detect fentanyl as an odor.  OFO has increased the number of canine 
teams at international mail facilities (IMF) by 15; of these, two have been assigned 
to the New York Field Office, John F. Kennedy International Airport (JFK), 
effective November 24, 2019.  This brings the total number of canine teams at JFK 
to 12.  CBP provided OIG with evidence of deployment of the two additional 
canine teams and requested closure on January 22, 2020.  The two canine teams 
assigned to JFK IMF were scheduled to attend training in the third quarter, which 
since has been canceled because of COVID–19.  CBP has not resumed training for 
new canine handlers.  JFK IMF officers that were selected for these positions will 
attend training during the next available class dates. 

CBP                  
OIG-18-83 
/ OIG-18-
83 FOUO 

CBP's International Mail 
Inspection Processes 
Need Improvement at 

JFK International Airport 

09/24/2018 3 09/30/2021 

The Assistant Commissioner for the OIT and the 
Executive Assistant Commissioners for Field 
Operations and Operations Support should jointly 
establish a process to [redacted] arriving international 

CBP’s OFO, Cargo and Conveyance Security, is undertaking a comprehensive 
solution that will combine in-line scanning, compliant databases, and the business 
requirements of all parties.    JFK IMF is slated to be a test site for this solution 
when designed and its first deployment location.  CBP has funded a project with 
the GSA to remove the conveyor belts at the JFK IMF.  This is the beginning of 
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Report 
Received/ Issued 
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Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 
air mail received from USPS, scanned by CBP, and 
returned to USPS. 

the project phase because the testing equipment cannot be installed until the 
conveyor belts have been removed. 

CBP                  
OIG-18-83 
/ OIG-18-
83 FOUO 

CBP's International Mail 
Inspection Processes 
Need Improvement at 

JFK International Airport 

09/24/2018 4 06/30/2021 

The Executive Assistant Commissioners for Field 
Operations and Operations Support should update 
CBP's International Mail Operations and 
Enforcement Handbook to reflect all types of arriving 
international mail. 

The International Mail Operations and Enforcement Handbook has been updated 
to reflect the types of arriving international mail and references a new Subpart G 
in the impending Synthetics Trafficking and Overdose Prevention (STOP) Act of 
2018 interim final rule.  The rule is still under review. 

CBP                  
OIG-18-83 
/ OIG-18-
83 FOUO 

CBP's International Mail 
Inspection Processes 
Need Improvement at 

JFK International Airport 

09/24/2018 5 09/16/2020 

The Executive Assistant Commissioners for Field 
Operations and Operations Support should perform 
and document periodic 'Mail Flex' operations, 
including use of canine teams, to better determine the 
size and scope of the threat inherent in specific classes 
of mail and form specific countries.  

On September 16, 2020, OIG closed this recommendation as implemented, after 
the universe of open recommendations for this annual report was identified. 

CBP                  
OIG-18-83 
/ OIG-18-
83 FOUO 

CBP's International Mail 
Inspection Processes 
Need Improvement at 

JFK International Airport 

09/24/2018 7 12/31/2024 
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Recommendation Narrative of Implementation Status 

The Executive Assistant Commissioners for Field 
Operations and Operations Support should jointly 
update the Seized Asset Management and Enforcement 
Procedure Handbook and the International Mail 
Operations and Enforcement Handbook to outline all 
of the precautions necessary to safeguard suspicious 
mail prior to formal seizure. 

CBP’s OFO completed Part 1 of this recommendation.  The Seized Asset 
Management and Enforcement Procedures Handbook, Section 4.2.5, now is 
updated electronically, and is a “living” document that has paper clips attached to 
sections that have been updated since last publication in July 2011.  CBP almost 
has completed the revision to the International Mail Operations and Enforcement 
Handbook.  The handbook will reference a new Subpart G, in the new version of 
19 Code of Federal Regulations (CFR) 145, pursuant to the interim final rule (IFR) 
on Title VII of the STOP Act of 2018 section 8003, Mandatory Advance 
Electronic Data for Postal Shipments.  The IFR is currently under review at the 
Department.  Once approved, the rule will be submitted to OMB.  Once the rule is 
approved by OMB and published, CBP can provide positive proof that Subpart G 
exists and has been added to 19 CFR 145, which has definitions of the types of 
mail, and CBP will have the legal basis to publish a revised handbook with a 
specific reference to Subpart G. 

CBP                  OIG-19-10 
CBP's Searches of 

Electronic Devices at 
Ports of Entry  

12/06/2018 1 09/30/2020 

The Executive Assistant Commissioner for OFO 
should ensure its officers properly document their 
actions when conducting searches of electronic 
devices, and supervisors provide adequate and prompt 
review of electronic media reports and related 
information. 

CBP OFO continues to conduct daily audits of advanced searches of electronic 
media reports to ensure compliance with the CBP directive and to ensure that all 
actions are documented appropriately.  CBP also continues to conduct monthly 
audits of a random sample of electronic media searches to address any compliance 
issues with the directive and prompt and complete documentation of CBP officers’ 
actions.  Evidence that CBP created, completed, and incorporated the Self-
Inspection Worksheet, and a sample of the results based on the 2020 SIP cycle 
now are complete.  Guidance sent to the field to correct deficiencies identified, and 
additional training is being prepared via the Virtual Learning Course (VLC).  OFO 
currently is working with the Office of Training and Development (OTD) to 
develop an annual mandatory training for all CBP officers.  
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Recommendation Narrative of Implementation Status 

CBP                  OIG-19-10 
CBP's Searches of 

Electronic Devices at 
Ports of Entry  

12/06/2018 2 09/30/2020 

The Executive Assistant Commissioner for OFO 
should ensure supervisors oversee the disabling of 
data connections prior to conducting searches of 
electronic devices. 

CBP OFO completed the Self-Inspection Worksheet related to searches of 
electronic devices for the Self-Inspection FY 2020 Cycle.  The FY 2020 Cycle 
Worksheet included two additional questions to address the identified deficiencies.  
Guidance was issued to OFO field offices to correct the deficiencies.  In addition, 
OFO is working with OTD to develop training via its VLC for dissemination to 
CBP officers through online instruction.   

CBP                  OIG-19-10 
CBP's Searches of 

Electronic Devices at 
Ports of Entry  

12/06/2018 4 09/30/2020 

The Executive Assistant Commissioner for OFO 
should ensure that travelers’ copied information is 
immediately deleted from thumb drives after 
successful upload to the Automated Targeting System. 

CBP OFO continues to conduct daily audits of advanced searches of electronic 
media reports to ensure compliance with the CBP directive and to ensure that all 
actions are documented appropriately.  CBP also continues to conduct monthly 
audits of a random sample of electronic media searches to address any compliance 
issues with the directive and prompt and complete documentation of CBP officers’ 
actions.  Evidence that CBP created, completed, and incorporated the Self-
Inspection Worksheet, and a sample of the results based on the 2020 SIP cycle 
now are complete.  A muster was issued to the field to correct deficiencies 
identified, and additional training is being prepared via the VLC.  OFO currently 
is working with OTD to develop an annual mandatory training for all CBP 
officers. 

CBP                  OIG-19-10 
CBP's Searches of 

Electronic Devices at 
Ports of Entry  

12/06/2018 5 12/31/2020 

The Executive Assistant Commissioner for OFO 
should: 

CBP OFO, Operations Directorate, Tactical Operations Division, finalized the 
Capabilities Analysis Report (CAR) documentation for presentation to the JRC, 
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Report 
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(or Date Closed) 

Recommendation Narrative of Implementation Status 
(a) Develop and implement performance measures 

for the advanced searches of electronic devices 
pilot program. 

(b) Evaluate the effectiveness of the pilot program 
to determine whether the advanced searches 
are achieving the program's intended purpose. 

(c) Work with the Commissioner of CBP to 
evaluate the performance of Office of Field 
Operations in the advanced searches of 
electronic devices pilot program and, based on 
the results of such evaluation, decide whether 
to discontinue or establish it as a permanent 
program of record. 

which must precede the recommendation to the CBP Commissioner that the 
Document and Media Examination pilot be made a national program of record.  
The JRC provided numerous comments that are being addressed by OFO.  Once 
all comments are addressed, the CAR will be resubmitted to the JRC. 

CBP                  OIG-19-11 

CBP Did Not Maximize 
its Revenue Collection 
Efforts for Delinquent 

Debt Owed from 
Importers 

12/06/2018 3 08/13/2020 

The Executive Assistant Commissioner, Enterprise 
Services, CBP should develop and implement a plan 
to ensure that Revenue [CBP’s Debt Management 
Division] continues to contract with the private 
collection agencies only after ensuring that the 
required viability analysis has been completed, to 
assess the viability of collection or write-off of the 
remaining cumulative uncollectible duties, taxes, and 
fees of $4.3 billion; and to either collect or write-off 
any remaining debt after the private collection 

On August 13, 2020, OIG closed this recommendation as implemented, after the 
universe of open recommendations for this annual report was identified. 
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agencies have completed their collection efforts and 
have determined that the debt is uncollectible. 

CBP                  OIG-19-23 

Border Patrol Needs a 
Staffing Model to Better 

Plan for Hiring More 
Agents 

02/28/2019 1 12/31/2020 

The USM should ensure CBP and USBP expedite 
development and implementation of a workforce 
staffing model for USBP as required by Congress to 
better inform staffing and resource deployment 
decisions. 

USBP completed workshops with 15 USBP sectors, including representatives 
from nearly all USBP stations within those sectors, in order to capture better the 
workload and condition variables driving staffing requirements from location to 
location.  Following these workshops, completion of the Patrol Border Group 
(PBG) staffing submodel has been delayed because of a shift in methodology to 
capture better any operational realities in condition variables considered in the 
model.  The DHS Verification, Validation, and Accreditation (VV&A) team was 
made aware of this delay on September 9, 2020.  USBP now anticipates 
completing the PBG submodel by the end of CY 2020, pending any further 
discovery of concerns in methodology to depict accurate condition variables.  The 
PBG submodel will not be implemented for decision support until it has been 
approved by USBP leadership and the DHS VV&A process. 
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CBP                  OIG-19-46 

Management Alert - DHS 
Needs to Address 

Dangerous Overcrowding 
Among Single Adults at 

El Paso Del Norte 

05/30/2019 1 09/22/2020 

The Secretary of Homeland Secretary should take 
immediate steps to alleviate the overcrowding at the 
El Paso Del Norte Bridge Processing Center (PDT). 

On September 22, 2020, OIG closed this recommendation as implemented, after 
the universe of open recommendations for this annual report was identified. 

CBP                  OIG-19-49 
CBP's Global Entry 

Program is Vulnerable to 
Exploitation 

06/24/2019 2 03/31/2021 

The Executive Assistant Commissioner for OFO 
should properly document results of analysis 
conducted for potential query matches for Member 2, 
Member 5, and all members going forward to ensure 
they meet Global Entry low-risk requirements.  After 
CBP completes its analysis, it should re-evaluate 
whether Member 2 and Member 5 meet the low-risk 
criteria and determine each member's Global Entry 
eligibility. 

CBP OFO continues its review, update, and validation of the proposed 
amendments to the Trusted Traveler Program (TTP) Consolidated Handbook.  
OFO TTP managers have completed the necessary edits that will outline specific 
and relevant examples of questions that should be addressed during an enrollment 
interview to determine whether an applicant meets the strict standards of the 
program.  The proposed amendments currently are progressing forward through 
the approval process. 

CBP                  OIG-19-49 
CBP's Global Entry 

Program is Vulnerable to 
Exploitation 

06/24/2019 3 03/31/2021 

The Executive Assistant Commissioner for OFO 
should update the policies and procedures in CBP’s 
Consolidated Trusted Traveler Programs Handbook 
(April 2016) to include descriptions, explanations, and 

CBP OFO continues its review, update, and validation of TTP SOPs for vetting, to 
include the TTP Consolidated Handbook.  The amendments to the TTP vetting 
SOPs will serve as a general update and clarification of record match-type 
classifications conducted by CBP officers and appropriate actions.  The 
amendments still are progressing forward through the approval process. 
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examples of how CBP officers should use record 
match-type classifications. 

CBP                  OIG-19-49 
CBP's Global Entry 

Program is Vulnerable to 
Exploitation 

06/24/2019 4 03/31/2021 

The Executive Assistant Commissioner for OFO 
should develop and evaluate improved methods to 
ensure CBP officers authenticate Global Entry 
membership prior to travelers exiting the Federal 
Inspection Service area. 

On May 14, 2020, OIT Passenger Systems Program Directorate presented the 
updated version of the software that will enable a CBP officer to retrieve 
electronically the image and biographic information of a passenger processed by 
either a Global Entry Kiosk, a Global Entry E-gate, or a Global Entry Totem.  The 
software will be deployed in tandem with the deployment of the Global Entry E-
Gate pilot program at Dallas Fort Worth International Airport (DFW).  The 
software will be installed on tablets to be used by officers either at the point of 
inspection or at the egress point, to verify that a traveler has been processed 
through the Global Entry system.  OIT also is working on a training video that will 
explain clearly the advantages of this new system over the traditional method of an 
officer collecting a Global Entry receipt at egress.  After installation at DFW, the 
system will require monitoring and review. 

CBP                  OIG-19-49 
CBP's Global Entry 

Program is Vulnerable to 
Exploitation 

06/24/2019 6 02/04/2021 

The Executive Assistant Commissioner for OFO 
should add operational Global Entry Program 
procedures to the Self-Inspection Worksheet to 
effectively measure Global Entry Program 
compliance. 

On February 4, 2021, OIG closed this recommendation as implemented, after the 
universe of open recommendations for this annual report was identified. 
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CBP                  OIG-19-53 

Management Alert - CBP 
Did Not Adequately 

Protect Employees from 
Possible Fentanyl 

Exposure 

07/16/2019 1 07/29/2020 

The Acting Commissioner of CBP should revise its 
Seized Asset Management and Enforcement 
Procedures Handbook to include guidance for 
handling and storing opioids such as fentanyl.  At a 
minimum, the revision should include: 

(a) requirement that naloxone be available to all 
employees, at facilities, and in vehicles 
involved in seizure, transportation, and storage 
of fentanyl; and 

(b) training and expectations on administering 
naloxone.  

On July 29, 2020, OIG closed this recommendation as implemented, after the 
universe of open recommendations for this annual report was identified. 

CBP                  OIG-19-67 

Limitations of CBP 
OFO's Screening Device 
Used to Identify Fentanyl 

and Other Narcotics 

09/30/2019 1 09/22/2020 

The Executive Director for LSSD should conduct a 
comprehensive analysis on the ability of any chemical 
screening device to identify the presence of fentanyl 
and other narcotics at lower purity levels in field 
environments, perform reproducibility test runs, and 
obtain a third-party verification of the results. 

On September 22, 2020, OIG closed this recommendation as implemented, after 
the universe of open recommendations for this annual report was identified. 
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CBP                  OIG-19-67 

Limitations of CBP 
OFO's Screening Device 
Used to Identify Fentanyl 

and Other Narcotics 

09/30/2019 2 03/31/2021 

The Executive Assistant Commissioner for OFO 
should develop and implement a strategy, based on the 
outcome of the comprehensive analysis from 
Recommendation #1, to:  

(a) ensure deployed chemical screening devices 
are able to identify narcotics at purity levels 
less than or equal to 10 percent, or provide 
ports of entry with an alternate method for 
identifying narcotics at lower purity levels; and 

(b) test any new chemical screening devices to 
understand their abilities and limitations in 
identifying narcotics at various purity levels 
before CBP commits to their acquisition. 

On March 31, 2021, OIG closed this recommendation as implemented, after the 
universe of open recommendations for this annual report was identified. 
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CBP                  OIG-19-67 

Limitations of CBP 
OFO's Screening Device 
Used to Identify Fentanyl 

and Other Narcotics 

09/30/2019 3 03/31/2021 

The Executive Assistant Commissioner for OFO 
should develop a formal strategy to deploy and use 
small-scale chemical screening devices and keep them 
updated.  The strategy should address short and long-
term goals including: 

(a) how the equipment will be deployed; 
(b) a process for approving the equipment for use; 
(c) how and when the equipment will be used; 
(d) how and when officers should document and 

report on equipment usage; and 
(e) how and when to update the equipment 

software and spectral 
database, including timetables for updates and 
monitoring.  

CBP has developed a strategy to deploy, use, and keep small-scale chemical 
screening devices [chemical identification equipment] updated.  SOPs have been 
issued on the use of multiple chemical identification devices, including the 
ThermoFisher Gemini.  Joint collaboration between CBP and ThermoFisher 
includes piloting a reporting tool that will track usage via the Small-Scale Non-
Intrusive Inspection (SS NII) Utilization Webform.  The tool will provide status 
updates of the field’s SS NII equipment usage.  CBP continues to work with 
ThermoFisher on integration into CBP’s Enterprise to have the ability to push and 
pull automatically data to include the updates.  Random inspections will be 
conducted to ensure that devices have the most up-to-date libraries. 
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CBP                  OIG-19-67 

Limitations of CBP 
OFO's Screening Device 
Used to Identify Fentanyl 

and Other Narcotics 

09/30/2019 4 02/23/2021 

The Executive Director for LSSD, in collaboration 
with the Executive Assistant Commissioner for OFO, 
develop and implement a plan for the long-term 
development of a centralized spectral database for the 
chemical screening devices. This plan should include 
how newly identified spectra will be collected, stored, 
and distributed to devices at the ports of entry, and 
identification of parties responsible for updates and 
maintenance of the spectral library. 

On February 23, 2021, OIG closed this recommendation as implemented, after the 
universe of open recommendations for this annual report was identified. 

CISA OIG-15-
108 

Oversight Review of the 
National Protection and 
Programs Directorate, 

Internal Affairs Division 

06/19/2015 1 07/02/2020 

The Under Secretary of NPPD should determine how 
allegations of criminal misconduct by NPPD 
employees will be investigated.  If the Under 
Secretary decides to investigate such allegations 
through a specialized unit, the Under Secretary should 
obtain and delegate the authority to conduct criminal 
investigations to OCS [Office of Compliance and 
Security]. 

On July 2, 2020, OIG closed this recommendation as implemented, after the 
universe of open recommendations for this annual report was identified. 
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CISA OIG-18-10 

Biennial Report on DHS' 
Implementation of the 
Cybersecurity Act of 

2015 

11/01/2017 2 12/21/2020 

The Assistant Secretary for Cybersecurity and 
Communication, NPPD, should establish an 
acquisition strategy for obtaining the tools and 
technologies needed to provide a cross-domain 
solution for sharing and processing cyber threat 
information between the classified and unclassified 
repositories.   

On December 21, 2020, OIG closed this recommendation as implemented, after 
the universe of open recommendations for this annual report was identified. 

FEMA                 OIG-12-18 

FEMA's Process for 
Tracking Public 

Assistance Insurance 
Requirements 

12/16/2011 3 07/13/2020 

The Associate Administrator, Response and Recovery 
should modify EMMIE [Emergency Management 
Mission Integrated Environment] or EDW [Enterprise 
Data Warehouse] so that FEMA can use the data 
stored in EMMIE to determine if an applicant 
previously received disaster assistance for a damaged 
facility. 

On July 13, 2020, OIG closed this recommendation as implemented, after the 
universe of open recommendations for this annual report was identified. 
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FEMA                 OIG-12-18 

FEMA's Process for 
Tracking Public 

Assistance Insurance 
Requirements 

12/16/2011 4 09/30/2021 

The Associate Administrator for Response and 
Recovery, FEMA should review and evaluate NEMIS 
[National Emergency Management Information 
System] and EMMIE data fields and update any 
location and insurance fields that are blank or contain 
erroneous information. 

FEMA is determining how to contract out the data transfer to the grants manager 
given the additional complexities and restrictions of accessing FEMA facilities 
during COVID-19. 

FEMA                 OIG-15-
06-D 

FEMA Needs to Track 
Performance Data and 

Develop Policies, 
Procedures, and 

Performance Measures for 
Long Term Recovery 

Offices 

10/30/2014 2 TBD 

The Associate Administrator for Response and 
Recovery, FEMA should implement standardized 
policies, procedures, and performance measures to 
establish, operate, and close Long Term Recovery 
Offices. 

Given the operational demands for COVID-19, as well as the revised policy and 
doctrine production schedule, FEMA ORR is determining the best course of action 
to address this recommendation.  FEMA has developed a revised corrective action 
plan and will submit to FEMA leadership for approval.  FEMA will schedule a 
meeting with OIG in January 2021 to discuss the way forward.  
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FEMA                 OIG-15-08 

Ohio's Management of 
Homeland Security Grant 

Program Awards for 
Fiscal Years 2010 

Through 2012  

11/07/2014 8 10/22/2020 

The Assistant Administrator, Grant Programs 
Directorate, FEMA should direct Ohio to provide 
documentation that adequately supports the 
questioned $3,559,066.76 for noncompliant 
procurements or return to FEMA the amount not 
supported. 

On October 22, 2020, OIG closed this recommendation as implemented, after the 
universe of open recommendations for this annual report was identified. 

FEMA                 OIG-15-
107 

New York's Management 
of Homeland Security 
Grant Program Awards 
for Fiscal Years 2010-

2012 

06/19/2015 5 01/27/2021 

The Assistant Administrator, Grant Programs 
Directorate, FEMA should require the Division of 
Homeland Security and Emergency Services 
[DHSES] to provide documentation that adequately 
supports $23,437,386 in questioned costs that are 
unsupported or return the amount not supported.  
Specifically, the documentation should support:  

(a) hours worked and locations for Task Force 
Empire Shield activities ($18,731,021 in 
questioned costs);  

(b) expenditures selected in a sample of costs for 
services that SUNY [State University of New 

On January 27, 2021, OIG closed this recommendation as implemented, after the 
universe of open recommendations for this annual report was identified. 
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York] provided to DHSES under MOUs #432, 
#442, #443, and #468 ($2,982,692 in 
questioned costs);  

(c) costs related to non-HSGP [Homeland 
Security Grant Program] grant programs for 
$1,324,851 in salaries and $318,813 in 
financial services; and  

(d) the reasonability of $180,009 to lease 
communication equipment. 

FEMA                 OIG-15-
107 

New York’s Management 
of Homeland Security 
Grant Program Awards 
for Fiscal Years 2010-

2012 

06/19/2015 6 08/12/2020 

The Assistant Administrator, Grant Programs 
Directorate, FEMA should require the Division of 
Homeland Security and Emergency Services to 
reimburse FEMA $450,414 in questioned costs that 
are ineligible.  Specifically, the Division of Homeland 
Security and Emergency Services should reimburse 
FEMA:  

(a) $261,748 for fringe benefits applicable to 
ineligible, non-HSGP grants programs;  

(b) $10,824 for claimed costs for maintenance 
contracts and warranties that extended beyond 
the performance period of the grant; and  

(c) $177,842 for overtime expenses not used for 
eligible activities and not federally requested. 

On August 12, 2020, OIG closed this recommendation as implemented, after the 
universe of open recommendations for this annual report was identified. 
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FEMA                 OIG-15-
128-D 

FEMA's Process for 
Selecting Joint Field 

Offices Needs 
Improvement. 

08/21/2015 2 09/22/2020 

The Associate Administrator, Office of Response and 
Recovery, FEMA should develop JFO [Joint Field 
Office] operational procedures that effectively 
downsize the facility and associated support in a 
timely manner to reduce JFO costs.  By right sizing to 
a smaller facility once staff levels declined as 
anticipated, FEMA could have saved approximately 
$1.5 million on direct facility expenses for DR-4086-
Hurricane Sandy-New Jersey.  

On September 22, 2020, OIG closed this recommendation as implemented, after 
the universe of open recommendations for this annual report was identified. 

FEMA                 OIG-16-47 

FEMA Does Not Provide 
Adequate Oversight of Its 
National Flood Insurance 
Write Your Own Program 

03/08/2016 1 10/30/2020 

The Deputy Associate Administrator FIMA should 
develop and implement procedures that will:  

(a) evaluate the results of the oversight performed 
as required by the Financial Control Plan; and  

(b) determine the overall effectiveness of the 
established NFIP internal controls.  

FIMA FID is making final updates and is pursuing appropriate clearances to 
complete the Financial Control Plan. 
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FEMA                 OIG-16-
78-D 

Colorado Should Provide 
the City of Evans More 
Assistance in Managing 

FEMA Grant Funds 

05/03/2016 1 03/31/2021 

The Regional Administrator, FEMA Region VIII 
should disallow $2,958,047 ($2,218,536 Federal 
share) as ineligible contract costs, unless FEMA 
grants an exception for all or part of the costs as 44 
CFR 13.6(c) allows and determines the costs are 
reasonable. 

The State of Colorado submitted the City of Evans closeout package to Region 
VIII’s Disaster Recovery Operations Center.  FEMA analyzed the projects for 
Large Project Closeout to determine the final obligation or deobligation.  
 
In October 2020, FEMA Region VIII provided supporting documentation to OIG 
to support closure of this recommendation.  However, in November 2020, OIG 
requested additional supporting documentation.  Given that many of Region VIII’s 
PA staff are deployed either for COVID disasters or for ongoing field operations, 
OIG agreed to provide additional time to provide the requested documentation. 

FEMA                 OIG-16-98 

FEMA's Grant Programs 
Directorate Did Not 
Effectively Manage 

Assistance to Firefighters 
Grant Program - SAFER 

Grants 

06/08/2016 2 02/28/2021 

The Assistant Administrator, Grants Program 
Directorate, FEMA should review the Staffing for 
Adequate Fire and Emergency Response grants for 
FYs 2010-2012 to identify and recover potentially 
disallowed expenditures of the $18,443,447 total 
questioned costs. 

FEMA is continuing to adjudicate grantee appeals for the notice of potential debt 
letters (NPDL) issued in response to the audit report and recommendation.  FEMA 
will issue final determination letters and will refer denied appeals with debts to the 
OCFO FEMA Finance Center (FFC) to recoup all disallowed costs.  
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FEMA                 OIG-16-
100 

FEMA's Grant Programs 
Directorate (GPD) Did 
Not Effectively Manage 

Assistance to Firefighters 
Grant Program - AFG 

Grants 

06/09/2016 2 04/30/2021 

The Assistant Administrator, Grants Program 
Directorate, FEMA should review Assistance to 
Firefighters Grants for FYs 2010-2012 to identify and 
recover potentially disallowed expenditures of the 
$7,124,893 total questioned costs. 

FEMA is continuing to adjudicate grantee appeals for the NPDLs issued in 
response to the audit report and recommendation.  FEMA will issue final 
determination letters and will refer denied appeals with debts to OCFO FFC to 
recoup all disallowed costs. 

FEMA                 OIG-16-
127-D 

FEMA Can Enhance 
Readiness with 

Management of its 
Disaster Incident 

Workforce 

09/02/2016 2 02/12/2021 

The Associate Administrator, ORR, FEMA should 
develop, implement, and enforce a rigorous FEMA 
Qualification System-based performance system and 
tracking mechanism for all Reservists. 

On February 12, 2021, OIG closed this recommendation as implemented, after the 
universe of open recommendations for this annual report was identified.  

FEMA                 OIG-16-
139-D 

FEMA Should Implement 
Consistent Joint Field 

Office Guidance 
09/27/2016 1 07/13/2020 

The Associate Administrator, ORR, FEMA should 
develop and implement consistent and specific JFO 
procedural guidance to facilitate a timely and 
successful joint Federal-state response and recovery 
operation. 

On July 13, 2020, OIG closed this recommendation as implemented, after the 
universe of open recommendations for this annual report was identified. 
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FEMA                 OIG-16-
139-D 

FEMA Should Implement 
Consistent Joint Field 

Office Guidance 
09/27/2016 2 07/13/2020 

The Associate Administrator, ORR, FEMA should 
require FEMA regional offices to develop a JFO 
selection strategy that includes working annually with 
GSA and State governments to specify an acceptable 
selection of Primary Metropolitan Statistical Areas 
where JFO could be located and determining the 
conditions needed for a timely opening of a JFO. 

On July 13, 2020, OIG closed this recommendation as implemented, after the 
universe of open recommendations for this annual report was identified. 

FEMA                 OIG-17-
25-D 

Victor Valley Wastewater 
Reclamation Authority in 

Victorville, California, 
Did Not Properly Manage 

$32 Million in FEMA 
Grant Funds 

01/24/2017 1 10/28/2020 

The Regional Administrator, FEMA Region IX should 
disallow $31,713,569 ($23,785,177 Federal share) in 
ineligible contract costs, unless FEMA grants an 
exception to administrative requirements, which 
include Federal procurement standards, as 44 CFR 
13.6(c) allows and determines the costs are eligible 
and reasonable.  

On October 28, 2020, OIG closed this recommendation as implemented, after the 
universe of open recommendations for this annual report was identified. 
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FEMA                 OIG-17-
25-D 

Victor Valley Wastewater 
Reclamation Authority in 

Victorville, California, 
Did Not Properly Manage 

$32 Million in FEMA 
Grant Funds 

01/24/2017 2 07/09/2020 

The Regional Administrator, FEMA Region IX should 
review costs associated with the Authority's other 
large projects, especially Project 1136, and disallow 
any costs that are ineligible. 

On July 9, 2020, OIG closed this recommendation as implemented, after the 
universe of open recommendations for this annual report was identified. 

FEMA                 OIG-17-
38-D 

FEMA Needs to Improve 
its Oversight of the 

Sheltering and Temporary 
Essential Power Pilot 

Program 

02/15/2017 2 12/31/2020 

The Regional Administrator, FEMA Region II should 
work with New York State and New York City to 
close out the project.  This includes ensuring that the 
final cost reconciliation accurately separates the costs 
for commercial residential properties. 

After New York City submits its final closeout request to New York State, FEMA 
will conduct necessary reviews to close out the project. 

FEMA                 OIG-17-
38-D 

FEMA Needs to Improve 
its Oversight of the 

Sheltering and Temporary 
Essential Power Pilot 

Program 

02/15/2017 3 08/14/2020 

The Regional Administrator, FEMA Region II should 
ensure New York City made reasonable efforts when 
appropriate and allowed for under State and local laws 

On July 30, 2020, OIG requested additional clarification regarding the multifamily 
dwellings and commercial properties.  FEMA submitted the requested 
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to compel commercial building owners/operators to 
make permanent repairs to health and safety hazards 
and other housing code violations addressed by 
FEMA-funded emergency protective measures under 
this initiative, and to recover from commercial owners 
any Federal funds expended on emergency protective 
measures for facilities they own or operate. 

documentation to OIG on August 14, 2020.  FEMA requested closure of this 
recommendation and is awaiting OIG’s feedback or closure decision. 

FEMA                 OIG-18-38 

Unsupported Payments 
Made to Policyholders 
Who Participated in the 
Hurricane Sandy Claims 

Review Process  

01/24/2018 2 02/05/2021 

The Deputy Associate Administrator, FIMA should 
re-evaluate existing controls, such as those in the 
Financial Control Plan, to identify and implement 
improvements, enabling confidence in the NFIP 
claims process. 

On February 5, 2021, OIG closed this recommendation as implemented, after the 
universe of open recommendations for this annual report was identified. 

FEMA                 OIG-18-38 

Unsupported Payments 
Made to Policyholders 
Who Participated in the 
Hurricane Sandy Claims 

Review Process  

01/24/2018 4 09/16/2020 

The Deputy Associate Administrator, FIMA should 
review all contracts that have executed the “flood 
disaster response” clause within their services contract 
to ensure compliance with contract requirement. 

On September 16, 2020, OIG closed this recommendation as implemented, after 
the universe of open recommendations for this annual report was identified. 
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FEMA                 OIG-18-62 

Victor Valley Wastewater 
Reclamation Authority, 

California, Provided 
FEMA Incorrect 

Information for Its $33 
Million Project 

04/26/2018 1 07/09/2020 

The Regional Administrator, FEMA Region IX should 
disallow the $33,124,002 (Federal share $24,843,002) 
in grant funds awarded to the Authority for Project 
828; or $1,410,433 (Federal share $1,057,825) if 
FEMA disallows $31,713,569 of ineligible costs we 
questioned in our previous report (OIG-17-25-D; 
January 2017; Recommendation 1). 

On July 9, 2020, OIG closed this recommendation as implemented, after the 
universe of open recommendations for this annual report was identified. 

FEMA                 OIG-18-62 

Victor Valley Wastewater 
Reclamation Authority, 

California, Provided 
FEMA Incorrect 

Information for Its $33 
Million Project 

04/26/2018 4 07/09/2020 

The Regional Administrator, FEMA IX, should 
review the additional $8.2 million in FEMA-awarded 
funding for the five projects outside of our audit scope 
for any ineligible costs; notify the OIG of the results; 
and timely disallow ineligible costs.  

On July 9, 2020, OIG closed this recommendation as implemented, after the 
universe of open recommendations for this annual report was identified. 
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FEMA                 OIG-18-63 

FEMA Should Recover 
$20.4 Million in Grant 

Funds Awarded to 
Diamondhead Water and 

Sewer District, 
Mississippi 

05/04/2018 3 11/10/2020 

The Regional Administrator, FEMA Region IV, 
should disallow $18,896,508 of ineligible replacement 
costs. 

On November 10, 2020, OIG closed this recommendation as implemented, after 
the universe of open recommendations for this annual report was identified. 

FEMA                 OIG-18-63 

FEMA Should Recover 
$20.4 Million in Grant 

Funds Awarded to 
Diamondhead Water and 

Sewer District, 
Mississippi 

05/04/2018 4 11/10/2020 

The Regional Administrator, FEMA Region IV should 
disallow $990,179 of ineligible contract costs that the 
District did not procure in accordance with Federal 
requirements, unless Federal Emergency Management 
Agency decides to grant an exception for all of part of 
the costs as 44 CFR 13.6(c) allows and determines 
that the costs are reasonable.  

On November 10, 2020, OIG closed this recommendation as implemented, after 
the universe of open recommendations for this annual report was identified. 
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FEMA                 OIG-18-63 

FEMA Should Recover 
$20.4 Million in Grant 

Funds Awarded to 
Diamondhead Water and 

Sewer District, 
Mississippi 

05/04/2018 5 11/10/2020 

The Regional Administrator, FEMA Region IV should 
disallow $332,138 as unsupported contract costs 
unless the District provides additional documentation 
that FEMA determines is sufficient to support the 
costs. 

On November 10, 2020, OIG closed this recommendation as implemented, after 
the universe of open recommendations for this annual report was identified. 

FEMA                 OIG-18-63 

FEMA Should Recover 
$20.4 Million in Grant 

Funds Awarded to 
Diamondhead Water and 

Sewer District, 
Mississippi 

05/04/2018 6 11/10/2020 

The Regional Administrator, FEMA Region IV should 
disallow $172,861 as ineligible duplicate benefits that 
insurance provided and review the District's insurance 
policies to ensure Federal Emergency Management 
Agency has applied all proceeds to reduce applicable 
projects. 

On November 10, 2020, OIG closed this recommendation as implemented, after 
the universe of open recommendations for this annual report was identified. 
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FEMA                 OIG-18-71 

SPECIAL REVIEW: 
FEMA Paid Employees 

Over the Annual Premium 
Pay Cap 

07/31/2018 1 TBD 

The Chief Component Human Capital Officer, FEMA 
should finalize OCCHCO's analysis of annual 
premium pay cap exceedances and potential 
underpayments after addressing outstanding issue 
including the correct time period for earnings, FLSA 
[Fair Labor Standards Act] status, earnings from other 
agencies, and determination of years to analyze.  

FEMA’s Mission Support Office needs to complete its analysis of the FLSA issue 
for potential overpayments before OIG will close this recommendation.  
Specifically, FEMA needs to determine whether any employees performed FLSA-
exempt or nonexempt work when earning overtime in the applicable years.   
 
OIG will close this recommendation once FEMA completes this work and 
finalizes its calculations.   

FEMA                 OIG-18-71 

SPECIAL REVIEW: 
FEMA Paid Employees 

Over the Annual Premium 
Pay Cap 

07/31/2018 2 09/30/2020 

The Chief Component Human Capital Officer, FEMA 
should adhere to the responsibilities defined in 
FEMA's Premium Pay Policy and/or update the policy 
as needed to enact workable steps to enforce the 
annual premium pay cap.  

The program office is finalizing the revisions to the Premium Pay Policy and is 
developing guidance for the program offices regarding FLSA and premium pay.  
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FEMA                 OIG-18-71 

SPECIAL REVIEW: 
FEMA Paid Employees 

Over the Annual Premium 
Pay Cap 

07/31/2018 3 TBD 

The Chief Component Human Capital Officer, FEMA 
should establish processes to evaluate the FLSA status 
of FEMA employees during prior deployments and to 
track employees' work during future disasters in order 
to make FLSA determinations based on that work. 

OIG informed FEMA that this recommendation will remain open until FEMA 
addresses inconsistencies and/or develops an adequate process to track employees’ 
shifts of work responsibilities on future deployments.  FEMA’s program office 
continues to work on completing this update. 

FEMA                 OIG-18-85 

Management Alert - 
Observations of FEMA's 

Debris Monitoring Efforts 
for Hurricane Irma 

09/27/2018 1 11/18/2020 

The Administrator of FEMA should develop and 
implement clear and unambiguous rules, guidance, 
and procedures for debris removal operations, debris 
operations oversight, and contractor oversight, 
including contractor monitoring.  This guidance may 
include but should not be limited to, checklists, job 
aids, eligibility requirements, contract requirements, 
and debris management planning.  

On November 18, 2020, FEMA provided documentation to OIG and is awaiting 
OIG’s closure decision.  
 
On August 3, 2020, the FEMA Recovery Directorate sent a memorandum to 
FEMA regional administrators issuing FEMA’s interim PA Debris Monitoring 
Guide and is announcing the opening of a 45-day public comment period.  FEMA 
published the guide on its public website in August 2020.   

FEMA                 OIG-18-85 

Management Alert - 
Observations of FEMA's 

Debris Monitoring Efforts 
for Hurricane Irma 

09/27/2018 2 11/18/2020 

The Administrator of FEMA should develop a 
documented risk-based approach that Federal 

On November 18, 2020, FEMA provided documentation to OIG and is awaiting 
OIG’s closure decision. 



 

212 

Component Report 
Number Report Title 

Report 
Received/ Issued 

Date 
Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 
Coordinating Officers can use when determining 
appropriate cost-effective field presence required for 
debris oversight.  

 
On August 3, 2020, the FEMA Recovery Directorate sent a memorandum to 
FEMA regional administrators issuing FEMA’s interim PA Debris Monitoring 
Guide and is announcing the opening of a 45-day public comment period.  FEMA 
published the guide on its public website in August 2020.   

FEMA                 OIG-18-85 

Management Alert - 
Observations of FEMA's 

Debris Monitoring Efforts 
for Hurricane Irma 

09/27/2018 3 11/18/2020 

The Administrator of FEMA should require applicant 
to identify a quality control method for verifying 
debris amounts collected and claimed for 
reimbursement.  For example, verification methods 
may include, but are not limited to, digital 
photographs of each load to validate load tickets, 
digital photograph of trucks to verify truck 
certifications, and measurements of debris piles and 
mulch piles for comparison and verification against 
the photographs. 

On November 18, 2020, FEMA provided documentation to OIG and is awaiting 
OIG’s closure decision. 
 
On August 3, 2020, the FEMA Recovery Directorate transmitted a memorandum 
to FEMA regional administrators issuing FEMA’s interim PA Debris Monitoring 
Guide and is announcing the opening of a 45-day public comment period.  FEMA 
published the guide on its public website in August 2020.   

FEMA                 OIG-19-08 

FEMA's Oversight of the 
Integrated Public Alert & 

Warning System 
(IPAWS) 

11/19/2018 2 09/30/2020 

The FEMA IPAWS PMO [Program Management 
Office] should require software vendors to provide 
training on system functionality and capabilities to 
alerting authorities. 

On September 30, 2020, OIG closed this recommendation as implemented, after 
the universe of open recommendations for this annual report was identified. 
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FEMA                 OIG-19-09 

FEMA Should Recover 
$413,074 of Public 

Assistance Grant Funds 
Awarded to Nashville-

Davidson County, 
Tennessee, for May 2010 

Flood 

11/29/2018 2 08/14/2020 

The Regional Administrator, FEMA Region IV should 
disallow as unsupported $402,553 (Federal share 
$362,296) of project costs unless the County provides 
adequate documentation to support its claim. 

On August 14, 2020, OIG closed this recommendation as implemented, after the 
universe of open recommendations for this annual report was identified. 

FEMA                 OIG-19-31 

Oregon’s Management of 
State Homeland Security 
Program and Urban Areas 
Security Initiative Grants 
Awarded During Fiscal 

Years 2013 through 2015 

03/13/2019 3 07/09/2020 

The Grant Programs Directorate, FEMA should 
require the Office of Emergency Management to 
design, implement, and document a process to allow 
for the timely obligation of Urban Area Security 
Initiative funds as required by FEMA’s grant 
guidance. 

On July 9, 2020, OIG closed this recommendation as implemented, after the 
universe of open recommendations for this annual report was identified. 
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FEMA                 OIG-19-31 

Oregon's Management of 
State Homeland Security 
Program and Urban Areas 
Security Initiative Grants 
Awarded During Fiscal 

Years 2013 through 2015 

03/13/2019 4 07/09/2020 

The Grant Programs Directorate, FEMA should 
require the Office of Emergency Management to 
reimburse the Federal Government $118,636 for 
indirect costs charged to Homeland Security Grant 
Program.  

On July 9, 2020, OIG closed this recommendation as implemented, after the 
universe of open recommendations for this annual report was identified. 

FEMA                 OIG-19-32 

Management Alert - 
FEMA Did Not Safeguard 

Disaster Survivors' 
Sensitive Personally 

Identifiable Information 

03/15/2019 1 07/10/2020 

The Assistant Administrator for the Recovery 
Directorate, FEMA should implement controls to 
ensure that the agency only sends required data 
elements of registered disaster survivors to 
contractors, such as [redacted].  

On July 10, 2020, OIG closed this recommendation as implemented, after the 
universe of open recommendations for this annual report was identified. 

FEMA                 OIG-19-32 

Management Alert - 
FEMA Did Not Safeguard 

Disaster Survivors' 
Sensitive Personally 

Identifiable Information 

03/15/2019 2 07/10/2020 

The Assistant Administrator for the Recovery 
Directorate, FEMA should assess the extent of this 

On July 10, 2020, OIG closed this recommendation as implemented, after the 
universe of open recommendations for this annual report was identified. 
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privacy incident and implement a process for ensuring 
that Personally Identifiable Information, including 
Sensitive Personally Identifiable Information, of 
registered disaster survivors previously released to 
(the contractor involved) is properly destroyed 
pursuant to DHS policy. 

FEMA                 OIG-19-36 

Missouri's Management 
of State Homeland 

Security Program and 
Urban Areas Security 

Initiative Grants Awarded 
During Fiscal Years 2012 

through 2015 

03/29/2019 1 08/28/2020 

The Grant Programs Directorate, FEMA should 
require the Missouri Office of Homeland Security to 
implement the monitoring plan in its policies and 
procedures to ensure sub recipient compliance with 
applicable requirements.  

On August 28, 2020, OIG closed this recommendation as implemented, after the 
universe of open recommendations for this annual report was identified. 

FEMA                 OIG-19-52 

FEMA’s Eligibility 
Determination of Puerto 

Rico Electric Power 
Authority's Contract with 
Cobra Acquisitions LLC 

07/03/2019 1 12/22/2020 

The Federal Coordinating Officer for FEMA-4339-PR 
should conduct a comprehensive analysis of Cobra 
contract costs in accordance with PA grant guidelines 
and disallow any costs that are not reasonable. 

Instead of updating the standalone “Public Assistance Reasonable Cost Evaluation 
Job Aid,” FEMA directly incorporated the additional guidance into the latest 
version of the PA Program and Policy Guide (PAPPG).  FEMA’s Public 
Assistance Program issued an updated PAPPG effective June 1, 2020 (version 4 of 
the PAPPG).  The revisions included in version 4 of the PAPPG include a new 
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Recommendation Narrative of Implementation Status 
section that specifically addresses conducting reasonable cost analyses and an 
expanded “Procurement and Contracting Requirements” section to include specific 
guidance on time and materials contracts developed in collaboration with FEMA’s 
Procurement Disaster Assistance Team within FEMA’s GPD.  The current version 
(version 4) of the PAPPG incorporated and superseded the 2018 “Public 
Assistance Reasonable Cost Evaluation Job Aid.”  Further, the reasonable cost 
analysis of project worksheet 251 is near completion.  
 
On November 17, 2020, the U.S. Army Corps of Engineers submitted its final 
report to FEMA.  Once FEMA Region II completes its analysis, it will provide a 
comprehensive analysis and final report to OIG. 

FEMA                 OIG-19-54 

Louisiana Did Not 
Properly Oversee a 

$706.6 Million Hazard 
Mitigation Grant 

Awarded for Work on 
Louisiana Homes 

07/25/2019 1 TBD 

The Regional Administrator, FEMA Region VI should 
postpone project closeout until Louisiana provides 
documentation that supports $706,574,823 in costs in 
accordance with the terms of the Hazard Mitigation 
Grant Program and Federal accounting regulations.  
The documentation should ensure funds are accounted 
for accurately, easily traced for support, and eligible 
under the Hazard Mitigation Grant Program grant.  
Additionally, FEMA should consider performing a 
forensic audit on the $706,574,823 Hazard Mitigation 
Grant Program files. 

The FEMA Region VI regional administrator and OIG leadership will meet in 
mid-January 2021 to discuss possible ways forward to address this 
recommendation.  FEMA agrees that in order to close out the Office of 
Community Development project, the Louisiana Governor’s Office of Homeland 
Security and Emergency Preparedness must account for $706,574,823 in costs.  
However, FEMA would like to discuss with OIG the level of review required to 
support those costs. 
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FEMA                 OIG-19-55 

FEMA Must Take 
Additional Steps to 

Demonstrate the 
Importance of Fraud 

Prevention and 
Awareness in FEMA 
Disaster Assistance 

Programs 

07/25/2019 1 11/13/2020 

The Chief Security Officer, FEMA should 
periodically conduct workforce studies and take action 
to right-size the Fraud Prevention and Investigation 
Branch workforce as appropriate to accomplish its 
mission effectively. 

On November 13, 2020, FEMA responded to OIG’s request for additional 
documentation and requested closure of this recommendation.  FEMA is awaiting 
OIG’s closure decision. 

FEMA                 OIG-19-55 

FEMA Must take 
Additional Steps to 

Demonstrate the 
Importance of Fraud 

Prevention and 
Awareness in FEMA 
Disaster Assistance 

Programs 

07/25/2019 2 11/13/2020 

The Chief Security Officer, FEMA should reassess 
and project the Fraud Prevention and Investigation 
Branch's workforce requirements annually based on 
the workloads from prior disasters. 

On November 13, 2020, FEMA responded to OIG’s request for additional 
documentation and requested closure of this recommendation.  FEMA is awaiting 
OIG’s closure decision. 
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FEMA                 OIG-19-55 

FEMA Must take 
Additional Steps to 

Demonstrate the 
Importance of Fraud 

Prevention and 
Awareness in FEMA 
Disaster Assistance 

Programs 

07/25/2019 3 11/13/2020 

The Chief Security Officer, FEMA should implement 
and staff the Program Reviews and Analytics Branch 
within the Fraud and Internal Investigations Division 
to assess and determine the effectiveness of fraud 
prevention and detection activities for all FEMA 
disaster assistance programs. 

On November 13, 2020, FEMA responded to OIG’s request for additional 
documentation and requested closure of this recommendation.  FEMA is awaiting 
OIG’s closure decision. 

FEMA                 OIG-19-55 

FEMA Must take 
Additional Steps to 

Demonstrate the 
Importance of Fraud 

Prevention and 
Awareness in FEMA 
Disaster Assistance 

Programs 

07/25/2019 4 11/13/2020 

The Chief Learning Officer, FEMA should implement 
monitoring and enforcement mechanism to ensure 
FEMA personnel complete annual fraud prevention 
and awareness training. 

FEMA’s Office of the Chief Security Officer is working on development of a 
corrective action plan for OIG. 
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FEMA                 OIG-19-58 

FEMA's Longstanding IT 
Deficiencies Hindered 

2017 Response and 
Recovery Operations 

08/27/2019 1 01/05/2021 

The Acting Administrator, FEMA should provide 
OCIO with the necessary authority and resources to 
implement required IT management practices in 
accordance with Federal mandates. 

On January 5, 2021, OIG closed this recommendation as implemented, after the 
universe of open recommendations for this annual report was identified. 

FEMA                 OIG-19-58 

FEMA's Longstanding IT 
Deficiencies Hindered 

2017 Response and 
Recovery Operations 

08/27/2019 2 01/05/2021 

The Acting Administrator, FEMA should promote IT 
planning and management as an agency-wide priority 
by establishing a policy to implement and enforce a 
centralized IT investment management framework. 

On January 5, 2021, OIG closed this recommendation as implemented, after the 
universe of open recommendations for this annual report was identified. 

FEMA                 OIG-19-58 

FEMA's Longstanding IT 
Deficiencies Hindered 

2017 Response and 
Recovery Operations 

08/27/2019 3 01/05/2021 

The Acting Administrator, FEMA should direct a 
strategic planning effort to define FEMA’s vision for 
IT, along with a funding plan, to demonstrate how 
FEMA will direct investments to better align IT 
resources with agency and mission priorities. 

On January 5, 2021, OIG closed this recommendation as implemented, after the 
universe of open recommendations for this annual report was identified. 
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FEMA                 OIG-19-58 

FEMA's Longstanding IT 
Deficiencies Hindered 

2017 Response and 
Recovery Operations 

08/27/2019 4 01/05/2021 

The CIO, FEMA should develop a systems 
modernization approach that includes a plan for 
resolving IT integration, information sharing, and 
reporting deficiencies. 

On January 5, 2021, OIG closed this recommendation as implemented, after the 
universe of open recommendations for this annual report was identified. 

FEMA                 OIG-19-61 

FEMA Did Not Properly 
Review the Port Authority 

of New York and New 
Jersey's Request for $306 

Million in Public 
Assistance Funds 

09/23/2019 1 12/31/2020 

The Regional Administrator, FEMA Region II, 
deobligate $123,011,428 in ineligible costs from 
Holland Tunnel PW [Project Worksheet] 4594.   

FEMA Region II entered Version 5 of PW 4594 into EMMIE, and it currently is 
going through the EMMIE review queues.  The Port Authority of New York and 
New Jersey submitted updated cost estimates for all sites and the hazard mitigation 
proposal (HMP) using refined scope of work quantities and unit costs.  FEMA 
validated the project using standard procedures.  The final cost estimate (100 
percent) of the project, including HMP, is $347,983,548.93.  The project cost 
section of the project worksheet indicates that this final estimate replaces all costs 
approved in earlier versions, thereby ensuring that the current cost estimate is 
based solely on the revised, validated costs.  FEMA expects the project to obligate 
funds by the end of CY 2020. 

FEMA                 OIG-19-61 

FEMA Did Not Properly 
Review the Port Authority 

of New York and New 
Jersey's Request for $306 

09/23/2019 2 11/17/2020 
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Million in Public 
Assistance Funds 

The Regional Administrator, FEMA Region II should 
implement controls and procedures to ensure 
personnel consistently preform grant reviews 
according to established FEMA guidelines and 
Federal regulations, and document the relevant 
discussions, decisions, and results of the reviews 
performed.   

On November 17, 2020, GAO closed this recommendation as implemented, after 
the universe of open recommendations for this annual report was identified. 

FEMA                 OIG-19-64 

The State of Washington's 
Oversight of FEMA's 

Public Assistance Grant 
Program for Fiscal Years 
2015-2017 Was Generally 

Effective 

09/26/2019 1 07/01/2020 

The Regional Administrator, FEMA Region X, should 
provide technical assistance to assist [Washington 
State Department of the Military, Emergency 
Management Division (EMD)] in complying with its 
State Administrative Plan by issuing and regularly 
updating desk manuals detailing the roles, 
responsibilities, and procedures for each pertinent 
staff position in administering the State's Public 
Assistance program.   

On July 1, 2020, OIG closed this recommendation as implemented, after the 
universe of open recommendations for this annual report was identified. 
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FEMA                 OIG-19-64 

The State of Washington's 
Oversight of FEMA's 

Public Assistance Grant 
Program for Fiscal Years 
2015-2017 Was Generally 

Effective 

09/26/2019 2 01/15/2022 

The Regional Administrator, FEMA Region X should 
coordinate with, and provide technical assistance to, 
EMD so it can assist its subrecipients in submitting 
required close-out documentation in compliance with 
the regulatory requirements in place at the time of the 
disaster.   

On January 15, 2021, OIG closed this recommendation as implemented, after the 
universe of open recommendations for this annual report was identified. 

FEMA                 OIG-19-64 

The State of Washington's 
Oversight of FEMA's 

Public Assistance Grant 
Program for Fiscal Years 
2015-2017 Was Generally 

Effective 

09/26/2019 3 01/15/2021 

The Regional Administrator, FEMA Region X should 
coordinate with EMD to monitor the completion status 
of all subrecipient projects and provide technical 
assistance to EMD so it can initiate closeout on behalf 
of the subrecipient in a timely manner.   

On January 15, 2021, OIG closed this recommendation as implemented, after the 
universe of open recommendations for this annual report was identified. 

FEMA                 OIG-19-64 

The State of Washington's 
Oversight of FEMA's 

Public Assistance Grant 
Program for Fiscal Years 

09/26/2019 4 01/15/2021 
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2015-2017 Was Generally 

Effective 

The Regional Administrator, FEMA Region X should 
coordinate with, and provide technical assistance to, 
EMD so it can complete reconciliation and submit 
closeout requests to FEMA for all open large projects 
whose period of performance end dates exceed the 
regulatory requirements in place at the time of the 
disaster.   

On January 15, 2021, OIG closed this recommendation as implemented, after the 
universe of open recommendations for this annual report was identified. 

FEMA                 OIG-19-64 

The State of Washington's 
Oversight of FEMA's 

Public Assistance Grant 
Program for Fiscal Years 
2015-2017 Was Generally 

Effective 

09/26/2019 5 01/15/2021 

The Regional Administrator, FEMA Region X should 
coordinate with, and provide technical assistance to, 
EMD so it can process all subrecipient closeout 
requests in a timely manner to help avoid delayed 
project reconciliation and reimbursement of eligible 
costs in accordance with guidance and Federal 
regulations. 

On January 15, 2021, OIG closed this recommendation as implemented, after the 
universe of open recommendations for this annual report was identified. 

FEMA                 OIG-19-66 

FEMA Did Not 
Sufficiently Safeguard 
Use of Transportation 

Assistance Funds 

09/30/2019 1 10/29/2020 
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Recommendation Narrative of Implementation Status 
The Assistant Administrator for Recovery, FEMA 
should strengthen FEMA's transportation assistance 
policies and procedures and coordinate with the 
Assistant Administrator for Mission Support, FEMA 
to: 

(a) require the collection and retention of 
eligibility documentation or where applicable, 
document the steps taken to validate applicant 
statements in FEMA's system of record, and 

(b) ensure future information technology updates 
support the collection, use, and retention of 
unique Vehicle Identification Numbers to 
enable FEMA to cross-reference national 
databases to confirm insurance coverage and 
identify applicants' second vehicles. 

On October 29, 2020, OIG closed this recommendation as implemented, after the 
universe of open recommendations for this annual report was identified. 

FEMA                 OIG-19-66 

FEMA Did Not 
Sufficiently Safeguard 
Use of Transportation 

Assistance Funds 

09/30/2019 2 10/29/2020 

The Assistant Administrator for Recovery, FEMA 
should develop state, territorial, and tribal government 
guidance on how to set effectively transportation 
assistance repair and replacement amounts to better 
ensure consistency and reasonableness, including 
consideration of average repair and replacement costs 
in affected areas. 

On October 29, 2020, OIG closed this recommendation as implemented, after the 
universe of open recommendations for this annual report was identified. 

FEMA                 OIG-19-66 FEMA Did Not 
Sufficiently Safeguard 09/30/2019 3 08/28/2020 
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Use of Transportation 

Assistance Funds 

The Assistant Administrator for Recovery, FEMA, 
should, in accordance with the Stafford and Improper 
Payments Acts; develop controls to identify payments 
not used for critical transportation needs. 

On August 28, 2020, FEMA requested that OIG close this recommendation as 
implemented, and is awaiting OIG’s closure decision. 
 
FEMA’s Individuals and Households Program (IHP) previously underwent an 
Improper Payments Elimination and Recovery Act of 2010 (IPERA) 
comprehensive risk assessment, because of a 20-percent increase in disbursements 
from 2016 to 2017.  The risk assessment found IHP to be low risk for 
susceptibility to improper payments.   
 
OCFO, in coordination with Individual Assistance staff, conducted sample 
improper payments testing for FY 2018 IHP disbursements in accordance with the 
$10 million threshold for the supplemental funds received for Hurricanes Harvey, 
Irma, and Maria.  IHP will continue testing for improper payments and performing 
corrective actions, if necessary, as long as its disbursements for Hurricanes 
Harvey, Irma, and Maria are above the $10 million dollar threshold. 
 
FEMA regularly evaluates risk and proactively takes steps to manage it. 

I&A OIG-17-49 

Review of Domestic 
Sharing of 

Counterterrorism 
Information 

03/30/2017 4 04/30/2021 

I&A should formalize agreements that enable I&A 
field officials to develop intelligence reporting with 
DHS components in the field, based on pilot program 
results. 

DHS is revising DHS Instruction 264-01-006, DHS Intelligence Information 
Report (IIR) Program.  The instruction codifies standard reporting and release 
procedures across the Department, as well as reporting coordination with other 
DHS Components and law enforcement and non-law enforcement federal 
agencies.  The instruction also will support closure of recommendations 5 and 8.   
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I&A OIG-17-49 

Review of Domestic 
Sharing of 

Counterterrorism 
Information 

03/30/2017 5 09/30/2021 

I&A should develop and implement guidance for 
intelligence reporting in the field. 

The Intelligence, Surveillance, and Reconnaissance Working Group (ISRWG), 
which includes I&A, is developing various SOPs that will support the DHS 
Intelligence Enterprise (IE) work with Intelligence Community partners. 
 
Using these SOPs and the IIR Instruction, DHS and I&A plan to implement 
intelligence, surveillance, and reconnaissance training and procedures by 
September 30, 2021.  The ISRWG initiated quarterly IE SOP review and 
coordination meetings on August 15, 2020, and will continue until SOPs are 
finalized. 

I&A OIG-17-49 

Review of Domestic 
Sharing of 

Counterterrorism 
Information 

03/30/2017 6 01/08/2021 

I&A should coordinate with the FBI [Federal Bureau 
of Investigation] to formalize guidance and policies 
for the reporting of terrorism and counterterrorism 
information. 

On January 8, 2021, OIG closed this recommendation as implemented, after the 
universe of open recommendations for this annual report was identified. 

I&A OIG-17-49 

Review of Domestic 
Sharing of 

Counterterrorism 
Information 

03/30/2017 7 06/30/2020 

I&A should develop and implement a formal 
mechanism for reviewing I&A intelligence reporting 

I&A requested closure of this recommendation in October 2020 and is awaiting 
OIG’s closure decision. 
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from the field, including a logging and tracking 
process. 

I&A finalized I&A Instruction IA-901, Office of Intelligence and Analysis 
Production of Finished Intelligence.  The instruction addresses the dissemination 
and I&A’s Oversight Release Authorities review processes of I&A finished 
intelligence, making the dissemination process in the field much more efficient 
without sacrificing oversight compliance principles and leadership review and 
approval process.  Moreover, the DHS clearing offices no longer conduct pre-
release review of raw intelligence reporting from the field, and I&A fulfilled the 
requirement that OGC-Intelligence Legal Division and I&A Intelligence Oversight 
have a mechanism to track their review process of I&A intelligence reporting.  

I&A OIG-17-49 

Review of Domestic 
Sharing of 

Counterterrorism 
Information 

03/30/2017 8 04/30/2021 

I&A should develop and implement guidance for field 
officials granting them local release authority for 
intelligence reporting. 

DHS currently is revising Instruction 264-01-006, DHS Intelligence Information 
Report Program.  Additionally, regarding finished intelligence reporting, I&A 
finalized a revision to Instruction IA-901, Office of Intelligence and Analysis 
Production of Finished Intelligence. 

I&A OIG-17-49 

Review of Domestic 
Sharing of 

Counterterrorism 
Information 

03/30/2017 9 01/08/2021 

I&A should develop and implement a plan that will 
allow DHS intelligence officials in the field practical 
access to classified systems and infrastructure above 
the Secret level. 

On January 8, 2021, OIG closed this recommendation as implemented, after the 
universe of open recommendations for this annual report was identified. 

ICE OIG-17-51 ICE Deportation 
Operations 04/13/2017 2 01/31/2021 
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The Director of ICE should comprehensively review 
Deportation Officer [DO] functions at field offices to 
determine staffing allocations for non-detained units 
and identify appropriately sized caseloads for 
Deportation Officers working with non-detained 
aliens. 

ICE ERO is developing a unit whose primary responsibility is reducing the 
existing caseload within the Nondetained Docket through the application of more 
rigorous and concentrated research methods, and reclassification efforts of cases 
based on their ability to be closed.  As this specialized National Docket 
Management (NDM) Unit is stood up, the resulting review effort aims to make 
Nondetained Docket workload manageable by designating which cases are 
immediately actionable and which are designated better as cold cases for reasons 
outside of ICE’s control.  The ECD has been shifted to allow for completion of 
standup and staffing for NDM, testing of statistical methodologies for assessing 
cases on the docket, incorporation of any tool or methodology updates, and field 
office data collection.  

ICE OIG-17-51 ICE Deportation 
Operations 04/13/2017 3 1/31/2021 

The Director of ICE should, based on a completed 
comprehensive review, develop a plan to identify and 
implement appropriate staffing of Deportation 
Officers. 

ICE ERO Law Enforcement Systems and Analysis (LESA) continues to update 
and mature its staffing models to inform hiring plans best.  Units within LESA are 
collaborating across workstreams to prioritize and assist NDM’s primary 
responsibility of reducing the existing caseload within the Nondetained Docket 
through the application of more rigorous and concentrated research methods, and 
reclassification efforts of cases based on their ability to be closed (a process that 
aims to make Nondetained Docket workload manageable by designating which 
cases are immediately actionable and which are designated better as “cold cases” 
for reasons outside of ICE’s control). 

ICE OIG-17-51 ICE Deportation 
Operations 04/13/2017 4 03/31/2021 
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The Director of ICE should develop a standardized 
training curriculum for all current and future 
Deportation Officers, including recurrent refresher 
training courses for docket review and detained and 
non-detained case management. 

The standardized training curriculum for future DOs is operated through the Basic 
Immigration Enforcement Training Program (BIETP), instructed by the ICE 
Office of Training and Tactical Programs.  Immigration enforcement agents, who 
were upgraded to the DO position, and new DOs who have attended a 
substantially equivalent course of instruction to the BIETP, must complete the ICE 
ERO Case Management Training (CMT) Program, which provides instruction that 
includes docket-related duties (docket review, detained and nondetained case 
management).  The CMT bridges the gap in the previous training that the agents 
had completed and the newer BIETP.  ERO also is developing an OJT program as 
a recurrent refresher for several ERO-specific skillsets, including those related to 
docket review, detained casework, and nondetained casework.  ICE continues to 
make progress toward implementing its OJT program, the final step in its 
corrective actions.  In prior updates, ICE summarized and provided documentation 
of its development of standardized training curriculum for DOs through the 
BIETP, as well as the development of the DO Training Program.  ICE also stated 
that the ERO Training Division (EROTD) is developing a Field Training Policy to 
provide OJT.  EROTD created a plan for design and development and is moving 
forward with implementation.  

ICE OIG-18-36  

ICE Faces Challenges to 
Screen Aliens Who May 
Be Known or Suspected 

Terrorists 

01/05/2018 2 06/30/2021 

The Assistant Director of ICE Field Operations should 
immediately correct the limitations and challenges 
identified with KSTEP [Known or Suspected Terrorist 
Encounter Protocol] by ensuring that ERO offices 
have the infrastructure necessary to communicate on 
known or suspected terrorists.  

ICE ERO completed an assessment of classified connectivity and access at field 
offices.  Derogatory information on known or suspected terrorists (KST) is 
accessible only in the Joint Worldwide Intelligence Communications System 
(JWICS) classified network.  There are currently 14 ERO offices with sensitive 
compartmented information facilities (SCIF) that provide connectivity to JWICS.  
To comply fully with this recommendation, ICE ERO will have to expand 
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connectivity to remaining appropriate field offices.  ICE is reviewing field office 
operations to determine which field offices require a SCIF and will request 
necessary funding in the budget cycle.  ICE also is assessing the possibility of 
working with federal partners for access to additional SCIFs. 

ICE OIG-18-36  

ICE Faces Challenges to 
Screen Aliens Who May 
Be Known or Suspected 

Terrorists 

01/05/2018 3 06/30/2021 

The Assistant Director of ICE Field Operations should 
immediately correct the limitations and challenges 
identified by performing a resource assessment to 
determine how many additional officers they need and 
allocate resources that will ensure periodic KSTEP 
screening of aliens on the non-detained docket. 

The ICE Combined Intelligence Unit proposed assigning two full-time equivalent 
(FTE) positions, an intelligence analyst, and a detention and deportation officer, to 
each field office where JWICS is accessible.  These positions will be responsible 
for, among other duties, assessing derogatory information on KSTs and other 
national security threat identities, assisting field office leadership with case 
management and decision-making processes (e.g., custody determination), and 
coordinating with other agencies (such as the FBI/Joint Terrorism Task Force) in 
any investigative or intelligence actions.  Personnel are included in the FY 2021 
budget request to assign the two positions to the 14 field offices with JWICS.  As 
JWICS is installed at additional field offices, FTEs will be assigned. 

ICE OIG-18-36  

ICE Faces Challenges to 
Screen Aliens Who May 
Be Known or Suspected 

Terrorists 

01/05/2018 4 12/31/2020 

The Assistant Director of ICE Field Operations should 
strengthen internal controls as part of a comprehensive 
quality control program to achieve more effective 
KSTEP oversight and implementation.  This quality 
control program should include, among other elements 
–  

ICE continues to strengthen its internal controls for the KSTEP.  ICE ERO’s 
Information Technology Management Unit (ITMU) updated the EAGLE and 
ENFORCE Alien Removal Module applications to capture new required fields for 
adding a KST alert, including new identifying number fields.  In addition, an email 
notification is sent to the Combined Intelligence Unit (CIU) upon the addition or 
removal of a KST alert for a subject.  ICE ERO’s CIU, Field Operations (FO), and 
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(a) clear oversight responsibilities within ERO; 
(b) performance measures and goals; and  
(c)  record keeping requirements.  

ITMU continue to coordinate on the remaining efforts related to the 
recommendation.  

ICE OIG-18-67 

ICE's Inspections and 
Monitoring of Detention 
Facilities Do Not Lead to 
Sustained Compliance or 
Systemic Improvements 

06/27/2018 1 11/23/2020 

The Assistant Director for ICE ERO Custody 
Management should revise the inspection scope and 
methodology for annual and biennial contracted 
inspections to ensure that the inspection procedures 
are adequate to evaluate actual conditions at the 
facilities. 

On November 23, 2020, OIG closed this recommendation as implemented, after 
the universe of open recommendations for this annual report was identified. 

ICE OIG-18-67 

ICE's Inspections and 
Monitoring of Detention 
Facilities Do Not Lead to 
Sustained Compliance or 
Systemic Improvements 

06/27/2018 4 03/31/2021 

The Executive Associate Director for ICE ERO and 
the Assistant Director for ICE ERO Custody 
Management should update and enhance current 
procedures to ensure verification of all corrective 
actions for identified deficiencies.  Track all corrective 
actions by facility, responsible field office, and status 
of resolution.   

ICE ERO continues to make progress on the Detention Management Control 
Program.  Within ERO, CM and FO worked together to improve the corrective 
action process.  For example, ICE no longer accepts uniform corrective action 
plans (UCAP) until the facility provides ICE with validating documentation to 
ensure compliance.  UCAPs now are reviewed and signed by the relevant ERO 
assistant field office director to confirm correct actions are appropriate.  Copies of 
completed UCAPs are provided to detention service managers, so they can 
validate their implementation; as well as to the Office of Detention Oversight in 
advance of its compliance inspections.  CM is updating the Detention 
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Management Control Program (DMCP) directive, including these compliance 
measures.  

ICE OIG-18-67 

ICE's Inspections and 
Monitoring of Detention 
Facilities Do Not Lead to 
Sustained Compliance or 
Systemic Improvements 

06/27/2018 5 03/31/2021 

The Executive Associate Director for ICE ERO and 
the Assistant Director for ICE ERO Custody 
Management should develop protocols for ERO field 
offices to require facilities to implement corrective 
actions resulting from Detention Service Managers' 
identification of noncompliance with detention 
standards. 

ICE ERO continues to make progress on the DMCP.  The directive will include 
guidelines and requirements on how ERO field office staff will work with on-site 
detention service managers to enhance and verify facility compliance to ICE 
detention standards.  ERO CM plans to continue its training as well.    

ICE OIG-19-18 

ICE Does Not Fully Use 
Contracting Tools to Hold 

Detention Facility 
Contractors Accountable 

for Failing to Meet 
Performance Standards 

01/29/2019 1 11/23/2020 

The Executive Associate Director for Management 
and Administration should develop a process to decide 
when to seek to include a QASP [quality assurance 
surveillance plan] in existing contracts and IGSAs 
[intergovernmental service agreement] that are not 
subject to a QASP and all future detention contracts 
and IGSAs.  For each contract and IGSA that remains 
without a QASP, document the reason(s) why a QASP 

On November 23, 2020, OIG closed this recommendation as implemented, after 
the universe of open recommendations for this annual report was identified. 
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could not be included and summarize the actions 
available to contracting officers [CO] and CORs 
[contracting officer’s representative] when contractors 
fail to meet applicable detention standards.   

ICE OIG-19-18 

ICE Does Not Fully Use 
Contracting Tools to Hold 

Detention Facility 
Contractors Accountable 

for Failing to Meet 
Performance Standards 

01/29/2019 2 09/30/2020 

The Executive Associate Director for Management 
and Administration should develop protocols to guide 
CORs and COs in issuing Discrepancy Reports and 
imposing appropriate financial penalties against 
detention facility contractors in response to contract 
noncompliance.  The protocols should include:  

(a) clear guidance for determining when to issue a 
Discrepancy Report;  

(b) instructions for issuing and approving a 
Discrepancy Report;  

(c) clear guidance for determining when to impose 
a financial penalty and what type of financial 
penalty to impose;  

(d) instructions for imposing a financial penalty; 
and  

(e) a process to track all Discrepancy Reports 
issued and financial penalties imposed by ICE, 
to include data regarding the final resolution of 

ICE Office of Acquisition Management (OAQ) provided all ERO CORs with 
training covering methods to ensure contract compliance, monitoring and 
inspections, and dealing with unsatisfactory contractor performance.  ICE ERO 
Custody Management Division also delivered specialized training on custody 
programs and their nexus to the ICE detention standards, as well as corrective 
actions available to CORs for contractor noncompliance.  A SharePoint site has 
been developed to track all discrepancy reports.  All CORs have been provided 
access to the SharePoint site.  On September 14, 2020, ICE submitted additional 
information requested by OIG.  The files included copies of the most recent 
training materials used in the mandatory COR training sessions, as well as a listing 
of all CORs overseeing ICE detention contracts and the dates of completion of 
required training.  On the basis of the additional supporting documentation, ICE 
reiterated its request for closure of the recommendation and is awaiting OIG’s 
closure decision.  
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the issue that led to the Discrepancy Report or 
financial penalty.   

ICE OIG-19-18 

ICE Does Not Fully Use 
Contracting Tools to Hold 

Detention Facility 
Contractors Accountable 

for Failing to Meet 
Performance Standards 

01/29/2019 3 10/30/2020 

The Executive Associate Director for ERO should 
develop protocols to ensure that all existing and future 
waivers are: 

(a) approved by ICE officials with appropriate 
authority; 

(b) distributed to key stakeholders, such as COs, 
CORs, and DSMs [Detention Service 
Manager], who need the waivers to perform 
core job functions; 

(c) consistent with contract terms; and 
(d) compliant with FAR [Federal Acquisition 

Regulation] requirements, as applicable. 

ICE ERO Detention Standards Waiver Policy (DSWP) is pending program 
management clearance.  ICE will request closure once the DSWP is approved and 
disseminated to ERO field offices.  OIG will close this recommendation when it 
receives the DSWP addressing when waivers need to be incorporated via contract 
modification, requiring annual or more frequent review of approved waivers by 
appropriate personnel, and ensuring access to and distribution of waivers to 
stakeholders, along with documentation showing that current waivers were 
reviewed to evaluate whether they were approved by ICE officials with the 
authority to do so, are consistent with contract terms, comply with FAR 
requirements, and continue to be applicable.  

ICE OIG-19-18 

ICE Does Not Fully Use 
Contracting Tools to Hold 

Detention Facility 
Contractors Accountable 

for Failing to Meet 
Performance Standards 

01/29/2019 4 10/30/2020 

The Executive Associate Director for ERO should 
develop a staffing plan for detention CORs, to permit 

ICE ERO and OAQ conducted an analysis of the roles and responsibilities of ERO 
CORs and DSMs, as well as the staffing plans for each of these positions.  Given 
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adequate contract oversight and ensure an achievable 
workload.  Evaluate the organization placement of 
CORs.  If CORs remain under Field Office 
supervision, develop safeguards to prevent Field 
Office supervisors from interfering with CORs' ability 
to fulfill their contract oversight duties.   

the introduction of the new contract oversight role of the DSMs, it was determined 
that COR/DSM staffing is sufficient in all locations except for New Orleans, San 
Antonio, El Paso, and Atlanta.  ERO and OAQ continue their efforts to identify 
positions or collateral duty CORs in the interim.  ICE is working to complete these 
actions and to provide supporting documentation. 

ICE OIG-19-20 

Issues Requiring Action 
at the Essex County 

Correctional Facility in 
Newark, New Jersey 

02/13/2019 1 10/01/2020 

ICE should conduct an immediate, full review of the 
Essex County Correctional Facility and the Essex 
County Department of Corrections' management of 
the facility to ensure compliance with ICE's 2011 
Performance-Based National Detention Standards 
(PBNDS).  As part of this assessment, ICE must 
review and ensure compliance with those standards 
addressing:  

(a) unreported security incidents;  
(b) food safety; and  
(c) facility conditions that include ceiling leaks, 

unsanitary shower stalls, bedding, and outdoor 
recreation areas. 

On October 1, 2020, OIG closed this recommendation as implemented, after the 
universe of open recommendations for this annual report was identified. 

ICE OIG-19-28 
ICE Faces Barriers in 

Timely Repatriation of 
Detained Aliens 

03/11/2019 1 10/30/2020 

The Executive Associate Director for ICE ERO 
should develop a staffing model that assigns sufficient 

ICE ERO continues its efforts to determine an ideal staffing level to manage post-
order custody cases.  ERO’s LESA division has developed two innovative 
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deportation officers to the detained docket to actively 
manage post-order custody cases. 

resources, the Policy Optimized Decision Support Tool (PODS) and the 
Probabilistic Analysis of the Risk of Criminal Recidivism (PARC-R) statistical 
model, to begin advising ERO’s staffing allocations and prioritizing or balancing 
case workloads.  LESA plans to develop a system of multiresource optimization 
models by repurposing and modifying the PODS code to model other ICE or DHS 
objectives.  In order to achieve this effort, ERO will analyze, develop, code, test, 
validate, and implement future optimization models as evolutions of the original 
PODS tool, in addition to adequate time for completion of the PARC-R pilot.   

ICE OIG-19-28 
ICE Faces Barriers in 

Timely Repatriation of 
Detained Aliens 

03/11/2019 2 10/30/2020 

The Executive Associate Director for ICE ERO 
should develop training for all ERO staff assigned to 
alien apprehensions, highlighting the importance of 
obtaining identity documents and complete and 
accurate information at apprehension, and how such 
documents and information affect the removal 
process. 

ICE ERO is making progress toward ensuring that future trainings are attended by 
all officers, with an increased emphasis on the attendance of those who are 
responsible for conducting at-large alien apprehensions and nondetained case 
management.  ICE ERO delivered post-order custody review and travel document 
acquisition training to every ERO field office over the course of FY 2019.  This 
training targeted personnel from all ERO programs and was addressed specifically 
in the ICE ERO broadcast sent to ERO field office directors and deputy field 
office directors on February 11, 2019.  ERO will continue this robust training 
regimen for all ERO field offices as part of ongoing efforts to promulgate effective 
post order custody review and travel document acquisition procedures and best 
practices to all ERO field office personnel, regardless of assigned program.  ERO 
Removal is working with OPLA to add additional training slides to the Field 
Officer’s Removal Training.  Once this is completed, ERO Removal plans to 
modify the Removal Training Broadcast that is distributed to all field offices for 
clearance by the assistant director.  The modified language would require 
nondetained officers/supervisors from all nondetained and field arrest units to 
attend the training. 
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ICE OIG-19-28 
ICE Faces Barriers in 

Timely Repatriation of 
Detained Aliens 

03/11/2019 3 12/31/2020 

The Director of ICE should develop a web-based 
flight management and tracking system to support the 
domestic air transfer and international removal air 
travel operational demands of ERO.  

ICE ERO continues to make progress in developing its transportation management 
tool.  ICE ERO Removal continues to coordinate with ICE OCIO to modernize 
existing systems as a temporary short-term solution.  ERO LESA requested 
funding for the T8 project, formerly branded as the Immigration Data 
Modernization Project.  ICE Air Operations (Commercial and Charter) has been 
identified as a focus for implementation of the T8 Project.  A LESA workgroup 
visited ICE Air Operations in Mesa, Arizona, to assess Commercial Air 
Operation’s and Air Charter Operation’s urgent operational requirements.  ICE Air 
Operations subsequently participated in weekly teleconferences with the T8 team.  
Ongoing discussions include validating and refining ongoing work products as 
needed (e.g., wireframes, To-Be process flows, etc.) and a T8 Program 1 
Development Roadmap.  

ICE OIG-19-28 
ICE Faces Barriers in 

Timely Repatriation of 
Detained Aliens 

03/11/2019 5 10/31/2020 

The Director of ICE should implement the use of an 
electronic system comparable to, or more accurate 
than, eTD [electronic Travel Document] as a source 
for official statistics, to improve the measures of 
cooperation with travel document requests. 

ERO continues to work on developing and deploying an electronic system as a 
source for official statistics regarding travel document decisions.  ICE ERO and 
OCIO have field-tested solutions for part of the business requirements in the 
Electronic Removal Management Portal (eRMP) production.  The projected 
deployment of the eRMP system is on schedule.   



 

238 

Component Report 
Number Report Title 

Report 
Received/ Issued 

Date 
Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 

ICE OIG-19-47 

Concerns about ICE 
Detainee Treatment and 
Care at Four Detention 

Facilities 

06/03/2019 1 09/28/2020 

The Acting Director of ICE should ensure that ERO 
field offices that oversee the detention facilities 
covered in this report address the additional issues 
outlined in this report and ensure facility compliance 
with ICE’s 2011 PBNDS. 

On September 28, 2020, OIG closed this recommendation as implemented, after 
the universe of open recommendations for this annual report was identified. 

ICE OIG-19-57 

A Joint Review of Law 
Enforcement Cooperation 
on the Southwest Border 

between the Federal 
Bureau of Investigation 
and Homeland Security 

Investigations 

07/31/2019 1 07/01/2020 

HSI should develop and implement its own written 
policy, consistent with existing departmental policies, 
to address how Southwest border agents should 
deconflict investigative targets and events and share 
relevant information with each other. 

On July 1, 2020, OIG closed this recommendation as implemented, after the 
universe of open recommendations for this annual report was identified. 
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ICE OIG-19-57 

A Joint Review of Law 
Enforcement Cooperation 
on the Southwest Border 

between the Federal 
Bureau of Investigation 
and Homeland Security 

Investigations 

07/31/2019 2 11/13/2020 

HSI should ensure that each agency has a copy of the 
other's deconfliction policy and that all agents 
understand the expectations for interagency 
deconfliction and information sharing. 

ICE received an email from an FBI HQ point of contact who provided information 
on FBI’s deconfliction policy and authorities.  The deconfliction information 
comes from a single policy guide and identifies the investigative data required to 
be sent to specific FBI divisions for analysis and deconfliction at the opening of an 
investigation involving drug violations or when additional pertinent identifiers are 
developed.  ICE Directive 10090.1, Investigative Data and Event Deconfliction, 
identifies the requirement to deconflict investigative data at the onset of [all] HSI 
criminal investigations and enforcement events.  Upon conclusion of further 
discussions with an FBI HQ point of contact regarding any additional FBI 
deconfliction policies that may apply to FBI nondrug-related investigations, HSI 
will distribute the FBI’s deconfliction policy language to HSI field personnel.  

ICE OIG-19-57 

A Joint Review of Law 
Enforcement Cooperation 
on the Southwest Border 

between the Federal 
Bureau of Investigation 
and Homeland Security 

Investigations 

07/31/2019 3 11/12/2020 

HSI should provide training to Southwest border HSI 
agents on the existing DHS deconfliction policies and 
mandatory systems. 

ICE HSI continues to prepare material that identifies the organization’s mission, 
statutory authorities, and current priorities, which are explained thoroughly in 
HSI’s Strategic Plan FY 2020–FY 2024, dated July 29, 2020.  ICE HSI Domestic 
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Operations will consolidate and share the information with points of contact at FBI 
HQ.  ICE HSI will distribute the information received from FBI identifying FBI’s 
mission, statutory authorities, and criminal investigative priorities to all ICE HSI 
field personnel.  

ICE OIG-19-57 

A Joint Review of Law 
Enforcement Cooperation 
on the Southwest Border 

between the Federal 
Bureau of Investigation 
and Homeland Security 

Investigations 

07/31/2019 4 11/30/2020 

HSI should jointly develop and implement a plan to 
increase awareness among FBI and HSI agents of each 
agency's mission, statutory authorities, and criminal 
investigative priorities. 

ICE HSI continues to prepare material that identifies the organization’s mission, 
statutory authorities, and current priorities, which are explained thoroughly in 
HSI’s Strategic Plan FY 2020–FY 2024, dated July 29, 2020.  ICE HSI Domestic 
Operations will consolidate and share the information with points of contact at FBI 
HQ.  ICE HSI will distribute the information received from FBI identifying FBI’s 
mission, statutory authorities, and criminal investigative priorities to all ICE HSI 
field personnel. 

ICE OIG-19-57 

A Joint Review of Law 
Enforcement Cooperation 
on the Southwest Border 

between the Federal 
Bureau of Investigation 
and Homeland Security 

Investigations 

07/31/2019 5 09/30/2020 

HSI should jointly develop a memorandum of 
understanding or similar written agreement governing 

ICE continues to nonconcur with this recommendation.  ICE HSI continues to 
coordinate with the FBI at HQ and in the field.  However, ICE maintains its 
position that the proposed agreement is not suitable to cover the range of 
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FBI and HSI operations on overlapping criminal 
investigative areas. 

operational considerations and would have a counterproductive and restrictive 
impact on operations.  ICE HSI senior leadership recently has discussed the issue 
with Department of Justice (DOJ) leadership and explained ICE’s position on the 
nonconcurrence.  ICE again requested that OIG consider this recommendation 
resolved and closed and is awaiting OIG’s closure decision.   

MGMT-
CFO             OIG-15-80 

DHS Should Do More to 
Reduce Travel 

Reservation Costs  
04/24/2015 5 10/31/2020 

The DHS Chief Financial Officer (CFO), DHS should 
require components that have not implemented ETS 
[E-Gov Travel Service] to submit an exception request 
and annual business case reviews to GSA in 
compliance with the CFR.  

USCG awarded a contract for a new travel system on September 30, 2019, and 
held a kickoff meeting on October 9, 2019.  OIG informed USCG that it will not 
close the recommendation until the system has been implemented.  USCG is 
working to complete closure requirements. 

MGMT-
CFO             OIG-17-09 

DHS Drug Interdiction 
Efforts Need 
Improvement 

11/08/2016 2 01/29/2021 

The USM should develop and implement a plan to 
ensure components develop outcome-based 
performance measures that adequately assess the 
success of drug interdiction efforts. 

CFO will meet with OIG to discuss possible ways to address this recommendation.  
The challenge is that few programs are able to effect outcomes; instead, they 
produce outputs that contributed to a larger overall outcome.  CFO will explore 
potential courses of action with OIG. 
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MGMT-
CFO             OIG-17-59 

Department of Homeland 
Security's FY 2016 

Compliance with the 
Improper Payments 

Elimination and Recovery 
Act of 2010 and 

Executive Order 13520, 
Reducing Improper 

Payments 

05/12/2017 4 05/15/2021 

The DHS CFO should ensure that the Risk 
Management and Assurance Division is properly 
following existing DHS IPERA Guidance. 

CFO Risk Management and Assurance Division updated the improper payment 
guidance, as necessary, throughout FY 2020 to capture accurately and completely 
any adjustments in process.  OIG will determine, as part of the annual improper 
payment audit, whether DHS’s actions support formal closure of the 
recommendation. 

MGMT-
CFO             OIG-18-57  

Fiscal Year 2016 Audit of 
the DHS Bankcard 
Program Indicates 

Moderate Risk Remains 

03/06/2018 2 07/08/2020 

The Assistant Director for Bankcard and Review, 
OCFO, DHS should allow Coast Guard to update its 
version of the Purchase Card Transaction Worksheet 
and accompanying instructions to be more intuitive 
for the cardholder. 

On July 8, 2020, OIG closed this recommendation as implemented, after the 
universe of open recommendations for this annual report was identified. 
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MGMT-
CHCO            OIG-18-81 

DHS Support 
Components Do Not 

Have Sufficient Processes 
and Procedures to 

Address Misconduct 

09/27/2018 1 04/30/2021 

The USM should assign responsibility for the 
management and oversight of all misconduct 
allegations across support components and evaluate 
the best method to ensure that items a through g are 
completed:  

(a) establish and implement a centralized 
oversight process for misconduct allegations;  

(b) determine which support components identify 
or receive misconduct allegations;  

(c) provide written guidance and training on the 
handling of misconduct allegations;  

(d) develop a formal mechanism to communicate 
and collaborate regularly about misconduct 
allegations;  

(e) establish a comprehensive system of record or 
database to manage and track allegations of 
misconduct;  

(f) develop and implement a misconduct 
investigative process, including implementing 
and issuing written guidance on how to 
conduct misconduct allegation investigations; 
and 

MGMT-CHCO provided drafts of its efforts to locate case files noted as missing 
in the OIG report.  This recommendation will remain resolved and open until OIG 
receives documentation of the process for checking case files and the quarterly 
self-assessment review process.  MGMT-CHCO is conducting a self-assessment 
review of all disciplinary and adverse actions closed in FY 2019.  The results of 
the self-assessment will be outlined in a report and will include a recommendation 
on the proper documentation required for a disciplinary/adverse action case file.  
Additionally, MGMT-CHCO will conduct a quarterly self-assessment of the DHS 
HQ Employee Relations (ER) program.  Efforts that should address this 
recommendation include the following:  
(1) Six of the seven previously identified missing case files have been located and 
appropriately stored.  
(2) Review of closed disciplinary and adverse action case files has been added to 
the Human Resources Management and Services’ Quarterly Self-Assessment 
process.  
(3) Of the 44 disciplinary and adverse action cases handled in FY 2019, 90 percent 
have been reviewed.  A complete review of the remaining cases was completed by 
September 30, 2020.  A final report of findings/recommendations will be 
completed by December 30, 2020.  
(4) A detailed checklist for employee relations specialists is in draft to ensure 
accountability and to preserve the integrity of all prior, current, and future 
disciplinary and adverse action case files, and will be implemented fully by 
April 30, 2021. 
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(g) develop and implement procedures for 

receiving and reefing allegations to OIG.   

MGMT-
CHCO            OIG-18-81 

DHS Support 
Components Do Not 

Have Sufficient Processes 
and Procedures to 

Address Misconduct 

09/27/2018 6 09/30/2021 

The DHS CHCO should direct Human Resources 
Management and Services Employee Relations to 
develop control measures to ensure accountability and 
preserve the integrity of all prior, current, and future 
disciplinary and adverse action case files.   

The implementation of a Labor and Employee Relations (LR/ER) case tracking 
system is delayed as a new tracking program is piloted.  DHS HQ will pilot 
Service Now (SNOW) LR/ER capabilities and then share it with Components.  
The HQ pilot is targeted around the first quarter of FY 2021 and is in the early 
stages of development.  Components can use SNOW or their Component’s 
existing platform for LR/ER solution.  The key to this DHS enterprise project is 
utilizing the common business process workflow by all Components regardless of 
the platform. 

MGMT-
CHCO            OIG-19-07 

DHS Training Needs for 
Hiring 15,000 Border 

Patrol Agents and 
Immigration Officers 

11/27/2018 2 09/23/2020 

The USM should collaborate with officials from 
across the Department - including, but not limited to, 
OCHCO, FLETC, USBP, and ICE - to develop and 
implement standards and procedures to address: 

(a) optimal designations (permanent, term, 
rotational, temporary duty, or temporary-
intermittent / while actually employed) and 
duration for instructors assigned to FLETC and 

On September 23, 2020, OIG closed this recommendation as implemented, after 
the universe of open recommendations for this annual report was identified. 
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component training academies to maximize 
efficiency and effectiveness; 

(b)  HSI's need for an established rotation policy; 
and 

(c)  best practices for securing and retaining 
qualified instructors while ensuring consistent 
training. 

MGMT-
CHCO            OIG-19-48 

DHS Needs to Improve 
Its Oversight of 
Misconduct and 

Discipline 

06/17/2019 1 03/22/2021 

The USM should designate or establish an entity with 
sufficient size and authority to oversee the 
Department's entire misconduct process from 
allegations to disciplinary actions. 

On March 22, 2021, OIG closed this recommendation as implemented, after the 
universe of open recommendations for this annual report was identified.   

MGMT-
CHCO            OIG-19-48 

DHS Needs to Improve 
Its Oversight of 
Misconduct and 

Discipline 

06/17/2019 2 12/31/2020 

The USM should ensure the designated entity 
implement a formal reporting process, with 
documented procedures for handling and reporting all 
misconduct allegations. 

The DHS MGB Charter was finalized on September 2, 2020.  MGB will establish 
Departmentwide data collection and reporting requirements, will establish baseline 
measures and metrics, and will conduct analysis of and respond to trends across 
the Department.  On October 6, 2020, DHS provided a copy of the charter to OIG 
and requested closure.  DHS is awaiting OIG’s closure decision.   
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MGMT-
CHCO            OIG-19-48 

DHS Needs to Improve 
Its Oversight of 
Misconduct and 

Discipline 

06/17/2019 3 02/28/2020 

The DHS CHCO should revise the DHS Discipline 
and Adverse Actions Program directive and 
instruction to provide comprehensive guidance, 
including definitions for key misconduct terms and the 
use of alternative discipline. 

DHS resubmitted its revised directive to OIG along with new guidance from the 
U.S. Office of Personnel Management that directs agencies not to commit to 
additional procedures in discipline policy that are not outlined in 5 CFR 752.  
MGMT-CHCO requested closure of this recommendation and is awaiting OIG’s 
closure decision. 

MGMT-
CHCO            OIG-19-48 

DHS Needs to Improve 
Its Oversight of 
Misconduct and 

Discipline 

06/17/2019 4 12/31/2020 

The USM should require that the designated 
misconduct oversight entity conduct a comprehensive 
assessment of components' policies to establish a 
baseline for handling allegations and disciplinary 
actions that promotes quality and consistency across 
components. 

Staff will use survey data to inform ER training offered to ER specialists.  
Specialists will be consulted for input into content for supervisory training to be 
offered through the HR Academy. 

MGMT-
CHCO            OIG-19-48 

DHS Needs to Improve 
Its Oversight of 
Misconduct and 

Discipline 

06/17/2019 5 03/31/2022 

The DHS CHCO should work with the Under 
Secretary for Management to require the designated 
misconduct oversight entity: 

The DHS MGB Charter was finalized on September 2, 2020.  MGB will establish 
Department-wide data collection and reporting requirements, establish baseline 
measures and metrics, and conduct analysis of and respond to trends across the 
Department.  On October 6, 2020, MGMT-CHCO provided a copy of the charter 
to OIG requesting closure.  MGMT-CHCO is awaiting OIG’s closure decision.   
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(a) identify all offices that receive misconduct 

allegations or identify potential misconduct; 
and 

(b) establish a system of record and process to 
routinely capture, manage, and monitor 
components' management of misconduct. 

MGMT-
CHCO            OIG-19-48 

DHS Needs to Improve 
Its Oversight of 
Misconduct and 

Discipline 

06/17/2019 6 4/30/2020 

The DHS CHCO should establish objectives and 
performance metrics for the Employee Relations 
office and implement written standard operating 
procedures defining the office's responsibilities. 

MGMT-CHCO has requested closure of this recommendation and is awaiting 
OIG’s closure decision. 

MGMT-
CHCO            OIG-19-48 

DHS Needs to Improve 
Its Oversight of 
Misconduct and 

Discipline 

06/17/2019 8 12/31/2020 

The DHS CHCO should work with the Under 
Secretary for Management to evaluate survey 
responses and develop a corrective action plan to 
address unfavorable results. 

Staff will use survey data to inform ER training offered to ER specialists.  
Specialists will be consulted for input into content for supervisory training to be 
offered through the HR Academy. 

MGMT-
CHCO            OIG-19-62 

DHS Needs to Improve 
Cybersecurity Workforce 

Planning 
09/23/2019 1 12/03/2020 

The DHS CHCO should assign necessary staff 
resources to timely complete the required assessments 
and strategies regarding the DHS cyber workforce. 

On December 3, 2020, GAO closed this recommendation as implemented, after 
the universe of open recommendations for this annual report was identified. 
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MGMT-
CHCO            OIG-19-62 

DHS Needs to Improve 
Cybersecurity Workforce 

Planning 
09/23/2019 2 12/03/2020 

The DHS CHCO should establish a department-wide, 
coordinated approach to compiling centralized 
cybersecurity workforce data needed to fulfill 
reporting requirements in a timely manner. 

On December 3, 2020, GAO closed this recommendation as implemented, after 
the universe of open recommendations for this annual report was identified. 

MGMT-
CIO             OIG-17-56 

DHS Tracking of Visa 
Overstays is Hindered by 
Insufficient Technology 

05/01/2017 1 TBD 

The DHS CIO should continue to work with 
components to further eliminate duplication, improve 
information sharing, and properly align system access, 
especially for system modernization efforts, across 
DHS according to visa tracking mission requirements.  

The CTO Directorate requested updates on identified systems across ICE, CBP, 
and USCIS.  Information requested for IT systems tracking visas relates to both 
modernization and interoperability efforts.  CTO is awaiting Component 
responses.  

MGMT-
CPO             OIG-19-50 

Inadequate Oversight of 
Low Value DHS 

Contracts 
07/02/2019 1 07/14/2020 

The DHS CPO should require DHS Component Heads 
of Contracting Activities to establish management 
policies and guidelines or revise current policies that 
help prevent the loss of contract files. 

On July 14, 2020, OIG closed this recommendation as implemented, after the 
universe of open recommendations for this annual report was identified. 
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MGMT-
CRSO            OIG-17-03 

Air and Marine Office 
(AMO) and Coast Guard 
Maritime Missions Are 
Not Duplicative, But 
Could Improve with 
Better Coordination 

10/14/2016 1 10/30/2020 

The USM should re-establish an oversight mechanism 
at the DHS level to ensure that AMO and the Coast 
Guard coordinate operations. 

On October 30, 2020, OIG closed this recommendation as implemented, after the 
universe of open recommendations for this annual report was identified. 

MGMT-
CRSO            OIG-17-03 

Air and Marine Office 
(AMO) and Coast Guard 
Maritime Missions Are 
Not Duplicative, But 
Could Improve with 
Better Coordination 

10/14/2016 2 10/30/2020 

The Commandant of the Coast Guard, the 
Commissioner of CBP, and the Director of ICE should 
revise the Maritime Operations Coordination Plan 
(MOCP) to include requirements for coordination and 
information sharing at all levels, especially the local 
level. 

On October 30, 2020, OIG closed this recommendation as implemented, after the 
universe of open recommendations for this annual report was identified. 

MGMT-
CSO             OIG-18-05 

DHS' Controls Over 
Firearms and Other 

Sensitive Assets 
10/25/2017 5 03/08/2021 

The USM should require that components assess the 
need and submit justifications to the Department for 
badges issued to non-law enforcement personnel and 
recommend components discontinue the use of non-

On March 8, 2021, OIG closed this recommendation as implemented, after the 
universe of open recommendations for this annual report was identified. 
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law enforcement badges without adequate 
justification. 

MGMT-
CSO             OIG-18-51 

Department-wide 
Management of the 

HSPD-12 Program Needs 
Improvement 

02/14/2018 6 11/30/2020 

The DHS Chief Security Officer should coordinate 
with the CIO on ensuring that components PIV 
[personal identity verification] enable all unclassified 
information systems under their purview. 

The OCIO Identity Services Branch (ISB) and OCSO Enterprise Security Services 
Division (ESSD) have continued to collaborate to enforce PIV authentication to 
unclassified DHS applications and to track progress for leadership through the 
DHS Strong Authentication Dashboard.  Assigned Component information system 
security managers (ISSM) and information system security officers (ISSO) 
determine and update the strong authentication status of all operational, 
unclassified systems and applications managed by the Information Assurance 
Compliance System throughout the Department.  OCSO ESSD and OCIO ISB 
regularly collaborate with Component Identity, Credential, and Access 
Management representatives and the assigned ISSMs and ISSOs to monitor and 
advance the strong authentication progress and to ensure regular status reporting in 
the DHS Strong Authentication Dashboard from progress data recorded in the 
Mobius database.  ISSMs and ISSOs are coordinating with individual system 
owners in the Components to implement strong authentication controls in their 
systems to enforce PIV and strong single sign-on authentication.  OCIO and 
OCSO will be requesting closure of this recommendation. 
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MGMT-
CSO             OIG-19-42 

DHS Needs to Address 
Oversight and Program 

Deficiencies before 
Expanding the Insider 

Threat Program 

05/24/2019 1 11/30/2020 

The DHS CSO [Chief Security Officer] should review 
DHS logon banners for unclassified systems at all 
components and determine whether they are legally 
sufficient. 

As of August 24, 2020, an updated legally sufficient logon warning banner has 
been implemented across the Department on DHS sensitive but unclassified 
networks.  Additionally, the “DHS Sensitive Systems Policy Directive 4300A 
Version 13.1,” specifically change 13.1.1, section 5.2.3, previously was updated 
and provides a DHS Connect (intranet) link to the OCIO webpage where the 
legally sufficient, approved current logon banner language for sensitive but 
unclassified networks is provided.  OCSO will be requesting closure of this 
recommendation. 

MGMT-
CSO             OIG-19-42 

DHS Needs to Address 
Oversight and Program 

Deficiencies before 
Expanding the Insider 

Threat Program 

05/24/2019 2 02/17/2021 

The DHS CSO should revise and reissue DHS 
Instruction 262-05-002 for the expanded Insider 
Threat Program, as required by the January 2017 
memo from the Secretary of Homeland Security. 

On February 17, 2021, OIG closed this recommendation as implemented, after the 
universe of open recommendations for this annual report was identified. 
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MGMT-
CSO             OIG-19-42 

DHS Needs to Address 
Oversight and Program 

Deficiencies before 
Expanding the Insider 

Threat Program 

05/24/2019 3 07/31/2021 

The DHS CSO should determine, with the aid of the 
PARM, whether the expanded ITP [Insider Threat 
Program] is an acquisition program, what level of 
acquisition program it is using a Rough Order 
Magnitude or other Cost Estimate, and where the 
program is in the Acquisition Life Cycle.  Determine, 
along with the PARM, the acquisition documentation 
required for the Acquisition Life Cycle Framework 
phase the program is in. 

The DHS ITP continues to work with PARM and the JRC to implement this 
recommendation.  PARM requested that ITP begin developing the necessary 
artifacts to reach Acquisition Decision Event (ADE)-1.  ITP developed a rough 
order of magnitude in coordination with the OCFO Cost Analysis Division.  
PARM envisions the ITP to be an acquisition program and currently is waiting on 
the submission of the ITP Capability Analysis Study Plan (CASP) to proceed 
further.  ITP drafted the CASP, which is being revised prior to submission to 
PARM and the JRC.    

MGMT-
CSO             OIG-19-42 

DHS Needs to Address 
Oversight and Program 

Deficiencies before 
Expanding the Insider 

Threat Program 

05/24/2019 4 07/31/2021 

The DHS CSO should work with PARM to complete 
the required Systems Engineering Life Cycle 
Framework. 

ITP continues to work with PARM to develop documentation needed for the 
acquisition program review process leading to ADE-1, per recommendation 3.  
Once these are completed and validated, ITP will continue to work with PARM on 
additional documentation and events required, including those needed for the 
SELC Framework. 
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MGMT-
FPS             OIG-19-15 

The Federal Protective 
Service Has Not Managed 

Overtime Effectively 
12/11/2018 1 TBD 

The Director of FPS should initiate collection actions 
to recover $1,768,768 in unsupported costs 
representing overtime payments determined to be 
ineligible for payment. 

As of October 2020, the FBI’s Public Corruption Unit is conducting a criminal 
investigation.  FPS is awaiting further information from DOJ. 

OGC OIG-16-91 
TSA Oversight of 

National Passenger Rail 
System Security 

05/13/2016 2 02/28/2022 

The DHS General Counsel effectively coordinate with 
the OMB to expedite the implementation of the 
remaining passenger rail requirements of the 9/11 Act. 

The Security Training Rule was published on March 23, 2020.  However, because 
of COVID-19, the effective date was changed to September 21, 2020.  TSA still is 
working on the surface vetting rule and will notify OIG as soon as the NPRM is 
accepted by OMB for review. 

OGC OIG-18-73 

DHS Non-disclosure 
Forms and Settlements 

Agreements Do Not 
Always Include the 

Required Statements from 
the Whistleblower 

Protection Enhancement 
Act of 2012 

08/10/2018 2 03/31/2021 

The Secretary of Homeland Security should ensure 
that all DHS and component personnel settlement 
agreement templates and settlement agreements 
include the statement from the Whistleblower 
Protection Act of 2012 on disclosing information to 
permissible recipients. 

OGC received from each chief counsel office confirmation of compliance with 
guidance regarding the Whistleblower Protection Enhancement Act of 2012 and 
the inclusion in settlement agreements of plain language regarding applicants’, 
employees’, and former employees’ rights to make protected disclosures. 
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OGC OIG-18-73 

DHS Non-disclosure 
Forms and Settlements 

Agreements Do Not 
Always Include the 

Required Statements from 
the Whistleblower 

Protection Enhancement 
Act of 2012 

08/10/2018 3 03/31/2021 

The Secretary of Homeland Security should develop 
and implement a method to track the use of settlement 
agreements throughout the Department and its 
components. 

Guidance regarding tracking employment case resolution is undergoing final 
review. 

PLCY OIG-15-85 

DHS Missing Data 
Needed to Strengthen its 

Immigration Enforcement 
Efforts 

05/04/2015 1 06/30/2021 

The Deputy Secretary of Homeland Security should 
develop and implement a plan to collect, analyze, and 
report data on the Department's use of prosecutorial 
discretion to assess immigration enforcement 
activities and improve future policy.  The plan should 
take steps to ensure the completeness and accuracy of 
the prosecutorial discretion data. 

OIS is on track to update and submit the final plan, which will include actions 
taken to ensure completeness and accuracy of prosecutorial discretion data. 

PLCY OIG-15-
140 

DHS Can Strengthen Its 
Cyber Mission 

Coordination Efforts 
09/04/2015 2 06/30/2021 

The Principal Deputy Assistant Secretary for Cyber 
Policy should coordinate with the DHS CHCO to 

OCHCO continues to work with Components to prepare for the implementation of 
the CTMS.  On the basis of project timelines updated for FY 2021, DHS plans to 
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develop the department-wide trainings for cyber 
analysts and special agents to perform their duties. 

launch CTMS and to begin hiring individuals into a new DHS Cybersecurity 
Service by the end of the fourth quarter of FY 2021.  Required rulemaking, which 
is currently under review in DHS HQ, is expected to be complete by the end of the 
third quarter of FY 2021, after which the career development framework for 
Cybersecurity Service employees will be released.  Under CTMS, DHS 
Cybersecurity Service employees will progress in their careers—and 
compensation—on the basis of how they enhance their skills and contribute to the 
mission, so a structured approach to continual learning will be critical.  Although 
DHS is considering a combination of recommended and required learning 
activities, CTMS will not feature a one-size-fits all approach because employees in 
the DHS Cybersecurity Service still will reflect a variety of different cybersecurity 
specializations and will perform a range of different roles across DHS 
Components. 

PLCY OIG-17-22 DHS Lacks Oversight of 
Component Use of Force 01/12/2017 1 09/30/2021 

The Deputy Secretary of Homeland Security should 
establish a formal entity at the Department level to 
oversee component use of force activities.  Once 
established, the responsible personnel at the 
Department level should work with the components 
to: 
a. establish minimal requirements for what each 
component should report as a use of force incident and 
develop a process to collect and report the accurate 
number of incidents; 
b. develop a formal mechanism by which components 
can share lessons learned regarding use of force 
policies, training, and oversight; 

PLCY has begun to reconstitute the Law Enforcement Policy team.  As of 
September 28, 2020, PLCY filled the key leadership role of Deputy Assistant 
Secretary for Law Enforcement and is taking additional steps to staff the team 
sufficiently to address not only the use-of-force issues raised by OIG, but also 
many other law enforcement policy matters that require DHS HQ-level 
coordination and oversight.  As PLCY assesses the complement of staff expertise 
required, it will use this recommendation to inform, in part, the priorities of the 
staff.  
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c. collaborate with the components and conduct a 
review or study to identify minimum standards or 
requirements for less-lethal use of force training, and 
require the components to implement the training; 
d. ensure each component has and uses a system of 
record to actively monitor completion of required 
recurring training; and  
e. continuously improve monitoring of training 
requirements, address training challenges related to 
resource availability, optimize regional efficiencies, 
and identify opportunities for cooperation to meet 
training related goals. 

PLCY OIG-18-07 

DHS Needs a More 
Unified Approach to 

Immigration Enforcement 
and Administration 

10/30/2017 1 10/15/2020 

The Secretary of Homeland Security should establish 
and oversee a formal department-level group 
comprising senior level officials from the 
Department's operational components and key 
headquarters organizations responsible for 
enforcement and administration of immigration laws.  
The responsible officials will facilitate long-term 
solutions to overarching and cross-cutting component 
immigration enforcement and administration 
challenges.  The Department should research and 
follow similar successful structures from other Federal 

On October 15, 2020, OIG closed this recommendation as implemented, after the 
universe of open recommendations for this annual report was identified. 
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agencies to guide this endeavor.  At a minimum, the 
designated responsible officials will: 

(a) foster better awareness of roles and 
responsibilities; 

(b) facilitate better coordination and 
communication among the involved 
components and guide current cross-
component immigration initiatives; 

(c) ensure components collect and report data for 
immigration activity and analyze the 
information to make decisions and reduce 
inefficiencies; and 

(d) serve as mediators for conflicts regarding 
mission accomplishment and overarching 
legal, policy, and other issues.   

S&T OIG-15-38 

Science and Technology 
Directorate Needs to 
Improve Its Contract 

Management Procedures 

02/27/2015 3 10/14/2020 

The Under Secretary for S&T should review S&T’s 
contract portfolio to ensure all contract files contain 
sufficient evidence of program review to allow 
management to make well-informed decisions, 
including where programs are meeting intended 
objectives. 

On October 14, 2020, OIG closed this recommendation as implemented, after the 
universe of open recommendations for this annual report was identified. 
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S&T OIG-18-89 

S&T Has Taken Steps to 
Address Insider Threats, 

But Management 
Challenges Remain 

09/28/2018 4 12/01/2020 

The S&T CIO should conduct a review to identify all 
S&T standalone workstations and migrate them to 
approve networks as planned, or ensure signed 
waivers are in place. 

On December 1, 2020, OIG closed this recommendation as implemented, after the 
universe of open recommendations for this annual report was identified. 

S&T OIG-18-89 

S&T Has Taken Steps to 
Address Insider Threats, 

But Management 
Challenges Remain 

09/28/2018 5 12/01/2020 

The S&T CIO should conduct a review to verify that 
all S&T information systems have valid authorities to 
operate. 

On December 1, 2020, OIG closed this recommendation as implemented, after the 
universe of open recommendations for this annual report was identified. 

S&T OIG-18-89 

S&T Has Taken Steps to 
Address Insider Threats, 

But Management 
Challenges Remain 

09/28/2018 9 02/12/2021 

The S&T CIO should establish a MOU with the S&T 
CIO, providing details on all IT services and 
associated costs for managing Local Area Network-A 
[LAN-A] to support S&T. 

On September 28, 2018, S&T signed an MOU titled, “Memorandum of 
Understanding Between the Office of the Chief Information Officer and the Chief 
Information Officer of the Science and Technology Directorate.”  This MOU 
would have established a full understanding of the SLAs and associated costs for 
the LAN-A service that was an element of the National Capital Region 
Infrastructure Operations (NCRIO) Working Capital Fund (WCF) line of business.  
As of December 2020, that effort did not produce a signed MOU between S&T 
OCIO and HQ OCIO.  Over the transition of time, personnel, and mission, the 
MOU’s nature has evolved because the NCRIO WCF has been closed.  Therefore, 
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Recommendation Narrative of Implementation Status 
to address this recommendation, S&T OCIO has engaged with DHS HQ OCIO 
counterparts to use an existing MOU, currently in effect between DHS HQ OCIO 
and another DHS Component, as a template.  This new MOU between S&T OCIO 
and DHS HQ OCIO will ensure that S&T clearly understands the services, 
associated costs, and SLAs for the LAN-A service that HQ provides.  

S&T OIG-19-59  

S&T Is Not Effectively 
Coordinating Research 

and Development Across 
DHS 

09/18/2019 1 10/31/2020 

The Under Secretary of S&T should develop, 
integrate, and disseminate policy and procedures to 
reinforce the directorate’s authority and to fully 
communicate and institute controls to enforce IPT 
requirements and best practices.   

S&T is finalizing the “DHS S&T Procedural Guide for Integrated Product Teams 
in the Customer Needs Process of the Business Process Flow” document for the 
IPT Process.  This guide is an official S&T instruction that serves the purpose of 
establishing policy and procedures as defined in the accompanying S&T 
executive-level memorandum “Integrated Product Team Process Supporting 
Science and Technology Business Process Flow.”  The DHS S&T procedural 
guide defines the authority, purpose, roles and responsibilities, and schedule for 
IPT activities.  It will serve as the primary control mechanism for enforcing and 
monitoring IPT requirements and best practices.  The memorandum and 
procedural guide will be provided to OIG for closure of this recommendation and 
recommendation 3. 

S&T OIG-19-59  

S&T Is Not Effectively 
Coordinating Research 

and Development Across 
DHS 

09/18/2019 2 11/24/2020 

The Under Secretary of S&T should develop 
comprehensive policies and procedures for S&T to 
implement efficient tracking tools to ensure a 
comprehensive department-wide R&D profile. 

On November 24, 2020, OIG closed this recommendation as implemented, after 
the universe of open recommendations for this annual report was identified. 
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S&T OIG-19-59  

S&T Is Not Effectively 
Coordinating Research 

and Development Across 
DHS 

09/18/2019 3 10/31/2020 

The Under Secretary of S&T should develop and 
implement a monitoring process to ensure IPT and 
IPT Operations adhere to S&T’s policies and 
procedures. 

S&T has a formal “DHS S&T Procedural Guide for Integrated Product Teams in 
the Customer Needs Process of the Business Process Flow” document for the IPT 
Process.  This document is an official S&T instruction that serves the purpose of 
establishing policy and procedures as defined in the accompanying S&T 
executive-level memorandum “Integrated Product Team Process supporting 
Science and Technology Business Process Flow.”  The DHS S&T procedural 
guide defines the authority, purpose, roles and responsibilities, and schedule for 
IPT activities.  It will serve as the primary control mechanism for enforcing and 
monitoring IPT requirements and best practices.  The memorandum and 
procedural guide will be provided to OIG for closure of this recommendation and 
recommendation 1.  

SEC OIG-19-19 

DHS Needs to Improve 
the Process for 

Identifying Acquisition 
Planning Capability 

Needs 

01/30/2019 1 12/31/2020 

The Senior Official Performing the Duties of the 
Deputy Secretary should ensure the JRC follows the 
responsibilities put forth in its charter, including 
adhering to the operating procedures provided in 
appropriate management directive(s) and explained in 
detail in accompanying instruction manual(s). 

JRC continues to work on finalizing an inter-rater reliability plan that, according 
to OIG, will close this recommendation.  Work on the plan continues to be delayed 
because of staffing limitations.  
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TSA OIG-14-
132 

Audit of Security 
Controls for DHS 

Information Technology 
Systems at Dallas/Fort 

Worth International 
Airport 

09/05/2014 3 03/31/2021 

The TSA CIO should establish a process to report 
STIP [Security Technology Integrated Program] 
computer security incidents to TSA SOC [Security 
Operations Center]. 

On March 31, 2021, OIG closed this recommendation as implemented, after the 
universe of open recommendations for this annual report was identified. 

TSA OIG-14-
142 

Penetration Testing of 
Checked Baggage 

Screening 
09/16/2014 5 09/30/2021 

Accelerate development and deployment of a test kit 
to independently validate deployed explosive 
detection systems equipment performance. 

TSA’s Office of Acquisition Program Management continues efforts to develop 
and deploy the test kits for the different types of explosive detection systems.  

TSA OIG-15-88 

Audit of Security 
Controls for DHS 

Information Technology 
Systems at San Francisco 

International Airport  

05/07/2015 15 03/31/2021 

The TSA CIO should improve operational, technical, 
and management controls for ensuring confidentiality, 
integrity, and availability of data stored, transmitted, 
and processed at SFO [San Francisco International 
Airport] by updating the operating systems on STIP 
servers to a vendor-supported version that can be 
patched to address emerging vulnerabilities. 

On March 31, 2021, OIG closed this recommendation as implemented, after the 
universe of open recommendations for this annual report was identified.  
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TSA OIG-16-87 

IT Management 
Challenges Continue in 

TSA’s Security 
Technology Integrated 

Program 

05/09/2016 1 03/31/2021 

The TSA CIO and Assistant Administrator for OSC 
[Office of Security Capabilities] should ensure that IT 
security controls are included in STIP system design 
and implementation so that STIP servers are not 
deployed with known technical vulnerabilities. 

On March 31, 2021, OIG closed this recommendation as implemented, after the 
universe of open recommendations for this annual report was identified. 

TSA OIG-16-87 

IT Management 
Challenges Continue in 

TSA’s Security 
Technology Integrated 

Program 

05/09/2016 2 03/31/2021 

The TSA CIO and Assistant Administrator for OSC 
should ensure that STIP servers use approved 
operating systems for which the Department as 
established minimum security baseline configuration 
guidance. 

On March 31, 2021, OIG closed this recommendation as implemented, after the 
universe of open recommendations for this annual report was identified. 

TSA OIG-16-87 

IT Management 
Challenges Continue in 

TSA’s Security 
Technology Integrated 

Program 

05/09/2016 3 03/09/2021 

The TSA CIO and Assistant Administrator for OSC 
should ensure that STIP servers have the latest 

On March 9, 2021, OIG closed this recommendation as implemented, after the 
universe of open recommendations for this annual report was identified. 
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software patches installed so that identified 
vulnerabilities will not be exploited. 

TSA OIG-16-87 

IT Management 
Challenges Continue in 

TSA’s Security 
Technology Integrated 

Program 

05/09/2016 4 03/09/2021 

The TSA CIO and Assistant Administrator for OSC 
should ensure that IT security testing is performed so 
that STIP servers are not deployed with known 
technical vulnerabilities. 

On March 9, 2021, OIG closed this recommendation as implemented, after the 
universe of open recommendations for this annual report was identified. 

TSA OIG-16-87 

IT Management 
Challenges Continue in 

TSA’s Security 
Technology Integrated 

Program 

05/09/2016 5 10/13/2020 

The TSA CIO and Assistant Administrator for OSC 
should ensure that authorized TSA staff obtain and 
change administrator passwords for all STIP servers at 
airports so that contractors no longer have full control 
over this equipment at airports. 

On October 13, 2020, OIG closed this recommendation as implemented, after the 
universe of open recommendations for this annual report was identified. 

TSA OIG-16-87 

IT Management 
Challenges Continue in 

TSA's Security 
Technology Integrated 

Program 

05/09/2016 6 05/31/2021 

The TSA CIO and Assistant Administrator for OSC 
should implement a contractor oversight process so 

COVID-19 mitigation measures disrupted the delivery of equipment and 
completion of paperwork required to allow incoming ISSO staff access to the 
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Recommendation Narrative of Implementation Status 
that only authorized and approved software, along 
with timely updates, is installed on STIP airport 
servers. 

Information Assurance Compliance System (IACS).  Collaboration on the  
authority to operate (ATO) development also has identified additional security 
controls to be considered for the Electronic Baggage Inspection Technology 
System (EBITS) risk mitigation activities. 

TSA OIG-16-87 

IT Management 
Challenges Continue in 

TSA's Security 
Technology Integrated 

Program 

05/09/2016 8 03/31/2021 

The TSA CIO and Assistant Administrator for OSC 
should ensure an adequate operational recovery 
capability for STIP servers at DC1 [Data Center 1] in 
case DC2 becomes inaccessible. 

On March 31, 2021, OIG closed this recommendation as implemented, after the 
universe of open recommendations for this annual report was identified. 

TSA OIG-16-87 

IT Management 
Challenges Continue in 

TSA's Security 
Technology Integrated 

Program 

05/09/2016 9 03/31/2021 

The TSA CIO and Assistant Administrator for OSC 
establish a process for providing STIP server 
vulnerability assessment reports to the Department so 
that DHS leadership may adequately monitor system 
compliance capability. 

On March 31, 2021, OIG closed this recommendation as implemented, after the 
universe of open recommendations for this annual report was identified. 

TSA OIG-16-87 

IT Management 
Challenges Continue in 

TSA's Security 
Technology Integrated 

Program 

05/09/2016 10 05/31/2021 
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Recommendation Narrative of Implementation Status 
The TSA CIO and Assistant Administrator for OSC 
ensure that IT security requirements are included in 
equipment procurement contracts for IT components 
of STIP and passenger and checked baggage screening 
equipment as required. 

COVID-19 mitigation measures disrupted the delivery of equipment and 
completion of paperwork required to allow incoming ISSO staff access to the 
IACS.  Collaboration on the ATO development also has identified additional 
security controls to be considered for the EBITS risk mitigation activities. 

TSA OIG-16-91 
TSA Oversight of 

National Passenger Rail 
System Security 

05/13/2016 1 02/28/2022 

The Administrator of TSA should ensure TSA 
develops and adheres to a detailed, formal milestone 
plan to deliver the remaining 9/11 Act NPRM to DHS. 

The Security Training Rule was published on March 23, 2020.  However, because 
of COVID-19, the effective date was changed to September 21, 2020.  TSA still is 
working on the surface vetting rule and will notify OIG as soon as the NPRM is 
accepted by OMB for review.   

TSA OIG-17-14 
Summary Report on 
Audits of Security 

Controls 
12/30/2016 2 05/31/2021 

The TSA CIO should establish a plan to conduct 
recurring reviews of the operational, technical, and 
management security controls for TSA IT systems at 
U.S. airports nationwide. 

COVID-19 mitigation measures disrupted the delivery of equipment and 
completion of paperwork required to allow incoming ISSO staff access to the 
IACS.  Collaboration on the ATO development also has identified additional 
security controls to be considered for the EBITS risk mitigation activities. 

TSA OIG-17-
112 

Covert Testing of the 
Passenger Security 

Checkpoint 
09/28/2017 8 12/31/2020 

The Administrator of TSA should ensure that local 
TSA, as well as Transportation Systems Integration 
Facility and HQ personnel, maintain an inventory of 
the necessary test items for all screening equipment so 
that testers and local personnel can promptly validate 
the equipment is performing as required. 

TSA Acquisition Program Management and Security Operations are developing a 
process that enables maintenance of a necessary inventory of test items at airports, 
the Transportation Securities Integration Facility, and HQ locations to validate 
rapidly that screening equipment is operating as intended. 
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TSA OIG-18-04 

FAMS: Contribution to 
Domestic Aviation 

Transportation Security is 
Questionable 

10/25/2017 2 12/31/2020 

The Administrator of TSA should conduct a validation 
and verification study for the Dynamic Aviation Risk 
Management Solution report. Upon completion of the 
study, the Transportation Security Administration 
should conduct a cost-benefit analysis to determine 
whether the $583.1 million in flight operations is 
being spent mitigating the most serious threat facing 
aviation transportation. 

On November 4, 2020, TSA leadership provided a briefing to OIG auditors on 
significant changes to the FAMS CONOPS that are being considered and 
developed.  These changes recognize the need to address OIG’s findings related to 
risk, performance measures, and the tracking of funding.  As these changes are 
formalized further, TSA has agreed to continue briefing OIG and to provide 
written updates as needed.  TSA believes that these changes will be responsive to 
the intent of OIG’s recommendations and will lead to closure of this 
recommendation as implemented.  

TSA OIG-18-04 

FAMS: Contribution to 
Domestic Aviation 

Transportation Security is 
Questionable 

10/25/2017 4 12/31/2020 

The Assistant Administrator for the Office of Law 
Enforcement, FAMS should improve existing 
performance measures to determine the effectiveness 
of in-flight operations in addressing all risks facing 
aviation transportation, with a strong emphasis to 
ensure the highest risks are addressed. 

On November 4, 2020, TSA leadership provided a briefing to OIG auditors on 
significant changes to the FAMS CONOPS that are being considered and 
developed.  These changes recognize the need to address OIG’s findings related to 
risk, performance measures, and the tracking of funding.  As these changes are 
formalized further, TSA has agreed to continue briefing OIG and to provide 
written updates as needed.  TSA believes that these changes will be responsive to 
the intent of OIG’s recommendations and will lead to closure of this 
recommendation as implemented. 

TSA OIG-18-70 
FAMS Need to 

Demonstrate How Ground 
Based Assignments 

07/27/2018 1 12/31/2020 
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Contribute to TSA 's 

Mission 

The Administrator of TSA should develop 
performance measures for all activities in FAMS’s 
strategic plan as well as improve measurements for its 
Visible Intermodal Prevention and Response 
operations by FY 2019.  

On November 4, 2020, TSA leadership provided a briefing to OIG auditors on 
significant changes to the FAMS CONOPS that are being considered and 
developed.  These changes recognize the need to address OIG’s findings related to 
risk, performance measures, and the tracking of funding.  As these changes are 
formalized further, TSA has agreed to continue briefing OIG and to provide 
written updates as needed.  TSA believes that these changes will be responsive to 
the intent of OIG’s recommendations and will lead to closure of this 
recommendation as implemented.  

TSA OIG-18-70 

FAMS Need to 
Demonstrate How Ground 

Based Assignments 
Contribute to TSA 's 

Mission 

07/27/2018 2 12/31/2020 

The Administrator of TSA should develop a method 
for tracking the Office of Law Enforcement, FAMS’s 
funding by operations.  

On November 4, 2020 TSA leadership provided a briefing to OIG auditors on 
significant changes to the FAMS CONOPS that are being considered and 
developed.  These changes recognize the need to address OIG’s findings related to 
risk, performance measures, and the tracking of funding.  As these changes are 
formalized further, TSA has agreed to continue briefing OIG and to provide 
written updates as needed.  TSA believes that these changes will be responsive to 
the intent of OIG’s recommendations and will lead to closure of this 
recommendation as implemented. 

TSA OIG-19-35 

TSA Needs to Improve 
Efforts to Retain, Hire, 

and Train Its 
Transportation Security 

Officers 

03/28/2019 1 03/31/2021 
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Recommendation Narrative of Implementation Status 
The Assistant Administrator, Human Capital, should 
continue to coordinate efforts with Security 
Operations to implement actions that facilitate 
improvements in the hiring process to ensure 
applicants are informed of the Transportation Security 
Officer duties and that TSA continues to hire qualified 
applicants.  At a minimum, TSA should:  

(a) require an applicant affirm whether he/she has 
reviewed the 
Transportation Security Officer Realistic Job 
Preview video and 
understands duties include interacting with 
passengers, passenger patdowns, shift work, 
weekend work, and holidays.  If the applicant 
has not, ensure the applicant reviews the video 
as part of the application process; and  

(b) finalize the implementation of the agency’s job 
compatibility assessment tool for use during 
the hiring process. 

OIG advised that TSA Human Capital has implemented the majority of this 
recommendation.  TSA continues to implement the final step toward closure, 
which is integrating TSA’s newly developed Job Compatibility Assessment into 
the Transportation Security Officer hiring process.  

TSA OIG-19-56 

TSA's Data and Methods 
for Classifying Its 

Criminal Investigators as 
Law Enforcement 

Officers Need 
Improvement 

07/26/2019 2 06/30/2021 

The Director, Investigations, TSA, should work with 
its Office of Information Technology to expedite 
ongoing efforts to acquire systems that will assist the 

On April 13, 2020 TSA INV informed OIG that the original Human Capital (HC) 
project to acquire a new electronic case management modular system had been 
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Recommendation Narrative of Implementation Status 
office with its timesheet submission and approval 
process, thereby improving communication/data 
transfer between the timekeeping system and the Case 
Management System. 

canceled because of budgetary and COVID-19 priorities and that, as a result, INV 
would be taking on this project directly.   
 
On September 9, 2020, INV indicated that HC has restarted the Enterprise Case 
Management project under the IT Flexible Agile Scalable Teams contract. 

USCG OIG-17-
74-IQO 

Oversight Review of the 
United States Coast 
Guard Investigative 

Services 

06/23/2017 2 09/30/2021 

The Director of CGIS [Coast Guard Investigative 
Service] should articulate in policy what constitutes an 
OIG-referable allegation, train all necessary staff 
accordingly, and ensure that CGIS refers the requisite 
allegation to the OIG. 

CGIS efforts to update the investigations manual by publishing a new Operations 
Policy Manual, Operations Tactics/Techniques/Procedures, and a Mission Support 
Manual are ongoing.  Recent organizational restructuring that moved CGIS to the 
Deputy Commandant for Operations Directorate has necessitated significant 
revisions to reflect the updated organizational structure accurately.  OIG-referrable 
allegations will be defined within the forthcoming policy revision. 

USCG OIG-17-
74-IQO 

Oversight Review of the 
United States Coast 
Guard Investigative 

Services 

06/23/2017 6 09/30/2021 

The Director of CGIS should, in consultation with the 
Coast Guard Directives and Publications Division, 
CG-612, replace the existing Coast Guard 
Investigations Manual with a document that complies 
with Systems Manual requirements. 

CGIS efforts to update the investigations manual by publishing a new Operations 
Policy Manual, Operations Tactics/Techniques/Procedures, and a Mission Support 
Manual are ongoing.  Recent organizational restructuring that moved CGIS to the 
Deputy Commandant for Operations Directorate has necessitated significant 
revisions to reflect the updated organizational structure accurately. 

USCG OIG-17-
74-IQO 

Oversight Review of the 
United States Coast 
Guard Investigative 

Services 

06/23/2017 7 09/30/2021 
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The Director of CGIS should continue to update 
investigative policy and follow the Coast Guard 
clearance process outlined in M5215.6 [Coast Guard 
Directives Systems Manual] prior to issuing new 
policy. 

CGIS efforts to update the investigations manual by publishing a new Operations 
Policy Manual, Operations Tactics/Techniques/Procedures, and a Mission Support 
Manual are ongoing.  Recent organizational restructuring that moved CGIS to the 
Deputy Commandant for Operations Directorate has necessitated significant 
revisions to reflect the updated organizational structure accurately. 

USCG OIG-17-
74-IQO 

Oversight Review of the 
United States Coast 
Guard Investigative 

Services 

06/23/2017 17 03/31/2021 

The Director of CGIS should ensure field offices 
maintain an organized and updated property inventory 
system that would support a timeline for updating 
inventory records once items have been transferred or 
removed from an office. 

CGIS is implementing routine, periodic inspections where special-agents-in-
charge review property inventories and equipment assigned within their respective 
regional offices against maintained property lists and random reviews of property 
and evidence records via on-site visits by the CGIS Deputy Director for Mission 
Support. 

USCG OIG-17-
74-IQO 

Oversight Review of the 
United States Coast 
Guard Investigative 

Services 

06/23/2017 23 03/31/2021 

The Director of CGIS should ensure that all evidence 
is inventoried every 6 months as required. 

CGIS is implementing routine, periodic inspections where special-agents-in-
charge review property inventories and equipment assigned within their respective 
regional offices against maintained property lists and random reviews of property 
and evidence records via on-site visits by the CGIS Deputy Director for Mission 
Support. 

USCG OIG-17-
74-IQO 

Oversight Review of the 
United States Coast 
Guard Investigative 

Services 

06/23/2017 27 03/31/2021 
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The Director of CGIS should ensure evidence, 
including narcotics, is properly sealed to protect the 
integrity of the evidence. 

CGIS is implementing routine, periodic inspections where special-agents-in-
charge review property inventories and equipment assigned within their respective 
regional offices against maintained property lists and random reviews of property 
and evidence records via on-site visits by the CGIS Deputy Director for Mission 
Support. 

USCG OIG-18-88 
Review of Coast Guard's 

Oversight of TWIC 
Program 

09/28/2018 2 12/31/2022 

The Assistant Commandant for Prevention Policy of 
the Coast Guard should take action to more clearly 
define the applicable facilities that have certain 
dangerous cargo in bulk and which must implement 
the use of electronic TWIC [Transportation Worker 
Identification Credential] readers as an access control 
measure. 

On March 9, 2020, the Coast Guard published a final rule delaying the effective 
date for TWIC readers for 3 years at all facilities that handle certain dangerous 
cargoes (CDC) in bulk or receive vessels carrying CDCs in bulk.  Additionally, in 
June 2020, DHS provided to Congress the “Corrective Action Plan from the 
Assessment of the Risk Mitigation Value of the Transportation Worker 
Identification Credential.”  The Coast Guard will conduct a risk analysis over the 
next 3 years identifying all CDC facilities and the need for TWIC readers. 

USCG OIG-18-88 
Review of Coast Guard's 

Oversight of TWIC 
Program 

09/28/2018 4 09/30/2021 

The Assistant Commandant for Prevention Policy of 
the Coast Guard should revise and strengthen the 
Coast Guard TWIC Verification and Enforcement 
Guide. At a minimum, the policy should: 

(a) streamline guidance for oversight of the TWIC 
program by consolidating requirements from 
other interim Coast Guard policy documents; 

(b) include more specific procedures for recording 
the results of electronic TWIC verifications in 
the Marine Information for Safety and Law 

The Coast Guard Office of Port and Facility Compliance continues to review all 
applicable TWIC instructions, policies, and procedures to revise and update as 
needed.  The TWIC Verification Enforcement Guide has been revised and is 
pending approval.  Marine Information for Safety and Law Enforcement user 
guides were updated to address information and documents to be included in 
facility inspection activities, and a drop-down menu to capture how TWIC 
verifications are conducted has been added to the system.  Additionally, an 
internal information bulletin was released providing guidance on TWIC 
confiscation procedures. 
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Enforcement system, such as updating the 
reference to the appropriate user guide and 
requiring inspectors to add a narrative 
explanation when card readers are not used for 
verifications; 

(c) define Coast Guard facility inspectors as law 
enforcement personnel, clarify the inspectors’ 
authority for performing regulatory 
confiscations of TWIC cards, and outline the 
required procedures for documenting 
regulatory confiscations in the Marine 
Information for Safety and Law Enforcement 
system and returning the cards to TSA; and 

(d) specify key documents that Coast Guard 
facility inspectors must upload in the Marine 
Information for Safety and Law Enforcement 
system for annual compliance exams and 
security spot checks at regulated facilities, 
including but not limited to the completed 
inspection checklist, Form CG-835F, 
enforcement actions, and evidence of 
corrective action taken. 

USCG OIG-19-22 

United States Coast 
Guard's Reporting of 

Uniform Code of Military 
Justice Violations to the 

Federal Bureau of 
Investigation 

02/21/2019 1 03/31/2021 
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The Director of CGIS should modify FACTS [Field 
Activity Case Tracking System] to allow CGIS 
investigators to (1) confirm they reported prohibited 
individuals to the FBI and (2) identify the specific 
category of prohibited individual. 

CGIS is implementing a standardized procedure for requesting and documenting 
National Instant Background Check System (NICS) entry requests; this process 
includes a NICS entry form, which accompanies the NICS Entry Task Request 
submitted internally within the investigations database.  This process will mitigate 
delays resulting from inaccurate or incomplete data and will ensure that all 
required information is provided to the NICS entry agent at the time of the entry 
request task, will ensure that formal documentation of the request submission 
occurs, and will ensure that the prohibited person’s information is entered and 
linked to the task in the investigations database. 

USCG OIG-19-22 

United States Coast 
Guard's Reporting of 

Uniform Code of Military 
Justice Violations to the 

Federal Bureau of 
Investigation 

02/21/2019 5 03/31/2021 

The Director of CGIS should ensure access to FBI 
databases for CGIS investigators in the field. 

The Coast Guard is assessing the feasibility of acquiring booking stations for each 
CGIS region that would enable agents to complete FBI database entries in the field 
rather than submitting the requests to the National Capital Region for entry.  If the 
booking stations cannot be acquired, an implementation plan for alternative 
arrangements that will enable field agents to ensure that FBI database entries are 
made will be developed. 

USCG OIG-19-22 

United States Coast 
Guard's Reporting of 

Uniform Code of Military 
Justice Violations to the 

Federal Bureau of 
Investigation 

02/21/2019 6 03/31/2021 
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The Director of CGIS should provide additional 
training and guidance to CGIS investigators in the 
field regarding proper data entry into FBI databases. 

The Coast Guard has included National Crime Information Center-Interstate 
Identification Index-NICS training, including FBI database entries, as a segment in 
regular CGIS agent refresher and professional development training.  The in-
service training course where this training was scheduled to be provided to the 
remaining agents was delayed because of COVID-19.  Upon completion, USCG 
will provide supporting documentation to OIG and will request closure of this 
recommendation. 

USCG OIG-19-22 

United States Coast 
Guard's Reporting of 

Uniform Code of Military 
Justice Violations to the 

Federal Bureau of 
Investigation 

02/21/2019 7 12/31/2020 

The Director of CGIS should establish routine quality 
control audits of the FACTS database to ensure 
information is complete and updated. 

CGIS is developing exception reports from the investigations database for the 
regional offices to support routine quality control of FACTS case data.  These 
reports will provide: a listing of cases that are missing elements of information in a 
particular report; cases that are inactive for a select number of days; or cases that 
have reports in draft status for more than a specified number of days.  
Implementation of these routine reports will enable CGIS regional managers to 
identify quickly cases in need of review and to make corrections. 

USCG OIG-19-22 

United States Coast 
Guard's Reporting of 

Uniform Code of Military 
Justice Violations to the 

Federal Bureau of 
Investigation 

02/21/2019 8 06/30/2021 

The Director of the CGIS and the Judge Advocate 
General, Coast Guard Office of Military Justice 

CGIS currently is auditing NICS entries for accuracy and completeness, cross-
referencing against the NICS indices received from FBI Criminal Justice 
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Component Report 
Number Report Title 

Report 
Received/ Issued 

Date 
Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 
should immediately perform a comprehensive review 
of all criminal investigative and adjudicative databases 
and files to ensure all qualifying offenses have been 
reported to the FBI. 

Information Services (CJIS).  The Coast Guard requested that CJIS provide a copy 
of all current entries in the NICS Indices to audit those entries for accuracy and to 
review whether there are any missing entries.  Prior reviews compared Coast 
Guard records to FBI database entries, and this review will examine FBI database 
entries against Coast Guard records.  When complete, the Coast Guard will be able 
to determine that all records with regard to prohibited persons in the FBI databases 
are accurate and current.  

USCIS OIG-18-78 

USCIS' Medical 
Admissibility Screening 

Process Needs 
Improvement 

09/21/2018 1 03/31/2021 

The USCIS Chief of the Regulatory Coordination 
Division for the Office of Policy and Strategy should 
develop stricter ineligibility requirements for civil 
surgeon designations, which could include standards 
used by the HHS OIG, and implement processes to 
strengthen the vetting process of physicians and active 
civil surgeons. 

USCIS is examining various options to implement this recommendation, including 
requiring prospective civil surgeons to provide more robust documentation 
regarding their history of medical practice and any criminal charges, and/or 
requiring designated civil surgeons to report to USCIS within 15 days any new 
facts that may affect eligibility criteria.  Any new or expanded eligibility criteria 
established through an interim final rule or policy update also will be incorporated 
into USCIS’ authority to revoke the designation of noncompliant civil surgeons.  
USCIS since has drafted the regulatory text and preamble after requesting 
recommendations from USCIS components, the Centers for Disease Control and 
Prevention, and external partners.  The proposed rule was included in the Fall 
2020 Unified Agenda as “Improvements to the Medical Certification for Disability 
Exceptions Processing” (See 
https://www.reginfo.gov/public/do/eAgendaViewRule?pubId=202010&RIN=1615-
AC23).  

USCIS OIG-18-78 USCIS' Medical 
Admissibility Screening 09/21/2018 3 01/12/2021 

https://www.reginfo.gov/public/do/eAgendaViewRule?pubId=202010&RIN=1615-AC23
https://www.reginfo.gov/public/do/eAgendaViewRule?pubId=202010&RIN=1615-AC23
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Component Report 
Number Report Title 

Report 
Received/ Issued 

Date 
Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 
Process Needs 
Improvement 

The Associate Director for the Field Operations 
Directorate, USCIS should review grandfathered civil 
surgeons to confirm that they meet current eligibility 
requirements, and that USCIS maintain all required 
documents. At a minimum, the eligibility 
requirements should include: 

(a) prompt review and identification of 
noncompliant civil surgeons; 

(b) issuance of Intent to Revoke notices within 30 
days of identification; and 

(c)  re-evaluation of active civil surgeons to 
determine whether they meet the newly 
developed requirements. 

On January 12, 2021, OIG closed this recommendation as implemented, after the 
universe of open recommendations for this annual report was identified. 

USCIS OIG-18-78 

USCIS' Medical 
Admissibility Screening 

Process Needs 
Improvement 

09/21/2018 6 03/31/2021 

The Associate Director for Field Operations 
Directorate, USCIS should establish a process to 
ensure that Immigration Services Officers only accept 
complete and accurate medical forms, as required by 
written policy. 

USCIS continues to review the business requirements for Form I-693, “Report of 
Medical Examination and Vaccination Record,” in support of ongoing 
development of an Adjustment of Status module in the Electronic Immigration 
System (ELIS) platform.  To date, this module can accommodate the first phase of 
Family-Based Form I-485 filings and any related Forms I-693.  A systems-driven 
checklist of review points for proper completion has been developed in ELIS, 
which will incorporate requirements into the I-693 ingestion process.  In this new 
environment, the checklist review criteria are required in order for the I-485 to 
proceed to adjudication; the system prevents issuance of a final decision until a 
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Component Report 
Number Report Title 

Report 
Received/ Issued 

Date 
Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 
complete, accurate form is received.  Full implementation of this recommendation 
is dependent on finalizing the ELIS platform for all categories of I-485 filings.  

USCIS OIG-18-78 

USCIS' Medical 
Admissibility Screening 

Process Needs 
Improvement 

09/21/2018 7 03/31/2021 

The Office of Policy and Strategy should update the 
USCIS Policy Manual so Immigration Services 
Officers are required to verify the authenticity of the 
civil surgeon's information, such as signature and 
designation status, on the medical form. 

USCIS has reviewed and considered the feasibility of requiring the officer to 
verify the signature of the civil surgeon, but has concluded that it is not feasible, 
because officers are not trained in the science of signature verification and 
requiring these steps formally does little to secure the process.  Therefore, the 
current focus is to move toward electronic submission of Form I-693.  USCIS 
currently is working agencywide toward electronic submission of all forms and the 
Office of Policy and Strategy has advocated actively for prioritizing the I-693 for 
electronic processing.   

USCIS OIG-18-78 

USCIS' Medical 
Admissibility Screening 

Process Needs 
Improvement 

09/21/2018 8 03/31/2021 

The Associate Director for Field Operations 
Directorate, USCIS should establish a process to track 
civil surgeon medical form errors to identify areas that 
need improvement. The process should include: 

(a) tracking civil surgeons' accuracy in complying 
with CDC's Technical Instructions for Panel 
Physicians and Civil Surgeons; 

(b) tracking the completeness of the forms; and 
(c) establishing a system to ensure civil surgeons 

understand and follow the CDC's Technical 

Upon receipt, a quality review of incoming Forms I-693 is completed to ensure 
that they comply with signature and timeliness requirements, that the correct 
version of the form is used, and that all pages are present.  USCIS is modifying 
form instructions to require that Form I-693 be filed concurrently with Form I-485 
to allow time in advance of an interview to ensure an accurate and complete 
submission.  In addition, USCIS continues work to develop the ELIS to 
accommodate processing of Forms I-693 associated with family-based adjustment 
applications.  A systems-driven checklist of review points for proper completion 
has been developed in ELIS, which will incorporate requirements into the I-693 
ingestion process and will prevent a final adjudication on cases with incomplete or 
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Component Report 
Number Report Title 

Report 
Received/ Issued 

Date 
Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 
Instructions for Panel Physicians and Civil 
Surgeons and to ensure civil surgeons who fail 
to fulfill their responsibilities face prompt 
revocation. 

improperly completed Forms I-693.  Full implementation of this recommendation 
is dependent on finalizing the ELIS platform for all categories of I-485 filings.  

USCIS OIG-19-40 

Data Quality 
Improvements Needed to 

Track Adjudicative 
Decisions 

05/14/2019 1 10/20/2020 

The Director of USCIS should require that only 
USCIS personnel responsible for adjudicating 
immigration benefits enter benefit decisions into 
CLAIMS3 [Computer Linked Application Information 
Management System] or implement compensating 
controls that would allow tracking adjudicative 
decisions in CLAIMS3 back to the ISO [Immigration 
Services Officer] who made the decision. 

On October 20, 2020, OIG closed this recommendation as implemented, after the 
universe of open recommendations for this annual report was identified. 

USCIS OIG-19-40 

Data Quality 
Improvements Needed to 

Track Adjudicative 
Decisions 

05/14/2019 2 01/20/2021 

The Director of USCIS should implement standard 
policies regarding the entering of benefit decisions 
into CLAIMS3 across all service centers and field 
offices to improve consistency and internal control. 

On January 20, 2021, OIG closed this recommendation as implemented, after the 
universe of open recommendations for this annual report was identified. 

USCIS OIG-19-40 

Data Quality 
Improvements Needed to 

Track Adjudicative 
Decisions 

05/14/2019 3 01/20/2021 
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Number Report Title 

Report 
Received/ Issued 

Date 
Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 
The Director of USCIS should improve data quality 
and enhance reporting and fraud monitoring 
capabilities by creating a data field in CLAIMS3 
history to capture the identity of the officer 
responsible for adjudicating the benefit.  

On January 20, 2021, OIG closed this recommendation as implemented, after the 
universe of open recommendations for this annual report was identified. 

USCIS OIG-19-40 

Data Quality 
Improvements Needed to 

Track Adjudicative 
Decisions 

05/14/2019 4 10/20/2020 

The Director of USCIS should improve quality 
assurance measures by including procedural steps to 
compare the identities of the adjudicators who enter 
benefit decisions in the physical file with the identity 
of those entering the decisions into the system of 
record.  

On October 20, 2020, OIG closed this recommendation as implemented, after the 
universe of open recommendations for this annual report was identified. 

USCIS OIG-19-40 

Data Quality 
Improvements Needed to 

Track Adjudicative 
Decisions 

05/14/2019 6 01/20/2021 

The Director of USCIS should institute a method to 
capture the name and title of active and deactivated 
CLAIMS3 users as well as a historical record of their 
system access and privileges to improve 
accountability and enhance USCIS' ability to combat 
internal fraud. 

On January 20, 2021, OIG closed this recommendation as implemented, after the 
universe of open recommendations for this annual report was identified.  

USCIS OIG-19-40 Data Quality 
Improvements Needed to 05/14/2019 7 10/20/2020 
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Report 
Received/ Issued 
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Rec # Estimated Completion Date  

(or Date Closed) 

Recommendation Narrative of Implementation Status 
Track Adjudicative 

Decisions 
The Director of USCIS should develop a plan to 
address the lack of system checks and missing data 
fields identified in this report to improve the quality of 
data in USCIS systems and enhance USCIS' quality 
assurance, fraud monitoring, and reporting processes. 

On October 20, 2020, OIG closed this recommendation as implemented, after the 
universe of open recommendations for this annual report was identified. 

USSS OIG-17-01 

USSS Faces Challenges 
Protecting Sensitive Case 
Management Systems and 

Data 

10/07/2016 5 07/30/2020 

The Director of the Secret Service should appoint a 
full-time, senior-level Privacy Officer reporting 
directly to the USSS Director to ensure compliance 
with DHS guidance for implementing privacy 
protections. 

On July 30, 2020, OIG closed this recommendation as implemented, after the 
universe of open recommendations for this annual report was identified. 

USSS 
OIG-17-10 
/ OIG-17-

47 

The Secret Service Has 
Taken Action to Address 
the Recommendations of 
the Protective Mission 

Panel  

11/10/2016 1 01/29/2021 

The Director of the Secret Service should require all 
supervisors to complete the course, “Enhancing 
Workforce Communication” or a comparable training 
option on workforce communication. 

The Secret Service TNG has demonstrated progress in the number of supervisors 
who have completed the course, “Enhancing Workforce Communication,” and 
will provide supporting documentation to OIG and request closure of this 
recommendation.  
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(or Date Closed) 

Recommendation Narrative of Implementation Status 

USSS 
OIG-17-10 
/ OIG-17-

47 

The Secret Service Has 
Taken Action to Address 
the Recommendations of 
the Protective Mission 

Panel  

11/10/2016 2 01/29/2021 

The Assistant Director for TNG, Secret Service should 
expand training programs that regularly and 
consistently integrate all teams working at the White 
House Complex. 

The Secret Service TNG has expanded training programs that regularly and 
consistently integrate all teams working at the White House Complex and will 
provide supporting documentation to OIG and request closure of this 
recommendation. 

USSS 
OIG-17-10 
/ OIG-17-

47 

The Secret Service Has 
Taken Action to Address 
the Recommendations of 
the Protective Mission 

Panel  

11/10/2016 4 01/29/2021 

The Director of the Secret Service should determine 
the optimal arrangement, organizationally and 
operationally, to promote streamlined communication, 
full information sharing, and inclusive decision 
making about the security of the WHC [White House 
Complex] and protection of the First Family. 

The Secret Service Office of Protective Operations has partnered with OSP to 
initiate a formal assessment to determine whether recent organizational changes 
and communication enhancements are functioning successfully as intended, or if 
there are other systemic issues that may necessitate an additional organizational 
change (or changes) in order to facilitate effective communication, information-
sharing, and inclusive decision-making. 

USSS 
OIG-17-10 
/ OIG-17-

47 

The Secret Service Has 
Taken Action to Address 
the Recommendations of 
the Protective Mission 

Panel  

11/10/2016 5 01/29/2021 

The Director of the Secret Service should complete a 
comprehensive evaluation to determine whether all the 

The Secret Service will combine outside analysis, to include GAO’s report, 
GAO-19-560SU, “U.S. Secret Service: Investigative Operations Confer Benefits, 
but Additional Actions Are Needed to Prioritize Resources,” with the Secret 
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Report 
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(or Date Closed) 

Recommendation Narrative of Implementation Status 
Secret Service's current missions and operational 
engagements benefit the primary protective mission. 

Service’s internal reports, to evaluate the best ways to sustain the prioritization of 
the protective mission, while enhancing the integration of the investigative 
mission.  
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V. Recommendation Discrepancies 
 
 
Since 2010, DHS strictly adheres to a self-imposed practice of not closing any GAO or OIG 
recommendations without first reaching agreement with GAO or OIG staff to do so.  
Specifically, DHS only closes recommendations in its database of record on the basis of monthly 
closures listings received from both GAO and OIG.  This practice provides added confidence to 
Congress and the public that appropriate actions have been taken to implement these 
recommendations or otherwise to resolve any disagreements. 
 
DHS reconciles its list of open and closed recommendations to OIG’s semiannual report to 
Congress every 6 months, and to GAO’s public website at least annually.  DHS has not identified 
any significant discrepancies between its information and OIG and GAO information.  The few 
minor variances found during these reconciliations typically are due to database entry/update 
timing issues and are corrected easily by mutual agreement.   
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VI. Determining Whether to Implement 
Recommendations Less Than 12 Months Old 

 
 
DHS prepares a formal management response letter to every draft audit report that has 
recommendations to the Department.  DHS leadership, program officials, subject matter experts, 
and others, as appropriate, collaborate to determine whether the Department will concur (i.e., 
agree) or nonconcur (i.e., disagree) with a recommendation when writing these letters, which 
GAO and OIG include as an appendix to its final reports.   
 
These letters address any significant accuracy and/or contextual concerns that could not be 
worked out during the audit.  Additionally, DHS also clearly agrees or disagrees with each 
recommendation and identifies what actions have been taken, are ongoing, or are planned; 
identifies which specific office or individual (by title) is responsible for this activity; and 
includes an ECD, as appropriate.  If an ECD is more than 12 months in the future, the response 
generally includes interim milestones. 
 
DHS provides updated corrective action plans regarding audit recommendations via 180- and 
90-day letters for GAO and OIG recommendations, respectively.  In accordance with 31 U.S.C. 
§ 720, “Agency Reports” (amended by P.L. 115-414), DHS provides Congress and OMB with 
updated corrective action plans on or before the 180th day after the date that final GAO reports 
with recommendations to DHS are received by DHS.  Similarly, in accordance with DHS 
Instruction # 077-01-001, “Instruction on Follow-up and Resolution for Office of Inspector 
General Report Recommendations,” DHS provides OIG with updated corrective action plans on 
or before the 90th day after the date of final OIG reports with recommendations to DHS. 
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