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As you read this Manual and participate in the PCII Program, you may have further questions
and concerns regarding the PCII Program procedures. The PCII Program Office welcomes your
questions and comments. Please find contact information for the PCII Program Office below.
The PCII Program Office can be reached during Federal government business hours to answer
any questions regarding the PCII Program.

PCIl PROGRAM OFFICE CONTACT INFORMATION

Telephone 202-360-3023
Facsimile 703-235-3050
E-mail pcii-info@dhs.gov
Web site www.dhs.gov/pcii
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NOTE: This version supersedes Volumes I, 11, and 111 of the PCII Program Procedures
Manual published in December 2005.

1. INTRODUCTION

This Protected Critical Infrastructure Information (PCII) Program Procedures Manual (Manual)
provides guidance governing PCII and the PCII Program as established by Section 214 of the
Critical Infrastructure Information Act of 2002 (CII Act)! and Section 29.4(b)(4) of the
implementing Regulation? (Regulation). Terms and acronyms used herein are defined in
Appendix 2, Definitions. This revised Manual reflects the evolution of the PCII Program as an
information sharing tool, the operational experience the PCII Program Office gained over the last
3 years, and the issuance of the Regulation in September 2006 that amended the interim rule
under which the PCII Program had been operating. The Secretary of Homeland Security
designated the Under Secretary of the National Protection and Programs Directorate as the senior
DHS official responsible for the direction and administration of the PCII Program and the PCII
Program Manager (PM), appointed by the Under Secretary, administers the PCII Program’s daily
operations.

PCII is a category of Sensitive but Unclassified (SBU) information that is afforded protections
from (a) disclosure under the Freedom of Information Act (FOIA) and similar State and local
disclosure laws and (b) use in civil litigation or for regulatory purposes. The PCII Program is
unique because it provides a method for critical infrastructure owners to submit information
voluntarily to the Federal government that the government would not otherwise have access to.
Once information is submitted and the PCII Program has validated it as PCII, Federal, State, and
local government entities can use the information to protect the Nation’s critical infrastructure.
PCII is accessed only by authorized users who have a need-to-know specified PCII.

The Regulation directed the PM to establish procedures to ensure that any DHS component or
other Federal, State, or local entity that works with PCII understands and implements the policy
and procedural requirements necessary to appropriately receive, handle, and safeguard PCII in
compliance with the requirements of the CII Act and the Regulation. This Manual therefore is
designed to allow PCII Program participants to adapt and construct operational procedures in a
format that best meets each entity’s needs. To that end, the requirements set forth in this Manual
describe what an entity’s PCII program must accomplish, but in general are not meant to
narrowly prescribe how the entity should achieve compliance with a requirement or procedure.
This Manual should be supplemented by standard operating procedures (SOPs) tailored to the
individual entity.

Contact the PCII Program Office during business hours to answer any questions regarding the
PCII Program and this Manual. Additional information, including contact information, is located
on the PCII Program Office Web site: http://www.dhs.gov/pcii.

1 Title I1, Subtitle B, of the Homeland Security Act of 2002, Public Law 107-296, 116 Statute 2135 (6 U.S.C. 131 et seq.).

2 6 Code of Federal Regulations, Part 29, as amended. Also known as Procedures for Handling Protected Critical
Infrastructure Information; Final Rule.
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2. ROLES AND RESPONSIBILITIES

In addition to the PCII PM and the staff of the PCII Program Office within DHS, other
participants assist in the implementation of the PCII Program across Federal, State and local
governments. This section describes the roles of the PCII Officer, Deputy Officer and the PCII
Program Manager’s Designee who are responsible for implementing the PCII Program within
their respective entities.

2.1 PCI1 OFFICER RESPONSIBILITIES

Each Federal, State, and local government entity electing to participate in the PCII Program must
have a PCII Officer who is responsible for ensuring that PCII received by that entity is used,
safeguarded, stored, and disseminated in accordance with the requirements set forth in the CII
Act, the Regulation, and all other guidance promulgated by the PCII PM. Every PCII user will
be assigned to a PCII Officer who is responsible for ensuring that the individual has met all the

access requirements. Users should contact the PCII Program Office if they do not know who
their PCII Officer is.

Table 2-1 sets forth the various roles and responsibilities of a PCII Officer. Depending on the
breadth and structure of a PCII program within a given government entity, the PCII Officer may
also serve as the PCII PM’s Designee (described in Section 2.2, “PCII Program Manager’s
Designee”) and/or the senior official executing with DHS the Memorandum of Agreement
(MOA) (described in Section 10.4, “Memorandum of Agreement”). If the PCII Officer and
Designee are different individuals, the PCII Officer will oversee the Designee for all PClI-related
activities and ensure that the Designee properly assumes his or her roles and responsibilities.

The PCII Officer should have a Deputy PCII Officer to assist in the execution of his or her
duties. The PCII Officer can also nominate Assistant PCII Officers to assist in the practical
management of the PCII Program within his or her entity.

Table 2-1. PCII Officer’s and Deputy PCII Officer’s Roles and Responsibilities

1 Demonstrate full familiarity with the minimum requirements for protecting information according to the CII
Act, the Regulation, and the procedures established by the PCII PM.

2 Implement requirements set forth in the MOA. A draft of the MOA can be found in Appendix 14 (Federal)
and Appendix 15 (State/local).

3 Certify, as appropriate, or assist the PCII PM in certifying, contractors requiring access to PCII, including
confirming that their contracts contain appropriate language requiring compliance with PCII Program Office
guidance.

4 Ensure the secure sharing of PCII with appropriate authorities and individuals, including:

Responding to or assisting with need-to-know inquiries

Assisting the PCII Program Office in delivering initial and ongoing training

Assisting the PCII Program Office in having the nondisclosure agreements executed and implemented.

5 Designate Assistant PCII Officers as necessary to assist in program implementation.

6 Implement operational procedures, pursuant to guidance given by the PCII Program Office, to ensure that
PCII and work products, including derivative materials, alerts, warnings, and advisories, are used, handled,
and disseminated appropriately and safeguarded properly. Appendix 8, Guide for PCII Work Products,
provides more information.

PROTECTED CRITICAL INFRASTRUCTURE INFORMATION PROGRAM PROCEDURES MANUAL 2
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P O e and Dep P O e Roles and Responsib e
7 Establish and maintain an ongoing self-inspection program, including periodic review and assessment of the
handling, use, and storage of PCII.
8 Coordinate the preliminary investigation into any suspected or actual misuse or loss of PCII. Immediately

report any suspected or actual misuse, loss, or unauthorized dissemination of PCII or any suspicious or
inappropriate request for PCII to the PCII PM.

9 Ensure that their respective Disclosure Officers are aware that PCII is a Federal record so that the Disclosure
Officers are prepared to make an appropriate response to requests for PCII under their respective disclosure
laws. The State or local Disclosure Officers must inform requesters that PCII is a Federal record, and that
the CII Act protects it from disclosure under all disclosure laws. If the requester has any further questions
about the applicability of disclosure laws to PCII, State and local participating entities are encouraged to
refer the requester directly to the PCII Program Office or the National Protection and Programs Directorate
Disclosure Office.

10 | Ensure that the entity’s oversight and compliance activities follow PCII Program Office guidance. Develop
and implement a process by which the Designee (if applicable) and the entity’s PCII Officer will be
immediately informed of any suspected violation of PCII security procedures, the loss or misplacement of
PCII, or any suspected unauthorized disclosure of PCII within the Designee’s entity or entities.

11 Coordinate promptly and appropriately with the PCII PM regarding any request, challenge, or complaint
arising from the implementation of the Regulation at 6 C.F.R. Part 29.

12 | Participate in meetings with the PCII Program Office, PCII Officer working groups, and other coordination
activities regarding PCII, as appropriate.

13 | Initiate, facilitate, and promote activities to foster and maintain awareness of PCII policies and procedures.

14 | If approached by a potential submitter, act as a PCII advocate to the private sector by providing guidance on
appropriate points of contact and courses of action.

15 | Participate regularly in PCII training sessions to maintain awareness of program developments.

16 | To the extent practicable, remind individuals of their post-employment or PCII program responsibilities.

2.2 PCIll PROGRAM MANAGER’S DESIGNEE

The PCII PM will appoint a Designee when critical infrastructure information (CII) will be
submitted for PCII protection to a Federal entity other than the PCII Program Office (see Section
3.8, “Submission of Information under a Categorical Inclusion”). The Designee is a Federal
employee appointed by the PCII PM to assist in the implementation of the CII Act and the
Regulation within the Designee’s entity. The PCII PM appoints the Designee when the PCII
Program Office and a Federal government entity establish a categorical inclusion (see Section
3.8, “Categorical Inclusion”). On a case-by-case basis, the PCII PM will delegate to this
individual certain managerial and administrative responsibilities and functions of the PCII
Program Office as set forth in Table 2-2. The Designee would generally be appointed when
critical infrastructure information will be submitted to an entity other than the PCII Program
Office. A PCII Officer, whose roles and responsibilities are discussed in Section 2.1, “PCII
Officer Responsibilities”, may also serve as the Designee.

Within the context of PCII accepted as part of a categorical inclusion, the Designee acts as an
extension of the PCII Program Office. The Designee will have an active role in the receipt and
marking of CII qualifying under a specified categorical inclusion. If an entity’s PCII Officer and
PCII PM’s Designee are two different people, the PCII Officer will oversee the Designee who is
responsible for issues related to the entity’s PCII program. Depending on mission requirements,
there may be multiple Designees within a Federal entity. In addition, a single Designee can be
responsible for multiple categorical inclusions within a Federal entity.
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The PCII PM will generally appoint a Designee during or after an entity’s accreditation process
(see Section 10, “Accreditation”) has been completed and only when the particular government
entity slated to receive CII has—

» Appointed a PCII Officer (who can also be the Designee provided the PCII Officer is a
Federal government employee)

» Requested that the CII be submitted as part of a categorical inclusion

» Trained the necessary staff in PCII procedures

* Implemented measures to comply with the Regulation

» Agreed that the PCII Program Office may at any time verify that entity’s compliance with
the Regulation and other Program requirements.

The Designee will undertake training as required by the PCII Program Office (see Table 2-2).

Table 2-2. Designee Roles and Responsibilities

Designee’s Roles and Responsibilities
Relating to Categorically Included PCII

1 Ensure that all CII submitted under a categorical inclusion includes an express statement affirming that the
information is being voluntarily submitted in expectation of the protections provided by the CII Act. Ifa
submission made under a categorical inclusion does not include the express statement, inform the submitter
within 30 calendar days of receipt that the submission was procedurally defective and either return or destroy
the information.
2 In the case of an e-mailed submission, ensure that the following three statements are received within a
reasonable period after the submission:

*  An electronically-submitted express statement

* A non-electronically submitted express statement

* A document that memorializes the nature of the initial electronic submission.
3 If the information submitted as CII is accompanied by an express statement, contact the submitter within 30
calendar days of receipt by delivery means prescribed in procedures developed by the PCII PM to
acknowledge receiving the information.
4 Within 30 calendar days of receipt, provide the submitting person or entity with a unique Identification
Number for the submitted information.
5 Provide to the PCII Program Office the appropriate metadata for all submissions made under a categorical
inclusion, so that this metadata may be entered into the PCII Management System.
6 Provide the PCII Program Office access to all information submitted for protection under the CII Act. The
access terms are defined in the Agreement to Operate.
7 Ensure that all submissions are accompanied by a certification statement, which is signed by the submitting
person or an authorized person on behalf of an entity and identifies the submitting person or entity. The
certification statement must contain such contact information as is considered necessary by the PCII PM and
certify that the information being submitted is not customarily in the public domain.

8 Mark as PCII any information qualifying for PCII protection under a categorical inclusion.

9 Obtain authorization from the PCII Proiram Office before removini ani PCII markinis.

10 | Ensure that the protocols for the dissemination of original PCII adhere to the CII Act and the Regulation and
that the information is used only for appropriate purposes.

11 | Develop, implement, and maintain processes and procedures to ensure that all PCII is safeguarded
appropriately and in a manner consistent with guidance from the PCII Program Office, the DHS Office of
Security, or any other appropriate DHS guidance.

N
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Designee’s Roles and Responsibilities

12

Relating to Categorically Included PCII

Take immediate action to respond to events—or remedy systemic conditions—that jeopardize the adequate
rotection of original PCII.

13 | Implement or oversee the implementation of the requirements set forth in the Agreement to Operate and the
System Requirements Document.

14 | Participate in meetings with the PCII Program Office and in other coordination activities regarding PCII, as
appropriate.

15 | Cooperate with the PCII Program Office and the PCII Officer in verifying the Designee’s compliance with

the responsibilities set forth herein and the requirements promulgated by the PCII Program Office.

18

19

16 | Complete any training courses required by the PCII Program Office. Participate regularly in PCII training
sessions to maintain awareness of program developments.
17 | Demonstrate familiarity with the minimum requirements for protecting information according to the CII Act,

the Regulation, and the procedures established by the PCII PM.

Authorize—when appropriate and only in the performance of services in support of the purposes of the CII
Act—a Federal, State, or local contractor to communicate with a submitting person or an authorized person
of a submitting entity about a submission of categorically included information by that person or entity.

Report any suspected violation of PCII security procedures, the loss or misplacement of PCII, or any
suspected unauthorized disclosure of PCII concurrently to the PCII PM and the PCII Officer.
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3. SUBMISSION REQUIREMENTS

This section provides submitters with instructions for submitting CII to DHS in consideration of
the protections provided by the CII Act. The guidance set forth in this section implements
Section 29.5 of the Regulation, “Requirements for Protection”, and describes—

*  Submissions

* The submitter community

» The documentation that must accompany submissions before they can be validated

* The means by which the recipient of a CII submission can, prior to validation, request
additional information about a submission

* Submission format

* Post-submission responsibilities

* Removal of PCII protections and withdrawal of submissions

* The submitter’s latitude in defining the eligible recipients of submitted CII.

3.1 SuUBMISSION PROCESS TO DHS AND DESIGNEE

The CII Act requires that all submissions of CII for which CII Act protection is requested be
voluntarily submitted to DHS, directly or indirectly. Submission to DHS, as referenced in these
procedures, means any transmittal of CII to the DHS PCII PM or to any one of the Designees,
with a request for protection under the CII Act. Designees will primarily receive CII
submissions that fall under the categorical inclusion for which that Designee is responsible (see
Section 3.8, “Categorical Inclusion™).

Only the PCII Program Office is authorized to validate a submission as PCII. When the
information is part of a categorical inclusion, the PCII PM will have previously declared certain
subject matter or types of information categorically protected as PCII, and the information will
be considered validated as PCII upon receipt by the PCII Program Office or the Designee. If
anyone other than the PCII PM or Designee receives CII for validation as PCII, he or she should
return it to the submitter or give it to the PCII PM for validation.

A submitter may want to identify particular Federal, State, or local government entities that
should receive the information after its validation as PCII. These specifications ensure that the
intended government entity can access the particular PCII expeditiously. The submitter should
work with the PCII Program Office or the Designee, as applicable, to designate recipients of a
given PCII submission.

3.1.1  Submitter Community

Sources anticipated to submit CII for consideration for protection are those with knowledge
about the security of a critical infrastructure and include but are not limited to—

» Information sharing and analysis organizations (ISAOs)

» State and local government officials

* Representatives of privately or publicly owned companies

* Industry associations (on behalf of their members)

* Individuals capable of providing an analytical observation of a critical infrastructure..
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Any party submitting CII to the PCII Program in consideration of the protections of the CII Act
must—

* Own the information (or be an authorized representative of the owner of the information),
and

» Have sufficient knowledge of the information to complete an Express Statement (see
Section 3.2, “Express Statement”) and a Certification Statement (see Section 3.3,
“Certification Statement”).

Federal entities may not submit information for protection under the CII Act.
3.1.2  Submitting Information for PCII Validation
The steps below outline the procedures a submitter must follow when submitting CII for

validation as PCII—

1.  The submitter decides that PCII protection for his or her CII is a necessary precondition
for sharing the information with a Federal, State, or local government entity.

2. The submitter determines whether to submit his or her CII to the PCII Program Office or
a Federal entity designated to receive CII under a categorical inclusion.

3. The submitter includes an Express and signed Certification Statement (See Appendix 5)
with the submission.

4.  If the submitter wishes to limit dissemination to specific government agencies, a
statement requesting limited dissemination must accompany the submission (see Section
8.2.1, “Requested Limited Dissemination PCIT”).

5. The submitter submits his or her CII to the PCII Program Office or a Designee.
Directions for submission are set forth in Section 3.4, “Format of Submission”.
Submission to a Designee will require coordination with that Designee to define the
method of submission. (Note: Should a submission be made to a Designee, that
Designee is responsible for forwarding the submission-related metadata to the PCI|I
Program Office.)

3.2 EXPRESS STATEMENT

All submissions must include a statement affirming the information is being submitted in
expectation of PCII protections and in the absence of an exercise of legal authority by DHS to
compel access to or submission of the information. This statement is known as the “Express
Statement.” Any submission to the PCII Program that includes an Express Statement will be
granted the presumption of PCII protection from the moment it is received by the Program.
Submissions without an Express Statement will be destroyed and a follow-up request for a new
submission will be made. (This is necessary because submissions made without an Express
Statement do not have the presumption of protection). The Express Statement must be a written
statement substantially similar to the following:
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“This information is voluntarily submitted to the Federal Government in expectation of
protection from disclosure as provided by the provisions of the Critical Infrastructure
Information Act of 2002.”

The Express Statement form is provided in Appendix 5.
3.3 CERTIFICATION STATEMENT

All submissions made in consideration of the protections of the CII Act must include a
Certification Statement certifying that the information is—

» Not being submitted in lieu of independent compliance with a Federal legal requirement
» Of a type not customarily in the public domain.

In the Certification Statement, the submitter must affirm that the individual submitting the
information for protection under the CII Act is authorized to submit the information.

The Certification Statement also informs the submitter that any knowing or willful false
representations on such submissions may constitute a violation of 18 U.S.C. §1001 and are
punishable by fine and imprisonment.

The submitter must also provide contact information. This information becomes important if
additional information is required for validating the CII, an authorized user of the submitted CII
has questions about the information, or if the consent of the submitter is required to disclose the
submitted CII.

CII submitted with the Express Statement but without a complete Certification Statement will
have the presumption of PCII protection and may enter the validation process. The validation
process cannot be completed, however, until the PCII Program Office receives a complete
Certification Statement. Should the PCII Program receive a CII submission with an incomplete
or improper Certification Statement, within 30 calendar days of receiving the submission, it will
inform the submitter that the submission was procedurally defective. The submitter will have 30
calendar days in which to provide the required Certification Statement. If a Certification
Statement has not been received for the submission in question after 30 calendar days, the PCII
Program Office or Designee will inform the submitter that the submitted information does not
qualify for PCII protection and will follow the procedures in Section 5, “Validation”, for
rejecting a submission.

The Certification Statement form is provided in Appendix 3.
3.4 FORMAT OF SUBMISSIONS

The CII Act does not specify the format in which information must be submitted. When
determining the format of a submission, the submitter should consider how the authorized PCII
user will ultimately use the information. When responding to a request from a government
entity, the submitter should coordinate with the requesting entity to identify the best format for
submitting the information. In the case of an unsolicited submission, the submitter should
choose common formats and select electronic over paper whenever possible.
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All submissions should provide certain information that helps categorize the submission and
helps the PCII Program Office manage the broad array of submitted information. The following
information should be provided with all submissions:

» Ifthe information was created as part of an ISAO, a list of the participants in the ISAO

* A statement of the Critical Infrastructure/Key Resource Sector that applies to the
submission

* A brief description or abstract of the submission

* The physical location of the Critical Infrastructure/Key Resource

* Any applicable directions for sharing the submitted information with specific government
agencies or individuals.

The following sections provide details on several submission methods accepted by the PCII
Program Office.

3.4.1  Submission of Physical Materials

Physical materials include paper copies and digital media, such as floppy discs, compact discs,
video tapes, and audio tapes. The PCII Program Office or its Designees accept submissions in
various physical formats (e.g., a submitter may put an electronic file on a compact disc and send
it to the Program Office or Designee through the mail). If a submitter wishes to mail a
submission to the PCII Program Office, the address is:

Department of Homeland Security
PCII Program Office

245 Murray Lane, SW

Bldg 410

Washington, D.C. 20528-0001

3.4.2 Electronic Submissions

Submitters may use any mode of electronic transmission they consider appropriate for the
sensitivity of the data being submitted, provided that the PCII Program Office has the technical
and operational capabilities required for receiving such transmissions. The PCII Program Office
accepts submissions via fax and e-mail and through its Web site, as set forth in Table 3-1 below.
The submitter must contact the PCII Program Office before submitting any data feeds to ensure
that the PCII Program Office is prepared to receive the submission. If the submission is intended
for a particular recipient, the PCII Program Office must also determine whether that recipient is
capable of receiving the transmission in the submitter’s format.

Table 3-1. Submission Methods

Submission

Fax | E-mail Web
703-235-3050 | pcii-submit@dhs.gov http://www.dhs.gov/pcii

PROTECTED CRITICAL INFRASTRUCTURE INFORMATION PROGRAM PROCEDURES MANUAL 9


mailto:pcii-submit@dhs.gov
http://www.dhs.gov/pcii

U.S. DEPARTMENT OF HOMELAND SECURITY APRIL 2009

3.4.3 Oral Submissions

Information may be submitted orally to the PCII Program provided that a written statement
memorializing the oral information is submitted within 15 calendar days following the oral
communication. The initial oral submission must be accompanied by an oral request to have the
information protected under the provisions of the CII Act. If a Designee receives an oral
submission that is not related to a categorical inclusion, the Designee should forward it to the
PCII Program Office.

The PCII Program Office or Designee will record all oral submissions to ensure accuracy. This
means that face-to-face oral submissions will not be accepted unless the submitter has made prior
arrangements with the PCII Program Office or Designee to record the submission. The PCII
Program Office or Designee will work with submitters to ensure that, when circumstances
require, oral submissions are validated and recorded in a timely manner. Oral submissions will
have the presumption of PCII protection from the time the submitter verbally requests that the
information be protected as PCII until the time the PCII PM makes a final validation
determination.

The PCII Program Office (or Designee) must receive a document memorializing the nature of the
oral submission within 15 calendar days of its submission. This written statement must include
an Express Statement and a complete Certification Statement. If the PCII Program Office or
Designee does not receive the required written statement described above within 15 calendar
days after the oral submission is made, the recording of the oral submission will be destroyed in
accordance with the PCII Program Office records schedule.

Oral submissions will not be entered into the PCII Management System (PCIIMS) or validated
until the written statement is received by the PCII Program Office. Upon receipt of the written
statement, validation of the oral submission will be the same as for any other submission. Once
an oral submission is validated as PCII, the original record of that submission will be destroyed.

344 Other Considerations

In some cases the PCII Program Office may not have the technological and operational
capability to receive, process, and share information in a particular format. For the most current
information regarding the PCII Program’s capability to accept submissions in various formats,
contact the PCII Program Office via e-mail [pcii-info@dhs.gov] or check the PCII Program Web
site [www.dhs.gov/pcii]. If submitting CII to a Designee, coordinate with that Designee to
determine which methods of submission are acceptable.

3.5 SAFEGUARDING ELECTRONICALLY SUBMITTED INFORMATION

The PCII Program strongly encourages submitters to encrypt their CII when submitting it
electronically to the PCII Program Office or Designee. The PCII Program Office’s standard
encryption is PGP® and the PCII Program Office’s public key is available to anyone who wishes
to submit CII. The PCII Program Office may be able to accommodate other encryption methods.
Before transmitting submissions using any encryption method other than PGP, a submitter must
contact the PCII Program Office to confirm that it has the capability to receive the submission in
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the desired encryption method. If it does not have that capability, the PCII Program Office will
work with the submitter to find an acceptable alternative.

Submitters may choose other methods to protect information submitted electronically. These
may include password-protecting the files or using a compression technology that provides
information encryption.

3.6 REQUESTS FOR ADDITIONAL INFORMATION AFTER RECEIPT

The PCII PM or Designee may contact the submitter if the following material is not provided in
a submission:

* An Express Statement (in the case of a missing Express Statement, the original
submission will be destroyed and a request will be made for resubmission)
» Certification Statement.

The PCII PM or Designee may also contact the submitter if the submitted CII appears
incomplete or is damaged in some way that prevents a validation determination. Additional
correspondence may occur during the validation process and is detailed in Section 5,
“Validation™.

The PCII PM or Designee may request more information from the submitter. The submitter
must respond within 30 calendar days of the request, even if the response is a request for
additional time in which to provide the requested information. If the submitter does not respond
within 30 calendar days, the submission will be destroyed.

3.7 PoOsT-SUBMISSION RESPONSIBILITIES

Following the submission of information for protection, submitters remain responsible for
responding to requests from the PCII Program Office regarding that information. These requests
may relate to the validation process or, under certain conditions, the handling, use or
dissemination of the information. Submitters are generally requested to respond within 30
calendar days from the receipt of a request. In most cases, if no response is received, the PCII
Program Office can take no further action. For example, a submitter may be asked to complete
any of the following tasks after the initial submission:

* Resubmit, if an Express Statement was not provided.

* Provide a Certification Statement.

» Fully complete contact information if all such information was not included in the
original submission.

* Replace any information that may be corrupted, damaged, or unreadable.

» Provide additional information to confirm the submission is eligible for validation as
PCIL

* Consider providing updated information regarding the submission, as well as any updates
to the submitter’s contact information. Such updates include but are not limited to
changes in the primary and alternate contacts, the nature or description of provided CII,
the ownership of the infrastructure, or any other details since the time of submission.
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In some cases, a Designee or authorized user may need to contact a submitter for further
clarification about a particular submission. Before doing so, the user should first coordinate with
either the Designee or the PCII Officer.

When practicable, the Designee or PCII Officer should ensure that there is a coordinated
approach to contacting the submitter to avoid multiple contacts about the same issue.

3.8 SUBMISSION OF INFORMATION UNDER A CATEGORICAL INCLUSION

The PCII PM has discretion to declare certain subject matter or types of information
categorically protected as PCII and to set procedures for the receipt and processing of such
information. Critical infrastructure information within a categorical inclusion will be considered
validated upon receipt by the PCII Program Office or the appropriate Designee without further
review if the submitter provides the Express and Certification Statements and the PCII Program
Office has pre-validated the information as PCII. Such pre-validated categories of information
are referred to as a categorical inclusion.

A Designee must be appointed and trained before an entity can receive submissions under a
categorical inclusion. Moreover, only Federal entities can submit requests to the PCII Program
Office to receive submissions under a categorical inclusion. Interested parties should coordinate
with the PCII Program Office to generate any documentation needed to establish the categorical
inclusion.

The steps set forth in Section 3.8.1, “Establishing and Implementing a Categorical Inclusion”,
outline the procedures a Federal entity must follow in establishing a categorical inclusion.
Federal agencies may only receive PCII submissions directly if the information falls within the
categorical inclusion for which that entity has responsibility. Categorical inclusions should
conform to the following criteria and the PCII Program Office will work with the Federal entity
to accommodate its information collection needs:

* The information being submitted is not customarily in the public domain.

* The information being submitted is part of an information sharing partnership.

* Any request for CII from the private sector must be pre-validated by the PCII PM and be
designed to elicit a response that meets the definition of CII.

* Any additional queries must be designed to elicit a response that contributes to the
understanding of the submitted CII.

* An auditing process is in place that ensures that submissions meet the criteria defined
above.

3.8.1  Establishing and Implementing a Categorical Inclusion
The steps below outline the procedures a Federal entity should follow in establishing and

implementing a categorical inclusion.

1. A Federal government entity identifies a need to receive CII held outside the Federal
Government to fulfill homeland security duties and identifies potential submitters.

2. The Federal government entity submits a request to the PCII PM to allow the direct
submission of CII to that entity. The request should include:

PROTECTED CRITICAL INFRASTRUCTURE INFORMATION PROGRAM PROCEDURES MANUAL 12



U.S. DEPARTMENT OF HOMELAND SECURITY APRIL 2009

» A statement that the intended responses to the proposed request for information
would meet the definition of CII;

* An explanation as to why the information is not customarily in the public domain;

» A statement that the request is part of an information sharing partnership; and

+ Ifavailable, the template or form containing the questions that will generate
responses requiring PCII protection or a description of the type of information that
will be submitted.

3. The Federal government entity nominates an official to be appointed by the PCII PM as a
Designee. This individual must be able to fulfill the roles and responsibilities set forth in
Section 2.2, “PCII Program Manager’s Designee”, and will be required to complete
training as directed by the PCII Program Office.

4.  The Federal government entity must execute an MOA (see Section 10.4, “Memorandum
of Agreement”).

5. If a Federal entity is not yet accredited, the entity nominates a PCII Officer. The nominee
must be able to fulfill the roles and responsibilities set forth in Section 2.1, “PCII Officer
Responsibilities”. The PCII Officer and Designee may be the same person.

6.  The PCII PM reviews the request, confirms that the type of information likely to be
submitted meets the requirements for protection, establishes a categorical inclusion for
such information, and informs the requesting Federal government entity that a categorical
inclusion has been established.

7. Once the Designee candidate has completed all training prescribed by the PCII Program
Office, the PCII PM appoints him or her as a Designee.

8. A senior official with the ability to bind the requesting Federal government entity to an
agreement executes an Agreement to Operate (ATO) (see Section 4.3, “Agreement to
Operate™).

9.  The requesting Federal government entity implements the requirements stated in the
ATO including, any electronic system requirements for the secure receipt and storage of
PCII, if necessary.

10.  The requesting Federal government entity solicits information from the submitter
community.

11. A submitter willing to submit CII to the Federal government entity states a desire for the
information to be protected under the CII Act.

12.  The Designee receives CII and ensures the following:

* An Identification Number is assigned to each submission

* A Cover Sheet is attached to each submission

» PCII markings are applied to each submission

* All properly-submitted CII is safeguarded as PCII

* The metadata associated with each submission is forwarded to the PCII Program
Office

» PCll is properly disseminated only to authorized PCII users.
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* The following information is recorded with respect to the PCII that has been
disseminated:

= The date the PCII was disseminated

= The Identification Number

= The recipient’s name

= The recipient’s organization

= The recipient’s contact information

* Any additional information the Designee may think is appropriate.

The Designee must cooperate with oversight activities that the PCII Program Office conducts.

3.8.2  General System Requirements for a Categorical Inclusion

Any categorical inclusion that will require a government entity to receive, store, and disseminate
PCII must be developed in coordination with the PCII Program Office, in order to customize the
system requirements for application to a specific information management system. The PCII
Program Office will test the information management system to determine conformance with
these requirements.

In addition to the entity-specific system requirements developed by the PCII Program Office and
enumerated in an ATO and a System Requirements Document (SRD), the following list contains
several broad requirements of all systems receiving, storing, and/or safeguarding PCII within a
categorical inclusion:

* Any system storing PCII shall be configured so that only PCII authorized users with the
proper need-to-know have access to PCIL.

» The system shall be accessed via Secure Socket Layer (SSL).

* The system shall constantly display the following warning banner on the top of the work
space (even if the viewer scrolls within a page) when PCII is being viewed:

PROTECTED CRITICAL INFRASTRUCTURE INFORMATION

DISTRIBUTION: By the authority of the PCII Program Manager, PCII may only be shared
with PCII Authorized Users who are currently performing homeland security duties and have
a need-to-know. All recipients must handle and safeguard this information according to the
Critical Infrastructure Information Act of 2002 (6 U.S.C. §§ 131 et seq.) and the Procedures
for Handling Critical Infrastructure Information; Final Rule (6 C.F.R. Part 29).

* The system must implement backups of PCII data using a schedule/scheme approved by
the PCII Program Office.

» The backup schedule/scheme must have the capability to restore the system to the last
known good state.

» All tape backups containing PCII must be marked with the following warning and stored
in a secure location, as described in Section 7.2, “Procedures for Safeguarding PCII:
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WARNING: PROTECTED CRITICAL INFRASTRUCTURE INFORMATION

* The system must audit all user access to PCII data. Audit data must include but are not
limited to:
— User name
— Userrole
— Date and time of access
— Data accessed.

* The system must have up-to-date anti-virus software installed.
» If'the system allows the user to export or print any file containing PCII, the resulting
print-out must follow all PCII marking requirements.

— The system must print a PCII Program Office-approved Cover Sheet (see Section 6.4,
“PCII Cover Sheet”), to be affixed to the front of the printout. The PCII Cover Sheet
shall display the PCII Identification Numbers for all PCII contained in the document.

— All printouts containing PCII must be marked at the top and bottom of each page (or
in the header and footer) with the following:

PROTECTED CRITICAL INFRASTRUCTURE INFORMATION
3.9 ANONYMOUS SUBMISSIONS

Anonymous submissions cannot receive protection under the CII Act. The Regulation requires
submitters to provide a signature and contact information with their submissions; therefore,
submissions without signatures and contact information do not meet the requirements for
protection.

3.10 ReEmMovAL oF PCII PROTECTIONS

Submitters may request the withdrawal of CII submissions or a change in the status of a
submission from PCII to unprotected CII. To change the status from PCII to unprotected CII, the
request must be in writing (a sample change-in-status letter can be found in Appendix 7). For
information submitted as part of a categorical inclusion, the PCII Program Office may delegate
the authority to change the status of PCII to non-PCII to the Designee in the ATO.

The PCII PM or the Designee will follow the submitter’s directions under the following
circumstances:

* Withdrawal of Submissions: If a submitter wishes to withdraw the submission, and that
information has not completed the validation process, the PCII Program Office will
return all such information to the submitter or destroy the information, depending on the
written request of the submitter.

« Change of Status: If the submitter requests in writing that the PCII protections be
removed on a submission that has already been validated, the PCII Program Office will
do so. In this case, the PCII Program Office may destroy the information or return it to
the submitter, depending on the submitter’s instructions and availability. Recipients of
that PCII will be notified of the final change in status.
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4. RECEIPT AND ACKNOWLEDGEMENT

This section documents the procedures used by the PCII Program Office and Designee to receive
submissions, acknowledge receipt to the submitter, and track the progress of a submission
through the validation process. Under the provisions of the CII Act, only the PCII PM or
Designee can officially acknowledge receipt of CII and only the PCII PM can validate CII as
PCII. The Designee, however, is empowered to determine whether CII submitted under a
categorical inclusion meets the standards set by the PCII PM in his or her approval of the
categorical inclusion (see also Section 3.8, “Categorical Inclusion™).

4.1 METHOD AND ACKNOWLEDGEMENT OF RECEIPT/TRACKING

The PCII Program Office or Designee must contact the submitter and acknowledge receipt of
submitted information within 30 calendar days of its receipt. Acknowledgment of receipt is not a
determination of validation, but only a notification to the submitter that the PCII Program Office
or the Designee has received the information accompanied by an Express Statement. Upon
receipt of information accompanied by an Express Statement, the PCII Program Office or
Designee will assign the submission an Identification Number, which will be included on all
correspondence regarding that information. See also Section 6, “Marking”.

If a validation determination can be made within 2 calendar days of receipt, the PCII Program
Office or Designee may combine this acknowledgement of receipt with a validation letter (see
Section 5.7, “Determining that a Submission Qualifies for Protection”). For example, if the
submission is validated as PCII within 2 calendar days of receipt, the PCII Program Office or
Designee will send the submitter a single correspondence that acknowledges receipt of the
submission and notifies the submitter that the information has been validated.

In the case of oral submissions, receipt will be acknowledged in writing within 30 calendar days
after the PCII Program Office or the Designee receives written Express and Certification
Statements and documents memorializing the oral submission. When such a submission is made
to the PCII Program Office, an Identification Number is applied when the details of that
submission are entered into the PCIIMS. When an oral submission made to a Designee is
covered by a categorical inclusion, the submission will be catalogued and marked according to
the terms of the categorical inclusion. Any oral submission made to a Designee not falling under
a categorical inclusion must be directed to the PCII Program Office.

4.2 SYSTEM REQUIREMENTS DOCUMENT

The SRD is a document prescribing detailed instructions and specific requirements that must be
implemented in order for an entity to participate in a system-to-system transfer of PCII and
receive electronic information under most categorical inclusions. Because of the sensitive nature
of PCII, any system designed and built to receive, validate, track, and/or disseminate PCII must
satisfy PCII system requirements. The PCII Program Office will work with all government
entities that will be party to a system-to-system transfer of PCII or participating in a categorical
inclusion to develop a tailored SRD for the nature of that entity’s participation.

When there will be a system-to-system transfer of PCII, the government entity should contact the
PCII Program Office to discuss the need to fulfill the requirements set forth in an SRD. If an
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entity is participating in a categorical inclusion, it must implement an ATO as well as an SRD.
The ATO described in Section 4.3, “Agreement to Operate”, will bind the government entity that
is participating in a categorical inclusion to fulfilling the requirements set forth in the SRD.

4.3 AGREEMENT TO OPERATE

For all categorical inclusions, the government entity overseeing the receipt of included
information and the PCII Program Office will enter into an ATO defining the conditions under
which that entity will receive categorically included PCII. The ATO will set forth the
obligations of the PCII Program Office and the recipient entity with respect to the submitted CII
and the validated PCII in the entity’s possession. A senior official within the government entity
who has the authority to bind that entity to such agreements will execute the ATO.

If, as part of a categorical inclusion, an entity will establish a system to receive electronic CII
submissions or transfers of PCII from other systems, that entity must implement the requirements
in an SRD. In such cases, the execution of the ATO will bind the entity to fulfilling the
requirements set forth in the SRD. (See also Section 4.2, “System Requirements Document”).

4.4 RECEIVING INFORMATION UNDER A CATEGORICAL INCLUSION

CII determined to be covered by a categorical inclusion will be considered validated upon receipt
by the PCII Program Office or any of the Designees without further review, provided that the
submitter provides the Express Statement and the PCII Program Office has pre-validated the
information as PCII. (See also Section 3.8, “Categorical Inclusion™).

If a Designee receives a CII submission that is not covered by a categorical inclusion, the
Designee should forward the entire submission to the PCII Program Office. The Designee
should not retain a copy of the submission. The Designee should instead retain only the
submitter’s name and contact information, to be used only for the purposes of informing the
submitter of any difficulties in forwarding his or her CII submission to the PCII Program Office.
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S. VALIDATION

This section 