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Introduction 

o: nl y 

t:.s. lmmigrntion :ind Customs Enforcement 
Arms & Strategic Tcchnolof,.'Y lnvcstigntions 

CHINESE PROCORE!\·JENT EFFORTS I~ TJIE l'.S. 

Fur over 25 y<:ars, the former U.S. Customs Scl'\'icc. and now U.S. Immigration and 
Customs Enforcement (ICE), hns effeclivc:ly operated as the nation's lend law 
enforcement agency to investigutt: \'iolations or U.S. t.:xpon control laws. The export 
1.·on1rol laws enforced by ICE primarily include the Arms Export Comrnl Act, the Fxpc1rt 
/\dministrmion Regulations, the lntcrnationul Emergency Economic Powc.m; Act m1<l the 
Trading with the Enemy Act. ICE priority export enforcement initimivi::s addrcs!' 1hc 
illegal procurement and movemcm of \\Capons of mass destruction {\VIVID) matcri:ils and 
components, including the smuggling of nuclear, chemical, and biolog.ical materials into 
and out ol'the U.S. Further. ICE initiatives include invcstigntions involving the illegal 
1..·:\porl of comrollcd dual-use commodities. military equipment and business and financial 
tmnsactions \\'ith .sanctioned countries and groups. 

Historicul Bitckground 

Following the People's Republic of China's (PRC) brutal suppression oi dcmon:;trators at 
Tiummn1c11 Square in June 1989. the U.S. und other governments cnacwd tl numhcr or 
measures 10 express their condemnation of the PRC"s blatant violation of the basic 
human rights of its citizens. The lJ .S. suspended high-level official exchanges with the 
PRC and weapons exports from the U.S. to the PRC. The U.S. Govcrnmcnt also 
responded to the political repression hy suspending certain trndc and investment 
pwgrams on .lune 5 and 20. 1989. Some sanctions were legislnted: otht=t's were c:-;cctlli\'c 
actions, including rcstricrions on United States Munitions List (USM!,) exports. /\':'a 
r1..·!'ult. no export licenses may be issued ll.w the export of' any ddl.·nsc m1iek· on the 
USMI.. 

Chinese Procurement Efforts 

Despite the imposition of sanctions. the PRC has articulated the desire t1.1 acquire 
tcchnology by circumventing the U.S. export laws. To this end. the PRC has engaged in 
~Ill effective. multi-faceted technology acquisiti<.1n program to obtain USl'vtL items and 
Juul-use wmmt,ditics. Each acquisition strategy can employ more llrnn one methodology 
and may be Cl)ntrollcd by entirely di fforc111 branches of the gorcrnmcnt. Thcs1: methods 
include, hut art: not limited to the following: 

Collection by intelligence operatives 
Collection by businessmen. students. scientist!' and others operating in the 
U.S. 
l.'s1..· of front companies 
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Transshipment through third countries to China
Purchases from other foreign militaries of U.S. technology
.Joint ventures with U.S. companies
Diversions of dual-usc technologies for military purposes
Acquisition of Defense Rcutilization Marketing Organization surplus
military equipment
Domestic purchases from U.S. companies in "don', ask, don't tell"
transactions
Usc of Taiwanese citizens (Often PRe born) to obtain technology
Technology hand-carried out of the L.S.

The PRe is acti vely taking steps necessary to acquire commodities that would assist them
in an attack on Taiwan ancl on U.S. forces in the area. The PRe is resolute in its
determination to dismantle U.S. communications and spy satellites with jamming
equipment. ground station attack, concealment and deception, information operations.
direct-ascent anti-satellite weapons and directed-energy weapons. By incorporating c.s.
technology into the PRe's Command, Control, Communications. Computers,
Intelligence, Surveillance and Reconnaissance (C4ISR) Program. they plan 10 use this
technology against the U.S. in an attempt to invade Taiwan.

rnvestigativc A. pproach
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        dering statutes as additional tools (
to prosecute export violators and to assist in the identification and seizure of criminal ..-J
proceeds or speci lied unlawful activities.

For decades. ICE has used its Project Shield America industry outreach program 10

identify a        manufacture or sale (If military
equipmen         Businesses are educated on U.S. export 1
control la       . The companies arc asked to 1..f.JJcv€
immediately contact ICE if suspicious orders are received for military items or sensitive__
dual-use commodities from suspect companies,
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Accomplishments

Since January 2000 to the present, ICE has initiated over 400 export investigations
involving illicit PRe procurement efforts. Many of these investigations have resulted in
the arrest, indictment and conviction of criminal defendants us well as the dismantling or
Chinese front companies and networks. These cases often receive positive domestic and
international media coverage.

For example, ICE recently announced the arrest or a South Korean citizen charged with
the attempted illegal export of Blackhawk Helicopter engines and night vision equipment
to PRe. In another significant investigation, ICE agents arrested two California n..sidcnts
who utilized front companies in Taiwan and Hong Kong to broker the illegal export of
infrared and thermal imaging cameras, sensors. parts and technology lO the PRe.

Attached hereto is a list containing a brier summary of some of the more significant
export investigations involving PRe conducted by ICE. Office of lnvcstigations.
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Recent Significant ICE lnvcstigutions Involving
Attempted Illegal EXJlOl·t~ of V.S. Anm/Tcdlllnlngy til the

People's Republic (If China

~:\(":SC:lltlt.;~.Ni£lhLYi~iQnOptical Fillt'rs to China (!-Ioward lIS Yet al)
In .\ugust :{J(13, let initiated an investigation into (he illegal export 1)1' controlled
militar, technology hy Howard HSY. President. liS'\' purchased plastic optical tilt.:rs
suitable tor night vision compatible lighting. night vision gllggks \\ ith helmet mounts tor
fixed wing lind rotary aircraft and liquid crystal displays that (an he irucgrmcd into
avionics.              mains
in custody          witl:
th...• FBI and Department ofCommerce. On March 4,2005, au information "US filed
for violation of the Anus Export Control Act (AECA) ll~ainst HSY ill Seattle, WA.

RAC'!\ew Ilavcn-BJ~~k Hawk \lj.lLl~JJY IlclLcnp.lcrllJQincs :1l1 ...GigJJI \'i,~Il'n )\'S'SlJ.l~ !!l

t'.b.i.8,;}.U5 won ff:\RK)
On April 1.2004, IC[ agents arrested Kwonhwan P/\RK. a South Kurcan citizen, in
Virginia :1'; he attempted to board a plan...~ bound lor China with military night vision
equipment in his luggage. IC[ agents in \:~'\\ l lavcn. C'I had been invcstiguting PARI,
for two years after his Malaysian company bought 1\\0 ClI-(,O Black l lawk militarv
helicopter engines from ,I U.S. finn and illegally exported them to China, Ilc then
attempted to buy four more such engines from a U.S. manufacturer. which notified ICF
agents             

               

    On November 9,200-1, PARK plcd ~uilt:, ill l\c"
Ihnen, CT, 10 thc AECA and Conspiracy charges.

RACltvlilwaukec-Rcstricled Electronic Equipment to China (~in!! WEN. Ilailin LIN.
JiLIn Guo QU. and Run Ling WANG)
On September 30, 1004. ICE agents. in conjunction with agents lrom the FBI and the
Department of Commerce, arrestcd Ning WEN, l lailin LIN . .Iian Guo ()l~, and Run l.iru;
W:\t\(i in Milwaukee and Manitowac. WI. on charges 1)1' conspiring III illcgallv export
more than S500.0(l() in restricted electronic components to China. ThL' components could
be used in a wide variety of military racial' and communications applications. Oil
October 13,200-1, all four dcfcndunrs WCI'C cha ..ged with cnnspiring to violate the
International Emergency Economic Powers Act, the Export Administration
Regulations and mom')' lauuderinu violations.

SAC'l.os ,\n1!cks:J~igl1tcrl.~thQ.rnfl(l!}~m.:'i.llndi\lissilcs to l'l)ina llntir:.!.n
(INTFRAERO ct aD
Ajoint investigation by ICE. the Naval Criminal lnvcstigativc Service and Defense
Criminal lnvcstiguiion Sen ice revealed that I1'\TLRAERO, a LlIS :\ng-=h:~, aircraft pan-,
supplier. illegally exported six shipments or parts tor F-4 and 1-5 fighter jets as wcl] parts
for Ih...· IIAWK Missile System to the People's Republic or China (PRe) with the
knowledge that these items would ultimately go 10 Iran. '1 he conviction or I:';TERAERO
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was one of eleven that resulted from this five-year undercover investigation that targeted
aircraft parts suppliers that sold defense articles over the lntcrnct to foreign buyers
without obtaining the required U,S, export licenses. 011 August 17, 21104.
II\TERAERO, Inc, pled guilty in the District of Columbia to violating the :\nm

Export Control Act (AECA),

SACPhibdelphia-Scnsilh'c ~liljtal'\' Tcchnolog\ to China (Ui\IVERSAL
TITIE\Ol.O(iIFS and ivlA~Tr:N EUTTRO,\ICS)
In JUllC 200~, I(T initiated an investigation into llw aCli\ itics o!'I\\{' cornpanicx.
L::\IV[RSAL TECIINOLOfilES lUNITEK) and ~lA~TEt\ FIHTRO:'\ICI.;,I Ill'
firms sought to iltcgally export sensitive national-security controlled items ttl suuc­
sponsored institutes ill China. On July L ~()04, agents from ICE. the FBI. and till'
Department or Commerce arrested seven individuals based on evidence that till') were
illegally exporting millions of dollars worth of items used ill a variety of defense \\\:aptlllS
-;~"tCI1lS, including smart \\capons. radar, electronic warfare and communication­
system». On .luly 29,200-1, all seven individuals were indicted by the V.S. AttllJ'lll'~

in Camden, N.J, fur one (II' more uf the fnllnwing charges: International Eml'rgl'nl'~

Economic Powers Act (lEEPA), Conspiracy, False Statements. AEC-\, und i\1onl'y
Laundering.

gAC!Orlando-tvlissiIL' Cnmponents to Chin,~(1 IcllO:..NIT_& Iing~IbJ 1St' dba~:\Zt'l{r
~ )~STE.\I ~J

In September !9<)<), ICE agents began an investigation (If l lui Lin "Henry" NEE, a
Chinese citizen and resident of Orlando. FI.. Agcnts determined that Ting-Ih IlSI', a
naturalized II,S, citizen and president or AZURE S\{STI't\IS, and NIT. all employee \)1
AZURE SYSTEMS. conspired to illegally export to China .25 low-noise amplifier chip-.
used in the L,S, I lcllfire Missile System. The chips \\1..'1'1: falsely labeled in export
documents as "transistors" worth SClt11C 510, On March 11, 1004. the rail' \\as i.IITe-;lcd in
Orlando. Florida. on charges of violating the Export Administration Regulations.
conspiracy, and false statements, IISI; ",'as a former employee of defense contractor
Lockheed Martin, !\IJ: formerly worked at a U.S, research institute that designed
software lor mil itarj and warfare simulations. On .luly 16,200-1, liSt' and ]\EE pled
guilty to making false statements.

~_.\("1J",,()s..'.\t.!gl:!I,0:.I~LIi!.d1leJj:1Irtsw tllc PRQi\manullah KH/\\! and /ia(L!.illJ.l!!
('i.ll~~.tOH     r:u:cm()!'\(~~J

            '\munullah
KHAN and Ziad Jamil G;\yltvIOH. whose Anaheim. CA based company, LNII ED
AIRCRAFT & FIFCTRO,\;ICS. exported F-4 and 17-       e
\\ ithoui the requisite Department of State authorizatio      

              
                      0 n .J II ne 2... 20(l·t

GA\IMOH pled gllilt~ in the District (If Columhia to vinlations (II' Cnnspiracy,
Aiding and Ahctting, lind AECA. On, August 3, 2()f)4, KHA~. II .JnnJanian nutiunul,
pled guilt)· to the sume charges.
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RAC/San J()s~-:v1ilitaJ'\' \:itdll Vision Tcchnolog:'...lQ..,Chill<iJPhi!ill.CIlI·:~(j 8:. ~vlarlW

SlilH dba:.NIGIJLYJ1'}J.QN'IE~]JHQ1P(D,)

In May 2004. Philip CIIENG and Martin SHIll, owner or a San Jose company, ;-dGIII
ViSiON TH:IINO!,()(i Y (NVT),) were arrested by ICI·, agents alter an extensive leI- .
FHI. IRS. and Department ofCommerce investigation. SIIIII and CIIF',C; ilkgally
brokered the sale of military and commercial-grade nigh: vision technology to China alter
the pair entered into a contract with the Chinese military to produce technology for night
vision equipment. On .JuIIC 3. 2004. CHEI'iG, SHIH. and ~VT were indicted in the
'iorthcrn District of California on charges (If' IlHlI1l'Y laundering mHI AECA
violations.

SAC/Boston-Military Satellite and Radar Technology to China (John CHU.
ZHU Zhaoxin. and Sunny SAl dba: HONG KONG NEW CRYSTAL)
On May 6, 2004. ICE agents arrested John CHUof Pasadena, CA, and ZHl.: Zhaoxin or
Shenzhen. China, after they purchased U.S. defense articles, including satellite and radar
technology for illegal export to China. The arrests occurred after the pair met with
undercover ICE agents in Boston and flew to Los Angeles with inoperable versions or the
defense articles. Cl ll.' and lJ ll,' had been in negotiations with undercover ICE agents
since March ,20(l4 10 purchase a variety of sensitive items.     ubes

               
         Cl ll,' and Zl ll '. 0"

May 18,2004, CHU, ZHU and RAI were indicted on charges of cnnspirlng til vinlate
the AECA.

S.\UBostQ.D.:~ltjssikTcch!1!'J~l.£YJ9.J'hina(William KOVACS dba: ELATEC
TECHNOLOGY CORPQIV\TION)
On Nov, 18.2003. ICE agents in Haverhill, M;\ .. arrested William KOV:\CS. president
\)ITL\TEC Technology Corporation (ETC). An ICE investigation determined that FTC
had exported a sophisticated industrial furnace with potential missile applications to a
firm in China known as Chinese Great Wall. I':T( had exported the furnace 10 China
even after its export license for this shipment was denied by the Commerce Department.
On 1VIay 28, 2()04, KOVACS and ETC pled guilt)' in Washington D.C. to charges of
conspiracy, aiding nnd uhcttlng, and Il~EPA.

R!\C/Nor!Ql.k:Mb~i.Ic:c,:9mp~}11c.111"UQ~(binaghan(jAO 8: Don~hua XUE)
In October 2000. tCr: initiated an extensive investigation of I,han (iAO. a well-known
l ,S. human rights activist and scholar. who had been jailed by Chinese authorities in
~1)(l1 ill!' alkgedl~ spying for Taiwan. ICE agents developed evidence that (1.'\0 \\;I~

illegally exporting sensitive L.S. technology to the PRe. The technology exported l1y
(iAO could he used in missile guidance and airborne baltic management systems. (jA()

and her husband, Donghua Xl:E, received approximately $5<)(),OOO from the PRe as
payment for the exports. In November 2003, GAO and XCE pled guilty ill the:
Eastern District of Virginia to IEEPA and lax fraud violutions.
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S,'\l!:_(I:> :\I!gl'J-.:~_-:;\Jj_~~iLL:mt(,IJigh~_rJsL'~~msWJheJ~RCJ ..:\II\[i\D\:\II!\RD:\~\I
i\NI)..Ql~nRJE_Lt~J2I: BKI::8.\!b.a: r.·1r:.xI'I:\Kn:~r[I;B~i\IlO:-:i\L,J
In July 1999, feF initiated an investigation into the illicit activities 01 Ahmad
l\;\!-lARDANI and Gabriela DEBREA. whose firm, MEXPi\R fYITR?\:\'lIClNAI..
illegally exported components for 1'-4 fighter jets, the Hawk Missile System, and the
AIM-CJ Sidewinder Missile System to the PRe The Defensive Criminal Investigative
Service and the Naval Investigative Servin: assisted ICF in this investigation. On
September 25, 2003,l\'AHARD;\:'\1 and DEBREA pled ~uilty to two fl'luny counts
of the (AECA) in the Central District of Culifornia. On .luly 29, 2(l1l~, II curporate
guilty plea was entered lin hehalf of MEXPAR 11'ITERl\ATIONAL

        

        
           

           
                

              

            
         

              
               

        

~;\CiIK::J.!_~unch Vehicle Cluidance Technolo!.!s to CllinnJ~Pi~C[; ~Y~·)'J·i'd.~11U1L\J

8: HUGI[ES SP:\CE A!\D CO\HvIUi\ICATI01\S )
In May 1')97. ICE initiated an investigation into the illegal transfer of launch vehicle
~uidancc technology that occurred in the wake of the disastrous railure 01';1 Chinese
launch vehicle currying a LORA\. communications satellite. ICE established that the Iwo
firms provided unlicensed defense services \0 China while participating in a failure
review investigation. On January 10,2002, the V.S. State Department, (Hike of
Defense Trade Controls uunounced it had reached an administrative settlement
"herein LORAL was required to pay :1520 million administrative PCI1:lIt~ fur
AECA vinlatiuns. On \lareh 4, 2l)03, BOEI\G SATELLITE SYSTF.\IS, which
assumed the legal liability when it purchased HtJGUES, ag,rectl to Jla~ :l s:n million
line, 58 million of which will go to ICE in annual allotments,

~bUBaltil1lnre-:\'lilitar\'Encr\'plil1l1 Devic.:es 10 China tluucuc liSt- _~llldJ ):I\i~}:\\(jj

In March 200I. information received from the Defense Security Service led to a long
term ICE undercover investigation that ultimately revealed a sophisticated plot 10 conceal
KIV. 7 encrypt ion dcv ices through lalsc statements and transshi pmcnt ()I' the devices li'{nn
.hc lS to the PI{C via Singapore. The sail-of these sensitive items ordinarily requires
.hc approv a1 of the \::l1ional Security Agency. In August 200 I. IlT ,lgcnb 'lJT\"SIl.'O

Eugene liSt: or Blue Spring, \10 and David Y;\\:G olCornpton. CA, On :\priI31J,
2fl02, HSC and YANG wen' each foun         nd
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