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COMJ'UTER MATCHING AGREEMENT 
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THE DEPARTMENT OF HOMELAND SECURITY, UNITED STATES 

CITIZENSHIP AND IMMIGRATION SERVfCJi:S (DHS·IJSCIS} 


d.@ 

THI~ MASSACHUSETTS DIVISION OF UNEMPLOYMENT ASSISTANCE 


PART I: {;ENERAL TERMS AND CONmTIONS 

A. PlJRPOSE AND DESCRIPTION 

Thb memorandum constitutes lHl ;lgreel1lent bdween Ihe Depdrlrnenl l)f H()mei,u1d 
Security. United 51ml,;s C'ilizemhip (U)J Irnmigration Sen')"":;,, (DHS-USnS) and 1h(; 
Mas5achusen~ Division of AssistJlKi; (!\1A·DUA). The purpose of this 
agreemem is til provide the MA·Dl \" ;th eleclronic aC"e,~" 'u immigration St;1,u~ 
information (:emtain.:;d 'wiillin PHS-USUS' Vuificati(H1 Inf(;rmatiilll S);"tem (V!S) that 
will euabk the ivL\,DLA ie.' Jett-:milJ-.' \\hdht:r un r: digibk ,,,'r benefits uncle! 
the UnemploymL'nt 'C) p;-Og:llll aJmifll~lt'r(,;'d by Ill;: ~'L\~DLA 

l1f Dl rS-CSCIS and rhe MA· 
lhe confidenri<J!ily of imd 

to \ erifieati(m 
authorized 

B. Ft'NCnONS TO 1m PERFOR\HW 

DHS-l:S(IS agr..:es to mak" avdlabk and maintain, as part of the Vel'iikation Divis!on, 
Systemalic Alien VerificatiDn fur Fntitlt'rr:,,'nb an immigraLiIJn 'owiu,.; 
vcrificaljpn system, .vhil:h pr,wid.:;; ml\mnalion on alien,,' immigration st(iIUS, 

DBs-users agrees to thtl iWI')!l14te,1 :,yslem the lollov.ll1g 
inlonmnion un each aliC:11 in'luiry a..; llHS·I.'SClS g"'llcrald Y",riii,atior. 
nmnhcr, last name, !ir!>! num,', date: bi.rlh, t;OLU1try or oinh, dale vi <:ntrj, lmmigration 
statu, data and in ;;(!mc cases, cCriain other data ,har may relate to tht aiit'rI 
number or ","ork amlh)ri7.a1J~)!:. 

DjIS~F"US agr<.:e" to pmvidt' to til;: \1/\·DlA ""hI; in.','rd..:lional mat<.:riab for 
the usc d' DHS-L:SCIS verific,ttion sySH;:m: ci surtldcllt numhcr fHimJl)' \crifi(:atil'n 

nf :lc \'.erifit.:a:it)!1 pnJL:edUleS~ anJ'iJ,~er c,)dcS it) '~i;:;:)l1rc the cffco,.'tisc:, 
Hlstrui;tli.)11S f..:)r 



and /'.ll 
Ut:ljO!l'; kif" ;I;;CC~S to the system, n.::quiremcnls 

t~)r safeguarding intonnalion c(lD!,Lillt:d in ~y"IeHl, and fcstridions un disclosllre of 
sy"lem inf!>r!1l3timL DHS-l [Sf IS iii!;', 3.l,m2l's to ihe ~'lA-DU/\ '"viIll. the name .. 
a;MI':ss ,ma [Joint of ,~OlltaLt (pOl') vdthin DHS­
USC1S. ,'T its conlnH:IOf wbo un he CO.1r;lcled regarding any hilling 

or problems which aTlS>': .;:I:HWCliiJll wlth ,he tvL\-t 11./\', panicipation in the 
',erifkation pmgr::1l1L 

[he MA·DL'A :Wn;cs if' lile ali,n hmn'wr d' seeking a henefit from 
the ;vV:'.-DLA tor purpose,o( (a;li()llidted 1,,'(;(;,S) \('rificatlOn. If an alien's 
records are not initially lo,:aled as a resulT ,If 'cntkation. DllS-USClS will scnd 

additional veni'iL'\t"HI Jata Ifc·rn th{; ivlA·l)t 'A. 'J h:: 
ventlc;,lInl1 PfOCt:SS the :I).'.0''':} 10 ~llbmit a copy the 

appllc:'IlH'" imllllbrlit~lln dO,:ulh:n1:ll;,m :;j"ng with u !)ocum,;/!i Verilicatiurl h'nn (1-8.:15 
or prllvidc an electronic .,i the d,)CllmCnl which may 
fUltIl.::! a~si,r an all ne":Cssary indices und DHS 
tL"~' ;,t!tll~. intormation. This da:a may 

Inc M/\-DUA, lhl' 
llr:~:t u;.un("~ fniddle n~,UIK'~ und-~)r 

dale (.f birth. !-\'4 i. Di is 
hi.'lOrv data. VIA-f)' ii'. 

'C,,, ly[A-Dlj.:.). a,;;c,,~ Ii) prm icc ,i L~b'.m 'kilil The DHS.. USUS to n:soln: an:· 
,his acsis(un":c to D! IS-l'SClS to I8.;i/itdle thc 

inJt:l:I:1DatluH. 

fb'..' .e\d (S t,.S(· :i52n., l,fLY,,\!. 
r..:stri\;lions ath.l the: ';;nfication procedures U:Jdi..T dle 

m:lintenan('e and of 
t heM/\ ·Ul fA ubo JgJ~cs to Ih.: maximuili 

.;~,tcnt ~~xr~nd Ih(' prOJ,-i,."CH':HiS \,1' :hc :\ct to 3iJn US citizens and/or 
non La\vful l\::rman.:nt j{,,~id,,'ms Iho;; \!..·\·[)\.'A :tlso agrees h) comnl] with aTl' 

::hid!t;,frnal Jh~Jt (}th(>f F..'deral benefit 
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11Ic~ :vtA.-[)CA agree" O,)t TO reduce ,)f tcmlinate l.lpplicdntlr~cjpi(;;nt'~ liC 
qll:U~ basi:d solely 011 a respoli:<C 

received from DHS-CSClS Verification Divi,ion', system or based 
upon any additional verification check that may be per,ding ~{,' adverse adHlIl shall be 
I.akcn unless the MA-Dl IA has rt~ceivcd a response from the nIlS-USClS Vent1calion 
Divh;i,)n thai "adJilionai ,,;ritlc:a:ion" !,rol:t;dme~ \H~re c('nducKd and indlc~1tc that the 
applicant/recipiem does not have th~, type of ,tatus Ihat makes him or her 
digibk f"r the benetit lmd the individual has becJlllr£'}rdcd the opportunily to rciin,: allY 
ad,erse L;formalion as ;1Iovided in PAR r II of thi,; /\gre..:m..:m 

DllS·l;SCIS re,,";l"cs the to llse ini~Jnlt~,tion f'i..'c-:h.'eJ by fnHll tht' t;scr (c·r 
any pllrp()~e f'cl1n!l,;;,d law, bat nOliimit<.:J Iv ,he pw,ecLllion ofv/olation::> of 
Federal crirnin::tl 

DHS·L'SCIS may k'rminate this \,AOf, without nO!lcl' if de~>;ncd lle(':~S(l!y be,:ause 
of a requirement of law or policy. upon a dekrminatio'l DHS·LSClS that then.: het) 

been a breach of syst('m integrity or s..:cnrity the l.'SCI Agency, or a f;;ilure by the 
1{) cornpl)' \Vill: ·:;:;tahHshed proc¢dures or leg;; I 

fhe )'1A·DLA agrt:c$ to :mmcdia1dy rwlil) th<: SAVE w1wllevcr there is ca\l~e 
to bdic\'i;' an information brL;ach has i)ccmred ,t> a result of Us<:r Agency action or 
ina..:tion pU1'5Uam w Offi..::c of \1anagerr.:nt and Budget COvinl Mcmorandw11 M·07·1 (', 

athi Respolldi,lg to tht:' Br~a(h of Personally fdemifiabie 
Inl~'im'ia~ion~~~ v>'hj\,:~'~ ':011:.:crn~; [0 the hreach of 
iJentif1ablc i;)fernl(lHOf... 

in this .\10C 's imvl1lkJ. 
substantive or enforc('abk ,,1 !fl\\ 

its officers, or 

PART II: COMPlJTER MATCHI"IG ACT REQUIREMENTS 

INTRODUCTION 

The purp(lse of this s('c.tion of the agreement is lu comply with the C{)Inputer Ma!i:hing 
and Priva"j Protection Act of 11188 (C~1PPA), Public Law 100·503, 102 StaL .:.!S07 
(1988), ·which was enacted liS an am;,;ndmellt to the Privacy Act of 1974 (5 U,S'{', 552a, 
et. seq.). The requirements of this Seetl'in I,<!nain h) ,.lien applicaJ1ls (1)1', or 
redI':enl~ of, benefits administered by the '-1/\-DUlI ,,110 !hIVe heen accorded lav,ful 
pCnTIancnt resident ,natus by DHS,L1SCIS and to llnited States citizens \\ho~c n:cords ar,; 

,
.' 



includ"d in VIS. Sc:clion II hciow ,'u,',J,mt (Ii H"l[nciulId :--ccuri ly' ~ 
(I)I{S) Privac" Poll.:! (iudam;t: M<:lllCI:mdun pn,a;;; 

aflonled to \.1 S nn,j Ilcm 1.PR., <1,,,1 :}On 

Tlw CMPP;\ Act protct:tcd r..:cnrds 
,,'()Tltaincd v.lthin a Fcd"ral r<',ohl~ ;Ul(lthi:r organi731ioll arc 

hI r.;u:i ,(, a Fed.:ral b,'ndit fh<: 
rn,.·~ram 10 CX~'CUIc a \'Tltten 

:hc l'roi!l'am will be 

mIS,;I:-;CIS the: 
'A\·DI ,\ a~ defined in !he 
C?\tPP,,\, 

1. 

. PUWOSI: ANI! .U:C\1. HnIORHU:S 

:P/~\ilahie t(i ~tLiit: 

Sc'Clil.Jii I ! 3 

nrograms 
t'H'JcI 

pn)gra\n 
t SCb 



dl.'tcTmimnionsfur 'I;;\': in makin,c, thcsc 

The MA-DUA seeks aCCess to the inforrnariml c,mtzined 11: DllS-LSCIS' VIS database, 
for tht: purpose of the SIBltiS (If ,dlcll appiicanl.5 1br. or redpicnts 
of. benefits it a,lrnini~ler'. In llrder to ,ts phligi,tic,n to U)ndu~t such 
verifications pursu,mt to Set'rion 11::\7 (,flh", So"'fll s;:curit:.. \ct (4:' U.S.C 1 320b·7(a). 
et s~.) and to Muss. (kn LlIVS l'h. l'i 11\. § :::SltU 

D. JOSTIFlCAnON ANI) EXPECTEn RF.SLLTS 

It has be.-n delen"ined Ih" parti6 thaI a computer matching program i, the most 
efilcicnt ,mel exp!tdniou:, meilJ1$ ~md PfOl';;:ssing the information neded 
the MA-l)li A 10 the immigration SHllUs of aiier; appll,'anls for, and recipients oL 
enLti.-m<.'rn ben(;t1H. It i, l.ila! ihis pmgwm "III enahle tnt' MA-D\]A 
to rapidly contlnll '.he bencH! C\igihl~iry ,)1 ali;n applicllnt,vreelpiiOllts "vith proper 
immigration status, id"nti!~" (hose ::pphcants \,·he. n:quirc' funh"r eh,xks to conllrnl prop.:r 
eligibility stfttus and to idenll!~1 and prL',,;::nt improper paym'~n:;; to those appl.icanL' \\ho~c 
immigration status does not entitk them CCCcll\'c the h:ndits uJrnini,ten:J the "fA· 
DUA. 

II has Iken de!ennined that avail,,!>!..: alh:rnativcs to Int' U·;C of co!nputer l1latchinf~ 

program for verifying immigratioll status would impose a much grealcr administrative 
and phKessing burden (L;::" be lHll<;h more b.bOl inrcnsi,e), would result in hIgher annual 
damimstrali>e cos\:-', and W(1Uld pn.:tntct [he al'i.'rage query r..:sponsc tHill:, The anticipated 
"a\ings be J,m'eti il'i);11 tilt: us..:: of Ih" eie,'tromc v.;:nIJcativn program indudil1~ 
administrative costs and tratidulcnt benefit paymcnL'l is 
$\ ! 6 a C(Hnp,llcr matching program, 
the M,\,DC.'\ is ,tole hl pro<;",,~. an a;anl1<;:j', it higher volwne (If 
qU~;r!C's \\";th redu~~l'd u':e!'aH h~1'r'r ,J~lr'LH:j~ fH-1S·,tTS( JS v, przn ~~Je rc~:p\}n:-'t:s ld 

M,\-DljA halch in'lui,je~ 

;\dditjorwlly, o~cm:se of the rapid fe'rJ()Jlsc' capability provided bv this ..::ompt:tcr 
malching program, this program will 1I0\'c a greater detem:nt ellec! on applicants seekin~ 
to fraudukntly n:c(;ivt: cnLlllcmcm benefits administered by the MA·l)UA a." compared tr. 
u much slow,-,,!, maii-ill One of the major of [RCA, to reduc~ 
inccmi\es tor aHens to come to and reman: in tile llmted Slates, is furthered hy 
this m:llching dett:rrenl dleC:L lh)s ,y,;rem also suppur:s dli)r\s to <.;l1rl; 

waste, fraE(L and ahLs,: within funded eniilieme-.n programs, 

E. RFCORDS DESCRlI'TlO1\ 

1, R-:cords to be matched: 



a. Reu>fcb Hl the DHS·( iSCIS VIS 
I,) lhl;' sratu'S 
r('c(~rd an 

1':nic"" ,') r 
of Rec)rd;:; 

b MA-tii \ or 

i hH~'l t.~icrn(-·IH contained 
LH IS-I :SCIS ViS d;tt;;hthC 

L 

";lm" 
Firs: \amc 

-4 Date 

Number r"cOl'd~' 3~500 r::c(lrds fr('i1'1 tilt.: 
!VI!\·D( Villi be matcrKd '-;(,1S' ,'jS d:iUhl;,t' which ,DUStSlS 

(,f ,hanl1fmi\li.q, 

DllS·(JSCIS 
in :he CJ\WPA 
gmoallce, 

progran~ 

CMI'PA 

"H)t:,,;(' tti 

c";:raJ b~ ncti. 

6 



'~')Vt:red by this ;\grce11lcr:t thaI any in[(mnall,.1f! til;;: may h'subled 
It) vi?ritka\,oH through pnX:Htl'I<, rhe ll111'c of till.: mitia!. ~l.ppiic:1!i():1 klr UI 
he!lcrts the ;",tA-DtA 'NUl pro\ ide ,.'neh "illl a hookkt illi(lImicll,: them rh:.! 
their slaU, wili be vcri.iied by the DHS-tSCIS "blahase 
further, at the llrne of ,~ach ft'q!lht I,' b,'netil 1"3:, irtl.'nt. MA·Dt A ..viL ali 
claimants mil! additiolla! verili:dti'i1 in (;3';(: where a ~ec"nd 
v,'rrik'lllOll vdll OC,'UL ".lA-DU,'\ \,,11, 

G. 

Th.: M,\·])UA 

the Federa! h<mdi! thi, par: 


md,!\idual 
in;c,l1ndll,On has be~n Imle)l(:l\(k 

d,'~c:ribed ill ji,,' \1WII li t'opy of wh,icb is 
pro~idui to <~a,ch useI' upon (''-tuItion of the ('l\1A. 

r('Jln<..~~, or rn:Jk,,-' tina! 
dt any imltviduul described in 

H. 

s .'.;ysren'i f\JI 

lie bend1ts 

7 
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b ViS. 

in the ev,'1l1 thn! flH"·IlSCIS recci\es r.;qu;;s! hl[ i, \'''r\lka!io]1 ofM:\-DLA 
who j,; a LI'R ur Cuile.! S\C\L:q ( lll..-(cn, 111,; !":qlll:,.1 \'"ilt be rel;';rr",J lG a DiiS-t. SetS 

Status Venller lhr ilduti:onai \<'Llicallou ;\ll dnd 
pwteed0l6 pro,id"J hy tlw PL\a,..:y C\Ii"l':\. ;J,nJ thi~ ,\,"l~;;m\.':1t rO:~Jrding Ih..: lb..:, 

diS<ilNln;, itnd nf OIIS·,I 'SClS r:e(\)f(;; t(, U1lS-liSCIS rec:,rds 
Lnih:d Stdt\.~'... ..;.iti/~ns 

pcrmam.:nt [,,;;idem :d[t:'1S. P'II'S1.i,Ult the 
20(r7~l~ 

,,:t1;'}n};.:J 1'1 fH 

I. l.)!SPOSIT10'oJ OF ",fAH.UrI) rUMS 

lnd 
VIS 

.I" 

(rum th..: f.t\-UL:\ in 
,',Co'""""., with the i\c, ,)f 1974 

15 ("S,C, 55?;}). the 19k{, Oth"1 apn! inhle 
_~~tat! l1es< 

I mS-USClS :.:Ign:c,; (O init;nnatioll PCI,)' ideJ by the \tA-DUA in 
accordance with DHS-L:SClS di,,:i(\,urc st;lrhjards end Ill., nrlme of DIlS­

;ndf\' iLlu.ais 
irun) 

ill !lome1and 
1:-; ;:'; S\.>~{4n.~ facil11'~ 

c,'r.Js, c;illhonzc:J 



is 
days a W'-'t:>K Th\3 is prole;;kci nn:>clth':Hi7Cd acce,s, unauthoriz;eJ :lSC d 
~..quipmcnL 0: fi..'mtYvTil of ~hJf~-tg!..: HH..t"ila ',ifiJ 0.1 tht' facilitv n",ve 

checKs in ordcr id b\.' 

The !'viA-DUll. agr"es !O I HIS-l ;SCIS under lhe 

verifkat.ion process in accordance " l' 
552a). and feder:d and :;Ltle ~n:'~iJLrn(:n1 [:t('n.::-Ht prof.!T3In record rek~ntio~l and 
di,,;elt~:~ure r~qHir(~n~,-'nt:~. 

Ihc !\fA-DCA al,:;o agrees to Umil a",:cs~ \<.) ,ni('lrmaU"fl Ih(N: IndividuaJ", 
for the vtnficalin!1 of the alien's ;;lalHS or whn ac..:css til the 
inofTI'ation tp n"Cl'ssary ,;JpP,l!1 filliCtio[1s, rht:: \l!d')[ 'i\ will restri('t tllnbc:r 
(to;scfmn"Hi(In in ,nlH1t'C{;i)jl w,lh Stu.!e ,Jr the Fedem' 
erHitlcm~nt progralr: lav" t:nfnr~;.:rnt..~rH 

Th" M,\·D::, ,ccure illf.'im;iti'Jll tcn.:i\cd fn'ln DJlS-I.'SCIS /t)r 
r~H1i~1~S nj~ rhe program U':tx,rd;Jn~,1: wilh Slale and Federal 
c::i!t;cnk':fn progranl 

olli(',.;.u identifIcation. i~ji n:cortb (ifr..: ~tored in 
be;: Comm,mwcalth (if .\Lt'iSdChuselts or a 

in 

high 
tlf ~(x:l,ri!\ are 

st.:ciinty s)~tems [inli! 
an 

K RECORDS CSE. nU'UC\lION ,\/','I) Rf])!SCLO,,{RE RE~TRICTJONS 



L RECORllS A(:CVRACY ASSESSM£.... T 

DlIS-l;SC1~ currently e:llimal(;S that mtzmllation withm its VIS datahasl' is 90-95% 
accurate in rClleeling immig.ration ~talus, but continm~s to undertake various actions to 

furth"r improve the quality of lUC ViS dawhas;:, in adJition. in ea::lCS where status is not 
confim1ed through the VIS, addlticrcal \erificil1i(Jn pro.:edltre, are used, which allows 
DIIS-USCIS to check alI ncc.:ssary indk;:s ad ttl.::, h.:f;)"~ proyiding the MA-DtJA with 
immigrat;on statu" infofEunion, rhi~ rn\'l;S~ hdLdes fur DBS-USelS to 
e;lITe::t any errors dewcted i:l the ,:tatu.; nJlmaliun 

M. COMPENSArlON 

I 

The User Agency s_1all pay the sll:lmian.l hlllit:.g mt,·s III m;cordanl;t: with the terms of 
the reimb':.m;cmc:n \;!eOlorandum of ,!\l,:f'ocment IMOA) addendum to the :-'10U and 

prm:es"c;; and mc:iwds rdilld ,0 the: payment of required tees t(l 

The current standmd hiiling mtes ,Ire :;Htw""d tIl ib.: '.10A The standard billing r"k's ;md 
methods of pavmenl are ~lIbjt~ct k) upon pnor \vntten notifica1ion to the l;ser 
Agcney 

:".. CO.\iPTlWLLER GENER.-\L ACCESS 

The GAO (Comptmller General) may ha\;; d\':U:S~ hI all of th..: mat.:hing records of tho: 
MA-DIJA and DHS-trSCIS n,,'cessary to with the l.:quircmellts ('If the 
CMPPA. 

O. EFFECTIVE DATE 

This Agreement v,ilI be effective 40 ,by:; alle[ a report the compUl~r lnolehing. 
plOgram has been tran5mitlt'd to tilt: Office of Management U:ld Budget (OMB) and 
tnmsmined 10 ('ongres:> "kng with" Dr' t1Jc~ Agrc<:mcnt. or 30 days after publication 
of a c,lmput-.:r matc:hing notke HI the whichever is later. The Agret!m':ill 
:.and matching v. ill c"ntil1ue l~)r 18 months fmm the efleclive datI:, lmit-sf; within 
three 0) IT.onths 10 the [I', is the Dat1 Integrity Board 
approves a 

The ulidersigned are officials or DBS and the Mi\-DtA who an: authorized to represent 
thICir fbr purpos.:s of thi. /\gn:em:cnL 



:Vlus"Hchuscas 

Q. 	DEPARI"ll~Yf ()Ii' HOMELAND SECURITY 
DATA INTEGRITY SOARD APPROVAL 

Daw 

ChicfPrivacy Of/ieer 
Department (:1 HOIHehmd ~"'l:lIrily 

and 	 the' 

Agreement b<.:I\\'C<:'1l lht: Department of lIomeland Securill', Cl~ih,;d 
:od S'_'fvi";e,, IDllS-LScrSl 

II 



4.099 
Ba;:;ed on maier runs between: December 2004-ApriI20Q! 
Number of cases matched: 

DUA costs related to the r~,atch: 
a. C;S Vendor Ccsts: 


b nUA :. A.. V E Unit pl):s~nral C"I:t$' 


c, OUA S.AV.E, ;j'''df O\I'&rtiSad f( Fnnge Bcne:fit C~:3·S: 


Q. DU.A S A,V.E. TfKt~nj:;aI & AdmlniS1r9~lv9 Service Go~t~ 

e. DW, cost of SAVE. Overpayment Reco';srv 

f. Total QUA CO'l\a related \0 S.A'v,E. Activit" 

Recovery of Overpayments: 
Number of OverpaYrT'.ents Detected: 
a, $ value ef detected overpayments: 

Average Amount Overpaid 
b. $valuo 01 recovered ollarpyarner:ts: 

Average Amount Recevered: 
Rec(lllery Rate (2 b/2.a) 

Savings from case term'nations: 
N:Jmber of case:;; wilh benefits stopped: 
G.$vaiue of ermnrovs payments stepped: 

Average An-oun! Stopped: 

Totai Cost of DUA SAV,E. Act;v,ty (1 g): 
$ Value of Beneiits from SAV,E, (2a+2o+2c): 
Berent / Cost Railo; 

118,879 

1. Summary of Cost Data 

$21,606.20 

$398,817.40 

$112,466.39 

$265,563.79 


$14,434,00 

$812,887,78 


2. Summary of Benefit Data 

1995 

$2,004,148.00 


$1,004.59 

$550,935.00 


$276,16 

27.49% 


5291 

$36,100,263,00 


$6,822,96 


3. Benefit I Cost Ratio 
$812,88/.78 

$38,655.346,00 

47.55101 


Monthly Avg. 

$745,04 
$13,752.32 

$3,878.15 
$9,157,37 

$497.72 
$28,030.61 

69 
$69,108,55 

$18,997.76 

182 
$1,244,836,66 

$28,030,61 
$1,332,942,97 

http:18,997.76
http:28,030.61
http:3,878.15
http:13,752.32
http:812,88/.78
http:550,935.00
http:1,004.59
http:2,004,148.00
http:265,563.79
http:112,466.39
http:398,817.40
http:21,606.20


COMPUTER MATCHING AGREEMENT 

BETWEEN 


THE UNITED STATES CITIZENSHIP AND IMMIGRATION SERVICES 


~ 
mE NEW JERSEY DEPARTMENT OF LABOR & WORKFORCE 

DEVELOPMENT 

Part 1: GENERAL TERMS AND CONDITIONS 

A. PURPOSE AND DESCRIPTION 

This memorandum constitutes an agreement between the Department of Homeland 
Security, United States Citizenship and Immigration Services (DHS-USCIS) and the New 
Jersey Department of Labor & Workforce Development (NJLWD). The pwpose of this 
Agreement is to provide the NJLWD with electronic access to immigration status 
infonnation contained within the DHS-USCIS' Verification Infonnation System (VIS) 
that will enable the NJL WD to detennine whether an applicant is eligible for benefits 
under the Unemployment Compensation (UC) program administered by the NJLWD. 

This Agreement describes the respective responsibilities of DHS-USCIS and the NJL WD 
for verifying immigration status, and preserving the confidentiality of and safeguarding of, 
infonnation received from the other party pursuant to the verification procedures. The 
requirements of this Agreement will be carried out by authorized employees and/or 
contractor personnel ofDHS-USCIS and the NJLWD. 

B. FUNCTIONS TO BE PERFORMED 

DHS-USCIS agrees to make available and maintain, as part of the Verification Division, 
Systematic Alien Verification for Entitlements (SAVE) Program, an immigration status 
verification system, which provides infonnation on aliens' immigration status. 

DHS-USCIS agrees to provide NJLWD through the automated system the following 
infonnation on each alien inquiry as appropriate: DHS-USCIS generated verification 
number, last name, first name, date of birth, country of birth, date of entry, immigration 
status data, and, in some cases, certain other biographical data that may relate to the alien 
number or work authorization. 

DHS-USCIS agrees to provide NJL WD with instructional materials required for the use of 
the DHS-USCIS verification system, a sufficient number of primary verification user 
codes to assure the effective implementation of the verification procedures, and 
instructions for obtaining necessary system access codes. 

DHS-USCIS agrees to provide staff assistance to the NJL WD on policies and procedures 
for use of the system including technical instructions for accessing the system, 



requirements for safeguarding infonnation contained in the system, and restrictions on 
disclosure of system infonnation. DHS-USCIS also agrees to provide the NIL WD with 
the name, address and telephone number of an appropriate point of contact (POC) within 
DHS-USCIS, or its contractor organization, who can be contacted regarding any billing 
questions or problems which arise in connection with the NILWD's participation in the 
verification program. 

The NILWD agrees to provide the alien number of the applicant seeking a benefit from the 
NILWD for the purposes of primary (automated access) verification. If an alien's records 
are not initially located as a result of primary verification, DHS-USCIS will send a 
message seeking additional verification data from the NIL WD. The additionaVsecondary 
verification process requires the agency to submit a copy of the applicant's immigration 
documentation along with a Document Verification Fonn G-84S or provide an electronic 
description of the applicant's immigration document which may further assist an 
Immigration Status Verifier in checking all necessary indices and DHS files before 
providing the NIL WD with immigration status infonnation. This data may include the 
type of document presented by the applicant to the NJL WD, the expiration date of the 
document, document description, last name, first name, middle name, and or also known as 
aIkIa of the applicant, applicant's date of birth, 1-94 (DHS arrivaVdeparture document), 
applicant's employment history data, NIL WD case number andlor other special comments. 

The NJL WD agrees to provide a liaison with DHS-USCIS to resolve any questions 
regarding this Agreement and to provide assistance to DHS-USCIS to facilitate the 
provision of accurate immigration status verification infonnation. 

C. SAFEGUARDS REGARDING THE USE AND DISCLOSURE 

OF INQUIRY DATA 


The VIS database shall be used in a manner that protects the individual's privacy to the 
maximum degree possible, and shall not be used in a manner that will allow for 
discrimination based on race, color, creed, national origin, sex, or disability. 

The parties agree to comply with applicable Privacy Act (5. U.S.C. SS2a, (et. seg.) 
restrictions and requirements in the conduct of the verification procedures under the 
Agreement, as well as, in the safeguarding, maintenance, and disposition of any 
infonnation received under this Agreement. The NILWD also agrees to the maximum 
extent practicable to extend the protections of the Privacy Act to non US citizens andlor 
non Lawful Pennanent Residents (LPRs). The NILWD also agrees to comply with any 
additional requirements that may be imposed by other Federal benefit program regulations. 

The NILWD agrees not to delay, deny, reduce, or terminate an alien applicant/recipient's 
UC benefits because of that individual's immigration status based solely on a response 
received from DHS-USCIS Verification Division's primary (automated) system or based 
upon any additional verification check that may be pending. No such adverse action shall 
be taken unless the NIL WD has received a response from the DHS-USCIS Verification 
Division that "additional verification" procedures where conducted and indicate the 
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applicant/recipient does not have the type of immigration status that makes him or her 
eligible for the benefit and the individual has been afforded the opportunity to refute any 
adverse information as provided in Part II of this Agreement. 

DHS-USCIS reserves the right to use information received by it from the User Agency for 
any purpose permitted by law, including but not limited to the prosecution of violations of 
Federal criminal law. 

DHS-USCIS may terminate this MOU without prior notice ifdeemed necessary because of 
a requirement of law or policy, upon a determination by DBS-USCIS that there has been a 
breach of system integrity or security by the User Agency, or a failure by the User Agency 
to comply with established procedures or legal requirements. 

The NJL WD agrees to immediately notify the SA VE Program whenever there is cause to 
believe an information breach has occurred as a result of User Agency action or inaction 
pursuant to Office of Management and Budget (OMB) Memorandum M-07-16, 
"Safeguarding Against and Responding to the Breach of Personally Identifiable 
Information." which concerns safeguarding and responding to the breach of personally 
identifiable information. 

Nothing in this MOU is intended. or should be construed. to create any right or benefit, 
substantive or procedural. enforceable at law by any third party against the United States. 
its agencies. officers. or employees. 

PART II: COMPUTER MATCHING ACT REOUIRMENTS 

STATES CITIZENS 


INTRODUCTION 


The purpose of this section of the agreement is to comply with the Computer Matching and 
Privacy Protection Act of 1988 (CMPPA). Public Law 100-503, 102 Stat. 2507 (1988), 
which was enacted as an amendment to the Privacy Act of 1974 (5 U.S.C. 5521, et.seg.). 
The requirements of this Section pertain only to alien applicants for. or recipients of, 
benefits administered by the NJLWD who have been accorded lawful permanent resident 
status by DHS-USCIS and to United States citizens whose records are included in VIS as 
described in Section H below. Pursuant to the Department ofHomeland Security's (DHS) 
Privacy Policy Guidance Memorandum 2007-1. to the extent practicable, privacy 
protections afforded to US Citizens and LPRS shall be afforded to non LPRs and non 
citizens. 

The CMPPA applies when computerized comparisons of Privacy Act records contained 
within a Federal agency's databases and the records of another organization are made in 
order to determine an individual's eligibility to receive a Federal benefit. The CMPPA 
requires the parties participating in a matching program to execute a written agreement 
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specifying the terms and conditions under which the matching agreement will be 
conducted 

DHS-USCIS has determined that the status verification checks to be conducted by the 
NJLWD using the VIS database is a "computer matching program" as defined in the 
CMPPA. 

A. TITLE OF MATCHING PROGRAM 

The title of this matching program as it will be reported by the Department ofHomeland 
Security and the Office ofManagement and Budget is as follows: Verification Division 
DHS-USCIS/NJL WD. 

B. MATCHING AGENCIES 

1. Source Agency: Department ofHomeland Security, United States Citizenship 
and Immigration Services. 

2. Recipient Agency: New Jersey Department ofLabor & Workforce 
Development. 

C. PURPOSE AND LEGAL AUTHORITIES 

Section 121 of the Immigration Reform and Control Act (IRCA) of 1986, Public Law 99­
603, as amended by the Personal Responsibility and Work Opportunity Reconciliation Act 
of 1996 (PRWORA), Public Law 104-193, 110 Stat. 2168 (1996), requires DHS to 
establish a system for the verification of immigration status of alien applicants for, or 
recipients of, certain types of benefits as specified within IRCA, and to make this system 
available to state agencies that administer such benefits. Section 121(c) of IRCA amends 
Section 1137 of the Social Security Act and certain other sections of law that pertain to 
Federal entitlement benefit programs and requires state agencies which administering these 
programs to use DHS-USCIS' verification system in making eligibility determinations in 
order to prevent the issuance of benefits to those alien applicants who are not entitled to 
program benefits because of their inunigration status. The VIS database is the DHS­
USCIS system which has been established and made available to the NJL WD and other 
covered agencies for use in making these eligibility determinations .. 

The NJLWD seeks access to the information contained in the DHS-USCIS VIS database 
for the purpose of confirming the inunigration status of alien applicants for, or recipients 
of, benefits it administers, in order to discharge its obligation to conduct such verifications 
pursuant to Section 1137 of the Social Security Act and New Jersey Statute 43:21-4. 

D. JUSTIFICATION AND EXPECTED RESULTS 

It has been determined by the parties that a computer matching program is the most 
efficient and expeditious means of obtaining and processing the information needed by the 

4 




NILWD to verify the immigration status of alien applicants for, and recipients of, 
entitlement benefits. It is expected that this matching program will enable the NIL WD to 
rapidly confinn the benefit eligibility of alien applicants/recipients with proper 
immigration status, identify those applicants whose status require further checks to 
confinn proper eligibility status, and to identify and prevent improper payments to those 
applicants whose immigration status does not entitled them to receive the benefits 
administered by the NILWD. 

It has been determined that available alternatives to the use of a computer matching 
program for verifying immigration status impose a much greater administrative and 
processing burden (i.e., be much more labor intensive), would result in a higher annual 
administrative costs, and would protract the average query response time. The anticipate 
savings to be derived from the use of the electronic verification program including 
administrative costs and savings derived by eliminating fraudulent benefit payments is 
$1,121,268.00 based on FY 2006 savings. Using a computer matching program, the 
NILWD is able to process, in an extremely expeditious manner, a much higher volume of 
queries with reduced overall labor demands. DHS-USCIS will provide once daily 
responses to NIL WD batch inquiries. 

Additionally, because of the rapid response capability provided by this computer matching 
program, this program will have a greater deterrent effect on applicants seeking to 
fraudulently receive entitlement benefits administered by the NIL WD as compared to a 
much slower mail-in procedure. One of the major objectives ofIRCA to reduce incentives 
for illegal aliens to come to and remain in the United States is furthered by this matching 
program's deterrent effect. Finally, this system also supports efforts to curb waste, fraud, 
and abuse within federally funded entitlement programs. 

E. RECORDS DESCRIPTION 

1. 	 Records to be matched: 

a 	 Records in DHS-USCIS VIS database which contain information on the 
status of aliens and other persons on whom DHS-USCIS has a record as an 
applicant, petitioner, or beneficiary. See Systems ofRecords Notice, 72 
F.R.17569. 

b. 	 The NILWD records pertaining to alien applicants for, or recipients of, 
entitlement benefit programs administered by the NIL WD 

2. 	 Data elements: 

a. 	 Data elements contained within the NILWD's records to be matched 
with DHS-USCIS VIS database: 

Alien Registration Number 
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b. 	 Data elements contained within the DHS-USCIS record to be matched with the 
NJLWD data may consist of the following: 

1. Alien Registration Number 

2 Last Name 

3. 	 First Name 
4. 	 Date ofBirth 
5. 	 Country ofBirth (not nationality) 
6. 	 Social Security Number (if available) 
7. 	 Date ofEntry 
8. 	 Immigration Status Data 
9. 	 Employment Eligibility Data 

3. 	 Number ofrecords: On a monthly basis, approximately 13,000 records from the 
NJLWD will be matched against the DHS-USCIS' VIS database which consists of 
more than 110 million DHS-USCIS records. 

4. 	 Duration ofthe program: Eighteen months from the effective date ofthis 
Agreement. 

F. NOTICE PROCEDURES 

DHS-USCIS agrees to publish in the Federal Register a notice of this matching program as 
specified in the CMPPA and the Office of Management and Budget CMPPA 
implementing guidance. 

As required by S U.S.C. 5S2a(0)(I)(D), the NJLWD will provide periodic notice to 
applicants for, and recipients of, financial assistance or payments under the Federal benefit 
program(s) covered by this Agreement that any information they provide may be subject to 
a computer matching system with the DHS-USCIS. Specifically, the NJL WD will provide 
each applicant for UC benefits at the time of application a notice informing them that their 
eligibility status will be verified by matching against the DHS-USCIS database. 

G. VERIFICATION PROCEDURES 

1. 	 The NJL WD may not suspend, terminate, reduce, or make a final denial regarding 
the Federal benefit program eligibility of an applicant/recipient covered by this part 
based on that individual's immigration status, or take other adverse action against 
such individual as a result of infonnation produced by the matching program until 
infonnation has been independently verified. DHS-DHS-USCIS' "additional 
verification procedures" as described in its M-300 SAVE Users Manual. a copy of 
which is provided to each user upon execution of the CMA. 

2. 	 Furthennore, the NJL WD may not suspend, tenninate, reduce, or make a final 
denial regarding the Federal benefit program eligibility of any individual described 
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in paragraph 1, or take other adverse action against such individual as a result of 
infonnation produced by this matching program unless: (A) such individual has 
received notice from the NILWD containing a statement of the findings of the 

- immigration status check; and (B) until the subsequent expiration of any notice 
period provided by such program's law or regulations, or 30 days, whichever is 
later. Such opportunity to contest may be satisfied by the notice, hearing, and 
appeal rights governing the Federal benefit program the applicant has been 
provided the opportunity to refute any adverse status infonnation as a result of this 
verification query. The exercise of any such rights shall not affect any rights 
available under this section. 

H. RECORDS RELATING TO UNITED STATES CITIZENS 

This Agreement authorizes the NILWD to use the Verification Division's system for the 
purposes of verifying the immigration status of alien applicants for UC benefits. Nothing 
in this Agreement authorizes the NILWD to use the DHS-USCIS system for the purpose of 
verifying the status of an individual claiming United States citizenship by birth. However, 
in addition to records relating solely to aliens, VIS contains records relating to fonner 
lawful pennanent resident aliens who have become naturalized United States citizens. It is 
possible that applicants for UC may through fraud or error, present documentation 
identifying themselves as lawful pennanent resident aliens without infonning the NILWD 
that they have become a United States citizen, thereby, resulting in a NILWD inquiry to 
the DHS-USCIS. 

In the event that DHS-USCIS receives a request for a verification of a NJL WD applicant 
who is a LPR or a United States Citizen, the request will be referred to a DHS-USCIS 

-Immigration Status Verifier for additional verification procedures. All safeguards and 
protections provided by the CMPPA, Privacy Act and this Agreement regarding the use, 
disclosure, and security of DHS-USCIS records apply to DHS-USCIS records regarding 
United States citizens to the same extent as to the DHS-USCIS records relating to lawful 
permanent resident aliens. Pursuant to the Department of Homeland Security'S Policy, 
guidance Memorandum 2007-1, to the extent practicable, privacy protections afforded to 
US citizens and LPRs shall be afforded to non LPRs and non citizens. 

I. DISPOSITION OF MATCHED ITEMS 

Records collected by DHS-USCIS in the process of establishing immigration and 
citizenship status or employment authorization are stored and retained in the VIS 
Repository for ten (10) years from the date of the completion of the verification unless the 
records are part of an on-going investigation in which case they may be retained until 
completion of the investigation. Photocopies mailed to DHS in response to a Tentative 
Non-Confinnation (TNC) will be maintained as long as necessary to complete the 
verification process, and the duration of the benefit granted. 
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J. SECURITY SAFEGUARDS 


DHS-USCIS agrees to safeguard infonnation it receives from the NIL WD in connection 
with Status verification inquiries in accordance with the Privacy Act of 1974(5 U.S.C. 
552a), the Immigration Refonn and Control Act of 1986, other applicable statues, and the 
requirements of this basic agreement between the parties. 

DHS-USCIS agrees to safeguard the information provided by the NJL WD in accordance 
with DHS-USCIS disclosure standards and to provide the name of DHS-USCIS program 
inspector responsible for compliance with these standards. Individuals who wish to obtain 
copies or records pertaining to themselves resulting from queries submitted to DHS­
USCIS, may do so by following the Freedom of Information Act and Privacy Act 
procedures that can be found at www.DHS-USClS.gov. DHS-USCIS also agrees to limit 
access to NJL WD provided infonnation to individuals responsible for the verification of 
the alien's immigration status or who require access to the information to perform 
necessary support functions or follow-up actions. 

The DHS-USCIS contractor's data facility where the NJLWD and DHS-USCIS 
infonnation is stored complies with requirements of the Department ofHomeland Security, 
National Security Systems Policy Directive 4300B. It is a secure facility accessed only by 
authorized individuals with properly coded key cards, authorized door keys or access 
authorization. There is a security guard force, on duty 24 hours a day, 7 days a week. The 
building is protected against unauthorized access, unauthorized use of equipment, or 
removal of storage media and listings. Employees at the facility have undergone 
background checks in order to be granted clearance and are provided access badges. 

The NJL WD agrees to safeguard information it receives from DHS-USCIS under the 
verification process in accordance with the requirements of the Privacy Act (5 U.S.C. 
552a), and applicable Federal and state entitlement benefit program record retention and 
disclosure requirements. 

The NJL WD also agrees to limit access to information to those individuals responsible for 
the verification of the alien's immigration status or who require access to the infonnation 
to perform necessary support functions. The NJL WD will restrict further dissemination of 
the information unless required in connection with state or the Federal entitlement program 
law enforcement responsibilities. 

The NJL WD has taken measures to secure information received from DHS-USCIS for 
purposes of the matching program in accordance with applicable State and Federal 
entitlement program rules procedures. The NJLWD's offices are located in secure 
buildings, and access to premises is by official identification. All records are stored in 
government controlled buildings which are locked during non-duty office hours. Records 
are stored in cabinets or machines which are also locked during non-duty office hours. 
Access to automated records is controlled by user identification and passwords. 

The computer security systems used by both DHS-USCIS and the NJL WD offer a high 
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degree of resistance to tampering and circumvention. Multiple levels of security are 
maintained within their computer system control program. Both security systems limit 
access to authorized personnel strictly on a "need-to-know" basis, and control an 
individual user's ability to access and alter records within the system. AI) users are given a 
unique ID with personal identifiers and interactions with the system are recorded. 

K. RECORDS USE, DUPLICATION AND REDISCLOSURE RESTRICTIONS 

The parties agree to comply with the data maintenance and disclosure control requirements 
specified within Part 1 of this Agreement. The parties agree not to duplicate or disclose 
any Records received from other party pursuant to this matching agreement except where it 
necessary to verify the immigration status of alien applicants for, or recipients of, the UC 
benefit program administered by the NIL WD (including follow-up actions. Additionally, if 
the matching program uncovers evidence of fraudulent claims or the use of fraudulent 
immigration documents, the parties may redisclose the records as necessary to conduct 
law enforcement investigations or prosecutions by the NJL WD or DHS-USCIS, as 
appropriate, or as otherwise required by law. 

L. RECORDS ACCURACY ASSESSMENT 

DHS-USCIS currently estimates that information within its VIS database is 90-95% 
accurate in reflecting immigration status, but continues to undertake various actions to 
further improve the quality of the VIS database. In addition, in cases where status is not 
confirmed through the VIS, additional verification procedures are used, which allows 
DHS-USCIS to check all necessary indices and files before providing the NJL WD with 
immigration status information. This process includes procedures for DHS-USCIS to 
correct any errors detected in the immigration status information. 

M. COMPENSATION 

The User Agency shall pay the standard billing rates in accordance with the terD.Ui of 
the reimbursement Memorandum of Agreement (MOA) addendum to the MOU and 
arrange the obligations, processes and methods related to the payment of required fees to 
DHS-USCIS and/or its authorized agents. 

The current standard billing rates are attached to the MOA. The standard billing rates and 
methods of payment are subject to change upon prior written notification to the User 
Agency. 
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N. COMPTROLLER GENERAL ACCESS 


The GAO (Comptroller General) may have access to all of the matching records of the 
NJLWD and DHS-USCIS necessary to verify compliance with the requirements of the 
CMPPA. 

O. EFFECTIVE DATE 

This agreement will become effective 40 days after a report concerning the computer 
matching program has been transmitted to the Office of Management and Budget (OMB) 
and transmitted to Congress along with a copy of the Agreement or 30 days after 
pUblication of a computer matching notice in the Federal Register, whichever is later. The 
Agreement (and matching activity) will continue for 18 months from the effective date, 
unless within 3 months prior to the expiration of this Agreement, the Data Integrity Board 
approves a one-year extension pursuant to 5 U.S.C. SS2a(o){2){D). 

P. SIGNATURES 

The undersigned are officials of DHS-USCIS and NJLWD who are authorized to represent 
their agencies for pwposes of this Agreement. 

/ 
!'Jd~._L ~LW 

UayidJ56unds David J. Socolow 
c:bJetti Commissioner 
Benefits Operations New Jersey Department ofLabor 
Verification Division & Workforce Development 
United States Citizenship and Immigration 
Services 

Date: iJzz;~ 
Q. DEPARTMENT OF HOMELAND SECURITY 


DATA INTEGRITY BOARD APPROVAL 


/~ 
APproved:_------c£2 __ Date: ) -)1:, -61__.--='--_·~ 


Hugo Teufel, III 

Chief Privacy Officer 

Department ofHomeland Security 


"Computer Matching Agreement between the Department ofHomeland Security, United 
States Citizenship and Immigration Services (DHS-USCIS) and the New Jersey 
Department of Labor & Workforce Development (NJLWD) 
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NEW JERSEY DEPARTMENT OF LABOR 

SYSTEMATIC ALIEN VERIFICATION FOR ENTITLEMENTS 


COSTIBENEFIT ANALYSIS 

PROGRAM YEARS 1997-2006 


NUMBER 
NUMBER NUMBER SECONDARY 

YR COST (1.) SUBMITTED VERIFIED VERIFICATION 

1997 $1,622.00 135,663 131,410 4.253 
1998 $1,172.00 113,302 110,271 3,031 
1999 $ 893.00 106,661 102,388 4,273 
2000 $1,266.00 88,275 83.190 5,085 
2001 $ 904.00 86,000 74,409 6,591 
2002 $1,740.00 95,725 91,156 4,569 
2003 $1,842.00 90,967 76,709 12.988 
2004 $1,681.00 50,869 46,722 4,097 
2005 $2,656.89 35,407 23.311 12,096 
2006 $2,442.44 26,155 ]7,300 8,855 

#UNENTITLED A VG WKLY AVERAGE ADJ AVG(3) EST (2) 
YR ALIENS BENEFIT AMT DURATION DURATION SAVINGS 

1997 370 $250 16.3 14.3 $1,322,750 
]998 341 $257 16.4 14.4 $1,261,973 
1999 166 $269 16.7 14.7 $ 656,414 
2000 157 $282 168 14.8 $ 655,255 
2001 130 $302 17.3 15.3 $ 600,678 
2002 165 $323 19.0 17 $ 906,015 
2003 106 $325 17.9 15.9 $ 547,755 
2004 129 $334 18.0 16 $ 689,376 
2005 196 $341 18.5 16.5 $1,102,794 
2006 205 $344 17.9 15.9 $1,121,268 

1. Cost detennined from yearly Data Processing Chargeback Reports. 

2. Estimates based upon averages for total claimant population; actual monetary 
entitlements are not available 

3. This column reduces the estimated savings to aHow for the possibility that, on average. 
a payment of two weeks of benefits could have been made prior to adjudication of the 
eligibility of unentitled aliens. As of January 10, 2005, the secondary verification became 
an automated process and we anticipate that discovery and adjudication of this issue will 
be completed prior to any weeks being paid. 

http:2,442.44
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http:1,681.00
http:1,842.00
http:1,740.00
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COMPUTER MATCHING AGREEMENT 

BETWEEN 


THE UNITED STATES CITIZENSHIP AND IMMIGRATION SERVICES 

(l}SCIS) 


AND 

THE UNITED STATES DEPARTMENT OF EDUCATION (ED) 


A. INTRODUCTION 

This agreement is executed to comply with the Computer Matching and Privacy 
Protection Act of 1988, (CMPPA) (Pub. L. No. 100-503), October 18, 1988; 102 Stat. 
2507, which was enacted as an amendment to the Privacy Act of 19745 U.S.C. 552a et. 
seq. (privacy Act). The CMPPA requires the parties involved in any matching program 
covered by the CMPPA to execute a written agreement specifying the terms and 
conditions under which matches will be conducted. The agreement must also include the 
procedural requirements and due process safeguards under the CMPPA. 

B. MATCHING PARTICIPANTS 

1. Source Agency: United States Citizenship and Immigration Services 
(USCIS), Department of Homeland Security (DHS) 

2. Recipient: United States Department of Education (ED) 

C. DEFINITIONS 

1. 	 Applicants - alien applicants for or recipients of applicable Title IV Student 
Financial Assistance Programs whose applications are processed through the 
Federal Application Central Processing System. 

2. 	 Title IV Student Financial Assistance Programs - include the Federal Pell Grant 
Program, the Academic Competitiveness Grant Program, the National Science 
and Mathematics Access to Retain Talent Grant Program, the Federal Perkins 
Loan Program, the Federal Work-Study Program, the Federal Supplemental 
Educational Opportunity Grant Program, the Federal Family Education Loan 
Program, the William D. Ford Federal Direct Loan Program, the Leveraging 
Educational Assistance Partnership Program, and the Gaining Early Awareness 
and Readiness for Undergraduate Program. 

D. TITLE OF MATCHING PROGRAM 

The title of this matching program as it will be reported to Congress and the Office of 
Management and Budget (OMB) is as follows: 

Verification Division USCISIED. 



\ 

E. MATCHING TERMS AND CONDITIONS 


I. 	 ED will provide identifying information from Applicant files to the USCIS using 
ffiM's Transmission Communication ProtocollIntemet Protocol (TCP/IP) 
capabilities via File Transfer Protocol (FTP) for the purpose ofverifying each 
Applicant's immigration status. The USCIS agrees to provide to ED (through 
encrypted FTP transmission) the current immigration status ofeach Applicant 
processed through the computer matching program within 24 hours of ED's 
request for Primary Verification. ED will notify the Applicants of the results of 
the match in writing. 

2. 	 The USCIS agrees to conduct Automated Additional Confirmation for Applicants 
whose status could not be confirmed through Primary Verification for Title IV 
Student Financial Assistance Programs. The USCIS automatically initiates 
additional Confinnation for these records, and through the electronic data 
exchange, via encrypted FTP transmission, provides ED the results as the 
individual cases are processed (usually within 72 hours or sooner). ED will notify 
the Applicants of the results of the Automated Additional Confirmation in 
writing. 

3. 	 The USCIS agrees to provide to institutions of higher education exact verification 
of the Applicant's immigration status through Manual Additional Verification on 
the Document Verification Request (Form 0-845). Institutions of higher 
education will submit the Form 0-845 to the USCIS through district USCIS 
offices at no cost to the institution. Upon receipt of a 0-845 request from an 
institution, the USCIS personnel will conduct a manual search to determine the 
Applicant's immigration status. The USCIS will respond to the institution's 
request within ten (10) working days after the request is received by the USCIS. 
The institution of higher education will notify the Applicants ofthe results of the 
Manual Additional Verification in writing. 

F. PURPOSE AND LEGAL AUTHORITIES 

ED seeks access to the information contained in the USCIS database under the 
Immigration Reform and Control Act of 1986 (IRCA), (Pub. L. No. 99-603), and referred 
to as the Verification Information System (VIS), for the purpose of confirming the 
immigration status ofApplicants for assistance, as authorized by section 484(g) of the 
Higher Education Act of 1965, as amended (flEA), 20 U.S.C. 1091(g), consistent with 
the requirements of section 484(a)(5), 20 U.S.C. 1091(a). 

ED is authorized to participate in the matching program, which is the subject of this 
Agreement, under the authority of section 484(g) ofthe HEA. as amended, 20 U.S.C. 
1091 (g). USCIS is authorized to participate in this immigration status verification system 
under section 103 of the IRCA, 8 U.S.c. 1103. 
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G. JUSTIFICATION AND EXPECTED RESULTS 

ED and the USCIS have detennined that a computer matching program is the most 
efficient, expeditious and effective means ofobtaining and processing the information 
needed by ED to verify the immigration status of Applicants for the Title IV Student 
Financial Assistance Programs. The principal alternative to using a computer matching 
program for verifying immigration status would be to institute a mail~in procedure, an 
alternative which would impose a greater administrative burden and delay response 
times. Using the computer matching program, responses can be provided within 24 hours 
of ED inquiries. Applicants who require Automated Additional Confirmation are 
provided a response in as little as 72 hours from ED's additional confirmation request. 

ED expects that this computer matching program will enable it to quickly and efficiently 
verify the status ofApplicants for the purpose of determining their eligibility for Title IV 
Student Financial Assistance Programs. The matching program will also quickly identify 
those Applicants who require Manual Additional Verification before the institution of 
higher education can independently determine whether the Applicant meets the eligibility 
requirements of the Title IV Student Financial Assistance Programs. 

ED estimates that this computer matching program costs $694,293 per year to operate. 
Given an estimated processing time of fifteen minutes per Applicant, and an average cost 
per record to process a DHS verification of $6.07 per application, and approximately 
751,752 Applicants per year, verification ofimmigration status in the absence of 
computer matching (i.e., using mail-in procedures) would cost institutions approximately 
$4,563,135 per year. Because computer matching reduces the number of Applicants 
requiring manual verification by 92%, this administrative cost to institutions is reduced 
by $4,231,082. (Attached is a detailed costJbenefit analysis). 

In addition to the savings in administrative costs, the computer matching program 
provides identification ofall eligible categories of immigration status documents. The 
notice to Applicants informing them that their application information is subject to 
computer matching is expected to have a deterrent effect on Applicants seeking to 
fraudulently receive assistance under the Title IV Student Financial Assistance Programs. 

H. RECORDS DESCRIPTION 

1. 	 Records to be matched: 

a ED system ofrecords: Federal Student Aid Application File (18-11-01) 
The ED system of records notification was last published in the Federal 
Register on April 11, 2001 (66 FR 18758). 

b. 	 USCIS system of records: Verification Information System Records 
Notice was last published in the Federal Register on April 9, 2007 (72 FR 
17569). 
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2. 	 Data elements contained within the Federal Student Aid Application File to be 
matched with the USCIS VIS database: 

a. 	 Alien Registration Number; 
b. 	 First and last name; 
c. 	 Date of Birth; 
d. 	 Current Social Security Number; and 
e. 	 Gender 

3. 	 When a record containing the above data elements is matched with the VIS 
database, the following data elements are added to the record and returned to ED: 

a. 	 Primary or Secondary Verification Number; 
b. 	 Date of Entry; 
c. 	 Country of Birth; 
d. 	 USCIS Status Code; and 
e. 	 Eligibility Message Code. 

Number of records: On a monthly basis, approximately 41,764 records from ED will be 
matched against the VIS database, which consists ofmore than 60 million alien records. 

Duration of the program: Eighteen months from the effective date of this Agreement. 

I. NOTICE PROCEDURES 

As required by 5 U.S.C. 552a(0)(1)(D), ED provides a notice to Applicants for Title IV 
Student Financial Assistance Programs covered by this Agreement that any information 
they provide may be subject to verification through matching programs. 

ED agrees to ensure that, at the time of application for Title IV Student Financial 
Assistance Programs, each Applicant is provided individual notice that the information 
provided on his or her application is subject to verification through computer matching 
programs. Because Applicants must reapply each year, an individual notice is provided 
annually. As a result of providing an individual notice on each application, periodic 
notice is not needed under this computer matching agreement. 

J. VERIFICATION PROCEDURES 

ED may not suspend, terminate, reduce, or make a final denial of assistance under the 
Title IV Student Financial Assistance Programs or take other adverse action against an 
individual as a result of the information produced by this matching program, (1) unless 
such individual has received a notice stating the results of the match and stating that the 
individual has 30 days to provide documentation to the institution to contest the results of 
the match, and (2) until the expiration of this subsequent 30 day notice period. The 
notice will state one of the following messages depending upon the reason(s) for the 
nonmatch: 
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• 	 DHS has not yet confirmed your status as a non citizen, in an immigration status, 
commensurate with the requirements ofeligibility for the financial assistance for 
which you have applied (Item 14). DHS will continue to check its records and we 
will notify you once we receive more information from DHS. 

• 	 USCIS did not confirm that you are a non citizen, in an immigration status, 
commensurate with the requirements of eligibility for the financial assistance for 
which you have applied. You must submit proof to your school that you are in 
the requisite noncitizen immigration status. Ifyou do not submit proof within 30 
days, or longer if your school allows, you may not be eligible for Federal student 
aid. 

• 	 USCIS has not yet confirmed that you are a noncitizen, in an immigration status, 
commensurate with the requirements ofeligibility for the fInancial assistance for 
which you have applied (Item 14). You must submit proof to your school that 
you are a noncitizen, in the requisite immigration status. If you do not submit 
proof to your school within 30 days, or longer if your school allows, you may not 
be eligible for Federal student aid. 

• 	 USCIS did not have enough information to confirm that you are an eligible 
noncitizen, in an immigration status commensurate with the requirements of 
eligibility for the financial assistance for which you have applied (Item 14). You 
must contact the financial aid office at your school to find out what information is 
needed. If you do not submit the required information within 30 days, or longer 
jfyour school allows, you may not be eligible for Federal student aid. 

• 	 USCIS could not confirm that you are an eligible noncitizen, in an immigration 
status commensurate with the requirements of eligibility for the financial 
assistance for which you have applied (Item 14) because there is an issue with 
your Alien Registration Number (Item 15). You must submit proof to your school 
that you are a noncitizen in the requisite immigration status. If you do not submit 
proof within 30 days, or longer if your school allows, you may not be eligible for 
Federal student aid. 

Applicants for, or recipients of, assistance under the Title IV Student Financial 
Assistance Programs may not have their benefits suspended, terminated, reduced, denied, 
or otherwise adversely affected as a result of information produced by this matching 
program until additional procedures as specified within ED guidelines have been used to 
independently verify such information. These additional procedures are described as 
follows: 

• 	 Under 34 CFR 668.33(a)(2), Applicants for assistance under the Title IV Student 
Financial Assistance Programs must document their immigration status to prove 
their eligibility. Under current policy guidelines, institutions must independently 
verify this eligibility before disbursing Title IV Student FinanciaJ Assistance, 
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either through a visual inspection and identification of the documents or reliance 
on the automated or manual assistance of USCIS in identifying the documents. 

• 	 If an institution's independent verification of immigration status determines an 
alien applicant to be ineligible for the Title IV Student Financial Assistance 
Programs, the institution of higher education must, under 34 CFR 668.42(b)(2), 
make available to such applicant any information describing the student eligibility 
requirements which it used to make its determination. If the applicant is in 
disagreement with the institution's independent determination ofhis or her 
immigration status, the institution ofhigher education has been advised by ED 
guidelines to refer the Applicant to the USCIS and the Applicant is also provided 
the opportunity to refute any adverse status information as a result ofthe 
verification inquiry for resolution. 

K. RECORDS RELATING TO UNITED STATES CITIZENS 

This Agreement authorizes ED to use the Verification Division's system for the purpose 
of verifying the immigration status ofApplicants for the Title IV Student Financial 
Assistance Programs. Nothing in this agreement authorizes ED to use the Verification 
Division's system for the purposes ofverifying the status of any Applicant claiming U.S. 
citizenship. However, VIS contains, in addition to records relating solely to aliens, 
records relating to former lawful permanent resident aliens who have become naturalized 
U.S. citizens. It is possible that Applicants for Title IV Student Financial Assistance 
Programs may, on occasion, through fraud or error, present documentation identifying 
themselves as lawful permanent resident aliens without informing ED that the lawful 
permanent resident alien with that identity has become a naturalized U.S. citizen, thereby 
resulting in an ED inquiry to the USCIS. 

In the event USCIS receives a request for a verification of an ED applicant who is a 
lawful permanent resident (LPR) or a United States citizen, the request will be referred 
for additional verification procedures. All safeguards and protections provided by the 
CMPPA, and this Agreement regarding the use, disclosure, and security of the USCIS 
records apply to the USCIS records regarding U.S. citizens to the same extent as to the 
USCIS records relating to lawful permanent resident aliens. Pursuant to Department of 
Homeland Security Policy, privacy protections afforded to U.S. citizens and LPRs shall 
be afforded to nonLPRs and noncitizens, to the maximum extent practicable. 

L. DISPOSITION OF MATCHED ITEMS 

ED will retain all identifiable records received from the USCIS data file(s) with 
identifying information for a period not to exceed three years after the repayment or 
cancellation of a Title IV federally-insured loan in accordance with the Education 
Comprehensive Schedule, ED-RDS-Part 10, Item 16d. For applicants without a 
federally-insured loan, ED will retain all identifiable records received from the USCIS 
data files(s) with identifying information for a period not to exceed fifteen years after the 
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final Pell Grant payment or audit, whichever is first in accordance with the Education 
Comprehensive Schedule, ED-RDS-Part 10, Item 17a. At the conclusion of the 
mandatory retention period, these records will be destroyed. This procedure is consistent 
with legal retention requirements established by ED in conjunction with the National 
Archives and Records Administration. 

All matching records that ED provides to the USCIS will be returned to ED with any 
USCIS records that are matched. The USCIS will generate an automated disclosure 
accounting of the records that have been disclosed to ED. 

M. SECURITY SAFEGUARDS 

USCIS' Security Safeguards 

USCIS agrees to safeguard infonnation it receives from ED in connection with status 
verification inquiries in accordance with the Privacy Act, the IRCA, and other applicable 
statutes, as well as the requirements of the basic Agreement between ED and the USCIS. 

USCIS agrees to safeguard the infonnation provided by ED in accordance with the 
USCIS disclosure standards and to provide the name of the USCIS program inspector 
responsible for compliance with these standards. The USCIS also agrees to limit access 
to information to those individuals responsible for the verification of the alien's 
immigration status or necessary support functions or follow-up actions, and to restrict the 
further dissemination of information. 

uscrs contractor data facility where ED and USCIS information is stored complies with 
requirements of Department of Homeland Security, National Security Systems Policy 
Directive 4300B. It is a secure facility accessed only by authorized individuals with 
properly coded key cards, authorized door keys or access authorization. There is a 
security guard force, twenty-four (24) hours a day, seven (7) days a week. The building 
is protected against unauthorized access, unauthorized use of equipment, or removal of 
storage media and listings. Employees have clearances through background checks and 
are provided badges. 

ED's Seeurity Safeguards 

ED's centralized processing facility, which will move from Meriden, Connecticut, to 
Plano, Texas in the fall of 2007. has a high level of security. Access within the 
processing facility is controlled by a computerized badge reading system, while other 
areas are controlled by cipher locks with combinations that are changed monthly. All 
employees must display a photo ID upon entering the building. 

The perimeter of the both the Meriden and the Plano facilities are monitored periodically 
and the main entrances are monitored continuously by a third~party security force. 
Access to all doors, as well as to the data center's main corridors, is monitored by 12 
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CCTV cameras that can pan, zoom, and record the perimeter premises. Each facility 
monitors access 24 hours a day, 7 days a week. The CCTV cameras can record access at 
random or at a specific camera location. The cameras are connected to two VCRs for 
recording purposes. Videotapes are retained for one month before being recycled by 
physical security administration. 

ED limits access to the information received from the USCIS and maintained in the VIS 
database to those individuals responsible on a "need-to-know" basis. Individuals with a 
"need-to-know" are authorized ED employees and ED contractors who make use of the 
data to determine eligibility for Title IV Student Financial Assistance Programs and 
communicate with students, their families and Financial Aid Administrators at 
postsecondary institutions. Access to this information is controlled in accordance with a 
strict set of security procedures documented in the VIS System Security Plan, Section 4.0 
Technical Controls. An automated audit trail is maintained for all personal interactions 
within the VIS. Additionally, all changes made by authorized users of the VIS to the 
Free Application for Federal Student Aid (F AFSA) data in a new transaction also have a 
specified audit trail. All authorized users of the VIS are issued unique user IDs with 
personal identifiers, which are mandatorily changed every month. 

The Federal Information Security Management Act of 2002 requires all agencies to report 
security incidents to a Federal incident response center. The Center (US-CERT) is 
located within the DHS. All incidents involving personally identifiable information (PH) 
will be reported to US-CERT within one hour ofdiscovering the incident in electronic or 
physical form and will not distinguish between suspected and confirmed breaches. US­
CERT will forward all agency reports to the appropriate Identity Theft Task Force point­
of-contact also within one hour of notification by an agency. 

N. RECORDS USE. DUPLICATION AND REDISCLOSURE RESTRICTIONS 

ED and USCIS agree to safeguard PH that is exchanged between the agencies or their 
agents in accordance with the restrictions under the provisions of the Privacy Act. 

USCIS agrees to provide safeguards as outlined under section 121 of the IRCA, which 
states that, "such system shall not be used by the USCIS for administrative (non-criminal) 
immigration enforcement purposes". Further, the law provides for immigration status 
verification without regard to the "sex, color. race, religion. or nationality of the 
individual involved." 

ED and USCIS agree not to duplicate, re-disclose or disseminate any records from the 
other party pursuant to this matching agreement except where it is essential to conduct 
the matching program, i.e., to verify the immigration status of Applicants for the Title IV 
Student Financial Assistance Programs administered by ED (including follow-up 
actions), or where authorized by law, e.g., for necessary law enforcement investigations 
or prosecutions by ED and DHS, as appropriate, if the match uncovers activity that 
warrants such action (e.g., evidence of fraudulent claims or the use of fraudulent 
immigration documents). 
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O. RECORDS ACCURACY ASSESSMENT 


VSCIS maintains its records to a standard ofaccuracy that will reasonably assure fairness 
in any eligibility determination made on the basis of the record. 

USCIS currently estimates that information within its VIS database is 90-95% accurate in 
reflecting immigration status, but continues to undertake various actions to further 
improve the quality of the VIS database. In addition, in cases where status is not 
confirmed through VIS, Automated Additional Confirmation and Manual Additional 
Verification procedures are used, which allow VSCIS to check all necessary indices and 
files before providing ED or the institution with immigration status information. This 
process includes procedures for USCIS to correct any errors detected in the immigration 
status information. 

During the 2005-2006 award year, in which there were approximately 751.752 
Applicants for Title IV Student Financial Assistance Programs that were sent to USCIS 
to be matched. ED received no reports of discrepant data records. 

P. COMPTROLLER GENERAL ACCESS 

The GAO (Comptroller General) may have access to all ofED and the USCIS match 
result records as necessary in order to verify compliance with this agreement. 

Q. EFFECTIVE DATE 

This agreement will become effective 40 days after a report concerning the computer 
matching program has been transmitted to the Office of Management and Budget (OMB) 
(unless a request to OMB for a ten-day waiver is approved), and transmitted to the 
Congress along with a copy of the agreement, or 30 days after publication ofa computer 
matching notice in the Federal Register. whichever is later. 

The agreement (and matching activity) will expire 18 months from the effective date, 
unless within three months prior to the expiration of this agreement, the Data Integrity 
Boards approve a one-year extension of this agreement pursuant to 5 V.S.c. 
552a(0 )(2)(D). 
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R. SIGNATURES 


The undersigned are officials of the USCIS and ED who are authorized to represent their 

S. AGENCY DATA INTEGRITY BOARD APPROVALS 

Approv ~ -,.: 

Hugo Teufel, ill 
Chief Privacy Officer 
Department of Homeland Security 

Date: 9/;s/O 7 
Chairman, 
Data Integrity Board 
U.S. Department of Education 

agencies for purposes of this agreement. 

USCIS 
Date:_'-.......LI...... ...... __i<+j.Q"-7-=-­

David Bounds 
Chief 
Benefits Operations 
Verification Division 
United States Citizenship and Immigration 
Services 

ED 
Date:_______ 

Lawrence A. Warder 
Acting Chief Operating Officer 
Federal Student Aid 
U.S. Department of Education ~ 
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R. SIGNATURES 


The undersigned are officials of the USCIS and ED who are authorized to represent their 
agencies for purposes of this agreement. 

USCIS 
Date: 

David Bounds 
Chief 
Benefits Operations 
Verification Division 
United States Citizenship and Immigration 
Services 

Lawrence A. Warder 
Acting Chief Operating Officer 
Federal Student Aid 
U.S. Department ofEducation 

S. AGENCY DATA INTEGRITY BOARD APPROVALS 


Date:_______ 

Date: 

Approval:	__________ 
Hugo Teufel, III 
Chief Privacy Officer 
Department of Homeland Security 

Approval:_________ 
Michell Clark 
Chainnan, 
Data Integrity Board 
U.S. Department of Education 
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USCISIDHS - ED Data Matching Agreement 

CostlBenefit Analysis 


Award Year 2005-06 Data 


The eligibility requirements ofsection 484 (a)(5) ofthe Higher Education Act of 1965, as 
amended (HEA), and 34 CFR 668.33 (a) ofthe Student Assistance General Provisions 
regulations require, in part, a student to be a citizen or national of the United States or to 
provide evidence from the United States Citizenship and Immigration Services (USCIS). 
Department of Homeland Security (DHS), that the student is a penuanent resident of the 
United States or is in the United States for other than a temporary purpose with the 
intention ofbecoming a pennanent resident. 

Prior to the USCISIU.S. Department ofEducation (ED) data match, institutions of higher 
education were required to verify and document all eligible noncitizen applicants' 
citizenship status in order to detenuine if they were indeed in the "eligible noncitizen" 
category. However, in January of 1989 a data match was developed and implemented 
between USCIS and ED for the purpose of verifying eligible noncitizen status. As a 
resuJt of the data match, burden has been reduced on institutions. 

Applicant records whose status are "eligible noncitizens" are sent from ED's Central 
Processing System (CPS) to the USCIS database. For those applicants whose status is 
confinned via the USCIS/ED matching program, institutions do not need to collect 
additional documentation to further verify the applicant's immigration status. The 
institution has the authority to rely on the Student Aid Report (SAR) as proofthat these 
applicants are eligible noncitizens. However, for those applicants whose status cannot be 
confinued via the match (i.e., the eligible noncitizen applicant record from the CPS was 
not in the USCIS data base), institutions are required to verify and document, ifneeded, 
the applicant's immigration status. 

The following are the steps used to estimate the costs and savings associated with 
perfonuing the USCIS data match during the 2005-06 application processing cycle and 
award year using various organizations. Costs are broken out by USClS, ED, and 
institutions ofhigher education. Savings are broken out by ED and by institutions. At 
each step, the process used to estimate cost or savings is described in narrative and then 
summarized in a series of bullets showing each component calculation of the step. 



A. Costs of USCIS Data Match 

There are three main categories ofcosts associated with the USCIS match: costs to 
USCIS, costs to ED, and the costs to institutions of higher education. 

I. United States Citizenship and Immigration Services Costs 

USCIS is expected to incur on-going costs for processing all applicant records that 
are transmitted to USCIS by ED. One-time costs are not included in this analysis 
because the one-time costs were incurred when the match was put in place in 1989. 
The following are the costs that USCIS has provided to ED during the eighteen­
month processing: 

• USCIS personnel costs including fringe 	 $185,281 
benefits and overhead 

• USCIS contractor costs 	 $61,887 
• Verification Information System (VIS) 

program funding $26,329 
• VIS Data Base 	 + $36,454 

Total $309,951 

II. U.S. Department of Education Costs 

ED will incur several costs for performing the match with USCIS: the cost of 
processing the records at the CPS, the cost of leasing telephone lines for 
transmitting the match data to and from USCIS, and the cost ofadministering the 
match. Each ofthese categories of costs are presented below. 

CPS Processing Cost 
The CPS will incur costs for the ongoing processing of the records that will be 
sent to USCIS. Only those records that meet the following criteria wilt be 
transmitted to USCIS for data match processing purposes: 

• Alien registration number is in the range of AOOOOOOOOI through 
A059999999 or A070000000 through A999999999; 

• Date of birth is non-blank; 

• Last name and first name are non-blank; and 

• USCIS flag is not equal to Y (i.e., not already verified). 

751,752 applicant records were sent to USCIS during the 1S-month 2005-06 
processing cycle. The incremental cost to ED for processing and transmitting 
these applicant records for the USCIS match, is estimated by ED operations 
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staff to be $0.01 per record transmitted. Therefore, the total cost for processing 
application records for the uscrs match is: 

• Records sent to USCIS 751,752 
• Processing cost per record x $0.01 

Total $7,518 

Currently, schools require applicants who are not identified in the match as 
being eligible noncitizens (i.e., records which were transmitted for data 
matching purposes resulted in a "No" match) to have the applicant records 
reprocessed (history corrections). In 2005-06, 123,239 records transmitted to 
USCIS resulted in a "No" match (from CPS Table MTC-07). It is assumed that 
approximately 25% of these "No" match records, or 30,810, were reprocessed. 
The cost of reprocessing each record is $.084. Therefore, the total cost to 
reprocess the history corrections for records with a "No" match results is 30,810 
x $0.084 $2,588. 

• "No" match records 	 123,239 
• Percent returning as corrections 	 x .25 
• Total corrections 	 30,810 
• 	 Processing cost per record x $0.084 

Total $2,588 

The CPS processing cost is $10,106, which represents the total cost ofprocessing 
original records plus the cost ofprocessing history corrections: 

• Application record processing 	 $7,518 
• History correction processing 	 +$2.588 

Total $10,106 

Cost of Leasing Telephone Line 
ED leases a dedicated telephone line for electronically transmitting the match 
files to and from uscrs. The cost of leasing this telephone line for the purpose 
ofperfonning the USCIS match during the 2005-06 eighteen-month processing 
cycle was $9,432. 

Lease telephone line cost per month $524 
Multiplied x 18 processing months L.il. 
Total cost of leased telephone line $9,432 

ED Administrative Costs 
ED staff is involved in monitoring the match and evaluating its effectiveness. A 
number ofED staff are involved, none on a full-time basis. For the purpose of 
this analysis, they are averaged into the level of effort required by one full-time 
employee at a GS-13, step 1 grade level which equates to a salary of $79,397 per 
year (Office of Personnel Management GS Schedule for Washington-Baltimore 
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area). The level of effort required for the users match is estimated to be 
approximately one-quarter person to perform the duties of the match during the 
18 month application processing cycle. The total ED administrative cost is 
$32,751 ($79,397 x .25 = $19,849 + ($79,397/2 x .25 = $9,925) = $29,774, 
which is then increased by 10% to account for fringe benefits and overhead costs, 
for a total cost of$32,751. 

Total ED Costs 
The total costs to ED for processing the records, leasing telephone lines, and 
administrative costs is $52,289: 

• ED record processing $10,106 
• Leased telephone line $9,432 
• ED administration +$32,751 

Total $52,289 

III. Institutional Costs 

As mentioned previously, institutions ofhigher education are required to verify and 
document all applicants whose immigration status cannot be confirmed via the 
match. 

Current data indicates that in 2005·06 the USCIS match resulted in 123,239 records 
reporting a "No" match result. Applying the program eligibility (.581) and the 
show-up rate reductions (.764) to this figure results in the estimated number of 
institution match records of 54,704. 

To calculate the institutions' costs, it is assumed that the equivalent of a full-time 
employee at a GS-9 step 1 grade level (OPM hourly rate of $22.06) is assumed to 
take about one quarter-hour (15 minutes) to verify and document each record for 
whom a match did not occur. This amount is increased by 10% to account for 
fringe benefits and overhead to $24.27. The hourly amount is then divided by 4 to 
obtain the amount for one-quarter hour, or $6.07. The institutions' total cost of 
verifying and documenting the 54,704 "No" match result records times $6.07, labor 
cost for 15 minutes effort, for a total of $332,053. 

• GS-9 hourly salary step 1 	 $22.06 
• Fringe benefits and overhead rate x 110% 
• Annual employee cost 	 $24.27 
• Time to process USCIS match record 	 4 
• Hourly cost to process USCIS match 	 $6.07 
• Institution USCIS match records 	 x 54,704 

Total $332,053 
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IV. Total USCIS Data Match Costs 
The total costs to USCIS, ED, and institutions of the USCIS data match are 
$694,293. 

• USCIS cost 
• ED cost 
• Institutions' cost 

Total 

$309,951 
$52,289 

+ $332,053 
$694,293 

B. Savings Attributable to USCIS Data Match 

There are two categories ofsavings that can be attributed to performing the data 
match between ED and USCIS: the cost avoidance by the Federal government of 
not disbursing Title IV student aid to ineligible applicants, and the reduction in 
burden for institutions by having to confirm the citizenship/immigration status on a 
much smaller pool of students (i.e., those that did not match with the USCIS file). 
The savings attributable to each of these categories is described below. 

I. Government Cost Avoidance 

By matching the Title IV applicants to the USCIS files, ED is able to improve its 
ability to identify students who attempt to fraudulently receive Federal student aid 
under a false immigrant status. Thus, the government will avoid the cost of 
disbursing Title IV aid funds to individuals who would otherwise receive aid had 
the match not existed. As shown above, 123,239 students who indicated they were 
eligible noncitizens or who reported Alien Registration Numbers were subsequently 
found not to be in the USCIS files (i.e., records for which a "No" match result was 
received from USCIS). It is necessary to calculate how many of these "No" match 
students would have been student aid recipients in any case, and how many will be 
eliminated from eligibility because they cannot provide satisfactory documentation 
proving their eligibility. Thus, an estimate ofeligibility for student aid programs 
and receipt ofaid is required. 

For this analysis, the 2005-06 rate of qualification of all students applying for the 
Federal Pell Grant Program is 58.1%. Thus, the 123,239 "No" match records were 
multiplied by the Pell Grant eligibility rate of 58.1 %, reSUlting in an estimated 
71,602 "No" match records qualifYing for (but not necessarily receiving) Federal 
student aid. This number must be reduced to account for the number ofeligible 
students who actual1y receive Federal student aid. The 2005-06 show-up rate for 
the Pell Grant Program eligible applicants is 76.4%. Applying this percent to the 
71,602 eligible students with a "No" match, results in an estimated 54,704 students 
who would have become recipients ofsome sort ofFederal student aid. 

Some of these students, however, knowing they are not eligible to receive Federal 
student aid, will be dissuaded from actually attempting to receive aid by the 
prospect of verifying their immigration status. Others, during the process of 
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verifying their status at the institution, will be found not to be eligible. No hard data 
exists concerning the number of uNo" match students identified by USCIS who are 
subsequently found not to be in compliance. It is reasonable to assume, however, 
that the vast majority of these "No" match students are not in compliance and 
potentially could receive aid. For this analysis, only 1 % of"No" match students 
who would otherwise receive aid will be found not to be in compliance, and 
therefore not receive aid, or 54,704 x 1% 547. Even this conservative estimate 
yields significant savings. It is assumed that these noncompliant students would 
have received student aid at levels similar to all other aid recipients. Multiplying 
the number of students not in compliance times the average aid received by all 
students yields the estimate ofcost avoidance savings. 

The estimated average amount of Federal Title N student aid received is $6,883. 
The total savings to the government as a result of the match is 547 x $6,883 = 
$3,765,001. 

• Number of"No" match result students 123,239 
• Eligibility percent x 58.1% 
• Total eligible 71,602 
• Show-up rate x 76.4% 
• Total recipients before compliance adjustment 54,705 
• Percent of recipients not in compliance x 1% 
• Potential recipients not in compliance 547 
• Average federal student aid received x $6,883 

Total $3,765,001 

II. Institutions' Savings 

Institutions are required to verify and document all applicants whose immigration 
status cannot be confirmed by the USCIS match. If the match was not in effect, any 
student reporting a status ofeligibIe noncitizen or reporting an Alien Registration 
Number on the application would be required to verify their status at the institution. 
Performing a match with USCIS significantly reduces the number ofstudents that 
institutions must verify, and therefore reduces the burden and administrative costs 
that institutions would otherwise incur. Without the match, all 751,752 students 
earmarked for the USCIS match would have to be verified at the institutions. From 
the analysis above, it costs institutions approximately $6.07 per record to process a 
USCIS verification. The total cost to institutions, then, ifno USCIS match existed, 
would be 751,752 x $6.07 = $4,563,135. As described above, the estimated cost to 
institutions with the USCIS match in place is $332,053. Therefore, the total 
savings to institutions by having a USCIS match is $4,563,135 - $332,053 
$4,231,082. 

• Number of applications sent to USCIS 751,752 
• Cost to process single student x $6.07 
• Total institutions' cost without match $4,563,135 
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• Total institutions' cost with match 	 -$332,053 
Total $4,231,082 

III. Total USCIS Data Match Savings 

The total savings attributable to the USCIS data match is: 

• Government cost avoidance 	 $3.765,001 
• Institutions' savings 	 +$4,231,082 

Total $7,996,083 

IV. CostIBenefit Ratio 

The ratio of total costs to total benefits is the sum ofmeasurable cost divided by the 
sum of measurable benefits is: 

• Total Cost 	 $694,293 
• Total Benefits $7,996,083 

Cost to Benefit Ratio 0.0868 
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4000-01-U 

DEPARTMENT OF EDUCATION 

Privacy Act of 1974; Computer Matching Program 

AGENCY: Department of Education 

ACTION: Notice - Computer Matching between the Department 

of Education and the Department of Homeland Security, 

United States Citizenship and Immigration Services, 

formerly the Immigration and Naturalization Service. 

SUMMARY: Pursuant to the Office of Management and Budget 

(OMB) Final Guidance Interpreting the Provisions of Public 

Law 100-503, the Computer Matching and Privacy Protection 

Act of 1988, (54 FR 25818 (June 19, 1989» and OMB Circular 

A-130, Appendix I (65 FR 77677 (December 12, 2000») notice 

is hereby given of the computer matching program between 

the Department of Education (ED) (the recipient agency), 

and the Department of Homeland Security, United States 

Citizenship and Immigration Service (USCIS), (the source 

agency) . 

In accordance with the Privacy Act of 1974 (5 U.S.C. 

552a), as amended by the Computer Matching and Privacy 

Protection Act of 1988, and OMB Circular A-130, the 

following information is provided: 

1. Names of Participating Agencies. 
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The U.S. Department of Education and the U.S. 

Department of Homeland Security, USCIS. 

2. Purpose of the Match. 

The matching program entitled "Verification Division 

USeIS/ED" will permit ED to confirm the immigration status 

of alien applicants for, or recipients of, financial 

assistance under Title IV of the Higher Education Act of 

1965, as amended (HEA), as authorized by section 484{g) of 

the HEAi 20 U.S.C. 1091(g). The Title IV programs include: 

the Federal Pell Grant Program; the Academic 

Competitiveness Grant Program; the National Science and 

Mathematics Access to Retain Talent Grant Program; the 

Federal Perkins Loan Program; the Federal Work-Study 

Program; the Federal Supplemental Educational Opportunity 

Grant Program; the Federal Family Education Loan Program; 

the William D. Ford Federal Direct Loan Program; the 

Leveraging Educational Assistance Partnership Program; and 

the Gaining Early Awareness and Readiness for Undergraduate 

Programs. 

3. Authority for Conducting the Matching Program. 

The information contained in the USCIS data base is 

referred to as the Verification Information System (VIS), 

and is authorized under the Immigration Reform and Control 

Act of 1986 (IRCA), Pub. L. No. 99-603. ED seeks access to 
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the VIS database for the purpose of confirming the 

immigration status of applicants for assistance, as 

authorized by section 484(g) of the HEA, 20 U.S.C. 1091(g), 

and consistent with the Title IV student eligibility 

requirements of section 484 (a) (5), 20 U.S.C. 1091 (a) (5) of 

the HEA. USCIS is authorized to participate in this 

immigration status verification under section 103 of the 

Immigration and Nationality Act, as amended, 8 U.S.C. 1103. 

4. Categories of Records and Individuals Covered. 

The records to be used in the match and the roles of 

the matching participants are described as follows: 

Through the use of user identification codes and passwords, 

authorized persons from ED will transmit electronically 

data from its Privacy Act system of records entitled, 

"Federal Student Aid Application File (18-11-01)" to USCIS. 

The data will include the alien registration number, the 

First and Last Name, date of birth, current Social Security 

Number and the answer to the question, "Are you male or 

female?" of the alien applicant for, or recipient of, Title 

IV assistance. This action will initiate a search for 

corresponding data elements in a USCIS Privacy Act system 

of records entitled "Verification Information System 

Records Notice (DHS-2007-0010)." Where there is a match of 

records, the system will add the following data to the 
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record and return the file to ED: the Primary or Secondary 

Verification Number, a code indicating whether the student 

was confirmed to be an eligible non-citizen or if a 

determination could not be made, the date of entry into the 

U.S., country of birth, and the users status code of the 

alien applicant or recipient. In accordance with 5 U.S.C. 

552a(p), ED will not suspend, terminate, reduce, or make a 

final denial of any Title IV assistance to such individual, 

or take other adverse action against such individual, as a 

result of information produced by such a match, until 

(1) (a) ED has independently verified the information; or 

(b) the Data Integrity Board of ED determines in accordance 

with guidance issued by the Director of the OMB that (i) 

the information is limited to identification and amount of 

benefits paid by ED under a Federal benefit program; and 

(ii) there is a high degree of confidence that the 

information provided to ED is accurate; (2) the individual 

receives a notice from ED containing a statement of its 

findings and informing the individual of the opportunity to 

contest such findings by submitting documentation 

demonstrating a satisfactory immigration status within 30 

days of receipt of the notice; and (3) 30 days from the 

date of the individual's receipt of such notice has 

expired. 
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5. Effective Dates of the Matching Program. 

The matching program will become effective 40 days 

after a copy of the computer matching agreement, as 

approved by the Data Integrity Board of each agency, is 

sent to Congress and OMB, unless the requested ten-day 

waiver is approved by OMB or unless OMB objects to some or 

all of the agreement, or 30 days after publication of this 

notice in the Federal Register, whichever date is later. 

The matching program will continue for 18 months after the 

effective date and may be extended for an additional 12 

months thereafter, if the conditions specified in 5 U.S.C. 

552a(0) (2) (D) have been met. 

6. Address for Receipt of Public Comments or Inquires. 

Ms. Marya Dennis, Management and Program Analyst, U.S. 

Department of Education, Federal Student Aid, Union Center 

Plaza, 830 First Street, NE., Washington DC 20002-5345. 

Telephone: (202) 377-3385. If you use a telecommunications 

device for the deaf (TDD) , you may call the Federal Relay 

Service at 1-800-877-8339. 

Individuals with disabilities may obtain this document 

in an alternative format (e.g., Braille, large print, 

audiotape or computer diskette) on request to the contact 

person listed in the preceding paragraph. 

Electronic Access to This Document 
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You may view this document, as well as all other 

documents of this Department published in the Federal 

Register, in text or Adobe Portable Document Format (PDF) 

on the Internet at the following site: 

www.ed.gov/news/fedregister. 

To use the PDF you must have Adobe Acrobat Reader, 

which is available free at this site. If you have 

questions about using PDF, call the u.s. Government 

Printing Office (GPO), toll free, at 1-888-293-6498; or in 

the Washington, DC, area (202) 512-1530. 

Note: The official version of this document is the 

document published in the Federal Register. Free Internet 

access to the official edition of the Federal Register and 

the Code of Federal Regulations is available on GPO access 

at: http://www.gpoaccess.gov/nara/index.html 

AUTHORITY: 5 U.S.C. 552ai Pub. L. No 100-503. 

Dated: 

Acting Chief Operating Officer 
Federal Student Aid. 

Lawrence A. Warder 
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COMPUTER MATCHING AGREEMENT 

between the 


DEPARTMENT OF HOMELAND SECURITY 

and the 


SOCIAL SECURITY ADMINISTRATION 


This computer matching agreement sets forth the responsibilities of the Social Security 
Adrnifllstration (SSA) and the Department of Homeland Security (DHS) with respect to 
disclosure of information for the purposes identified in this agreement. It is executed 
under the Privacy Act of 1974, 5 U.S.C. 552a, as amended by the Computer Matching 
and Privacy Protection Act of 1988, as amended, and the regulations and guidance 
promulgated thereunder. 

I. 	 LEGAL AUTHORITY, DEFINITIONS AND PURPOSE 

A. 	 Legal Authority 

nle Privacy Act. 5 U.S.C. 552a, as amended, regulates the use of computer 
rnatching by Federal agencies when records in a system of records are matched 
with other Federal, State or local government records. It requires Federal 
aqencies involved in computer matching to 

1. 	 Negotiate written agreements with the other agency or agencies participating 
in the matching programs; 

2. 	 Obtain the approval of the match agreements by the Data Integrity Boards of 
the participating Federal agencies; 

3. 	 Furnist1 detailed reports about matching programs to Congress and OMB; 

4. 	 Notify applicants and beneficiaries that their records are subject to matching; 
and. 

5. 	 Verify match findings before reducing, suspending, terminating or denying an 
Individual's benefit payments. 

As further detailed below, legal authority for the relevant disclosures is contained 
in sections 202(n) of the Social Security Act ("Act"), as amended by section 412 
of Pub. L 108-203, 1611 (f), and 1614(a)(1) of the Act (42 U.S.C. 402(n)), 1382(f) 
and 1382c(a)(1) of the Act, and the Immigration and Nationality Act (INA), 8 
U.S C. 1611 and 1612. Section 1631(e)(1 )(B) of the Act, 42 U.S.C. 
1383(e)( 1 )(B), requires SSA to verify declarations of applicants for and recipients 
of SSI payments before making a determination of eligibility or payment amount. 
Section 1631{f) of the Act (42 U.S.C. 1383(f)) requires Federal agencies to 
provide SSA with information necessary to verify SSI eligibility or benefit amounts 
or to verify other information related to these determinations. In addition. section 



202(n )(2) of the Act specifies that the "Attorney General or Secretary" [of the 
Department of Homeland Securityj notify the Commissioner of Social Security 
when certain individuals are removed under specified provisions of section 
2:J7{a) or under section 212{a)(6)(A) of the INA 

8. 	Definitions 

1. 	 "Act" means Social Security Act. as amended. 

2. 	 "INA" means Immigration and Nationality Act. 

3. 	 "Disclose" and "disclosure" means the release of information with or 

without the consent of the individual, or as otherwise authorized by the 

Privacy Act of 1974 as amended, 5 U.S.C. 552a. by either DHS or SSA 


4. 	 "Removed" means indIviduals who were deported from the United States 
under section 241(a) of INA in effect before April 1997. or removed from the 
United States under section 237(a) or section 212(a)(6)(A) of the INA in effect 
;lS of April 1997. 

5. 	 "OHS" means the Department of Homeland Security. 

6. 	 "MBR" means Master Beneficiary Record. 

7. 	 "NH" means the number holder or the owner of the social security number; 
i e the person to whom the social security number has been assigned. 

8. 	 "RSDI" means the Retirement, Survivors and Disability Insurance programs 
(Joverned by Title II of the Act. 

9. 	 "SSA" means the Social Security Administration. 

10. 	"551" means the Supplemental Security Income Program. SSI is the Federal 
program established under Title XVI of the Act to provide benefits to aged. 
blind and disabled individuals with income and resources below levels 
established under that title. 

11. 	 "SSR" means Supplemental Security Record. 

12. 	 "SSN" means Social Security Number. 

13. 	 "SAVE" means Systematic Alien Verification for Entitlements Program. 

14. 	 "VIS" means Verification Information System. VIS is the database utilized by 
the SAVE program to maintain updated information about the current 
immigration status of certain individuals. 



15. 	 "DACS" Deportable Alien Control System is the database utilized by ICE to 
track relevant information of aliens in removal proceedings that includes 
closure of case, bond information, any court action and disposition of case. 

16. 	 "Pub. L 108·203" means the Social Security Protection Act of 2004. 

C. Purpose of the Matching Program 

The purpose of this agreement is to establish the conditions, safeguards and 
procedures for the disclosure of information relating to aliens for matching 
purposes by DHS and SSA. DHS will disclose two separate data files through a 
computer matching operation for SSA's use in making federal benefit eligibility 
determinations as follows: 

'I. Aliens who Leave the United States Voluntarily 

SSA will use one data file in identifying resident aliens who are SSI recipients 
and who have left or plan to leave the United States for any period of 30 
consecutive days. DHS will disclose information from the Computer Linked 
/\pplication Information Management System (CLAIMS) to SSA to identify 
trwse resident aliens who may be ineligible for benefits because they have 
been outside the United States for 30 consecutive days during the benefit 
perloci. 

I~esident aliens are entitled to SSI benefits for any month in which they 
reside In the United States. An individual is ineligible to continue to receive 
SSI benefits In the event he or she resides outside the United States for any 
period of 30 consecutive days, See section 1611 (f) of the Act and 20 CFR § 
416.1327. If an individual is absent from the United States for 30 consecutive 
clays. section 1611 (f) of the Act also provides that he/she be treated as 
remaining outside the United States until he/she has been in the United 
States for a period of 30 consecutive days. 

2. Aliens Who are Removed from the United States 

Section 202(n)(1 )(A) of the Act prohibits payment of retirement or disability 
Insurance benefits to number holders (NHs) who have been removed from 
the US. on certain grounds specified under section 237(a) or under section 
212(a)(6)(A) of the INA. No monthly retirement and/or disability benefit may 
be paid to such NHs for the month after the month in which SSA is notified 
by the Secretary of Homeland Security that the NH has been removed or 
before the month in which the NH is subsequently lawfully admitted to the 
United States for permanent residence. SSA will use a second data file 
[Jrovided by DHS to determine NHs who have been removed and, thus, who 
rnay be subject to nonpayment of their Social Security retirement and/or 



disability benefits or sllspension of their SSI payments. 

Section 202(n)(1 )(8) of the Act prohibits payment of auxiliary or survivors 
benefits to certain individuals who are entitled to such benefits on the record 
of a NH who has been removed from the United States on certain grounds 
as specified in the above paragraph. Nonpayment of benefits is applicable 
for any month such auxiliary or survivor beneficiary is not a citizen of the 
United States and is outside the United States for any part of the month. 
B(mefits cannot be initiated (or resumed) to such auxiliary or survivor 
beneficiaries who are otherwise subject to nonpayment under these 
provisions until the removed NH has been subsequently lawfully admitted to 
the United States for permanent residence. In addition, removals within this 
second data file may be subject to suspension of their SSI benefits under 
section 1614(a)(1)(8)(i) of the Act, which provides, in part, that an SSI 
recipient must be a resident of the United States. Further. if an SSI recipient 
IS not a U.S, citizen, 8 U.S C 1611 and 1612 of the INA provide that an alien 
who IS not a qualified alien within the statutory definitions applicable to those 
sections is ineligible for SSI benefits. and those who are qualified aliens will 
have their eligibility severely restricted. 

rtle removal file will be used to identify aliens whose SSI benefits may be 
subject to these eligibility requirements, and who may under these 
requirements. as opposed to earlier requirements in section 1614 of the Act. 
be ineligible for SSI as a result of their status as removals. 

As the recipient agency using the results of the match in its programs, SSA 
will publish the required Privacy Act Notice of this matching program in the 
EQ.deral R~_ister 

The SSA component responsible for the matching activity is the Office of 
Income Security Programs. The SSA component responsible for alien policy 
questions is the Office of Income Security Programs (for voluntary absences 
from the United States and removals involving SSI recipients) and the Office 
of International Programs (for removals involving RSDI claimants and 
recipients) The DHS components are the U.S. Citizenship and Immigration 
Services (CIS). Office of Service Center Operations (OSCO). and Immigration 
and Customs Enforcement (ICE). Office of Detention and Removal (ODR). 

II. JUSTIFICATION AND ANTICIPATED RESULTS 

A. Justification 

Computer matching is believed to be the most efficient and comprehensive 
method of collecting and comparing this information. There is no other 
administrative activity that could be employed to accomplish the same purpose 
with the same degree of efficiency or accuracy. 



B. Anticipated Results 

1. Aliens Who Leave the United States Voluntarily 

One intent of this match is to identify those resident aliens who should have 
their SSI benefit payment suspended because they have voluntarily left the 
United States for a period of 30 consecutive days or more. Savings will result 
from the withholding of SSI benefits by performing this matching program. 
SSA expects to save $726,500 annually from cases suspended and put into 
nonpayment status. 

2. Aliens Who are Removed from the United States 

rt1e secomi Intent of this match IS to identify NHs whose Title /I Social 
Security retirement and/or disability benefits (and under certain conditions the 
benefits of their dependents or survivors) should be stopped under section 
202(n) of the Act because the NHs have been removed from the United 
States on certain grounds specified in section 237(a) or under section 
) 12(a}(6)(A) of the INA. 

rhis match will also identify individuals who, by virtue of their status as 
removals, may be ineligible for SSI benefits, because they no longer meet 
certain SSI eligibility requirements that an SSI recipient be a resident of the 
United States and (1) a U.S. citizen, (2) a qualified alien eligible under 8 
U.S C. '1611, or (3) for periods prior to the effectiveness of 8 U.S.C. 1611 and 
1612, an alien meeting the criteria under section 1614(a)(1)(8)(i) of the Act 
that an alien be lawfully admitted for permanent residence or otherwise 
permanently residing in the United States under color of law. SSA expects to 
Selve $7.8 million in overall RSDI/SSI benefits annually by performing this 
matching program. The expansion of section 202(n) as amended by PUb. L. 
No. 108-203. section 412, to apply NHs removed from the United States 
under section 237(a} or under section 212(a)(6)(A) will materially expand the 
number of individuals who are subject to nonpayment of their Social Security 
Title II RSDI benefits, thus enhancing the savings derived from the matching 
program. 

3. Matching Agreement Benefits and Costs: 

The benefits of this matching operation include the detection and recovery of 
retroactive overpayments, the avoidance of future overpayments due to 
changes in the recurring benefit amount. 

TIle costs of developing the match results for Title II were $26,125 with an 
annual savings of $1,146,000, resulting in a benefit-to-cost ratio of 43.9 to 1. 
For Title XVI the costs were $221,033 which provided a benefit savings of 
$126,511 resulting in a benefit-to-cost ratio of 3.3 to 1. The combined annual 
benefit savings for Title II and Title XVI were $1,872,500 with a total cost of 



$247,158 resulting in a benefit-to-cost ratio of 7.6 to 1. (See page 20 for the 
complete cost benefit analysis for this agreement.) 

III. DESCRIPTION OF THE RECORDS TO BE MATCHED 

A. 	 Systems of Records and Specific Elements Used 

1. 	Aliens who Leave the United States Voluntarily (Title XVI) 

Systems of Records: 

rhe DHS system of records used in the match is the Computer Linked 
Application Information Management System (CLAIMS). Justice/INS-013, 
most recently published at 62 FR 59734 (November 4. 1997) which is 
electronically formatted for transmission to SSA. SSA systems of records 
used In this portion of the matching program are the Master Files of Social 
Security Number (SSN) Holders (NUMIDENT). SSA/OEEAS 60-0058 full text 
published at71 FR 1795,1815 (January 11, 2006), and the Supplemental 
Security Income Record and Special Veterans Benefits (SSRISVB). 
SSAIODSSIS 60-0103 full text published at 71 FR 1795,1830 (January 11. 
200(5) 

Specific Data Elements Used: 

The Data Elements Furnished by the DHS CLAIMS System (JusticellNS 
013) are: 

The allen's name, SSI\I, date of birth. alien identification number, date of 
departure and expected length of stay. To verify the SSN, CLAIMS data will 
be matched against the names, DOB. and SSNs of SSA's Numident and 
Alpha Index files. Verified SSNs will be stored and matched against the same 
c::lements in SSA's SSR files. 

2. 	 Aliens who are Removed from the United States (Title XVI, 551 and Title 
II, RSDI) 

System of Records: 

The DHS system of records used in the match is the Deportable Alien Control 
System (DACS) Justice/lNS-012. full text published at 65 FR 46738. (July 31, 
2000) modified at 66 FR 6672, (January 22.2001), electronically formatted 
for transmission to SSA. DACS is scheduled to be replaced by the Enforce 
F~emoval Module (EREM). 

SSA systems of records used in this portion of the matching program are the 
Master Files of Social Security Number Holders (NUMIDENT), SSAJOEEAS 
60-0058 full text published at 71 FR 1795, 1815 (January 11, 2006), and the 



Master Beneficiary Record (MBR), SSA/OEEAS 60-0090, full text published 
at 71 FR 1795, 1826 (January 11,2006). and the SSRISVB, SSAlODSSIS 
fiO-0103. full tf)xt published at 71 FR 1795,1830 (January 11,2006). 

Under an (--}xistmg Interagency Agreement (1M) between the agencies, 
SSA has automated access to the DHS Systematic Alien Verification for 
Entitlements (SAVE) program that utilizes the Verification Information System 
(VIS). DHS-USCIS-004 72 FR 17569 (April 13,2007). This system provides 
Information on the current immigration status of aliens who have Alien 
Identification Numbers (nAn numbers). SSA will utilize the automated access 
to the SAVE program, as discussed further in the "Verification" section of the 
agreement, to verify current immigration status of aliens both where the 
irnmediate DACS (Justice/INS-012) match or any future claims activity 
Indicate an alien has been deported. The parties do not consider this 
verification as a separate match subject to the provisions of the Computer 
Matching and Privacy Protection Act (CMPPA); such verifications will be 
conducted in compliance with the terms of the aforementioned IAA. 

Specific Data Elements Used: 

The data elements furnished by DACS (Justice/INS 012) are the removals 
name and alias (if any), SSN (if available), DOB, sex, country of birth, country 
to which removed, date of removal, the final removal charge code and DHS 
"A" number. 

verify the SSN. DACS data will be matched against SSA's Numident and 
Alpha-Index files (60-0058). Verified SSNs are matched against the existing 
MBR and SSR records to locate removals (and their dependents or survivors, 
if any) who have already claimed and are currently receiving RSDI and/or SSI 
benefits. Data verified through this matching program will also be retained on 
the MBR (SSAlOEEAS 60-0090), to be associated with future claims activity. 
(When an RSDI or SSI claim is filed on a Social Security record where DHS 
I,ClS previously reported a removal via this match program, a remark on the 
claimant's earnings record will alert operational personnel responsible for 
adjudicating the claim to the removal involvement). 

B. Number of Records Involved 

1. Aliens who Leave the United States Voluntarily 

The electronic files provided by DHS to SSA will annually contain 
approximately 250,000 records of aliens who have left the United States 
voluntarily as described above in section II I.A. 1 and will be matched against 
a 5 million records on the SSR. 



2. Aliens who are Removed from the United States 

The electronic files provided by OHS to SSA will annually contain 
approximately 63,000 records of removed aliens as described above in 
Section 11I.A.2 that will be matched against approximately 40 million records 
on the MBR and 7.2 million records on the SSR. 

IV. PROCEDURES FOR INDIVIDUALIZED NOTICE 

SSI-\ will provide direct notice, in writing. to all applicants at the time of application for 
SSI or RSOI benefits that their records will bE:: matched against those of other 
aqencies to verify their eligibility or payment amount and similar periodic notice will 
be provided to all SSI and RSOI benefit recipients at least once during the life of the 
match SSA notices will be provided in Spanish and English where there is a 
1'1ispamc Indicator on the MBR. The same notice printed in English is included in the 
rnalling This periodic notification is accomplished in a variety of ways. 

For 8x<lmple. both of the following include computer-matching notification: 

a. 	 The annual Cost of Livin~J Adjustment (COLA) notice received by all RSOI 
beneficiaries: and. 

b. 	 The COLA notice received annually by SSI recipients. 

SSA will also publish specific notices of this matching program in the FR, in 
accordance with the requirements of the Privacy Act and applicable OMB guidelines. 

V. 	 VERIFICATION AND OPPORTUNITY TO CONTEST 

A. Verification 

1. 	 Aliens Who Leave the United States Voluntarily 

SSA will make all efforts required under 5 U.S.C. 552a(p) to verify match 
Iflformation pertaining to an affected person, before taking any action based 
Of) this match. 

SSA will not take any action to deny, reduce, suspend or terminate SSI 
payments based solely on data obtained from this match. Match results 
indicating that an alien has notified the OHS of his intent to be absent from 
tt1e country for a period of time that would make him ineligible for benefits will 
trigger a multi-step verification process by SSA which includes requesting a 
report from the individual of the information necessary to determine the alien's 
continuing eligibility or to determine the correct amount of benefits payable. 



2. Aliens Who are Removed from the United States 

SSA will not take any action to deny. reduce. suspend or terminate any 
benefit based solely on removal data obtained from this match. In RSDI 
cases where discrepant information may be produced by SSA alert 
development, SSA will verify status through VIS/SAVE. For instance, when 
necessary, SSA will request or conduct further development (including 
secondary verification, where appropriate) if the VIS/SAVE database and the 
removal report generated as part of this match are inconsistent with respect 
to the NH's current immigration status or there is some other indication that 
the removal report is incorrect or does not apply to the NH. In cases where 
the VIS/SAVE database or other information immediately available to SSA is 
sufficient to establish that suspension of RSOI benefits under the removal 
provisions is not warranted. benefits will continue without further 
development. 

In SSI cases under sub-sections 1 and 2 above, SSA will make personal 
follow-up requests prior to suspending benefits when individuals do not 
respond to requests. These attempts typically include telephone contacts, 
inquiries with landlords and employers, service agencies, etc. The purpose of 
these Inquiries is to obtain information on whether the individual actually 
departed the country, the length of his absence from the United States and 
whether the individual re-established residency. SSA offers assistance to the 
individual. as needed, to comply with information requests. Any subsequent 
action to adjust. suspend or terminate benefits will be based upon the 
outcome of these efforts. 

B. 	 Opportunity to Contest 

Before taking any adverse action based on the information received from the 
match and SAVE verification, SSA agrees to provide all individuals for whom 
SSA deCides such adverse action is necessary with the following information: 

1. 	 Aliens Who Leave the United States Voluntarily 

a. 	 Where SSA has received information pertaining to the alien's absence 
from the United States which indicates that specified adverse action is 
necessary. the specific information that indicates the necessity for adverse 
action will be provided to the individual receiving Title XVI SSI payments. 

b. 	 The Individual receiving Title XVI SSI payments has 10 days from the date 
of the notice to contact SSA and contest the adverse decision. (See 20 
C.F.R. § 4161336.) 

c. 	 Unless the individual notifies SSA otherwise within the time period 
specified. SSA will conclude that the data provided by DHS is correct and 
will make the necessary adjustment to the individual's SSI benefits. 



2. 	 Aliens Who are Removed from the United States 

a. 	 Where SSA has received information from DHS pertaining to the alien's 
removal from the United States that indicates that specified adverse action 
is necessary, the specific information, which indicates the necessity for the 
adverse action will be provided to the individual receiving Title XVI SS! 
payments. 

b. 	 The individual receiving Title XVI SSI payments has 10 days anel the 
individual receiving Title II RSDI benefits has 30 days from the date of the 
notice to contact SSA and contest the adverse decision. 

c. 	 Unless the Individual notifies SSA otherwise within the time period 
specified, SSA will conclude that the data provided by DHS is correct and 
will make the necessary adjustment to the individual's RSDI or SSI 
benefits 

VI. PROCEDURES FOR RETENTION AND TIMELY DESTRUCTION OF 
IDENTIFIABLE RECORDS 

A. 	 Aliens Who Leave the United States Voluntarily 

SSA will retain the identifiable records received from DHS only for the period of 
time required for any processing related to the matching program and will then 
destroy the records as soon as the information has served the matching 
program's purpose, by means of demagnetization. Information verified as a 
result of this program may be retained in the individual's file folders in order to 
meet evidentiary requirements. In the latter instance, each agency will retire 
identifiable records in accordance with a National Records and Archives 
Administration (NARA) approved record retentions schedule subject to applicable 
retention requirements, DHS may retain one copy of the information provided to 
SSA as its record of disclosure in accordance with the disclosure accounting and 
retention requirements of subsections (c)(1) and (c)(2) of the Privacy Act, as 
amended. 5 U.S.C. 552 a(c)(1) and (2) 

B. 	 Aliens Who are Removed from the United States 

SSA will retain the identifiable records received from DHS only for the period of 
time required for any processing related to the matching program and will then 
destroy the records as soon as the information has served the matching 
program's purpose, by means of demagnetization. Under applicable legal 
retention requirements, SSA will retain the identifiable records verified through 
this matching program on the MBR unless, SSA deletes them because: 

1. 	 It is established that the DHS/SSA data match was incorrect and the NH on 
the SSA record is not the same person as the individual reported by DHS to 
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have been removed or, 

2. 	 DOGumentation is submitted to establish the N H was lawfully admitted to the 
United States for permanent residence subsequent to the removal. When 
necessary, removal information will be retained in the individual's file folders 
In order to meet evidentiary requirements. In the latter instance. each agency 
will retire evidentiary records in accordance with a NARA approved record 
retentions schedule subject to applicable retention requirements. 

Subject to applicable retention requirements. DHS will retain one copy of 
the information provided to SSA as its record of disclosure in accordance with the 
disclosure accounting and retention requirements of Privacy Act, as amended, 5 
U.SC 552a(c)(1) and(2). 

VII. PROCEDURES FOR SECURITY 

BoH1 SSA and DHS agree to comply with the requirements of the Federal 
Information Security Management Act (FISMA) (Pub. L. 107-347, title III, section 
:~O 1) and OMB M-06-16 as they apply to the electronic storage and transport of 
records, especially those records containing Personally Identifiable Information (PII), 
between agencies and the internal processing of records received by either Agency 
under the terms of this agreement. Both SSA and DHS reserve the right to conduct 
onSlte inspections to monitor compliance with FISMA and OMB M-06-16 
requirements during the life of this agreement. DHS agrees to uphold SSA's 
Information and Systems Security Guidelines for Federal. State and Local agencies 
receiving electronic information from SSA. The DHS official responsible for the DHS 
systems security and oversight of this agreement is listed under Section XV .- DHS 
Systems Contacts. 

The SSA will use the DHS data supplied in the manner prescribed by this agreement 
and will maintain proper safeguards to prevent unauthorized release or use of all 
elata supplied These safeguards include: 

A. 	 Administrative Safeguards 

Access to the records matched and to any records created by the match will be 
restricted to only those authorized employees and officials who need it to perform 
their official duties in connection with the uses of the information authorized in 
this agreement. Further, all personnel who will have access to the records 
matched and to any records created by the match will be advised of the 
confidential nature of the information, the safeguards required to protect the 
records and the civil and criminal sanctions for noncompliance contained in the 
i1pplrcable Federal laws. 

B. 	 Physical Safeguards 

The records matched and any records created by the match will be stored in a 
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physically secure environment in which entry is restricted and security 
surveillance is constant. Access to the record storage area is limited to 
authorized personnel who must display a photo-identification pass or confidential 
electronically coded magnetic strip identifier prior to entry. The electronic data 
record storage area is maintained to required standards of temperature and 
humidity. 

Only authorized personnel will transport the records matched and created by the 
rnatch. Such transport shall be under appropriate safeguards consistent with the 
manner in which the records are stored and processed. 

C. 	 Technical Safeguards 

The records matched and any records created by the match will be processed 
under the immediate supervision and control of authorized personnel in a manner 
which will protect the confidentiality of the records so that unauthorized persons 
cannot retrieve any such records by means of computer, remote terminal, or 
othm means 

Systems personnel must enter personal identification numbers (PINs) when 
accessing data on the system. In addition, they must possess prior clearance 
through the TOP SECRET electronic security system for any areas which are 
accessed. Authorization is strictly limited to those electronic record areas 
required by the work of the authorized analyst 

D. 	 Safeguarding and Reporting Responsibilities for Personally Identifiable 
Information (PII) 

1. 	 SSA will encrypt all data on mobile computers/devices which carry agency 
data. Data encryption shall meet National Institute of Standards and 
Technology (NIST) standards. 

2. 	 SSA will allow remote access only with two-factor authentication where one of 
the factors is provided by a device separate from the computer gaining 
access. 

3. 	 SSA will use a "time-out" function for remote access and requiring user re­
8uthenticatlon after 30 minutes inactivity. 

4. 	 SSA will log all computer-readable data extracts from databases holding 
sensitive information and verify each extract including sensitive data has been 
erased within 90 days or its use is still required. All data erasures shall meet 
NI standards. 

5. 	 SSA will establish procedures to ensure that when an SSA employee 
becomes aware of the possible or suspected loss of PII, they will notify the 
Systems Security contact immediately following the discovery of the incident. 



E. 	 Application of Policy and Procedures 

SSA shall also utilize policies and procedures to ensure that information 
contained in records used or created in the matching operation shall be used 
solely as provided in this agreement. DHS reserves the right to make 
arrangements with SSA for onsite inspections or for other appropriate 
arrangements for auditing compliance with the terms of this agreement. 

F. 	 Onsite Inspection 

The Data Integnty Board (OIB) of each party to this agreement reserves the right 
to monitor compliance of systems security requirements and to make onsite 
inspections for purposes of auditing compliance, if needed, during the lifetime of 
Ule anreement or any 12-month extension of this agreement. 

VIII. RECORDS USAGE, DUPLICATION AND REDISClOSURE RESTRICTIONS 

SSA agrees to the following limitations on the access to and disclosure of 

Information provided pursuant to this agreement: 


A. 	 rhat the files provided by DHS as part of the matching program will remain the 
property of DHS, and will be handled as indicated in section VI of this agreement 
once any processing under this matching program is complete. 

B. 	 That tile data supplied by DHS and the records created by the match will be used 
and accessed by SSA only for the purposes of, and to the extent necessary, in 
the matching program created by this agreement 

C. 	 That SSA will not duplicate or disseminate the data provided by DHS unless 
essential to the conduct of the matching program or required by law. Prior to 
making such redisclosure, SSA will give notice to DHS and obtain approval of 
DHS's DIS SSA must specify in writing what records are being disclosed and to 
whom and identify the statutory authority requiring redisclosure or explain how 
the redisciosLlre meets the "essential" standard established under the Privacy Act 
and interpreted in OMB guidance. 

D. 	 Other than for purposes of a particular match under this program, no file will be 
created that consists of information concerning only matched individuals. 

IX. ACCURACY ASSESSMENTS 

Based on internal consistency checks, annual accuracy studies, comprehensive 
development and evidentiary documentation conducted prior to creation of a 
payment record, and ongoing information from the client population. it has been 
determined that the SSA systems of records used in the matching program are more 
than 99 percent accurate. DHS maintains complete and accurate data through a 



process of cJata reconciliation that ensures data integrity. 

X. ACCESS BY THE COMPTROLLER GENERAL 

lile C;overnment Accountability Office (Comptroller General) may have access to all 
SSA and DHS records, as necessary, in order to verify compliance with this 
Aqreement. 

XI. ADDITIONAL FUNCTIONS TO BE PERFORMED 

There are no additional functions to be performed. 

XII. REIMBURSEMENT 

Due to the nominal costs of services associated with providing data to SSA under 
ttllS agmement, DHS waives recovery of the costs pursuant to the Economy Act (31 
tJS C 1535) 

XIII. EFFECTIVE DATE; DURATION AND MODIFICATION OF AGREEMENT 

TillS agreement shall be effective no sooner than 30 days after SSA publishes a 
Computer Matching Notice in the Federal Register or 40 days after notice of this 
matching program is transmitted to Congress and the Office of Management and 
Budget. whichever occurs later. This agreement may be renewed at the end of 18 
months for a period of time not to exceed 12 months, subject to the requirements of 
trIH Privacy Act, as amended, including the requirement that each agency must 
certify to the responsible DIB that: (1) the matching program will be conducted 
Without change; and (2) the matching program has been conducted in compliance 
with the original agreement. If either agency does not want to renew this agreement, 
it should notify the other of its intention not to renew at least 90 days before the end 
of the agreement period. This agreement may be modified by written modification to 
this agreement that satisfies both parties and is approved by the 018 of each 
aqency This agreement may be terminated at any time with the consent of both 
parties Either party may unilaterally terminate this agreement upon written notice to 
the other party. in which case the termination shall be effective 90 days after the 
date of the notice or at a later date specified in the notice. 

XIV. INTEGRATION 

ThiS agreement constitutes the entire agreement of the parties with respect to its 
subject maUer. There have been no representations, warranties or promises made 
outside of this Agreement. This agreement shall take precedence over any other 
documents that may be in conflict with it. 
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XV. PERSONS TO CONTACT 

Department of Homeland Security Contacts: 

Matching Program Issues - ICE 

Susan M. Mathias, Attorney 

immigration Customs Enforcement (ICE) 

OPLA 

Department of Homeland Security 

Room 6100 

425 I Street N.W. 

Washington D.C. 20536 

(202) 514-9697 (Tel) 
(202) 514-8044 (Fax) 

Email' $JJ§~IJ.:Mathj~~1 «(j)dh~gQ\' 


Systems Issues - USCIS 

Jeff Conklin 
Chief Information Officer 
Office of I nformation Technology 
United States Citizenship and Immigration Services 
Suite 5000 
111 Massachusetts Ave, NW 
Washington, DC 20529 
(202) 272-1700 

J § ff·. Cgnk11o@£thsSlQY 


Michael Aytes 
Associate Director Domestic Operations 
United States Citizenship and Immigration Services 
20 Massachusetts Avenue, NW 
Washington, DC 20529 
(202) 272-1710 

MIJ~t1{:H2LA~tes{~d hSo9..QY 


DHS Privacy Office POC 

Ken Hunt 

Secretary, Data Integrity Board 

Privacy Office 

Department of Homeland Security 

Washington, DC 20528 

(703) 235-0762 (Telephone) 
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(703) 235-0442 (Fax) 

Legal Issues - DHS General Counsel 

Mike Russell 
Deputy Associate General Counsel, General Law Division 
Office of the General Counsel 
Department of Homeland Security 
Washington, DC 20528 
(202) 447-3526 (Telephone) 

(202)447-3111 (Fax) 


Social Security Administration Contacts: 

Agreement and Computer Matching Issues 

Ashley Siguenza 
Office of Income Security Programs 
Social Security Administration 
RRCC #0080 
6401 Security Blvd. 
Baltimore, MD 21235 
(410) 965-9877 (Telephone #) 
(410) 597-0841 (FAX) 

Policy and Program Issues 

Aliens Leaving the United States Voluntarily 

Mary Dougherty 
Office of Income Security Programs 
Social Security Administration 
RRCC #0104 
6401 Security Boulevard 
Baltimore. MD 21235 
(410) 965-5999 (Telephone #) 
(410) 597-0146 (FAX) 

Email I;, ,1 




Jim D. Anderson 

Office of Income Security Programs 

Social Security Administration 

RRCC #0205 

6401 Security Boulevard 

Baltimore, MD 21235 

(410) 966-3661 (Telephone #) 
(410) 966-5366 (FAX) 

EmaiL ; .! . 


Aliens Removed (who Leave Involuntarily) from the United States 

Cecilia M. Bramford 

Office of International Programs 

Social Security Administration 

West High Rise 

6401 Security Boulevard 

Baltimore, MD 21235 

(410) 965-7383 (Telephone #) 
(410) 966-7025 (FAX) 
Email 

Systems Issues 

Mark Dailey, Branch Chief 
Office of Systems Analysis 
Social Security Administration 
3402 Operations Building 
6401 Security Boulevard 
Baltimore, MD 21235 
(410) 966-7849 (Telephone #) 
(410) 966-3147 (FAX) 
EmaIL \' 
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DEPARTMENT OF HOMELAND SECURITY 


BY 
~Jo-2~~.~Ckla~r~~~~~--------------------

puty Assistant Secretary, 

ImmIgration and Customs Enforcement 


Date ? I,}" - C) 1 

8YW-)~~Q
Donald NeUf;tf 
Acting Associate Director, Domestic Operations. 
Citizenship and Immigration Services 

Date U /11 / c, -7 
-~-,...... I 

BY ..·~: g)~~ 
Huge Teufel III 

Chairman, Data Integrity Board 

Department of Homeland Security 


Date ~~~~.;;tx?) 
I 
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Attachment 

Cost Bt:nd1t Anal~sis (('SA) for the ('ompuh.'r Matching Operation 

(\latch #1010) Schn..'t:n SSA and the I)cpartment of Homeland Security (nilS) 


,umbcl ,>!\ic'l'l' R,·ka' ...·j III FY ';1l0() 	 11111.: II HEMOVEI) J(5) 
: IniL' XVI LEFT nlE: liS 1.6lJ7 ANU H.EMOVEU 52) 

Benefits 	 Titlcll Title XVI Combined 

Ll'ft the LS. for 30+ Hays: 
Retroactive Overpayments 

",1) .

I\':fI.:cn I \ll .\krls \\1111 RI.·IW~K:li\\:.' ()\I.:rpaYl1lCIlIs 	 1- " 
\..umhl'r 1,,1/ :\1;:,')'1\ with <'''I.'rp<I: m..:nb 20-l 20-l 
\\ <..·ra~l.' (h crp<t: lllC1l1 S I. 76.\ :;., 1.76~ 

! \ltal (" I.:rpaym..:nt Il'roll.·I.·t..::d i $359.652 5_\ 54_h):' 

\ll1\lLlIlI l.xj1\,,·ckd {(, Rn'(l\ \,,'1" ((JO",,) $215,791 S215,791 

Suspcnsion of IVlonthly Payment Amount 
70 	 "1U 
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IllLli SUS!ll'lbiilll (It Onguint! \1utllhl~' PaYflll..'l1ls $ 71AOO $ 71 AOt) 
I'),)! ...·lled /i,) (. \;]111111\:-- $428,400 S-l28,-IOU 

Removcd from the U.S.: 
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Total BClll'fits 	 $1,1-15,952 $726,511 $1.872.463 

Title II Title X\'I Combint:d 
(o,>h 

<..::\ ,,1\"'ll1S ('()"h (UlrIL:\.· \I! SV"klllS! SIO.IIO 57,969 S ML07 ') 
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Tutal Costs $26,125 $221,033 $2-17,158 
Bcnefit-to-Cost Ratio 43.9: 1 3.3: I 7.6: 1 
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COMPUTER MATCHING AGREEMENT 

BETWEEN 


THE UNITED STATES CITIZENSHIP AND IMMIGRATION SERVICES (CIS) 

AND 


THE NEW YORK DEPARTMENT OF LABOR 


PART I: GENERAL TERMS AND CONDITIONS 

A. PURPOSE AND DESCRIPTION 

This memorandum constitutes an Agreement between the Department of Homeland 
Security, United States Citizenship and Immigration Services (DHS-USCIS) and the New 
York Department of Labor (NY-DOL). The purpose of this Agreement is to provide the 
NY-DOL with electronic access to immigration status information contained within 
DHS-USCIS' Verification Information System (VIS) that will enable the NY-DOL to 
determine whether an applicant is eligible for benefits under the Unemployment 
Compensation (UC) program administered by the NY-DOL. 

This Agreement describes the respective responsibilities of USCIS and the NY -DOL for 
verifying immigration status, preserving the confidentiality of, and safeguarding 
information received from the other party pursuant to the verification procedures. The 
requirements of this Agreement will be carried out by authorized employees and/or 
contractor personnel of DHS-USCIS and the NY-DOL. 

B. FUNCTIONS TO BE PERFORMED 

DHS-USCIS agrees to make available and maintain, as part of the Verification Division 
Systematic Alien Verification for Entitlements Program (SAVE), an immigration status 
verification system, which provides information on aliens' immigration status. 

DHS-USCIS agrees to provide NY -DOL through the automated system, the following 
information on each alien inquiry as appropriate: DHS-USCIS generated verification 
number, last name, first name, date of birth, country of birth, date of entry, immigration 
status data, and, in some cases, certain other biographical data that may relate to the alien 
number or work authorization. 

DHS-USCIS agrees to provide NY -DOL with instructional materials required for the use 
of DHS-USCIS' verification system, a sufficient number of primary verification user 
codes to assure the effective implementation of the verification procedures, and 
instructions for obtaining necessary system access codes. 
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DHS-USCIS agrees to provide assistance to the NY ·DOL on policies and procedures for 
use of the system including technical instructions for accessing the system, requirements 
for safeguarding information contained in the system, and restrictions on disclosure of 
system information. DHS-USCIS also agrees to provide the NY ·DOL with the name, 
address and telephone number of an appropriate point of contact (POC) within DHS­
USCIS, or its contractor organization, who can be contacted regarding any billing 
questions or problems which arise in connection with the NY-DOL's participation in the 
Verification program. 

The NY -DOL agrees to provide the alien number of the applicant seeking a benefit from 
the NY-DOL for the purposes of primary (automated access) verification. If an alien's 
records are not initially located as a result of primary verification, DHS-USCIS wilJ send 
a message seeking additional verification data from the NY -DOL. The 
additional/secondary verification process requires the agency to submit a copy of the 
applicant's immigration documentation along with a Document Verification Form 0-845 
or provide an electronic description of the applicant's immigration document which may 
further assist an Immigration Status Verifier in checking all necessary indices and DHS 
files before providing the NY-DOL with immigration status information. This data may 
include the type of document presented by the applicant to the NY -DOL. the expiration 
date of the document, document description, last name, first name, middle name, and or 
also known as aIkIa of the applicant, applicant's date ofbirth, 1-94 (DHS arrival/departure 
document), applicant's employment history data, NY-DOL case number and/or other 
special comments. 

The NY -DOL agrees to provide a liaison with DHS-USCIS to resolve any questions 
regarding this Agreement and to provide assistance to DHS-USCIS to facilitate the 
provisions of accurate immigration status verification information. 

C. SAFEGUARDS REGARDING THE USE AND DISCLOSURE OF INQUIRY 

DATA 


The VIS shall be used in a manner that protects the individual's privacy to the maximum 
degree possible, and shall not be uSed in a manner that will allow for discrimination based 
on race, color, creed, national origin, sex, or disability. 

The parties agree to comply with applicable Privacy Act (5 U.S.C.552a, (el. seg.) 
restrictions and requirements in the conduct of the verification procedures under the 
Agreement, as wel1 as, in the safeguarding, maintenance and disposition of any 
information received under this Agreement. The NY-DOL also agrees to protect 
information regarding non US citizens and/or non Lawful Permanent Residents (LPRs) in 
accordance with New York State Public Officers Law, Article 6-a (the "Personal Privacy 
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Protection Law"), New York State Labor Law §537 and, to the maximum extent 
applicable, the provisions of the Privacy Act. The NY-DOL also agrees to comply with 
any additional requirements that may be imposed by other applicable Federal benefit 
program regulations. 

The NY-DOL agrees not to delay, deny, reduce, or terminate any applicant/recipient's UC 
benefits because of that individual's immigration status based solely on a response 
received from the DHS-USCIS Verification Division's primary (automated) system or 
based upon any additional verification check that may be pending. No adverse action 
shall be taken unless the NY -DOL has received a response from the DHS-USCIS 
Verification Division that "additional verification" procedures were conducted and 
indicate that the applicant does not have the type of immigration status that makes him or 
her eligible for the benefit and the individual has been afforded the opportunity to refute 
any adverse information as provided in PART II of this Agreement. 

DHS-USCIS reserves the right to use information received by it from the User Agency for 
any purpose permitted by law, including but not limited to the prosecution of violations of 
Federal criminal law. 

DHS-USCIS may terminate this MOU without prior notice if deemed necessary because 
of a requirement of law or policy, upon a determination by DHS-USCIS that there has 
been a breach of system integrity or security by the User Agency, or a failure by the User 
Agency to comply with established procedures or legal requirements. 

The NY-DOL agrees to immediately notify the SAVE Program whenever there is cause 
to believe· an information breach has occurred as a result of User Agency action or 
inaction pursuant to Office of Management and Budget (OM B) Memorandum M-07-16, 
"Safeguarding Against and Responding to the Breach of Personally Identifiable 
Information," which concerns safeguarding and responding to the breach of personally 
identifiable information. 

Nothing in this MOU is intended, or should be construed, to create any right or benefit, 
substantive or procedural, enforceable at law by any third party against the United States. 
its agencies, officers, or employees. 

PART II: COMPUTER MATCHING ACT REQUIREMENTS 

INTRODUCTION 

The purpose of this section of the Agreement is to comply with the Computer Matching 
and Privacy Protection Act of 1988 (CMPPA), Public Law 100-503, 102 Stat. 2507 
(1988), which was enacted as an amendment to the Privacy Act of 1974 (5 U.S.C. 552a. 
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et. seq.). The requirements of this Section pertain only to alien applicants for, or 
recipients of, benefits administered by the NY-DOL who have been accorded lawful 
permanent resident status by DHS-USCIS and to United States citizens whose records are 
included in VIS, as described in Section H below. Pursuant to the Department of 
Homeland Security's Privacy Policy Guidance Memorandum 2007-1, to the extent 
practicable, privacy protections afforded to US Citizens and LPRs shall be afforded to 
non LPRs and non citizens. 

The CMPPA applies when computerized comparisons of Privacy Act records contained 
within a Federal agency's databases and the rec'ords of another organi~tion are made in 
order to determine an individual's eligibility to receive a Federal benefit. The CMPPA 
requires the parties participating in a matching program to execute a written agreement 
specitying the terms and conditions under which the matching program will be 
conducted. 

DHS-USCIS has determined that the status verification checks to be conducted by the 
NY-DOL using the VIS database is a "computer matching program" as defined in the 
CMPPA. 

A. TITLE OF MATCHING PROGRAM 

The Title of this matching program as it will be reported by Department of Homeland 
Security, to Congress, and the Office of Management and Budget is as follows: 
Verification Division DHS-USCISINY-DOL. 

B. MATCHING AGENCIES 

1. 	 Source Agency: Department of Homeland Security: United States. 
Citizenship and Immigration Services 

2. Recipient Agency: 	 New York Department ofLabor 

C. PURPOSE AND LEGAL AUTHORITIES 

Section 121 of the Immigration Reform and Control Act (IRCA) of 1986, Public Law 99­
603, as amended by the Personal Responsibility and Work Opportunity Reconciliation 
Act of 1996 (PRWORA), Public Law 104-193, 110 Stat. 2168 (1996), requires DHS to 
establish a system for the verification of immigration status of alien applicants for, or 
recipients of, certain types of benefits as specified within IRCA, and to make this system 
available to state agencies that administer such benefits. Section 121(c) of IRCA, 
amends Section 1137 of the Social Security Act and certain other sections of law that 
pertain to Federal entitlement benefit programs and requires state agencies administering 
these programs to use DHS-USCIS' verification system in making eligibility 
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determinations in order to prevent the issuance of benefits to those alien applicants who 
are not entitled to program benefits because of their immigration status. The VIS 
database is the DHS-USCIS system which has been established and made available to the 
NY~DOL and other covered agencies for use in making these eligibility detenninations. 

The NY-DOL seeks access to the information contained in DHS-USCIS' VIS database. 
for the purpose of confirming the immigration status of alien applicants for. or recipients 
of, benefits it administers, in order to discharge its obligation to conduct such 
verifications pursuant to Section 1137 of the Social Security Act and New York 
Unemployment Insurance Law Article 18, Title 7, section 590. 

D. JUSTIFICATION AND EXPECTED RESULTS 

It has been determined by the parties that a computer matching program is the most 
efficient and expeditious means of obtaining and processing the information needed by 
the NY-DOL to verify the immigration status of alien applicants for, and recipients of, 
entitlement benefits. It is expected that this matching program will enable the NY-DOL 
to rapidly confirm the benefit eligibility of alien applicants/recipients with proper 
immigration status, to identify those applicants who require further checks to confirm 
proper eligibility status, and to identify and prevent improper payments to those· 
applicants whose immigrant status does not entitle them to receive the benefits 
administered by the NY-DOL. 

It has been determined that available alternatives to the use of a computer matching 
program for verifying immigration status would impose a much greater administrative 
burden (Le., be much more labor intensive), would result in higher annual administrative 
costs, and would protract the average query response time. The anticipated savings to be 
derived from the use of the electronic verification program including administrative costs 
and savings derived by eliminating fraudulent benefit payments is $2.406,972.00 based 
on FY 2006 savings. Using a computer matching program, the NY-DOL is able to 
process, in an extremely expeditious manner, a higher volume of queries with reduced 
overall labor demands. DHS·USCIS will provide once daily responses to NY-DOL batch 
inquiries. 

Additionally. because of the rapid response capability provided by this computer 
matching program this program will have a greater deterrent effect on applicants seeking 
to fraudulently receive entitlement benefits administered by the NY-DOL, as compared to 
a much slower mail-in procedure. One of the major objectives of IRCA, to reduce 
incentives for illegal aliens to come to and remain in the United States, is furthered by 
this matching program's deterrent effect. Finally, this system also supports efforts to curb 
waste, fraud. and abuse within Federally funded entitlement programs. 
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E. RECORDS DESCRIPTION 


1. 	 Records to be matched: 

a. 	 Records in the DHS-USCIS VIS database which contain information on 
the status of aliens and other persons on whom DHS-USCIS has a record 
as an applicant, petitioner or beneficiary. See Systems of Records Notice, 
72 F.R. 17569. 

b. 	 the NY-DOL records pertaining to alien applicants for, or recipients of, 
entitlement benefit programs administered by the NY-DOL. 

2. 	 Data elements: 

a. 	 Data element contained within the NY-DOL's records to be matched with 
DHS-USCIS VIS database: 

1. 	 Alien Registration Number 

b. 	 Data elements contained within DHS-USCIS' records to be matched the 
NY-DOL data may consist of the following: 

1. 	 Alien Registration Number 
2. 	 Last Name 
3. 	 First Name 
4. 	 Date ofBirth 
5. 	 Country of Birth (not nationality) 
6. 	 Social Security Number (if available) 
7. 	 Date ofEntry 
8. 	 Immigration Status Data 
9. 	 Employment Eligibility Data 

3. 	 Number of records: On a monthly basis, approximately ] 3,000 records from the 
NY·DOL will be matched against DHS-USCIS VIS database which consists of 
more than 110 million records. 

4. 	 Duration of the program: Eighteen months from the effective date of this 
Agreement. 

F. NOTICE PROCEDURES 

DHS-USCIS agrees to publish in the Federal Register a notice of this matching program 
as specified in the CMPPA and the Office of Management and Budget CMPPA 
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implementing guidance. 

As required by 5 V.S.C. 552a(0)(I)(D) the NY-DOL will provide periodic notice to 
applicants for and recipients of financial assistance or payments under the Federal benefit 
program(s) covered by this Agreement that any information they provide may be subject 
to verification through matching programs. 

In New York, individuals can file a new VI claim either by calling the Telephone Claims 
Center's toll-free number or by filing through the Department ofLabor's website, 
\v\\l\v.laoor.state.nv.us. 

For those individuals who file a claim by telephone, the first step in the process is 
automated. The individuals answer a series of questions by either using the key-pad on 
their telephone or speaking their answers into the telephone receiver. After this 
automated portion is completed, the call is transferred to a claims representative who 
verifies the name and address of the claimant and the last employer and any other 
required information. 

Those who me on-line enter answers to questions that appear on the computer screen. 
When the individual has provided all requested information, he/she submits the claim by 
selecting the "Submit Claim" button. All individuals who me a claim on-line are shown 
a confirmation page. If the claim cannot be completed on-line, the confirmation page 
advises the individual to call the Telephone Claims Center to speak to a claim 
representative to complete the application. 

Regardless of whether a claim is completed on line or by telephone, a monetary 
determination is mailed to the claimant on the next business day. Also, on the following 
business day, an Unemployment Insurance Information for Claimants handbook is mailed 
to the individual. This handbook specifically advises the claimant that their immigration 
status will be verified by matching against the DHS-VSCIS database. 

G. VERIFICATION PROCEDURES 

1. 	 The NY ·DOL may not suspend, terminate, reduce, or make a final denial regarding 
the Federal benefit program eligibility of an applicant covered by this part based on 
that individual's immigration status, or take other adverse action against such 
individual as a result of information produced by the matching program until 
information has been independently verified. The DHS-USCIS' "additional 
verification procedures" as described in its M-300 SAVE Vsers Manual, a copy of 
which is provided to each user upon execution of this Agreement. 

2. 	 Furthermore, the NY·DOL may not suspend, terminate, reduce, or make a final denial 
regarding the Federal benefit program eligibility of any individual described in 
paragraph I, or take other adverse action against such individual as a result of 
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information produced by this matching program unless: (a) such individual has 
received notice from the NY-DOL containing a statement of the findings of the 
immigration status check; and (b) until the subsequent expiration ofany notice period 
provided by such program's law or regulations, or 30 days, whichever is later. Such 
opportunity to contest may be satisfied by the notice, hearing, and appeal rights 
governing the Federal benefit program and the applicant has been provided the 
opportunity to refute any adverse status information as a result of this verification 
inquiry. The exercise ofany such rights shall not affect any rights available under this 
section. 

H. RECORDS RELATING TO UNITED STATES CITIZENS 

This Asreement authorizes the NY-DOL to use the Verification Division's system for the 
purposes of verifYing the immigration status ofalien applicants for UC benefits. Nothing 
in this Agreement authorizes the NY -DOL to use the DHS·USCIS system for the 
purposes of verifying the status of any individual claiming United States citizenship by 
birth. However, in addition to records relating solely to aliens, VIS contains records 
relating to former lawful permanent resident aliens who have become naturalized United 
States citizens. It is possible that applicants for UC may on occasion, through fraud or 
error, present documentation identifYing themselves as lawful permanent resident alien 
without informing the NY-DOL that they have become a United States citizen, thereby 
resulting in a NY-DOL inquiry in VIS. 

In the event that DHS-USCIS receives a request for a verification ofa NY-DOL applicant 
who is a LPR or a United States Citizen, the request will be referred to a DHS-USCIS 
Immigration Status Verifier for additional verification procedures. All safeguards and 
protections provided by CMPPA, Privacy Act, and this Agreement regarding the use, 
disclosure, and security of DHS-USCIS records apply to DHS-USCIS records regarding 
United States citizens to the same extent as to the DHS-USCIS records relating to lawful 
permanent resident aliens. Pursuant to the Department of Homeland Security's Policy, 
privacy protections afforded to United States Citizens and LPRs shall be afforded to non 
LPRs and non citizens. 

I. DISPOSITION OF MATCHED ITEMS 

Matching records that the NY-DOL receives from DHS-USCIS will be retained for a 
period of 60 days beyond the completion of all actions relating to the verification process 
(including any such necessary related actions as reviews, appeals. investigations, 
prosecutions, overpayment recoupments, etc.) and then will be destroyed by NY-DOL. 
All matching records that DHS-USCIS receives from the NY-DOL will be returned with 
any of DHS-USCIS records that are matched after automated disclosure accounting audit 
records have been generated. The parties agree that information generated through the 
match will be destroyed as soon as possible after it has served the matching program's 
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purposes and all applicable legal retention requirements, i.e., applicable requirements of 
the UC program for the NY-DOL, and applicable requirements of the Privacy Act for 
DHS-USCIS. 

J. SECURITY SAFEGUARDS 

DHS-USCIS agrees to safeguard information it receives from the NY-DOL in connection 
with status verification inquiries in accordance with the Privacy Act of 1974 (5 U.S.C. 
552a), the Immigration Reform and Control Act of 1986, other applicable statutes, and 
the requirements of this Agreement between the parties. 

DHS-USCIS agrees to safeguard the information provided by the NY-DOL in accordance 
with DHS-USCIS disclosure standards and to provide the name of DHS-USCIS program 
inspector responsible for compliance with these standards. Individuals who wish to 
obtain copies of records pertaining to themselves resulting from queries submitted to 
DHS-USCIS, may do so by foJIowing the Freedom of Information Act and Privacy Act 
procedures that can be found at www.uscis.gov. DHS-USCIS also agrees to limit access 
to NY -DOL provided information to individuals responsible for the verification of the 
alien's immigration status or who require access to the information to perform necessary 
support functions or follow-up actions. 

The contractor data facility where the NY-DOL and DHS-USCIS information is stored 
complies with requirements of the Depanment of Homeland Security, National Security 
Systems Policy Directive 4300B. It is a secure facility accessed only by authorized 
individuals with properly coded key cards, authorized door keys or access authorization. 
There is a security guard force on duty 24 hours a day, 7 days a week. The building is 
protected against unauthorized access, unauthorized use of equipment, or removal of 
storage media and listings. Employees at the facility have undergone background checks 
in order to be granted clearance and are provided access badges. 

The NY -DOL agrees to safeguard information it receives from DHS-USCIS under the 
verification process in accordance with the requirements of the Privacy Act (5 U.S.C. 
552a), and applicable Federal and state entitlement benefit program record retention and 
disclosure requirements. 

The NY-DOL also agrees to limit access to information to those individuals responsible 
for the verification of the alien's immigration status or who require access to the 
information to perform necessary support functions. The NY ·DOL wiII restrict further 
dissemination of the information unless required in connection with state or the Federal 
entitlement program law enforcement responsibilities. 

The NY ·DOL has taken measures to secure information received from DHS·USCIS for 
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purposes of the matching program in accordance with applicable State and Federal 
entitlement program rules procedures. The NY-DOL's offices are located in secure 
buildings, and access to premises is by official identification. All records are stored in 
government controlled buildings which are locked during non-duty office hours. Many 
records are stored in cabinets or machines which are also locked during non-duty office 
hours. Access to automated records is controlled by user identification and passwords. 

The computer security systems used by both DHS-USCIS and the NY·DOL offer a high 
degree of resistance to tampering and circumvention. Multiple levels of security are 
maintained within their computer system control program. Both security systems limit 
access to authorized personnel strictly on a "need-to-know" basis, and control an 
individual user's ability to access and alter records within the system. All users are given 
a unique 10 with personal identifiers and interactions with the system are recorded. 

K. RECORDS USE, DUPLICATION AND REDISCLOSURE RESTRICTIONS 

The parties agree to comply with the data maintenance and disclosure control 
requirements specified within Part I of this Agreement. The parties agree not to duplicate 
or disclose any records received from the other party pursuant to this matching 
agreement, except where it is necessary to verify the immigration status of alien 
applicants for, or recipients of, the UC benefit programs administered by the NY-DOL 
(including follow-up actions). Additionally, if the matching program uncovers evidence 
of fraudulent claims or the use of fraudulent immigration documents, the parties may 
redisclose the records as necessary to conduct law enforcement investigations or 
prosecutions or as otherwise required by law. 

L. RECORDS ACCURACY ASSESSMENT 

DHS-USCIS currently estimates that information within its VIS database is 90·95% 
accurate in reflecting immigration status. but continues to undertake various actions to 
further improve the quality of the VIS database. In addition, in cases where immigration 
status is not confirmed through VIS, additional verification procedures are used, which 
allows DHS-USCIS to check all necessary indices and files before providing the NY­
DOL with immigration status information. This process includes procedures for DHS­
USCIS to correct any errors detected in the immigration status information. 

M. COMPENSATION 

The User Agency shall pay the standard bilIing rotes in accordance with the terms of 
the reimbursement Memorandum of Agreement (MOA) addendum to the MOU and 
armnge the obligations, processes and methods related to the payment of required fees to 
DHS-USCIS and/or its authorized agents. 
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The current standard billing rates are attached to the MOA. The standard billing rates and 
methods of payment are subject to change upon prior written notification to the User 
Agency. 

N. COMPTROLLER GENERAL ACCESS 

The GAO (Comptroller General) may have access to all of the matching records of the 
NY -DOL and DHS-USCIS necessary to verify compliance with the requirements of the 
CMPPA. 

o. EFFECTIVE DATE 

This Agreement wi1l become effective 40 days after a report concerning the computer 
matching program has been transmitted to the Office of Management and Budget (OMB) 
and transmitted to Congress along with a copy of the Agreement, or 30 days after 
publication of a computer matching notice in the Federal Register, whichever is later. 
The Agreement (and matching activity) will continue for 18 months from the effective 
date, unless within 3 months prior to the expiration of this Agreement, the Data Integrity 
Board approves a one-year extension pursuant to 5 U.S.C. 552a (0)(2)(0). 

P. SIGNATURES 

The undersigned are officials of DHS-USCIS and the NY ·DOL who are authorized to 
represent their agencies for purposes of this Agreement. 

Commissioner 

Department of Labor 

Date: ----!./_e.,...!_7_/~t-P-.r---­r I 
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Q. DEPARTMENT OF HOMELAND SECURITY 

DATA INTEGRITY BOARD APPROVAL 


Approved ~ Date /-)6 -'09 
Hugo Teufel, 111 
Chief Privacy Officer 
Department of Homeland Security 

"Computer Matching Agreement between the United States Citizenship and Immigration 
Services (DHS-USCIS) and the New York Department of Labor (NY-DOL)." 

12 




Privacy Impact Assessment
for the 

Information Sharing Fellows Program  
April 14, 2008 

Contact Point 
Rob Riegle  

Director, State and Local Programs  
Intelligence and Analysis  

Reviewing Official 
Hugo Teufel III  

Chief Privacy Officer  
Department of Homeland Security  

(703) 235-0780



 Privacy Impact Assessment 
I&A/ Information Sharing Fellows Program

Page 2 

Abstract
Pursuant to Section 512 of the Implementing Recommendations of the 9/11 Commission 

Act of 2007 (the Act), Public Law No. 110-53, the Department of Homeland Security has 
established the Homeland Security Information Sharing Fellows Program.  Under the program, 
State, local, and tribal law enforcement (LE) officers (LEOs) and intelligence analysts will be 
detailed to DHS to participate in the work of the Office of Intelligence and Analysis (I&A).  The Act 
requires the Department to complete a concept of operations (CONOPS) for the program, 
including a privacy impact assessment (PIA).  The CONOPS must also include a Civil Liberties 
Impact Assessment, which will be conducted by the DHS Office for Civil Rights and Civil Liberties. 

Introduction
The Secretary, acting through the Under Secretary for Intelligence and Analysis and in 

consultation with the Department’s Chief Human Capital Officer, Chief Privacy Officer, and Civil 
Rights and Civil Liberties (CRCL) Officer, is tasked with establishing the Homeland Security 
Information Sharing Fellows program.  

The purpose of the program is to detail State, local and tribal LEOs and intelligence analysts 
to the Department to participate in the work of I&A in order to become familiar with both the 
relevant missions and capabilities of the Department and other Federal agencies, and the role, 
programs, products, and personnel of I&A. In addition, the program is designed to promote 
information sharing between the Department and State, local, and tribal LEOs and intelligence 
analysts by assigning such officers and analysts to:  

(1) serve as a point of contact in the Department to assist in the representation of State, 
local, and tribal information requirements; 

(2) identify information within the scope of the information sharing environment (ISE) 
that is of interest to State, local, and tribal LEOs, intelligence analysts, and other emergency 
response providers; 

(3) assist Department analysts in preparing and disseminating products derived from 
information within the scope of the ISE that are tailored to State, local, and tribal LEOs and 
intelligence analysts, and designed to prepare for and thwart acts of terrorism; and  

(4) assist Department analysts in preparing products derived from information within the 
scope of the ISE that are tailored to State, local, and tribal emergency response providers, 
and assist in the dissemination of such products through appropriate Department channels. 

While the Fellows program seeks to promote and enhance information sharing between 
DHS and State, local, and tribal governments, the Fellows will not share information with their 
parent jurisdictions. Information sharing under the purview of the program will continue 
through established DHS processes, which are subjected to prior privacy agreements.    

Eligible fellows must be currently employed as a LEO or intelligence analyst and have 
homeland security-related responsibilities. Fellows will be detailed to DHS in accordance with the 
Intergovernmental Personnel Act (IPA) (5 USC 3371-3375; 5 CFR 334). Fellows will be under the 
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direct supervision of DHS management and subjects them to applicable Federal laws and 
regulations, including those related to the protection of individual privacy.  The Fellows will be 
required to complete appropriate privacy and civil liberties training, as designated by DHS, prior 
to beginning fellowship duties.  Additionally, as the Fellows will be either LEOs or intelligence 
analysts, this training will augment their existing privacy and civil liberties training, including 
compliance with 28 CFR 23, Criminal Intelligence Systems Operating Policies as well as the 
Intelligence Oversight and US Person handling procedures. 

This program has been designed to minimize privacy concerns. The Fellows are brought 
on to review DHS intelligence programs and identify ways and types of information that can 
improve sharing with State, local, and tribal LE partners.  The privacy concern that arises when 
building such a program is that information will be shared inappropriately and informally 
between the Fellow and the respective parent jurisdiction.  This risk has been mitigated in two 
ways: 

(1) Clearly stating that the Fellows must follow all the roles and responsibilities current 
I&A employees. This includes making the Fellows fully aware of the privacy 
requirements under the law and under DHS Policy, and regularly reminding the 
Fellows of these requirements. 

(2) I&A has set up the program so that Fellows will review minimal Personally 
Identifiable Information (PII), and instead will review other types of information.  

This PIA will be updated to reflect any relevant changes in the Information Sharing Fellows 
program over time. In addition, DHS will issue a report on the privacy and civil liberties impact of 
the program, not later than one year after the program is implemented.  

Fair Information Practice Principles (FIPPs)
The Privacy Act of 1974 articulates concepts of how the Federal government should treat 

individuals and their information and imposes duties upon Federal agencies regarding the 
collection, use, dissemination, and maintenance of personally identifiable information.  The 
Homeland Security Act of 2002, Section 222(a)(2) states that the Chief Privacy Officer shall assure 
that information is handled in full compliance with the fair information practices as set out in the 
Privacy Act of 1974. 

In response to this obligation, the DHS Privacy Office developed a set of Fair Information 
Practice Principles (FIPPs) from the underlying concepts of the Privacy Act to encompass the full 
breadth and diversity of the information and interactions of DHS.  These principles first appeared 
in the Secretary’s Advisory Committee on Automated Personal Data Systems within the 
Department of Health, Education, and Welfare (“HEW Report”), which was the basis for the 
passage Privacy Act. The FIPPs account for the nature and purpose of the information being 
collected, maintained, used, and disseminated in relation to DHS’ mission to preserve, protect, and 
secure. They are: Transparency; Individual Participation; Purpose Specification; Minimization; Use 
Limitation; Data Quality and Integrity; Security; and Accountability and Auditing. 



 Privacy Impact Assessment 
I&A/ Information Sharing Fellows Program

Page 4 

DHS conducts Privacy Impact Assessments on both programs and information technology 
systems, pursuant to the E-Government Act of 2002 Section 208 and the Homeland Security Act of 
2002 Section 222.  Given that the Homeland Security Information Fellows Program is a program 
rather than a particular information technology system, this PIA is conducted as it relates to the 
DHS construct of the FIPPs.   

1. Transparency

Principle: DHS should be transparent and provide notice to the individual regarding its 
collection, use, dissemination, and maintenance of personally identifiable information (PII). 
Technologies or systems using PII must be described in a system of record notice (SORN) and PIA, 
as appropriate. There should be no system the existence of which is a secret to the general public. 

The Homeland Security Information Sharing Fellow program, as described in the CONOPs 
will not change the way PII is gathered, collected, used, maintained, or disseminated by DHS.  It is 
recognized that, during the tenure of the Fellowship, a Fellow could identify information 
collection types that would enhance the cooperation with State, local, and tribal homeland security 
and LE partners and are outside the scope of the I&A SORN.  In this case, I&A, in coordination 
with the DHS Privacy Office, will review the existing privacy documentation to ensure that 
appropriate notice has been provided that the information can be shared in this manner.  If 
documentation needs to be updated to provide sufficient notice, DHS will update the appropriate 
documents prior to the commencement of sharing of the information.  

Information collected, used, maintained, or disseminated by I&A to meet its mission 
requirements under the Homeland Security Act has been described with appropriate routine uses 
in the existing Homeland Security Operations Center (HSOC) database SORN. (DHS/IAIP-001, 
April 18, 2005, 70 FR 20061). 

2. Individual Participation 

Principle: DHS should involve the individual in the process of using PII. DHS should, to 
the extent practical, seek individual consent for the collection, use, dissemination, and 
maintenance of PII and should provide mechanisms for appropriate access, correction, and redress 
regarding DHS’ use of PII. 

As noted above in Principle 1, the Information Sharing Fellows Program will not change 
the way information is gathered, collected, used, maintained, or disseminated by I&A or DHS. 
The Fellow will review the general practices of I&A to identify areas where appropriate sharing 
with State, local, and tribal homeland security and LE partners could be more effective. 

As a matter of policy and practice, individuals can submit a formal Privacy Act request 
for their information. Although certain records in the system of records were exempted from 
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certain provisions of the Privacy Act, DHS will review each request to ensure that the information 
meets the requirements of the exemptions of the Privacy Act.  

Generally, the information collected, used, maintained, and disseminated by I&A is 
exempted from the Privacy Act requirements of access, correction, and redress.  The exemptions 
are appropriate because providing access could inform the subject about the existence of an 
investigation or other lawful exercise of departmental authority.  Access to the records could 
permit the individual who is the subject of a record to impede an investigation and avoid 
detection or apprehension. Additionally, information held by I&A may include properly classified 
information, the release of which would pose a threat to national security and/or foreign policy.   

3. Purpose Specification 

Principle: DHS should specifically articulate the authority that permits the collection of PII 
and specifically articulate the purposes for which the PII is intended to be used. 

The information gathered, collected, used, maintained, or disseminated by I&A or DHS is 
done so consistent with its statutory authority, and will not be impacted by the Information 
Sharing Fellows Program, As noted above, fellows will review the general practices of I&A to 
identify areas where appropriate sharing with the State, local, and tribal homeland security and LE 
partners could be more effective.  

I&A through its SORNs specifies its authority for gathering and collection of information, 
and states the purposes that the information will serve.   

4. Minimization

Principle: DHS should only collect PII that is directly relevant and necessary to accomplish 
specific lawful purpose(s) and only retain PII for as long as necessary to fulfill the specified 
purpose(s). PII should be disposed of in accordance with DHS records disposition schedules as 
approved by the National Archives and Records Administration (NARA). 

As a member of the Intelligence Community under Executive Order 12333, I&A must 
minimize U.S. Person information in both collection and ongoing maintenance.  I&A must review 
its holdings of PII regularly to ensure that the information is properly collected and still needs to 
be maintained. When sharing information, I&A must minimize the U.S. Person information to 
comply with both EO 12333 and the Privacy Act so that only individuals with a “need to know” 
are provided access to the PII. 

While I&A is minimizing the information it maintains, I&A has exempted its system of 
records from requirements of the Privacy Act that require agencies only to collect information that 
is relevant and necessary.1  This exemption is necessary because it is not always possible for DHS 
to know in advance what information is relevant and necessary in the course of its intelligence, 
counterterrorism, or investigatory efforts.  In the context of the authorized intelligence, 

1 5 USC 552(a)(e)(1).



 Privacy Impact Assessment 
I&A/ Information Sharing Fellows Program

Page 6 

counterterrorism, and investigatory activities undertaken by DHS personnel, relevance and 
necessity are questions of analytic judgment and timing, such that what may appear relevant and 
necessary when acquired ultimately may be deemed unnecessary upon further analysis and 
evaluation. For this reason, the review and deletion process are an important aspect of DHS’ 
privacy program. Constraining the initial acquisition of information included within I&A could 
discourage the appropriate receipt of and access to information, which could impede DHS efforts 
to fulfill its mission. 

Notwithstanding this claimed exemption, which would permit the acquisition and 
temporary maintenance of records whose relevance to the purpose of the ERS may be less than 
fully clear, DHS will only disclose such records after determining whether such disclosures are 
consistent with published Privacy Act routine uses.   

5. Use Limitation 

Principle: DHS should use PII solely for the purpose(s) specified in the notice.  Sharing PII 
outside the Department should be for a purpose that complies with the purpose for which the PII 
was originally collected. 

The Information Sharing Fellow will not change the way information is used by I&A or 
DHS. The Fellows will consider the types of information that are currently not available to State, 
local, and tribal partners and could be used more effectively. In considering recommendations, 
I&A will work with the Privacy Office to determine the best course of action to ensure that only 
appropriate information is shared for compatible purposes. 

6. Data Quality and Integrity 

Principle: DHS should, to the extent practicable, ensure that PII is accurate, relevant, 
timely, and complete, within the context of each use of the PII. 

As noted above in Principle 1, the Information Sharing Fellow will not change the way 
information is gathered, collected, used, maintained, or disseminated by I&A or DHS.  As also 
noted under Principles 2 and 4, I&A has exempted itself from certain aspects of the Privacy Act as 
it relates to data quality and integrity.  I&A, as required by EO 12333, has specific policies and 
processes in place that require I&A to review the information regularly to ensure that the 
information meets the legal requirements of I&A.  

7. Security

Principle: DHS should protect PII (in all forms) through appropriate security safeguards 
against risks such as loss, unauthorized access or use, destruction, modification, or unintended or 
inappropriate disclosure. 

As noted above in Principle 1, the Information Sharing Fellow will not change the way 
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information is gathered, collected, maintained, used, or disseminated by I&A or DHS.  Therefore, 
the protocols around securing the information are not impacted.  

8. Accountability and Auditing 

Principle: DHS should be accountable for complying with these principles, providing 
training to all employees and contractors who use PII, and should audit the use of PII to 
demonstrate compliance with these principles and all applicable privacy protection requirements. 

The Information Sharing Fellows will not change the way information is gathered, 
collected, used, maintained, or disseminated by I&A or DHS; however, it will be incumbent upon 
DHS and I&A to ensure that Fellows are fully trained and understand the rules for the period of 
time they are detailed to I&A.  Fellows will receive appropriate privacy and civil rights and civil 
liberties training before beginning their detail to DHS, and regularly throughout their tenure.  

Additionally, at the completion of their detail to I&A, Fellows will be reminded of their 
ongoing duties to protect any information in the appropriate required de-briefing.  

Conclusion
I&A has designed the Information Sharing Fellows Program in such a way as to minimize 

the impact on privacy. The Information Sharing Fellow will not change the way information is 
gathered collected, used, maintained, or disseminated by I&A or DHS.  The only discernible 
privacy risk with the program is that the Fellow will share information informally and 
inappropriately with his employer.  This risk will be mitigated with initial and ongoing privacy 
training. 

Responsible Officials 
Program Manager: 
Rob Riegle
Director, State and Local Programs 
Intelligence and Analysis  
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Approval Signature Page 

Original signed and on file with the DHS Privacy Office 

Hugo Teufel III  
Chief Privacy Officer  
Department of Homeland Security 
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Abstract

The Department of Homeland Security (DHS), Intelligence and Analysis’ (I&A) Organizational Shared Space 
(OSS) is a virtual protected area on the Joint Worldwide Intelligence Communications System (JWICS) 
network.  OSS is used for the retention of intelligence products and their dissemination to other 
Intelligence Community (IC) consumers.  I&A has conducted this privacy impact assessment (PIA) because 
some of the documents stored on the OSS contain personally identifiable information (PII). 

Introduction

Background 

The OSS project was initiated via a grant from the Director of National Intelligence (DNI) to facilitate the 
move of the DHS website from the IC Enterprise Services (ICES) Office (formerly the Intelink Management 
Office) to a DHS-owned and managed hosting solution. 

I&A Mission and Requirements  

DHS’s role within the IC is to facilitate information sharing and conduct appropriate research and analysis 
to support information sharing between DHS components, DHS partners, and the IC.  I&A has implemented 
OSS to facilitate its information sharing mission responsibilities per Title II of the Homeland Security Act of 
2002 and the Intelligence Reform and Terrorism Prevention Act of 2004. 

I&A will use OSS to store and retain intelligence products developed by DHS intelligence personnel.  OSS 
will also be used as the primary mechanism to disseminate those products to the IC and intelligence 
elements within DHS.  The OSS will serve as the primary DHS JWICS presence that will be exposed to other 
intelligence providers.  Initially, the OSS portal will host an internally and externally accessible repository of 
finished DHS intelligence products.  As new mission applications are deployed, the portal will be used to 
provide access control for both internal and external users to those classified DHS-managed applications.  
This means that OSS will be the gateway for I&A users to access other applications to which they have 
access.  Pantheon, which has a previously issued PIA, is currently expected to be made available through the 
OSS.  A final timeline has yet to be finalized.  Other applications, however, may precede Pantheon. 

OSS Structure  

The OSS Portal manages access to I&A’s intelligence products  
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Information Handling Guidelines and Protocols 

OSS is a National Security System operating at the TS/SCI level.   
 All I&A personnel accessing 

the system are required to attend annual training in security and intelligence oversight policy which 
includes specialized training on the legal uses of US Persons data and the protection of individual privacy 
when handling PII.  Each I&A employee has signed documents acknowledging the penalties for violation of 
the rules for handling classified or sensitive information.  As such, all I&A users of this data are aware that 
misuse of the data may result in termination of employment, monetary fines, or incarceration.  

There are no specialized training requirements for non-DHS OSS users.  However, all IC agency personnel 
that access the JWICS network, and OSS, which resides therein, conduct regular security, including 
information security, training, as well as regular training in the principles of Intelligence Oversight and any 
locally applicable regulations or procedures implementing the requirements of Executive Order 12333.   

Because OSS supports intelligence operations and is required to execute on classified networks, the physical 
and IT security standards are rigorous.   
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Section 1.0 Characterization of the Information

1.1 What information is collected, used, disseminated, or maintained in the 
system?

 
 
 

  

 
 
 
 

  
 

 
 
 
 

 
 
In order to enable the role-based access control provided by the directory infrastructure and PKI, the OSS 

 

 

 

 
 

1.2 What are the sources of the information in the system? 

The sources of the information contained within the finished DHS intelligence products posted to OSS 
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 Information 
in OSS may also be received, from organizations and individuals who receive I&A intelligence products, in 
the form of feedback to the DHS intelligence product.  Information can be generally summarized as 
information related to people, places, things, and events within the statutory purview of I&A. 

While the specific origin of the data contained within the intelligence products cannot be quantified, the 
DHS Chief Intelligence Officer is committed to the quality and accuracy of the posted products.  The quality 
control of these products is managed via a comprehensive pre-publication vetting process that facilitates 
further critical review of the format and content of a finished DHS intelligence product.  Products not 
meeting these standards are not approved for release.  

 

 

  

 

1.3 Why is the information being collected, used, disseminated, or maintained? 

The information which appears within DHS intelligence products that are posted on the OSS is acquired for 
purposes consistent with DHS and I&A authorities and responsibilities under the Homeland Security Act, 
and in furtherance of the I&A mission of information sharing.  Properly collected and acquired information 
is posted on the OSS for the purpose of information sharing within and among the elements of the DHS 
intelligence enterprise, and other federal components, including the larger IC.  

 
 
 
  
  
 
 
 

1.4 How is the information collected? 
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1.5  How will the information be checked for accuracy? 

The information is accurate to the best knowledge and belief of the reporting officer.  To ensure accuracy 

 
  Moreover, DHS intelligence personnel employ best efforts to ensure that information is 

accurate;  
 
 

   
however, a complete description of intelligence and analytic tradecraft is beyond the scope 

of this document.  Finally, all finished DHS intelligence products undergo a thorough vetting process prior 
to release.   

 
 

  Information is subject to the normal 
Intelligence Oversight processes so it is periodically reviewed  

 

1.6 What specific legal authorities, arrangements, and/or agreements defined 
the collection of information?

Legal authority for the collection of information located in OSS is found in the Homeland Security Act of 
2002, Public Law 1007-296, §§ 201-202, and Executive Orders 12333 and 13284 (making DHS I&A a 
part of the IC).  In exercising its responsibilities under the Homeland Security Act, I&A is specifically 
authorized by statute to access and receive (collect) intelligence, law enforcement, and other information 
from Federal, State, and local agencies and private sector entities, including any relevant reports, 
assessments, analyses, and unevaluated intelligence that may be collected, possessed, or prepared by any 
agency of the Federal Government, for purposes of further analysis, integration, and other uses by the 
Department, and to disseminate, as appropriate, information analyzed by the Department within the 
Department, to other agencies of the Federal Government with responsibilities relating to homeland or 

UNCLASSIFIED//FOUO 

(b)(2) High

(b)(2) High

(b)(2) High

(b)(2) High

(b)(2) High

(b)(2) High



Privacy Impact Assessment
UNCLASSIFIED//FOUO   DHS I&A OSS  

    Page 8 

national security, and to agencies of State and local governments and private sector entities with such 
responsibilities.  

In carrying out these activities, I&A must consult with the Director of National Intelligence, other 
appropriate intelligence, law enforcement, or other elements of the Federal Government, State and local 
governments, and the private sector, to ensure appropriate exchanges of information are being made. 
Furthermore, I&A must ensure that any material it receives is protected from unauthorized disclosure and 
that any intelligence information is shared, retained, and disseminated consistent with the authority of the 
Director of National Intelligence to protect intelligence sources and methods under the National Security 
Act of 1947.  

Finally the Homeland Security Act assigns to I&A the responsibility for coordinating support to the elements 
and personnel of the Department, other agencies of the Federal Government, State and local governments, 
and the private sector, that provide information to the Department, or are consumers of information 
provided by the Department, in order to facilitate the identification and sharing of information revealed in 
their ordinary duties and the optimal utilization of information received from the Department.  

In addition to relevant provisions of the Homeland Security Act and Executive Order 12333, as amended, 
the following authorities, arrangements, and agreements also help to define the collection of information 
which may appear in OSS: Executive Order 13311 (authority of DHS to prescribe and implement classified 
and unclassified homeland security information sharing procedures); the Memorandum of Understanding 
Between the IC, Federal Law Enforcement Agencies, and the Department of Homeland Security Concerning 
Information Sharing of March 4, 2003 (framework and guidance to govern homeland security, terrorism, 
and other related information sharing, use, and handling between DHS and the larger federal community); 
Homeland Security Presidential Directives/HSPDs 5 (designating the Secretary of DHS as the principal 
Federal official for domestic incident management under a National Response Plan) and 7 (responsibility of 
DHS to coordinate and establish systems for sharing homeland security information concerning the 
protection of critical national infrastructure and key resources); and Executive Order 13388 and the 
Intelligence Reform and Terrorism Prevention Act of 2004 (IRTPA), (which call for the implementation of 
a terrorism information sharing environment). 

1.7 Privacy Impact Analysis: Given the amount and type of data collected, 
discuss the privacy risks identified and how they were mitigated.  

The amount of PII contained in an intelligence product is the minimum amount of data consistent with 
mission need.   
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  This prevents misuse of data 
and the propagation of inaccurate data. 

Section 2.0 Uses of the Information 

2.1 Describe all the uses of information. 

Information stored in the OSS is used: 

� To publish finished intelligence products to the JWICS network for use by authorized DHS 
intelligence personnel and other intelligence agencies with access to JWICS, as appropriate. 

� To retrieve and analyze topic specific feedback information on intelligence products.  This 
capability extends the window for vetting to ensure that I&A products meet customer need 
continuously. 

� To authorize users to access applications and services consistent with their level of clearance and 
administrative access. 

Anticipated routine uses by I&A of the products maintained in OSS are consistent with the applicable 
routine uses published last in the Homeland Security Operations Center Database (HSOC) System of 
Records Notice (SORN), published as DHS/IAIP-001 on April 18, 2005, and available at 70 Fed. Reg. 
20156, and the recently completed draft notice for the I&A Enterprise Records System (ERS) SORN which is 
expected to be published in the near future.  The ERS SORN will replace the HSOC SORN as the governing 
system of records notice for all I&A systems.  Covered routine uses include those which would permit the 
use of PII for user account holder registration for authorized administrative and auditing purposes. 

2.2 What types of tools are used to analyze data and what type of data may be 
produced?

 
 
 
 

   

2.3 If the system uses commercial or publicly available data please explain 
why and how it is used.   

OSS is simply the repository for finished I&A intelligence products.   
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  Any inquiries into the sources of I&A intelligence products would have to 

be made to the product originator via the content administrator.   

2.4 Privacy Impact Analysis: Describe any types of controls that may be in 
place to ensure that information is handled in accordance with the above 
described uses.

Personnel responsible for creating and publishing finished DHS intelligence products to OSS are assigned 
authorized analytical tasks and their performance is closely monitored by I&A branch and division chiefs.  
These individuals are required to attend annual training in the protection and safeguarding of U.S.  Persons 
and privacy related information as part of a mandatory training program on the I&A Information Handling 
Guidelines and I&A policies concerning Intelligence Oversight.  Intelligence products represent the best 
collective judgment of the DHS intelligence professional.  As such, the DHS Chief Intelligence Officer takes 
a personal interest in ensuring intelligence products posted to JWICS for use by other DHS intelligence 
personnel and members of the IC reflect well upon the Department and are consistent with DHS 
intelligence authorities and responsibilities.  The comprehensive pre-publication vetting process facilitates 
further critical review of the format and content of a finished DHS intelligence product.  Products not 
meeting these standards are not approved for release.  

 
   

 
   

 
   

 
   

 
  

Section 3.0 Retention 

3.1 What information is retained? 

All of the information described within Section One is retained within OSS.   

3.2 How long is information retained? 
I&A is in the process of establishing a formal retention schedule with the I&A and DHS Records Officer.  As 
a baseline information is retained in accordance with existing I&A guidelines for information retention.  
Since this system is intended to be used as a research resource archive for DHS Intelligence personnel and 
personnel from other intelligence agencies with authorized access, longer term data storage, consistent with 
I&A information handling guidelines and the requirements and limitations imposed upon records retention 
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generally under applicable federal law, is required to support historical searches of the data set.  Current 
I&A Intelligence Oversight policies and associated I&A Information Handling Guidelines require review of 
any U.S. Person information placed on the system by DHS on an annual basis to determine if the 
information can continue to be retained.  When the specified period for retention under law has elapsed, or 
where the continued retention of U.S. Persons information is not justified, that information is removed and 
destroyed.  DHS Intelligence personnel responsible for creating the record or maintaining the information 
in the system must complete the required annual review.  

 
 

 

 
  

3.3 Has the retention schedule been approved by the component records 
officer and the National Archives and Records Administration (NARA)?   

No, although once a retention schedule is established with the DHS Records Officer a formal submission to 
NARA will be made.   

3.4 Privacy Impact Analysis: Please discuss the risks associated with the 
length of time data is retained and how those risks are mitigated. 

 
 
 
 
 
 
 
 
 

 That said, DHS Intelligence personnel perform annual reviews 
of U.S. person information in OSS and delete the U.S. Person information for which continued retention 
under applicable information handling guidelines and oversight policies is no longer justified or 
appropriate.  This helps to mitigate the risk that PII will be retained longer than needed. 
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Section 4.0 Internal Sharing and Disclosure

4.1 With which internal organization(s) is the information shared, what 
information is shared and for what purpose? 

Intelligence products are shared with other DHS intelligence personnel that have JWICS access.  DHS 
intelligence personnel include personnel assigned to intelligence elements of the United States Coast Guard 
(USCG), Immigration and Customs Enforcement (ICE), Customs and Border Protection (CBP), Citizenship 
and Immigration Services (USCIS), United States Secret Service (USSS), and Transportation Security 
Administration (TSA).  

DHS Intelligence products are shared as a resource for other DHS intelligence personnel in each of the 
organizational elements listed in the preceding paragraphs, above, to use for purposes of research and 
further analysis of intelligence topics and for other intelligence related activities.  

User account information is not shared with those organizations via OSS. 

4.2 How is the information transmitted or disclosed? 

  
 
 
 

4.3 Privacy Impact Analysis: Considering the extent of internal information 
sharing, discuss the privacy risks associated with the sharing and how 
they were mitigated. 

The risks to privacy introduced by sharing the data within DHS are appropriately mitigated.  Information in 
OSS is intelligence information maintained entirely on a classified (TS/SCI) system for the primary purpose 
of being shared among DHS personnel for the performance of their homeland and national security related 
responsibilities.  The intelligence products are specifically prepared and tailored to communicate threat 
information among DHS intelligence personnel.  To the extent U.S. Persons identifying information is 
included in OSS records, it is because a determination has been made that it is necessary for the potential 
recipient(s) to understand, assess, or act on the information provided in the record.  

Section 5.0 External Sharing and Disclosure  

5.1 With which external organization(s) is the information shared, what 
information is shared, and for what purpose? 
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The intelligence products are specifically published to the web for the use of all DHS Intelligence personnel 
and member elements and personnel of the national IC having a need to know the information in the 
course of their duties and responsibilities, and the particular missions of their organizations. 

5.2 Is the sharing of personally identifiable information outside the Department 
compatible with the original collection? If so, is it covered by an 
appropriate routine use in a SORN? If so, please describe. If not, please 
describe under what legal mechanism the program or system is allowed to 
share the personally identifiable information outside of DHS. 

DHS Intelligence products are shared in accordance with the HSOC SORN, published as DHS/IAIP-001 on 
April 18, 2005, and available at 70 Fed. Reg. 20156 (SORN) and, once published, the ERS SORN with 
other intelligence agencies.  The use of the products will be consistent with each receiving agency’s 
authorities and policies concerning the receipt, handling and use of information, for purposes of 
communicating threat information to those agencies for enabling them to plan a response to those threats, 
and for research and further analysis of intelligence topics or other authorized national intelligence 
activities.  User account information is not shared with those organizations. 

 

There is no specialized training requirements for those non-DHS personnel to whom access to OSS will be 
granted.  However, it is understood that all IC agency personnel that access the JWICS network, and OSS, 
which resides therein, conduct regular security, including information security, training, as well as regular 
training in the principles of Intelligence Oversight and any locally applicable regulations or procedures 
implementing the requirements of Executive Order 12333.   

5.3 How is the information shared outside the Department and what security 
measures safeguard its transmission? 
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5.4 Privacy Impact Analysis: Given the external sharing, explain the privacy 
risks identified and describe how they were mitigated. 

The risks to privacy introduced by sharing of data from OSS with the identified organizations external to 
DHS are very low.  This is finished intelligence information, vetted by senior DHS Intelligence leadership 
prior to publication, being maintained entirely on a classified (TS/SCI) system for the purpose of being 
shared with and among intelligence professionals, including personnel belonging to non-DHS 
organizational elements of the national IC for the performance of their national security related 
responsibilities.  The intelligence products are specifically prepared and tailored to communicate threat and 
other information to intelligence personnel.  To the extent U.S. Persons identifying information is included 
in any OSS records released to external organizations, it is because a determination has been made that it is 
necessary for the potential recipient(s) to understand, assess, or act on the information provided in the 
record in accordance with the procedures outlined in Executive Order 12333.   

In addition, access controls ensure that only those users with the required clearances are permitted to view 
the classified products.  Moreover,   This information 
sharing construct is common across all agencies of the IC and represents one of the principal means by 
which I&A executes its DHS Intelligence mission.   

Section 6.0 Notice

6.1 Was notice provided to the individual prior to collection of information? 

 
 

we are not in a position to address the notice, if any at all, that may be provided directly to that 
source or subject individual to whom the record pertains.  Given the sensitive methods and sources through 
and from which most intelligence information, including that which potentially identifies U.S. Persons 
information, is acquired, as well as the sensitive purposes for which that acquired information is used, it 
would not be appropriate to speculate in this document how, if at all, notice may otherwise be provided to 
individuals identified in the system.  

However, notice generally concerning all intended uses of information by DHS Intelligence systems 
overseen by I&A is provided in the HSOC SORN, published as DHS/IAIP-001 on April 18, 2005, and 
available at 70 Fed. Reg. 20156, and the recently completed draft I&A ERS SORN.  The ERS SORN will 
publish in the near future.  The ERS SORN will replace the HSOC SORN as the governing system of records 
notice for all I&A controlled record systems.  

Information provided by users for the purposes of establishing user accounts for access to OSS is collected 
by the user’s respective parent intelligence organization, which provides notice on the uses of the 
information and other restrictions on the use of the JWICS network, on which the OSS resides.  For 
example, in DHS, a written notice on JWICS rules of behavior, Privacy Act usages, and an express 
notification that all access may be monitored is provided to every user who applies for an account. 
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6.2 Do individuals have the opportunity and/or right to decline to provide 
information? 

Persons named in intelligence products have no opportunity to decline to provide information inasmuch as 
they do not provide that information themselves, and are otherwise not on notice that the particular 
information has been collected and acquired by I&A.   

 

   

6.3 Do individuals have the right to consent to particular uses of the 
information? If so, how does the individual exercise the right?

Individuals named in intelligence products do not have the right to consent to the particular uses of the 
information in OSS.  Information published in intelligence products, however, complies in all respects with 
internal I&A Information Handling Guidelines, and, as specifically concerns the collection, retention, and 
dissemination of information that identifies U.S. persons, complies fully with I&A policies on Intelligence 
Oversight, including compliance with all applicable Executive Orders, Director of National Intelligence 
policies and directives, and other Departmental policies. 

 
 

 

6.4 Privacy Impact Analysis: Describe how notice is provided to individuals, 
and how the risks associated with individuals being unaware of the 
collection are mitigated. 

 
 
 
 

   
 

   
 

This may represent a risk to privacy, however the limits placed on access to the information and 
information handling training under EO 12333 provided to the I&A personnel using the data are factors 
mitigating this privacy risk.    
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Section 7.0 Access, Redress and Correction

7.1 What are the procedures that allow individuals to gain access to their 
information? 

Because OSS contains classified and sensitive unclassified information related to intelligence, counter 
terrorism, homeland security, and law enforcement programs, activities, and investigations, records within 
it have been exempted from requests for access or amendment by covered individuals to their own 
information within it, to the extent permitted by the Privacy Act subsection (k) (Sec. 552a of Title 5 of the 
U.S. Code).  Notwithstanding applicable exemptions, DHS reviews all such requests on a case-by-case basis.  
Where such a request is made, and compliance would not appear to interfere with or adversely affect the 
national or homeland security of the United States or activities related to any investigatory material 
contained within this system, the applicable exemption may be waived at the discretion of I&A, and in 
accordance with procedures and points of contact published in the applicable SORN.  

The procedures for submitting FOIA requests for OSS are available in 6 C.F.R. Part 5. 

Assistant Secretary Office of Intelligence & Analysis 
U.S. Department of Homeland Security 
Washington, D.C. 20528 
Attn:  FOIA Officer 
E-mail: FOIAOPS@DHS.GOV  

Holders of user accounts can update their information via the JWICS.  This community resource updates 
contact information and PKI certificates. 

7.2 What are the procedures for correcting inaccurate or erroneous 
information? 

Sometimes erroneous information is published in a finished intelligence product.  When incorrect 
information is discovered, a revised product is published to correct the information or to note the 
questionable fact or content.  The OSS uses content management to maintain version control 
of the published intelligence products. 

As noted above, any requests from the public for information in OSS will be reviewed on a case by case 
basis in light of the reasons OSS is exempted from certain provisions of the Privacy Act. 

OSS user account holders are responsible for the integrity of the data they enter. Should erroneous 
information be entered, the user is required to correct their entry immediately.   
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7.3 How are individuals notified of the procedures for correcting their 
information?   

Formal notice of the fact that PII may be resident on I&A applications, such as OSS, is provided generally 
through the HSOC SORN.   

For purposes of I&A systems privacy related records, the HSOC SORN will soon be replaced by a new ERS 
SORN that is currently in draft form under the title “DHS Office of I&A Enterprise Records System.”   

The procedures for correcting user account information are published to the Intelink Passport web site.  
Users may also contact their local help desk or system administrator for assistance in correction their 
account information. 

7.4 If no formal redress is provided, what alternatives are available to the 
individual?

Informal redress is provided to an individual requester on a limited basis where compliance with a request 
would not hinder I&A or DHS operations, the supported activities of other agencies, or otherwise 
jeopardize a sensitive national or homeland security, law enforcement, or other intelligence investigation.   

7.5 Privacy Impact Analysis: Please discuss the privacy risks associated with 
the redress available to individuals and how those risks are mitigated. 

Given the classified nature of the underlying system and the OSS application, a robust program to permit 
access, review and correction of the raw intelligence data cannot be provided.  While this lack of direct 
access and formal redress mechanisms may represent a theoretical risk to individual privacy, that risk is 
linked with the heightened sensitivity of and potential harm that could result to the government activities 
supported, and are mitigated considerably given the inherent information system security protections and 
controls unique to classified information system within which OSS resides and the applicable policies and 
mandatory procedures governing the access, collection, retention, use, and dissemination of the PII by I&A 
personnel.  

OSS Portal users are informed as to the uses of their user account information.  Multiple methods are 
available to correct user account information. 

Section 8.0 Technical Access and Security

8.1 What procedures are in place to determine which users may access the 
system and are they documented? 
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8.2 Will Department contractors have access to the system? 

DHS employs contract analysts from several vendors to assist in the analysis of data and preparation of 
intelligence products and those contractors will have access to the system.  In addition, contractors will 
have access to the system for development, operation and maintenance purposes.  Contracts contain 
proprietary information and are available to authorized personnel via the Office of Procurement Operations. 

8.3 Describe what privacy training is provided to users either generally or 
specifically relevant to the program or system? 

OSS users receive DHS privacy and security training annually and system specific training upon gaining 
their system accounts. Individual DHS intelligence professionals responsible for publishing finished DHS 
intelligence products, receiving products and reporting for posting into OSS, and otherwise authorized 
access to them for later use are each required to attend annual training in the protection and safeguarding 
of U.S. Persons and privacy related information as part of a mandatory training program on the I&A 
Information Handling Guidelines and I&A policies concerning Intelligence Oversight. 
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8.4 Has Certification & Accreditation been completed for the system or 
systems supporting the program? 

OSS was designed to meet FISMA requirements
 
 
 

  

 

8.5 What auditing measures and technical safeguards are in place to prevent 
misuse of data? 

 
 
 
 
 

  

8.6 Privacy Impact Analysis: Given the sensitivity and scope of the information 
collected, as well as any information sharing conducted on the system, 
what privacy risks were identified and how do the security controls 
mitigate them? 

The security controls in place provide adequate protection of privacy, therefore, the privacy risks for this 
category are considered low.  The primary privacy risks associated with the system were related to 
unauthorized access to the system and improper maintenance and dissemination of information.  The 
systems access risk was mitigated  

 
 

   
 

The information maintained within OSS is classified and sensitive and subject to the information handling 
requirements identified in Executive Order 12333.  The mitigation of improper distribution or 
maintenance of this information is accomplished by the I&A analysts’ mandatory annual information 
handling and intelligence oversight training.  
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Section 9.0 Technology 

9.1 What type of project is the program or system? 

OSS is an operational project which provides a virtual protected area that hosts the DHS JWICS website.  
The site provides a platform upon which intelligence products may be retained or disseminated through 
authorized access mechanisms to other IC consumers  

9.2 What stage of development is the system in and what project development 
lifecycle was used? 

The I&A development contractor, created the system:  

The I&A development contractor,  OSS has 
been deployed and is undergoing its Security Test and Evaluation.  OSS was assessed by the I&A Information 
Technology Review Board and after that evaluation the product acquisition, accreditation and deployment 
activities were permitted to continue. 
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9.3 Does the project employ technology which may raise privacy concerns? If 
so please discuss their implementation. 

 

Responsible Officials 

 
Program Executive Officer 
Office of Intelligence & Analysis 
Department of Homeland Security 

 
  

 

Project Manager 

 

 

Approval Signature Page 

 

 

 

 

Original signed and on file with the DHS Privacy Office.  

John Kropf 
Acting Chief Privacy Officer 
Department of Homeland Security 
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Abstract

As a member of the Intelligence Community (IC), the Department of Homeland Security Office of 
Intelligence & Analysis has developed an information technology system called Pantheon.  Pantheon’s 
mission is to enable the Department of Homeland Security (DHS) to share intelligence-based information 
with DHS components and Communities of Interest (COIs) (i.e. Federal, state, local, tribal, territorial, 
private sector, intelligence community, and international partners) by implementing a technology solution 
for responding to requests for information (RFIs) received by I&A.  I&A has conducted this privacy impact 
assessment (PIA) because Pantheon will involve the collection and use of personally identifiable 
information (PII). 

Introduction

DHS’s role within the IC is to facilitate information sharing between DHS components, COIs, and the IC. 
The Office of Intelligence and Analysis (I&A) has developed Pantheon to facilitate this information sharing 
requirement.   

 
 

 

 
 
 
 

Pantheon intelligence information, data, and/or products may potentially contain Personally Identifiable 
Information (PII).   

 
      

 
 

 
 

 In the future, I&A will 
evaluate other automated systems and “backbones” for possible adaptation to support the RFI process. 
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Typical Transaction 
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Use and Handling of Personally Identifiable Information 

Even though I&A cannot know when and how PII will be encountered, DHS and I&A have strict protocols 
as well as IC requirements, which protect any PII associated with an intelligence product.   

 I&A can retain control over how PII is labeled and processed.  This 
arrangement complies with the provisions of Executive Order (EO) 12333, United States Intelligence Activities, as 
amended, Intelligence Community Directives (ICDs) 153, Process for Developing Interpretive Principles and Proposing 
Amendments to Attorney General Guidelines Governing the Collection, Retention, and Dissemination of Information Regarding U.S. 
Persons, 501 Policy on the Use of Dissemination Controls for Intelligence Information, and DHS Management Directive 
8202, Procedures Governing Activities of the Office of Intelligence and Analysis that Affect United States Persons. These 
documents along with DHS implementing procedures, define the varied responsibilities, authorities, and 
limitations within the federal government for the conduct of intelligence activities.  

In many ways these procedures mirror privacy laws, and in most instances, EO 12333 and ICD 153 are 
more restrictive than current privacy laws because they strictly define the boundaries within which IC 

members can acquire, retain, and utilize U.S. person information.1  Moreover, prior to disseminating any 
properly acquired and retained U.S. Person information, I&A personnel must undertake a “minimization” 
process, whereby the U.S. Person information or identity is evaluated in the context of the request and/or 
the intended recipient for determining whether disclosure of that specific identifying information is 
necessary for an understanding of the product. Where such disclosure is not necessary, the identity 
information will be “masked” by replacing it with “a U.S. Person” (“USPER”). When an I&A product includes 
U.S. person identifying information, that information will be properly marked as “a U.S. Person” or “USPER,” 
as appropriate, and the product itself will carry a warning stating that “This document contains U.S. Person 
Information and should be handled in accordance with E.O. 12333”.   

Section 1.0 Information Collected and Maintained 

The following questions are intended to define the scope of the information requested as well as the 
reasons for its collection as part of the system, rule, and/or technology being developed. 

1.1 What information is to be collected? 

 may have PII contained within 

                                                          
1 The definition of a U.S. Person includes a U.S. citizen, an alien known by the intelligence agency to be a permanent 
resident alien, an unincorporated association substantially composed of U.S. citizens or permanent resident aliens, or a 
corporation incorporated in the U.S. (except for a corporation directed and controlled by a foreign government or 
governments) Source: E.O 12333, as amended by E.O. 13284, Part 3; Sec. 3.4, Subsec, (g)(5) (i).
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them, but the PII related to U.S. Person (USPER) information must be submitted in conformance with 
applicable executive orders and laws, including EO 12333 and the Privacy Act.  PII may include name, date 
of birth, aliases, and any other information relevant to intelligence activities.  

1.2 From whom is information collected? 

The information contained in Pantheon may be collected from DHS components and COI partners, 
including the IC.  

1.3 Why is the information being collected? 

The information within the Pantheon is being collected to ensure that appropriate information is 
disseminated to the appropriate agencies in a timely and efficient way and in accordance with the 
Homeland Security Act, the information sharing environment, the Privacy Act, and any other applicable law 
or regulation.  

1.4 How is the information collected? 

 
 
 

 
 

  
  

1.5  What specific legal authorities/arrangements/agreements define the 
collection of information? 

In exercising its responsibility under the Homeland Security Act of 2002, as amended, the National Security 
Act of 1947, as amended, and Executive Order 12333, as amended, I&A is authorized to disseminate, as 
appropriate, information analyzed by the Department within the Department, to other agencies of the 
Federal Government with responsibilities relating to homeland security, and to agencies of State and local 
governments and private sector entities with such responsibilities. In carrying out this responsibility, I&A 
must also consult with the Director of National Intelligence, other appropriate intelligence, law 
enforcement, or other elements of the Federal Government, State and local governments, and the private 
sector, to ensure appropriate exchanges of information. Furthermore, I&A must ensure that any material it 
receives is protected from unauthorized disclosure and that any intelligence information is shared, retained, 
and disseminated consistent with the authority of the Director of National Intelligence to protect 
intelligence sources and methods under the National Security Act of 1947. Finally, it is the responsibility of 
I&A under the Homeland Security Act to coordinate support to the elements and personnel of the 
Department, other agencies of the Federal Government, State and local governments, and the private sector, 
that provide information to the Department, or are consumers of information provided by the Department, 
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in order to facilitate the identification and sharing of information revealed in their ordinary duties and the 
optimal utilization of information received from the Department. The system called Operational Shared 
Space (OSS) will directly support all of these activities. 

Among the legal authorities, arrangements and agreements that define the information collection are: 

The Homeland Security Act of 2002 (P.L. 107-296), as amended, directs DHS to access, receive and 
analyze law enforcement information, intelligence information, and other information from agencies of the 
Federal Government, state and local government agencies (including law enforcement agencies), and 
private sector entities; to integrate such information, in support of the mission responsibilities of the 
Department and the functions of the National Counterterrorism Center, to aid in terrorism-related analysis; 
to consult with the Director of National Intelligence and other appropriate intelligence sources to establish 
priorities and strategies; to appropriately disseminate collected information; to establish the intelligence 
collection, processing, analysis, and dissemination priorities, policies, processes, standards, guidelines, and 
procedures for the intelligence components of the Department, consistent with any directions from the 
President and, as applicable, the Director of National Intelligence; to have such access as the Secretary 
considers necessary to all information, including reports, assessments, analyses, and unevaluated 
intelligence relating to threats of terrorism against the United States and to other areas of responsibility 
assigned by the Secretary, and to all information concerning infrastructure or other vulnerabilities of the 
United States to terrorism, whether or not such information has been analyzed, that may be collected, 
possessed, or prepared by any agency of the Federal Government; to integrate the information and 
standardize the format of the products of the intelligence components of the Department containing 
homeland security information, terrorism information, weapons of mass destruction information, or 
national intelligence (as defined in section 3(5) of the National Security Act of 1947 (50 U.S.C. 401a(5))); 
and to make available, within the Department and to other departments and agencies of the Federal 
Government, as appropriate, information provided by State, local, and tribal governments and the private 
sector, and reviewed and analyzed by the Department.  

Executive Order 13311 U.S. Intelligence Activities delegates authorities for prescribing and 
implementing homeland security and related terrorism information sharing procedures. 

Homeland Security Presidential Directive 7 (HSPD-7) Critical Infrastructure Identification, 
Prioritization, and Protection (2003) orders the Secretary of Homeland Security to establish appropriate 
systems for the sharing of relevant Homeland security information within and among the identified critical 
infrastructure sectors. 

The Intelligence Reform and Terrorism Prevention Act (IRTPA)(P.L. 108-458) grants authority to 
Federal agencies for terrorism information sharing, but preserves the authority of the Department with 
regard to the dissemination of information to state, local and private entities. 
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1.6 Privacy Impact Analysis: Given the amount and type of data being 
collected, discuss what privacy risks were identified and how they were 
mitigated.  

I&A minimizes the amount of PII on Pantheon as required for intelligence products. For intelligence 
products containing PII on USPERS collected and retained in Pantheon, I&A applies internally developed 
procedures which implement the Intelligence Oversight requirements of Executive Order 12333, ICD 153, 
and MD 8202  Prior to the dissemination or external release of that information, I&A employs the process 
of “minimization” to reduce or, whenever possible, eliminate the need to release any PII, thereby reducing 
any privacy risks to these individuals.  Thus, consistent with its obligations as a member of the Intelligence 
Community operating under Executive Order 12333, ICD 153, MD 8202 and in accordance with the 
“Information Handling Guidelines for the Office of Information Analysis” it adopted on Oct. 5, 2005, I&A 
reviews each intelligence product prior to its dissemination to determine whether the release of 
information identifying a USPERS is, when evaluated in the context of the request and/or the intended 
recipient, necessary for an understanding of the product. Where such disclosure is not necessary, the 
identity information will be “masked” by removing and replacing it with “U.S. Person” or  “USPER.” 
Where an I&A product includes USPER identifying information, that information will be properly marked 
or otherwise tagged as “USPER.” Further, the product itself will carry a warning stating that “This 
document contains U.S. Person Information (USPER) and should be handled accordingly,” or words to that 
effect.    

 
 I&A will ensure that any 

information shared or distributed via Pantheon complies with Constitutional, statutory, regulatory, and all 
other policy requirements as appropriate. This will include applicable privacy and civil liberties standards.  

 
 
 

 

Section 2.0 Uses of the System and the Information 

The following questions are intended to delineate clearly the use of information and the accuracy of the 
data being used.   

2.1 Describe all the uses of information. 
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2.2  Does the system analyze data to assist users in identifying previously 
unknown areas of note, concern, or pattern? 

 
 

2.3  How will the information collected from individuals or derived from the 
system be checked for accuracy?

 
 
 
 

 
 
 
 
 

 
   

    

 
 
 

 

2.4 Privacy Impact Analysis: Given the amount and type of information 
collected, describe any types of controls that may be in place to ensure 
that information is used in accordance with the above described uses.  

As explained in the introduction
.  This ensures Pantheon is being used appropriately not only as a system, but also the 

information being exchanged is used appropriately.   
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dissemination of information regarding USPERS as specified in EO 12333, ICD 153, ICD 501, ICD 701, 
DHS PD 002, and MD 8202.  The applicable protections and controls on the treatment and handling of 
personally identifying information is a core principle of intelligence oversight, upon which US Person 
information may be collected, retained, and disseminated by I&A personnel only when: 1) it is relevant for 
the performance of the DHS mission and I&A’s responsibilities therein and 2) it properly falls within one of 
the pre-defined categories of collectability. 

Minimization, as a process, occurs only after the initial and proper application of the principles, above, and 
then only in the event that the information sought by an entity outside I&A would contain USPER 
information if released in response to a proper request. 

 
 

  

 
 
 

   

With these controls in place, the privacy impact in this category is assessed as low. 

Section 3.0 Retention 

The following questions are intended to outline how long information will be retained after the initial 
collection. 

3.1       What is the retention period for the data in the system? 

Data and information determined to be useful and correct is maintained in the system in accordance with 
EO 12333, ICD 153, ICD 501, ICD 701, MD 8202, DHS PD 002, DHS Memorandum, and Intelligence 
Oversight Basics, dated March 27, 2006; and in the Information Handling Guidelines for the Office of 
Information Analysis, dated October 5, 2005 and other governances as appropriate.  This guidance includes 
reviewing U.S. person information placed in the system by DHS on an annual basis to verify if it is still 
needed and, if not, the deletion of such information.   

  This system is intended be used as a research 
resource for I&A and other intelligence agencies.   

 

 
 

 
 

UNCLASSIFIED//FOUO 

(b)(2) High

(b)(2) High

(b)(2) High



Privacy Impact Assessment
DHS I&A: Pantheon 

             Page 10

 
 

3.2       Has the retention schedule been approved by the National Archives and 
Records Administration (NARA)? 

No.  DHS Records Retention has submitted the schedule to NARA but has not received a final approval 
decision as of the date of this PIA.     

3.3 Privacy Impact Analysis: Given the purpose of retaining the information, 
explain why the information is needed for the indicated period.  

 
 
 
 

  I&A performs annual reviews of U.S. person information and 
deletes the information if it is no longer needed or permissible to retain under applicable information 
handling guidelines and oversight policies.  This helps to mitigate the risk that personally identifiable 
information will be retained longer than needed. 

User account information is needed to maintain user accounts and provide access to authorized individuals. 

Section 4.0 Internal Sharing and Disclosure

The following questions are intended to define the scope of sharing within the Department of Homeland 
Security. 

4.1 With which internal organizations is the information shared? 

Intelligence information, data, and products are shared with DHS components, COIs, the IC, and other 
entities possessing JWICS access.  Specifically, internal DHS components that submit and respond to RFIs 
are: Immigration and Customs Enforcement (ICE), United States Citizenship and Immigration Services 
(USCIS), Customs and Border Protection (CBP), Transportation Security Administration (TSA), and the 
United States Coast Guard (USCG).  

4.2 For each organization, what information is shared and for what purpose? 

RFIs and responses to RFIs are shared with DHS components pursuant to that component’s authority to 
receive the information.  

4.3 How is the information transmitted or disclosed?   
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4.4 Privacy Impact Analysis: Given the internal sharing, discuss what privacy 
risks were identified and how they were mitigated.  

The risk to privacy is that information will be shared with a component that does not have the authority to 
collect the information.  This risk is mitigated by the fact that  

  

Section 5.0 External Sharing and Disclosure

The following questions are intended to define the content, scope, and authority for information sharing 
external to DHS which includes Federal, state and local government, and the private sector. 

5.1 With which external organizations is the information shared? 

I&A will receive and task DHS components and other agencies with RFIs.  I&A will provide the response to 
RFIs back to the requesting agency.    

5.2 What information is shared and for what purpose? 

RFIs and responses to RFIs are shared with agencies outside DHS pursuant to that agency’s authority to 
receive the information.  

5.3 How is the information transmitted or disclosed? 
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5.4 Is a Memorandum of Understanding (MOU), contract, or any agreement in 
place with any external organizations with whom information is shared, and 
does the agreement reflect the scope of the information currently shared? 

Yes.  The MOU is the Memorandum of Understanding between the IC, Federal Law Enforcement and the 
Department of Homeland Security Concerning Information Sharing, paragraph 3, g, (iii). This is the 
Homeland Security information Sharing Agreement between DHS, the AG, and the IC, of March 4, 2003 – 
while limited to terrorism and other defined information, it does provide the proper scope of information 
shared with other entities and for the appropriate purposes. 

5.5 How is the shared information secured by the recipient? 

Information shared is secured in accordance with standard USG, DHS, IC standard policy procedures, 
directives, and memorandums.  

 

5.6 What type of training is required for users from agencies outside DHS prior 
to receiving access to the information? 

   
 
 
 

5.7 Privacy Impact Analysis: Given the external sharing, what privacy risks 
were identified and describe how they were mitigated. 

The risk to privacy is that information will be shared with an agency that does not have the authority to 
collect the information.  This risk is mitigated by the fact that  

to ensure that the requesting agency has the authority to make a request 
and receive the substantive response.    
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Section 6.0 Notice

The following questions are directed at notice to the individual of the scope of information collected, the 
right to consent to uses of said information, and the right to decline to provide information.   

6.1 Was notice provided to the individual prior to collection of information?  If 
yes, please provide a copy of the notice as an appendix. (A notice may 
include a posted privacy policy, a Privacy Act notice on forms, or a system 
of records notice published in the Federal Register Notice.) If notice was 
not provided, why not? 

The purpose of Pantheon is to improve the capability of DHS to collect, retain, and disseminate 
information, in order to protect the United States from terrorism and other threats to national security, 
while ensuring its activities are carried out in manner that protects the legal rights, civil liberties, and 
privacy interests of USPERS. EO 12333 provides that agencies within the IC are authorized to collect, retain, 
and disseminate information concerning USPERS only in accordance with procedures established by the 
head of the agency concerned and approved by the Attorney General (AG) (e.g. the Memorandum of 
Understanding between the IC, Federal Law Enforcement and the Department of Homeland Security 
Concerning Information Sharing).   

All DHS components, partners, and COIs maintain some information sharing request capability; however, 
each partner possesses different rules, objectives, sources, methods, and standards. Pantheon faces unique 
challenges responding to RFI’s due to these differences. 

 
 

  

 

 
   

Formal notice of the fact that PII may be resident on I&A applications, such as Pantheon, is provided 
generally through the Homeland Security Operations Center Database System of Records Notice published 
April 18, 2005 at 70 FR 20156.   

For purposes of I&A systems privacy related records, the HSOC SORN will soon be replaced by a new ERS 
System of Records Notice (SORN) that is currently in draft form under the title “DHS Office of Intelligence 
& Analysis (I&A) Enterprise Records System.”  This SORN has not yet been published to the Federal 
Register.   
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6.2 Do individuals have an opportunity and/or right to decline to provide 
information? 

Persons named in intelligence products have no opportunity to decline to provide information.   

 
  

6.3 Do individuals have the right to consent to particular uses of the 
information, and if so, how does the individual exercise the right?

Individuals named in intelligence products are not provided with a means to limit the use of the 
information.   

6.4 Privacy Impact Analysis: Given the notice provided to individuals above, 
describe what privacy risks were identified and how you mitigated them. 

Because Pantheon contains classified and sensitive unclassified information related to intelligence, counter 
terrorism, homeland security, and law enforcement programs, records within it have been exempted from 
notification to the extent permitted by subsection (k) of the Privacy Act.  Any residual risks to privacy, 
however low, and which are incapable of being addressed as a result of these applicable exemptions, are 
nevertheless mitigated by I&A’s intelligence oversight framework and obligations there under.  

I&A, as a member of the National Intelligence Community, also conducts its mission in conformance with 
the requirements of Executive Order 12333, as amended, “United States Intelligence Activities, “ dated 
Decenmber4, 1981. Section 2.3 of Executive Order 12333 requires that each agency head within the IC 
establish procedures to govern the collection, retention, and dissemination of information concerning U.S. 
Persons in a manner which protects the privacy and constitutional rights of U.S. Persons. 

Specifically within I&A,  intelligence personnel may acquire information which identifies a particular U.S. 
Person, retain it within or disseminate it form ERS, as appropriate , only when it is determined that the 
personally identifying information is necessary for the conduct of I&A’s functions and otherwise falls into 
one of a limited number of authorized categories, each of which reflects discrete activities for which 
information on individuals would be utilized by the Department in the overall execution of its statutory 
mission.    

Section 7.0 Individual Access, Redress and Correction

The following questions are directed at an individual’s ability to ensure the accuracy of the information 
collected about them. 
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7.1 What are the procedures which allow individuals to gain access to their 
own information? 

Because Pantheon contains classified and sensitive unclassified information related to intelligence, counter 
terrorism, homeland security, and law enforcement programs, records within it have been exempted from 
access by covered individuals to their own information, to the extent permitted by subsection (k) of the 
Privacy Act. Notwithstanding applicable exemptions to access, DHS reviews all such requests received on a 
case-by-case basis.  Where a request for access to any specific record in Pantheon is made, and compliance 
would not appear to interfere with or adversely affect the national or homeland security of the United 
States or activities related to any investigatory material contained within this system, the applicable 
exemption may be waived. 

Holders of user accounts can update their information within Pantheon. 

7.2 What are the procedures for correcting erroneous information? 

Sometimes erroneous information is published in a finished intelligence product.   
   

   
 

 

Because Pantheon contains classified and sensitive unclassified information related to intelligence, counter 
terrorism, homeland security, and law enforcement programs, records within it have been exempted from 
requests for access or amendment by covered individuals to their own information within it, to the extent 
permitted by subsection (k) of the Privacy Act. Notwithstanding applicable exemptions, DHS reviews all 
such requests on a case-by-case basis.  Where such a request is made, and compliance would not appear to 
interfere with or adversely affect the national or homeland security of the United States or activities related 
to any investigatory material contained within this system, the applicable exemption may be waived. 

7.3 How are individuals notified of the procedures for correcting their 
information?   

Formal notice of the fact that privacy identifying information may be resident on I&A applications, such as 
Pantheon, is provided generally through the Homeland Security Operations Center Database System of 
Records Notice published April 18, 2005 at 70 FR 20156.   

For purposes of I&A systems privacy related records, the HSOC SORN will soon be replaced by a new ERS 
System of Records Notice (SORN) that is currently in draft form under the title “DHS Office of Intelligence 
& Analysis (I&A) Enterprise Records System.”  This SORN has not yet been published to the Federal 
Register. 

Because Pantheon contains classified and sensitive unclassified information related to intelligence, counter 
terrorism, homeland security, and law enforcement programs, records within it have been exempted from 
notice, access, and amendment by covered individuals to their own information within it, to the extent 
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permitted by subsection (k) of the Privacy Act. Therefore, no formal procedures exist to allow individuals 
to correct their information. Notwithstanding applicable exemptions and the absence of formal procedures, 
DHS will nevertheless review all such requests on a case-by-case basis.   

 
  Users may also contact their local help desk or system 

administrator for assistance in correcting their account information. 

7.4 If no redress is provided, are alternatives available?

Redress is provided on a limited basis where compliance with a request would not impede I&A operations.   

7.5 Privacy Impact Analysis: Given the access and other procedural rights 
provided for in the Privacy Act of 1974, explain the procedural rights that 
are provided and, if access, correction and redress rights are not provided 
please explain why not. 

Notwithstanding DHS’ willingness to receive and address requests in writing for notification, access, and 
amendment by individuals of any non-exempt records in Pantheon which pertain to them, there is no right 
of redress for individuals named in Pantheon records.  Because Pantheon contains classified and sensitive 
unclassified information related to intelligence, counter terrorism, homeland security, and law enforcement 
programs, access, correction, and redress rights are not provided in as much as doing so could interfere 
with or adversely affect the national or homeland security of the United States or sensitive investigatory 
activities.  Nevertheless, DHS attempts to provide as much redress as possible by reviewing such requests on 
a case by case basis. However, in the intelligence environment redress and access requests are generally not 
granted.   

Users are informed as to the uses of their user account information  
 

Section 8.0 Technical Access and Security  

The following questions are intended to describe technical safeguards and security measures. 

8.1 Which user group(s) will have access to the system? 

 

 
 

 

 

UNCLASSIFIED//FOUO 

(b)(2) High

(b)(2) High

(b)(2) High



Privacy Impact Assessment
DHS I&A: Pantheon 

             Page 17

�  
 

 

8.2 Will contractors to DHS have access to the system? If so, please submit a 
copy of the contract describing their role to the Privacy Office with this PIA.  

DHS I&A contractors will have access to the system  

Contracts contain proprietary information and are available to authorized personnel via the Office of 
Procurement Operations. 

8.3 Does the system use “roles” to assign privileges to users of the system? 

8.4 What procedures are in place to determine which users may access the 
system and are they documented? 

 
   

8.5 How are the actual assignments of roles and rules verified according to 
established security and auditing procedures? 

 
 

8.6 What auditing measures and technical safeguards are in place to prevent 
misuse of data? 

 

   

8.7 Describe what privacy training is provided to users either generally or 
specifically relevant to the functionality of the program or system?  

Pantheon users receive annual Intelligence Oversight and security training.  Intelligence Oversight training 
includes specific instruction pertaining to the handling of personally identifiable information and USPER 
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data. Upon gaining their system accounts, system specific training is available to users by appointment by 
calling the I&A Help Desk.   

8.8 Is the data secured in accordance with FISMA requirements?  If yes, when 
was Certification & Accreditation last completed?  

Yes.  Pantheon was designed to meet FISMA requirements and the associated security requirements. 
Pantheon is currently going through the security Certification and Accreditation process and has obtained 
an Interim Authority to Test (IATT).  The IATT is required prior to allowing the servers to be connected to 
a TS/SCI network.  Now that the IATT has been issued, Pantheon can complete the Security Test and 
Evaluation (ST&E) plan required for a full Approval to Operate (ATO). 

  
 

  

8.9 Privacy Impact Analysis: Given access and security controls, what privacy 
risks were identified and describe how they were mitigated. 

The security controls in place provide adequate protection of privacy.  
 Information communicated over I&A 

information technology may be classified.  For these reasons, user privileges, user access, and information 
security were primary interests in the development of Pantheon.  Any privacy risks for this category have 
been significantly mitigated.    

Section 9.0 Technology 

The following questions are directed at critically analyzing the selection process for any technologies 
utilized by the system, including system hardware, RFID, biometrics and other technology.   

9.1 Was the system built from the ground up or purchased and installed? 
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9.2 Describe how data integrity, privacy, and security were analyzed as part of 
the decisions made for your system. 

 
 
 

9.3 What design choices were made to enhance privacy?

Privacy enhancements include the following design features: 

 

 
 

 

 
 

� Pantheon is not intended to be a Privacy Act system of records for intelligence information.  
Pantheon limits the retention of intelligence information, data, and products attached to RFI 
Responses in accordance with established DHS policies and procedures.   
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Responsible Official 

 
Program Executive Officer 
Office of Intelligence & Analysis 
Department of Homeland Security 
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BASIS AND WHEN UNATTENDED, Will BE STORED IN A LOCKED CONTAINER OR AREA OFFERING 
SUFFICIENT PROTECTION AGAINST THEFT, COMPROMISE, INADVERTENT ACCESS AND 
UNAUTHORIZED DISCLOSURE.
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Abstract
The Pathfinder Web (Pathfinder) system is an integrated product owned and operated by the 

Department of Homeland Security (DHS) Office of Intelligence and Analysis (I&A). Pathfinder is an 
integrated text search, retrieval, display, and analytic tool suite used to analyze intelligence community (IC) 
message traffic directed or otherwise addressed to DHS. I&A has conducted this PIA because message traffic 
analyzed in Pathfinder may contain personally identifiable information (PII).   

Overview
I&A Mission and Requirements  

DHS’s role within the IC is to facilitate information sharing and conduct appropriate research and 
analysis to support information sharing between DHS components, Communities of Interest (COIs), and 
the IC. I&A has implemented Pathfinder to facilitate its duties to analyze and research law enforcement, 
intelligence, and other information and to integrate and organize such information in order to identify, 
assess, and understand potential threats, including terrorism, against the United States. 

I&A plans to use Pathfinder to support the research and analytical needs of its analysts.   
 
 
 
 

   
 

 

 
 

 The goal 
of Pathfinder is to provide intelligence analysts with tools designed by analysts for analysts.  

Source Data 

 
  

 
 

  

The Pathfinder architecture was designed to be flexible such that the system will be able to 
accommodate new data sources by simply modifying the routines needed for its data ingestion modules. 
After deploying the tool operationally within I&A, I&A intends to solicit its users and partners for additional 
                                                          
1  

(b)(2) High

(b)(2) High

(b)(2) High



 Privacy Impact Assessment
DHS I&A, Pathfinder 

Page 3 

candidate data sources. The integration of any additional data sources within Pathfinder will be coordinated 
with the DHS Privacy Office and I&A Security prior to inclusion. 

Pathfinder Architecture  

   
 
 
 
 
 

     

Pathfinder Search Tools 

 
 
 
 

Utilities included within the PF Web application Pathfinder utilize the repository data in order to 
provide useful information to the analysts.  PF web contains five tools that are delivered to the client as Java 
applets:  

 
 
 
 
 
 
 
 

  

  

 

 

  

 

 

  
 

 

                                                                                                                                                                                          
PFORs are used when the subject sensitivity, speed, and sureness of delivery are important considerations. 
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Typical Transaction  
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Security and Information Handling 

Pathfinder is a National Security System operating at the TS/SCI level.  All personnel using the 
system have also been read into the Signals Intelligence (SI) and Talent Keyhole (TK), as well as the HCS 
and Gamma, compartments.   

 
 
 
 
 

  

Because Pathfinder supports intelligence operations and is required to execute on classified 
networks, the physical and IT security standards are quite rigorous.  

 

 

Section 1.0 Characterization of the Information

1.1 What information is collected, used, disseminated, or 
maintained in the system? 

The term “collection” has a specific meaning in the intelligence community; implying a targeted 
tasking where human, technological, or other resources are actively used to collect information of specific 
interest from its originating source.   

 
 
 

The information gathered by I&A Pathfinder is limited in this initial release only to information 
provided to DHS.  
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1.2 What are the sources of the information in the system? 

 
 
 
 
 

, as described in the Introduction and 1.1. 

1.3 Why is the information being collected, used, 
disseminated, or maintained? 

 
  

Specifically, the analysis of intelligence data and message traffic reporting, including, as appropriate, 
personally identifying data, is essential to DHS and the IC in fulfillment of their respective missions to 
protect United States national and homeland security.   

1.4 How is the information collected? 

Pathfinder draws on
 

  

 

 
 

 

1.5  How will the information be checked for accuracy? 

The information acquired by DHS and otherwise included in Pathfinder is accurate 
to the best knowledge and belief of the original reporting officer or author of the intelligence product.  
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, but a more complete description of the 

intelligence and analytic tradecraft involved is beyond the scope of this document.   

 
 

 

1.6 What specific legal authorities, arrangements, and/or 
agreements defined the collection of information?

DHS I&A’s mission and responsibilities, including the authority to collect the information and 
intelligence from AMHS and other sources and incorporate it into Pathfinder, are derived primarily from 
EO 12333, as amended, the National Security Act of 1947, as amended, and the Homeland Security Act of 
2002, as amended.  In the context of these generally applicable authorities, I&A collects information in 
executing its discrete functional responsibilities, which can be understood as falling within the following 
categories: 

(1) Terrorist Threats. Ensuring the specific intelligence and analytical responsibilities found in Title 
II of the Homeland Security Act and involving a nexus to terrorist threats to the Homeland are 
carried out, including, among others, conducting intelligence analysis, facilitating information 
and intelligence sharing, and managing intelligence collection priorities;   

 
(2) Protective and Support Measures. Identifying priorities for protective and support measures by 

the Department, other agencies of the Federal Government, State and local government 
agencies and authorities, the private sector, and other entities, where there exists a nexus 
either to terrorism or other threats to the Homeland. 

 
(3) Departmental Support.  Providing intelligence and information analysis and support to other 

elements of the Department engaged in authorized missions. 
 
(4) As Directed by the Secretary.  Performing such responsibilities as may be directed by the 

Secretary and in furtherance of a Departmental mission derived from statutory, regulatory, or 
other executive authorities. 

 
(5) As Assigned By Law or Regulation. Activities undertaken in furtherance of duties or 

responsibilities specifically assigned to the Under Secretary for I&A, or I&A, by statute or 
regulation. 

 
Unlike most of the IC, I&A’s mission has no requirement for a foreign nexus.  Even purely domestic threats 
to the homeland may be appropriate for its analytic efforts, and therefore appropriately acquired into 
Pathfinder. As is the case with all I&A information “collection,”
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so long as they conform to applicable I&A Intelligence Oversight (IO) and Information Handling 
guidelines. 
 
Prior to utilizing any report or products received or other authorized source, and identified 
through Pathfinder as potentially responsive to an intelligence need, I&A analysts must review any 
identified U.S. Person information for the purpose of assessing its relevance to the I&A mission, and for 
determining whether it fits into one of I&A’s approved “collection” categories.  As I&A personnel undertake 
review of any U.S. Person identifying information they encounter, they may temporarily retain it for up to 
180 days for the purpose of assessing and determining whether that information may be “collected,” and 
thus permanently retained and, where appropriate, disseminated, under applicable IO procedures to 
authorized homeland security partners with a need for such information.  Where a conclusive 
determination is made at, or any time within and up to, the expiration of that 180 day period, that this 
information may not be permanently retained, the identifying information is destroyed immediately.   

 

1.7 Privacy Impact Analysis: Given the amount and type of 
data collected, discuss the privacy risks identified and how 
they were mitigated.  

U.S. Person Information within I&A source systems that Pathfinder searches against have been 
previously assessed for collectability (as defined in relevant law, regulations and protocols as they apply to 
the IC) pursuant to existing DHS authorities and Intelligence Oversight principles as they apply to I&A. 
Moreover, all U.S. Person information contained in final products produced by I&A based upon 
information using Pathfinder must also be minimized pursuant to applicable Intelligence Oversight 
principles, to ensure that only that U.S. Person identifying information which is necessary for the intended 
recipient of the product to understand, assess, or act on the information is provided. Otherwise, the PII 
must be masked or redacted. Thus, the amount of PII actually disclosed in any Pathfinder-facilitated 
intelligence product is the minimum amount of such data consistent with overall mission needs.  

Finally, access to the information in Pathfinder, including PII, is only granted to appropriate DHS 
personne

   
 

 and Intelligence Oversight training is an annual 
requirement for all personnel within and otherwise supporting I&A. Given these circumstances, the risks to 
privacy are considered low. 

Section 2.0 Uses of the Information 

2.1 Describe all the uses of information. 

Information contained in Pathfinder is to be used internally within I&A 
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 There are no other authorized uses for the 
Pathfinder system.  

2.2  What types of tools are used to analyze data and what type 
of data may be produced? 

Pathfinder provides tools  
   

    
 

   
 
 

2.3  If the system uses commercial or publicly available data 
please explain why and how it is used.   

 
 

 
  

2.4 Privacy Impact Analysis: Describe any types of controls 
that may be in place to ensure that information is handled 
in accordance with the above described uses.

I&A personnel are assigned authorized analytical tasks and their performance is monitored by I&A 
branch and division chiefs.  

Individual DHS intelligence professionals responsible for  
 

 are each required to attend annual training in the protection and safeguarding of U.S. 
Persons and privacy related information as part of a mandatory training program on the I&A Information 
Handling Guidelines and I&A policies concerning Intelligence Oversight. 

Finally, Pathfinder is subject to regular security audits.  
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Section 3.0 Retention 

3.1 What information is retained? 

   
    

 

3.2 How long is information retained? 

Information acquired through and otherwise retained within the Pathfinder application is retained 
in accordance with applicable I&A guidelines for records retention, and consistent with other policies or 
guidelines affecting the handling or retention of specific categories of certain information, including U.S. 
Person’s Identifying Information.  

 
 

 Current I&A Intelligence Oversight 
policies and associated I&A Information Handling Guidelines also require regular I&A review (at least 
annually) of any U.S. Person information acquired through Pathfinder to determine if the continued 
retention of that information is appropriate. When the specified period for federal records retention has 
elapsed, that record is removed and destroyed or archived, as appropriate. Where the continued retention 
of particular U.S. Persons identifying information is no longer appropriate, that identifying information is 
removed from the record. DHS Intelligence personnel responsible for creating the record or maintaining 
the information in Pathfinder must complete this required annual Intelligence Oversight review.   

3.3 Has the retention schedule been approved by the 
component records officer and the National Archives and 
Records Administration (NARA)?   

No, however, the DHS Records Retention Office has proposed the following schedule: NARA N1-
563-07-16 Item 9 - Requests for Information (RFI) / Data Calls - Destroy or delete 30 years after the date a 
record was requested.  Once the schedule is approved and established with the DHS Records Officer a 
formal submission to NARA will be made.   
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3.4 Privacy Impact Analysis: Please discuss the risks 
associated with the length of time data is retained and how 
those risks are mitigated. 

Given that I&A, as a discrete organizational element of DHS, has been in existence for only 5 years 
and was preceded by no other precursor agency or element of the Federal government with similar legacy 
functions or responsibilities that have carried over, the relative risks of longer term data retention are 
currently not as significant as they might be for an agency with a longer period of existence. Nevertheless, 
any historical compilation of records containing personally identifying information presents added inherent 
risks to privacy, as both the number of records retained and authorized user access accounts issued 
increases over time. However, the inherent risks posed by increased volume and user access are mitigated 
significantly by the controlled management and oversight of user accounts and the robust information 
security  information handling, and 
Intelligence Oversight framework discussed in previous sections.  

Moreover, given the mission of DHS/I&A in preparing for and countering the threats to national or 
homeland security  

.  An extended period 
of retention is therefore more likely, notwithstanding (though ever mindful of) the potential risks 
associated with privacy, 

 
  For that 

reason, t  
and otherwise to be permitted under law and applicable retention guidelines, for continued 

access by DHS personnel and other authorized users  
 

  

In all cases, however, DHS Intelligence professionals are required to abide by all applicable 
guidelines designed, specifically, to ensure the protection of individual privacy. For example, I&A 
personnel perform annual reviews of and, as appropriate, remove U.S. person identifying information in 
products for which continued retention under applicable information handling and IO guidelines is no 
longer justified or appropriate.  This helps to mitigate the risks both that personally identifiable information 
will be retained any longer than needed, and that information appropriately retained for extended periods 
of time will be accessed and used for only those purposes considered relevant to its original collection and 
necessary for its intended use. 
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Section 4.0 Internal Sharing and Disclosure

4.1 With which internal organization(s) is the information 
shared, what information is shared and for what purpose? 

 

  

 
 
 

so long as they have a need for the information in the performance 
of their official duties, and disclosure is consistent with I&A’s Intelligence Oversight procedures concerning 
the dissemination of U.S. Person information.   

  

4.2 How is the information transmitted or disclosed? 

I&A personnel are authorized access to Pathfinder via the granting of an account.   
 

4.3 Privacy Impact Analysis: Considering the extent of internal 
information sharing, discuss the privacy risks associated 
with the sharing and how they were mitigated. 

The risks to privacy introduced by sharing the data within DHS are low.  This is intelligence 
information  
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Section 5.0 External Sharing and Disclosure  

5.1 With which external organization(s) is the information 
shared, what information is shared, and for what purpose? 

 
 
 
 
 

   

DHS Intelligence products and reports are shared with authorized external recipients consistent 
with the applicable authorities of I&A to share, and the intended recipients to receive, handle and otherwise 
use that information.  

 
 

  

   
 
 
 
 
 
 
 

 

5.2 Is the sharing of personally identifiable information outside 
the Department compatible with the original collection? If 
so, is it covered by an appropriate routine use in a SORN? 
If so, please describe. If not, please describe under what 
legal mechanism the program or system is allowed to 
share the personally identifiable information outside of 
DHS.

 
 

 will be shared in accordance with the Homeland Security Operations Center Database 
(HSOC) System of Records Notice (SORN), DHS/IAIP-001 (April 18, 2005), and available at 70 Fed. Reg. 
20156.  As it applies to I&A, specifically, the HSOC SORN will soon be overtaken by an updated privacy 
framework covering all of I&A’s information applications, including Pathfinder.  To be known as the I&A 
Enterprise Records System (ERS), the SORN for ERS was recently submitted in final draft form to the 
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Privacy Office and OMB in early 2008, and is nearing final approval for publication. The ERS SORN will 
replace the HSOC SORN as the governing system of records notice for all I&A systems and applications. The 
routine uses reflected in both SORNs contemplate the sharing of such information with intelligence and 
other agencies in furtherance of their respective national or homeland security responsibilities. In all such 
cases, the use of the products will be consistent with each receiving agency’s authorities and policies 
concerning the receipt, handling and use of that information, and especially any U.S. Person’s identifying 
information included therein, for appropriate intelligence or other authorized activities. User account 
information for Pathfinder is not shared with external organizations. 

 
 
 

5.3 How is the information shared outside the Department and 
what security measures safeguard its transmission? 

 
 

    

5.4 Privacy Impact Analysis: Given the external sharing, 
explain the privacy risks identified and describe how they 
were mitigated. 

 any 
privacy risks presented by the fact of external sharing are minimal.  

Section 6.0 Notice

6.1 Was notice provided to the individual prior to collection of 
information?

  Generally speaking  
 
 
 

 we are not in a position to address the 
notice, if any at all, that may be provided to the individual supplying the information or to whom the 
record pertains. Given the sensitivity of the sources and methods through and from which most intelligence 
information, including that which potentially identifies U.S. Persons information, is acquired, as well as the 
sensitive purposes for which that acquired information is used, it would not be appropriate to speculate 
further in this document how, if at all, notice may otherwise be provided to individuals identified in the 
system.  
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However, notice generally concerning all intended uses of information by DHS Intelligence 
systems, applications, or repositories overseen by I&A is provided in the HSOC and ERS SORNs, 
respectively, as discussed previously.  

6.2 Do individuals have the opportunity and/or right to decline 
to provide information? 

 
and therefore is seldom, if ever, in a position to provide them an opportunity to decline to provide 
information in the first instance.  

 
 

 
 
 

 

6.3 Do individuals have the right to consent to particular uses 
of the information? If so, how does the individual exercise 
the right?

The individual is not provided with a means to limit the authorized use of the information utilized 
within Pathfinder.  

  There are no other regular uses 
for this information, and any use by I&A of such information without that individual’s written consent 
must be consistent with one of I&A’s published Privacy Act routine uses, as reflected in the governing 
SORN framework. Moreover, whenever the collection, retention, or dissemination of U.S, Person 
identifying information is undertaken by I&A without the consent of that record subject, such activities also 
must comply fully with I&A Intelligence Oversight policies. Beyond the obligation to meet these 
requirements, Pathfinder does not provide any right or opportunity for individuals to consent to particular 
uses of their PII within Pathfinder.   

6.4 Privacy Impact Analysis: Describe how notice is provided 
to individuals, and how the risks associated with 
individuals being unaware of the collection are mitigated. 

Other than the general notice provided to all potential record subjects, as reflected in publication in 
the Federal Register of I&A’s governing SORN and associated privacy framework, specific notice to 
individuals whose personally identifying information is in Pathfinder is not provided. Given the nature of 
I&A’s mission and the scope of the information within Pathfinder,  
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  Therefore, it is neither practicable nor, 
 possible to provide notice to the individual that 

his personal data has been obtained.  

This may represent a risk to privacy, however the limits and requirements that I&A places upon its 
collection, retention, and dissemination of information within Pathfinder, including the implementation of 
and mandatory training on Information Handling and Intelligence Oversight guidelines required of all I&A 
personnel using the data are factors which mitigate this privacy risk considerably.    

Section 7.0 Access, Redress and Correction

7.1 What are the procedures that allow individuals to gain 
access to their information? 

Because Pathfinder contains classified and sensitive unclassified information related to intelligence, 
counter terrorism, homeland security, and law enforcement programs,  activities, and investigations, 
records within it have been exempted from requests for access or amendment by covered individuals to 
their own information within it, to the extent permitted by subsection (k) of sec. 552a of Title 5 of the 
U.S. Code. Notwithstanding applicable exemptions, DHS reviews all such requests on a case-by-case basis.  
Where such a request is made, and compliance would not appear to interfere with or adversely affect the 
national or homeland security of the United States or activities related to any investigatory material 
contained within this system, the applicable exemption may be waived at the discretion of I&A, and in 
accordance with procedures and points of contact published in the applicable SORN.  

The procedures for submitting FOIA requests for Pathfinder are available in 6 C.F.R. Part 5. 

Assistant Secretary Office of Intelligence & Analysis 
U.S. Department of Homeland Security 
Washington, D.C. 20528 
Attn:  FOIA Officer 
E-mail: FOIAOPS@DHS.GOV  

7.2 What are the procedures for correcting inaccurate or 
erroneous information? 

As noted above, erroneous information is not corrected or removed from the system.   
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7.3 How are individuals notified of the procedures for 
correcting their information?   

Formal notice of the fact that privacy identifying information may be resident on I&A applications, 
such as Pathfinder, is provided generally through the SORN applicable to I&A systems, as described 
previously in this document.  

7.4 If no formal redress is provided, what alternatives are 
available to the individual?

Informal redress is provided to an individual requester on a limited basis where compliance with a 
request would not hinder I&A or DHS operations, the supported activities of other agencies, or otherwise 
jeopardize a sensitive national or homeland security, law enforcement, or other intelligence investigation.   

7.5 Privacy Impact Analysis: Please discuss the privacy risks 
associated with the redress available to individuals and 
how those risks are mitigated. 

Given the classified nature of the underlying system and the Pathfinder application, a robust 
program to permit access, review and correction of the raw intelligence data cannot be provided.  While 
this lack of direct access and formal redress mechanisms may represent a theoretical risk to individual 
privacy, that risk is balanced against the heightened sensitivity of and potential harm that could result to the 
government activities supported, and are mitigated considerably given the inherent information system 
security protections and controls unique to classified information system within which Pathfinder resides 
and the applicable policies and mandatory procedures governing the access, collection, retention, use, and 
dissemination of the PII by I&A personnel.  

 
 
 
 
 

Section 8.0 Technical Access and Security

8.1 What procedures are in place to determine which users 
may access the system and are they documented? 
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8.2 Will Department contractors have access to the system? 

DHS employs contract analysts and other support personnel from several vendors to assist in the 
analysis of data, preparation of intelligence products, and administrative and technical management of the 
underlying system and IT application.  All authorized I&A contractors with access to Pathfinder are bound 
by governing policies, guidelines, directives, and procedures, as appropriate and otherwise applicable to 
I&A personnel.  

8.3 Describe what privacy training is provided to users either 
generally or specifically relevant to the program or 
system? 

All Pathfinder users within I&A receive information security and general privacy training at least 
annually,  Individual I&A 
professionals, including contractors, detailees, and assignees, responsible for publishing finished DHS 
intelligence products, receiving products and reporting for posting into Pathfinder, and otherwise 
authorized access to them for later use are each specifically required to attend annual training in the 
protection and safeguarding of U.S. Persons and privacy related information as part of a mandatory training 
program on the I&A Information Handling Guidelines and I&A Intelligence Oversight. 

8.4 Has Certification & Accreditation been completed for the 
system or systems supporting the program? 

Yes.  PATHFINDER is certified and accredited  

 

 
 

The Pathfinder system was awarded an Approval to Operate on March 27, 2007. 

8.5 What auditing measures and technical safeguards are in 
place to prevent misuse of data? 
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8.6 Privacy Impact Analysis: Given the sensitivity and scope of 
the information collected, as well as any information 
sharing conducted on the system, what privacy risks were 
identified and how do the security controls mitigate them? 

The security controls in place provide adequate protection of privacy, therefore, the privacy risks 
for this category are considered low. The primary privacy risks associated with the system were related to 
unauthorized access to the system and improper maintenance and dissemination of information. The 
systems access risk was mitigated by two primary countermeasures.  

 
 
 

 

The information maintained within Pathfinder is classified and sensitive, and subject to the 
information handling requirements identified in Executive Order 12333. The mitigation of improper 
distribution or maintenance of this information is accomplished by the I&A analysts’ mandatory annual 
information handling and intelligence oversight training,  

Section 9.0 Technology 

9.1 What type of project is the program or system? 

Pathfinder is an operational project which assists I&A analysts in the execution of the Analysis and 
Production phases of the intelligence cycle. 

9.2 What stage of development is the system in and what 
project development lifecycle was used? 

Pathfinder has been deployed and is in operational usage at many locations within the Intelligence 
Community. I&A is using Pathfinder version 5, so this is a mature COTS product that has gone through 
several iterations of development and revisions. Pathfinder was assessed by the I&A Information 
Technology Review Board and after that evaluation the product acquisition, accreditation and deployment 
activities were permitted to continue. 
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9.3 Does the project employ technology which may raise 
privacy concerns? If so please discuss their 
implementation.

 

 

Approval Signature Page 

Original signed and on file with the DHS Privacy Office   

John W. Kropf 
Acting Chief Privacy Officer 
Department of Homeland Security 
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Abstract 

The Office of Intelligence and Analysis (I&A) in the Department of Homeland Security (DHS) is 
implementing the Homeland Security Information Network-Intelligence Portal.  The Portal is designed to 
foster information sharing, specifically with state, local, tribal, and private sector stakeholders.  I&A has 
conducted this PIA because the portal may be used to communicate personally identifiable information 
(PII). 

Introduction 

The Department of Homeland Security, Office of Intelligence and Analysis (I&A), as the 
departmental lead component for communicating and collaborating with internal and external stakeholders 
on intelligence matters, has implemented the Homeland Security Information Network (HSIN)-Intelligence 
secure extranet portal, hereafter referred to as HSIN-Intelligence.  The platform is used to share intelligence 

at the controlled, unclassified information (CUI)� 1 level specifically with state, local, tribal, and private 
sector (SLTP) customers, and federal and international partners.  The system also supports the sharing 

(collaboration) of intelligence within the DHS Intelligence Enterprise2.  I&A has conducted this privacy 
impact assessment because of the collection of personally identifiable information (PII) during the user 
registration process and the sharing of PII among users within the HSIN-Intelligence platform.  

Description 
�

HSIN-Intelligence is the centralized mechanism for the DHS Office of Intelligence and Analysis to 
post and share intelligence information relating to the security of the homeland and the mission of the 
Department with other intelligence analysts at the Federal, State and Local levels.  The security and 
functionality features implemented to support the mission requirements ensure: 

� Appropriate security for exchanging sensitive intelligence information.  

� Discretionary access to intelligence information. 

� Information view capabilities managed by individual user and organizational roles 

� A secure, single-access point to intelligence data which authorized stakeholders may access from 
anywhere at any time. 

� Trust-enhancing functionality  

�
1�Controlled�Unclassified�Information�(CUI)�is�the�emerging�term�across�the�federal�government�to�encompass�all�unclassified�
information�that�needs�to�be�protected.�
2�The�“DHS�Intelligence�Enterprise”�includes�all�those�component�organizations�within�the�Department�that�have�activities�
producing�raw�information,�intelligence�related�information,�and/or�finished�intelligence.�
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The implementation of this platform will involve multiple phases.  Currently, implementation has 

entered Phase One.   
If this were 

to occur, such phases would be preceded by a revision to this privacy impact assessment. 

The primary mission-driven platform configuration model is to divide the capability into two 
conceptually, and technically, separate areas: 

� HSIN-Intelligence (General): This is the central hub for HSIN-Intelligence.   

 
  Management of the I&A content provided will be overseen by the I&A 

Production Management (PM) Division.   

  Subsequent and follow-on phases of implementation will address the potential 
need for policies and governance 

  Modification of this PIA to support those added capabilities will be addressed 
appropriately.    

� HS SLIC Compartment: This refers to the restricted access area self-contained within the larger 
HSIN-Intelligence hub. It is designed specifically for targeted dissemination to and collaboration 
among authorized end-users within the Homeland Security – State and Local Community of 
Interest (HS–SLIC).   

 which is intended to enable participants to collaborate 
on the assessment of raw intelligence data and other relevant reporting, as well as the development 
of joint or collaborative products, that may contain the personally-identifiable information (PII) of 
U. S. Persons,5 including U.S. Citizens and other Legal Permanent Residents of the United States.    

Typical Transactions on HSIN-Intelligence 
HSIN-Intelligence serves as a hub through which authorized users may receive appropriately 

sanitized and properly vetted intelligence products or reporting disseminated by I&A, and otherwise reach 
the I&A-provided internal collaboration spaces, including, when appropriate, the restricted HS SLIC 
Compartment.  Users with general authorized access to only the HSIN-Intelligence hub would access basic 
intelligence related information, intelligence reports and other collaborative efforts that have either been 
sanitized to exclude or, by rule, will not include in the first instance, any PII. Certain authorized users 
would,  access the “restricted” HS SLIC compartment for 

�����������������������������������������������������������
3�Intelligence�Oversight�is�the�process�of�ensuring�that�all�intelligence,�counterintelligence,�and�intelligence�related�activities�are�
conducted�in�accordance�with�applicable�U.S.�law,�Presidential�Executive�Orders,�and�DHS�Management�Directives�and�policies�

��
5�The�definition�of�a�U.S.�Person�includes�a�U.S.�citizen,�an�alien�known�to�be�a�permanent�resident�alien,�an�unincorporated�
association�substantially�composed�of�U.S.�citizens�or�permanent�resident�aliens,�or�a�corporation�incorporated�in�the�U.S.�(except�
for�a�corporation�directed�and�controlled�by�a�foreign�government).�
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viewing, and posting, and collaborating on intelligence products provided by, or for other authorized 
members of the HS SLIC.   

To illustrate, when an authorized State or local agency end-user logs into the HSIN Intelligence 
portal,  

 
 
 
 
 
 
 
 
 
 
 
 
 

  

Section 1.0 Information Collected and Maintained 

1.1 What information is to be collected? 

Information collected includes the following: 

� Intelligence, law enforcement, and other information lawfully acquired and initially provided by a 
federal, state, local, or tribal government agency, or the private sector, to an authorized HSIN 
Intelligence participant, that is relevant to one of the specific functions of I&A in the context of the 
broad mission and associated responsibilities of the Department, including but not limited to the 
prevention of terrorism; the responsibilities of legacy agencies and entities originally transferred to 
the Department, including those responsibilities unrelated to terrorism; the preparation, response 
and recovery from natural and manmade crises and disasters; and ensuring that civil rights, civil 
liberties, and the overall economic security of the United States are not diminished by homeland 
security efforts.   

This information may include the PII of specific U.S. Persons, such as name, date of birth, 
nationality, place of birth, or some other specific PII. However, such PII shall be made visible within HSIN 
Intelligence, if at all, only to and by authorized members of the HS SLIC, within the restricted HS SLIC 
compartment, in accordance with all applicable procedures or guidelines on the collection, use, retention, 
and dissemination of PII, and only when necessary and relevant to the purpose for which it is to be 
maintained and shared within HS SLIC. While much information otherwise collected into and contained 
within the HSIN Intelligence portal is either derived from or, as in the case of a finished intelligence 
product or report re-posted from elsewhere into HSIN Intelligence, would have originally contained PII of 
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specific U.S. Persons, it is the policy of HSIN Intelligence that no such PII shall be visible in any 
intelligence, law enforcement, or other information product or report posted into the general access areas 
of HSIN Intelligence.  

 
 
 

  

User registration information is also collected from nominated and approved HSIN-Intelligence end 
users, including those specifically nominated and approved for access within the restricted HS SLIC 
compartment. 

 
  Separate to the technical platform,  

 
  With respect to information providers and users within the HS SLIC compartment, such 

collected information will also  

1.2 From whom is information collected? 

Information collected is obtained from federal, state, local, or tribal government organizations, 
including law enforcement agencies, participating in HSIN Intelligence. This information may include 
relevant information originally collected by any one of these participating organizations, consistent with 
their respective missions and authorities to do so, as well as by foreign government organizations and the 
private sector.  

Registration Information:  
 

1.3 Why is the information being collected? 

HSIN-Intelligence enables authorized end users to access, receive, analyze, and, where appropriate, 
disseminate relevant intelligence, law enforcement, and other information, on behalf of their represented 
agencies, and in accordance with all applicable laws, regulations, and guidelines.  The collection of this 
information into HSIN Intelligence enables participating agencies at the federal, state, local, tribal, and local 
level to assess the information in the context of their individual agency missions and responsibilities, and to 
make informed decisions concerning rapidly evolving threats to homeland security by using the best data 
available.    

Registration Information:  
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1.4  What specific legal authorities/arrangements/agreements define 

the collection of information? 

Among the legal authorities, arrangements and agreements that define the information collection 
are: 

� The Homeland Security Act of 2002 (Title II – Information Analysis and Infrastructure Protection, 
as amended): Authorizes DHS, among other things, through the Under Secretary for I&A and Chief 
Intelligence Officer of the Department (collectively, I&A),: (1) to access, receive and analyze law 
enforcement information, intelligence information, and other information from agencies of the 
federal government, state and local government agencies (including law enforcement agencies), 
and the private sector, and to integrate such information to aid primarily in the collection, analysis, 
and sharing of terrorism information and related threats to the homeland; (2) to integrate relevant 
information in order to identify priorities for protective and support measures (including those 
unrelated to the prevention of terrorism) by the Department, other agencies of the federal 
government, state and local governments agencies and authorities, the private sector, and other 
entities; (3) to provide intelligence and information analysis support to other elements of DHS 
engaged in authorized DHS missions (including those unrelated to the prevention of terrorism); 
and (4) to perform such responsibilities as directed by the Secretary in furtherance of an authorized 
mission of DHS, as derived from statutory, regulatory, and executive authorities. Also authorizes 
I&A: 

o to consult with the Director of National Intelligence and other appropriate intelligence, law 
enforcement, and other elements of the federal government, as well as with state and local 
governments and private sector entities, as appropriate, to establish priorities and strategies 
for the collection of relevant information, and to ensure that appropriate exchanges of that 
information are occurring; 

o to request additional information from other federal agencies, state and local governments, 
and the private sector, relating to threats of terrorism or relating to other areas of 
responsibility assigned by the Secretary; and 

o to establish and utilize a secure communications and information technology 
infrastructure, in order to access, receive, analyze, and disseminate data and information 
acquired by the Department, in furtherance of I&A’s responsibilities therein, and to ensure 
information contained therein is treated in a manner which complies with applicable 
federal law on privacy. 

� Executive Order 12333, as amended, recognizes I&A as a member of the National Intelligence 
Community (IC), and authorizes all agencies within the IC, in accordance with applicable law and 
other guidance, to collect information needed by the President and other Executive Branch officials 
for the performance of their duties and responsibilities, including but not limited to information 
concerning international terrorist and narcotics activities, and other hostile activities directed 
against the U.S. by foreign powers, persons, organizations, and their agents; and to produce and 
disseminate intelligence. The Order also authorizes IC agencies to collect, retain, and disseminate 
such information and intelligence which concerns specific and identifiable U.S. Persons, but only 
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in accordance with subsequently issued procedures that are both consistent with the authorities 
provided in law and this Order, and limited to specific types or categories of U.S. Persons 
information.  

o This Order also authorizes IC agencies to cooperate and participate in law enforcement 
activities, unless otherwise precluded by law or this Order, related to counterintelligence, 
counterterrorism, or international counternarcotics investigations, as appropriate, and to 
otherwise provide, with the approval of the agency General Counsel, expert assistance, 
including, but only where lives are endangered, in support of local law enforcement 
agencies. 

� The Homeland Security Presidential Directive (HSPD-5)(February 28, 2003) designates the 
Secretary of Homeland Security as the principal federal official for domestic incident management, 
and facilitates pertinent information sharing between the Department of Homeland Security and 
other agencies. 

� Homeland Security Presidential Directive 7 (HSPD-7)(2003) orders the Secretary of Homeland 
Security to establish appropriate systems and mechanisms for sharing relevant homeland security 
information within and among the various sectors, and with those agencies and organizations 
primarily responsible for coordinating the protection of, our nation’s critical infrastructure and key 
natural resources. 

� The Intelligence Reform and Terrorism Prevention Act (IRTPA)(2004), as amended, directs 
the establishment of an information sharing environment, or ISE, to facilitate the sharing of 
terrorism, including pertinent law enforcement, weapons of mass destruction-related, and 
homeland security information among all appropriate Federal, state, local, and tribal entities, and 
the private sector, utilizing, among other things, existing systems and networks, and incorporating 
mechanisms (e.g., audits, authentication, access controls) for protecting the security of the 
information and individual’s privacy and civil liberties. While the IRTPA created a government-
wide program for sharing information in the ISE, it specifically preserved within DHS its existing 
authorities with regard to the exchange, use and dissemination of information to state, local, and 
private entities. 

� The Privacy Act of 1974 outlines the notice, use, access, and disclosure procedures which govern 
the I&A system of records within which HSIN Intelligence, and the specific intelligence and other 
user-related registration information containing covered PII contained therein, is maintained.   

1.5 Privacy Impact Analysis 

I&A posts intelligence information products and other related reporting products which contain 
visible PII only to those discrete restricted-access areas of the HS SLIC compartment within HSIN 
Intelligence where content and access management of the information in that area is either controlled 
exclusively by I&A or, when such control belongs to another HS SLIC member organization, where I&A has 
in advance determined specifically that the release of PII to that organization is authorized and otherwise 
consistent with I&A’s obligations and procedures concerning the treatment and handling of U.S. Persons 
information, as discussed further below in this section.  Similarly, other participating HS SLIC member 
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organizations post information, including that which may contain PII, into those areas of the HS SLIC 
compartment where content and access management of the information in that area is either controlled 
exclusively by that organization or, when such control belongs to another HS SLIC member organization, 
where that posting organization has in advance determined specifically that the release of PII into that 
organization’s area is authorized and otherwise consistent with its own obligations and procedures 
concerning the treatment and handling of U.S. Persons information.  

As discussed above, and consistent with the governing HS SLIC Charter,  
 
 

             
 

  

All PII posted onto the HS SLIC compartment by I&A personnel, including the purpose for which it 
was collected into HSIN Intelligence and the manner in which it is maintained and shared with other 
agencies within the HS SLIC compartment, conforms to the requirements of the Privacy Act insofar as 
public notice of the collection, use, and maintenance of PII by I&A has been properly published, along with 
specific instructions for or claimed exemptions from, see 6 CFR Part 5, subpart B, Access and Amendment of 
Covered Records by Record Subjects. 

Moreover, I&A, as a member of the National Intelligence Community, also conducts its mission in 
conformance with the requirements of Executive Order 12333, as amended, and has established procedures 
to govern the collection, retention, and dissemination of information concerning U.S. Persons in a manner 
which protects the privacy and constitutional rights of U.S. Persons. Specifically, I&A intelligence personnel 
may collect information which identifies a particular U.S. Person, retain it within and or disseminate it 
from I&A information sharing platforms such as HSIN Intelligence, as appropriate, only when it is 
determined that the PII is necessary for the conduct of I&A’s authorized functions and otherwise falls into 
one of a limited number of categories which reflect the discrete types or activities of U.S. Persons for which 
information on such individuals would be utilized by the Department in the overall execution of its 
mission. Even where the collection and retention by I&A personnel of PII within HSIN Intelligence is 
appropriate under these procedures, there is nevertheless an additional requirement imposed whereby, 
prior to disseminating or making available any such PII outside of I&A, I&A personnel must also undertake 
a “minimization” process; that is, evaluating whether inclusion of the specific U.S. Person information or 
identity within that particular intelligence product or report, in the context of the intended recipient’s need 
for the specific PII to understand or utilize the product, is necessary. Where disclosure of the actual PII is 
not necessary, the identity information must be “masked” by redacting or deleting it and replacing it with 
“a U.S. Person,” “USPER”, or some similar generic identifier. When an I&A product includes U.S. person 
identifying information, that PII must also be properly marked or tagged as “a U.S. Person” or “USPER,” as 
appropriate, and the product or report itself must carry a warning stating that “This document contains U.S. 
Person Information and should be handled accordingly,” or words to that effect.  

I&A “Information Handling Guidelines” further complement the protections already afforded, 
respectively, by I&A’s Privacy Act and Intelligence Oversight frameworks, described above, by explicitly 
prohibiting in all circumstances the collection and maintenance of U.S. persons information “solely for the 
purpose of monitoring activities protected by the First Amendment or the lawful exercise of other rights 
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secured by the Constitution or laws of the United States.”  These same guidelines also require I&A 
personnel to honor other restrictions/controls that may apply to information previously acquired by I&A, 
and which may limit or, in some cases, entirely prohibit, the use of certain information such as PII on 
platforms such as HSIN Intelligence. Such restrictions might include, as appropriate, classified or other 
sensitive information controls, statutory restrictions on the use of certain data, and 3rd party controls (e.g., 
ORCON, 3rd Agency Rule, Trusted Agents, etc.). 

Other participating HS SLIC member organizations post information, including that which may 
contain PII, into those areas of the HS SLIC compartment where content and access management of the 
information in that area is controlled exclusively by that organization. Similar to the obligations of I&A 
personnel to protect information concerning U.S. Persons, State and Local HS SLIC members, whose users 
post intelligence and related reports into the HS SLIC compartment, have also agreed, as a condition both to 
participation within HS SLIC and access to relevant information containing PII, to be bound by the 
obligations and requirements concerning the treatment of PII applicable within “Criminal Intelligence 
Systems,” pursuant 28 CFR Part 23. This imposes upon them obligations to protect the privacy interests of 
the subjects and potential subjects of these activities.  These protections are achieved by requiring, among 
other things, that law enforcement intelligence information which identifies an individual be collected, 
retained, and disseminated only when there is reasonable suspicion that the individual identified is 
involved in criminal conduct and the information is relevant to that conduct or activity.  

Furthermore, while each State and Local member, as a matter of policy and business process within 
the HS SLIC compartment of HSIN Intelligence, retains originator control over its own postings and is 
individually responsible for its users’ compliance with the requirements of 28 CFR Part 23, as well as all 
other laws, regulations or directives which may apply uniquely or otherwise to that State or Locality’s 
activities within HSIN Intelligence, appropriate I&A personnel may nevertheless review every HS SLIC user 
posting and, at their discretion, request minimization of any U.S. person identifying information contained 
therein where it is determined to be necessary in the interest of protecting the privacy and civil liberties of 
individuals.  

Notwithstanding the implicit protections to privacy and civil liberties contained in the applicable 
frameworks described above, it is important to note also that the HS SLIC Steering Group regularly steers 
discussion and information posting activities occurring within the HS SLIC compartment to fit current 
issues and concerns of its member organizations, DHS, and the Intelligence Community. Thus, in most 
circumstances, user posted information must, in addition to complying with the policies, procedures, and 
guidelines described above, be relevant to issues and concerns specifically defined by the Steering Group.   

Finally, significant technical safeguards have been implemented to further ensure the consistent 
and constant protection of PII.  Primary among them,  

 
 This primary safeguard ensures that only those individuals actually nominated, verified and 

validated as authorized users are provided access to PII, as appropriate, at any time.   

�
�
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Section 2.0 Uses of the System and the Information 

2.1 Describe all the uses of information. 

I&A uses of HSIN Intelligence include: 

 

 
 

 
 

 

Registration Information  

 
 
 
 

 

2.2  Does the system analyze data to assist users in identifying 
previously unknown areas of note, concern, or pattern? 
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2.3    How will the information collected from individuals or derived from 

the system be checked for accuracy?   

The information contained within HSIN-Intelligence will be provided by I&A and other authorized 
member organizations.  Beyond those mechanisms actually in place, applied, or otherwise required by law, 
when the information was originally collected by the relevant agency, the information posted to HSIN 
Intelligence, including PII within the restricted spaces of the HS SLIC compartment, is not checked for 
accuracy, but assumed to be accurate as coming from a trusted system user and organization in the ordinary 
course  

 
 

 
 

 
   

2.4 Privacy Impact Analysis  

The HSIN-Intelligence portal access and accountability controls, including those specifically 
designed for and implemented within the HS SLIC compartment where PII resides, are the primary 
guarantors of the accuracy, appropriate protection and integrity of the information stored within the 
system. As gatekeepers for determining who holds access and to what information, these rules and controls 
involve two basic components. The first of these are the technical limitations  

  Secondly, users are administratively restricted from information 
that they are not authorized by policy or law, or otherwise permitted, to receive.  

 

 
 
 
 
 
 

  

Registration Information:  
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Any user found to be falsely making such a certification will be immediately denied continued 
access to the portal, referred to the appropriate law enforcement or other entity responsible for 
investigating such misconduct, and the matter will also be referred to the user’s parent and/or sponsoring 
organization for consideration of any additional disciplinary or other legal actions that may be taken against 
that individual.  

Section 3.0  Retention 

3.1 What is the retention period for the data in the system? 

I&A maintained data contained within HSIN-Intelligence, including any PII of U.S. persons 
contained within the HS SLIC compartment, is retained for periods of time in accordance with applicable 
law, regulation, and other directives or guidance, including relevant provisions of the Federal Records Act, 
and specifically with respect to PII, those rules and procedures for the retention of such information 
required under Executive Order 12333, and as implemented through DHS Memorandum, Intelligence Oversight 
Basics, dated March 27, 2006, discussed more fully in section 1.5, above, which requires review of U.S. 
person information placed into I&A’s records system, including relevant portions of HSIN Intelligence, on a 
periodic6 basis to see if the PII itself is still needed and otherwise meets the standards for its original 
collection, also discussed above.  If not, the PII will be deleted from the record.  Under these rules, the 
obligation to review and assess PII in I&A controlled records for continued retention belongs to each 
employee, contractor or other official assigned to I&A, or over whom it is determined that I&A policies and 
procedures concerning the treatment of PII within HSIN Intelligence will apply, and who is responsible for 
posting the covered content.  

Data maintained, and otherwise posted into restricted HS SLIC spaces where content management is 
exclusively controlled by HS SLIC member organizations other than I&A, is retained in accordance with 
whatever retention period the individual State or locality requires – to be clear, information posted into 
those restricted access areas of the HS SLIC compartment control over which belongs exclusively to 
organizations other than I&A or other federal agency participants are not considered federal records. This is 
so, notwithstanding the fact that I&A or another member organization is provided access to that particular 
space for purposes of viewing and assessing the content. 

�
Registration Information:  

 
 
 
 

�
6�At�a�minimum,�PII�is�to�be�reviewed�annually�to�determine�the�need�and�authority�for�continued�retention.�
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3.2 Has the retention schedule been approved by the National 

Archives and Records Administration (NARA)?   

No, a records retention schedule currently has not been reviewed or approved by NARA.  I&A is 
coordinating separately a records retention schedule for approval in parallel to this HSIN-Intelligence 
project.  I&A, as the system owner, will default to retaining all records indefinitely (or five years in 
accordance with 28CFR, Part 23) until such time that the retention schedule has been approved and 
implemented within I&A. 

3.3 Privacy Impact Analysis 

The retention rules concerning information within HSIN Intelligence generally, and specifically 
those concerning PII posted and maintained within I&A controlled HS SLIC spaces which require, among 
other things, annual reviews of PII and deletion when no longer needed or permissible to retain under 
applicable guidelines and procedures, help to mitigate significantly the risk that personally identifiable 
information will be retained any longer than actually needed. 

Section 4.0  Internal Sharing and Disclosure  

The following questions are intended to define the scope of sharing within the Department of Homeland Security. 

4.1 With which internal organizations is the information shared? 

Information is generally shared with any DHS component with an intelligence element (e.g., CBP, 
ICE, I&A, TSA, Coast Guard, etc.), and any other DHS component where the information is relevant to the 
performance of an official function.  Since DHS intelligence information sharing and collaboration is the 
purpose of the HSIN-Intelligence system, and because DHS policies require the sharing of certain 
information in the possession of any one DHS organization – including I&A – with any other DHS 
organization, those DHS employees who are otherwise eligible and have validated user accounts can access 
information within HSIN Intelligence in accordance with applicable HSIN Intelligence rules and 
procedures.  This internal access specifically includes access to information by both law enforcement and 
non-law enforcement organizations within DHS for purposes consistent with the authorized functions of 
those DHS organizations and personnel, and the DHS mission.  

Registration Information: User registration information is not shared outside of HSIN-Intelligence 
or, for the HS SLIC portions, outside of the respective HS SLIC community. 

4.2 For each organization, what information is shared and for what 
purpose? 

Any information within HSIN Intelligence capable of being collected by I&A may be generally 
shared with any other DHS component where the information is relevant to the performance of an official 
function which belongs by statute or other authority to that DHS component, appropriate information 
security safeguards exist and are in place (e.g., system eligibility and access by the component user), and 
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the sharing is not itself otherwise prohibited by law.  Since the scope of I&A’s intelligence information 
sharing mission is consistent with that of the mission of DHS and all of its constituent components, the 
information shared with those components does not, generally speaking, differ from the type of 
information already described in 1.1.  

4.3 How is the information transmitted or disclosed? 

Authorized users with specifically assigned rights and attributes are able to access HSIN-Intelligence 
spaces, including, as appropriate, the restricted HS SLIC compartment, directly over an unclassified web-
based (i.e., remote) secure network interface.   

4.4 Privacy Impact Analysis 

All HS SLIC members who access PII via the HSIN-Intelligence system must (inclusive): 

� Be a full-time, current employee (government or contractor personnel) of a law enforcement, 
criminal justice, or homeland security Federal, State, Territorial and Protectorate, Tribal, or local 
government agency engaged in seeking to detect, defeat, or deter terrorist acts and thereby engaged 
in law enforcement activities for purposes of 28 C.F.R. Part 23; exceptions to full-time status must 
be approved by both the respective State HS SLIC point of contact and the DHS HS SLIC PM; 

� Be a U.S. Citizen; 

� Be currently employed in homeland security information and intelligence analysis functions for 
that government agency, as verified by (1) the DHS HS SLIC PM or their Government supervisor 
for federal employees, or (2) the respective State, Territory, or Urban Area HS SLIC point of contact 
or their designee for State and local intelligence employees;  

� For State and Local members, be formally associated — either via management chain of command, 
Memorandum of Understanding, or some other formal mechanism — with a State and Local 
Fusion Center, or centralized intelligence fusion capability in the absence of a center, recognized as 
such by the HS SLIC Steering Group Voting Member appointed by the respective Homeland 
Security Advisor;  

� Accept a HS SLIC user agreement that includes, to specifically include a third party non-disclosure 
agreement; any HS SLIC End User violating this user agreement shall have their access to the HS 
SLIC terminated on an immediate basis; and 

� Have a government email address (or other email address approved by the State, Territory, or 
Urban Area POC and the HS SLIC PM). 

In addition, each participating State, Territorial, or Urban Area HS SLIC Sponsoring Organizational 
representative is required to: 

� Verify the HS SLIC eligibility status of sponsored employees (including contractors) on an annual 
basis, ensuring that each employee they sponsor (1) meets the eligibility requirements and (2) uses 
the system within these rules; and 
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� Maintain the user roster for the organization, and remove from the system any sponsored 

employee no longer eligible.  

Finally, each HS SLIC member must: 

� Be part of a single Sponsoring Organization approved by the associated Voting Member; 

� Revalidate their position, title, and email address at least annually; and 

� Change their system password and agree to user rights and responsibilities every 90 days or their 
access will be terminated. 

The HS SLIC mitigates privacy risks caused by inappropriate access and/or sharing by limiting who 
has access to PII and defining proper use of system information.  

  This ensures internal and external 
access to the HS SLIC restricted portion of HSIN-Intelligence is tightly controlled.  Coupled with usage 
restrictions detailed in Section 2.0 and Section 8.0, this ensures that risks associated with internal sharing 
are mitigated as much as possible. 

Internal and external sharing is governed by these same access, control, and accountability 
procedures.   

Section 5.0  External Sharing and Disclosure  

The following questions are intended to define the content, scope, and authority for information sharing external to DHS which includes 
Federal, state and local government, and the private sector. 

5.1 With which external organizations is the information shared? 

As of January 3, 2008, those external organizations who are members of the HS SLIC and have 
sponsored user accounts for eligible personnel to access the HS SLIC compartment include: 

39 States: 

  Arizona, California, Colorado, Connecticut, Florida, Georgia, Illinois, Indiana, Iowa, 
Kansas, Kentucky, Louisiana, Maine, Maryland, Massachusetts, Michigan, Minnesota, Mississippi, Missouri, 
Montana, New Hampshire, New Jersey, New Mexico, New York, Ohio, Oregon, Rhode Island, South 
Carolina, Tennessee, Texas , Vermont, Virginia, Washington, West Virginia, Wisconsin 

Federal Agencies:  

DOJ, Drug Enforcement Administration 
Department of Interior 
Federal Bureau of Intelligence, National Security Branch 
Office of Director of National Intelligence, Program Manager-Information Sharing 
Environment 
Department of Defense, Northern Command  
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All users granted access to the HS SLIC compartment, who are employed by any organization (to 

include all listed above,) have been granted access through the eligibility criteria described in Section 4.4 
above, and have accepted to be bound by the handling restrictions, HS SLIC governance policies and laws of 
their jurisdictions.   

Users granted access to the HSIN-Intelligence (General) areas are granted via policies determined 
by the I&A Production Management Division for intelligence dissemination products that do not contain 
PII.   

All HSIN-Intelligence information is stored in virtual spaces accessible only through the HSIN 
Intelligence portal. Individual users will be able to send external emails and alerts to other users from 
within the system, though emails or alerts originating on the system are retained in the system.   

Registration Information: User information is contained in a global directory.  Users may alter their 
information themselves, within the portal.   

5.2 What information is shared and for what purpose? 

Homeland security-related law enforcement, intelligence, and other information from federal, State 
and local government agencies (including but not limited to terrorism and related threat reporting, 
assessments of suspicious activity reports, and other reports or exchanges concerning activities that users 
consider germane to the homeland security mission) is shared among and between the external 
organizations listed above in order to enable those organizations to identify criminal and other related 
activities associated with terrorist actions, planning, or preparations.   

 
 

 

5.3 How is the information transmitted or disclosed? 

Authorized users with specifically assigned rights and attributes are able to access HSIN-Intelligence 
spaces, including, as appropriate, the restricted HS SLIC compartment, 

 

5.4 Is a Memorandum of Understanding (MOU), contract, or any 
agreement in place with any external organizations with whom 
information is shared, and does the agreement reflect the scope of 
the information currently shared? 

Individual HSIN-Intelligence users, including and especially those end users with access to 
restricted spaces within the HS SLIC compartment, must read, acknowledge, and comply with an End User 
Agreement that references and incorporates their obligations to comply with the laws and policies 
associated with their sponsoring organization, the jurisdictions in which they operate, and that of the 
overall HSIN Intelligence program, as applicable. In addition, and in order to enter any spaces within the 
HSIN-Intelligence portal, users must acknowledge an on screen system use agreement.   
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All organizations that are eligible and vetted for membership into the HS SLIC, in coordination 

with their applicable sponsoring organizations and approval authorities are initially bound, as a condition 
of membership, by the policies, rules and processes outlined in the HS SLIC Charter.  In addition, all HS 
SLIC end users, as a condition of their participation in and access to the HS SLIC compartment of HSIN-
Intelligence, operate under a firm “no third party dissemination without explicit authorization” handling 
rule – that is, each HS SLIC user organization that posts information on HS SLIC retains the right to restrict 
further dissemination by any other HS SLIC member to whom access has already been granted, unless and 
until the original provider of the information explicitly permits further dissemination to any non-HS SLIC 
(3rd Party) entity. 

5.5 How is the shared information secured by the recipient? 

HSIN-Intelligence  
  Once accessed, data 

available to the recipient is subject to the recipient’s obligation to comply with the laws and policies of 
their respective agency/organization and applicable jurisdiction as well as the laws and policies associated 
with intelligence information and the HSIN-Intelligence system rules of conduct.  The HSIN-Intelligence 
system complies with all appropriate DHS security policies.  In addition,  

 

5.6 What type of training is required for users from agencies outside 
DHS prior to receiving access to the information? 

The following training will be provided to users of this system: 

� User Technical Training: The HSIN-Intelligence secure portal service vendor offers each of the users 
training on how to use the system. Training will be given at both HS SLIC user locations as well as 
through system-based training accessible from the system itself. Under section 201(d)(16) of the 
Homeland Security Act, DHS has a statutory responsibility “to coordinate training and other 
support to the elements and personnel of the Department, other agencies of the federal 
government, and State and local governments that provide information to the Department, or are 
consumers of information provided by the Department, in order to facilitate the identification and 
sharing of information revealed in their ordinary duties and the optimal utilization of information 
received from the Department.”   

� User Legal/Regulatory Training for HS SLIC: HS SLIC users granted access to PII receive formal 
vetting prior to physical access, and then receive training regarding the legal/regulatory predicate 
authorizing access to the data as also described in Section 2.4 above.  DHS I&A members are subject 
to Intelligence Oversight training as well as other Privacy related training over the course of their 
assignment to the position.  A majority of the HS SLIC members are State and Local authorities (or 
sworn Law Enforcement officers) who are bound to comply with 28 CFR Part 23, and receive the 
appropriate privacy training to properly conduct their duties.   
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5.7 Privacy Impact Analysis 

HSIN-Intelligence mitigates privacy risks caused by inappropriate external access and/or sharing by 
prohibiting the use of PII except in certain areas of the platform, limiting who has access to HSIN-
Intelligence generally, and specifically with respect to those restricted areas of the HSLIC compartment, and 
defining terms for the proper use of system information. This is particularly true for the HS SLIC 
compartment of HSIN-Intelligence, where all intelligence products containing U.S. person information or 
PII will reside.  Through the auditing and technical measures of the system, the potential for misuse of data 
is minimized ((see section 8.6, below). The HSIN-Intelligence portal, in restricting the disclosure of 
sensitive PII information only to authorized HS SLIC members with the statutory responsibility and a 
mission need to know such information, further ensures the necessary privacy protections. These 
protections are further reinforced by the minimization process through which I&A, prior to dissemination 
within the HS SLIC compartment, assesses all information, including intelligence and other relevant 
products and reports, concerning U.S. Persons to determine whether disclosure of the PII is necessary in 
order for the recipients to otherwise understand and use the product or report.   

Section 6.0  Notice  

6.1 Was notice provided to the individual prior to collection of 
information?  If yes, please provide a copy of the notice as an 
appendix.  A notice may include a posted privacy policy, a Privacy 
Act notice on forms, or a system of records notice published in the 
Federal Register Notice. If notice was not provided, why not? 

General notice to the public of information collected, maintained, used in, and disclosed from, all 
platforms within the collective records system within which I&A currently operates was published in the 
Federal Register on April 18, 2005, under the title “HSOC Database”.  The collection of information into 
HSIN Intelligence is covered by that SORN. Publication of notice for a new stand alone Privacy Act records 
system framework for I&A, including notice of exemptions to be claimed, is imminent. Among other 
things, this new I&A SORN will reflect the intervening reorganization of offices formerly within the DHS 
Information and Analysis and Infrastructure Protection Directorate, including both I&A and what had 
previously been known as the Homeland Security Operations Center, or HSOC (the conduit through which 
I&A and other IAIP offices had historically exchanged information with relevant stakeholders). 

The System of Records Notice for the registration information and subsequent user verification is 
covered by DHS ALL 004, General Information Technology Access Accounts. 

6.2 Do individuals have an opportunity and/or right to decline to 
provide information? 

Information collected on individuals in support of an intelligence support mission does not include 
an opportunity for said individuals the right to decline the collection of this information.  Information may 
be collected arbitrary of knowledge by the individual and the collection, retention, dissemination and 
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destruction of that information is bound by the laws, policies and regulations described further within this 
Privacy Impact Assessment.   

User Registration Information  
 Additionally, authorized users may 

decline to provide intelligence information collected by their specific agency however the HS SLIC 
community strives to foster a level of trust among users, and choosing to withhold information has the 
potential to hinder and impact vital intelligence related collaboration.   

6.3 Do individuals have the right to consent to particular uses of the 
information, and if so, how does the individual exercise the right?  

No.  There does not exist a mechanism for individuals to consent or contest the uses of their 
personal information.  The safeguards for the proper handling and protections of that information lie only 
within the laws, regulations and policies of the HSIN Intelligence user organization that collects the 
information.   

6.4 Privacy Impact Analysis  

General notice is provided through the published System of Records Notices, as required by the 
Privacy Act of 1974, and which govern the records systems within which information accessible through 
the HSIN Intelligence portal exist.  Although individuals who may be the subject of or mentioned in a 
report or product may neither have been able to decline to provide information about themselves nor 
consent to certain uses when it was initially acquired, the HSIN-Intelligence portal mitigates privacy risk to 
individuals by controlling the nature of the information posted, the purposes for and manner in which it 
can be used and further shared, and access to it, so that only those individuals with a need-to-know that 
information in the performance of authorized functions, and subject to additional restrictions and 
limitations concerning access and use, are allowed to view it.  Providing more robust notice than that 
discussed above would hinder the activities of the Department and its participating stakeholders in the 
conduct of intelligence and law enforcement investigations and other activities undertaken for the purposes 
of securing the homeland.  

Section 7.0  Individual Access, Redress and Correction  

The following questions are directed at an individual’s ability to ensure the accuracy of the information collected about them. 

7.1 What are the procedures which allow individuals to gain access to 
their own information? 

Opportunities and instructions for individuals seeking access to information about them, and 
maintained by I&A within those restricted areas of the HSIN-Intelligence portal where PII may be present, 
are explained in provisions of the applicable Privacy Act System of Records Notice which covers that 
particular information. Additionally, any person may request access to any federal records maintained by 
I&A or any other federal agency through the Freedom of Information Act.  The specific procedures for 
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submitting Privacy Act and FOIA requests for information maintained by I&A and accessible through the 
HSIN Intelligence portal are available in 6 C.F.R. Part 5.  

Registration Information:  
 
 

  

7.2 What are the procedures for correcting erroneous information? 

Because personal information likely to be accessible through the HSIN-Intelligence portal, while 
not classified for national security purposes, includes or is based on highly sensitive intelligence or other 
threat reporting, no specific procedures have been established by the HSIN Intelligence program officials to 
allow for correction of this information.  The System of Records Notice (SORN) that applies to this 
platform contains provisions that allow discretion in receiving PII correcting requests, if necessary.  As a 
practice, as new information is obtained, old information accessible through HSIN-Intelligence will be 
updated or deleted.  In addition, with respect to all information concerning U.S. Persons maintained by 
I&A, PII will be periodically reviewed by the poster of the information to determine if it is still needed, and 
if it is not, it will be removed.    

State, local, and other government agency postings to the HS SLIC compartment of the HSIN-
Intelligence are not maintained by I&A, nor considered to be I&A documents unless I&A chooses to re-post 
them into the I&A controlled spaces of the HS SLIC compartment, or in another location within I&A’s 
system of records not accessible through the HSIN Intelligence portal.  In those situations where PII is 
posted by a State, local, or other government organization, and into spaces whose content is under the 
management and control of that State, locality, or other government agency, individuals desiring to correct 
records which may identify them must contact that specific agency for more information on the procedures 
that may be available.  

Registration Information:  
 

  

7.3 How are individuals notified of the procedures for correcting their 
information?   

The DHS FOIA page, available through the DHS public website, contains instructions for correcting 
information within DHS systems of records generally, but there are no specific provisions for correcting the 
highly sensitive law enforcement and related intelligence information in the HSIN-Intelligence system. 
Question 7.1 discusses the procedures for accessing information through the Privacy Act/FOIA process. 

Registration Information: Upon completion of registration, users are informed of the correction 
procedures. 
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7.4 If no redress is provided, are alternatives are available?  

Basic access and correction procedures are discussed in Sections 7.1, 7.2, and 7.3 above.   

7.5 Privacy Impact Analysis 

During development of the HSIN-Intelligence information sharing platform, and the processes 
governing its use, significant consideration was given to the impact of erroneous data on individual record 
subjects, including official users of the information.  Since most information within the restricted HS SLIC 
compartment of HSIN-Intelligence, where all PII resides  

 
 
 
 
 

  Nevertheless, and given the 
sensitive nature of the information in HS SLIC and the intelligence missions it supports , 

 and every effort is made to correct information and provide 
access to information in accordance with DHS guidance and other legal requirements, as applicable.   

 
  This ensures accountability for information shared and made available to others 

within the HSIN-Intelligence platform.   

Section 8.0  Technical Access and Security  

The following questions are intended to describe technical safeguards and security measures. 

8.1 Which user group(s) will have access to the system?  (For example, 
program managers, IT specialists, and analysts will have general 
access to the system and registered users from the public will 
have limited access.) 

HSIN-Intelligence has a separate Program Office that generally reviews portal content; this program 
office also manages the HS SLIC in its entirety, including overseeing the administration of the HS SLIC 
Steering Group and the technical portions of both the outer HSIN-Intelligence hub, as well as the restricted 
spaces of the HS SLIC compartment. As explained elsewhere, all users with access only to the outer HSIN-
Intelligence hub will have similar access to all communication and collaboration tools accessible and 
functional capabilities within that general area.  Users with access to the inner HS SLIC compartment will 
have such access to all communication and collaboration tools and functionality as are specifically made 
available to them, in accordance with any additional rules, permissions, or restrictions that may apply, 
therein. 
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All HS SLIC end users who are provided access to PII via the restricted HS SLIC compartment of 

HSIN-Intelligence must (inclusive): 

� Be a full-time, current employee (government or contractor personnel) of a law enforcement, 
criminal justice, or homeland security Federal, State, Territorial and Protectorate, Tribal, or local 
government agency engaged in seeking to detect, defeat, or deter terrorist acts and thereby engaged 
in law enforcement activities for purposes of 28 C.F.R. Part 23; exceptions to full-time status must 
be approved by both the respective State HS SLIC point of contact and the DHS HS SLIC PM; 

� Be a U.S. Citizen; 

� Be currently employed in homeland security information and intelligence analysis functions for 
that government agency, as verified by (1) the DHS HS SLIC PM or their Government supervisor 
for federal employees, or (2) the respective State, Territory, or Urban Area HS SLIC point of contact 
or their designee for State and local intelligence employees;  

� For State and Local members, be formally associated — either via management chain of command, 
Memorandum of Understanding, or some other formal mechanism — with a State and Local 
Fusion Center, or centralized intelligence fusion capability in the absence of a center, recognized as 
such by the HS SLIC Steering Group Voting Member appointed by the respective Homeland 
Security Advisor;  

� Accept a HS SLIC user agreement that includes, to specifically include a third party non-disclosure 
agreement; any HS SLIC End User violating this user agreement shall have their access to the HS 
SLIC terminated on an immediate basis; and 

� Have a government email address (or other email address approved by the State, Territory, or 
Urban Area POC and the HS SLIC PM). 

In addition, each participating State, Territorial, or Urban Area HS SLIC Sponsoring Organizational 
representative is required to: 

Verify the HS SLIC eligibility status of sponsored employees (including contractors) on an annual 
basis, ensuring that each employee they sponsor (1) meets the eligibility requirements and (2) uses the 
system within these rules; and 

Maintain the user roster for the organization, and remove from the system any sponsored 
employee no longer eligible.  

Finally, each HS SLIC member must 

� Be part of a single Sponsoring Organization approved by the associated Voting Member; 

� Revalidate their position, title, and email address at least annually; and 

� Change their system password and agree to user rights and responsibilities every 90 days or their 
access will be terminated. 
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8.2 Will contractors to DHS have access to the system?  

Yes. Both the HSIN-Intelligence portal and, within it, the HS SLIC compartment, is administered by 
a mix of both I&A government officers and contractors and all contractor work is overseen by DHS 
contracting officers and assigned I&A government staff.  The number of contractors is minimized to only 
those needed.  I&A contractors, specifically, may be utilized in a role to support directly the analytical 
intelligence functions and activities for which this platform serves, and/or may support directly the 
management/administration of the platform in support of the HSIN-Intelligence system in general or 
directly for the HS SLIC.  In addition, currently there are several technology contractors who have access to 
the system as they build the information network and the database.  Such contractors or other information 
technology professionals are registered and managed using the same auditing and controls as every other 
HSIN-Intelligence user. All contractors are required by contract provisions to sign non-disclosure 
agreements, and while serving in any role are bound by the same policies, laws, rules, and obligations that 
apply for any other individuals that have been vetted and authorized access to the platform in addition to 
the limitations included or contained within the contract or Statement of Work that applies.   

8.3 Does the system use “roles” to assign privileges to users of the 
system? 

 

8.4 What procedures are in place to determine which users may 
access the system and are they documented? 

 
 
 
 
 
 

   
 

 

Sharing with foreign partners are a critical part of fulfilling our mission of defending the 
homeland.   
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8.5 How are the actual assignments of roles and rules verified 

according to established security and auditing procedures? 

 
 
 
 

 

 
 

 

 

8.6 What auditing measures and technical safeguards are in place to 
prevent misuse of data? 
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 I&A does not include U.S. person information in this 

metadata.   

8.7 Describe what privacy training is provided to users either generally 
or specifically relevant to the functionality of the program or 
system?  

All DHS personnel having access to HS SLIC must conduct their activities in accordance with the 
guidance provided in DHS memorandum, Intelligence Oversight Basics, dated March 27, 2006.  The 
memorandum describes core concepts related to I&A’s mission, and the collection, retention, and 
dissemination of information about U.S. persons.  DHS users also have access to system training that 
includes discussion of privacy aspects of the system, including required I&A annual training on EO 12333.  
Non-DHS intelligence professionals within the HS SLIC, who are also employed elsewhere within the 
Intelligence Community, have similar requirements for intelligence oversight training in accordance with 
Executive Order 12333. State and local authorities have their own training programs that are used to teach 
staff how to comply with issued guidance (see above at 5.6). 

8.8 Is the data secured in accordance with FISMA requirements?  If  

The Certification and Accreditation process is currently being conducted. An Authority to Operate 
is expected to be granted before January 31, 2008.  The platform will not be utilized in operational form 
until that approval to operate is obtained.   

8.9 Privacy Impact Analysis 

Access to the portions of HSIN-Intelligence containing sensitive PII is controlled and protected by a 
number of technical, procedural, and policy-based safeguards, including,  

  Access is role-
based, and eligibility is reviewed for accuracy.  Auditing is used to monitor system use.  Overall, these 
safeguards adequately protect against inappropriate access to and use of information in the system. 

Auditing was a major portion of the need for an infrastructure solution separate from the legacy 
HSIN technology platform.  Using the technology, I&A will be able to perform its mission with a 
robust compliment of tools to maintain user access control and ensure appropriate conduct by users on the 
HSIN-Intelligence platform.   

Section 9.0  Technology 

9.1 Was the system built from the ground up or purchased and 
installed? 

HSIN-Intelligence was developed by  The majority of the system was base capability 
provided to all  customers. However, the I&A secure portal Statement of Work required the 
contractor to build additional features.  
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9.2 Describe how data integrity, privacy, and security were analyzed as 

part of the decisions made for your system. 

System developers of HSIN-Intelligence recognized from the beginning the need to ensure the 
integrity, privacy, and security of the sensitive information to be collected, used, and disseminated on the 
system.  All decisions about system design were based on the need to ensure data integrity, embed strong 
privacy controls, and implement robust security features.   

 
  

9.3 What design choices were made to enhance privacy?  

, in order to bolster 
privacy protections, HSIN-Intelligence requires that a “minimization” process be employed whereby all 
reports, analyses, assessments, and other products, prior to dissemination by I&A (i.e., posted onto the HS 
SLIC compartment), are reviewed to assess and determine whether the specific U.S. person identity 
information is necessary for the use of or understanding of the product by the intended recipients.  Thus, 
for documents disseminated by I&A within the HS SLIC where the U.S. Person information or identity is 
not necessary to understand the product, the identity information will be “masked” by removing and 
replacing it with “a U.S. Person,” “USPER,” or some similar marking, as appropriate. Where an I&A 
product on the HS SLIC will include U.S. person identifying information, the product itself will carry a 
warning stating that “This product contains U.S. Person Information” or words to that effect.  This is done 
in accordance with I&A’s Intelligence Oversight obligations and policies, and the I&A Information Handling 
Guidelines. 

As discussed above,  technology was selected because it provides the program 
management staff the tools necessary for I&A to comply, not only with the Intelligence Community’s 
oversight responsibilities uniquely applicable within HSIN Intelligence to I&A, but to facilitate compliance 
with the Privacy framework (e.g., 28 CFR Part 23) for any other organization with access to, including the 
capability to post and exchange its own information within, certain portions of the portal.  This was a 
specific design choice made to enhance accountability surrounding the possible use of personally 
identifiable information in the HS SLIC portion of HSIN-Intelligence. 

Conclusion 

HSIN-Intelligence was deployed as an Internet-based platform to ensure compatibility and 
interoperability among interrelated communities of users securely exchanging critical sensitive information 
relevant to their official domestic security missions while also ensuring that the integrity and privacy of 
individuals’ data was maintained consistent with their own applicable standards, laws, policies, and 
procedures.  For the HS SLIC compartment of the portal, U.S. person identifying information is routinely 
minimized unless the information is required for understanding the specific intelligence report, analysis, 
assessment or other product.  This significantly mitigates the privacy risks for information accessible 
through HSIN Intelligence.  For those documents that do contain personally identifiable information, a 
number of safeguards are in place to protect the privacy and integrity of the information.  The registration 
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protocol for HSIN-Intelligence is identified as a critical function for ensuring that members are properly 
validated; this is particularly true for HS SLIC compartment access, the only portion of HSIN Intelligence 
which contains PII. It serves as a key component in role-based access to HSIN-Intelligence and mitigates the 
risk of inappropriate access to information.  Basic auditing capabilities are implemented in all areas of 
HSIN-Intelligence. I&A will continue to track developments in policy and technology that can be applied 
continually to improve the privacy and security of the system. 
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Responsible Officials 

Program Manager 
Office of Intelligence and Analysis 

 
CIO and Deputy Director for Information Sharing and Knowledge Management  
Office of Intelligence and Analysis 
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Approval Signature Page 

 

 

 

 

 

Original signed and on file with the DHS Privacy Office   

Hugo Teufel III 
Chief Privacy Officer 
Department of Homeland Security 
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