


Federal Roles and Responsibilities for Medical Response

HHS is the lead agency responsible for Emergency Support Function (ESF) 8 of the National
Response Framework. ESF 8 responsibilities are wide-ranging and split between various
agencies and Departments. While the responsibility for overall response coordination lies with
DHS through FEMA, the lead for medical response is delegated to another Department, HHS.

The Office of Health Affairs (OHA) plays a critical role for DHS during response activations.
As the statutorily designated principal medical advisor to the Secretary and FEMA
Administrator, OHA provides medical and health subject matter expertise during a National
response in a variety of ways. These include: collection and analysis of incident information;
working with representatives from HHS, under ESF 8, to refine needs and assist in crafting
appropriate mission assignments; provision of a liaison to the HHS Secretary’s Operations
Center (SOC); provision of subject matter experts in medical operations to provide FEMA
assistance with evaluation of state and local medical resource needs and requests; assistance to
FEMA with coordination of medical assets to affected areas; assistance to FEMA and the OPS
Division with crisis action planning; integrating with FEMA Safety and Occupational Health
during incidents to ensure appropriate force health protection measures are in place; provision of
medical personnel to the FEMA Incident Management Assistance Team (IMAT); and medical
oversight of DHS Emergency Medical Services Care.

Activities Underway to Strengthen and Coordinate Medical Readiness

There is a wide range of activities within the Federal government and the private sector to
strengthen and coordinate medical readiness. Most of the activities reside within DHS and HHS.

Department of Health and Human Services

HHS has a number of public health and medical system initiatives intended to strengthen medical
readiness. Many of these programs are effective and are moving the Nation closer to being ready
to handle catastrophic mass casualties. However, it is difficult to ascertain whether certain
programs are successfully progressing toward readiness. Challenges to progress include
declining or variable funding, rapid expansion of responsibilities of the primary HHS office
leading the Federal medical response, shifting leadership priorities, and structural issues with
some of the funding mechanisms. HHS programs that support medical readiness include:
National Healthcare Preparedness Program (NHPP), Public Health Emergency Preparedness
(PHEP) Cooperative Agreement, Medical Reserve Corps (MRC) and Emergency System for
Advanced Registration of VVolunteer Health Professionals (ESAR-VHP), the National Disaster
Medical System (NDMS), Federal Medical Stations (FMS), and the Agency for Healthcare
Research and Quality’s (AHRQ) Public Health Emergency Preparedness Program.
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Department of Homeland Security

OHA, through its Office of Medical Readiness, is working on a number of initiatives to improve
the medical readiness of the Nation. Almost all of the activities of OHA are in support of or in
collaboration with other DHS Components and/or other Federal Departments and agencies.
DHS programs that support medical readiness include: Medical and Health Disaster Planning,
OHA Incident Management Operations, Metropolitan Medical Response System (MMRS),
Clearinghouse of Medical and Public Health Preparedness Allocation, Skill Development, and
Standards, Knowledge Development and Dissemination, and Strategic
Partnerships/Infrastructure Protection.

Review and Assessment of Shortcomings of the National Response Framework, ESF 8
HHS is designated the primary agency responsible for ESF 8 and is also designated as the ESF 8
coordinator. There are 16 support Departments and agencies as well. ESF 8 provides assistance
in 17 core functional areas. This is the most important ESF within the NRF as it deals with
ensuring the public health and safety of our citizens. It is one of the broadest in scope and
interdependencies, involving 17 Departments and agencies. Coordination of all of the functions
and agencies with responsibilities to this ESF is a huge challenge.

Some of the core functional areas are addressed very well during a response while other
functions need improvement. Areas in need of improvement include: situational awareness for
FEMA, patient evacuation, mass fatality management, coordination with other ESFs, activation
process, and emergency medical services

Review of Capacity for Communities to Handle Large Scale Health Emergencies

Since 9-11, billions of dollars have been spent on emergency preparedness activities. It is easy
to determine how much the Federal government is spending for preparedness activities that are
intended to help communities become ready, but it is not really known how capable communities
are to handle large scale health emergencies. The Nation’s ability to provide medical surge
capacity is not known because we do not have agreed upon definitions or methods to measure
preparedness. Some of the roadblocks to better community capacity include: decreased
healthcare system capacity, constraints on surge capacity, inadequately funded non-hospital
resources, and lack of personal preparedness

Review Ongoing Grant-Making Efforts and Assess Their Effectiveness

Medical readiness is not defined and there are no universally agreed upon expectations with
regard to how ready the Nation needs to be to handle large scale casualties. In order to
appropriately plan and prepare for mass casualties and determine resources required,
expectations for numbers of casualties that can be managed need to be determined. Not knowing
what we are preparing for makes assessing readiness difficult if not impossible.

Most of the medical and public health specific grants programs that provide surge capability
reside within HHS. Often cited issues from state and local officials include Federal grants cycles
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that are one year, disrupting state and local planning efforts; grants that are not synchronized and
aligned with one another; and grants that are not risk-based but rather allocated by population
density. Grantees have expressed that multi-year cycles would improve their capability for
planning. These programs would also benefit from better evaluation plans created at the front
end of program development so that DHS may better assess the effectiveness of these programs.
Also, communities would benefit from regionalization and grants programs could be used to
drive regionalization by instituting requirements in grants guidance.

Identify Areas Where State and Local Emergency Management Can Provide Input

State and local emergency management and public health agencies should be engaged with
Federal agencies in a variety of activities. State, local, territorial and tribal governments and the
private sector should be involved with determination of requirements and in providing input into
Federal guidance and also should be more involved in the establishment of standards for medical
readiness and in target capabilities list development. Another area where state and local
emergency management should provide input includes Federal planning. OHA could more
effectively facilitate state and local engagement by developing a regional presence. Regional
personnel from OHA could provide technical assistance to states and assessment of needs during
incident activations.

Recommended restructuring or consolidations

Based on discussions with our interagency partners, DHS Components and state and local
emergency management colleagues, we have found common themes that inform our
recommendations. These recommendations include: consider options for strengthening
coordination of ESF-8; restructure our Nation’s grants programs; increase DHS presence,
specifically OHA, in the states and regions to augment engagement with state and local
governments and the private sector and to promote regional approaches to medical surge
capacity enhancement; and improve public risk communication by creating risk communication
strategies with the public for management of expectations during large scale catastrophes.
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e Medical oversight of DHS Emergency Medical Services Care.

PLANS AND ACTIVITIES UNDERWAY TO STRENGTHEN AND COORDINATE
MEDICAL READINESS

There are a wide range of activities within the federal government and the private sector to
strengthen and coordinate medical readiness. Most of the activities reside within DHS and HHS.

Department of Health and Human Services: HHS has a number of public health and medical

system initiatives intended to strengthen medical readiness. HHS programs that support medical

readiness include:

e National Healthcare Preparedness Program (NHPP)

e Public Health Emergency Preparedness (PHEP) Cooperative Agreement

e Medical Reserve Corps (MRC) and Emergency System for Advanced Registration of
Volunteer Health Professionals (ESAR-VHP)

¢ National Disaster Medical System (NDMS)

e Federal Medical Stations (FMS)

e Agency for Healthcare Research and Quality’s (AHRQ) Public Health Emergency
Preparedness Program

Department of Homeland Security: OHA, through its Office of Medical Readiness, is working

on a number of initiatives to improve the medical readiness of the nation. DHS programs that

support medical readiness include:

e Medical and Health Disaster Planning

e OHA Incident Management Operations

e Metropolitan Medical Response System (MMRYS)

e Clearinghouse of Medical and Public Health Preparedness Allocation, Skill Development,
and Standards, Knowledge Development and Dissemination

e Strategic Partnerships/Infrastructure Protection
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Press Office
U.S. Department of Homeland Security
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February XX, 2009
Contact: DHS Press Office, 202-282-8010

NATIONAL PLANNING ACTION DIRECTIVE

Background

In 2006, the Homeland Security Council’s Hurricane Katrina Lessons Learned Report
identified the federal government’s lack of a standardized planning “process” to guide the
execution of coordinated operations as a critical shortcoming. As a result, the U.S.
Department of Homeland Security (DHS) was tasked with developing and implementing
an operational planning and execution system.

Initially, the DHS Office of Operations Coordination and Planning developed the
National Planning and Execution System (NPES), which was based on two widely
known and well-tested doctrinal references: the National Incident Management System
(NIMS) and the Department of Defense Joint Operations and Planning System (JOPES),
which the Department of Defense relies on for all major contingency planning. DHS
proceeded to use NPES as the core planning doctrine to train department and interagency
planners. Since its inception, more than 1,000 people from multiple federal departments
and agencies have been trained on the use of NPES.

Integrated Planning System

Beyond a new planning system, DHS assisted in creating a new permanent body for
drafting interagency plans. Between September 2006 and December 2007 this group of
interagency planners, called the Incident Management Planning Team (IMPT), developed
plans to address a number of catastrophic scenarios, including: pandemic influenza,
improvised explosive devices, an improvised nuclear device, radiological dispersal
device attacks, cyber attacks and hurricanes.

In December 2007, President George W. Bush approved Annex I, National Planning, to
Homeland Security Presidential Directive 8, which directed DHS to use NPES as a
model to develop an Integrated Planning System (IPS) that would guide interagency
planning.

IPS does not alter existing authorities among federal departments and agencies. The
system is a platform to lead to the improvement and execution of interagency planning.
It also:
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» Establishes a standard federal planning process and format to develop coordinated
interagency plans.

> ldentifies the specific federal roles and responsibilities needed to coordinate federal
incident management activities for national level domestic incidents.

> Develops and establishes a framework to coordinate federal support to state, local and
tribal entities.

> Builds upon the process and product framework of the National Response Framework
(NRF) and the National Incident Management Systems (NIMS).

The IPS requires the development of specific planning deliverables for each of the
national planning scenarios. Those deliverables include a Strategic Guidance Statement,
Federal Strategic Plan, Federal Concept Plan, and Department and Agency Operation
Plans. Each type of plan is described below:

» Strategic Guidance Statement: Outlines strategic priorities, broad national strategic
objectives, and basic assumptions; describes the envisioned end-state; and establishes
the general means necessary to accomplish that end.

» Federal Strategic Plan: Defines the mission, identifies authorities, delineates roles and
responsibilities, establishes mission essential tasks, determines required and priority
capabilities, and develops performance and effectiveness measures.

> Federal Concept Plan: Describes the concept of operations for integrating and
synchronizing existing federal capabilities to accomplish the mission-essential tasks,
and describes how federal capabilities will be integrated into and support regional,
state, and local plans.

> Federal Department and Agency Operation Plan: ldentifies detailed resource,
personnel and asset allocation in order to execute the objectives of the strategic plan
and turn strategic priorities into operational execution. Contains a full description of
the concept of operations, to include specific roles responsibilities, tasks, integration
and actions required, with supporting support function annexes as appropriate.

State and Local Participation

Issues

To date, state and local emergency management agencies have provided valuable input in
the development of the Integrated Planning System as well as to the Comprehensive
Preparedness Guide (CPG 101).

Continuing to incorporate state and local emergency management subject matter experts
into plan development activities will ensure that the objectives, priorities, and roles and
responsibilities put forth by federal interagency partners do indeed provide state and local
emergency management agencies with the support required across the homeland security
spectrum of operations (prevent, protect, respond, and recover).

A number of key shortfalls preventing DHS from fully leveraging IPS at multiple levels of
government have been identified:

NONPROFIT COMMUNITY INPUT
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The department is still working to improve processes for capturing input and facilitating
coordination with the 53 government and non-profit (e.g. American Red Cross) entities that have
equities in the IPS planning effort.

PLANNING RESOURCES

The limited resources that state and local partners can devote to dedicated planning
efforts is also a key challenge. DHS is working to identify tools that will increase
planning capacity across government, expand and increase the opportunities for
additional IPS training for interagency personnel, as well as homeland security partners at
the federal, state, local, and tribal levels. Presently there are no federal grant programs in
place that specifically address IPS. However, the Federal Emergency Management
Agency (FEMA) is coordinating this effort for both IPS and CPG 101. Existing grant
programs, such as the Regional Catastrophic Preparedness Grant Program and the
Emergency Management Performance Grant Program, have a strong emphasis on
planning and might be leveraged more fully. Additionally, the Homeland Security Grant
Program was developed to align to the IPS vis-a-vis CPG 101.

TIMELINESS

The long-term challenge for both DHS and our many homeland security partners is the
ability to accelerate development of IPS planning before we are faced with incidents and
sustaining the planning capacity at all levels of government. The most effective way to
accomplish both is to train and develop a professional cadre of operational planners
within DHS and to encourage other departments and agencies to make the same
commitment.

IPS currently includes an existing requirement for a full review in January of 2010. This review
will provide federal departments and agencies an opportunity to recommend any other changes
for consideration.
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planning doctrine to train its interagency Incident Management Planning Team (IMPT). More
than one-thousand people from multiple departments and agencies have been trained on the use
of NPES following the stand up of the IMPT in August 2006. From September 2006 to
December 2007, the IMPT developed draft plans for Pandemic Influenza, Improvised Explosive
Device (IED), Improvised Nuclear Device (IND), Radiological Attacks, Cyber, and Hurricanes.

Concurrent with this effort, FEMA led the development of updated planning guidance, the
Comprehensive Preparedness Guide (CPG-101), to meet the unique requirements of State and
local governments. Technical assistance services from FEMA to State and local governments
were expanded across a variety of planning activities, with more than 500 deliveries conducted
since the beginning of FY 2007.

In December 2007, before any of the above draft plans were approved by the interagency,
President Bush approved Annex I, National Planning, to Homeland Security Presidential
Directive (HSPD) 8. This Annex was developed, in part, because of the need to further
formalize efforts to address the shortfalls identified post-Katrina, and as a result of the
overwhelming interagency interest in learning NPES.

Among other things, Annex | directed DHS to develop an Integrated Planning System (IPS) that
would guide interagency planning and connect with State and local planning efforts. IPS aligned
federal planning with State and local planning using the best doctrine from NPES, the National
Response Framework (NRF), the National Incident Management System (NIMS), and other
established planning processes. IPS was developed with full federal interagency participation
and included input from State and local subject matter experts. IPS was given Presidential
approval on January 15, 2009, and CPG-101 was approved by the FEMA Administrator on
January 16, 2009. The details for a joint national roll out of IPS and CPG 101 are being
finalized.

IPS is a platform to lead to the improvement and execution of interagency planning.
It also:

e Establishes a standard Federal planning process and format to develop coordinated
interagency plans from the strategic to tactical level for any identified scenario.

e Identifies the specific Federal roles and responsibilities needed to coordinate Federal
Incident Management activities to national level domestic incidents.

e Adopts CPG 101 for use by State and local officials to ensure consistent planning process
at all levels of government.

e Develops and establishes a framework to coordinate Federal support to State, local and
Tribal entities.

e Builds upon the process and product framework of the NRF and NIMS.

e Does not alter existing authorities of individual Federal Departments and Agencies.

e Does not convey new authorities upon the Secretary of Homeland Security (SECDHS) or
any other Federal official.
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The IPS requires the development of the following planning deliverables for each of the National
Planning Scenarios:*

e Strategic Guidance Statement (SGS): Outlines strategic priorities, broad national strategic
objectives, and basic assumptions; describes the envisioned end-state; and establishes the
general means necessary to accomplish that end.

e Federal Strategic Plan (SP): Defines the mission, identifies authorities, delineates roles
and responsibilities, establishes mission essential tasks, determines required and priority
capabilities, and develops performance and effectiveness measures.

e Federal Concept Plan (CONPLAN): Describes the concept of operations for integrating
and synchronizing existing Federal capabilities to accomplish the mission essential tasks,
and describes how Federal capabilities will be integrated into and support regional, State,
and local plans.

e Federal Department and Agency Operation Plan (OPLAN): Identified detailed resource,
personnel and asset allocation in order to execute the objectives of the strategic plan and
turn strategic priorities into operational execution. Contains a full description of the
concept of operations, to include specific roles responsibilities, tasks, integration and
actions required, with supporting support function annexes as appropriate.

Additional efforts are underway at the State and local level. Working with FEMA, several large-
scale efforts have been launched to address planning for catastrophic events (including the
Regional Catastrophic Preparedness Grant Program, New Madrid Seismic Zone (NMSZ), and
others) as well as targeted efforts to increase planning capacity (such as the Task Force for
Emergency Readiness initiative).

Discussion

1) What is the status of each of these plans and the anticipated timeframe and actions
needed to complete the process?

The current status of IPS scenario based planning deliverables are reflected in the table on the
following page.

! The National Planning Scenarios were originally developed as a representative set of scenarios for use in resource
planning activities under Homeland Security Presidential Directive 8, which introduced a capabilities-based
approach to all-hazards preparedness. The National Planning Scenarios have since been used as a basis for
developing operational plans to address each of the individual scenarios.
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e Distinguish internal Department planning efforts from the DHS-led interagency IPS
planning efforts; integrate and/or synchronize where appropriate.

e |IPS currently includes an existing requirement for a full review in January 2010. This
review will provide Federal Departments and Agencies an opportunity to recommend any
other changes for consideration.

e The IPS must continue to integrate with the capabilities-based, all-hazards preparedness
system described in HSPD-8 and PKEMRA.

e The IPS must be linked to Federal department and agency planning, programming and
budgeting to ensure IPS plans are executable with current programs and funding.

e Establish a formal evaluation plan to assess the IPS and CPG 101 in Year One and
identify the necessary improvements to the planning guidance.

e Develop and implement measures to clarify how plans are implemented when a crisis
occurs.

e Based on the information collected, develop a plan for transitioning from the current
system of systems (IPS and CPG 101) to a full National Planning System.

e Gap analysis and assessment of Federal shortfalls (as captured in the planning process).

3) Where can state and local emergency management agencies provide input and
assistance?

To date, State and local emergency management agencies have already provided valuable input
in the development of the Integrated Planning System (IPS) and to the Comprehensive
Preparedness Guide (CPG-101). It is through the input of a wide spectrum of organizations that
the vertical integration and synchronization elements of IPS and CPG 101 were developed.
Representatives from these can continue to provide valuable input and assistance in development
of all levels of Federal Planning.

We have already begun to incorporate State and local homeland security and emergency
management into plan development activities at the Regional level. As that process unfolds, it
will ensure that the objectives, priorities, and roles and responsibilities put forth by Federal
interagency partners do indeed provide State and local emergency management agencies with the
support required across the homeland security spectrum of operations (prevent, protect, respond,
and recover) as well as the integration of mitigation with these operations. This includes
integrating IPS’s Federal planning efforts with the CPG 101-based State and local planning
efforts, harmonizing the two systems with grants for enhancing State and local preparedness, and
ensuring integrated planning at the regional, State, and local level.

At the National level, we must recognize that it is not practical to ask for permanent detailees to
engage in the National-level planning from State and local governments. Consistent with its
ongoing PKEMRA implementation, we recommend that FEMA continue its work with the
Homeland Security Consortium to develop a process based on Chapter 4 of IPS and CPG 101 for
involvement in the processes used to develop National-level IPS deliverables (Strategic Plans,
CONPLANS, and OPLANS). Based on this plan, FEMA will work with DHS OPS to ensure
production schedules allow for the additional time necessary for comment on National-level
products. These agencies can continue to assist with the development through plan validation
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during exercises and by increasing awareness and diffusion of IPS and CPG 101 through
attending training and educational activities.

Additional Taskers from Acting Deputy Secretary Beers

On February 12, 2009, DHS OPS and the Office of Health Affairs briefed Acting Deputy
Secretary (DEPSEC) Rand Beers regarding progress towards completion of the Action Directive
on National Planning. During this brief, DEPSEC Beers requested that four additional taskers be
completed in the near term. The first two of these taskers have been completed and are included
below. The remaining two taskers are also identified below, but require additional coordination.
DHS OPS is currently leading an intradepartmental effort to answer these two remaining
questions within the next 10 days.

1) Are there any grant programs in place that deal specifically with IPS?

At the present time there are no Federal grant programs in place that specifically address IPS.
FEMA is currently coordinating this effort for both IPS and the Comprehensive Preparedness
Guidance (CPG) 101. There are grant programs such as the Regional Catastrophic Preparedness
Grant Program (RCPGP) and the Emergency Management Performance Grant Program (EMPG)
that have a strong emphasis on planning. FEMA continues to encourage grantees to adopt a
planning process (e.g., in RCGPGP FEMA adopted a “fix existing plans, build planning
processes, and resource the plans” methodology). The current plan to roll out IPS and CPG-101
concurrently will obviously help both to take root. Additionally, the Homeland Security Grant
Program does tie to Annex I, HSPD-8, but in that regard it ties to CPG 101 (as a State and local
program). Specific language in current grant packages are not targeted specifically at IPS or
CPG. However, all applicants are strongly encouraged to use CPG for plans developed through
this program.

2) Please provide a one-page fact sheet that summarizes the timeline associated with IPS
development. (See attached document entitled “Fact Sheet - Development of the Integrated
Planning System™)

3) What can/should be done to accelerate the current pace for IPS plan development?

In the near term, there are two primary options under consideration that would accelerate the
current pace of IPS plan development: procedural changes and organizational changes.

Procedural Changes:

The Secretary could pursue the following courses of action:

e Shorten the current timelines articulated in IPS for the interagency development and
adjudication of each of the IPS deliverables, i.e., Strategic Guidance Statements (SGS),
Strategic Plans (STRATPLANS), Concept Plans (CONPLANS), and Operations Plans
(OPLANS).
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o This option is likely to encounter significant interagency resistance given that IPS
timelines were just approved and reflect the current level of interagency planning
capacity in Departments that previously lacked a robust focus on operational
planning. This will also limit our ability to integrate State and local inputs.

e Begin the planning process with a Principals Committee meeting in which the Secretary
guides a discussion to set strategic-level planning guidance at the outset.
o This option would mitigate the number of interagency disputes which currently
slow the plan development and approval process.
0 However, it would be difficult to get meaningful engagement at the Principals
level on individual plans, especially in the timeframes currently specified by the
IPS.

Organizational

The Secretary could also direct certain organizational changes that would increase the ability of
the Department to lead the interagency development of IPS plans. These would include, but are
not limited to:

e Consolidate all Annex I, HSPD-8 planning requirements (e.g., SGS, Strategic Plans,
CONPLANSs, and OPLANS) under one organization to facilitate parallel planning and
minimize planning resource impacts on Federal partners. The challenge to this option is
that it lacks a “check and balance” against plan content.

e Coordinate with Federal partners to ensure complete interagency staffing to support in
accordance with the Homeland Security Council’s (HSC) Incident Management Planning
Team (IMPT) charter.

In the long-term, the most effective way to accelerate the development of IPS planning
deliverables is to train and develop a professional cadre of operational planners with the
associated supporting infrastructure within DHS and to persuade other Department’s and
Agencies to make the same commitment.

4) What is the best approach to align IPS plan development with responsibility for the
operational execution for each of the National Planning Scenarios?

One of the fundamental challenges identified in the IPS planning effort to date is how to develop
comprehensive contingency plans for the National Planning Scenarios (NPS) that require the
integration of interagency expertise across a wide variety of potential scenarios. This is
especially challenging because the current set of fifteen all-hazards NPS ranges from
catastrophic terrorism events to natural disasters. In addition, the full-spectrum of operations for
each of these unique scenarios spans prevent, protect, respond, and recover phases.

An additional reality that further complicates matters is the fact that certain Departments and

Agencies possess primary responsibility and expertise in specific phases of a specific scenario

(i.e., prevent/protect), but have little or no involvement in other phases for the same scenario

(i.e., respond/recover). For example, the Department of Justice plays the lead role in many

prevent/protect activities for Weapons of Mass Destruction (WMD) scenarios, but plays a lesser
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role than the Environmental Protection Agency, the Department of Health and Human Services,
or FEMA for the respond/recover missions for the same WMD scenario.

In addition to the fact that the above challenges impact plan development, they also have a
similar impact on the operational execution of any plan that requires activation. In this regard,
DHS OPS is coordinating with its intra and interagency peers to assess whether or not it is more
effective to rotate lead agency responsibility by phase or to just create capacity and architecture
in one location to be able to manage a scenario across the prevent, protect, respond, and recover
phases.

In sum, the homeland security environment is not directly analogous to the military environment,
which includes a relatively direct chain from planning to execution. In the homeland security
environment, centralized national planning can only go so far before it needs to be distributed
across Federal departments and agencies and State and local governments, who will actually
execute the plans. Determining how best to align IPS plan development with responsibility for
operational execution is a continuing challenge for DHS.

This document contains deliberative process material, or other information that is exempt from public disclosure under the Ereedom of
HformatiomAct, 5 US.C. 3 bo2.



















lassificd/FOUC

Among other things, Annex | directed DHS to use NPES as a model to develop an Integrated
Planning System (IPS) that would guide interagency planning. In June 2008, the resulting IPS
received interim approval by the interagency in order to adapt existing contingency plans to the
more comprehensive IPS requirements. President Bush approved IPS in January 2009. IPSisa
platform to lead to the improvement and execution of interagency planning. It also:

Establishes a standard Federal planning process and format to develop coordinated
interagency plans.

Identifies the specific Federal roles and responsibilities needed to coordinate Federal
Incident Management activities for national level domestic incidents.

Develops and establishes a framework to coordinate Federal support to State, local and
Tribal entities.

Builds upon the process and product framework of the National Response Framework
(NRF) and the National Incident Management Systems (NIMS).

Does not alter existing authorities of individual Federal Departments and Agencies.
Does not convey new authorities upon the Secretary of Homeland Security or any other
Federal official.

The IPS requires the development of the following planning deliverables for each of the National
Planning Scenarios:

Strategic Guidance Statement (SGS): Outlines strategic priorities, broad national strategic
objectives, and basic assumptions; describes the envisioned end-state; and establishes the
general means necessary to accomplish that end.

Federal Strategic Plan (SP): Defines the mission, identifies authorities, delineates roles
and responsibilities, establishes mission essential tasks, determines required and priority
capabilities, and develops performance and effectiveness measures.

Federal Concept Plan (CONPLAN): Describes the concept of operations for integrating
and synchronizing existing Federal capabilities to accomplish the mission essential tasks,
and describes how Federal capabilities will be integrated into and support regional, State,
and local plans.

Federal Department and Agency Operation Plan (OPLAN): ldentified detailed resource,
personnel and asset allocation in order to execute the objectives of the strategic plan and
turn strategic priorities into operational execution. Contains a full description of the
concept of operations, to include specific roles responsibilities, tasks, integration and
actions required, with supporting support function annexes as appropriate.

Discussion

1) What is the status of each of these plans and the anticipated timeframe and actions
needed to complete the process?
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e Distinguish internal Department planning efforts from the DHS-led interagency IPS
planning efforts; integrate and/or synchronize where appropriate.

e IPS currently includes an existing requirement for a full review in January 2010. This
review will provide Federal Departments and Agencies an opportunity to recommend any
other changes for consideration.

3) Where can state and local emergency management agencies provide input and
assistance?

To date, State and local emergency management agencies have already provided valuable input
in the development of the Integrated Planning System (IPS) and to the Comprehensive
Preparedness Guide (CPG-101). Representatives from these agencies can provide valuable input
and assistance in development of all levels of Federal Planning.

Incorporating State and local emergency management SMEs into plan development activities
will ensure that the objectives, priorities, and roles and responsibilities put forth by Federal inter-
agency partners do indeed provide State and local EM agencies with the support required across
the homeland security spectrum of operations (prevent, protect, respond, and recover). These
SMEs will also be able to provide suggestions for enhancement of the plan and its direction.

We recommend that subject matter experts (SMESs) as designated by the National Emergency
Management Association (NEMA) and the International Association of Emergency Managers
(IAEM) be involved in the processes used to develop IPS deliverables (Strategic Plans,
CONPLANS, and OPLANS). These agencies can also assist development through plan
validation during exercises and by increasing awareness and diffusion of the IPS through
attending training and educational activities.

4) On February 12, 2009, DHS OPS and OHA briefed Acting Deputy Secretary (DEPSEC)
Rand Beers regarding progress towards completion of the Action Directive on National
Planning. During this brief, DEPSEC Beers requested that four additional taskers be completed
in the near term. The first two of these taskers have been completed and are included below.
The remaining two taskers are also identified below, but require additional coordination. OPS is
currently leading an intra-departmental effort to answer these two remaining questions within the
next 10 days.

Additional Taskers from Acting Deputy Secretary Beers

1) Are there any grant programs in place that deal specifically with IPS?

At the present time there are no federal grant programs in place that specifically address IPS.
The Federal Emergency Management Agency is currently coordinating this effort for both IPS
and the Comprehensive Preparedness Guidance (CPG) 101. There are grant programs such as
the Regional Catastrophic Preparedness Grant Program (RCPGP) and the Emergency
Management Performance Grant Program (EMPG) that have a strong emphasis on planning.
FEMA continues to encourage grantees to adopt a planning process (e.g., in RCGPGP FEMA
adopted a “fix existing plans, build planning processes, and resource the plans” methodology).
The current plan to roll out IPS and CPG-101 concurrently will obviously help both to take root.
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Additionally, the Homeland Security Grant Program does tie to Annex I, HSPD-8, but in that
regard it ties to CPG 101 (as a State and local program). Specific language in current grant
packages are not targeted specifically at IPS or CPG. However, all applicants are strongly
encouraged to use CPG for plans developed through this program.

2) Please provide a one-page fact sheet that summarizes the timeline associated with IPS
development. (See attached document entitled “Fact Sheet - Development of the Integrated
Planning System”)

3) What can/should be done to accelerate the current pace for IPS plan development?

In the near term, there are two primary options under consideration that would accelerate the
current pace of IPS plan development: procedural changes and organizational changes.

Procedural Changes:

The Secretary could pursue the following courses of action:

e Shorten the current timelines articulated in IPS for the interagency development and
adjudication of each of the IPS deliverables, i.e., Strategic Guidance Statements (SGS),
Strategic Plans (STRATPLANS), Concept Plans (CONPLANS), and Operations Plans
(OPLANS).

o This option is likely to encounter significant interagency resistance given that IPS
timelines were just approved and reflect the current level of interagency planning
capacity in Departments that previously lacked a robust focus on operational
planning.

e The Secretary could initiate future IPS planning efforts by meeting with her interagency
cabinet peers in order to provide strategic-level planning guidance designed to mitigate
the number of interagency disputes which currently slow the plan development and
approval process.

Organizational

The Secretary could also direct certain organizational changes that would increase the ability of
the Department to lead the interagency development of IPS plans. These would include, but are
not limited to:

e Consolidate all Annex I, HSPD-8 planning requirements (e.g., SGS, Strategic Plans,
CONPLANSs, and OPLANS) under one organization to facilitate parallel planning and
minimize planning resource impacts on federal partners.

e Coordinate with federal partners to ensure complete interagency staffing to support IAW
the Homeland Security Council’s (HSC) Incident Management Planning Team (IMPT)
charter.

In the long-term, the most effective way to accelerate the development of IPS planning
deliverables is to train and develop a professional cadre of operational planners with the
associated supporting infrastructure within DHS and to persuade other Department’s and
Agencies to make the same commitment.

Unclassified//EOUO— 5
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4) What is the best approach to align IPS plan development with responsibility for the
operational execution for each of the National Planning Scenarios?

One of the fundamental challenges identified in the IPS planning effort to date is how to develop
comprehensive contingency plans for the National Planning Scenarios (NPS) that require the
integration of interagency expertise across a wide variety of potential scenarios. This is
especially challenging because the current set of fifteen all-hazards NPS ranges from
catastrophic terrorism events to natural disasters. In addition, the full-spectrum of operations for
each of these unique scenarios spans prevent, protect, respond, and recover phases.

An additional reality that further complicates matters is the fact that certain Departments and
Agencies possess primary responsibility and expertise in specific phases of a specific scenario
(i.e., prevent/protect), but have little or no involvement in other phases for the same scenario
(i.e., respond/recover). For example, DOJ plays the lead role in many prevent/protect activities
for WMD scenarios, but plays a lesser role than EPA, HHS, or FEMA for the respond/recover
missions for the same WMD scenario.

In addition to the fact that the above challenges impact plan development, they also have a
similar impact on the operational execution of any plan that requires activation. In this regard,
DHS OPS is coordinating with its intra and interagency peers to assess whether or not it is more
effective to rotate lead agency responsibility by phase or to just create capacity and architecture
in one location to be able to manage a scenario across the prevent, protect, respond, and recover
phases.

This document contains deliberative process material, or other information that is exempt from public disclosire underthe-Freegerrof—
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Executive Summary
Northern Border Security Action Directive

Introduction

Canada and the United States of America share the longest common border between any
two countries that is not militarized, spanning approximately 5,500 miles of land and
maritime border (including 1,500 miles shared with Alaska). Along the Northern Border,
U.S Customs and Border Protection (CBP) processes over 70 million international
travelers and 35 million vehicles each year. Trade with Canada is vital to the U.S.
economy. Supplying 15 percent ($339 billion in FY 2008) of all U.S. imports, Canada is
our largest trading partner.

Three DHS operational components CBP, U.S. Immigration and Customs Enforcement
(ICE) and the U.S. Coast Guard (USCG) lead the effort to secure the Northern Border.
They apply a strategic approach at and between the ports of entry, in the air, land, and
maritime domains. Other DHS organizations, such as the Science and Technology
Directorate (S&T), the National Protection and Programs Directorate, and the Domestic
Nuclear Detection Office (DNDO) play supporting roles in Northern Border security
efforts.

Threat, Operating Environment, Vulnerabilities and Challenges

At present, the primary threats along the Northern Border are terrorism, drug trafficking,
and illegal immigration. A variety of Sunni, Shia, Tamil, and Sikh terrorist affiliate and
extremist groups have sympathizers in Canada who are likely involved in fundraising and
ideological support; many of these groups and individuals have openly expressed their
hostility toward the United States. Moreover, Canada’s generous immigration system is
vulnerable to exploitation by terrorists seeking a path to Canadian citizenship. Drugs flow
in both directions across the U.S. and Canadian border. Illegal immigration along the
Northern Border occurs at approximately one percent of the rate observed along the
Southern Border according to CBP estimates, though limited situational awareness makes
Northern Border alien smuggling difficult to quantify.

The terrain, which ranges from densely forested lands on the west and east coasts to open
plains in the middle of the country, is composed of many sparsely populated lands with
limited Federal, State, and local law enforcement presence along the immediate border
area. The vast maritime border with Canada and the open access small vessels have in the
Great Lakes provides an additional conduit for potential exploitation by terrorists, alien
and contraband smuggling, and other criminal activity. With more than 5 million
registered boats operating on or within 100 miles of the Great Lakes, the Great Lakes
region presents unique border enforcement challenges

Because the Northern Border operating environment differs appreciably from the
Southwest Border, it requires a different law enforcement and security approach. For
example, while information sharing, intelligence and partnerships between our
neighboring countries as well as other Federal, state, local and tribal law enforcement, are
important everywhere, they are particularly critical along the Northern Border. Also, due
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and law enforcement and security actions by cross-designated RCMP and USCG
personnel.

e The end of oral declarations as proof of citizenship and identity along the
Northern Border and the move toward instituting standard and consistent travel
document requirements for entry under the Western Hemisphere Travel Initiative

e Air Security Studies along the Northern Border that will establish and leverage
partnerships through Federally Funded Research and Development Centers
(FFRDCs), National Labs and Military Service Labs, DoD and other R&D
programs. These initiatives will develop and test technology solutions. One such
example is the Massachusetts Institute of Technology/Lincoln Laboratories air
security study providing a roadmap to secure the border against new and diverse
threats.

e Deputy Secretary Level Correspondence between DHS and DoD. Working with
DoD, S&T seeks to identify which DoD technologies have DHS application. It is
proposed that a DoD-DHS SES-level working group will update draft Joint
Capability Technology Demonstration Technology Implementation Directive and
report progress through the Capabilities Development Working Group.

Technology is also being used to support DHS’s operations, with projects such as the
Northern Border Testbed, to develop new technological tools and the SBInet Northern
Border Project that will begin addressing certain needs and vulnerabilities along the
Northern Border.

Summary

DHS has made great progress since it was establish in 2003 to improve security along the
Northern Border while still facilitating the flow of legitimate trade and travel. Steps have
been taken to increase staffing and assets, leverage partnerships, develop improved
intelligence, deploy available technologies, and develop new technologies to address
various gaps and vulnerabilities. As detailed in this report, the collaborative efforts of
DHS, other federal agencies, and state, local and Canadian partners will be required to
build on this foundation.

DHS will continue to use a layered, strategic approach to secure the Northern Border.
The dozens of programs discussed in this report will target the greatest threats to the
United States along the Northern Border -- terrorism, drug trafficking, and illegal
immigration. Our current strategies and plans will continue to guide our efforts and,
using this document and the Technological Baseline as a foundation, we will further
coalesce our Northern Border security strategies and programs in the report requested by
former Deputy Secretary Schneider that is to be provided in March 2009.
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Executive Summary
Northern Border Security Action Directive

Introduction

Canada and the United States of America share the longest common border between any
two countries that is not militarized, spanning approximately 5,500 miles of land and
maritime border (including 1,500 miles shared with Alaska). Along the Northern Border,
U.S Customs and Border Protection (CBP) processes over 70 million international
travelers and 35 million vehicles each year. Trade with Canada is vital to the U.S.
economy. Supplying 15 percent ($339 billion in FY 2008) of all U.S. imports, Canada is
our largest trading partner.

Three DHS operational components CBP, U.S. Immigration and Customs Enforcement
(ICE) and the U.S. Coast Guard (USCG) lead the effort to secure the Northern Border.
They apply a strategic approach at and between the ports of entry, in the air, land, and
maritime domains. Other DHS organizations, such as the Science and Technology
Directorate (S&T), the National Protection and Programs Directorate, and the Domestic
Nuclear Detection Office (DNDO) play supporting roles in Northern Border security
efforts.

Threat, Operating Environment, Vulnerabilities and Challenges

At present, the primary threats along the Northern Border are terrorism, drug trafficking,
and illegal immigration. A variety of Sunni, Shia, Tamil, and Sikh terrorist affiliate and
extremist groups have sympathizers in Canada who are likely involved in fundraising and
ideological support; many of these groups and individuals have openly expressed their
hostility toward the United States. Moreover, Canada’s generous immigration system is
vulnerable to exploitation by terrorists seeking a path to Canadian citizenship. Drugs flow
in both directions across the U.S. and Canadian border. Illegal immigration along the
Northern Border occurs at approximately one percent of the rate observed along the
Southern Border according to CBP estimates, though limited situational awareness makes
Northern Border alien smuggling difficult to quantify.

The terrain, which ranges from densely forested lands on the west and east coasts to open
plains in the middle of the country, is composed of many sparsely populated lands with
limited Federal, State, and local law enforcement presence along the immediate border
area. The vast maritime border with Canada and the open access small vessels have in the
Great Lakes provides an additional conduit for potential exploitation by terrorists, alien
and contraband smuggling, and other criminal activity. With more than 5 million
registered boats operating on or within 100 miles of the Great Lakes, the Great Lakes
region presents unique border enforcement challenges

Because the Northern Border operating environment differs appreciably from the
Southwest Border, it requires a different law enforcement and security approach. For
example, while information sharing, intelligence and partnerships between our
neighboring countries as well as other Federal, state, local and tribal law enforcement, are
important everywhere, they are particularly critical along the Northern Border. Also, due
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and law enforcement and security actions by cross-designated RCMP and USCG
personnel.

e The end of oral declarations as proof of citizenship and identity along the
Northern Border and the move toward instituting standard and consistent travel
document requirements for entry under the Western Hemisphere Travel Initiative

Technology is also being used to support DHS’s operations, with projects such as the
Northern Border Testbed, to develop new technological tools and the SBInet Northern
Border Project that will begin addressing certain needs and vulnerabilities along the
Northern Border.

Summary

DHS has made great progress since it was establish in 2003 to improve security along the
Northern Border while still facilitating the flow of legitimate trade and travel. Steps have
been taken to increase staffing and assets, leverage partnerships, develop improved
intelligence, deploy available technologies, and develop new technologies to address
various gaps and vulnerabilities. As detailed in this report, the collaborative efforts of
DHS, other federal agencies, and state, local and Canadian partners will be required to
build on this foundation.

DHS will continue to use a layered, strategic approach to secure the Northern Border.
The dozens of programs discussed in this report will target the greatest threats to the
United States along the Northern Border -- terrorism, drug trafficking, and illegal
immigration. Our current strategies and plans will continue to guide our efforts and,
using this document and the Technological Baseline as a foundation, we will further
coalesce our Northern Border security strategies and programs in the report requested by
former Deputy Secretary Schneider that is to be provided in March 2009.
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Congressional Fact Sheet
Northern Border Security Action Directive

Introduction

Canada and the United States of America share the longest common non-militarized border
between any two countries, spanning approximately 5,500 miles of land and maritime border
(including 1,500 miles shared with Alaska). Along the Northern Border, U.S Customs and
Border Protection (CBP) processes over 70 million international travelers and 35 million
vehicles each year. Trade with Canada is vital to the U.S. economy. Supplying 15 percent ($339
billion in FY 2008) of all U.S. imports, Canada is our largest trading partner.

Three DHS operational components CBP, U.S. Immigration and Customs Enforcement (ICE)
and the U.S. Coast Guard (USCG) lead the effort to secure the Northern Border. They apply a
strategic approach at and between the ports of entry, in the air, land, and maritime domains.
Other DHS organizations, such as the Science and Technology Directorate (S&T), the National
Protection and Programs Directorate (NPPD), and the Domestic Nuclear Detection Office
(DNDO) play supporting roles in Northern Border security efforts.

Threat, Operating Environment, Vulnerabilities and Challenges
At present, the primary threats along the Northern Border are terrorism, drug trafficking, and
illegal immigration.

The terrain, which ranges from densely forested lands on the west and east coasts to open plains
in the middle of the country, is composed of many sparsely populated lands with limited Federal,
State, and local law enforcement presence along the immediate border area. The vast maritime
border with Canada and the open access small vessels have in the Great Lakes provides an
additional conduit for potential exploitation by terrorists, alien and contraband smuggling, and
other criminal activity. With more than 5 million registered boats operating on or within 100
miles of the Great Lakes, the Great Lakes region presents unique border enforcement challenges.

Because the Northern Border operating environment differs appreciably from the Southwest
Border, it requires a different law enforcement and security approach. For example, while
information sharing, intelligence and partnerships between our neighboring countries as well as
other Federal, state, local and tribal law enforcement, are important everywhere, they are
particularly critical along the Northern Border. Also, due to challenges with climate and
geography, many of the technology tools and assets (e.g., boats) used in other areas of the
country are not suitable for use along the Northern Border. Accordingly, specialized
technologies and assets need to be developed or modified to operate effectively to secure the
Northern Border.

Steps Being Taken to Address Northern Border Threats and Vulnerabilities

Since the establishment of DHS, a number of steps have been taken to improve security along
the Northern Border, while still facilitating the flow of legitimate trade and travel. Since October
of 2003:
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e More than 3,000 additional ICE and Border Patrol agents, CBP officers, and Coast Guard
personnel have been deployed to the Northern Border.

e 281 additional Radiation Portal Monitors have been deployed to Northern Border Ports of
Entry providing CBP with the capability to scan approximately 96 percent of all
commercial truck and 88 percent of all personally owned vehicles entering the United
States from Canada.

e 5 new CBP Northern Border Air Branches have been established

e 90 additional CBP and USCG aircraft and vessels have been deployed along the Northern
Border

The use of advanced technologies at ports of entry to screen travelers entering the U.S. from
Canada has also been expanded to improve our ability to detect, identify, and interdict criminals
and potential terrorists. In addition, the strengthening of travel document requirements,
including the end to accepting oral declarations as proof of citizenship and the Western
Hemisphere Travel Initiative (WHTI), has and will continue to  further strengthen security
and expedite the movement of legitimate travelers across the U.S.-Canadian border.

Dozens of initiatives are also underway to enhance security along the Northern Border ranging
from joint task forces and information sharing efforts with our Canadian counterparts and other
Federal, state and local agencies to the research and development of new technologies suitable
for the Northern Border’s climate and terrain, with projects such as the Northern Border Testbed,
to develop new technological tools and the SBInet Northern Border Project that will begin
addressing certain needs and vulnerabilities along the Northern Border.

Going forward, DHS will build upon this foundation to further secure the Northern Border while
still facilitating the flow of trade and travel.





