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Introduction 

FIRST RESPONDER HEAL TH SURGE CAP ACTIY 
EXECUTIVE SUMMARY 

This memorandum is in response to the Action Directive issued on January 28, 2009 that directs 
the Office of Health Affairs (OHA) to review first responder health surge capacity and our 
Nation's current state of medical readiness. Specifically, this Action Directive directs OHA, in 
collaboration with the Federal Emergency Management Agency (FEMA), other appropriate DHS 
Components, state and local emergency management officials and other Federal agencies to: 
1) Review plans and activities underway to strengthen and coordinate medical readiness 
preparedness; 2) Conduct a review and assess any shortcomings of the National Response 
Framework (NRF), 3) Emergency Support Function (ESF) #8, 4) Review the capacity for 
communities to handle large scale health emergencies, including first responder capacity and the 
ability to surge beyond existing bed space at local hospitals, 5) Review any overlaps and 
inconsistencies in medical readiness plans and activities; review ongoing grant making efforts 
and assess their effectiveness, and 6) submit any possible restructuring or consolidations for 
these plans and activities that are necessary and identify areas where state and local emergency 
management agencies can provide input. This is a complex issue to review in a short period of 
time and to present in a brief report. Recommendations provided by OHA are based on meetings 
conducted and on experiences which have occurred over the past 2-3 years. These 
reco1mnendations have not been vetted with interagency partners and we have not obtained their 
concurrence. 

Summarv of Recommendations 

Based on our review and discussions with other DHS Components, our Federal interagency 
partners and select state and local public health and emergency management colleagues, we 
propose the following changes in four areas: 1) Consider options for strengthening coordination 
of ESF 8, 2) Restructure our Nation's grants programs, 3) Increase DHS (and OHA) presence in 
the states and regions to augment engagement with state and local governments and the private 
sector and to promote regional approaches to medical surge capacity enhancement, and 4) 
Develop strategies to improve public risk communication. 

The Nation's Current State of Medical Readiness 

Despite incremental advances in our Nation's capacity to respond to major disasters, most 
evident with anticipated events such as hurricanes, there still remain gaps in our ability to 
respond to a large-scale medical emergency. Threats such as a pandemic, a large-scale 
biological attack or a nuclear detonation would produce casualties beyond current local, state and 
Federal capacities. With new leadership, there is an opportunity to review large-scale medical 
response issues with renewed vigor. 
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Federal Roles and Responsibilities for Medical Response

HHS is the lead agency responsible for Emergency Support Function (ESF) 8 of the National 
Response Framework.  ESF 8 responsibilities are wide-ranging and split between various 
agencies and Departments.  While the responsibility for overall response coordination lies with 
DHS through FEMA, the lead for medical response is delegated to another Department, HHS.   

The Office of Health Affairs (OHA) plays a critical role for DHS during response activations.
As the statutorily designated principal medical advisor to the Secretary and FEMA 
Administrator, OHA provides medical and health subject matter expertise during a National 
response in a variety of ways.  These include:  collection and analysis of incident information;  
working with representatives from HHS, under ESF 8, to refine needs and assist in crafting 
appropriate mission assignments; provision of a liaison to the HHS Secretary’s Operations 
Center (SOC); provision of subject matter experts in medical operations to provide FEMA 
assistance with evaluation of state and local medical resource needs and requests; assistance to 
FEMA with coordination of medical assets to affected areas; assistance to FEMA and the OPS 
Division with crisis action planning; integrating with FEMA Safety and Occupational Health 
during incidents to ensure appropriate force health protection measures are in place; provision of 
medical personnel to the FEMA Incident Management Assistance Team (IMAT); and medical 
oversight of DHS Emergency Medical Services Care. 

Activities Underway to Strengthen and Coordinate Medical Readiness

There is a wide range of activities within the Federal government and the private sector to 
strengthen and coordinate medical readiness.  Most of the activities reside within DHS and HHS. 

Department of Health and Human Services

HHS has a number of public health and medical system initiatives intended to strengthen medical 
readiness.  Many of these programs are effective and are moving the Nation closer to being ready 
to handle catastrophic mass casualties.  However, it is difficult to ascertain whether certain 
programs are successfully progressing toward readiness.  Challenges to progress include 
declining or variable funding, rapid expansion of responsibilities of the primary HHS office 
leading the Federal medical response, shifting leadership priorities, and structural issues with 
some of the funding mechanisms.  HHS programs that support medical readiness include:  
National Healthcare Preparedness Program (NHPP), Public Health Emergency Preparedness 
(PHEP) Cooperative Agreement, Medical Reserve Corps (MRC) and Emergency System for 
Advanced Registration of Volunteer Health Professionals (ESAR-VHP), the National Disaster 
Medical System (NDMS), Federal Medical Stations (FMS), and the Agency for Healthcare 
Research and Quality’s (AHRQ) Public Health Emergency Preparedness Program.  



Pre-decisional for internal use only 
Not for dissemination outside DHS 

This document contains deliberative process material, or other information that is exempt from public disclosure 
under the Freedom of Information Act, 5 U.S.C. § 552. 

Department of Homeland Security

OHA, through its Office of Medical Readiness, is working on a number of initiatives to improve 
the medical readiness of the Nation.  Almost all of the activities of OHA are in support of or in 
collaboration with other DHS Components and/or other Federal Departments and agencies.
DHS programs that support medical readiness include:  Medical and Health Disaster Planning, 
OHA Incident Management Operations, Metropolitan Medical Response System (MMRS), 
Clearinghouse of Medical and Public Health Preparedness Allocation, Skill Development, and 
Standards, Knowledge Development and Dissemination, and Strategic 
Partnerships/Infrastructure Protection.

Review and Assessment of Shortcomings of the National Response Framework, ESF 8
HHS is designated the primary agency responsible for ESF 8 and is also designated as the ESF 8 
coordinator.  There are 16 support Departments and agencies as well.  ESF 8 provides assistance 
in 17 core functional areas.  This is the most important ESF within the NRF as it deals with 
ensuring the public health and safety of our citizens.  It is one of the broadest in scope and 
interdependencies, involving 17 Departments and agencies.  Coordination of all of the functions 
and agencies with responsibilities to this ESF is a huge challenge. 

Some of the core functional areas are addressed very well during a response while other 
functions need improvement.  Areas in need of improvement include: situational awareness for 
FEMA, patient evacuation, mass fatality management, coordination with other ESFs, activation 
process, and emergency medical services 

Review of Capacity for Communities to Handle Large Scale Health Emergencies

Since 9-11, billions of dollars have been spent on emergency preparedness activities.  It is easy 
to determine how much the Federal government is spending for preparedness activities that are 
intended to help communities become ready, but it is not really known how capable communities 
are to handle large scale health emergencies.  The Nation’s ability to provide medical surge 
capacity is not known because we do not have agreed upon definitions or methods to measure 
preparedness.  Some of the roadblocks to better community capacity include:  decreased 
healthcare system capacity, constraints on surge capacity, inadequately funded non-hospital 
resources, and lack of personal preparedness 

Review Ongoing Grant-Making Efforts and Assess Their Effectiveness

Medical readiness is not defined and there are no universally agreed upon expectations with 
regard to how ready the Nation needs to be to handle large scale casualties. In order to 
appropriately plan and prepare for mass casualties and determine resources required, 
expectations for numbers of casualties that can be managed need to be determined.  Not knowing 
what we are preparing for makes assessing readiness difficult if not impossible. 

Most of the medical and public health specific grants programs that provide surge capability 
reside within HHS.  Often cited issues from state and local officials include Federal grants cycles 
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that are one year, disrupting state and local planning efforts; grants that are not synchronized and 
aligned with one another; and grants that are not risk-based but rather allocated by population 
density.  Grantees have expressed that multi-year cycles would improve their capability for 
planning.  These programs would also benefit from better evaluation plans created at the front 
end of program development so that DHS may better assess the effectiveness of these programs.  
Also, communities would benefit from regionalization and grants programs could be used to 
drive regionalization by instituting requirements in grants guidance.  

Identify Areas Where State and Local Emergency Management Can Provide Input

State and local emergency management and public health agencies should be engaged with 
Federal agencies in a variety of activities.  State, local, territorial and tribal governments and the 
private sector should be involved with determination of requirements and in providing input into 
Federal guidance and also should be more involved in the establishment of standards for medical 
readiness and in target capabilities list development.  Another area where state and local 
emergency management should provide input includes Federal planning. OHA could more 
effectively facilitate state and local engagement by developing a regional presence.  Regional 
personnel from OHA could provide technical assistance to states and assessment of needs during 
incident activations.

Recommended restructuring or consolidations

Based on discussions with our interagency partners, DHS Components and state and local 
emergency management colleagues, we have found common themes that inform our 
recommendations.  These recommendations include:  consider options for strengthening 
coordination of ESF-8; restructure our Nation’s grants programs; increase DHS presence, 
specifically OHA, in the states and regions to augment engagement with state and local 
governments and the private sector and to promote regional approaches to medical surge 
capacity enhancement; and improve public risk communication by creating risk communication 
strategies with the public for management of expectations during large scale catastrophes. 
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Fact Sheet 

Press Office 
U.S. Department of Homeland Security 

February XX, 2009 
Contact: DHS Press Office, 202-282-8010 

FIRST RESPONDER HEALTH SURGE CAPACITY ACTION DIRECTIVE 

BACKGROUND 
Despite advances in the nation's capacity to respond to major disasters, there still remain gaps in 
the ability to respond to a large-scale medical emergency. Threats such as a pandemic, a large­
scale biological attack, or a nuclear detonation would produce casualties beyond current local, 
state and federal capacities. 

Over the last 10 years, the number of hospital beds in the U.S. has substantially declined and 
several hundred emergency departments have closed their doors. Medical first responders, most 
of whom are in the public sector or are volunteers, are woefully under-resourced and therefore 
potentially unprepared to handle truly catastrophic events. 

FEDERAL ROLES AND RESPONSIBILITIES FOR MEDICAL RESPONSE 
Emergency S upport Function-8: While the responsibility for overall incident response 
coordination lies w ith the U.S. Department of Homeland Security (DHS) through the Federal 
Emergency Management Agency (FEMA), the U.S. Department of Health and Human Services 
(HHS) is the lead agency responsible for Emergency Support Function-8 (Health and Medical 
Services) of the National Response Framework. 

Within DHS, the Office of Health Affairs (OHA) plays a critical role during response 
activations. As the statutorily-designated principal medical advisor to the Secretary and FEMA 
Administrator, OHA provides medical and health subject matter expertise during a national 
response in a variety of ways. These include: 
• Collection and analysis of incident infonnation; 
• Working with representatives from HHS, under ESF-8, to refine needs and assist in crafting 

appropriate mission assignments; 
• Liaison to the HHS Secretary's Operations Center (SOC); 
• Subject matter experts in medical operations to provide FEMA assistance with evaluation of 

state and local medical resource needs and requests; 
• Assistance to FEMA with coordination of medical assets to affected areas; 
• Assistance to FEMA and the OPS Division w ith crisis action planning; 
• Integrating with FEMA Safety and Occupational Health during incidents to ensure 

appropriate health protection measures are in place; 
• Medical persmmel to the FEMA Incident Management Assistance Team (IMA T); and 



� Medical oversight of DHS Emergency Medical Services Care. 

PLANS AND ACTIVITIES UNDERWAY TO STRENGTHEN AND COORDINATE 
MEDICAL READINESS 
There are a wide range of activities within the federal government and the private sector to 
strengthen and coordinate medical readiness.  Most of the activities reside within DHS and HHS. 

Department of Health and Human Services: HHS has a number of public health and medical 
system initiatives intended to strengthen medical readiness.  HHS programs that support medical 
readiness include:   
� National Healthcare Preparedness Program (NHPP) 
� Public Health Emergency Preparedness (PHEP) Cooperative Agreement 
� Medical Reserve Corps (MRC) and Emergency System for Advanced Registration of 

Volunteer Health Professionals (ESAR-VHP)  
� National Disaster Medical System (NDMS) 
� Federal Medical Stations (FMS) 
� Agency for Healthcare Research and Quality’s (AHRQ) Public Health Emergency 

Preparedness Program 

Department of Homeland Security: OHA, through its Office of Medical Readiness, is working 
on a number of initiatives to improve the medical readiness of the nation.  DHS programs that 
support medical readiness include:
� Medical and Health Disaster Planning
� OHA Incident Management Operations
� Metropolitan Medical Response System (MMRS)
� Clearinghouse of Medical and Public Health Preparedness Allocation, Skill Development, 

and Standards, Knowledge Development and Dissemination 
� Strategic Partnerships/Infrastructure Protection
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Press Office
U.S. Department of Homeland Security 

Fact Sheet
    February XX, 2009

Contact: DHS Press Office, 202-282-8010 

NATIONAL PLANNING ACTION DIRECTIVE 

Background

� In 2006, the Homeland Security Council’s Hurricane Katrina Lessons Learned Report 
identified the federal government’s lack of a standardized planning “process” to guide the 
execution of coordinated operations as a critical shortcoming.  As a result, the U.S. 
Department of Homeland Security (DHS) was tasked with developing and implementing 
an operational planning and execution system.  

� Initially, the DHS Office of Operations Coordination and Planning developed the 
National Planning and Execution System (NPES), which was based on two widely 
known and well-tested doctrinal references: the National Incident Management System 
(NIMS) and the Department of Defense Joint Operations and Planning System (JOPES), 
which the Department of Defense relies on for all major contingency planning.  DHS 
proceeded to use NPES as the core planning doctrine to train department and interagency 
planners.  Since its inception, more than 1,000 people from multiple federal departments 
and agencies have been trained on the use of NPES.

Integrated Planning System 

� Beyond a new planning system, DHS assisted in creating a new permanent body for 
drafting interagency plans.  Between September 2006 and December 2007 this group of 
interagency planners, called the Incident Management Planning Team (IMPT), developed 
plans to address a number of catastrophic scenarios, including: pandemic influenza, 
improvised explosive devices, an improvised nuclear device, radiological dispersal 
device attacks, cyber attacks and hurricanes. 

� In December 2007, President George W. Bush approved Annex I, National Planning, to 
Homeland Security Presidential Directive  8, which directed DHS to use NPES as a 
model to develop an Integrated Planning System (IPS) that would guide interagency 
planning.

� IPS does not alter existing authorities among federal departments and agencies.  The 
system is a platform to lead to the improvement and execution of interagency planning.  
It also: 
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� Establishes a standard federal planning process and format to develop coordinated 
interagency plans. 

� Identifies the specific federal roles and responsibilities needed to coordinate federal 
incident management activities for national level domestic incidents.  

� Develops and establishes a framework to coordinate federal support to state, local and 
tribal entities. 

� Builds upon the process and product framework of the National Response Framework 
(NRF) and the National Incident Management Systems (NIMS).  

� The IPS requires the development of specific planning deliverables for each of the 
national planning scenarios.  Those deliverables include a Strategic Guidance Statement, 
Federal Strategic Plan, Federal Concept Plan, and Department and Agency Operation 
Plans.  Each type of plan is described below: 

� Strategic Guidance Statement: Outlines strategic priorities, broad national strategic 
objectives, and basic assumptions; describes the envisioned end-state; and establishes 
the general means necessary to accomplish that end. 

� Federal Strategic Plan: Defines the mission, identifies authorities, delineates roles and 
responsibilities, establishes mission essential tasks, determines required and priority 
capabilities, and develops performance and effectiveness measures. 

� Federal Concept Plan: Describes the concept of operations for integrating and 
synchronizing existing federal capabilities to accomplish the mission-essential tasks, 
and describes how federal capabilities will be integrated into and support regional, 
state, and local plans. 

� Federal Department and Agency Operation Plan:  Identifies detailed resource, 
personnel and asset allocation in order to execute the objectives of the strategic plan 
and turn strategic priorities into operational execution. Contains a full description of 
the concept of operations, to include specific roles responsibilities, tasks, integration 
and actions required, with supporting support function annexes as appropriate. 

State and Local Participation 

� To date, state and local emergency management agencies have provided valuable input in 
the development of the Integrated Planning System as well as to the Comprehensive 
Preparedness Guide (CPG 101).

� Continuing to incorporate state and local emergency management subject matter experts 
into plan development activities will ensure that the objectives, priorities, and roles and 
responsibilities put forth by federal interagency partners do indeed provide state and local 
emergency management agencies with the support required across the homeland security 
spectrum of operations (prevent, protect, respond, and recover).

Issues
A number of key shortfalls preventing DHS from fully leveraging IPS at multiple levels of 
government have been identified:    

NONPROFIT COMMUNITY INPUT 
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The department is still working to improve processes for capturing input and facilitating 
coordination with the 53 government and non-profit (e.g. American Red Cross) entities that have 
equities in the IPS planning effort.

PLANNING RESOURCES
� The limited resources that state and local partners can devote to dedicated planning 

efforts is also a key challenge.  DHS is working to identify tools that will increase 
planning capacity across government, expand and increase the opportunities for 
additional IPS training for interagency personnel, as well as homeland security partners at 
the federal, state, local, and tribal levels.  Presently there are no federal grant programs in 
place that specifically address IPS.  However, the Federal Emergency Management 
Agency (FEMA) is coordinating this effort for both IPS and CPG 101.  Existing grant 
programs, such as the Regional Catastrophic Preparedness Grant Program and the 
Emergency Management Performance Grant Program, have a strong emphasis on 
planning and might be leveraged more fully.  Additionally, the Homeland Security Grant 
Program was developed to align to the IPS vis-à-vis CPG 101.

TIMELINESS
� The long-term challenge for both DHS and our many homeland security partners is the 

ability to accelerate development of IPS planning before we are faced with incidents and 
sustaining the planning capacity at all levels of government.  The most effective way to 
accomplish both is to train and develop a professional cadre of operational planners 
within DHS and to encourage other departments and agencies to make the same 
commitment.    

IPS currently includes an existing requirement for a full review in January of 2010.  This review 
will provide federal departments and agencies an opportunity to recommend any other changes 
for consideration. 

###
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Office of Operations Coordination & 
Planning 

U.S. Department of Homeland Security 
Washington, DC 20528 

MEMORANDUM FOR: 

FROM: 

SUBJECT: 

Purpose: 

February 23, 2009 

INFORMATION 

Janet Napolitano 
Secretary 

Roger T. Rufe, Jr. 

Homeland 
Security 

Director, Office of Operations Coordination & Planning (OPS) 

National P lanning 

This memorandum responds to your Action Directive on National Planning (Tracking Number 
09.0006.38 I 810819). 

Background: 

In 2006, the Homeland Security Council 's Hurricane Katrina Lessons Learned Report identified 
the Federal government's lack of a standardized planning "process" to guide the execution of 
coordinated operations as a critical shortcoming. The 2006 Nationwide Plans Review (NPR) 
additionally noted in the Phase 2 report that" . .. planning is unsystematic and not linked within a 
national planning system .. . and reflects a systemic problem: outmoded planning process, 
products, and tools ... " The NPR further identified 24 recommendations for the Federal 
government and 15 for State and local governments to improve planning efforts. 

As a result of these reports, DHS was tasked with developing and implementing a planning and 
execution system. Additionally, as part of the Post-Katrina Emergency Management Reform Act 
(PKEMRA), the Federal Emergency Management Agency (FEMA) was tasked to engage in 
improving overall planning efforts, including the modernization of state and local planning 
guidance. 

DHS developed the National P lanning and Execution System (NPES), which was based on the 
National Incident Management System (NIMS) and the Department of Defense's (DOD) Joint 
Operations Planning and Execution System (JOPES). DHS OPS then used NPES as the core 
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planning doctrine to train its interagency Incident Management Planning Team (IMPT).  More 
than one-thousand people from multiple departments and agencies have been trained on the use 
of NPES following the stand up of the IMPT in August 2006.  From September 2006 to 
December 2007, the IMPT developed draft plans for Pandemic Influenza, Improvised Explosive 
Device (IED), Improvised Nuclear Device (IND), Radiological Attacks, Cyber, and Hurricanes.

Concurrent with this effort, FEMA led the development of updated planning guidance, the 
Comprehensive Preparedness Guide (CPG-101), to meet the unique requirements of State and 
local governments.  Technical assistance services from FEMA to State and local governments 
were expanded across a variety of planning activities, with more than 500 deliveries conducted 
since the beginning of FY 2007.

In December 2007, before any of the above draft plans were approved by the interagency, 
President Bush approved Annex I, National Planning, to Homeland Security Presidential 
Directive (HSPD)  8.  This Annex was developed, in part, because of the need to further 
formalize efforts to address the shortfalls identified post-Katrina, and as a result of the 
overwhelming interagency interest in learning NPES.   

Among other things, Annex I directed DHS to develop an Integrated Planning System (IPS) that 
would guide interagency planning and connect with State and local planning efforts.  IPS aligned 
federal planning with State and local planning using the best doctrine from NPES, the National 
Response Framework (NRF), the National Incident Management System (NIMS), and other 
established planning processes.  IPS was developed with full federal interagency participation 
and included input from State and local subject matter experts.  IPS was given Presidential 
approval on January 15, 2009, and CPG-101 was approved by the FEMA Administrator on 
January 16, 2009.  The details for a joint national roll out of IPS and CPG 101 are being 
finalized.

IPS is a platform to lead to the improvement and execution of interagency planning.

It also: 

� Establishes a standard Federal planning process and format to develop coordinated 
interagency plans from the strategic to tactical level for any identified scenario. 

� Identifies the specific Federal roles and responsibilities needed to coordinate Federal 
Incident Management activities to national level domestic incidents. 

� Adopts CPG 101 for use by State and local officials to ensure consistent planning process 
at all levels of government. 

� Develops and establishes a framework to coordinate Federal support to State, local and 
Tribal entities. 

� Builds upon the process and product framework of the NRF and NIMS. 
� Does not alter existing authorities of individual Federal Departments and Agencies. 
� Does not convey new authorities upon the Secretary of Homeland Security (SECDHS) or 

any other Federal official. 
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The IPS requires the development of the following planning deliverables for each of the National 
Planning Scenarios:1

� Strategic Guidance Statement (SGS): Outlines strategic priorities, broad national strategic 
objectives, and basic assumptions; describes the envisioned end-state; and establishes the 
general means necessary to accomplish that end. 

� Federal Strategic Plan (SP): Defines the mission, identifies authorities, delineates roles 
and responsibilities, establishes mission essential tasks, determines required and priority 
capabilities, and develops performance and effectiveness measures. 

� Federal Concept Plan (CONPLAN): Describes the concept of operations for integrating 
and synchronizing existing Federal capabilities to accomplish the mission essential tasks, 
and describes how Federal capabilities will be integrated into and support regional, State, 
and local plans. 

� Federal Department and Agency Operation Plan (OPLAN): Identified detailed resource, 
personnel and asset allocation in order to execute the objectives of the strategic plan and 
turn strategic priorities into operational execution.  Contains a full description of the 
concept of operations, to include specific roles responsibilities, tasks, integration and 
actions required, with supporting support function annexes as appropriate.

Additional efforts are underway at the State and local level.  Working with FEMA, several large-
scale efforts have been launched to address planning for catastrophic events (including the 
Regional Catastrophic Preparedness Grant Program, New Madrid Seismic Zone (NMSZ), and 
others) as well as targeted efforts to increase planning capacity (such as the Task Force for 
Emergency Readiness initiative).   

Discussion

1) What is the status of each of these plans and the anticipated timeframe and actions 
needed to complete the process?   

The current status of IPS scenario based planning deliverables are reflected in the table on the 
following page. 

1 The National Planning Scenarios were originally developed as a representative set of scenarios for use in resource 
planning activities under Homeland Security Presidential Directive 8, which introduced a capabilities-based 
approach to all-hazards preparedness.  The National Planning Scenarios have since been used as a basis for 
developing operational plans to address each of the individual scenarios. 
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Federal Plan SGS Status SP Status CONPLAN OPLAN Status 
Status 

Responsibility 

(o)(2)(nign) 

DBS-OPS DBS-OPS FEMA Departments and 

.---+-====-.-----+-====""i,----+====",----~h==~Agencies 

* DHS leveraging content from existing response plans to develop more comprehensive plans 
based on new IPS requirements* 

2) Are there any recommendations for restructuring or consolidation? 

• Integration of SECDHS strategic guidance and input from national-level subject matter 
experts (SMEs) at the outset of IPS planning process to provide more specific guidance to 
enable the development of more detailed subordinate plans and identify any capability 
gaps. 

• Improve integration with existing planning activities conducted at the National Counter­
Terrorism Center (NCTC) to ensure that interagency planning efforts encompass the fu ll 
spectrum of prevent/protect activities. 

• Improving process/timeframes for capturing input and facilitating coordination with the 
53 Departments and Agencies that have equities in the IPS planning effort. 

• In order to increase planning capacity across government, expand and increase the 
opportunities for additional IPS/CPG training (to include expanding both contingency 
and crisis action planning at all levels) for interagency members as well as homeland 
security partners at the Federal, State, local, and Tribal levels. 
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� Distinguish internal Department planning efforts from the DHS-led interagency IPS 
planning efforts; integrate and/or synchronize where appropriate. 

� IPS currently includes an existing requirement for a full review in January 2010.  This 
review will provide Federal Departments and Agencies an opportunity to recommend any 
other changes for consideration. 

� The IPS must continue to integrate with the capabilities-based, all-hazards preparedness 
system described in HSPD-8 and PKEMRA. 

� The IPS must be linked to Federal department and agency planning, programming and 
budgeting to ensure IPS plans are executable with current programs and funding. 

� Establish a formal evaluation plan to assess the IPS and CPG 101 in Year One and 
identify the necessary improvements to the planning guidance. 

� Develop and implement measures to clarify how plans are implemented when a crisis 
occurs.

� Based on the information collected, develop a plan for transitioning from the current 
system of systems (IPS and CPG 101) to a full National Planning System. 

� Gap analysis and assessment of Federal shortfalls (as captured in the planning process). 

3) Where can state and local emergency management agencies provide input and 
assistance? 

To date, State and local emergency management agencies have already provided valuable input 
in the development of the Integrated Planning System (IPS) and to the Comprehensive 
Preparedness Guide (CPG-101).  It is through the input of a wide spectrum of organizations that 
the vertical integration and synchronization elements of IPS and CPG 101 were developed.
Representatives from these can continue to provide valuable input and assistance in development 
of all levels of Federal Planning.

We have already begun to incorporate State and local homeland security and emergency 
management into plan development activities at the Regional level.  As that process unfolds, it 
will ensure that the objectives, priorities, and roles and responsibilities put forth by Federal 
interagency partners do indeed provide State and local emergency management agencies with the 
support required across the homeland security spectrum of operations (prevent, protect, respond, 
and recover) as well as the integration of mitigation with these operations.  This includes 
integrating IPS’s Federal planning efforts with the CPG 101-based State and local planning 
efforts, harmonizing the two systems with grants for enhancing State and local preparedness, and 
ensuring integrated planning at the regional, State, and local level.   

At the National level, we must recognize that it is not practical to ask for permanent detailees to 
engage in the National-level planning from State and local governments.  Consistent with its 
ongoing PKEMRA implementation, we recommend that FEMA continue its work with the 
Homeland Security Consortium to develop a process based on Chapter 4 of IPS and CPG 101 for 
involvement in the processes used to develop National-level IPS deliverables (Strategic Plans, 
CONPLANS, and OPLANS).  Based on this plan, FEMA will work with DHS OPS to ensure 
production schedules allow for the additional time necessary for comment on National-level 
products.  These agencies can continue to assist with the development through plan validation 
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during exercises and by increasing awareness and diffusion of IPS and CPG 101 through 
attending training and educational activities.

Additional Taskers from Acting Deputy Secretary Beers

On February 12, 2009, DHS OPS and the Office of Health Affairs briefed Acting Deputy 
Secretary (DEPSEC) Rand Beers regarding progress towards completion of the Action Directive 
on National Planning.  During this brief, DEPSEC Beers requested that four additional taskers be 
completed in the near term.  The first two of these taskers have been completed and are included 
below.  The remaining two taskers are also identified below, but require additional coordination.  
DHS OPS is currently leading an intradepartmental effort to answer these two remaining 
questions within the next 10 days.

1) Are there any grant programs in place that deal specifically with IPS? 

At the present time there are no Federal grant programs in place that specifically address IPS.  
FEMA is currently coordinating this effort for both IPS and the Comprehensive Preparedness 
Guidance (CPG) 101.  There are grant programs such as the Regional Catastrophic Preparedness 
Grant Program (RCPGP) and the Emergency Management Performance Grant Program (EMPG) 
that have a strong emphasis on planning.  FEMA continues to encourage grantees to adopt a 
planning process (e.g., in RCGPGP FEMA adopted a “fix existing plans, build planning 
processes, and resource the plans” methodology).  The current plan to roll out IPS and CPG-101 
concurrently will obviously help both to take root.  Additionally, the Homeland Security Grant 
Program does tie to Annex I, HSPD-8, but in that regard it ties to CPG 101 (as a State and local 
program).  Specific language in current grant packages are not targeted specifically at IPS or 
CPG.  However, all applicants are strongly encouraged to use CPG for plans developed through 
this program. 

2) Please provide a one-page fact sheet that summarizes the timeline associated with IPS 
development.  (See attached document entitled “Fact Sheet - Development of the Integrated 
Planning System”) 

3) What can/should be done to accelerate the current pace for IPS plan development?

In the near term, there are two primary options under consideration that would accelerate the 
current pace of IPS plan development: procedural changes and organizational changes. 

Procedural Changes:

The Secretary could pursue the following courses of action: 

� Shorten the current timelines articulated in IPS for the interagency development and 
adjudication of each of the IPS deliverables, i.e., Strategic Guidance Statements (SGS), 
Strategic Plans (STRATPLANS), Concept Plans (CONPLANS), and Operations Plans 
(OPLANS).
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o This option is likely to encounter significant interagency resistance given that IPS 
timelines were just approved and reflect the current level of interagency planning 
capacity in Departments that previously lacked a robust focus on operational 
planning.  This will also limit our ability to integrate State and local inputs. 

� Begin the planning process with a Principals Committee meeting in which the Secretary 
guides a discussion to set strategic-level planning guidance at the outset. 

o This option would mitigate the number of interagency disputes which currently 
slow the plan development and approval process. 

o However, it would be difficult to get meaningful engagement at the Principals 
level on individual plans, especially in the timeframes currently specified by the 
IPS.

Organizational

The Secretary could also direct certain organizational changes that would increase the ability of 
the Department to lead the interagency development of IPS plans.  These would include, but are 
not limited to: 

� Consolidate all Annex I, HSPD-8 planning requirements (e.g., SGS, Strategic Plans, 
CONPLANs, and OPLANs) under one organization to facilitate parallel planning and 
minimize planning resource impacts on Federal partners.  The challenge to this option is 
that it lacks a “check and balance” against plan content. 

� Coordinate with Federal partners to ensure complete interagency staffing to support in 
accordance with the Homeland Security Council’s (HSC) Incident Management Planning 
Team (IMPT) charter. 

In the long-term, the most effective way to accelerate the development of IPS planning 
deliverables is to train and develop a professional cadre of operational planners with the 
associated supporting infrastructure within DHS and to persuade other Department’s and 
Agencies to make the same commitment.   

4) What is the best approach to align IPS plan development with responsibility for the 
operational execution for each of the National Planning Scenarios? 

One of the fundamental challenges identified in the IPS planning effort to date is how to develop 
comprehensive contingency plans for the National Planning Scenarios (NPS) that require the 
integration of interagency expertise across a wide variety of potential scenarios.  This is 
especially challenging because the current set of fifteen all-hazards NPS ranges from 
catastrophic terrorism events to natural disasters.  In addition, the full-spectrum of operations for 
each of these unique scenarios spans prevent, protect, respond, and recover phases.   

An additional reality that further complicates matters is the fact that certain Departments and 
Agencies possess primary responsibility and expertise in specific phases of a specific scenario 
(i.e., prevent/protect), but have little or no involvement in other phases for the same scenario 
(i.e., respond/recover).  For example, the Department of Justice plays the lead role in many 
prevent/protect activities for Weapons of Mass Destruction (WMD) scenarios, but plays a lesser 
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role than the Environmental Protection Agency, the Department of Health and Human Services, 
or FEMA for the respond/recover missions for the same WMD scenario.   

In addition to the fact that the above challenges impact plan development, they also have a 
similar impact on the operational execution of any plan that requires activation.  In this regard, 
DHS OPS is coordinating with its intra and interagency peers to assess whether or not it is more 
effective to rotate lead agency responsibility by phase or to just create capacity and architecture 
in one location to be able to manage a scenario across the prevent, protect, respond, and recover 
phases.

In sum, the homeland security environment is not directly analogous to the military environment, 
which includes a relatively direct chain from planning to execution.  In the homeland security 
environment, centralized national planning can only go so far before it needs to be distributed 
across Federal departments and agencies and State and local governments, who will actually 
execute the plans.  Determining how best to align IPS plan development with responsibility for 
operational execution is a continuing challenge for DHS.
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SUBJECT: Fact Sheet - Development of the Integrated Planning System (IPS) 

1. Purpose. The purpose of this memorandum is to provide information on the 
development of the Integrated Planning System (IPS). 

2. Facts. Chronology ofJPS Development. The table below reflects the key events in the 
development chronology of the IPS. 

Date Event Remarks 
26 AUG 06 Incident Management Planning Team Approved based on two of the 125 Hurricane Katrina 

(IMPT) Charter approved by the Homeland lessons learned which recommended the development 
Security Council (HSC) of a national planning process and activation of a 

group of senior interaQ:ency planners 
06 SEP06 IMPT activated and publishes the National NPES is developed based on the National Incident 

Planning and Execution System (NPES) as Management System (NIMS), DoD Joint Operations 
an interim national planning process P lanning Execution System (JOPES) and DoD's 

ememing Adaptive Planning Process 
15 OCT 06 IMPT develops draft Concept Plans for the Each of these plans were reviewed and commented 
to Improvised Nuclear Device (IND), upon by various elements ofFederal departments and 
30 NO V 07 Improvised Explosive Device (IED), agencies but were never approved by the interagency 

P andemic Influenza (PI), Radiological or signed off on by Sec Chertoff due to approval of 
Dispersal Device (RDD), Hurricane and Annex I, HSPD-8 which realigned federal planning 
Cvber scenarios. requirements for these scenarios 

04 DEC 07 Annex I, National Planning, RSPD-8 Establishes the requirement for the Integrated 
annroved bv the President Planning Svstem (JPS) 

27 DEC 07 DHS IPS In-Progress Review assigns DRS OPS and FEMA establish working group and 
development ofIPS to FEMA and DHS begin developing IPS using the National Planning and 
OPS Execution System (NPES) as the foundation to deliver 

IPS NL T 04 FEB 08 to the RSC 
11JAN 08 Interagency Domestic Readiness Group 

fDRG) IPS and DRS OPS Orientation 
11JAN 08 Initial Interagency IPS Development Over 125 participants from 4o+ Federal, State, local, 

Conference and tribal organizations; Established development 
framework for IPS 

23 J AN 08 Follow Up Interagency JPS Development Over 125 participants from 4o+ Federal, State, local, 
Conference and tribal organizations; Confirmed proposed IPS 

framework bv interli!!encv communities of interest 
01 FEB08 Initial Draft of IPS version 1.4 Delivered to Development continues until JUN 08 

HSC 
25 JUN 08 DRG approves IPS version 2.3 as the IPS v 2.3 functions as the interim solution to enable 

interim national planning process FEMA opportunity to synchronize IPS with the 
Interim Comprehensive Preparedness Guidance (CPG 
JOI) and address State, local and tribal equities 

09 SEP 08 FEMA comp letes coordination/ IPS v 2.4 sent to Federal departments and agencies for 
synchronization ofIPS with CPO 101 review and comment 

15 DEC 08 Final version ofIPS submitted to HSC for DRG assumed configuration control of document 
President fromlMPT 

15 J AN 09 President approves IPS FEMA Administrator approves CPO 101 
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U.S. Department of Homeland Security 
Washington, DC 20528 

Homeland 
Security 

Press Release 
Secretary Napolitano Receives Report on National Planning 

WASHINGTON- Today, in response to her January 27, 2009 Action Directive, DHS Secretary 
Napolitano received a report on the current state of National Planning, an essential capability for 
DHS and its partners in securing America. 

In 2006, the Homeland Security Council 's Hurricane Katrina Lessons Learned Report identified 
the federal government's lack of a standardized pla1111ing "process" to guide the execution of 
coordinated operations as a critical shortcoming. As a result, DHS was tasked with developing 
and implementing an operational planning and execution system. Initially, the DHS Office of 
Operations Coordination and P la1111ing developed the National P la1111ing and Execution System 
(NPES), which was based on two widely known and well tested doctrinal references the 
National Incident Management System (NIMS) and the Department of Defense Joint Operations 
and Pla1111ing System (JOPES), which the Department of Defense relies on for all major 
contingency planning. DHS proceeded to use NPES as the core pla1111ing doctrine to train 
Department and interagency planners. Since its inception, more than one thousand people from 
multiple federal departments and agencies have been trained on the use of NPES. 

Beyond a new planning system, DHS assisted in creating a new pennanent body for drafting 
interagency plans. Between September 2006 and December 2007 this group of interagency 
planners, called the Incident Management Planning Team (IMPT) developed plans to address a 
number of catastrophic scenarios, including Pandemic Influenza, hn provised Explosive Devices, 
an Improvised Nuclear Device, Radiological D ispersal Device Attacks, Cyber Attacks, and 
Hurricanes. Before these draft plans could be fmally approved and due in large measure to the 
overwhelming interagency interest in learning NPES President Bush approved Annex I, 
National Planning, to Homeland Security Presidential Directive 8. Among other things, 
A1111ex I directed DHS to use NPES as a model to develop an Integrated Planning System (JPS) 
that would guide interagency planning. President Bush approved IPS in January, 2009. IPS does 
not alter existing authorities among Federal Departments and Agencies. The system is a 
platform to lead to the improvement and execution of interagency planning. It also: 

• Establishes a standard Federal planning process and format to develop coordinated 
interagency plans. 

• Identifies the specific Federal roles and responsibilities needed to coordinate Federal 
Incident Management activities for national level domestic incidents. 

• Develops and establishes a framework to coordinate Federal support to State, local and 
Tribal entities. 
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• Builds upon the process and product framework of tl1e National Response Framework 
(NRF) and the National Incident Management Systems (NIMS). 

The IPS requires the development of specific planning deliverables for each of the National 
Planning Scenarios. Those deliverables include a Strategic Guidance Statement, Federal 
Strategic Plan, Federal Concept Plan, and Department and Agency Operation Plans. Each type 
of plan is described below: 

• Strategic Guidance Statement (SGS): Outlines strategic priorities, broad national strategic 
objectives, and basic assumptions; describes the envisioned end-state; and establishes the 
general means necessary to accomplish that end. 

• Federal Strategic Plan (SP): Defines the mission, identifies authorities, delineates roles 
and responsibilities, establishes mission essential tasks, determines required and priority 
capabilities, and develops performance and effectiveness measures. 

• Federal Concept Plan (CONPLAN): Describes the concept of operations for integrating 
and synchronizing existing Federal capabi lities to accomplish the mission essential tasks, 
and describes how Federal capabilities will be integrated into and support regional, State, 
and local plans. 

• Federal Department and Agency Operation P lan COPLAN): Identified detailed resource, 
personnel and asset allocation in order to execute the objectives of the strategic plan and 
turn strategic priorities into operational execution. Contains a full description of the 
concept of operations, to include specific roles responsibilities, tasks, integration and 
actions required, with supporting support function annexes as appropti ate. 

To date, State and local emergency management agencies have provided valuable input in the 
development of the Integrated Planning System and to the Comprehensive Preparedness Guide 
(CPG-101). Representatives from these agencies can provide valuable input and assistance in 
development of all levels of Federal Planning. 

Incorporating State and local emergency management SMEs into plan development activities 
will ensure that the objectives, priorities, and roles and responsibilities put forth by Federal inter­
agency partners do indeed provide State and local emergency management agencies with the 
support required across the homeland security spectrnm of operations (prevent, protect, respond, 
and recover). These agencies can also assist development through plan validation during 
exercises and by increasing awareness and diffusion of the IPS through attending training and 
educational activities. 

A nmn ber of key shortfalls preventing DHS from fully leveraging IPS at multiple levels of 
government have been identified For example, the Department is still working to improve 
processes for capturing input and fac ilitating coordination with the 53 government and non-profit 
(e.g. American Red Cross) entities that have equities in the IPS planning effort. IPS currently 
includes an existing requirement for a full review in January of 2010. This review will provide 
Federal Departments and Agencies an opportunity to recommend any other changes for 
consideration. 

The limited resources that State and local partners can devote to dedicated planning efforts is 
also a key challenge. DHS is working to identify tools that will increase planning capacity across 
government, expand and increase the opporhrnities for additional IPS training for interagency 
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personnel, as well as homeland security partners at the Federal, State, local, and Tribal levels. 
Presently there are no federal grant programs in place that specifically address IPS. However, 
the Federal Emergency Management Agency (FEMA) is coordinating this effort for both IPS 
and the Comprehensive Preparedness Guidance (CPG) 101. Existing grant programs, such as the 
Regional Catastrophic Preparedness Grant Program and the Emergency Management 
Perfonnance Grant Program, have a strong emphasis on planning and might be leveraged more 
fu lly. FEMA continues to encourage grantees to adopt a systematic planning process. 
Additionally, the Homeland Security Grant Program was developed to align to the Integrated 
Planning System vis-a-vis CPG 101 . 

The long-tenn challenge for both DHS and our many homeland security partners is the ability to 
accelerate development of IPS planning before we are faced with incidents and sustaining the 
planning capacity at all levels of government. The most effective way to accomplish both is to 
train and develop a professional cadre of operational planners within DHS and to persuade other 
Department's and Agencies to make the same c01mnitment. 
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MEMORANDUM FOR: 

FROM: 

SUBJECT : 

Purpose 

February 18, 2009 

INFORMATION 

Janet Napolitano 
Secretary 

Roger T. Rufe, Jr. 

Homeland 
Security 

Director, Office of Operations Coordination & Planning 

National P lanning 

Response to questions from Action Directive on National Planning (Tracking Number 
09.0006.38 1810819). 

Background 

In 2006, the Homeland Security Council's Hurricane Katrina Lessons Learned Report identified 
the federal government's lack of a standardized planning "process" to guide the execution of 
coordinated operations as a critical shortcoming. As a result of this report, DH S was tasked with 
developing and implementing a planning and execution system. 

In response, DHS OPS developed the National P lanning and Execution System (NPES), which 
was based on the National Incident Management System (NIMS) and the Department of 
Defense's (DOD) Joint Operations and Planning System (JOPES). DHS OPS then used NPES 
as the core planning doctrine to train its interagency Incident Management Planning Team 
(IMPT). More than one-thousand people from multiple departments and agencies have been 
trained on the use ofNPES fo llowing the stand up of the IMPT in August 2006. From 
September 2006 to December 2007, the IMPT developed draft p lans for Pandemic Influenza, 
Improvised Explosive Device (IED), Improvised Nuclear D evice (IND), Radiological Attacks, 
Cyber, and Hurricanes. In D ecember 2007, before any of the above draft plans were approved 
by the interagency, and due in large measure to the overwhelming interagency interest in 
learning NPES, President Bush approved Annex I, National Planning, Homeland Security 
Presidential Directive (H SPD) 8. 
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Among other things, Annex I directed DHS to use NPES as a model to develop an Integrated 
Planning System (IPS) that would guide interagency planning.  In June 2008, the resulting IPS 
received interim approval by the interagency in order to adapt existing contingency plans to the 
more comprehensive IPS requirements.  President Bush approved IPS in January 2009.  IPS is a 
platform to lead to the improvement and execution of interagency planning.  It also: 

� Establishes a standard Federal planning process and format to develop coordinated 
interagency plans. 

� Identifies the specific Federal roles and responsibilities needed to coordinate Federal 
Incident Management activities for national level domestic incidents.  

� Develops and establishes a framework to coordinate Federal support to State, local and 
Tribal entities. 

� Builds upon the process and product framework of the National Response Framework 
(NRF) and the National Incident Management Systems (NIMS).  

� Does not alter existing authorities of individual Federal Departments and Agencies. 
� Does not convey new authorities upon the Secretary of Homeland Security or any other 

Federal official. 

The IPS requires the development of the following planning deliverables for each of the National 
Planning Scenarios: 

� Strategic Guidance Statement (SGS): Outlines strategic priorities, broad national strategic 
objectives, and basic assumptions; describes the envisioned end-state; and establishes the 
general means necessary to accomplish that end. 

� Federal Strategic Plan (SP): Defines the mission, identifies authorities, delineates roles 
and responsibilities, establishes mission essential tasks, determines required and priority 
capabilities, and develops performance and effectiveness measures. 

� Federal Concept Plan (CONPLAN): Describes the concept of operations for integrating 
and synchronizing existing Federal capabilities to accomplish the mission essential tasks, 
and describes how Federal capabilities will be integrated into and support regional, State, 
and local plans. 

� Federal Department and Agency Operation Plan (OPLAN):  Identified detailed resource, 
personnel and asset allocation in order to execute the objectives of the strategic plan and 
turn strategic priorities into operational execution. Contains a full description of the 
concept of operations, to include specific roles responsibilities, tasks, integration and 
actions required, with supporting support function annexes as appropriate.

Discussion

1) What is the status of each of these plans and the anticipated timeframe and actions 
needed to complete the process?   



UYclassifieaHFOUO 
The current status of completed IPS scenario based planning deliverables and projected 
completion dates for remaining IPS planning deliverables are reflected in the table below: 

Federal Plan SGS Status Strategic Plan CONPLAN Status OPLAN Status 
Status 

ResponsibiJity DUS-OPS DUS-OPS FEMA 

* DH S leveraging content from existing response plans to develop more comprehensive p lans 
based on new IPS requirements* 

2) Are there any recommendations for restructuring or consolidation? 

• Integration of SECDHS strategic guidance and input from national-level subject matter 
experts (SMEs) at the outset of IPS planning process. 

• Improve integration with existing p lanning activities conducted at the National Counter­
TetT01i sm Center (NCTC) to ensure that interagency planning efforts encompass the fu ll 
spectrum of prevent/protect activities. 

• Improving process/timeframes for capturing input and facilitating coordination with the 
53 Departments and Agencies that have equities in the IPS planning effort. 

• In order to increase planning capacity across government, expand and increase the 
opportunities for additional IPS training (to include expanding both contingency and 
crisis action planning at all levels) for interagency members as well as homeland security 
partners at the Federal, State, local, and Tribal levels. 

• Develop and implement measures to clarify how IPS is utilized when a crisis occurs and 
existing deliberate p lans must be adapted for execution. 
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� Distinguish internal Department planning efforts from the DHS-led interagency IPS 
planning efforts; integrate and/or synchronize where appropriate. 

� IPS currently includes an existing requirement for a full review in January 2010.  This 
review will provide Federal Departments and Agencies an opportunity to recommend any 
other changes for consideration.

3) Where can state and local emergency management agencies provide input and 
assistance? 

To date, State and local emergency management agencies have already provided valuable input 
in the development of the Integrated Planning System (IPS) and to the Comprehensive 
Preparedness Guide (CPG-101).  Representatives from these agencies can provide valuable input 
and assistance in development of all levels of Federal Planning.   

Incorporating State and local emergency management SMEs into plan development activities 
will ensure that the objectives, priorities, and roles and responsibilities put forth by Federal inter-
agency partners do indeed provide State and local EM agencies with the support required across 
the homeland security spectrum of operations (prevent, protect, respond, and recover).  These 
SMEs will also be able to provide suggestions for enhancement of the plan and its direction.   

We recommend that subject matter experts (SMEs) as designated by the National Emergency 
Management Association (NEMA) and the International Association of Emergency Managers 
(IAEM) be involved in the processes used to develop IPS deliverables (Strategic Plans, 
CONPLANS, and OPLANS).  These agencies can also assist development through plan 
validation during exercises and by increasing awareness and diffusion of the IPS through 
attending training and educational activities. 

4)  On February 12, 2009, DHS OPS and OHA briefed Acting Deputy Secretary (DEPSEC) 
Rand Beers regarding progress towards completion of the Action Directive on National 
Planning.  During this brief, DEPSEC Beers requested that four additional taskers be completed 
in the near term.  The first two of these taskers have been completed and are included below.
The remaining two taskers are also identified below, but require additional coordination.  OPS is 
currently leading an intra-departmental effort to answer these two remaining questions within the 
next 10 days.

Additional Taskers from Acting Deputy Secretary Beers

1) Are there any grant programs in place that deal specifically with IPS? 

At the present time there are no federal grant programs in place that specifically address IPS.  
The Federal Emergency Management Agency is currently coordinating this effort for both IPS 
and the Comprehensive Preparedness Guidance (CPG) 101.  There are grant programs such as 
the Regional Catastrophic Preparedness Grant Program (RCPGP) and the Emergency 
Management Performance Grant Program (EMPG) that have a strong emphasis on planning.  
FEMA continues to encourage grantees to adopt a planning process (e.g., in RCGPGP FEMA 
adopted a “fix existing plans, build planning processes, and resource the plans” methodology).  
The current plan to roll out IPS and CPG-101 concurrently will obviously help both to take root.  
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Additionally, the Homeland Security Grant Program does tie to Annex I, HSPD-8, but in that 
regard it ties to CPG 101 (as a State and local program).  Specific language in current grant 
packages are not targeted specifically at IPS or CPG.  However, all applicants are strongly 
encouraged to use CPG for plans developed through this program. 

2)  Please provide a one-page fact sheet that summarizes the timeline associated with IPS 
development.  (See attached document entitled “Fact Sheet - Development of the Integrated 
Planning System”) 

3)  What can/should be done to accelerate the current pace for IPS plan development?

In the near term, there are two primary options under consideration that would accelerate the 
current pace of IPS plan development:  procedural changes and organizational changes. 

Procedural Changes:

The Secretary could pursue the following courses of action: 

� Shorten the current timelines articulated in IPS for the interagency development and 
adjudication of each of the IPS deliverables, i.e., Strategic Guidance Statements (SGS), 
Strategic Plans (STRATPLANS), Concept Plans (CONPLANS), and Operations Plans 
(OPLANS).

o This option is likely to encounter significant interagency resistance given that IPS 
timelines were just approved and reflect the current level of interagency planning 
capacity in Departments that previously lacked a robust focus on operational 
planning.

� The Secretary could initiate future IPS planning efforts by meeting with her interagency 
cabinet peers in order to provide strategic-level planning guidance designed to mitigate 
the number of interagency disputes which currently slow the plan development and 
approval process.

Organizational

The Secretary could also direct certain organizational changes that would increase the ability of 
the Department to lead the interagency development of IPS plans.  These would include, but are 
not limited to: 

� Consolidate all Annex I, HSPD-8 planning requirements (e.g., SGS, Strategic Plans, 
CONPLANs, and OPLANs) under one organization to facilitate parallel planning and 
minimize planning resource impacts on federal partners. 

� Coordinate with federal partners to ensure complete interagency staffing to support IAW 
the Homeland Security Council’s (HSC) Incident Management Planning Team (IMPT) 
charter.

In the long-term, the most effective way to accelerate the development of IPS planning 
deliverables is to train and develop a professional cadre of operational planners with the 
associated supporting infrastructure within DHS and to persuade other Department’s and 
Agencies to make the same commitment.  
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4)  What is the best approach to align IPS plan development with responsibility for the 
operational execution for each of the National Planning Scenarios?

One of the fundamental challenges identified in the IPS planning effort to date is how to develop 
comprehensive contingency plans for the National Planning Scenarios (NPS) that require the 
integration of interagency expertise across a wide variety of potential scenarios.  This is 
especially challenging because the current set of fifteen all-hazards NPS ranges from 
catastrophic terrorism events to natural disasters.  In addition, the full-spectrum of operations for 
each of these unique scenarios spans prevent, protect, respond, and recover phases.   

An additional reality that further complicates matters is the fact that certain Departments and 
Agencies possess primary responsibility and expertise in specific phases of a specific scenario 
(i.e., prevent/protect), but have little or no involvement in other phases for the same scenario 
(i.e., respond/recover).  For example, DOJ plays the lead role in many prevent/protect activities 
for WMD scenarios, but plays a lesser role than EPA, HHS, or FEMA for the respond/recover 
missions for the same WMD scenario. 

In addition to the fact that the above challenges impact plan development, they also have a 
similar impact on the operational execution of any plan that requires activation.  In this regard, 
DHS OPS is coordinating with its intra and interagency peers to assess whether or not it is more 
effective to rotate lead agency responsibility by phase or to just create capacity and architecture 
in one location to be able to manage a scenario across the prevent, protect, respond, and recover 
phases.
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SUBJECT: Fact Sheet - Development of the Integrated Planning System (IPS) 

1. Purpose. The purpose of this memorandum is to provide information on the 
development of the Integrated Planning System (IPS). 

2. Facts. Chronology off PS Development. The table below reflects the key events in the 
development chronology of the IPS. 

Date Event Remarks 
26AUG 06 Incident Management Planning Team Approved based on two of the 125 Hurricane Katrina 

(IMPT) Charter approved by the Homeland lessons learned which recommended the development 
Security Council (HSC) of a national planning process and activation of a 

group of senior interlll!ency planners 
06 SEP 06 IMPT activated and publishes the National NPES is developed based on the National Incident 

Planning and Execution System (NPES) as Management System (NIMS), DoD Joint Operations 
an interim national planning process Planning Execution System (JOPES) and DoD's 

emeroing Adaotive Planning Process 
15 OCT 06 1MPT develops draft Concept Plans for the Each of these plans were reviewed and commented 
to Improvised Nuclear Device (IND), upon by various elements ofFederal departments and 
30 NOV 07 l mprovised Explosive Device (IED), agencies but were never approved by the interagency 

Pandemic Influenza (Pl), Radiological or signed off on by Sec Chertoff due to approval of 
Dispersal Device (RDD), Hurricane and Annex I, HSPD-8 which realigned federal planning 
Cvber scenarios. reauirements for these scenarios 

04 DEC 07 Annex I, National Planning, HSPD-8 Establishes the requirement for the Integrated 
annroved bv the President Planning Svstem (IPS) 

27 DEC 07 DHS IPS In-Progress Review assigns DHS OPS and FEMA establish working group and 
development ofIPS to FEMA and DHS begin developing IPS using the National Planning and 
OPS Execution System (NPES) as the foundation to deliver 

IPS NL T 04 FEB 08 to the HSC 
11JAN08 Interagency Domestic Readiness Group 

rDRG) IPS and DHS OPS Orientation 
11 JAN 08 Initial Interagency IPS Development Over 125 participants from 4o+ Federal, State, local, 

Conference and tribal organizations; Established development 
framework for IPS 

23 JAN 08 Follow Up Jnteragency IPS Development Over 125 participants from 4o+ Federal, State, local, 
Conference and tribal organizations; Confumed proposed IPS 

framework bv interrurencv communities of interest 
01 FEB 08 Initial Draft of IPS version 1.4 Del.ivered to Development continues until JUN 08 

HSC 
25 JUN 08 DRG approves IPS version 2.3 as the IPS v 2.3 functions as the interim solution to enable 

interim national planning process FEMA opportunity to synchronize lPS with 
Comprehensive Preparedness Guidance (CPG 101) 
and address State, local and tribal eauities 

09 SEP08 FEMA completes coordination/ IPS v 2.4 sent to Federal departments and agencies for 
synchronization ofIPS with CPG 101 review and comment 

15 DEC 08 Final version ofIPS submitted to HSC for DRG assumed configuration control of document 
President fromIMPT 

15 J AN 09 President aooroves IPS 
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Executive Summary 
Northern Border Security Action Directive

Introduction
Canada and the United States of America share the longest common border between any 
two countries that is not militarized, spanning approximately 5,500 miles of land and 
maritime border (including 1,500 miles shared with Alaska).  Along the Northern Border, 
U.S Customs and Border Protection (CBP) processes over 70 million international 
travelers and 35 million vehicles each year.  Trade with Canada is vital to the U.S. 
economy. Supplying 15 percent ($339 billion in FY 2008) of all U.S. imports, Canada is 
our largest trading partner. 

Three DHS operational components  CBP, U.S. Immigration and Customs Enforcement 
(ICE) and the U.S. Coast Guard (USCG)  lead the effort to secure the Northern Border.  
They apply a strategic approach at and between the ports of entry, in the air, land, and 
maritime domains.  Other DHS organizations, such as the Science and Technology 
Directorate (S&T), the National Protection and Programs Directorate, and the Domestic 
Nuclear Detection Office (DNDO) play supporting roles in Northern Border security 
efforts.   

Threat, Operating Environment, Vulnerabilities and Challenges
At present, the primary threats along the Northern Border are terrorism, drug trafficking, 
and illegal immigration.  A variety of Sunni, Shia, Tamil, and Sikh terrorist affiliate and 
extremist groups have sympathizers in Canada who are likely involved in fundraising and 
ideological support; many of these groups and individuals have openly expressed their 
hostility toward the United States. Moreover, Canada’s generous immigration system is 
vulnerable to exploitation by terrorists seeking a path to Canadian citizenship. Drugs flow 
in both directions across the U.S. and Canadian border. Illegal immigration along the 
Northern Border occurs at approximately one percent of the rate observed along the 
Southern Border according to CBP estimates, though limited situational awareness makes 
Northern Border alien smuggling difficult to quantify.

The terrain, which ranges from densely forested lands on the west and east coasts to open 
plains in the middle of the country, is composed of many sparsely populated lands with 
limited Federal, State, and local law enforcement presence along the immediate border 
area. The vast maritime border with Canada and the open access small vessels have in the 
Great Lakes provides an additional conduit for potential exploitation by terrorists, alien 
and contraband smuggling, and other criminal activity.  With more than 5 million 
registered boats operating on or within 100 miles of the Great Lakes, the Great Lakes 
region presents unique border enforcement challenges  

Because the Northern Border operating environment differs appreciably from the 
Southwest Border, it requires a different law enforcement and security approach.  For 
example, while information sharing, intelligence and partnerships between our 
neighboring countries as well as other Federal, state, local and tribal law enforcement, are 
important everywhere, they are particularly critical along the Northern Border.  Also, due 
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to challenges with climate and geography, many of the technology tools and assets (e.g., 
boats) used in other areas of the country are not suitable for use along the Northern 
Border. Accordingly, specialized technologies and assets need to be developed or 
modified to operate effectively to secure the Northern Border. 

The current gap between the type and amount of information U.S. and Canadian law 
enforcement agencies can share is another concern for DHS. Canadian law enforcement 
entities are far more restricted b le islation olic and its citizen's charter ofri hts. 

Steps Being Taken to Address Northern Border Threats and Vulnerabilities 
DHS currently dedicates nearly $2.5 billion annually to secure the Northern Border: 

o CBP $1.13 billion 
o USCG $935 million 
o ICE $430 million 

Since the establishment of DHS, a number of steps have been taken to improve security 
along the Northern Border, while still facilitating the flow oflegitimate trade and travel. 
Since October of 2003: 

• More than 3,000 additional ICE and Border Patrol agents, CBP officers, and 
Coast Guard personnel have been deployed to the Northern Border. 

• 281 additional Radiation Portal Monitors have been deployed to Northern Border 
Ports of Entry providing CBP with the capability to scan approximately 96 
percent of all commercial truck and 88 percent of all personally owned vehicles 
entering the United States from Canada. 

• 5 new CBP Northern Border Air Branches have been established 

• 90 additional CBP and USCG aircraft and vessels have been deployed along the 
Northern Border 

Dozens of initiatives and partnership are also underway in support of Northern Border 
security efforts. These are described in some level of detail in the full report, but some 
key efforts include: 

• The Integrated Border Enforcement Teams (IBETs) and Border Enforcement 
Security Task Forces (BESTs), which bring together DHS and Canadian law 
enforcement agencies to share infonnation and work with other Federal, state, 
local, and provincial enforcement agencies on issues related to national security, 
organized crime, and other criminal activities along the U.S.-Canada border. 

• Negotiations regarding a U.S.-Canada bi-lateral Shiprider Agreement, which, 
when in force (expected to occur this year) will authorize joint maritime patrols 
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and law enforcement and security actions by cross-designated RCMP and USCG 
personnel.

� The end of oral declarations as proof of citizenship and identity along the 
Northern Border and the move toward instituting standard and consistent travel 
document requirements for entry under the Western Hemisphere Travel Initiative  

� Air Security Studies along the Northern Border that will establish and leverage 
partnerships through Federally Funded Research and Development Centers 
(FFRDCs), National Labs and Military Service Labs, DoD and other R&D 
programs.  These initiatives will develop and test technology solutions.  One such 
example is the Massachusetts Institute of Technology/Lincoln Laboratories air 
security study providing a roadmap to secure the border against new and diverse 
threats. 

� Deputy Secretary Level Correspondence between DHS and DoD.  Working with 
DoD, S&T seeks to identify which DoD technologies have DHS application.  It is 
proposed that a DoD-DHS SES-level working group will update draft Joint 
Capability Technology Demonstration Technology Implementation Directive and 
report progress through the Capabilities Development Working Group. 

Technology is also being used to support DHS’s operations, with projects such as the 
Northern Border Testbed, to develop new technological tools and the SBInet Northern 
Border Project that will begin addressing certain needs and vulnerabilities along the 
Northern Border.  

Summary

DHS has made great progress since it was establish in 2003 to improve security along the 
Northern Border while still facilitating the flow of legitimate trade and travel.  Steps have 
been taken to increase staffing and assets, leverage partnerships, develop improved 
intelligence, deploy available technologies, and develop new technologies to address 
various gaps and vulnerabilities.  As detailed in this report, the collaborative efforts of 
DHS, other federal agencies, and state, local and Canadian partners will be required to 
build on this foundation. 

DHS will continue to use a layered, strategic approach to secure the Northern Border. 
The dozens of programs discussed in this report will target the greatest threats to the 
United States along the Northern Border -- terrorism, drug trafficking, and illegal 
immigration.  Our current strategies and plans will continue to guide our efforts and, 
using this document and the Technological Baseline as a foundation, we will further 
coalesce our Northern Border security strategies and programs in the report requested by 
former Deputy Secretary Schneider that is to be provided in March 2009.
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This memo rt:sponds to your Action Directive of January JO. 2009, to prepare an lnfonnation 
rvlemorandum on Northern Border security. Specifically, U.S. Customs and Border Protection 
(CBP) worked with the U.S. Coast Guard (USCG). U.S. Immigration and Customs Enforcement 
(lCE). and other Department of Homeland Security (OHS) components to prepare thi!> memo 
which di cu es: 

• Current vulnerabi lities and threats along the orthern Border 
• The overall strategy and programs and initiatives underway tor reducing those 

vulnerabilities 
• High level summary of the budget and ac;sets deployed for improving security along the 

orthcm Border 

Introduction 

The Northem Border of the United States llas become, since 9/ l l, more important to our national 
security. As we have designed programs to afford greater prute<.:tion against the entr of 
dangerous goods and people at aU of our borders. we have also focused increase<l attention on 
specific needs along the Canadian border. 

Three DHS operational components CBP, lCE, and USCG lcat.J the effo1t to secure the 
Northern Border. According.ly. this memu focuse on their srrategies and operations. Other 
OHS organizauons. such as the Science and Technology Directorate (S&T). the ational 
Protection and Programs Directorate (N PPD). and the Domestic Nuclear Detection Office 
(ONDO) play supporting roles in l\orthem Border ecurity efforts. 
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CBP is rcsponsibh: for preventing the entry of dangerous people and goods into the U.S. from 
Canada while facilitating the flow of legitimate trade and h·avel. Between Lhe port of entry 
(POE). CBP leverages technology and partnerships to detect cross border incursions and. due to 
distances or challengmg terrain , uses a wide array of technologies and re ponse platfonns to 
detect and interdict them . Al the POEs. CBP uses Information and state-of-the-att technology to 
screen the heavy volume of passengers and cargo transiting the U.S.-Canada bortkr to help 
ensure that no illicit goods or travelers cross into the Unilc<l States. In the trade environment. 
this i augmentt:d by robust pre-entry and post-release activity, such as verification and audit. 
commensurate with cargo risk. 

The LSCG is the lead federal agency for maritime ecurity. DHS has delegated a number of 
specific maritime ecurity responsibilities to the Commandant of the U.S. Coast GuanJ. As such, 
USCG acts as the lead DHS agency for rnarilime security. coordinating as appropriate at all 
levels with l)ther ugencies having maritime security responsibilities. USCG's operational 
strategy is to leverage multi-mission capability with imeragency, and international partner h.ips 
throughout a layered security architecture. The goal is to meet threats offshore in order to avoid 
hostile persons, vcs els, or cargoes entering our ports. .S. Coast Guard maritime security 
missions include Ports. Waterways, and Coastal Security, Defense Operations, llleg,al Drug 
lnterdiction. Undocumented Migrant Interdiction, Other L1w Enforcement (Foreign Fish ing 
Enforcement). Living Marine Resources Law Enforcement. and Marine Safoly. 

ICE. the largest investigative arm of DHS, protects national security and upholds public safety 
by targeting transnational criminal networks and terrorist organizations that seek to exploit 
vulnerabilities along our borders. ICE works closely with foreign. federal. tribal, state and local 
partners to conduct trans-border investigations targeting the 1llicil movement of people. money 
and materials. lCE leverage tlus comprehen ive, multi-jurisdictional investigative approa1:h 
domestically and internationally. including along the Nor1hem Border of the United States. 
In formation gl ~aned from investigati ons Is also used tr) inform the screening of arrivi11g 
international travelers by officers at the POEs. As the OHS agency responsible for inve ti gating 
cru~~-burder criminal activity. ICE identifies, disrupts and dismantles criminal organizations who 
seek to exploit vulnerabilities in DHS's border security framework. ICE's strategy to combat 
these criminal organizations results in significant additional information from investigative 
intel ligence. results. confidential sources of information and cooperating defendants tlrnl is in 
turn fed back to CBP through inrelligencc reports, direct communicaLion. statistics. and through 
infom1ation added lo law enforcement databases (e.g., TECS 1. ) that significantly enhances 
interdiction capabilities. 

1 "fl:CS" was formerly known~ U1e "'I rea5ury Enforcement Communicut1ou~ Sy:1lc111' '. but hall re.:cntly been re­
namrd to tt'> acronym, "TFCS". 
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T hreat Assessmen t 

At present, the pnmary threats along the Northern Border are terrorism, drug trafficking, and 
illegal immigration. 

Terrorism : 
Canada. because of its proximity and tbe high \Olume of cross-border traffic. presents an anractive 
option for terrorists to gaiu acl:CSS to the United Srates. While there is currently no credible 
intelligence or other evidence indicating that terrorist groups in Canada arc planning an attack on 
U.S. soi I, there is a signi A cant concern Urnt terrorists can enter the United Stat.es undetcded at or 
between the POEs. OHS regularly encounters individuals with terrorist-related watch list records al 
~orthcrn Border land PO Es and Prcclearance facilities at Canadian airports-most of whom are U.S. 
or Canadian citizens or residents. However, watch lis t encounters between the POEs arc very rare. 
A variety of Sunni. Shia, Tamil, and S ikh terrorist affiliate and extremist groups haw sympathizers 
in Canada who arc likely involved in fundraising and ideological support; many of these groups and 
individuals have openly exprcs eel lheir hostility toward the United States. Canada' ~ ethnic and 
religious communities are l\usccptible to internal and external radicalizing factors that could give nse 
to homegrown cxt1·c1nism. Moreover. Canada· s generou immigration sysl·em is vulnerab le to 
exploitation by terrorists seeking a path to CRnadiru1 citizenship-and to Canadian documents used 
to enter the United S tates. The refugee system in Cam1da. and its associated social benefits. serves 
as a pull factor to draw immigrant:; into the country without going through lhc security screening that 
visa applicants rcccivt: OYerscas. 

Drug and Contraband Trafficking. 
Canada is the primary source country for M D\llA (ecstasy) muggled inlo the United States. 
Canada is also a major source of h igh-potency hydroponic marijuana. such as that commonly 
known as "BC Bud". Cocaine, currency, and tobacco are the major forms of contraband 
.smuggled from the United States into Canada. Drugs moving through the POEs arc primarily 
delivered via private and commcn:ial vehicles, while the drug::. movin g through remote regions 
betwec:n PO Es art:: transported via low flying aircraft, small boat5. snowmobiles, and human 
caniers. ·n1eAkwcsasne Native Americm1 reservation in f\.cw York, with its unique position 
astride the border, is the priocipnl corridor for untaxed tobacco smuggled into Canada. 

Illegal lmmigra1io11 · 
lllegal immigration along the orthem Border occurs at approximate!) one percent of the rate 
observed along the Southern Border according to OHS estimates, though limited situational 
awareness makes No11hem Border aJien sm uggling difficult to quantify. Apprehensions o f 
smuggled aliens cmenng the United States from Canada along the Northern Border dropped 
sharply and have remained at low levels since the September 11, 2001 attacks. There continues 
to be no established link between Northern Border alien smuggling activity and terrorism, with 
most apprehensions consisting of economic migrants. Mi gration research has revealed that legal 
and illegal immigration are predominantl y driven by the presence of favorable economic 
conditions and a belief that an improved quality of life exists in the destination country. TI1e 
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United States and Canada arc among tbt: world leaders in accepting refugees and immigrants. 
each possessing open societies with laws tbat protect citi1en . legal residents. and visitors. 

Other Threats: 
Additionally, OHS is concerned with threats that are not directly assocrntcd with border secunty 
issues but that may have significant impact on overall border control. For example, threats also 
exist to intellectual property rights and import safety, which are among DHS's priority Lrade 
issues. These threats occur both in direct trade from Canada and in the high volume of 
transshipped goods. Other threars also include rnegaJ fishing along the shared maritime border. 
as well as along the Exclusive Economic Zone (EEZ) maritime boundary. 

Operatine Environment and Vulnerabilities 

Canada and the LJ njtcd State::. of America share the longest common non-mi litarized border 
between any two countries spanning approximately 5,500 miles of land and maritime border 
including l,500 miles hared with Alaska. There are several major Canadian cities proximate to 
the Uni ted rates~ m fact, 90 percent ofCanada·s population lives within I 00 miles of the 
border. TI1e teJTnin. which ranges from densely forested lands on the west and east coasts tn 
open plains in the middle of the country. is composed or many sparsely populated lands with 
limited Federal. tale. and local hl\ enforcement presence along the immediate border area. As 
such, the t orthem Border oper:iting environment differs appreciably from the Southwest Border 
and requires o different law enforcement and security approach. 

There are a number or ways in wb1ch the Northern Border is operationally distinct From other 
environments. 

Geographv & Climate 
Along tbe Northern Border, there are large expanses ofruraJ and agricultural areas with road)' 
road access. as well as large, open public spaces. Overall . a sol id transportation infnmructure 
e~ists which facilitates ease of access lO and egress from the border area. These areas present 
easy border cro sing points. Thickly forested. mountarnous areas with recreational trnil networks 
also provid~ avenues and cover for those seeking to cross the border illegally. 

Our maritime border with Canada extends into the Gui f of Maine, through the Straits of Juan De 
Fuca. and acros the Dixon Entrance, south of Ketchikan. AK. We have longstanding disputes 
with Canada over the locations of these maritime borders in Maine, Washington, and Alaska. 
Coast Guard cnforcen1i::nt posture remains closely aligne<l with United States claims. The vast 
maritime border with Canada and the open m:cess small vessels have in the Great Lakes provide 
an additional conduit for _potential exploitation by terrorists. alien and contraband smuggling. and 
other criminal acli\ ity. The Great Lakes region consists of severaJ large bndies of open water. 
including the Great Lakes themselves and rivers along the horder. f'uch as rhe St. Lawrence 
River. With more than 5 mi l lion registered boats operating on or within I 00 miles of the Great 
Lakes. the Greal Lakes region presents unique border enforcement challenges 
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ln the winter, sub-zero temperatures and significant snowfall provide a natural barrier along 
some portions of the mternational boundary between the PO Es. While pedestrian and vehicle 
traffic are reduced. illegal entries uti lizing snowmobiles are not w1usual. When rivers. lakes 
(including Lake Erie), and streams freeze along the U.S.-Canada border, it may hecomc easier 
for smugglers and others to cross lhc border on foot or use nowmobile::i or other modes of 
transpon. Howevtr. other areas such as Lake Ontario and Lake Superior become treacherous 
with ice flows and become less traversable. 

Travel 
Along the Northern Border. OHS processes over 70 million international traveJers and 35 million 
vehicles each year. The close tics between our countri~s have resulted in a high volume of cross­
border travel, with unique chan1ctcristics that present both challenges and opportunities. For 
example, unlike Mexican and mauy other (non-Visa Waiver Program) visicors, Canadian citizens 
and lawful permanent residenlc; are exempt from most visa requirements; thi mcludes crossing 
into the United State for temporary visits for business or pleasure (8 vi as). ~or are Canadians 
or others traveling through land PO Es subject to the same advance notification requir1;ments that 
are imposed on air carriers in the air envimrnncnt. Consequently, many Canadian vi!'itors are not 
subject to the same vetting that is applied lo most other visitors to the Uni Led States. While these 
circumstarn:e present some unique securi ty challenges, these must be balanced with the 
importance of continuing lo faci litate la" ful travel from Canada, our largest tourism panner. 

Trade 
Trade with Canada is v ital to the l .S. econom y. Supplying 15 percent ($339 billion in FY ~008) 
of all U.S. imports. Canada is our largest trading panner. The 'C goods arrive via three main 
\\ay : truck (45 percent), rail (23 percent), and pipeline (20 percent) . 

This enonnous vohunc of commerce means that the trade concerns at the Northern Bordt::r are 
complex. even with the close relation hip between the rwo countries. The trade environment at 
tJ1e orthem Border is largely defined by the >Jorth American Free Trade Agreement (NAFTA). 
a tnlatcral agreement between the United States, Canada. and Mexico that is now entering its 
tenth ycnr. Since its passage, trade bet\.\1een the three countries has increased drnmntically. The 
implementation of the agreement has also made tTade prm:csscs more com plex, while increasing 
the opportunities to trade unlawfully. Finally, currem trade flows include many commodities 
that are transshipped from other parts of the world in order to take advantage of the: r--;AfT A 
trade preference!). Approximately 89 percent of the imports frum Canada claim NA FT A 
pn:: l'erences ($303 Billion in FY 2008). AIL or these factors increase the trade risk t1J OHS. 

The '\Jorthem Border trade environment is also characteri zed by several perennially contentious 
issues. such as the need to ensure smooth and predictable customs prnccs<:ing through land 
horner PO Es. Trade in softwootl lumber and goods considered to be intellectual property also 
present ongoing chal lenges. The Trade versus Security debate has given rise lo consiJcration of 
''alternative'" or innovative inspection solutions, such a~ th1.: land-preclc::arance propo ·al to place 
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U.S. inspection facilities on Canadian soi l, whi1:;h would result in significant additional 
degradations of our national security and enforcement capabilities. 

Cross-Border Crime 
While legal trade is and contmues to he the norm. sophisticated illicit criminal networks exist in 
Canada and the United States spedalizing in smuggling drugs, (;urrcncy, people. weapons and 
other contraband u~ross the Northern Border. These netv.orks also pose a threat to U.S. and 
Canadian s1::curity. for they pos:s~ss a significant infrastnicture that could be used to smuggle 
terrorists or terr01ist weapons of mass effect ( WMEs). Additionally, fCE Special Agent in 
Charge (SAC) offices notice that criminal organizations often base themselves in Canada to 
avoid the more significant prosecution penalties in the United States. Extradition from Canada 
of criminal violators prosecuted in the U.S. continue to be a significant impediment and limits 
on infonnation sharing imposed by Canadian autl1orities since the "'Arrar renditicn1 case'' is 
another challenge to oven.:omc. 

Illegal crossings between Northern Border POl:s do not present the same problem in terms of 
volume that they do on the Southern Border: the estimated number of ii legal entries along the 
l\orthcm Border is less than ont! percent of illegal entries on the Southern Border. However, 
detection and interdiction of such crossings on the Northern Border currently present hrreat 
challenges due to the nature of the environment, as described above. 

Unguarded Roads 
The 1\J"orlhem Border is also characterized by a large number of unguan..led roads that run 
adjacent to the border and in some cases through border t;ummunities. While this reflect the 
close relationsnip between our two countries. and although most uses of these roads are benign. 
unguarded roads represent a significant vulnerability. Specifically. they provide readily 
avai lab le routes to criminal organi78tions, allowing them tu bypass the PO Es and the formal 
entry and inspection prnces . Solving this complex issue, like many along the orthcm Border. 
will require coordinuted and sustained cross-border cooperation. 

Canadian/U S. Law Eu(orcemenr l11[0rmatro11 Sharing und Differences 
Canada and the U.S. each have a similar number of manned ports of entry along the border. 
However, unlike the United Stares. Canada has no dedicated full time ln"v enforcement presence 
bet ween the ports or entry. 

There is also a gap between the type and amount of in.formation U.S. and Canadian law 
enforcement agencies can share. As a bash.: rule. U.S. law enforcement is able co share almost any 
information with Canadian law enforcement agencies for law enforcement purposes. Canadian 
law enforcement entities an: far more restncted by legislation, policy, and its citizen ·s charter of 
rights. These limitations have negatively impacted OHS efforts along U1e Northern Border. 

The U.S.-Canada Shiprider bilateral agreement currently under negotiation contains obligations 
that, a ftcr entry into force, will make it easier for law enforcement and intelligence agencies to 
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shari.: info rmation regarding thn:rns across the mari time border. Signanirc and entry into force of 
the U.S.-Canada Shiprider ugrccmcnl is expected in 2009. 

Tht: proximity of LJ.S. maritime critical infra tructure and key resources (MCI/KR) to Lhe 
Canadian border leaves these assets vulnerable lo gaps in nut onl y in U.S. maritime security 
posture, but gaps in the posture o f Cunada as well. Canadian MSl/K.R puli1.:y is not necc:ssari ly 
the same as the U.S .. desp ite the close gcographil:al location of some critical assets (e.g., the 
Wellan<l Canal and some dams across the St. Lawrence River). The lack of coordinated efforts 
to patrol the transporta tion system over waterways and across the border: U.S. dependence on the 
Canadian infrastructure (i.e. , the Welland Canal): and U.S. dependence on other government 
entitie as it relates to maritime safety (i.e .. the St. Lawrence Seaway De' elopment and 
\'lanagement Corporations) result m vulncrahilities Lo direct operational control. 

Cotnrnzmitr R cac1ian to Security lmrrove111ents 
As DI IS implemt:nts new polidcs, such as l:hanging travel documents requirements, and 
increase resources and staffing. there has been increased public concern in ome communities 
on the !\.orthem Border. For example. concern has been expressed regarding Border Patrol 
transit node operations at bus stops. train stations, and ferry lermjnals as wcl I as checkpoint 
operations. Many Northern Border communities have strnng ties with Canadian counterparts 
and ch3llenges have been presented by unittLU~ situations such as cross-border golf courses and 
librarie!>. Bet:ause some orthcm Border residents. especially in areas with smaU port ·. ft!el that 
the officers know them and li ve in the same community and that they should bt: just ··waved 
through." DHS will continue working with local communities and the trade to balance our 
secu1ity efforts with the need to faci litate legitimate trade i:lnd travel. 

Existing DBS Strategic Approach to Address Threats 

While OHS does not currently havo a fonnal , integrated ~orthem Border strategy at this time 
OHS Cnmpom.:nts continue to li:lke a strategic approach in aduressing lhc threats aml 
vulnerabilities on the Nonhem Border. The e efforts support the DHS Strategic Plan. 
Additionally, acros · OHS. there are a Slgnificant number of fonnal strategies in place and 
planned to improve security on the orthcm Border, including: the CBP Strategic Plan; the: 

'01ihem Border Countemarl:otics Strategy: the OHS Small Vessel Secunty Strategy.: the 
-ational Strategy for Vl aritimc Security; the Coast Guard Strategy for Yl aritime Safety. Security, 

and tcwardship; and the CBP 'orthem Bnrdc.:r Strategy which is undergoing final clearance. 

DI lS's strategi<; approach to e<;uring the Northern Border is guided by the fol lowing six goals: 

1. lmpro\le intelligence and inforn1ation sharing 
Enhance or expand national and bilateral pannerships 1 

3. Deploy the appropriate type and amount of technology, rapid response capability, and 
tactical infrastructure in the land, air and maritime domains 
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4. Facilitatt: the movement of lower-risk people and goods to enable focus on detection and 
inspection of higher and unknown ri ks 

5. Increase the number of personnel deployed along the l\orthcm Border and provide 
adequate facilities and infrastructure. suppon personnel. training and equipment 

6. Enham:e invcstigatlnns of transnational crim.inaJ organizations and ex.plai t information 
developed from ilwestigatiuns to further improve targeting and interdictions 

Work is alsu continuing un the development of a comprehensive U.S. government stratei:,ry for 
l)untrolling the Nortl1cm Border. On September 8, 2008. former Deputy Secretary of Homeland 
Security Paul Schneider executed n memorandum charging CSP with providing a summary of 
the major challenges and a recommended plan 10 demonstrmc and acquire capabilities. that when 
combined wi th intelligence. queuing and specified concept of operations is achievable and 
supports a strategic approach to securing the No1thcrn Burd er. As an initial part of this cfforl, a 
task force comprised of representatives from DI IS and otlit:r U.S. govum111cnt <lepamncnts, in 
consultation with Canadian agencies. provided an analysis or existing programs. tools. 
technologies and lcchniqucs used · · · · 
States' ·orthem Border. 

This repo11 outlines exi ting 
ec 1no og1es an programs: sununanLes t e significant findings related to those technologies and 

programs. and provides initial recommendations reganling potential technology-related courses 
of jCtion OHS might consider adapting. developing, and purchasing or deploying in uplJUrl uf 
Northern Border ::.c."Curity efforb. 

Programs/lnitiati'•es 

There are numerous effo1ts unden:va1 or being lt:veraged for use across the country in support or 
operations to secure the :-.Jorthcm Border. Below is a summary of some of the programs an<l 
initiatives that OHS has undertaken in support of our No1ihc111 Border goals: 

1. lmproving Intelligence and Information ShariJlg. 

Information Sharing with Canada 
Jn formation sharing between 1hc United States and Canada occurs through a number ofwurking 
group , agreement , an<l official reports. In June of I 984. the United States and Canada signed an 
agreement to exchange information lo admimster and enforce customs laws as provided for under 
the Agreement between tire U11if1"d StC1tes of Aml'rica and Canada Regarding Muwal Assisram:c 
and Cooperation bcmveen rheir Czmon1s /ldminlstrario11s. This agreement remains 1n force and 
provides the basis for sharing certain border-related information between the two countries. 

Expansion oflntelligence Coordination Teams 
CBP developed the Intelligence Coordination Team (lCT) concept on the Southern Border, 
bringing together analysts and opcralors from all 1,;omponenls of CBP to access classified 
tnfonnation and conduct long-term analysis. This concept has proven ~xtrcmely valuable in a 
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wide rangt: uf missions, and CBP will deploy ·imilar teams aJong the ~orthem Border. CBP has 
recently deployed the Detroit ll'T and is continuing to plan fo r additional teams. 

Intelligence and Operations Coordination Centers 
OHS has at its di posal multiple sources of infomrntion and intelhgcnce. To pull these sources 
of infomwtion together and facilitate operntional cooperation. CSP is establishing lntelligeace 
and Operations Coordination Centers (IOC'Cs), wh1.:rt: agents, ofTic;crs and analysts from across 
operational anJ intdtigenL;e offices can be co-located and access and act upon a common 
operating picture (COP). An lCT with HSON access will be located within the IOCC providing 
field lea<ler ·hip with the late t intelligence and analysis. CBP plans to deploy an IOCC in the 
Detroit area by the end of FY 2009 and envisions that IOCC will have a mutually . upporting 
relationship with State and I ocal Fusion Centers (SLFCs) and other coordination entities along 
the _ urthcm Border. 

Expansion of Homeland Security Data Network 
n1e OHS I lomeland Security Data Network (HSD, ) provides act:ess to cla~sified information at 
the Secret level. HSDN is currently deployed to several DHS locations and there are plans to 
install it at additional sites as wel l. By expanding Hie number of faci lities with HSDN 
capabi litie . more OHS analysts and operators wi ll be able to leverage national level classified 
infonnation and systems to uccomplish tht: full range of their missions. 

DHS/USCG lntcragcncy Operations Centers I Command 21 
lJSCGfDHS 1s building Interagcncy Operations Centers (IOC) that will provide interagcncy 
command, control, and t:ommunications interoperability at high-priority ports at Coast Guard 
Sectors nationwide. Funding has been committed for the completion of a new command center 
at Sector San Francisco_ Command center build outs are also planned for Sectors Jacksonville 
and Ne" Orleans in 2009-10. The initial funding received will al so cover Facjlity Planning 
Proposals for Sectors Honolulu, Detroit, Sr. Petersburg, and I lou5ton. Facility upgrade for other 
sector:-; me contingent on futu re [unding. 

USCG Watchkeepcr Softwllrc 
Watchkecper software is an infonnation management tool to enhance situational awareness and 
automatically detect anomalic...-s. for use at USC'GIDI IS IOCs. Watch.keeper wiH become the 
national st:indard for USCG/DH IOC information management. 
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Operation Last Call 
In an efti)li to capture and exploit the intelligence value of detainees in ICE custody. ICE Office of 
Detention and Removal Operations (ORO) created Operation Last Call (OLC). This 1s a 
comprehens1 ve intelligence col lection strategy designed lo maximi7c information gathering through 
the systemntic debriefing of ICE detainees. OLC is a coordinated effort between the Office of 
lnteUigence (INT). DRO, and the Office of In cstigations (O J). Tt ei'tablishes tandardizcd 
procedures to 1.:ollect and report intelligence originating from DRO faci lities. provides relevant, 
accurate and timely intelligem:c to lCE operational components, expands the pool of viable sources 
of human intel lige11ce/criminul infotmanls, and provides an extcnsiye network for collecting and 
developing strategic level infonnation. In 2007. DRO-Lntelligence Operations selected two areas for 
OLC expansion in the 'orthcm Border area. The DRO Field Oflice in Buffalo, '\ew York, was 
selected for the next phase of OLC expansion; training and implementation begnn in FY 2007 and 
will be completed in early 2008. Additionally, ORO Field Office Detroit, Michigan, is being 
considered as the nexi location for OLC cxpan:sion in 2008. 

2, Enhancing or Expanding l\ational and Bilateral Partnerships 

CBP and ICE Attaches 
Both CBP and ICE have Attache offices in Ottawa to support in-country agency programs and 
personnel and provide din::cl liaison and expertise to Li.S . and CMadian government offices, law 
enforcement components, local commercial organiLatiom, private businesses an<l the traveling 
publk. LCE Attacht: alsu has subordinate offices in Montreal, Toronto. and Vancouver. 

Integrated Border Enforcement Teruns (lBET) 
The lBET program, em.:umpassing 15 regions along the Northern Ror<ler, js a multi-foceted law 
enforcement initiativecomrri~ed nfboth Canadian ancl American partners. The [BET is consi.dered 
a ··best practice'' by both the Canadian and United Stutes govemmcnts and is a model for binational 
t:ollaborative efforts in securing our shared bun.lcr. The lBET core agencies incluck. from the 
United States. CBP. USCG. anu ICE, and from Canadu. the Canada Border Service · Agency 
(CBSA) and the Royal Canadia11 Mounted Poli<.:e (RCMP). This longstanding. bi-national 
partnership ha enabled the participating law enforcement partners to share infonnation and work 
together daily with other 101.:al, State, and provim:ial enforcement agencies on issues related to 
national sccu1ity. organized crime. the vulnerahi litics assoc1at·cd with un!:,TUarded roads. and other 
criminal activnies along the C.S.-Canada border at and between the POEs. 

Border Enforcement s~1.:uritv Task Forces (BESTs) 
DHS developed the BEST concept to coordinate the efforts of lCC., C'BP. and DH S Intelligence 
and AnaJysis (l&A) personnel working cooperatively wit.b foreign, Federal. State, nnd local lnw 
enforcement agencies lo take a comprehensive upproach to disrupt and dismantle criminal 
organizations. ln early 2008, the fir I Northern Bon.ler BESTs initiated operations in 8 1oine, 
Washington and Buffalo. :-.iew York, with participation from ICE, CBP. DHS l&A. USCG, FBI, 
ATF. DEA. IRS, U.S. Postal Investigative Ser ke, ~ational Occnnic and Anno phcric 
Admini:stration, CBSA, RC'MP, Ontario Provincial Pulice, Niagan1 Regional Police Service. 
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Toronto Police Service. New York State Police. Niagara falls Police Department. and the 
Buffalo Police Department. The BES Ts complement and increase the effectiveness of the lBETs 
by augmentrng their investigative capability. 

Joint OHS/Department of Defense (DoD) Advisory Group on UAS 
CBP coordinates the use of DoD assets, USCG assets, and the sharing of other strategic and 
tactical assets, to support CBP's homeland security Intelligence, Survei ll ance and Reconnaisance 
(lSR) missions. This close relationship between DHS and DoD provides opportunities for 
efficiencies in training, acquisition. and faci lities. 

Cross Border Crime Forum 
Cross Border Crime Fortun (CBCF) is a l1igh-level. bilateral forum chaired by the Canadian 
Public Safety Minister~ the U.S. Attorney General, and the Secretary of Homeland Security. 

Project North Star 
Project No1th Star (PNS) is a bi-national forum thal provides L.S. and Canadian law enforcement 
managers a mechanism to enhance exisiing communications. cooperation, and partnership between 
agencies and personnel operating within the border area. PNS consists of one National 
Coordination Group and five Regional Coordination Groups to cobrdinate efforts between federal 
and local law enforcement agencies and personneJ. Regular meetings ;ire held to focus Jiscussion 
on relevant issues within the regions and to disseminate "best practices". All Coordination Groups 
are Jell by a "Quad Chair'' concept, which consists of a Canadian and a U.S. representative 
responsjble for federal matters. and L.S. and Canadian representatives to work state/proviJlcial and 
local matters. This structure gives state/provincial and local representatives equal footing with the 
Federal entities within the Quad Chair groups. Working groups arc tasked with identifying local 
problems or issues to present to the national level of P Sand the Cross Border Crime Forum. 
Project t orth Star is a wide-ranging policy forum for leaders that complements the field-level 
coordination conducted through the !BET and BEST structures, 
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lntemational Anti-Smu!!gl ing Partnerships 
Select DI IS air assets have been use<l in coordination with other nations since the late I 980's to 
conduct anti- mugghng operations beyond t11e borders of the United States_ ·n1ese partnerships 
address threats that. while international in nature. have a c.lired effect on our own national security. 
In furtherance of the DH S's extended border security doctrine. OHS continues those missions. 
targeting c1iminal organizations that 01iginate in foreign locations at thei r source or in transit toward 
National hun.lc:n;. The AMOC maintains an operating relationship with the appropriate Canadian 
entities to coordinate such air operations aJong the Northern Border. Tu further strengthen the 
operational cffedi\eness of thi ·relationship. di. tu sions are currently Lmderway with Canada to 
permanently place Canadian personnel al the AMOC. Additionally. anAir Enforcement Strategy is 
being developed in close coordination with the Canadian government and is expected to be 
completed in the spring of2000. 

OHS Joint Small Vcsst:l Strategy 
CBP, lCE. and USCG have jointly developed a Small Vessel Security Strategy (SVSS). 
approved by OHS in April 2QQ, . The major goals of the SVSS include maximizing intcragency 
coopcrnhon on the small vessel threat. increasing maritime awarenc s capabilities regarding 
small vessel ·. and partnering with the small vessel community. Given the heavy vo lume of 
recreational boat traffic on the Great Lakes, the potential impact of lbc SVSS on overall Northern 
Border security is significanl. 

Senior Guidance Team 
1n June 2006. CBP and l.JSCG 1gned a Charter cstabli~hing a Senior Guidance Team (SGT). 
which oversee· current and future joint initiatives designed lo improve the overall near and long­
le1m efficiency and effectiveness of both agencies. ICE joined the GT in January. 200 . The 
SGT assigns agency executives to operational issues at the Headquarters Policy level. Examples 
of these issues, which are typically addressed in work groups. are Joint Boardings and Joint 
Operations Centers. 

Community Partnerships 
CBP created Border Security Evaluation Teams (BSETs) to gather infonnation and establish 
relationships with state and local law cnforct:mt:nt agencies. local civic leaders. and the puhlic. to 
determine if suspected cross-border activities and intell igence ind icate a need for c.lt!ployment of 
Bonier Patrol resources in those areas. These State, local. and community partnerships wiU 
continue to provic.le vital information to help !'ccurc our Northern Border. BS[Ts are the principle 
means of maintaining situationul awareness betWL'.ell the PO Es on the Alaska-Canada border. 

Customs-Trade Pannershlp Again.st Terrorism (C-TPAT) 
C-TPAT is a voluntary public-private sector paiincrsilip program and a key part of OHS ·s 
layered enforcement strategy. Members agree to incorporate agreed upon supply chain criteria 
intu their business practices and in return. DH offers trade-based incentives for participants. 
For example, these induJe reduced cargo e -ammations and other benefits. such as access to the 
r AST Janes on the Canadian border. DHS l1as vpt:m:d a C-TPAT Field Office cu-locat<.:<l with 
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the CBP Fit:l<l Offkc in Buffalo, ~ew York, that will focus on outreach and validallon activities 
involving Canadian entities. 

DHS and CI3SA signed a mutual recognition amrngement on C-TPAT and Partners in Protect1on 
(PfP) in June 2008 The mutual recognition arrangement will enhance the abili ty of the two 
programs to share information, recognize th1:1 findings of the validation visits conducted by each 
program. and provide participating h11smess1;: with a standardizc<l set or security requirements. 
as well as a n::duc.:e<l number uf validation visits. 

C-TPA Tis working with the PIP program to create a unified and sustainable security po ture 
that can as isl in securing and fadJitating cargo trade hetween the United States and Canada. B y 
aligning lhe two programs under the principles of mutual re<:ognition, C-TPA T and PIP have 
created a system whereby ull participants in the international trade tram;action are approved as 
observing, specified standurcls in lhc secure handling of goods and n::levirnt informaiiun. This 
1.:ouperation allows fbr greater security of trade hetwcen both countries wb.ile also reducing 
redundant validations for membcr!l of both programs. 

Shared Border Accord Coordinating Committee CSBACC) 
L'nder the U.S.-Canada Shared Border Accord (SBA) framework. the SBACC is composed of 
leaders and working gr(1ups from CBP, CBS/\, ICE. and Citi7.cnship and Immigrut1on Canada. 
CBP and CBS/\ coordinate and implement ongoing joint initiatives a11d <lc;;velup 111;;w initiatives 
to strengthen :iccurity al the shared bur<ler and combat the threat of terrorism. The goals of the 
SBA are ro promote international trade. facilitate the movement of people, provide enhani..;ed 
protection against drugs, smuggling and the illegal and irregular movement of people. and reduce 
costs for tJ1c govcmment and users. 

Border Wail Times 
At the Oclober 1007 SBACC meeting. DHS [mit<.:d CBSA to participate in a Border Wait Times 
Advisory Group for the purposi.: · of taking teps tow<irds reducing border wajt times follo""'ing 
Lhe delay experienced in tJ1e umrner of 2007. ince then. working group meetings have been 
held to addrcs!l delays at the border. fhe group developed an 8-Point, multi-year plan which 
foc.;uses on wait time measurement, processing times. modernization of facilities, staffing, 
throughput, policy. trusted traveler programs. nn<l outreach. DllS and CBSA will conduct 
research an<l development effort this year that will guide implementation of thl.! slaffing and 
infrastructure improvements outlined in the multi-year plan. 

U.S.-Canadn Joint Priori ties 
The Security and Prosperity Partnership (SPP) is a major initiatjve that was implemented in June 
1005. ll1e SPP was agreed to and launehed by forn1er President Bush, then-President Vit:ente 
Fox of Mexico. und then-Prime Minister Paul Martin of Cana<la. DHS is working under the SPP 
with its Canadian and Ylexiean counterparts to addre.o;s n wide an·ay of issues, induding 
increasing the enforcement of intellectual property rights an<l ensuTing the safety of imports. 
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Working groups dcdicalt:tl lu lhc:s1.: issues are tackling action plans developed to identify and 
apply collaborntive efforts to these trade iSs\Jes. 

As a direct result of implementing a number of PP action items. OHS an<l CBSA have JOintly 
improved the flow of commerce across the l .S -Canada border. Among the notable 
ach1cvcments included ad ancemcnts in the C-TPAT program and the rollout of the FAST and 
NEXUS programs. 

Additional1y, OHS works clo cly wilh the CBSA to develop new prio1itics w1thin the scope of 
the SPP agenda and supports Ministerial and Presidential priorities that extend the cooperative 
spirit of the Security and Pro prnty Partnership into new goal.. 

OHS-Canada S&T Agreement 
l..'nder the trumework of this ng1·ce111cnL DNDO has entered into a Coorcrntivc Activity 
Arrangt:ment with the Defons1; Research arrd Development Ccllter - Canada. The seven rcclmicaJ 
annexes outline specific pro.1ect areas or expanded cooperation on nuclear and radiological 
detection and fo rensics. 

Jmportcr Sell" Assessment Program 
Through the Importer Self A ssessment (!SA) Program, OHS works with unporters to improve 
lheir internal customs contrnls and systems to support compliant trade. This program leverages 
lhe expertise and resources of the U.S. trade comnrnnity to protect .S consumers. protect 
intellectual property. reduce unfair trade practices. and collect Federal revenues. while pro\idrng 
various fadlitation benefit::. for lo~ risk trade. 

Shiprider Agreement 
This agreement will allow for RCMP and USCG perso1tnel to cmhark the law cnforcdment 
vessels of either nation during maritime patrols of our shared waterways. Once in force, the 
agreement pcrmancntly will authorit:e maritime patrols. and law t:nfon.:~ent and securiry 
action . by vc~sel on which arc embarked cros -designated USCG and RCMP Sbipnders. on 
either side()!" the shared manttme border. The cross-designation or foreign law enforcement 
officers would be unique cunong the more than thirty bilateral maritime Law enforcement bilateral 
a!:,rrcemt!11ts to which the United State!' is party. 

ICE wil1 conduct all "C.S. follow up investigatjve activities on interdictions nnd lends developed 
from Shiprider acti vi ty. USCG will al so plan, train for. ai1d execute Shiprider op1::r:.llions with 
the RMCP in ~upport of security fur tJ1e Vancouver 2010 Olympics. 

Organized Crime Drug Enforcement Task Force 
lCE is a leading member in the Organized Crime Drug Enforcement Task Force (OCDETF) 
program 1hat was csrablished in 1982. This program was de,·elopcd a a vehicle to promote close 
cooperation and coordination among Federal. State, and local law enforcement agencies engaged 
in narcotic.:s and money launderin,!; investigations. ICE has pcnnancnt full- lime managt:rs 
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(OCDETF Coordinators) locatt:<l in each of the nine regional OCDETF core cities, a national 
program manager in headquarters, and an lCE Supervi ory pccial Agency currently serves as 
Associate Director of the OCDETF Executive Office at the Department of Justice. JCE receives 
approximately $44 million in funding to support its participation in the OCDETF Program. 

High Intensity Drul! Traffickinl! Arca 
ICI:. is actively involved in the I !igh lntensity Drug Traffit:king Area (H fDTA) program. which 
1s a geographically oricnteu anti-urug support program. administernd by the Office of National 
Drug Control Policy (ONDCP ). HI OTA regions are comprised of specific designated counties 
that have been identified as high risk for narcotics smuggling and trafiicking. Cunently, 
ONDCP has designated more than 25 l::IIDTA throughout the United lates_ ICE"s involvement 
in the H IDT A program ensures a coordinated effort in U.S. drug enforcement efforts. 

41 K Project 
The 41 K Project i~ a bi-lateral in formation sha1ing initiaLivc between the CBSA and ICE. The 
purpose of the project is to determine bow many of the approximate 41,000 persons ordered 
removed from Canada have absconded to the U.S. and to develop ICE cnminal investigations 
from that data. 

1\atinnal Child Exploitation Center (NCECC) 
ICE has recemly assigned personnel to the Royal Canadian Mounted Police - ~atioual Child 
Exploitation Center (NCECC). 13otlJ entities maintajn rt:lationships and collaboration wirh 
Jmm.:~lit: and mtemationaJ partners to raise awareness ai1d combat criminal acuvity targeting the 
exploi tation and abuse of children. 

3. Deploying th e appropriate type and amount of technology, rapid rc1>ponse capability, 
and tactical infrastructure. 

Aviation Platforms for Detection an<l Lntcrdiction 
Air d:,scb are dfl important part in achieving security along the ~orthem Border. particularly it 
remote areas. To support DHS's T\orthem Border security expansion etforts. CBP has established 
fivt: strategically located Northern Border primary air branches: Bellingham, Washington (August 
2004 ): Plattsburgh. New York (October 2004): Great Falls. Montana (September 2006); Grand 
Forks, North Dakota (September 2007): and Detroit. Michigan (August 2008). 
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The first OHS Unmanned Aircraft System (UAS) for Northern Bor<lcr opt:rations anived at the 
North Oakola Air Brandi in December 2008. The UAS will t:ontribute to situational awareness 
in areas that nre difficult to reach by other operational elements- a c;ritical capabi lity given the 
difficult terrain on the ~orthem Border. 

OHS will further enhance its A capabilities at the Northern Border th.rough the establishment 
of a eentralizeJ command and control capability at the Air and Marine Operations Center 
(AMOC) in Riverside, California. The AMOC' wi ll become an importanl <.:omponcnt fo r SBl11e1 
integration wilh Lhe addition of radar feeds. which will continue to fill gaps in afr domain 
awareness. OHS regulatory changes mirroring the Southern Border Air Defense Identification 
Zone (ADIZ) - with designated airports of first-intendetl landing. and OHS notification prior to 
U.S. a1rspa<.:c incur ion - will greatly assist Al\1.0C in the identifiea1io11 and sorting of cross­
Northern-Bordcr air traffic. 

Additionally, the Coast Guard and CBP ha\·e established a Joult Program Office to dwclop a 
common. land-based. marim:-cnvirunment-capable UAS for the accomplistunent of the Department 
of Homeland Security's varied mission sets. Operations of this common UAS platfonn will be 
supported by both CBP and Coast Guard aircrews as part of an effort to increase joint operational 
capabilities. 

Air Security Studv 
OHS S&T Spc~ial Programs office con:unissioncd an Air Securi ty analysis of allt:mat1ve~ in mid 
2008. The work is being performed by Massachusetts lnstjrurcs of Technology/ Lincoln 
Laboratory (MIT-LL) and wi ll leverage their expertise with sensors, signal proce smg. and 
' urveillance systems to quantify and assess the potential benefits of new or improved sensor 
systems for Air Security. The specific systems that will be assessed will incl ude Over the 
Horizon Radar, slow moving object & low altitude sen~ors. advanced ground based radars, as 
well as airborne radars for tracking the air-to-ground hand-off of contraband. The stud y 'vvill 
ultimately provide a sur,·eillancc technology roadmap for DHS. 

Mission Appwpriate Maritimt: Assets 
Along the !'.orthern Border. tJ1c Coast Guard current! 

maxmuze t 1c tactical utility anti operational benefit of the cross-horJer authority that will exist 
when the US-CA Shi 1ider" •rccmcnt enters into force. the Coast Guard needs to (b )(2) High, (b)(7) 

plus sustained tactical 

(b ){2) High, (b)(7)(E) 
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fn various maritime operating sites along the Northern Border, extreme temperatures and other 
hazardous wealher condilions limit or halt marine operarions in the winter. To extend the period 
during which maritime assets are able to operate and to increase capabilities, CBP started 
deploying lu.rge Safeboat interceptor vessels to the Great Lakes region in May 2007. TI1e 
combination of mission-appropriate assets and skilled personnel will enstrre that DHS extends a 
responsive marine force into the diverse maritime et:.urity domain at the Northern Border. 

l 'nattended Ground Sensors 
Cnattended ground sensors ( UGS) provide the Border PatroJ with continuous, low-cosl. and covert 
awareness of cross-border activlcy. The Border Patrol has used UGS systems to great effect on the 
Northern Border. and CBP will expand their usage. Work is also l;mderway to mitigate the effects 
of extreme co kl weather on UGS Addilional arrays of 
COS. in conjunction with the a via ion pa orms scusse car ter, w1 1e p provide DflS an 
increased detection and interdiction capability in remote areas of the Northern Border. 

J\orthem Border Technology Project 
ln March 2007, Congress din.::clt:J CBP to n::<lirect $20 million of the Border Security. fencing. 
Infrastructure, and Technology appropriation "to bcgli1 addresl:iing needs and vulnerabjUties 
along the Northern Border." With these and other funds. CBP is moving forward with 
components of a plan for the :-Jorthen1 Border consisting of two parts. The first is the 
dt:ployment of additional suTVeillance technology capnhilities such a remote video surveillance 
systems (RVSS) towers in the Detroit and Buffalo Sectors, and Mobile Surveillance Systems 
(MSS) in the Swanton Sector. 111e second is to test the integration of proven technologies int0 a 
Common operating p1cture (COP) in lhe Northern Burder operating environment. Wl1ilc these 
efforts will not provide complete situational awareness or enable operational control of the area 
of responsibility (AOR), lhey will provide enhanced capabilities to those areas and are criticaJ to 
our long-tenn SBlnct development strategy. 

Tact1ca l Communications 
CBP is in the midst of a nationwide Tactical Communications Modernization effort that will 
moderni ze cotnI11w1ications infrastructure and mobile LU1its for the Border Patrol. Field Operations, 
and Air & Marine. While this is important everywhere CBP Officers and AgenL are deployed. in 
the remote areas of the Northern Border, robust communications are particularly important. The 
modernization will provide 1 ncreased system capacity and expanded communications coverage and 
will improve interoperability among DRS organizational elements and with federal, state. tribal 
and local agencies. In parallel with this modemi1.ation, CBP is looking into a Global Positioning 
System (OPS) capability for Blue Force Tracking and possible integs·a(ion wit]1 a Northern Border 
SBJne1 system. 

"This document containJ defibcratil'c process material, or other information rhat is 
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Both CBP and Coast Guard have initiatives to provide tactical protected commu111cations. CBP 
nnd Coast Guard ha ve numerous areas where they may leverage processes and infrastructure to 
meet individual agency 1.:omrnunications requirements :ind st111 facilitate interoperable 
communications. Cooperative efforts are already underway with the Coast Guard's use of CB P's 
I ligh Frequency Customs Over lhe 1-Jorizon En fo rcement cl\.,ork (COTHEN). 

Blue Force Tracking 
Currently, CBP ha installed the Coast Guard· s Encrypted AIS (EAIS) solution for short range 
lracking of Blue ForceslfB!WMI'fn11s instal led tapability allows vessels to communicate 
Blue Force Tracking (BFT) info11nation to other F.A IS equipped vessels, and als0 leverage the 
Coast Guards Nationwide AlS network to distribute BFT infonnation to both sl10re and mobi le 
fo rces. 

Biometrics 
Biometric identifiers such as fingerprints (using an inklc s fingerprint scanner) and photographs 
(using a digital camera) arc heing used in trusted traveler enrollment programs to ensure that all 
participanl" are uhjcct to and have passed stringen t ~ecurity requirements The Arrival -Departure 
Card (Fom1 (-94) i suance process also incorporates a biometric check. Both the trusted traveler 
and those applicants for u<lm.issiun requiring an 1-94 have their fingerprints and photograph 
cJptured and .sent to US-YlSIT's Automated Biometrit.: Identi fication Sy~tem (IDENT) for 
checking against the hiomctrk loukouts. CBP has deployed I 0-print I.I\ Fl S scanners to most PO Es 
and all Border Patrol stations. including those on the Northern Border. and all <leportable aliens are 
screened through L:riminal and immigration databases during processing for removal. There is a 
need for additmnal mohilc print scanners and upload capabili ty to enhance CBP and ICE' s 
eapabilities to quickly identify and process aliens as well as to support State an<l loc:al law 
enforcement along the Northern Border with al1cn intcr<lictiuns. 

Development of t ew T1.:chnulo1..'1cs for ~orthcm Border Security 
In 1007, C BP, S&T, and USCG partnered with Ohio' Department of Natural Resoun;es and 
others, in a proof-of-concept project that tested a mul ti-sensor system in a region along the U.S.­
Canada border. This intell igence-driven operat1011. which sought to identify, classify or decon.fiict, 
track. intercept, and rcsol vc suspected illegal cruss-bnrder adi vity in a -orthern Rorder maritime 
environment. both gcnernted in fonnation on cross-border activity and demonstrated the challenges 
und opportuni ties for new sensor technology in the 'orthcm Border environment. It also enhanced 
lhc maritime c.kllm1in awareness capabilitie. of' ariou~ DHS. Stale, and lm.:al agencies responsible 
for law enforcement at the ·nrthem Border and will continue to do so in the future. 

ONDO also i11itiatcd an architecture srudy of the Great Lakes region maritime domain to lay 
groundwork for enhancing the layered maritime preventative and nuclea r detection capabilities. 

1 lV t •I le ' J I \ I 1 1'4 l \, 

Page 18 



Border Survuilhmcc Technology Roadmap 
S&T fom1cd a Border aml Survei llance Working Group (2007-2008) and comm1ss1oned the 
development of a Border Technology Roadmap (in finaJ draft). The Roadmap dcvclupment 
engaged participants from Anny nnd Navy Research Labs. MIT-LL. lnstitute for Defense 
Analyses (IDA. and Science and Engineering Technical Assistance (SETA), organizations with 
expertise in radar", imagery, unattended ground sensors, communications, acoustH.::;, marine 
engineering, and signal processing. The repo11 addresses the difforing border scenarios (Northt:rn 
and Southern) and recommends technolngic~ to be evalual\:<l and the pros and cons of each. 

JASO:--J 's Summer Study 
ln mid-2008. S&T Special Programs Office managed a JAS01 study to evaluate technology 
options for securing the Northern Border. This i~ an independent lorik the . orthern Border 
problem by academics and Tndustry personnel wi th technology e.xpert1se. A report wns 1ssued in 
Septemher 2008 which provides background on the Northern Border and innovalive ideas about 
technologies to be pursued. 

Emcrcem.:y Communications 
ln July of 200 , the DHS Office of Cybersecurity and Communications. within the National 
Protection and Programs Directorate ( PPD). rch.:ased the OHS National Emergeney 
Communications Pfa11. Through rhis plan, guidance on best pructiccs and lessons learned was 
provided to the Canadian emergcn~y response communit) for use in developing their Canadian 
Communications lntcropcrubility Plan. 

Jn \fay of 2009, the DJIS Office of Emergency Cormnunications (also within NPPD), in 
coordination and collaboration with Public Safety C'anada will host the first U.S.-Canada Cross 
Border Interoperable Communications Workshop in Niagara Fall, NY. to enhance and expand 
the relationship between US. and Canadian counterparts with mutual cross border 
t.:ommunil:at inn interests. 

The DllS Office ufEmergcncy Communil.:atiuns i ' also developing the 2010 Olympics lntegrated 
lntt::roperable Communications Plan to help radlitatc effective mtcroperable communications in 
Washington State and across the Canadian border during the 20 I 0 Vancouver Winter Olympic and 
Paralympic Games. 

·011hem Border Test Bed ( FT-8) 
DHS S&T i establishing tJ1e . ET-8 on the Vennont and New York borders. Swamon Sector 
was chosen by CBP because of its terrain diversity. Installation has b<.:gun and imtial (;apabilities 
will be avctilable June ~009. Maritime and terrestrial surveillance technologies and Command 
Center automation technologies and tools will be developed and tested to understand their utility 
and performance. Sensor perfom1ance in winter conditions in lorcsted. mountainous. riverine. 
cropland and urban envuonrncnts wiU be analyn:d. 

'This docunwnl c.onlains dclihcrarii·c process nwtcrial, or otlzer in/'ormution that l:, ex..:mpt from 
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Operation Neptune Shield (ONS) 
ONS is the Coasl Guard wide policy fur conducting maritime !!C<.:urity and response operations. 
It represents the service's most operational set or activities linked to, but independent of. 
marittme domain awareness. Opcratio11 Neptune Shield sets forth a diverse set of maritime 
i-;ccurity and response operations that include: boardings, patrols, inspections. vessel escons, and 
security zone enforcemcnl. Primarily antiterrorism focused, it provides an important me~sure in 
the protection of the atiunal borders and awareness of mari time aeti vi ty along them. 

Opera1ion Northguc1n.l 
Operation -:"JonhGuard was a CBP led multi-agency, homeland security and law enforcement 
operation conducted in the western basin of Lake Eric. specifically the area surrounding the Erie 
lslands archipelago. NorthGuard took place during the 2007 hoating season. This cflbrt 
assessed maritime domain awarenes~, increased awarene. of the Pleasure float Report111g 
System and increased opcrat1c:rnal L'.Ontrol in certain border areas. 

CSCG Rescue 21 ::.yskm 
Rt:::icuc 21 (R21) replaces che Coast Guard's ob ulctc National Distress Sy tern communications 
network with new. stale of tbe market digital VH r-FM and UHF oommunications and highly 
accurate VHF-FM direction finding capabilities. Overall this system provides improved 
communications quality. coverage, security and interoperability. R21 i. an ongoing project and 
1 currently installed at IX Coast Guard Sccttlrs, providing comrnunicat1 011 coverage for over 25 
thousand miles of \.!Oastltne. R21 \1.till be installed on the Great Lakes by FY I::!. 

The Phased Deploymt!nl lmplemcntation Plan (PDIP) 
PDIP Ls a cooperative effort between D iOO and CHP to develop a strategy for deploying a 
radiation detection capahility with the Border Patrol that is focused on those area of the bon..ler 
br.:tween the official ports of entry (the non-POE border). Specific efforts under the PDTP arc to 
validate both selected radiation detection equipment and the cnncept of operations for their use in 
an operational environment 

West Coast Maritime Preventive Radiolog,icul/Nuckur Dctct:tion (PRL'JD) pilot program 
An effon LO design. field and evaluate a radiation detection architecture that reduces the ri sk of 
racl10Jogica l and nuclear threats being il lidtly transported on recreational craft or small 
commercial vessels in Puget Sound and San Diego. The pilot explores methods of getting more 
human-portable and boat mounted rad/nuc dctedion equipment into the hnnds of publ ic safety 
forces for use during routine puhlic safety and enfon:cmcnt operations. Puget Sound effort is 
being coordinated through the CoasL Guard Sector AMSC with participants from USCG, CBP 
and I 5 State. local. and Tribal public afety agencies. 
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4. Facilitati ng the m ovement of lo\\ er-risk people and goods to en able focus on detection 
and inspection of higher and unknown risks. 

Automated Commercial Environment (ACE} 
While Aff- facilitates trade. in doing so it enhance_ secunty by enabling CBP Officers to focus on 
detecting dangerous or illegal shipments. Prior to 9/11. CBP did not receive advance manifest 
information on trucks cro:ssing thrnugh our Nonhem aml Southt.:m Borders. Any deci-.ion 
regarding the truck ' status (release into the commerce of the United States. examination, 
detention. etc.). had to be made as the truck idled at the p1imary booth. As of J ovember 2007, all 
of land border ports arc capable of receiving and processing electronic manifests as part of ACE. 
Qftit.;ers are now able to make crucial decisions prinr to the truck'-. arrival at the border- in most 
cases a fu 11 hour ahead of its arrival. Additionally, all e-manifest in formation of driver and cargo 
are passeJ through the Automated Targeting System (ATS) and CBP's law enforcement database 
TECS further enhancing decision-making ability at t he border. 

Trusted rravelcr Programs 
With a membership now exceeding 328,000, NEXUS and the Free and Secure Trade (FAST) 
programs enable CBP Officers to expedite legitimate cross-border travel and trade. Both 
pro&'Tam~ ' crcdcnti:ils will be mmpliant with the Western Hcmi phere Travel lnitintive (WHTI) 
hy June I. 2009. 

WcMcm Hcmisph1.:rc Travel lnitiativ~ 
In partner-;hip with the Department of State (DOS), OHS i workmg Ill further secure our 
homeland by strengthening our ability to at.:curately identify all persons- U.S. citizens and 
potential visitor · alike-before they enter the United States. OHS is accompli ·hing this by 
tightening policies relating to oral declarations on the l\011hem Border and insti tuting standard 
and consistent travel <lol:ument requirements for entry into the L'ru ted State~. 

Spt:ciiicall y, u~ uf fanwuy 31. 2008, DHS no longer at:t.:cpts oral declarations alone as proof of 
citizen hip and identity along the ~orthem Border. U.S. and Canadian citizens aged 19 or older who 
are traveling by land or sea must present .g1wemmcnt-issued photo identification. such as a driver's 
license. along with proof of citizenship, su.:h as~ bi11h certificate or naturalization uertificate. 

OHS is also working to fully implement along with DOS, the WHTI. WI IT! will require all 
persons seeking lo enter or depart the United States to present a passport or one of u limjtcd 
number of other approved travel documents that <lcuotes Lhe bearer'!i identity an<l c itizenship. 

DI IS has executed memoranda of agreement (MOA ) on the development of RFID-enabted 
cnham:cd driver· licenses (EDLs) with the Stales of Washington, 1ew York, Michigan. Arizona 
and Vennont. DIIS ha. also worked with Canada to develop an EDL MOA for pro\•mces and an 
approved :vtOA for data and information sharing related to prO\ incc-i sued ED Ls. 
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Vicinity Radio Frequency lclcmification (RFID) 
DHS continues to install infrastructure and technology required to read vicinity Radio Frequency 
Identification (RFTD)-enabled travel documenb in vehicle primary lanes at the l 7 highest­
volurne land PO Es on the Northern Border. which combined proce s over 90 percent of the 

·orthem Border land traffic. RFID-enabled travel documents allo"' CBP to ac1.:ess traveler 
information from its databases prior to the traveler's arrival at the processing boulh. This 
mformahon will be pre-positioned for the CBP Officer IO verify and authenticate document 
infunnation upon arrival. The spcco of vicinity Rfl D will enable CBP Officers to quickl y read 
the advance information on all travelers carrying RFID-enable<l cards and allow terrorist watch 
list checks to be performed. ln addition. vicinity RFID permits multiple cards to he read at a 
<.hstance and s1multaneously. allowing an entire car of people to be processed at once. 

Scanning Technology 
An in leg.ml port of the comprehensive strategy to combat nuclc.:ar and rndioluglcal ten-orism is rhc 
scanning oruJJ arriving convcyun~cs and containers wi th radiation detection equipment p1ior to 
release. t.:cordmgly. DH \\.ill continue to deploy radiation detection technology to POEs along 
the . orthern Border. with the goal of scanning I 00 percent of all 1.:ommercial truck and privately 
owned vehicles for illicit radiationmuclcar materials. As of January 24. 2009. DH hac.I depJoyed 
335 Radiation Portal Monitors (RP.'vfs) to nrthern Border commercial truck and personally 
owned vehicle crossings to scan for illicit radiological and nuclear materials. Thcisc systems 
provided DI IS with the capability to scan approximately 96 pt:rcen t urall comn1ercial lrut:k an<l 88 
percent or all pcrsnnally uwm.:o vt:hides entering the United State from Canada. CBP has set a 
goal of tompleting the deployment of RP Ms to creen all commercial truck and per onally owne<l 
vehicles cross mg along the orthem Border by the end of Calendar Year 2009. 

OHS is continuing efforts to supnort deployment of advanced spec;troscopic po1taJ (ASP) and 
l1urna11 portable rad ration detection systems (HPRDS) as soon as these systems become 
available. Over the long term (beyond two years). D~DO will work to develop tedul(l(ogies and 
systems that CBP can use Lo 5Can uvt:rsizt:d or extremely densely packed materials which can 
shield or mask radiation signarures (e.g .. bulk or break-bulk cargo m reinforced steel 
conveyances). 

To compliment and augment Lbe RP\'! deployment. CBP uses Non- Intrusive Inspection (NH) 
Technology (e g .. large-scale X-ray an<l g:.unma ray imaging systems) to perform thorough 
examinations of cargo without having to resort to the costly. time-consuming proces of 
unload ing cargo for manual ·carch1.:s or intrusive examination of coll\ eyanccs by methods such 
as drilling or uismantling. 

On September I I, 2001. a total of 64 large-scale . IT systems were deployed lo our n&tion 'sports 
of entry - none of which were deployed to the orthcm Border. As of February 2009. a total of 

II system<; arc deployetl. including · • n our common border with Canada. 
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Pre- and Post- Entry Processing 
CBP is continuing to refine il trade targeting and risk analysis proto<.:ols to identify those 
shipments that cau!le lhe greatest risk to the American public, and to ensure that enforcement 
eft<.irts are targeted towards high risk traffic. These probrrams are complemented hy working 
with the trade community ancl fo reign counterparts to ensure shipments are compliant before 
they enter the United States and by conducting vcri fica tion and audit work after shipments are 
entered into the U.S. so that we reduce the impact on hipLnents al the physical bonier. 

5. Jncrease the number of personnel deployed along the ~orthcrn Border and provide 
adequate facilities and infrastructure1 support personnel, training and equipment 

Personnel 
/\I though the use of technology, aircraft and vessels. and partnerships are expl icitly designed to 
maximize the effccti vcncsi:i of law enforcement personnel. they do not replace the law cnforc~rmml 

officer' · abilities and n::spunsi bi litics. Since Lhe t:stablishmenl of OHS, CBP, USCG and ICE have 
ull in1.:reased thdr officer and agent staffing levels along the '.'Jorthem Border. Current plans call 
fo r funhcr increase in urthem Border stafling levels and there will be a continuous process of 
assessing staffing needs based on threat assessments. operational needs. and gains in situational 
awareness and control. 

Additionall y, CBP 1s exploring new ways to Ut!ploy personnel cover remote locot1tlllS. TI1csc m ay 
entail temporary duty assignrne11ts to areas that wil I require the statjoning uf Bonh..1· Patrol Agents 
remotely from their assigned stations. 

Land Port uf Entry Mo<lcmization 
The success of OHS 's mission depends heavily llt1 the health and effectiveness of it physical 
mfrnstructure and inspection facili ties that support its operations. Due to the rapid t:!volution in . 
coupled with years of inadequate fund ing. these vital assets now require essential modernization 
efforts. Most of the inspection facilities housing CBP operations today were dc:iignw lo 

ac:cumplish legacy missions from decades before. Approximately six billion dollars in repairs. 
enhancements. and replacement projects across the entire land port inventory, of which nearly 
ha! f is for Northern Border facil ities, has been identified. CBP has plans to execute prioritized 
Nonhern Border projects utilizing funds provided through the proposed economic stimulus 
package. 

6. Enhancing Investigations of Transnational Criminal Organizations 

By bringing together cusrom. and imrnigration enforcement authorities UJ1der one roo t. IC!:: can 
tight crime and tcJTonst a~livhy m ways not possible prior to the founding of OHS. Investigators 
on immigration cases can track the money trai ls that support smuggling and document fraud 
operations: financial investigators have additional tool ~ in u~ing immigration vio lations to bui ld 
cases agai nst crim ina ls; ~cxual predators thal prey un the innocent are more readily targeted than 
e\'er before. 
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1\1oreovcr. ICE has a sizable international presence, with more than 50 offices around the globe 
coordinating. acl1vitics with partners in fore ign governments on a wide range of investigative 
matters. including visa security. illegal anns trafficking. document and identity fraud . drug 
trafficking. child pornography 3nd sex tourism. immigration and customs fraud. intellectual 
property rights violations. tinancial crime, human smuggling and trafficking. an<l much more 

ICE regularly responds 10 CBP POEs for investigative fo llow up. Currently. there 1s limited 
technology to assist in tl1e rracking aml. monitming of targets of jnvest1gation. Additional 
technology would further enhance these capabilities, as would additional support for new and 
cutting edge technology. 

The pmgrams and initiatives identified below support this strntcgic goal: 

• Operation Frozen Timber 
A joint ICE and RCMP investigation regarding narcotics smuggling via aircran along the 
Wa hington State- Bntish Columbia border. 

• Project COLT 
A joint C'ANADAJLS operation targeting international telemarketing fraud. 

• Projct:t E-PATCH and OBOY 
Joint ICE and RCMP human smuggling organi1ation investigations. 

• Project ELDEN 
A JOint ICE and RCMP financia l investigation invoh1ing the operation on an undercover 
storefront (iffering controlled fi.narn.:iaJ ~t:rvices for subjects :,eeking unlawful 
international movement of financial instruments. 

• Project Gunrunner 
A weapons smuggling im e'tigatinn being l.'.nnducted hy IC'E and other US and Canadian 
law enforcement agencies. 

• Prujcd Wickerrnan 
Child exploitation investigation being condu<.:te<ljointly between ICE. RCMP. Toronto 
and Edmonton Poli1;t!. 

• Visa ccurity Units CVSU) 
The VSU com plements traditional screening with proactive law enforcement vetting ru1d 
investigation. with the goa l ofidentifying not yet known terrorist or criminal suspects 
attempting Lu enter the United States. 
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• Shadow Wolves 
The ICE peltrol officers. also knoi.' n as Shadow Wolves. were establi. hed by 
Congressional mandate tn the early 1970s to remedy the rampant smuggling m.:curring 
through the Tohono O'Oclham Indian t\ation in SoLLthern Arizona. The p1imary mission 
of tJre Sbadow Wolves is the interdiction of smuggled narcotics utilizing both tcclu10logy 
and the ancient art of tracking. 111 FY 2007, the Shadow Wolves :>eized nearly 50.000 
pounds of marijuana on the Tohono O'Odham Indian ~ation. 

ICE is exploring the feasibility of expanding the Shadow WoJ\.es program to the 
Northern Border. Jn 2007. the Shadow Wolves traveled to the Blackfeet lndian 
Reservatton in Montana for a 30-day temporary deployment (TDY). Shadow Wolves 
and special agents conducted valuable outreach effort~ by meeting with local ranchers. 
farmers. community leaders, and residents. 1n 2008, the Shadow Wolves traveled to 
Sault Ste. Marie, Michigan and conducted a 30-day temporary dep loyment. 

The Shadow Wolves met representatives of the Bureau of lnd1an Affairs, Sault Tribal 
Police Department Officials, Sault Conversation 011icials mid Bay Mills Tribal Police. 
During their detail they worked in coordination with the above agencies and with the 
local lCE RAC office, CBP OFO and OBP. They surveyed Janel hased smuggling routes 
and used. no~mohilcs to "urvey the 10 plus mi le ice-bridge b~tween the Unj ted States 
and Canada. 

Assessing Risk 

TI1e complementary cffort5 of ('BP, ICE. and USCG will continue to be implemented ma strategic 
approach to target key threats and vulnerabilitie along the Northern Border through current 
programs and future initiative~ and investments. Many of these programs, such as deployment of 
technulogy, are expected to rurthcr increase the level of situational awnrcncss. However, the 
natu1·c of the threat, vulnerabilities. and operating environment. along with a combination uf social 
and polit1cal factor . \\ iJI continue Lu present a challenge to those charged with securing the 
Northern Border without unduly complicating the flow of kg1t1mate travel and trade. 

CBP ust:s metrics to evaluate control uf lhe international boundary between the po11s (If entry. 
CBP defines the level of control between the ports of c11ITY as follows: 

o Effective Control - /\gents deployed in any given area arc able to (I) Detect an illegal 
entry; (2) Identify and classify the thrtat level assudatcd with that illegal entry: (3) 
Respond lu lht! area uf the illegal entry; and ( 4) Bring the situation to a law enforcement 
con cl us ion. 

As of September 2008, there wer~categorized as "Effective Control" on the 
Northern Border. an increa~e of I ~cc the end of FY 2005. These include areas 
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nt Peace /\rch Park in Blaine. Washington, and Niagara Falls. which are Canudian and 
U.S. tourist attractions located on the immediate border. 

o Initial Control Capabilities Established - Situational Awan:ness is Substantial and 
Probability of detection is high: however. the abi lity to respond is defined by accessibility 
to the an:a and/or availahi lity of resoun.:cs. 

J\s of September 2008. there wcrcf@lMcategorized as "Initial Control Capabilitjes 
Establisht:d, ., an increast: of 358 m1 les since the end ufFY 2005. 

o l ess Monitored - Situational Awarencs is Low: the ability to rcspom.I is defined by 
accessibility to the area and/or a atlabiliry of resources. 

As. of September 2008. there werefWIH'
1 catcgori,i;cd as "Less Moni torcd, .. an 

rncrease of 1,373 mi le:-; since the end offY 2005. 

o Rem01el lo111 A crivity - Siruationa1 Awarenes is Low; the abili ty to respond 1s define.d hy 
accessibility to the area and/or availability of resources. 

As of September 2008. there wer~categori1ed a!i "Remote/Low Acti vity." a 
decrease or 1.750 miles since the~ 2005. 

The shill !Tom miles (lf"Remote/Luw Ac.;tivity" lu "Lt:ss Monitored" nnd from "Less \t1onitored'' 
to "ln itial Control Capabilities £stabHshed .. in FY 2008 demonstrates csrrs success in increasing 
situational awareness m remote areas where access wa~ limi ted and alien traffic less active. By 
\.\Orking jointly with other federal. state. local, and tribal agencies, Border Patrol was able to 
enhance situational awareness and thereby improve the bonier "ecuriry status of 1. 750 miles of the 
'\orthcrn Border. This is a signi ficant effort for CBP because it enabled improved situational 
awareness in many remote areas on the Northern Border. 

DlJS uot:S not yet ha\e a comprehensive m1.:thu<lology for detem1ining whether a portwn of the 
border is cons1dcrcd under control from a system-wide. dufcnse-in-depth, and continuously 
enforceable perspective. 'n1c current measme does not reflect the level of control at L.S. PO Es 
or of U.S. air and coastal borders. csr ·s methodology for assessing the level of control of the 
land horder between PO Es takes into account illegal cross-horclcr activity lc,·els, which are 
impacted hy a variety of factors. In addition to DHS's enforcement cffo11s at the honkr. lCE's 
interior enfo1·cement efforts Eu1d lhc C.S, economy play roles in deterring and reducing the flaw 
of illegal immigration into the Uni tcd States. 

S1m1larly. rhere is no current ystematic measure quantifying the current or future level of risk on 
tl1e f\iorthern Border. Ongoing effo11s within OHS are focused on developing a more systematic 
view of border control measw·ement, to incorporate efforts both a1 and between the PO Es. as 
well as investigations by ICE and operations by other agencies, such as the U.S. Department of 

''This docurnent contains deliberatfre process marcrial, nr other in ormation ti 
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Justice. In the future, tools may be availablt: -- including more comprehensive metrics and risk 
assessments -- to better quantify and evaluate risk levels along the Northern Border. 

Budget 

The FY 20 I 0 current service level dedicated to Northern Border efforts is nearly $2.5 billion. 

Please note lliat current ervi1.:~ dullars are a rough order of magnitude calculation of operating 
expenses only. DHS Components do not budget for. nor allocate funding by mission. but rather 
by congressionally established appropriations and Projects. Programs. and Activities (PPA). The 
breakdown is as follows: 

(Dollars in Millions) 
-£u1u (.;urrent 

Budget PPA Services 

U.S. Customs and Border Protection 
Border Security & Control Between POE's 302 
BSFIT -
Construction (Between the Ports} 34 
Office of Air & Marine 178 
Inspections , Trade & Travel Facilitation at POE's 617 

Total, CB P 1,1 31 
U.S. Coast G uard 

Port, Waterways, and Coastal Security 334 
Drug Interdiction 184 
Migrant Interdiction 72 
Defense Readiness 92 
Other Law Enforcement (Foreign FFVs In EEZ) 19 
Marine Safety 112 
Living Marine Resources 122 

Total, USCG 935 
Immigrations Customs Enforcement 

Detention Removal Office 94 
Investigations 336 

Total , ICE 430 

IUIAL, UM::> 3,001 
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Northern Border Assets 

Increase in Personnel and Assets in Northern Border 

Personnel 
OBP Agents 
CSP Officers 
ICE Special Agents 
Coast Guard Personnel 
Air and Marine Interdiction Agents 

Totals 

Assets 
Large Scale X-Rays 
Radiation Portal Monitors 
USCG HH-65 Hel icopters 
USCG Helos (icing conditions) 
USCG Fixed W ing 
USCG 25' PWCS Boats 
USCG 33' MLE Boats 
USCG 87' & 11 O' Cutters 
CBP Fixed Wings 
CBP Helicopters 
CBP Marine Assets 

Faciflties 
CBP Air Branches 

Totals 

USCG MLE Boat Stations 
USCG PWCS Boat Stations 
USCG Sectors 
USCG Air Stations 

Totals 

' EnCJ of first year of OHS operations 

569 
2,777 

556 
2.064 

558 
6,524 

24 
54 
13 
0 
0 
0 
0 

11 
0 
0 
0 

102 

0 
10 
19 

5 
3 

37 
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Summary 

OHS has made great progress since it was establish in 2003 to improve security along the 
Northern Border wl1i le sti ll facilitating rhe tlo'W oflcgitimate trade and travel. Steps have been 
taken to increase staffing and a~sets. leverage partnerships. develop improved intelligence. 
deploy available technologies. and develop new technologies to address various gaps and 
vul nerabilities. As detailed in this reporL the collaborative efforts of DHS, o ther federal 
agencies, a,nd s tat(;:. lucal and Canudian partners wi ll he required to build on this foundation. 

DHS will conclnue to u e a layered. rrategic approach to secure U1e orthem Border. The 
dozens of programs discussed rn this reporl will target the greacc t threats to the Uni ted States 
along the orthem Border -- terrorism. drug traffick ing. and illegal immigration. Our current 
strategics and plans will continue to guide our efforts and. using thi" document and the 
Technological Baseline ns a lt1undation. we will further coalesce our Northern Border sccwity 
strategies and prograll'IS in the report requesred hy former Deputy Secretary s~hncidcr that is to 
be provided in Murch 2009. 

"This clocumenr co11tm11s delibl'mtii 1e proccs~ nwrt'ria/, or orher il!for111ation tltut ·, 
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Press Release 

U.S. Customs and 
Border Protection 

February 17, 2009 

Contact: CBP 
Public Affairs Office 
(202) 344-1780 
www.cbp.gov 

Secretary Napolitano Receives Report on Northern Border Security 

WASHINGTON- Today, in response to her January 23, 2009, Action Directive, DHS Secretary 
Napolitano received a report on the current state of Northern Border security and key efforts to 
address threats and vulnerabilities. 

Canada and the United States of America share the longest common non-militarized border between 
any two countries spanning approximately 5,500 miles of land and maritime border including 1,500 
miles shared with Alaska. More than 70 million international travelers and 35 million vehicles each 
year enter the U .S. from Canada through official ports of entry. 

Trade with Canada is vital to the U .S. economy. Supplying 15 percent, or $339 million, of all U.S. 
imp01ts, Canada is our largest trading partner. Close ties between the U .S. and Canada result in a 
high volume of cross-border travel, with unique characteristics that present both challenges and 
opportunities. 

Operations on the Northern Border are characterized by 6 main goals: improving intelligence and 
infonnation sharing; enhancing national and bilateral partnerships; deploying technology and rapid 
response capability in the air, land and sea domains; facilitating the movement of lower risk people 
and cargo; increasing and equipping personnel; and enhancing investigations of transnational 
c1iminal organizations. 

Presently, the greatest threats to the United States along the Northern Border are terrorism, drug 
trafficking, and illegal immigration. One of the most difficult tasks along the Northern border areas 
is to sort unlawful behavior from legitimate activity. Three DHS operational components CBP, 
Innnigration and Customs Enforcement (ICE) and the U.S. Coast Guard (USCG) collaborate in the 
effort to secure the northern border. Together, they apply a strategic approach at and between the 
ports of entty, in the air, land, and maritime domains. 

The Northern Border operating environment differs greatly from the Southwest Border and requires 
a different law enforcement and security approach. Partnerships between federal, state, local and 
tribal law enforcement are critical and act as force multipliers providing situational awareness. Due 
to challenges with climate and geography, technology tools are being developed or modified to help 
more effectively secure the Northern Border both at and between the p01ts of entry. 

***DRAFT*** 



Since the establishment of DHS in 2003, a number of steps have been taken to improve security 
along the Northern Border, while still facilitating the flow of legitimate trade and travel. Notable 
steps include increases in staffing by CBP, ICE and the USCG, including almost tripling the number 
of Border Patrol Agents, deploying almost 300 additional Radiation Portal Monitors to No1thern 
Border Ports of Entry, establishing five new Northern Border air branches, and deploying an 
Unmanned Aerial System (UAS) to the Northern Border. 

The use of advanced technologies at ports of entry to screen travelers entering the U.S. from Canada 
has also been expanded to improve our ability to detect, identify, and interdict criminals and 
potential tetTorists. In addition, the strengthening of travel document requirements, including the 
end to accepting oral declarations as proof of citizenship and the Western Hemisphere Travel 
Initiative (WHTI), has and will continue to further strengthen security and expedite the 
movement of legitimate travelers across the U.S. -Canadian border. 

Dozens of initiatives are also underway to enhance security along the Northern Border ranging 
from joint task forces and infonnation sharing efforts with our Canadian counterparts and other 
Federal, state and local agencies to the research and development of new technologies suitable for 
the Northern Border's climate and terrain. 

Going forward, DHS will build upon this foundation to further secure the Northern Border while still 
facilitating the flow of trade and travel. 
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Executive Summary 
Northern Border Security Action Directive

Introduction
Canada and the United States of America share the longest common border between any 
two countries that is not militarized, spanning approximately 5,500 miles of land and 
maritime border (including 1,500 miles shared with Alaska).  Along the Northern Border, 
U.S Customs and Border Protection (CBP) processes over 70 million international 
travelers and 35 million vehicles each year.  Trade with Canada is vital to the U.S. 
economy. Supplying 15 percent ($339 billion in FY 2008) of all U.S. imports, Canada is 
our largest trading partner. 

Three DHS operational components  CBP, U.S. Immigration and Customs Enforcement 
(ICE) and the U.S. Coast Guard (USCG)  lead the effort to secure the Northern Border.  
They apply a strategic approach at and between the ports of entry, in the air, land, and 
maritime domains.  Other DHS organizations, such as the Science and Technology 
Directorate (S&T), the National Protection and Programs Directorate, and the Domestic 
Nuclear Detection Office (DNDO) play supporting roles in Northern Border security 
efforts.   

Threat, Operating Environment, Vulnerabilities and Challenges
At present, the primary threats along the Northern Border are terrorism, drug trafficking, 
and illegal immigration.  A variety of Sunni, Shia, Tamil, and Sikh terrorist affiliate and 
extremist groups have sympathizers in Canada who are likely involved in fundraising and 
ideological support; many of these groups and individuals have openly expressed their 
hostility toward the United States. Moreover, Canada’s generous immigration system is 
vulnerable to exploitation by terrorists seeking a path to Canadian citizenship. Drugs flow 
in both directions across the U.S. and Canadian border. Illegal immigration along the 
Northern Border occurs at approximately one percent of the rate observed along the 
Southern Border according to CBP estimates, though limited situational awareness makes 
Northern Border alien smuggling difficult to quantify.

The terrain, which ranges from densely forested lands on the west and east coasts to open 
plains in the middle of the country, is composed of many sparsely populated lands with 
limited Federal, State, and local law enforcement presence along the immediate border 
area. The vast maritime border with Canada and the open access small vessels have in the 
Great Lakes provides an additional conduit for potential exploitation by terrorists, alien 
and contraband smuggling, and other criminal activity.  With more than 5 million 
registered boats operating on or within 100 miles of the Great Lakes, the Great Lakes 
region presents unique border enforcement challenges  

Because the Northern Border operating environment differs appreciably from the 
Southwest Border, it requires a different law enforcement and security approach.  For 
example, while information sharing, intelligence and partnerships between our 
neighboring countries as well as other Federal, state, local and tribal law enforcement, are 
important everywhere, they are particularly critical along the Northern Border.  Also, due 
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to challenges with climate and geography, many of the technology tools and assets (e.g., 
boats) used in other areas of the country are not suitable for use along the Northern 
Border. Accordingly, specialized technologies and assets need to be developed or 
modified to operate effectively to secure the Northern Border. 

The current gap between the type and amount of information U.S. and Canadian law 
enforcement agencies can share is another concern for DHS. Canadian law enforcement 
entities are far more restricted b le islation olic and its citizen's charter ofri hts. 

Steps Being Taken to Address Northern Border Threats and Vulnerabilities 
DHS currently dedicates nearly $2.5 billion annually to secure the Northern Border: 

o CBP $1.13 billion 
o USCG $935 million 
o ICE $430 million 

Since the establishment of DHS, a number of steps have been taken to improve security 
along the Northern Border, while still facilitating the flow oflegitimate trade and travel. 
Since October of 2003: 

• More than 3,000 additional ICE and Border Patrol agents, CBP officers, and 
Coast Guard personnel have been deployed to the Northern Border. 

• 281 additional Radiation Portal Monitors have been deployed to Northern Border 
Ports of Entry providing CBP with the capability to scan approximately 96 
percent of all commercial truck and 88 percent of all personally owned vehicles 
entering the United States from Canada. 

• 5 new CBP Northern Border Air Branches have been established 

• 90 additional CBP and USCG aircraft and vessels have been deployed along the 
Northern Border 

Dozens of initiatives and partnership are also underway in support of Northern Border 
security efforts. These are described in some level of detail in the full report, but some 
key efforts include: 

• The Integrated Border Enforcement Teams (IBETs) and Border Enforcement 
Security Task Forces (BESTs), which bring together DHS and Canadian law 
enforcement agencies to share infonnation and work with other Federal, state, 
local, and provincial enforcement agencies on issues related to national security, 
organized crime, and other criminal activities along the U.S.-Canada border. 

• Negotiations regarding a U.S.-Canada bi-lateral Shiprider Agreement, which, 
when in force (expected to occur this year) will authorize joint maritime patrols 
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and law enforcement and security actions by cross-designated RCMP and USCG 
personnel.

� The end of oral declarations as proof of citizenship and identity along the 
Northern Border and the move toward instituting standard and consistent travel 
document requirements for entry under the Western Hemisphere Travel Initiative  

Technology is also being used to support DHS’s operations, with projects such as the 
Northern Border Testbed, to develop new technological tools and the SBInet Northern 
Border Project that will begin addressing certain needs and vulnerabilities along the 
Northern Border.  

Summary

DHS has made great progress since it was establish in 2003 to improve security along the 
Northern Border while still facilitating the flow of legitimate trade and travel.  Steps have 
been taken to increase staffing and assets, leverage partnerships, develop improved 
intelligence, deploy available technologies, and develop new technologies to address 
various gaps and vulnerabilities.  As detailed in this report, the collaborative efforts of 
DHS, other federal agencies, and state, local and Canadian partners will be required to 
build on this foundation. 

DHS will continue to use a layered, strategic approach to secure the Northern Border. 
The dozens of programs discussed in this report will target the greatest threats to the 
United States along the Northern Border -- terrorism, drug trafficking, and illegal 
immigration.  Our current strategies and plans will continue to guide our efforts and, 
using this document and the Technological Baseline as a foundation, we will further 
coalesce our Northern Border security strategies and programs in the report requested by 
former Deputy Secretary Schneider that is to be provided in March 2009.
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Congressional Fact Sheet 
Northern Border Security Action Directive

Introduction
Canada and the United States of America share the longest common non-militarized border 
between any two countries, spanning approximately 5,500 miles of land and maritime border 
(including 1,500 miles shared with Alaska).  Along the Northern Border, U.S Customs and 
Border Protection (CBP) processes over 70 million international travelers and 35 million 
vehicles each year.  Trade with Canada is vital to the U.S. economy. Supplying 15 percent ($339 
billion in FY 2008) of all U.S. imports, Canada is our largest trading partner. 

Three DHS operational components  CBP, U.S. Immigration and Customs Enforcement (ICE) 
and the U.S. Coast Guard (USCG)  lead the effort to secure the Northern Border.  They apply a 
strategic approach at and between the ports of entry, in the air, land, and maritime domains.  
Other DHS organizations, such as the Science and Technology Directorate (S&T), the National 
Protection and Programs Directorate (NPPD), and the Domestic Nuclear Detection Office 
(DNDO) play supporting roles in Northern Border security efforts.

Threat, Operating Environment, Vulnerabilities and Challenges
At present, the primary threats along the Northern Border are terrorism, drug trafficking, and 
illegal immigration.   

The terrain, which ranges from densely forested lands on the west and east coasts to open plains 
in the middle of the country, is composed of many sparsely populated lands with limited Federal, 
State, and local law enforcement presence along the immediate border area. The vast maritime 
border with Canada and the open access small vessels have in the Great Lakes provides an 
additional conduit for potential exploitation by terrorists, alien and contraband smuggling, and 
other criminal activity.  With more than 5 million registered boats operating on or within 100 
miles of the Great Lakes, the Great Lakes region presents unique border enforcement challenges.  

Because the Northern Border operating environment differs appreciably from the Southwest 
Border, it requires a different law enforcement and security approach.  For example, while 
information sharing, intelligence and partnerships between our neighboring countries as well as 
other Federal, state, local and tribal law enforcement, are important everywhere, they are 
particularly critical along the Northern Border.  Also, due to challenges with climate and 
geography, many of the technology tools and assets (e.g., boats) used in other areas of the 
country are not suitable for use along the Northern Border.  Accordingly, specialized 
technologies and assets need to be developed or modified to operate effectively to secure the 
Northern Border. 

Steps Being Taken to Address Northern Border Threats and Vulnerabilities
Since the establishment of DHS, a number of steps have been taken to improve security along 
the Northern Border, while still facilitating the flow of legitimate trade and travel.  Since October 
of 2003: 
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� More than 3,000 additional ICE and Border Patrol agents, CBP officers, and Coast Guard 
personnel have been deployed to the Northern Border. 

� 281 additional Radiation Portal Monitors have been deployed to Northern Border Ports of 
Entry  providing CBP with the capability to scan approximately 96 percent of all 
commercial truck and 88 percent of all personally owned vehicles entering the United 
States from Canada.  

� 5 new CBP Northern Border Air Branches have been established

� 90 additional CBP and USCG aircraft and vessels have been deployed along the Northern 
Border

The use of advanced technologies at ports of entry to screen travelers entering the U.S. from 
Canada has also been expanded to improve our ability to detect, identify, and interdict criminals 
and potential terrorists.  In addition, the strengthening of travel document requirements, 
including the end to accepting oral declarations as proof of citizenship and the Western 
Hemisphere Travel Initiative (WHTI), has  and will continue to  further strengthen security 
and expedite the movement of legitimate travelers across the U.S.-Canadian border. 

Dozens of initiatives are also underway to enhance security along the Northern Border  ranging 
from joint task forces and information sharing efforts with our Canadian counterparts and other 
Federal, state and local agencies  to the research and development of new technologies suitable 
for the Northern Border’s climate and terrain, with projects such as the Northern Border Testbed, 
to develop new technological tools and the SBInet Northern Border Project that will begin 
addressing certain needs and vulnerabilities along the Northern Border.

Going forward, DHS will build upon this foundation to further secure the Northern Border while 
still facilitating the flow of trade and travel. 




