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Enclosures
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Introduction

In January 2009, the Federal Government will undergo a transition from one Administration to
the next. History suggests that terrorists seek opportunities to take advantage of real or perceived
weakness in the months proceeding and following national elections. Any vulnerability resulting
from extended vacancies in political positions and changes in leadership for key Department of
Homeland Security (DHS) operating units—particularly when combined with terrorist motives to
affect the outcome of the election or the success of the newly elected administration—could
substantially increase the risk that a terrorist attack will be attempted in the United States.

At DHS, we are doing everything necessary to ensure we are prepared for the upcoming
presidential transition and that there will be no gaps in our leadership team, planning efforts, or
mission success. The Transition process will also facilitate sound project planning, functional
processes, and organizational alignment. Recognizing the potential for increased risk at any time
from the start of the general election contest through the post-inauguration period, DHS
determined it must have in place a cadre of leaders who are familiar with the Department, its
authorities, and the roles and responsibilities for incident management, particularly with respect
to working with other Federal Government partners, State and local governments, the private
sector and non-government organizations. Additionally, as quickly as possible, the appointees of
the new administration must be equipped with the resources needed to fulfill their day-to-day
duties, as well as those added responsibilities attendant to a national incident.

Given DHS’s vital mission to lead the unified national effort to secure the country and preserve
our freedoms, it is paramount that DHS efficiently and effectively accomplish its missions.
Because this is the first transition for DHS, many stakeholders are closely monitoring the
progress of the Department in its transition preparation efforts. Indeed, collaborative
relationships and open communications with many of these stakeholders, including the American
public, Congress, the private sector, State and local governments, other Federal entities and
foreign partners, are essential to the accomplishment of the DHS mission.

DHS will aggressively prepare for the facilitation of a seamless transition from one presidential
administration to the next. A DHS Presidential Transition Team will oversee a comprehensive
transition effort covering four major fronts: 1) Internal Processes, 2) Briefing Materials, 3)
Training and Exercises, and 4) Strategic Communications and Outreach. We will also take steps
to document and archive decisions made, lessons learned, and other best practices as we embark
on the Department’s first presidential transition.

Authorities, Roles, and Goals
The Homeland Security Act of 2002, as amended, identified the Under Secretary for Management
(USM) as the Executive Lead for Transition. USM will distribute a guidance memorandum to

Component heads requiring the identification of Component transition officers for each major
office and Component.
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The role of USM for Transition is to set the vision for the DHS presidential transition efforts and
to lead overall transition planning efforts. In addition, that individual is charged with ensuring
operational continuity through the change in presidential administration. As required, USM will
name a Director of Transition for DHS. The Director will manage the day-to-day transition
efforts with the support of a small Core Transition Team, made up of senior career officials
detailed from around the Department. The Director will plan and coordinate the development of
informational materials and facilitate briefings, training, and other orientation activities to ensure
smooth transition for the new leadership.

In addition, DHS will assemble a cadre of careerists focused on transition, designated as Senior
Transition Officers (STOs) and Deputy Transition Officers (DTOs), from each DHS Component.
STOs and DTOs will work closely with our Core Transition Team to ensure operational
effectiveness during the transition and maintain opens lines of communication between the Core
Transition Team and the Components.

The primary goals of the DHS presidential transition effort are to ensure operational continuity
through the change of presidential administration and ensure response readiness should a
national incident occur during the time of the election, inauguration, or appointment of senior
officials in the new administration.

Independent, Third-Party Recommendations

In 2007, DHS engaged third-party resources to review DHS’ transition planning efforts and
provide further suggestions to DHS, including the National Academy of Public Administration
(NAPA) and the Council for Excellence in Government (CEG). The congressionally mandated
independent study conducted by NAPA, Addressing the 2009 Presidential Transition at the
Department of Homeland Security, offers several recommendations, some of which require
action from Congress and the President-Elect. Those recommendations are summarized, along
with DHS’s responsive actions to date, in Enclosure 2.

DHS also engaged CEG to work together with the Federal Emergency Management Agency and
assist with transition training efforts for senior career officials, and facilitate the transfer of
operational knowledge should a national incident occur. To guide this work, the Council
established a bi-partisan panel of homeland- and national-security practitioners and experts.
Through a series of panels and presentations, CEG provided numerous suggestions to assist in
the transition effort. These are summarized in Enclosure 3.
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DHS Transition Plan for the 2008/2009 Change in Administration

Informed by input from these reports and other sources, DHS transition efforts will advance
along four fronts:

1. Internal Processes,

2. Briefing Materials,

3. Training and Exercises, and

4. Strategic Communications and Outreach.

These four fronts are graphically represented below:

Figure 1: Four Fronts of DHS Transition

From the onset, the DHS Core Transition Team will form at least one “Tiger Team” for each of
the four fronts. Each Tiger Team will be led by a senior executive, generally at the Senior
Executive Service-level, supported by a GS 15-level subject matter expert, who will ensure tasks
are completed accurately and on time. Each Team will also incorporate additional subject-matter
experts from various DHS Components. The Teams will concentrate on the work identified
within the four fronts and will develop appropriate plans to meet the identified requirements.

6 of 40



Front 1: Internal Processes. To ensure continuity of operations throughout the transition
period, DHS will ensure that necessary internal processes are well-established.

Exit Process. The exit process will ensure outgoing executives, whether career employees or
political appointees receive proper check out. Exiting processes will be documented in a
comprehensive “Guide for Exiting Political Appointees,” which will be communicated via Town
Hall Meetings. During the Town Hall Meetings, senior executives will be briefed on ethics
guidelines, records management responsibilities, and legal restrictions on seeking post-
government employment. DHS will also collect equipment and property and ensure that
collections are properly documented.

Onboarding. Onboarding will ensure incoming political appointees and career employees are
brought into their new positions efficiently and effectively. Onboarding activities will include
orientation sessions to communicate the Department’s overall mission and goals, its ability to
respond to and manage incidents, and roles and responsibilities to build effective working
relationships. Activities include facility tours, security processing, and Component briefings.
Additionally, DHS will properly provision equipment, tools, and space.

Succession Planning. Succession planning ensures that is a cornerstone of planning for the
upcoming presidential transition. A DHS succession plan will be a “living document” that will
be updated prior to Inauguration and provided to the new administration in January 2009. The
succession plan will document the actions described below.

e The first succession planning activity will be to identify positions critical to a smooth and
effective transition (i.e. Component leadership, principals and deputies for each
Component, and key positions associated with mission critical functions) and assessed
risk for these positions. DHS will identify interim senior career executives to serve in an
“acting” capacity for each senior political appointee and, as appropriate, for non-
executive political appointees. An analysis and categorization will be completed to fill
personnel gaps and to train candidates. Personnel designations and training will be
completed in a timely manner.

e The second succession planning activity will involve a review of critical decision-making
authorities to determine where it is appropriate to temporarily delegate decision-making
authority to appropriately trained and qualified career officials during the transition
period. The purpose of such delegations is to ensure that critical decision-making occurs
on a consistent basis and in a timely manner.

Directives Scrub and Records Management. The Department of Homeland Security uses
directives to document its policies formally. As part of the larger effort to ready the Department
for the presidential administration transition, DHS will inventory its directives and identify those
that could be combined or that should be revised. DHS will work to complete revisions to
directives prior to inauguration of the next president. Completed directives will be available via
the DHS Intranet.
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Finally, we will provide incoming employees training on records management, and we will
ensure exiting officials are briefed on their records management responsibilities.

Front 2: Briefing Materials. Central to our transition planning effort will be the development
of a portfolio of materials for a briefing binder that will serve as a key resource to transfer
knowledge to the incoming Secretary and his or her team. This binder will outline the
organizational structure, authorities, key roles and responsibilities of DHS Components; budget;
programs; and cross-cutting issues of the Department. A classified annex may be developed to
convey information on classified processes and programs.

Additionally, a binder for the post-election transition team, known as the “Parachute Team,” will
be developed with publicly available information to help inform the initial post-election
transition team about the Department. Lastly, DHS will develop a document that details topics
on which the new administration may want to focus during the initial months in office. This
document will provide the new administration with information regarding critical issues and
decision facing the Department during and after the transition timeframe.

DHS anticipates that once the members of the Parachute Team arrive, they will request
additional, detailed analyses and responses regarding Department functions. The Transition
Team will develop a process through which these requests are received, entered into a tracking
system, and disseminated for response. Responses will be archived for ease of retrieval. This
information-delivery process will enable DHS to provide accurate and complete responses in the
timeliest manner possible.

In addition to transferring knowledge through the briefing binder and written responses to
requests for additional information, DHS will provide verbal briefings. Content for the briefings
will be extracted from existing agency documents and supplemented by other transition
materials. Examples of briefing topics derived from the binder may include DHS program
overviews, information on specific programs and projects, and resource management. Verbal
briefings may also address the spectrum of threats and hazard scenarios facing the Department.

Front 3: Training and Exercises. The Training and Exercises effort is critical for executives
acting in leadership positions and incoming appointees because it will familiarize them with the
existing emergency response framework in the event of a national incident, especially during the
transition period. In addition to the National and Principal Level Exercises, DHS will host a
series of leadership conferences and training opportunities to prepare senior level officials,
including current careerists and future appointees, for Transition. The Transition Team will
prepare a robust curriculum of training opportunities in a variety of formats, including online,
classroom, and “train the trainer” teams. The National Security Professional training will be a
key element of the curriculum.

Throughout the Transition, DHS will offer joint workshops for incoming appointees and career
leadership designed to promote collaboration and mutual understanding of the Department’s
goals, objectives, mission, and vision. By fostering a collaborative relationship between
appointed and career executives, the Department will be better positioned to implement those
actions in a timely and efficient manner.
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In addition to pre-arranged training and exercise activities, DHS will seek joint training and
exercise opportunities, with partners such as U.S. Northern Command and the National Guard
Bureau. A more detailed description of training and exercises appears in Enclosure 5.

Front 4: Strategic Communications and Outreach. Strategic communications and outreach
is critical to a successful Transition. DHS will proactively communicate transition efforts and
progress internally and externally.

Internal communications to DHS employees will figure largely into the strategic
communications and outreach efforts. Messages to employees from the Secretary or USM
describing the transition plan and the processes underway will both communicate the status of
the transition and describe how those activities may affect them. Emphasis will be placed on
ensuring the continuity of activities as well as support of the incoming Secretary and leadership.
Articles in DHS’s Department-wide newsletter, DHS Today, will reinforce those messages.

DHS will provide senior staff with a DHS transition message package, which will give them the
tools and resources needed to communicate to external audiences messages regarding the
upcoming transition, should they be asked during external audience meetings, events, or
interviews with members of the media. A transition message package will be provided and will
include the key message points and public affairs guidance.

Information will also be communicated through a variety of mechanisms and channels, such as
Homeland Security Advisor calls and meetings, briefings for homeland-security stakeholders,
speaking engagements by senior leadership, Congressional briefings and testimony, and private-
sector outreach, including invitational roundtables and joint meetings.

Updates and information sharing will also be provided to DHS’s partners and external
stakeholders, such as Congress, the White House, the Homeland Security Council, other Federal
Agencies, State and local governments, private-sector entities, and the Intelligence Community.

Overall, communications efforts will be designed to achieve the following:

e Alleviate concerns and address questions regarding continuity, career successors, and
policy issues;

e Provide updates as the President-elect and his homeland security team are put in
place, including succession information and political appointees, changes in
departmental structures and Department policies;

e Continue to address concerns and issues as the administration transitions; and

e Convey assurance that partnerships will continue with major stakeholders.

A documented communication and outreach strategy that enables new senior leadership to reach
out to Federal, State, and local partners shortly after they assume their positions will be an

additional outcome of the strategic communications work.

DHS anticipates that several organizations will be included in the Department’s outreach effort.
Following is a list of some of those intended audiences:
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Multi-Sector Private Organizations

U.S. Chamber of Commerce

National Association of Manufacturers
National Federation of Independent Business
Business Roundtable

National Retail Federation

Business Executives for National Security
ASIS International

International Security Managers Association
Border Trade Alliance

American Red Cross

National Association of Women Business Owners

Infraguard National

National Safety Council

Society of Human Resource Managers
American Council on International Personnel
The Heritage Foundation

The Aspen Institute

National Press Club

Texas A&M

Council for Excellence in Government
National Academy of Public Administration

Public-Private Partnerships

Chicago First

Greater Houston Partnership

Pacific Northwest Economic Region
Partnership for Critical Infrastructure Security

Sector-Specific Associations

American Bankers Association

American Hotel and Lodging Association
American Trucking Association

PHRMA

American Public Health Association
Information Technology Association of America
Travel Industry Alliance

National Restaurant Association

National Business Travel Association

Terminal Corporation

State and Local Associations

National Governors Association
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National Conference of State Legislatures

National Association of Counties

Council of State Governments

National League of Cities

Untied States Conference of Mayors

International City/County Management Association
International Emergency Management Association
National Emergency Management Association
International Association of Chiefs of Police
National Sheriffs Association

Big City Emergency Managers Forum

Washington DC Homeland Security Roundtable
Joint Forces Headquarters — National Capital Region

Federal Partners
e Department of Defense

Department of Commerce
Department of Transportation
Domestic Readiness Group
U.S. Northern Command
National Guard Bureau
General Services Administration
Office of Management and Budget
Government Accountability Office
National Security Agency
Homeland Security Advisory Council
Office of Personnel Management — Presidential Management Fellows Program
DHS Programs and Partners

o Homeland Security Institute

o DHS Fellows

o DHS SES Candidate Program
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Calendar No. 689

106TH CONGRESS
2D SESSION S’ 2 70

[Report No. 106-348]

To provide for the training of individuals, during a Presidential transition,
who the President intends to appoint to certain key positions, to provide
for a study and report on improving the financial disclosure process
for certain Presidential nominees, and for other purposes.

IN THE SENATE OF THE UNITED STATES

JUNE 8, 2000
Mr. TrioMPSON (for himself, Mr. LIEBERMAN, Mr. AKAKA, Ms. COLLINS, Mr.
DurBIN, Mr. LEVIN, and Mr. VoiNnovicH) introduced the following bill;
which was read twice and referred to the Committee on Governmental Af-
fairs
JuLy 18, 2000
Reported by Mr. THoMpPsON, without amendment

A BILL

To provide for the training of individuals, during a Presi-
dential transition, who the President intends to appoint
to certain key positions, to provide for a study and
report on improving the financial disclosure process for

certain Presidential nominees, and for other purposes.

1 Be it enacted by the Senate and House of Representa-

2 twes of the Unated States of America in Congress assembled,



1 SECTION 1. SHORT TITLE.

2

This Act may be cited as the “Presidential Transition

3 Act of 20007,

4 SEC. 2. AMENDMENTS TO PRESIDENTIAL TRANSITION ACT

5
6

OF 1963.

Section 3(a) of the Presidential Transition Act of

7 1963 (3 U.S.C. 102 note) is amended—

8

9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25

(1) in the matter preceding paragraph (1) by
striking “including—"" and inserting “including the
following:"’;

(2) in each of paragraphs (1) through (6) by
striking the semicolon at the end and inserting a pe-
riod; and

(3) by adding at the end the following:

“(8)(A)(1) Payment of expenses during the
transition for briefings, workshops, or other activi-
ties to acquaint key prospective Presidential ap-
pointees with the types of problems and challenges
that most typically confront new political appointees
when they make the transition from campaign and
other prior activities to assuming the responsibility
for governance after inauguration.

“(i1) Activities under this paragraph may in-
clude interchange between such appointees and indi-

viduals who—
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3

“(I) held similar leadership roles in prior
administrations;

“(IT) are department or agency experts
from the Office of Management and Budget or
an Office of Inspector General of a department
or agency; or

“(IIT) are relevant staff from the General
Accounting Office.

“(ii1) Activities under this paragraph may in-
clude training in records management to comply
with section 2203 of title 44, United States Code,
including training on the separation of Presidential
records and personal records to comply with sub-
section (b) of that section.

“(iv) Activities under this paragraph may in-
clude training in human resources management and
performance-based management.

“(B) Activities under this paragraph shall be
conducted primarily for individuals the President-
elect intends to nominate as department heads or
appoint to key positions in the Executive Office of
the President.

“(9)(A) Development of a transition directory
by the Administrator for activities conducted under

paragraph (8).
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“(B) The transition directory shall be a com-
pilation of Federal publications and materials with
supplementary materials developed by the Adminis-
trator that provides information on the officers, or-
canization, and statutory and administrative au-
thorities, functions, duties, responsibilities, and mis-
sion of each department and agency.

“(10)(A) Notwithstanding subsection (b), con-
sultation by the Administrator with any candidate
for President or Vice President to develop a systems
architecture plan for the computer and communica-
tions systems of the candidate to coordinate a tran-
sition to Federal systems, if the candidate is elected.

“(B) Consultations under this paragraph shall
be conducted at the discretion of the Adminis-
trator.”.

SEC. 3. REPORT ON IMPROVING THE FINANCIAL DISCLO-
SURE PROCESS FOR PRESIDENTIAL NOMI-
NEES.

(a) IN GENERAL.—Not later than 6 months after the
date of enactment of this Act, the Office of Government
Ethics shall conduct a study and submit a report on im-
provements to the financial disclosure process for Presi-
dential nominees required to file reports under section

101(b) of the Ethics in Government Act of 1978 (5 U.S.C.
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I App.) to the Committee on Governmental Affairs of the

2 Senate and the Committee on Government Reform of the

3 House of Representatives.

4

O o0 3 O W

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24

(b) CONTENT OF REPORT.—

(1) IN GENERAL.—The report under this sec-
tion shall include recommendations and legislative
proposals on—

(A) streamlining, standardizing, and co-
ordinating the financial disclosure process and
the requirements of financial disclosure reports
under the Ethics in Government Act of 1978 (5
U.S.C. App.) for Presidential nominees;

(B) avoiding duplication of effort and re-
ducing the burden of filing with respect to fi-
nancial disclosure of information to the White
House Office, the Office of Government Kthics,
and the Senate; and

(C) any other relevant matter the Office of
Government Ethics determines appropriate.

(2) LIMITATION RELATING TO CONFLICTS OF
INTEREST.—The recommendations and proposals
under this subsection shall not (if implemented)
have the effect of lessening substantive compliance

with any conflict of interest requirement.
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1 (¢) AUTHORIZATION OF APPROPRIATIONS.—There

2 are authorized to be appropriated such sums as may be

3 necessary to carry out this section.
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Enclosure 1: Executive and Legislative Authorities Regarding Presidential Transitions (cont)

SEC. 2405. UNDER SECRETARY FOR MANAGEMENT OF DEPARTMENT OF
HOMELAND SECURITY.

(a) Responsibilities- Section 701(a) of the Homeland Security Act of
2002 (6 U.S.C. 341) is amended--

(1) by inserting * The Under Secretary for Management shall

serve as the Chief Management Officer and principal advisor to

the Secretary on matters related to the management of the

Department, including management integration and

transformation in support of homeland security operations and

programs.' before " The Secretary’;

(2) by striking paragraph (7) and inserting the following:

" (7) Strategic management planning and annual performance

planning and identification and tracking of performance

measures relating to the responsibilities of the Department.’;

and

(3) by striking paragraph (9), and inserting the following:

" (9) The management integration and transformation

process, as well as the transition process, to ensure an

efficient and orderly consolidation of functions and

personnel in the Department and transition, including--
“(A) the development of a management integration
strategy for the Department, and
*(B) before December 1 of any year in which a
Presidential election is held, the development of a
transition and succession plan, to be made available
to the incoming Secretary and Under Secretary for
Management, to guide the transition of management
functions to a new Administration.’'.
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Enclosure 1: Executive and Legislative Authorities Regarding Presidential Transitions (cont)

For Immediate Release
Office of the Press Secretary
October 9, 2008

Executive Order: Facilitation of a Presidential
Transition

By the authority vested in me as President by the Constitution and the [} White House News
laws of the United States of America, including section 7301 of title 5,
United States Code, and the Intelligence Reform and Terrorism Prevention Act of 2004 (Public Law 108-
458) (IRTPA), and in order to further the purposes of the Presidential Transition Act of 1963, as amended,
and to assist the presidential transition, it is hereby ordered as follows:

Section 1. Presidential Transition Coordination. (a) To assist and support the transition efforts of the
transition teams for the "major party" "candidates," as those terms are used in the IRTPA and defined in
section 9002(2) and (6) of the Internal Revenue Code of 1986 (26 U.S.C. 9002(2), (6)), and the
President-elect, there is established a Presidential Transition Coordinating Council (Council).

(b) The Council shall be composed of the following officials or their designees:

(i) Chief of Staff to the President, who shall serve as Chair;

(ii) Assistant to the President and Deputy Chief of Staff for Operations, who shall serve as Vice Chair;
(iii) Assistant to the President and Deputy Chief of Staff for Policy;

(iv) Counsel to the President;

(v) Assistant to the President for Presidential Personnel;

(vi) Assistant to the President for National Security Affairs;

(vii) Assistant to the President for Homeland Security and Counterterrorism;

(viii) Assistant to the President for Economic Policy and Director, National Economic Council;
(ix) Attorney General,

(x) Director of National Intelligence;

(xi) Director of the Office of Management and Budget;

(xii) Director of the Office of Personnel Management;

(xiii) Administrator of General Services;
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(xiv) Archivist of the United States;
(xv) Director of the Office of Government Ethics; and
(xvi) Such others as the President or the Chair of the Council may select.

(c) The Council shall assist the major party candidates and the President-elect by making every
reasonable effort to facilitate the transition between administrations. This assistance may include, among
other things, providing information relevant to facilitating the personnel aspects of a presidential transition
and such other information that, in the Council's judgment, is useful and appropriate, as long as providing
such information is not otherwise prohibited by law.

(d) In order to obtain a wide range of facts and information on prior transitions and best practices, the
Council, its members, or their designees may, from time to time, seek information from private individuals,
including individuals within outside organizations, who have significant experience or expertise in
presidential transitions. The Council, its members, or their designees shall endeavor to obtain such facts
and information from individuals representing a range of bipartisan or nonpartisan viewpoints. If the
Council, its members, or their designees find it necessary to seek advice from private individuals or
outside organizations, such counsel should be sought in a manner that seeks individual advice and does
not involve collective judgment or deliberation.

(e) It shall be the policy of the Council to provide appropriate information and assistance to the major
party candidates on an equal basis and without regard for party affiliation.

Sec. 2. Transition Activities and Materials. (a) At the direction of the Council or its designee(s), the
Administrator of General Services shall coordinate orientation activities with the appropriate agencies,
including the Office of Government Ethics and the Office of Personnel Management, for key prospective
presidential appointees.

(b) At the direction of the Council or its designee(s), the White House Office of Presidential Personnel
shall supplement as appropriate and necessary the electronic record of all title 5 presidentially appointed
positions provided by the Office of Personnel Management to the major party candidates pursuant to
section 8403(b) of IRTPA.

(c) The Suitability and Security Clearance Performance Accountability Council shall coordinate with the
Council when performing those functions authorized by Executive Order 13467 of June 30, 2008, that are
necessary to assist in transition-related activities.

(d) At the direction of the Council or its designee(s), executive departments and agencies shall prepare a
set of briefing materials for new political appointees before the inauguration of the President-elect. The
current Administration shall work with the incoming transition team to provide copies of all such materials.

(e) At the direction of the Council or its designee(s) and consistent with the Presidential Transition Act of
1963, as amended, the Administrator of General Services, in consultation with the Archivist of the United
States and other appropriate agencies, shall develop a Transition Directory. This directory shall include
Federal publications and other materials that provide information on each executive department and
agency.

Sec. 3. Transition Agreements. To assist and support the transition, transition agreements between the
White House or appropriate executive branch departments and agencies and the transition teams for the
major party candidates and the President-elect will be entered into, as necessary, regarding transition
procedures and identification of transition contacts.
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Sec. 4. General Provisions. (a) In order to take appropriate account of the transition reforms made by
IRTPA and to further update and clarify the presidential transition process, this order supersedes
Executive Order 13176 of November 27, 2000.

(b) Nothing in this order shall be construed to impair or otherwise affect:
() authority granted by law to a department or agency, or the head thereof; or

(ii) functions of the Director of the Office of Management and Budget relating to budget, administrative, or
legislative proposals.

(c) This order is intended only to facilitate the transition and is not intended to, and does not, create any
right or benefit, substantive or procedural, enforceable at law or in equity, by any party against the United
States, its agencies, instrumentalities, or entities, its officers, employees, or agents, or any other person.

(d) Unless extended by the President, this order shall expire on February 20, 2009.
GEORGE W. BUSH

THE WHITE HOUSE,

October 9, 2008.

HH#

21 of 40






should be on critical non-career positions.

Develop a comprehensive transition training plan that
specifies the objectives, time frames, and participants,
required resources for various individual training
programs under development and officials accountable
for each training effort

Completed

The Training Charter has been
promulgated and a Concept Plan
(CONPLAN) has been completed.
DHS began the transition
education/training effort in Feb08 with
an off-site workshop in Cambridge,
MD to increase cross-departmental
knowledge. Follow-on training to
increase incident management
awareness among careerists who may
be in acting positions was conducted
at the Federal Law Enforcement
Training Center (FLETC) in Glynco,
GA in May08. Training participants
were identified by using Delegation
0106 and the critical positions
succession planning database.
Similarly succession information was
used to identify participants for an
Incident Management seminar held in
Sept08. The training plan has evolved
to become a multi-module curriculum.

Implement on-schedule transition training for career
executives who may serve in “acting” roles and new
career executives; ensure that training and joint
exercises begin no later than Summer 2008.

On-going

DHS has already held extensive
training off-sites at Cambridge, MD
(Feb08); at FLETC in Glynco, GA
(May08); and at Herndon, VA (Sep08).
An Incident Management workshop is
planned for mid-November. This
training effort will continue through
Jun09, and will leverage the series of
exercises currently scheduled in the
National Exercise Program. This
substantial exercise effort will be
augmented by a curriculum of online
and classroom training delivered by
the Emergency Management Institute
(EMI) and U.S. Northern Command,
among others.

Offer other departments with homeland security
responsibilities information and guidance with respect to
plans and preparations it has made for transition training.
There must be collaboration and sharing on training
career and non-career executives to prevent and
respond to national incidents during the transition. There
also could be opportunities for collaboration with regard
to executive staffing needs through the use of details and
joint duty assignments.

Completed

The DHS Transition Team has met
and collaborated with federal partners
such as the Department of
Transportation (DoT) and the FAA, the
Department of Defense (DoD and
NORTHCOM), Department of State,
Department of Commerce, Health and
Human Services (HHS), the Homeland
Security Council (HSC), GSA, GAO,
OMB and the National Capital Region
(NCR). That effort is continuing with
the state and local level, and with
private industry. Joint training and
exercise opportunities are being
actively coordinated. In late
September, OMB hosted the first
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Enclosure 4: Succession Order and Order for Delegation (as of October 31, 2008)

Component/Position Incumbent

U.S. Coast Guard

Commandant Admiral Thad W. Allen S
Vice Commandant* Vice Admiral Vivien Crea C
Chief of Staff Vice Admiral Cliff Pearson C
Commander, Pacific Area Vice Admiral David Pekoske C
Commander, Atlantic Area Vice Admiral Bob Papp C
Federal Emergency Management Agency

Administrator R. David Paulison S
Deputy Administrator and Chief Operating Officer* Harvey E. Johnson S
Deputy Administrator, National Preparedness Dennis R. Schrader S
Associate Deputy Administrator Robert Shea C
Director, Office of Policy & Planning Analysis Marko Bourne N
Region V Administrator Edward G. Buikema N
Region VI Administrator William Peterson N
Region VII Administrator Richard Hainje N
Region IX Administrator Nancy Ward C
Region | Administrator Arthur Cleaves N
U.S. Secret Service

Director Mark Sullivan C
Deputy Director Keith Prewitt C
Assistant Director, Administration Lisa Riley C
Assistant Director, Protective Operations Nicholas Trotta C
Assistant Director, Investigations Michael Merritt C
Assistant Director, Protective Research Paul Morrissey C
Assistant Director, Human Resources and Training Alvin Smith C
Assistant Director, Professional Responsibility George Luczko C
Assistant Director, Government and Public Affairs Michael Stenger C
Immigration and Customs Enforcement

Assistant Secretary Julie Myers S
Deputy Assistant Secretary, Operations* John Torres C
Director, Office of Investigations Marcy Forman C
Director, Office of Detention & Removal Operations James Hayes C
Director, Office of the Principal Legal Advisor Michael Neifach N
Deputy Assistant Secretary, Management Theresa C. Bertucci C
U.S. Citizenship and Immigration Services

Director Vacant S
Deputy Director* Jonathan Scharfen N
Associate Director, Domestic Operations Michael Aytes C
Associate Director, National Security & Records Verification Gregory B. Smith (Acting) C
Chief Financial Officer Rendell Jones C
Director, New York District Andrea Qurantillo C

* = First Assistant, pursuant to the Federal Vacancy Reform Act
S = Presidential Appointee with Senate Confirmation

P = Presidential Appointee G=Gener

N = Non-Career SES or Schedule C

C = Career

L= Limited term appointee
T = Scientific Professional

al
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Component/Position Incumbent

U.S. Customs and Border Protection

Commissioner Ralph Basham S
Deputy Commissioner* Jayson Ahern C
Chief, Border Patrol David Aguilar C
Assistant Commissioner, Field Operations Thomas Winkowski C
Assistant Commissioner, Air and Marine Michael Kostelnik C
Director, Field Operations, New York Robert Perez C
Sector Chief, El Paso Victor Manjarrez C
Director, Field Operations, Houston Jeffrey Baldwin C
Sector Chief, Tucson Robert Gilbert C
Sector Chief, San Diego Michael Fisher C
Director, Field Operations, Miami Harold Woodward C
Transportation Security Administration

Assistant Secretary / Administrator Edmund (Kip) Hawley S
Deputy Administrator* Gale Rossides C
Assistant Administrator, Office of Transportation and Sector John Sammon L
Management

Assistant Administrator, Office of Security Operations Morris McGowan C
Assistant Administrator, Office of Law Enforcement/ Federal Air Robert Bray C
Marshal Service

Federal Security Director, Los Angeles International Airport Lawrence Fetters C
Federal Security Director, Orlando International Airport Lee Kair C
Management

Under Secretary Elaine Duke S
Deputy Under Secretary* Vacant C
Chief Financial Officer David L. Norquist S
Chief Information Officer Richard Mangogna P
Chief Human Capital Officer Thomas Cairns P
Chief Procurement Officer Thomas Essig C
Chief Administrative Officer Donald G. Bathurst C
Chief Security Officer Jerry Williams C
Science and Technology

Under Secretary Jay M. Cohen S
Deputy Under Secretary* Bradley Buswell C
Director, Transition Division Rich Kikla C
Director, Interagency Programs Division Randal Zeller L
Director, Innovation Division Roger McGinnis C
Division Head, Explosives Division James Tuttle C
Division Head, Borders & Maritime Security Division Anh Duong C
National Protection and Programs Directorate

Under Secretary Robert Jamison S
Deputy Under Secretary* Scott Charbo P
Chief Operating Officer for NPPD Vacant C
Assistant Secretary, Infrastructure Protection Robert Stephan P
Assistant Secretary, Cybersecurity & Communications Gregory Garcia N
Director for US-VISIT Robert Mocny C
Director of Resource Administration for NPPD Michael Capps C
Deputy Assistant Secretary, Infrastructure Protection Vacant C
Deputy Assistant Secretary for Cyber Security and Communications Michael A. Brown C
Deputy Director for US-VISIT Shonnie Lyon C
Office of Policy

Assistant Secretary Stewart Baker S
Principal Deputy Assistant Secretary* Paul Rosenzweig N
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Component/Position Incumbent

Assistant Secretary, Policy Development Richard Barth N
Assistant Secretary, International Affairs Carol Haave N
Assistant Secretary, Private Sector Alfonso Martinez-Fonts N
Assistant Secretary, State and Local Law Enforcement Ted Sexton L
Deputy Assistant Secretary (Screening Coordination) Kathleen Kraninger L
Deputy Assistant Secretary (Strategic Plans) Alan Cohn C
Executive Director, Homeland Security Advisory Council Jeffrey Stern N
Director, Office of Immigration Statistics Michael Hoefer C
Office of Intelligence and Analysis

Under Secretary, Chief Intelligence Officer Charles E. Allen S
Deputy Under Secretary* Roger Mackin C
Deputy Under Secretary, Operations Chet Lunner C
Assistant Deputy Under Secretary, Intelligence Mary Connell C
Assistant Deputy Under Secretary, Mission Integration James Chaparro C
Office of Operations Coordination

Director Roger T. Rufe, Jr. L
Deputy Director Robert Cohen C
Director, National Operations Center Frank DiFalco C
Chief of Staff (Acting) Rachel Canty C
Director, Incident Management & Interagency Planning Richard Burke C
Office of Health Affairs

Assistant Secretary (Acting) and Chief Medical Officer Jon Krohmer, M.D. S
Principal Deputy Assistant Secretary, Deputy Chief Medical Officer* Til Jolly, M.D. C
Chief of Staff and Director of Operations Steve Lenkart C
Deputy Assistant Secretary for WMD & Biodefense Robert Hooks C
Associate Chief Medical Officer for Medical Readiness (Acting) Terry Adirim, M.D. C
Federal Law Enforcement Training Center

Director Connie L. Patrick C
Deputy Director D. Kenneth Keene C
Assistant Director, Training Mark Fallon C
Assistant Director, Field Training Cynthia J. Atwood C
Assistant Director, Training Innovation & Management Michael Hanneld C
Assistant Director, Administration Marcus Hill C
Assistant Director, Chief Financial Officer Alan Titus C
Assistant Director, Chief Information Officer Sandy Peavy C
Senior Associate Director, Washington Operations John C. Dooher C
Domestic Nuclear Detection Office

Director Vayl Oxford P
Deputy Director Charles Gallaway C
Assistant Director, Mission Management Huban Gowadia C
Assistant Director, National Technical Nuclear Forensics Center William Daitch C
Assistant Director, Transformational & Applied Research William Hagan C
Assistant Director, Product Acquisition & Deployment Ernest Muenchau C

Component/Position Incumbent
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Component/Position Incumbent

Office of the General Counsel

General Counsel Vacant S
Principal Deputy General Counsel* Gus P. Coldebella N
Deputy General Counsel, Career Joseph B. Maher C
Associate General Counsel, General Law Vacant G
Associate General Counsel, Legal Counsel Mark Patton N
Associate General Counsel, Regulations Mary Kate Whalen C
Chief Counsel, TSA Francine Kerner C
Director of Field Legal Operations, West/ICE OPLA William B. Odencrantz C
Office of Legislative Affairs

Assistant Secretary Lee Morris N
Deputy Assistant Secretary, Operations James Howe C
Deputy Assistant Secretary, Senate Liaison Vacant G
Deputy Assistant Secretary, House Liaison Jeffrey Sural N
Director, Intelligence & Analysis/Operations Christopher Guilford N
Director, National Protection & Programs Directorate David Hess C
Office of Public Affairs

Assistant Secretary J. Edward Fox N
Deputy Assistant Secretary for Media Relations William (Russ) Knocke N
Deputy Assistant Secretary for Public Affairs Kathleen Montgomery N
Director, Incident Communications Jeff Karonis C
Office of Inspector General

Inspector General Richard L. Skinner S
Deputy Inspector General* James L. Taylor C
Deputy Inspector General for Emergency Management Oversight Matt Jadacki C
Counsel to the Inspector General Richard N. Reback C
Assistant Inspector General, Audits Anne Richards C
Assistant Inspector General, Investigations Thomas Frost C
Citizenship and Immigration Services Ombudsman

Ombudsman Michael Dougherty N
Deputy Luke Bellocchi N
Chief of Staff Richard Flowers C
Chief, Policy Wendy Kamenshine C
Chief, Intake Evaluations & Problem Resolution James Reaves C
Chief Privacy Officer

Chief Privacy Officer, Chief Freedom of Information Act Officer Hugo Teufel 11l N
Deputy Chief Privacy Officer, Privacy John W. Kropf C
Deputy Chief FOIA Officer, Freedom of Information Act Catherine Papoi C
Senior Advisor Toby Levin C
Civil Rights and Civil Liberties

Civil Rights and Civil Liberties Officer Daniel W. Sutherland P
Deputy Officer, Programs and Compliance Timothy Keefer C
Deputy Officer, Equal and Employment Opportunity Programs Stephen Shih C
Executive Officer Matt Konieczny C
Office of Counternarcotics Enforcement

Director Uttam Dhillon S
Chief of Staff* John L. Leech C
Principal Asst Director Scott Chronister C
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Enclosure 5: Training and Exercises

DHS Leadership Conference, February 19 — 21, 2008

The DHS Leadership Conference will provide attendees opportunities to interact, discuss, and
participate in presentations and demonstrations aimed at increasing understanding of the ways
the Department fulfills its mission. Senior leaders, primarily career executives, will be presented
examples of front-line collaboration between Department Components and other agencies to
bring greater effectiveness to homeland security programs.

DHS Transition Readiness Conference, May 13 — 15, 2008

The purpose of this three-day conference will be to broaden the perspectives of the Department’s
senior career leaders about the multiple missions of the Department: prevent, protect, respond
and recover. The Federal Law Enforcement Training Center (FLETC) will host the event. The
conference will help participants gain an understanding of how DHS Components operate on a
daily basis and build relationships that will be critical during a crisis. The Conference will
include an incident management exercise for career leaders run by the National Exercise
Program. The Conference will convey foundational knowledge of the Department including an
understanding of Homeland Security Presidential Directives, the National Response Framework
(NRF), the National Homeland Security Strategy, and the legal authorities for the Departments
activities.

Transition Leadership Training Workshop, September 15, 2008

The Transition Leadership Training Workshop will increase participants’ understanding of the
structure of Federal incident management; the roles and responsibilities of principal actors in
prevention, protection, mitigation, response, and recovery; and the key points of coordination
and information sharing at the intradepartmental, interagency, local, State, private sector, and
nongovernmental organization levels. Subject matters addressed will include:

e The authorities outlined in Homeland Security Presidential Directive (HSPD) 5 and
HSPD 8, and the implications of these directives for incident response.

e The roles, responsibilities, and actions described in the National Response Framework,
including: officials such as the Principal Federal Official and Federal Coordinating
Officer who are designated for a specific incident; the role of the National Operation
Center and National Response Coordination Center; the establishment and organizational
structure of a Joint Field Office; and the trigger points and process for activating
Emergency Support Functions.

= The process for activating the Stafford Act when State and local resources are
overwhelmed by an incident.

= The Crisis Action process, including the role of the Secretary's office and key decision
support functional offices.

= The interagency coordination process in a response, including the roles of the Homeland
Security Council and National Security Council.

= The trigger points and authorities for activating the National Guard, and other parts of the
Department of Defense, to aid with a response.
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Man-Portable Air Defense Systems Threat Senior Official Exercise, September 16, 2008
The purpose of the Man-Portable Air Defense Systems (MANPADS) Threat Senior Official
Exercise will be to provide senior Federal officials an interagency forum to examine the
MANPADS threat against civil aviation and the strategic implications if such an attack were to
occur. It will also serve as a validation of the draft Interagency MANPADS Strategic Concept of
Operations Plan.

The MANPADS exercise will promote discussion revolving around a series of scenario vignettes
encouraging the participants to make decisions according to current plans, protocols, and
procedures. The exercise will emphasize prevention coordination, resource allocation, as well as
restoration and recovery issues for the National Airspace System.

Nuclear Radiological Principal Level Exercise, September 30, 2008

This interagency exercise will be conducted by FEMA, National Preparedness Directorate,
National Exercise Division, in support of the National Security Council and the Homeland
Security Council. It will be designed to examine the Federal Government's plans and policies
related to nuclear terrorism prevention activities. The exercise will address surge detection,
search, and render-safe procedures, which are based upon time-phased intelligence, investigative
information, and the decisions of the players. The exercise will heighten the participants'
awareness of issues that may become paramount during the prevention of national nuclear
terrorism activities.

Pandemic Influenza Exercise, October 28, 2008

This discussion-based tabletop exercise will be held October 28, 2008, to exercise the Draft
Department of Homeland Security Pandemic Influenza (PI) Contingency Plan (December 2006).
The participants in this exercise will include members of the Senior Executive Service, Flag
Officers, Deputy Director-level personnel, Pandemic Influenza policy personnel, pre-designated
Pandemic Influenza Principal Federal Officials, Federal Coordinating Officials and Infrastructure
Protection Liaisons. In response to a scenario, participants will exercise their roles,
responsibilities and authorities when responding to a PI event. Specific exercise objectives will
include: exercising the operational relationships among the DHS Components in accordance with
the draft DHS Department-Level PI Contingency Plan, reviewing information requirements and
expectations among DHS Components during a PI event, and exercising the roles and
responsibilities of the DHS Components within the National Response Framework.

Incident Management Fundamentals Workshops, November 19, 2008

These workshops will provide career successors and incoming appointees with awareness of
incident management doctrines, structure, processes and coordination with intergovernmental,
private sector, international and non-governmental organizations.

This one-day training event will consist of a morning seminar detailing the principles of incident

management and an afternoon tabletop exercise that will allow participants to apply the
information presented in the morning seminar. The learning objective will be to identify and
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select the appropriate structure, processes, authorities, and functions of national incident
management to respond to a threat or national incident.

The intent is to hold incident management fundamentals workshops multiple times throughout
the transition period.

Hurricane Preparedness Exercises, 2009

Several spring 2009 exercises will be geared toward preparations for hurricane season. A
principal level exercise on hurricanes will be planned for April and the U.S. Northern Command
(NORTHCOM) will be conducting “Terminal Fury.”

Included in this are preparations for the National-Level Exercises (NLE-09) scheduled for July
with several “building block” exercises that will lead up to NLE-09. Departmental Components
will also plan a series of training and exercise activities to prepare their own senior leadership for
NLE-09, the capstone event. This will be a full-scale exercise that focuses on a terrorist event,
and will involve Interagency, State, local, international and private sector participation in several
venues throughout the nation.

Third-Party Exercises, 2009

Close to Inauguration, numerous exercises will be planned by the National Exercise Program and
NORTHCOM on terrorist scenarios. The National Exercise Program will hold an Interagency
Principal Level Exercise on Improvised Explosive Devices (IEDs) and NORTHCOM will hold
“Able Warrior” along with several regional exercises.

The Principal Level Exercise will be a discussion-based exercise designed to address plans,
policies, and procedures relating to an IED bombing campaign against nationally significant
targets and critical infrastructure. PLE 1-09 will provide senior Federal officials with a forum to
identify actions required to address public reactions to such attacks, and evaluate the U.S.
Government’s overall public notification process.

The National Guard Bureau and NORTHCOM will work with DHS to identify additional
training and exercises with State and local interaction to better integrate Homeland Security and
Homeland Defense missions. NORTHCOM and National Guard representatives will be part of
the Department’s team on training and exercises.

In addition, the Department will work with other departments and agencies, such as the
Department of Energy which is planning exercise “Empire 09 with a regional emphasis in New
York and New England States.

A host of State and regional exercises will be planned through the transition period. Many of

these exercises will involve DHS and consistently reinforce training on incident management and
provide opportunities for leadership to experience “real world” conditions.
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Enclosure 6: DHS Political SES Positions Requiring Security Clearances

DHS is responsible for the clearances of individuals who will work in the department — other than the
Secretary, Deputy Secretary, and the Under Secretary for Management (see below). Once individuals
receive a tentative job offer, they will be vetted in accordance with laws and regulations governing suitability
for Federal employment and security clearances..

Component Subcompon ent

MGMT

CBP

CNE
FEMA
FEMA
FEMA
FEMA
1&A

ICE

MGMT

NPPD
OHA
OIG

CRCL
DNDO

MGMT
PLCY

S&T

TSA
USCG
CBP

CBP
CBP

CBP
CIS

CIS
CIS
CIS
CIS
DNDO
FEMA
FEMA

(b)(2)(high)

Office of the Chief Human Capital
Officer - MGT

Customs and Border Protection
Counter-narcotics Enforcement
Office of the Administrator - FEMA
Office of the Administrator - FEMA
Office of the Administrator - FEMA
Office of the Administrator - FEMA

Office of Intelligence & Analysis
US Immigration and Customs
Enforcement

Office of the Chief Financial Officer -
MGT

National Protection and Programs
Directorate

Office of Health Affairs

Office of Inspector General
Office Civil Rights & Civil Liberty

Immediate Office - DNDO
Office of the Chief Information Officer -
MGMT

Office of Policy

Science & Technology

Transportation Security Administration
US Coast Guard

Office of the Commissioner - CBP

Office of International Affairs - CBP
Office of Public Affairs - CBP
Office of Congressional Affairs -
CBP

Office of the Director - CIS

Office of the Director - CIS

Office of General Counsel - CIS
Office of Policy and Strategy - CIS
Office of Citizenship - CIS
Immediate Office - DNDO

Office of the Administrator - FEMA
Office of the Administrator - FEMA
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33
34

35

36

37

38

39

40
41
42
43
44
45

46

47
48
49

50
51

52

53
54
55

56
57

58

59

60

61

62

63

FEMA
FEMA

FEMA

FEMA

FEMA

FEMA

FEMA

FEMA
FEMA
FEMA
FEMA
FEMA
FEMA

GCR

ICE
ICE
MGMT

0s
0s

oS

OS
(O
(ONS)

0s
oS

0s

oS

0s

oS

(O}

(O

(b)(2)(high)

Office of Policy and Program
Analysis - FEMA
Disaster Assistance - FEMA

Disaster Operations - FEMA
National Continuity Programs -
FEMA

National Preparedness Directorate
- FEMA

National Capital Region, NPD -
FEMA

FEMA Regions

FEMA Regions
FEMA Regions
FEMA Regions
FEMA Regions
FEMA Regions
FEMA Regions

Gulf Coast Reconstruction - GCR
Office of the Assistant Secretary -
ICE

Office of General Counsel - ICE

Office of the Under Secretary
Immediate Office of the Secretary
Immediate Office of the Secretary
Immediate Office of the Deputy
Secretary

Immediate Office of the Deputy
Secretary

Office of the Chief of Staff

Office of the Chief of Staff

Office of the Privacy Officer
Office of the Executive Director
Officer for Civil Rights and Civil
Liberties

Assistant Secretary for Legislative
Affairs

Assistant Secretary for Legislative
Affairs

Assistant Secretary for Public
Affairs

Assistant Secretary for Public
Affairs

Assistant Secretary for Public
Affairs
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64
65
66
67

68
69

70

71

72

73

74

75

76

77

OGC
OoGC
0oGC
OoGC

0GC
0oGC

POLICY

POLICY

POLICY

POLICY

POLICY

NPPD

NPPD

NPPD

Office of the General Counsel

Office of the General Counsel
Office of the General Counsel
Office of the General Counsel
Office of the General Counsel
Office of the General Counsel
Immediate Office of the Assistant
Secretary for Policy

Assistant Secretary for Private
Sector - POLICY

Assistant Secretary for Policy
Development - POLICY
Assistant Secretary for Policy
Development - POLICY
Assistant Secretary for
International Affairs - POLICY

Office of the Under Secretary for
NPPD

Office of the Under Secretary for
NPPD

Assistant Secretary for
Infrastructure Protection - NPPD
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Enclosure 7: Major Milestones of DHS Transition Planning Efforts
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U.S. Department of
Homeland Security
Washington, DC 20528

November 17, 2008

Dear Agency Review Team Member:

On behalf of the m any em ployees engaged in preparing the Depa rtment of Hom eland
Security for the next presidential adm inistration, I would like to welcom e you to our
team. I know you’ll be busy during the next few weeks and m onths as you assist with
bringing President-elect Oba ma’s Administration into office . I can assure you that the
members of the DHS Presidential Transition Team stand ready to assist you with these
efforts. In fact, DHS has been prep aring for th e presidential transition on a num ber of
key fronts since the Spring of 2007.

Specifically, over the course of the past m  any months we have been working on four
main fronts related to transition:

Internal Processes

Briefing Materials

Training and Exercises

Strategic Communication and Outreach

As we m ove forward, we will con tinue to f ocus our ef forts in these areas, while also
doing whatever we can to help you com plete your work in a timely and efficient manner.
In order to ensure that we m eet your need s, we have prepared this guidebook that will
help get you started by providing a central resource for many of your basic administrative
needs, while also explaining th e process we have established to get you the inform ation
and briefs that you need for your m  ission. I hope you find that the resources and
processes we have put in place are attentive to your needs.

The DHS transition staff and I look forward to working with you to ensure our hom eland
security.
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Appendix: Shuttle Schedule

DHS provides shuttle service am ong the NAC, t he Tenleytown Metro stop, and nearby
restaurants and shopping on W isconsin Avenue. In addition, there are shuttles that run
between the NAC and other DHS office spaces.
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Appendix: Nearby Restaurants

While the NAC provides cafeteria services, th ere are no shortages of good restaurants in
the area for either a quick lunch or late ni ght business dinner. The following pages list
some of the nearby restaurants. In addition to the restau rants, coffee can be found at

Starbucks, and groceries at W  hole Foods, bot h of which are adjacent to Tenleytown
Metro.
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Appendix: Forms — IT Asset Inventory Form
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Forms — Badge Request Forms
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Forms — Parking Permit Form
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Forms — Visitor Request Form
(b)2)(high)




TESTIMONY OF ELAINE C. DUKE
U.S. DEPARTMENT OF HOMELAND SECURITY

September 18, 2008

Thank you Mr. Chairman, Ranking Member Voinovich and members of the Committee. It's my
pleasure to appear before you today for the first time as the Under Secretary for Management in
the Department of Homeland Security (DHS). | especially want to thank you for giving me the
opportunity to highlight the actions the Department of Homeland Security is taking to ensure we
are completely prepared before the election through the inauguration and beyond.

In January 2009, the Federal government will undergo a transition from one Administration to
the next. Historically, we know terrorists perceive government transitions to be periods of
increased vulnerability. The attacks in Madrid in 2004, in London in 2005, and in Glasgow in
2007 all took place during transitions. The first World Trade Center attack in 1993, as well as the
September 11" attacks occurred within the first year of new Administrations. At DHS, we are
doing everything necessary to ensure we are prepared for the upcoming Presidential transition
and that there will be no gaps in our leadership team, planning efforts, or mission success.

Our employees and military members will continue their vital efforts to protect our country
today, tomorrow and right throughout the transition without hesitation. However, we are taking
this time to focus on, and improve, our day-to-day business operations as well as to maximize
our readiness and incident response capabilities.

The Department’s transition efforts have garnered a great deal of attention, both inside and
outside the Department. Inside the Department, we have been busy ensuring a seamless
transition will occur. We are reviewing and making changes to our internal processes. We are
preparing briefing and confirmation materials for the incoming Administration. We are
conducting training and exercises to ensure the leadership in place is prepared for any threat. We
are focused on change management and communicating our plans to our employees.



Today’s hearing on our progress is a fine example of our efforts to inform and work with
stakeholders and partners outside the Department. Moreover, we are working with our
government partners with respect to security clearances, exercises, and inter-agency
coordination. We are working with independent experts such as the National Academy of Public
Administration, the Council for Excellence in Government, and the Homeland Security Advisory
Council to ensure that our transition efforts are properly focused.

Our transition efforts actually began in the Spring of 2007. By this time last year, we were
identifying critical positions that support component priorities and using our own Critical
Position Succession Planning template to ensure a pipeline of successors to critical positions,
which are viewed as corporate assets and monitored on a regular basis. As part of this process,
components identified senior career civil servants who will assume responsibility for political
positions during the time of transition. Components have identified key competencies needed for
success in these positions, assessed successor pools, prepared development plans, assessed our
ability to recruit externally, and identified critical positions that are vacant or have high
succession risk.

In September 2007, Secretary Chertoff asked the Homeland Security Advisory Council (HSAC)
to establish an Administration Transition Task Force to provide recommendations and best
practices to the Department. The members shared their knowledge and experience in leading
change and managing transitions within their own public and private organizations. The Task
Force also engaged public and private sector subject matter experts involved in organizational
transformations and transitions.

The Task Force made several recommendations and grouped their recommendations into seven
categories: Threat Awareness, Leadership, Congressional Oversight/Action, Policy, Operations,
Succession and Training. Although they did not rank their recommendations within each
category, they did indicate that all their recommendations “constitute national imperatives and
must be expeditiously implemented.”

Some of the Task Force’s recommendations that are under the “Congressional Oversight and
Action” section, and certain others in the report, are not within the Department’s ability to
implement, such as recommendations to consider and expeditiously approve the new
Administration’s Secretary of Homeland Security, or to implement the 9/11 Commission
recommendation to reduce from 86 the number of Congressional oversight committees and
subcommittees claiming some jurisdiction over the Department. The Department is encouraged
by these recommendations and looks forward to Congress taking them into consideration for
implementation. We took the Task Force’s recommendations to heart and have incorporated
many of them into our current planning process. For instance, we are taking full advantage of the
period between now and November 2008 as an important time to establish and standardize
processes and procedures.

We also organized a cadre of individuals focused on transition. Our cadre consists of Senior and
Deputy Transition Officers who are working closely with my core transition team to evaluate
internal processes, develop briefing materials to ensure operational effectiveness during the



anticipated surge of incoming and exiting employees, and develop and implement a training
exercise plan.

In November 2007, we joined Congress in requesting that the National Academy of Public
Administration (NAPA) prepare an independent report on our transition planning efforts. We
asked NAPA to provide a frank assessment of where we stand and areas where we need to
improve. We welcomed the report’s findings, which noted that the Academy Panel was “pleased
... that the department has taken some steps to help it to be well positioned for the transition.”
The NAPA report also made several important recommendations, most of which we have either
implemented or will implement prior to the transition.

For example, we have now established a transition plan for our components, ensuring that the top
leadership in each component includes career executives who will preserve continuity of operations
before, during and after the administration transition. Of our 22 component agencies and program
offices, 14 have career Civil Servants in the number one or number two positions while seven
component agencies or program offices have only career civil servants in senior leadership positions.

We are also providing improved processes to equip new appointees with the tools they need as well as
the information and relationships required to be effective in their jobs. To lead this effort, we have
appointed Coast Guard Rear Admiral John Acton to serve as our full-time transition director.

But, as the report notes, it is critical that “to the greatest extent possible, incoming DHS
leadership — including the Secretary and key staff — must be in place on Inauguration Day or
shortly thereafter.” This would require swift action by the new Administration as well as
Congress.

In December 2007, the Department focused efforts at the interagency level by engaging with the
Council on Excellence in Government (CEG). Emphasis for CEG will be on the Department’s
homeland security training and intergovernmental interactions with other federal, state and local
governments. We asked CEG to establish a small bi-partisan panel of experienced practitioners
and experts to help channel this work.

In concert with the Federal Emergency Management Agency (FEMA) and other parts of DHS,
the Council support our training and exercise plans. With these exercises, inter-agency
participants will not only practice their roles but also build working relationships and rapport
with other key decision makers in a variety of emergency scenarios. This effort will strengthen
participants” knowledge of national homeland security protocols and interfaces with other
departments as well as state, local, and tribal governments to ensure that we are collectively
prepared.

In May of this year, we held a DHS Senior Career Leaders Transition Readiness Conference at
the Federal Law Enforcement Training Center in Glynco, Ga., to prepare the Department for the
changeover. Approximately 100 senior career employees attended a three-day conference which
included remarks from Deputy Secretary Paul Schneider, presentations from various offices,
team-building activities, and a table-top exercise. We made major progress during this
conference in furthering cross-organizational and cross-functional relationships that will carry us



well beyond the transition. To offer the public an inside view of the DHS transition preparations,
we even brought a CNN reporter to cover the conference.

Transition handbooks will be developed for major programs and significant operational areas.
Each handbook will address top priorities, key challenges and issues relevant to the identified
program or operational area. The handbooks will provide a “nuts and bolts” approach to address
all of the items that must be transitioned from one leadership team to another during the 2009
administration change. The handbooks will also cover records management to ensure necessary
documents are retained and accessible.

Because more than 99 percent of the Department’s 216,000 employees are career employees or
military members, and not political appointees, | believe the change in administration will have
little, if any, impact on our critical frontline operations. Our employees will continue to
seamlessly do their jobs as they do now, protecting our country every day.

Thank you for your leadership and continued support of the Department of Homeland Security
and its management programs. | look forward to working together with you in shaping the future
and success of DHS with energy and enthusiasm. | am honored to be here today, and welcome
the opportunity answer any questions you may have.



Transition Plannin,

DHS Transition Planning

Ensuring Operational Continuity
Through Change of Presidential
Administration

HSAC ATTF Teleconference
25 NOV 2008

Presented by:
RADM John C. Acton
U.S. Department of Homeland Security













Questions?

b)(2)(low), (b)(6)

Rear Admiral John Acton

Transition Planning


























































































































































































Consult Pending with Another DHS Component




Consult Pending with Another DHS Component



Consult Pending with Another DHS Component




Consult Pending with Another DHS Component




Consult Pending with Another DHS Component



















Consult Pending with Another DHS Component








































Consult Pending with Another DHS Component



























































































































































































































































































































































































































































































































