
The Honorable Jim Turner 
U.S. House of Representatives 
Washington, DC 20515-3808 

Dear Representative Turner: 

U.S. Department of Homeland Security 
Washington, DC 20528 

Homeland 
Security 

On behalf of Secretary Ridge, thank you for your letter regarding the United States 
Visitor and Immigrant Status Indicator Technology (US-VISIT) program. The 
Department of Homeland Securiity values your interest in this program and appreciates 
this opportunity to respond to your biometrics survey. The Department has completed 
the survey from each of the DHS bureaus and is forwarding it to Jessica Herrera of your 
Committee as requested. 

I appreciate your interest in the Department of Homeland Security, and I look forward to 
working with you on future homeland security issues. If I may be of further assistance, 
please contact the Office of Legislative Affairs at (202) 205-4412. 

Sincerely, 

p~~ 
Assistant Secretary for Legislative Affairs 

Enclosure 

www.dhs.gov 



Summary: Departmeint of Homeland Security Biometrics Survey 

A summary of OHS' biometrics programs and initiatives follows; detailed survey 
responses, Privacy Impact Asseissments, and relevant policies and procedures are 
provided as Attachments. 

Does your agency currently cc•llect, or plan to collect in the future, biometrics from 
the general public for any of ib; programs and initiatives? 

OHS collects biometrics from the 'general public' for the purposes of conducting 
background checks, freezing identity, searching watch lists, reducing fraud, and 
improving border and transportation and maritime security. 

Please identify the program/initiative and the purpose for using biometrics. 

1. In support of Border and Transportation Security (BTS) initiatives, the following 
programs collect biometrics for identity verification against previously enrolled 
biometric information, searching terrorist watch lists, and/or conducting background 
checks to identify criminals or p~eviously deported persons. 

• U.S. Visitor and Immigrant Status Indicator Technology (US-VISIT) uses 
biometrics to verify the identity of aliens applying for entry to the United States 
against previously enroll1ed biometric data. 

• Customs and Border Protection (CBP) collects biometrics for expedited 
inspections at the southe~rn and northern land borders through: the NEXUS 
Highway, a northern land border partnership with Canada under the Shared 
Border Accord, captures two index fingerprints for identity verification; the Free 
and Secure Trade Program.(FAST) collects biometrics to use in background 
checks for a driver identification RFIO card; and, Secure Electronic Network for 
Travelers Rapid Inspection (SENTRI) captures biometrics to conduct background 
checks on applicants for its dedicated commuter lane program. CBP also plans 
to collect and verify biometrics for expedited processing of pedestrians. 
Additionally, the Immigration and Naturalization Service Passenger Accelerated 
Service System (INSPASS) collects biometrics to validate the claimed identity of 
pre-enrolled travelers. 

• The Transportation Security Administration (TSA) plans to collect biometrics for 
two programs. In May 2004, the Transportation Worker Identity Credential 
(TWIC) system will collect biometrics for transportation workers who require 
access to secure areas 01f the nation's transportation system. The Registered 
Traveler (RT) and Armed Law Enforcement Officer (LEO) pilot, scheduled for 
June 2004, will use biometrics for background screening of frequent fliers and to 
identify Federal law enforcement officers. 

2. The U.S. Bureau of Citizenship and Immigration Service (USCIS) collects biometrics 
from persons applying for a variety of citizenship and immigration benefits. Biometrics 
are used to conduct criminal background checks and to produce documents issued by 
USCIS, such as Permanent R13sident Cards (PR Cs). 
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3. The U.S. Coast Guard (USCG) collects biometrics for the Department of Justice 
Criminal History Check for all License and Merchant Marine Document (MMD) 
applications and renewals. 

What is the type of biometrics; technology used? 

All of the programs except INSPASS use fingerprint matching. INS PASS uses hand 
geometry biometric image technology. The US-VISIT, SENTRI, NEXUS, FAST, USCIS, 
and TWIC programs also collect facial photographs. The photographs taken at document 
issuance for the BTS programs are used as a secondary identity verification tool at the 
port of entry. In the future, visa waiver travelers holding chip-enabled passports will have 
their identity verified using facial recognition. TSA plans to also use iris recognition in 
addition to fingerprint matching for the TWIC and RT/Armed LEO pilot programs. USCIS 
incorporates photographs and a fingerprint into cards and travel documents. The USCG 
currently uses the FD258 Standard Finger Print Card to capture biometrics. 

How much did it cost your agEmcy to implement the use of biometrics for the 
program/initiative and what is th~ FY04 projected cost for using the technology? 

I' 

Implementation costs for the US·-VISIT and USCIS programs total $260M. The FY04 
budget for these programs is $148M. The FAST program costs are currently estimated 
at $417,922 with any additional costs dependent upon the number of driver cards issued. 
The estimated FY04 cost for INSPASS is $1.7 million. The SENTRI pedestrian test and 
TWIC system have incurred no e~xpenditures to date; the FY04 budget to implement the 
RT and Armed LEO pilot is $5M. The USCG FD258 Standard Finger Print Card costs 
$18 per card with an estimated $620,000 budgeted for fingerprint card processing 
(estimate does not include civil service or contractor salary). 

Is the use of biometrics for thh; program or initiative mandated by statue or rule? 
If so, please explain how, or pr·ovide the statutory or regulatory citation. 

Use of biometrics for US-VISIT i8 mandated by the Enhanced Border Security Act; for 
TWIC, the mandates are contain,ed in the Maritime Transportation Security Act and the 
Aviation and Transportation Security Act; the use of biometrics for USCIS is based on 
multiple statutory and regulatory mandates, including Title 8 of the U.S. Code, 8 CFR, 
and Public Law 105-277. The Coast Guard initiatives result from 46CFR10.201(h) (1-6) 
Criminal Record Review for all Licenses, 46CFR12.02-4(c) (1-6) Criminal Record Review 
for Certification (MMD), and Commandant Instruction M16000.8B Marine Safety Manual; 
Volume Ill Marine Industrial Personnel; Chapter B Record Management for U.S. 
Merchant Mariners; A. Records Management; 10-Preparation of Fingerprint Records. 

How is the biometrics information gathered, collected, and stored? 

For US-VISIT, a photograph and fingerprints are captured from a visa applicant at a 
consular post and stored in a Department of State (DOS) database. Fingerprints are 
forwarded to the US-VISIT database for searching; the prints and relevant biographic 
information are also stored in the US-VISIT database. At the port of entry, the inspector 
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retrieves the photograph from the DOS system and compares it to the traveler; the 
traveler's fingerprint is collected via a fingerprint scanner and verified against the print 
taken at visa application. 

1
. 

' 

Biometric information is collecte!d during the enrollment process for FAST, NEXUS, 
INSPASS and SENTRI, at their respective enrollment centers. The FAST digital 
photographs are stored electronically ; fingerprints are forwarded to the FBI and are not 
stored in OHS systems. The fingerprints collected for the NEXUS program are stored in 
the Automated Biometric Identification System (IDENT). Biometric data for INSPASS is 
stored in the Treasury Enforcement Communications System (TECS). 

TSA collects biometric information during the TWIC enrollment process; the biometric 
images are stored in a segmented database and on a smartcard. For the RT pilot, 
biometrics will be gathered during enrollment, and stored on a smartcard or other token 
as well as in a database. · 

USCIS collects biometrics from ap.plicants for immigration benefits at Application Support 
Centers. Fingerprint images am retained on tapes and not readily accessible; transaction 
and biographic data is stored in a fingerprint tracking system. Biometrics used to 
construct documents and travel cards are stored in USCIS' view-only Image Storage and 
Retrieval System (ISRS). 

The Coast Guard fingerprints (and duplicate) are collected at 17 Regional Exam Centers 
(REC); sent to the National Maritime Center (NMC) and forwarded to the Federal Bureau 
of Investigation (FBI). Duplicate Fingerprint Cards are kept on file at NMC in a locked 
cabinet and destroyed after two years. 

Is the information accessible by other agencies or other entities (including 
contractors, vend9rs, and state and local governments)? 

l 

Contractor access to US-VISIT information is limited to that necessary for system 
maintenance and development; US-VISIT has agreements with the FBI for the exchange 
of information on terrorists and other persons of interest. Information may be supplied to 
law enforcement agencies in response to specific inquiries. 

For FAST the photos and fingerprints are sent to the Canadian Border Service Agency 
(CBSA) and the Royal Canadian Mounted Police (RCMP). NEXUS information could be 
accessed by anyone who has access to the IDENT system; the Department of 
Justice/FBI has access to IDENT. The SENTRI Pedestrian information will be accessible 
to contractors responsible for system installation. INSPASS information is accessible by 
the contractor. 

Information collected for the TWIC !program is not accessible to other agencies, but will 
be submitted to other agencies for background investigations. Information gathered for 
the RT and Armed LEO pilots will be accessible by agencies in response to queries 
regarding risks to transportation or national security; air piracy or terrorism; or aviation 
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safety. RT information will also be accessible to the General Services Administration and 
the National Archives and Record~ Administration for records management inspections. 

USCIS biometric data is accessible to the FBI for background checks; to US-VISIT for 
identity verification; and to contractors who support USCIS benefits systems. 

USCG information is available if requested, but no requests have been received to date. 

Please describe the security measures used to protect the biometric information 
that is gathered, including any limitations on accessing the information. 

Access to US-VISIT information is on a password control basis and each transaction is 
logged. SENTRI pedestrian data i~ protected in accordance with OHS security policy. 
For FAST information will be compliant to security measures as outlined by current OIT 
policy. Information in NEXUS is secured via the IOENT system. INSPASS hand 
geometry templates are stored in a repository for all users of the system and protected by 
the Privacy Act. : 

Security measures for the TWIG pr9gram include recording transactions, automatic 
deletion of data from workstations, and encryption of all data in transmission and storage. 
Fingerprint images are stored in segmented databases to dissociate the image from the 
personal information; biometrics stored on smartcards are encrypted. Access to personal 
data in the TWIC system will be granted only to appropriate authorities; access privileges 
will be secured using biometrics. Biometrics information for the RT pilot will be secured 
in accordance with TSA and OHS security and access policies; system access will follow 
the least privilege principle. 

Access to the USCIS ISRS system is controlled by passwords; transactions are logged. 
For the USCG OOJ criminal reports are mailed to the local REC. Fingerprint cards and 
criminal reports at NMC are kept ir) a locked cabinet until mailed or destroyed. 

Did your agency conduct any privacy assessments for this use of biometrics? 

See Attachments 1 B, US-VISIT Privacy Impact Assessment (PIA), and 7 A, USCIS PIA 
A PIA was not conducted for FAST, INSPASS or the SENTRI Pedestrian test (NEXUS 
"unknown"). A draft PIA has beem developed for TWIC, and a PIA is in process for the 
RT Pilot program. No privacy impact assessment was done for the USCG. Merchant 
Marine Fingerprints have been t1aken by the Coast Guard since 1936, prior to the Privacy 
Act of 1974. 

At what rate have false-positives been returned during the use of biometrics in this 
program? 

I· 

For US-VISIT, fingerprints captured; at visa application are searched against databases of 
inadmissible persons; if a potential match is found, it is checked by a biometrics 
professional before making a final determination. At the port of entry, the traveler's 
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fingerprints are collected and compared to the traveler's enrolled data; in combination 
with document examination and an interview, false positives are nearly impossible. 

Since the TWIC and RT have not;yet begun, there is no.data available. USCIS has 
noted no instances of false positives; neither has the INSPASS program. For NEXUS 
and the USCG the currently available data is insufficient to generate an accurate 
measurement of false positives. 

What Is the process in place to ensure that there Is not repeated false-positives in 
the system? 

·Because of the additional document and interview checks conducted for US-VISIT, this . 
does not apply. Processes will be developed as needed based on results from the TWIC 
and RT pilot programs. USCIS has not experienced false positives; therefore a process 
'is not applicable. 

Please provide a copy of any procedures or policies your agency has in place 
regarding the use of biometrics.' If these procedures or policies are program or 
Initiative specific, please Indicate so. 

OHS has established the Biometrics Coordination Group (BCG), co-chaired by a 
representative from US-VISIT and from the Office of Science and Technology. This 
group is chartered with developing policies for biometrics on a department-wide basis 
and reviewing development of new biometric projects. Its first task has been to develop 
the Policy on Facial Photographs, which is based on work of the International Standards 
Organization in facial recognition. Once this policy has been formalized, the BCG will 
address fingerprint and other biometric standards for the department. 

Please see Attachment 1 C, OHS ljS-VISIT Interim Standard Operating Procedures for 
Biometric Enrollment. Please reference each individual attachment for specific 
procedures and/or policies relating to individual programs or initiatives. 

Agency: De artment of Homeland Security 
Contact: 
Telephone: 
E-mail: dhs.~ov 
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Attachment 1 
OHS Biometrics Survey: US-VISIT 

The OHS collects biometrics from the general public in the course of inspection at a port 
of entry as part of the US-VISIT Program. The following responses pertain to that 
program. 

Please identify the program/initiative and the purpose for using biometrics 

Biometric samples are used to verify the identity of aliens applying for entry to the United 
States. The biometric collected at the port of entry is compared to that collected by the 
Department of State at the time that the visa is issued. The biometrics captured at the 
port are also compared to a watch list of persons wanted by law enforcement agencies or 
previously deported from the U.S. 1 . 

What is the type of biometrics technology used? 

Fingerprints form the basis of iden~ity verification processes in US-VISIT. A photograph 
is also captured as a secondary identity verification tool for aliens holding visas. Visa 
waiver travelers holding chip-enabled passports will have their identity verified against the 
ICAO-compliant information contained on the chip, which supports facial recognition. 

How much did it cost your agency to implement the use of biometrics for he 
program/initiative and what is the FY04 projected cost for using the technology? 

The FY04 budget supporting biometrics is approximately $58M; amount required for 
maintenance of the US-VISIT program that was implemented with FY03 funds ($140M). 

Is the use of biometrics for this program or initiative mandated by statute or rule? 
If YES, reference the statutory or regulatory citation. 

The Enhanced Border Security Act mandated the use of biometrics in the inspection 
process. See Attachment 1A. 

How is the biometrics information gathered, collected, and stored? 

The visa applicant provides a photograph and has fingerprints taken at a consular post. 
The Department of State (DOS) stores that data in their database system. The 
fingerprints are electronically forwarded to the US-VISIT fingerprint database (IDENT) for 
a check to determine if there is knbwn adverse information associated with thqt person. 
The fingerprints are stored in IDENT with relevant biographical information at that time. 
The DOS then makes a determinat'ion as to grant a visa based upon this and other 
available information. If the visa is granted, at the time that the traveler applies for 
admission at a port of entry, the photograph from the DOS database is available to the 
inspector and the fingerprint is verified against that taken at the time of visa application. 



Is the information accessible by other agencies or other entities {including 
contractors, vendors, and state and local governments)? 

· The US-VISIT Program has instituted strict controls over access to the information in its 
databases. Support contractors have access to the database information only to support 
system maintenance and development. For specific inquiries, records may be made 
available to state and local law enforcement agencies. The FBI and US-VISIT have 
established data exchange mechanisms to ensure that relevant information on terrorists' 
and other persons of interest to the U.S. is accurately reflected in their databases. 

Please describe the security measures used to protect the biometric information 
that is gathered, including any limitations on accessing the information. 

Access to the IDENT system is on a password-control basis only. Each transaction is 
logged and auditable. · 

Did your agency conduct any privacy assessments for this use of biometrics? If 
so, please attach copies of any relevant assessments. 

See the attached US-VISIT Privacy Impact Assessment (Attachment' 1 B) 

At what rate have false-positives been returned during the use of biometrics in this 
program? 

Fingerprints are captured at the time of visa application and compared to a database in 
order to determine if there is any existing adverse information associated with that 
individual. Professionals examine the fingerprints of potential record matches before any 
final determination is made. 

At the time of application for entry to the US at a port of entry, the fingerprints are 
compared on a one-to-one basis to establish that the traveler is the person who was 
granted the visa. False positives (i.'e. a traveler~s fingerprint matching that of the visa 
applicant's) are almost impossible, especially given the added security aspects of the 
inspection process, including document examination and interview. 

What is the process in place to ensure that there is not repeated false-positives in 
the system? 1 

As mentioned above, this does not apply to US-VISIT due to the way it has been 
established. · ·' 



Attachment 1A 
Pertinent Sections of the Enhanced Border Security Act 

SEC. <<NOTE: Deadlines. 8 USC 173.2.>> 303. MACHINE-READABLE, TAMPER

RESISTANT ENTRY AND EXIT DOCUMENTS. 

(a) Report.-

(1) In general.-Not later than 180 days after the date of 

enactment of this Act, the Attorn~y General, the Secretary of 

State, and the National Institute bf Standards and Technology 

(NIST), acting jointly, shall submit to the appropriate 

committees of Congress a comprehensive report assessing the 
' 

actions that will be necessary, antj the considerations to be 

taken into account, to achieve fully, not later than October 26, 

2004--

(A) implementation of the requirements of 

subsections (b) and (c); and 

(B) deployment of the equipment and software to 

allow biometric comparison and authentication of the 

documents described in subsections (b) and (c). 

(2) Estimates.-ln addition to the assessment required by 

paragraph (1), the report required by that paragraph shall 

include an estimate of the costs to be incurred, and the 
i 

personnel, man-hours, and other support required, by the 

Department of Justice, the Department of State, and NIST to 

achieve the objectives of subparagraphs (A) and (B) of paragraph 

(1 ). 

(b) Requirements.--

(1) In general.-Not later than October 26, 2004, the 

Attorney General and the Secretc:iry of State shall issue to 

aliens only machine-readable, tamper-resistant visas and other 

travel and entry documents that use 

biometric <<NOTE: Standards.>> identifiers. The Attorney General 



and the Secreta_ry of State shall jointly establish document 

authentication standards and biometric identifiers standards to 

be employed on such visas and other travel and entry documents 

from among those biometric identifiers recognized by domestic 

and international standards organizations. 

(2) Readers and scanners at ports of entry.--

(A) In general.--Not later than October 26, 2004, 

the Attorney General, in consultation with the Secretary 

of State, shall install at all ports of entry of the 

United States equipment and software to allow biometric 

comparison and authentication of all United States visas 

and other travel and entry documents issued to aliens, 

and passports issued pursuant to subsection (c)(1). 

(B) Use of readers and scanners.--The Attorney 

General, in consultation with the Secretary of State, 

shall utilize biometric data readers and scanners that-

(i) domestic and international standards 

organizations determine to be highly accurate when 

used to verify identity; 

(ii) can read the biometric identifiers 

utilized under subsections (b)(1) and (c)(1); and 
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(iii) can authenticate the document presented 

to verify identity. 

(3) Use of technology standard.--The systems employed to 

implement paragraphs (1) and (2) shall utilize the technology 

standard established pursuant to section 403( c) of the USA 

PATRIOT Act, as amended by section 201 (c)(5) and 202(a)(4)(B). 

(c) Technology Standard for Visa Waiver Participants.--

(1) Certification requirement.--Not later than October 26, 



2004, the government of each country that is designated to 

participate in the visa waiver prog'ram established under section 

217 of the Immigration and Nationality Act shall certify, as a 

condition for designation or continuation of that designation, 

that it has a program to issue to itp nationals machine-readable 

passports that are tamper-resistcint and incorporate biometric 
'; 

and document authentication identifi'ers that comply with 

applicable biometric and document identifying standards 

established by the International Civil Aviation Organization. 

This paragraph shall not be construed to rescind the requirement 

of section 217(a)(3) of the Immigration and Nationality Act. 

(2) Use of technology standard.--On and after October 26, 

2004, any alien applying for admission under the visa waiver 

program under section 217 of the Immigration and Nationality Act 

shall present a passport that meets the requirements of 
' ' ' 

; •' ' 

paragraph (1) unless the alien's passport was issued prior to 

that date. 

(d) Authorization of Appropriations.--There are authorized to be 

appropriated such sums as may be necessary to carry out this section, 

including reimbursement to international and domestic standards 

organizations. 

SEC. 307. DESIGNATION OF PROGRAM COUNTRIES UNDER THE VISA WAIVER 

PROGRAM. 

(a) Reporting Passport Thefts.--Sec~ion 217 of the Immigration and 

Nationality Act (8 U.S.C. 1187) is amended--

(1) by adding at the end of subsection (c)(2) the following 

new subparagraph: 

"(D) Reporting passport thefts.-The government of 

the country certifies that it reports to the United 



States Government on a timely basis the theft of blank 

passports issued by that country."; and 

(2) in subsection (c)(5)(A)(i), by striking "5 years" and 
' 

inserting "2 years"; and 

(3) by adding at the end of su9section (f) the following new 

paragraph: 

"(5) Failure to report passport ~hefts.-lf the Attorney 

General and the Secretary of State jointly determine that the 

program country is not reporting the theft of blank passports, 

. as required by subsection (c)(2)(0), the Attorney General shall 

terminate the designation of the country as a program 

country.". 

(b) Check <<NOTE: 8 USC 1736.>> of Lookout Databases.--Prior to the 

admission of an alien under the visa waiver program established under 

section 217 of the Immigration and Nationality Act (8 U.S.C. 1187), the 

Immigration and Naturalization Service shall determine that the 

applicant for admission does not appear in any of the appropriate 

lookout databases available to immigration inspectors at the time the 

alien seeks admission to the United States. 

. ~ 

SEC. 308. <<NOTE: 8 USC 1737.>> TRACKING SYSTEM FOR STOLEN PASSPORTS. 

(a) Entering Stolen Passport Identification Numbers in the 

Interoperable Data System.--

(1) In <<NOTE: Deadline.>> general.--Beginning with 
' 

implementation under section 202 of the law enforcement and 

intelligence data system, not later:than 72 hours after 

receiving notification of the loss or theft of a United States 

or foreign passport, the Attorney General and the Secretary of 

State, as appropriate, shall enter.into such system the 

corresponding identification number for the lost or stolen 

passport. 



(2) Entry of information on previously lost or stolen 

passports.--To the extent practicable, the Attorney General, in 

consultation with the Secretary of State, shall enter into such 

system the corresponding identification numbers for the United 

States and foreign passports lost or stolen prior to the 

implementation of such system. 

(b) Transition Period.--Until such time as the law enforcement and 

intelligence data system described in section 202 is fully implemented, 

the Attorney General shall en.ter the data described in subsection (a) 

. Jnto an existing data system being used to determine the admissibility 

or deportability of aliens. 



SEC. 603. <<NOTE: 8use1772.>> INTERNATIONAL COOPERATION. 

(a) International Electronic Data System.--The Secretary of State 

and the Commissioner of Immigration and Naturalization, in consultation 

with the Assistant to the President for Homeland Security, shall jointly 

conduct a study of the alternative approaches (including the costs of, 

and procedures necessary for, each alternative approach) for encouraging 

or requiring Canada, Mexico, and countries treated as visa waiver 

program countries under section 217 of the Immigration and Nationality 

Act t.o develop ari intergovernmental network of interoperable electronic 

data sy'stems that-

( 1) facilitates real-time access to that country's law 

enforcement and intelligence information that is needed by the 

Department of State and the Immigration and Naturalization 

Service to screen visa applicants and applicants for admission 

into the United States to identify aliens who are inadmissible 

or deportable under the Immigration and Nationality Act (8 

U.S.C. 1101 et seq.); 

(2) is interoperable with the electronic data system 

· implemented under section 202; and 

(3) performs in accordance with implementation of the 
' 

technology standard referred to in section 202(a). 

(b) Report.--Not <<NOTE: Deadline.>> later than 1 year after the 

date of enactment of this Act, the Secretary of State and the Attorney 

General shall submit to the appropriate committees of Congress a report 

setting forth the findings of the study conducted under subsection (a). 

[[Page 116 STAT. 565]] 
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US-VISIT Program, Increment 1 

Privacy Impact Assessment 

1. Introduction 
Congress has directed the Executive Branch to establish an integrated entry and exit data 

system to accomplish the following goals1
: 

1. Record the entry into and exit out of the United States of covered individuals; 

2. Verify the identity of covered individuals; and 

3. Confirm compliance by visitors with the terms of their admission into the United States. 

The Department of Homeland Security (DHS) proposes to comply with this 
congressional mandate by establishing the United States Visitor and Immigration Status 
Indicator Technology (US-VlSIT) program. The first phase of US-VISIT, referred to as 
Increment 1, will capture entry and exit information about non-immigrant visitors whose 
records are not subject to the Privacy Act. Rather than establishing a new information system, 
DHS will integrate and enhance the capabilities of existing systems to capture this data. In an 
effort to make the program transparent, as well as to address any privacy concerns that may 
arise as a result of the program, DHS's Chief Privacy Officer has directed that this PIA be 
performed in accordance with the guidance issued by OMB on September 26, 2003. As US
VISIT is further developed and deployed, this PIA will be updated to reflect future increments. 

2. System Overview 

• What information is to be collected 

Individuals subject to the data collection requirements and processes of Increment 1 of the 
US-VISIT program ("covered individuals") are nonimmigrant visa holders traveling through air 
and sea ports. The DHS regulati~ns and related Federal Register notice for US-VISIT 
Increment 1 will fully detail coverage of the program. 

The information to be collected from these individuals includes complete name, date of 
birth, gender, country of citizenship, passport number and country of issuance, country of 
residence, travel document type (e.g.,: visa), number, date and country of issuance, complete 
U.S. address, arrival and departure information, and for the first time, a photograph, and 

} 

fingerprints. US-VISIT will capture and store this information from existing systems that 
already record it or are being modified to allow for its collection. 

1 Congress enacted several statutory provisions concerning an entry exit program, including provisions in: The 
Immigration and Naturalization Service Data Management Improvement Act of 2000 (DMIA) Public Law 
106-215; The Visa Waiver Permanent Program Act of 2000 (VWPPA); Public Law 106-396; The U.S.A. 
PATRIOT Act, Public Law 107-56; and The Enhanced Border Security and Visa Entry Reform Act ("Border 
Security Act"), Public Law 107-173. 



• Why the information is being collected 

In numerous statutes, Congress has indicated that an entry exit program must be put in place 
to verify the identity of covered indiv~duals who enter or leave the United States. In keeping 
with this expression of congressional intent and in furtherance of the mission of the Department 
of Homeland Security, the purposes of US-VISIT are to identify individuals who may pose a 
threat to the security of the United States, who may have violated the terms of their admission 
to the United States, or who may be wanted for the commission of a crime in the U.S. or 
elsewhere, while at the same time facilitating legitimate travel. 

• What opportunities individu,als will have to decline to provide information 
or to consent to particular· uses of the information and how individuals 
grant consent 
The admission into the United States of an individual subject to US-VISIT requirements 

will be contingent upon submission. of the information required by US-VISIT, including 
biometric identifiers. A covered individual who declines to provide biometrics is inadmissible 
to the United States, unless a discretionary waiver is granted under section 212( d)(3) of the 
Immigration and Nationality Act. Such an individual may withdraw his or her application for 
admission, or be subject to removal proceedings. US-VISIT has its own privacy officer, 
however, to ensure that . the privacy of all visitors is respected and to respond to individual 
concerns which may be raised about the collection of the required information. Further, the 
DHS Chief Privacy Officer will exercise comprehensive oversight of all phases of the program 
to ensure that privacy concerns are respected throughout implementation. The DHS Chief 
Privacy Officer will also serve as the review authority for all individual complaints and 
concerns about the program. 

3. Increment 1 System Architecture 
US-VISIT Increment 1 will accomplish its goals primarily through the integration and 

modification of the capabilities of three existing systems: 

1. The Arrival and Departure Information System (ADIS) 

2. The Passenger Processing Component of the Treasury Enforcement Communications 
System (TECS)2 

3. Automated Biometric Identification System (IDENT) 

US-VISIT Increment 1 will also involve modification and extension of client software on 
Port of Entry (POE) workstations and the development of departure kiosks. 

The changes to these systems include: ' 

2 As indicated in the US-VISIT Increment 1 ~unctional Requirements Document (FRD), the Passenger Processing 
Component of TEC S consists of two systems, where "system" is used in the sense of the E-Govemment Act, title 
44, Chapter 35, section 3502 of US Code; i.e., "a discrete set of information resources organized for the collection, 
processing, maintenance, use, sharing, dissemination, or disposition of information." The two systems, and the 
process relevant to US-VISIT Increment 1 that they support, are (1) Interagency Border Inspection System (IBIS), 
supporting the lookout process and providing interfaces with the Intetpol and National Crime Information Center 
(NCIC) databases; and (2) Advance Passenger Information System (APIS), supporting the entry process by 
receiving airline passenger manifest information. 
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1. Modifications of TECS to give immigration inspectors the ability to display non
immigrant-visa (NIV) data. 

2. Modifications to the ADIS database to accommodate additional data fields, to interface 
with other systems, and to generate various types of reports based on the stored data. 

3. Modifications to the IDENT database to capture biometrics at the primary port of entry 
(POE) and to facilitate identity verification. 

4. Establishment of interfaces to facilitate the transfer of biometric information from 
IDENT to ADIS and from ADIS to TECS. 

5. Establishment of other interfaces to facilitate transfer· of changes in the status of 
individuals from two other data bases-the Student and Exchange Visitor fuformation 
System (SEVIS) and the Computer Linked Application fuformation Management 
System (CLAIMS 3) to ADIS. 
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Figure 1 presents data flows in the context of the high-level system architecture . . 
Source: US-VISIT Increment 1 Functional Requirements Document 
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• Intended use of the information 

DHS intends to use the information collected and maintained by US-VISIT Increment 1 to 
carry out its national security, law enforcement, immigration control, and other functions. 
Through the enhancement and integr~tion of existing database systems, DHS will be able to 
ensure the entry of legitimate visitors, identify, investigate, apprehend and/or remove aliens 
unlawfully entering or present in the United States beyond the lawful limitations of their visit, 
and prevent the entry of inadmissible ,aliens. US-VISIT thus will enable DHS to protect U.S. 
borders and national security by main~ining improved immigration control. US-VISIT will also 
help prevent aliens from obtaining benefits to which they are not entitled. 

4. Maintenance and Administrative Controls on Access to the Data 

• With whom the information will be shared 

The personal information collected and maintained by US-VISIT Increment 1 will be 
accessed principally by employees of DHS components-Customs and Border Protection, 
Immigration and Customs Enforcement, Citizenship and Immigration Services, and the 
Transportation Security Administration-and by consular officers of the Department of. State. 
Additionally, the information may be shared with other law enforcement agencies at the federal, 
state, local, foreign, or tribal level, who, in accordance with their responsibilities, are lawfully 
engaged in collecting law enforcement intelligence information (whether civil or criminal) 
and/or investigating, prosecuting, enforcing, or implementing civil and/or criminal laws, related 
rules, regulations, or orders. The system of records notices for the existing systems on which 
US-VISIT draws provide notice as to the conditions of disclosure and routine uses for the 
information collected by US-VISIT, provided that any disclosure is compatible with the 
purpose for which the information was, collected. 

US-VISIT transactions will have a unique identifier to differentiate them from other !DENT 
transactions. This will allow for improved oversight and audit capabilities to ensure that the 
data are being handled consistent with all applicable federal laws and regulations regarding 
privacy and data integrity. 

• How the information will be secured 
The US-VISIT program will secure information and the systems on which that information 

resides, by complying with the requirements of the DHS IT Security Program Handbook. This 
handbook establishes a comprehensive program, consistent with federal law and policy, to 
provide complete information security, including directives on roles and responsibilities, 
management policies, operational policies, and application rules, which will be applied to 
component systems, communications between component systems, and at interfaces between 
component systems and external system~. 

One aspect of the DHS comprehensive program to provide information security involves the 
establishment of rules of behavior for each major application, including US-VISIT. These rules 
of behavior require users to be adequately trained regarding the security of their systems. These 
rules also require a periodic assessment of technical, administrative and managerial controls to 
enhance data integrity and accountability. System users must sign statements acknowledging 
that they have been trained and understand the security aspects of their systems. In addition, the 
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rules of behavior already in effect for each of the component systems on which US-VISIT 
draws will be applied to the program, adding an additional layer of security protection. 

The table below provides detail on the various measures employed to address potential 
security threats to US-VISIT Increment 1. 

Security Threats and Mitigation Methods Detailed 

Nature of Threat Architectural Safeguard Mechanism 
Placement 

Intentional physical ADIS Physical protection The ADIS database and application is 
threats from 

I 
maintained at a Department of Justice Data 

unauthorized ' Center. Physical controls of that facility 
external entities (e.g., guards, locks) apply and prevent entree 

by unauthorized entities. 

Intentional physical Passenger Physical protection The Passenger Processing Component of 
threats from Processing TECS is maintained on a mainframe by 
unauthorized Component of CBP. Physical controls of the TECS facility 
external entities TECS (e.g., guards, locks) apply and prevent entree 

by unauthorized entities. 

Intentional physical ID ENT Physical protection IDENT is maintained on an IBM cluster. 
threats from Physical controls of the facility (e.g., guards, 
external entities locks) apply and prevent entree by 

unauthorized entities. 

Intentional physical POE Physical protection Physical controls will be specific to each 
threats from Workstation POE. 
external entities 

Intentional and System-wide Technical protection: User identifier and password, managed by 
unintentional Identification and the Password Issuance Control System 
electronic threats authentication (I&A) (PICS). 
from authorized 
(internal and 
external) entities 

5. Information Life Cycle and Privacy Impacts 
The following analysis is structure4 according to the information life cycle. For each life

cycle stage-collection, use and disclosure, processing, and retention and destruction-key 
issues are assessed, privacy risks id~ntified, and ·mitigation measures discussed. Risks are 
related to fair information principles-notice/awareness, choice/consent, access/participation, 
integrity/security, and enforcement/redress-that form the basis of many statutes and codes. 

• Collection 

US-VISIT Increment 1 collects only the personal information necessary for its purposes. 
While Increment 1 does not constitute a new system of records, it does expand the types of data 
held in its component systems to include biometric identifiers. By definition this creates a 
general privacy risk. This risk is mitigated, however, by establishment of a privacy policy · 
supported and enforced by a comprehensive privacy program. This program includes a separate 
Privacy Officer for US-VISIT, mandatory privacy training for system operators, and 
appropriate safeguards for data handling. 
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• Use and Disclosure 

The IDENT and TECS systems collect data that are used for purposes other than US-VISIT. 
As a result, data collected for US-vISIT through these systems may become available for 
another functionality embodied in these component systems. This presents a potential notice 
risk: will the data be used for a purpose consistent with US-VISIT? This risk is mitigated in 
several ways. First, US-VISIT isolates US-VISIT data from non US-VISIT data on component 
systems, and users will be subject to specific privacy and security training for this data. 
Second, the IDENT and TECS systems already have their own published SORNS, which 
explain the uses to which the data they collect will be put, for US-VISIT as well as non-US
VISIT purposes. This, too, mitigates the notice risk. Third, Memoranda of Understanding and 
of Agreement are being negotiated with third parties (including other agencies) that will address 
protection and use of US-VISIT data, again to mitigate this notice risk. 

• Processing 

Data exchange, which will take place over an encrypted network between US-VISIT 
Increment 1 component systems and/o.r applications is limited, and confined only to those that 
are functionally necessary. Although much of the personal information going into ADIS from 
SEVIS and CLAIMS 3 is duplicative of data entering ADIS from TECS, this duplication is to 
ensure that changes in status received from SEVIS or CLAIMS 3 are associated with the correct 
individual, even in cases of data element mismatches (i.e., differing values for the same data 
element received from different sources). This mitigates the data integrity risk. A failure to 
match generates an exception report that prompts action to resolve the issue. This also mitigates 
integrity risk by guarding against incorrect enforcement actions resulting from lost immigration 
status changes. (The data flows from SEVIS and CLAIMS 3 principally support changes in 
status.) 

On the other hand, if a match is made, but there are some data element mismatches, no 
report is generated identifying the relevant records and data elements (one or more of which 
must have inaccurate or improper values) and no corrective action is taken. This is due to the 
resources that would be required to investigate all such events. This integrity risk again creates 
a possibility of incorrect enforcement actions if the match was made in error as a result of the 
data element mismatches. However, t4is aspect of the integrity risk is mitigated by subjecting 
all status changes that would result in enforcement actions to manual analysis and verification. 
A quality assurance process will also be used to identify any problem trends in the matching 
process. 

• Retention and Destruction ' 

The policies of individual component systems, as stated in their SORNs, govern the 
retention of personal information collected by US-VISIT. Because the component systems were 
created at different times for different purposes, there are inconsistencies across the SORNs 
with respect to data retention policies. There is also some duplication in the types of data 
collected by each system. These inconsistencies and duplication result in some heightened 
degree ofrisk with respect to integrity/security of the data, and to access and redress principles, 
because personal information could persist on one or more component· systems beyond its 
period of use or disappear from one or more component systems while still in use. These risks 
are mitigated, however, by having a Privacy Officer for US-VISIT to handle specific issues that 
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may arise, by providing review of the Privacy Officer's decision by the DHS Chief Privacy 
Officer, and, to the extent permitted .by existing law, regulations, and policy, by allowing 
covered individuals access to their: information and permitting them to challenge its 
completeness. Additionally, as an overarching mechanism to ensure appropriate privacy 
protections, US-VISIT operators will conduct periodic strategic reviews of the data to ensure 
that what is collected is limited to that which is necessary for US-VISIT purposes, 

US-VISIT Increment 1 will store :fingeiprint images, both in the IDENT database and 
transiently on the some POE workstations and departure kiosks. These images are, of course, 
sensitive, and their storage could present a security as well as a privacy risk. Because retention of 
:fingeiprint images is functionally necessary so that manual comparison of :fingeiprints can be 
performed to verify biometric watch list matches, appropriate mitigation strategies will be utilized, 
including encryption on the departure kiosks and physical and logical access controls on the POE 
workstations and on the IDENT system. 

The chart below shows, in tabular form, the privacy risks associated with US-VISIT, 
Increment One, and the mitigation efforts that will address these risks. 

Privacy Threats and Mitigation Methods Detailed 

Type of Threat Description of Threat Type of Measures to Counter/Mitigate 
Threat 

Unintentional threats Unintentional threats include flaws in These threats are addressed by (a) 
from insiders3 privacy policy definition; mistakes in developing a privacy policy consistent 

information system design, development, with Fair Information Practices, laws, 
integration, configuration, and operation; regulations, and OMB guidance; (b) 
and errors made by custodians (i.e., defining appropriate fun?tional and 
personnel of organizations with custody interface requirements; developing, 
of the information). These threats can be integrating, and configuring the system 
physical (e.g., leaving documents in plain in accordance with those requirements 
view) or electronic in nature. These and best security practices; and testing 
threats can result in .insiders being and validating the system against those 
granted access to information for which requirements; and ( c) providing clear 
they are not authorized or not consistent operating instructions and training to 
with their responsibilities. users and system administrators. 

Intentional threat from Threat actions can be characterized as These threats are addressed by a 
insiders improper use of authorized capabilities combination of technical safeguards 

(e.g., browsing, removing information (e.g., access control, auditing, and 
from trash) and circtJmvention of anomaly detection) and administrative 
controls to take unauthorized actions safeguards (e.g., procedures, training). 
(e.g., removing data from a workstation 
that has been not been shut om. 

3 Here, the term "insider" is intended to include individuals acting under the authority of the system owner or 
program manager. These include users, system administrators, maintenance personnel, and others authorized for 
physical access to system components. 
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Intentional and Intentional: These threats are addressed by technical 
unintentional threats Threat actions can be characterized safeguards (in particular, boundary 
from authorized as improper use of authorized controls such as firewalls) and 
external entities4 capabilities (e.g., misuse of administrative safeguards in the form of 

information provided by US-VISIT) routine use agreements which require 
and circumvention of controls to external entities (a) to conform with the 
take unauthorized actions (e.g., rules of behavior and (b) to provide 
unauthorized access to systems). safeguards consistent with, or more 

Unintentional: stringent than, those of the system or 
Flaws in priv~cy policy definition; program. 

· mistakes in information system 
design, development, integration, 
configuration; and operation; and 
errors made by custodians 

Intentional threats from Threat actions can be characterized by These threats are addressed by physical 
external unauthorized mechanism: physical attack (e.g., theft of safeguards, boundary controls at external 
entities equipment), electronic attack (e.g., interfaces, technical safeguards (e.g., 

hacking, interception of identification and authentication, 
communications), and personnel attack encrypted communications), and clear 
(e.g., social engineering). operating instructions and training for 

users and system administrators. 

6. Summary and Conclusio.ns 

Legislation both before and after the events of September 11, 2001 led to the development 
of the US-VISIT Program. The program is based on Congressional concerns with visa 
overstays, the number of illegal foreign nationals in the country, and overall border security 
issues. Requirements for the program, including the implementation of an integrated and 
interoperable border and immigration management system, are embedded in various provisions 
of The Immigration and Naturalization Service Data Management Improvement Act of 2000 
(DMIA) Public Law 106-215; The Visa Waiver Permanent Program Act of 2000 (VWPPA); 
Public Law 106-396; The U.S.A. PATRIOT Act, Public Law 107-56; and The Enhanced 
Border Security and Visa Entry Reform Act ("Border Security Act"), Public Law 107-173. As a 
result, many of the characteristics of US-VISIT were pre-determined. These characteristics 
include: 

• Use of a National Institute of:Standards and Technology (NIST) biometric standard for 
identifying foreign nationals; • · 

• Use of biometric identifiers i11 travel and entry documents issued to foreign nationals, 
including the ability to read such documents at U.S. ports of entry; 

• Integration of arrival/departure data on foreign nationals, including commercial carrier 
passenger manifests; and 

• Integration with other law enforcement and security systems. 

4 These include individuals and systems which are not under the authority of the system owner or program 
manager, but are authorized to receive information from, provide information to, or interface electronically with 
the system. 
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These and other requirements substantially constrained the high-level design choices 
available to the US-VISIT Program. A major choice for the program concerned whether to 
develop an entirely or largely new system or to build upon existing systems. Given the 
legislatively imposed deadline of December 31, 2003 for establishing an initial operating 
capability, along with the various integration requirements, the program opted to leverage 
existing systems-IDENT, ADIS, and ~e Passenger Processing Component ofTECS. 

· As a result of this choice for Increment 1, DHS has determined that a new information 
system would not be created. Nevertheless, in order to effectively and accurately assess the 
privacy risks of US-VISIT, and because the program represents a new business process, this 
Privacy Impact Assessment was performed In the process of conducting this PIA. DHS 
identified the need to (1) update the SORNs of the ADIS and !DENT systems to accurately 
reflect US-VISIT requirements and usage, which has been accomplished, and (2) examine the 
privacy and security aspects of the existing SORNs and implement any additional necessary 
strategies to ensure the privacy and security of US-VISIT data. 

Based on this analysis, it can be concl~ded that 

• Most of the high-level design choices for US-VISIT Increment 1 were statutorily 
pre-determined; 

• US-VISIT Increment 1 creates a pool of individuals whose personal information is at 
risk; but 

• US-VISIT Increment 1 mitigates specific privacy risks; and 

• US-VISIT, through its own Privacy Officer and in collaboration with the DHS Chief 
Privacy Officer, will continue to track, assess, and address privacy issues throughout the 
life of the US-VISIT program and update this PIA to reflect additional increments of the 
program. 

Contact Point and Reviewing Official 

Contact Poitit: 

Reviewing Official: 

Comments 

Steve Yonkers 

~yOfficer 

Nuala O'Connor Kelly 
--ffi.cer, DHS 

We welcome your comments on this privacy impact assessment. Please write to: Privacy 
Office, Attn.: US-VISIT PIA, U.S. Department Of Homeland Security, Washington, DC 20528, 
or email privacy@dhs.gov. Please include US-VISIT PIA in the subject line of the email. 
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Appendix 

US-VISIT Program 

Privacy Policy 

What is the purpose of the US-VISIT program? 

The United States Visitor Immigrant Status Indicator Technology (US:. VISIT) is a United 
States Department of Homeland Security (DHS) program that enhances the country's entry and 
exit system. It enables the United States to record the entry into and exit out of the United 
States of foreign nationals requiring a visa to travel to the U.S., creates a secure travel record, 
and confirms their compliance with the terms of their admission. 

The US-VISIT program's goals are to: 

a. Enhance the security of Ameriqan citizens, permanent residents, and visitors 

b. Facilitate legitimate travel and trade 

c. Ensure the integrity of the immigration system 

d. Safeguard the personal privacy of visitors 

The US-VISIT initiative involves collecting biographic and travel information and biometric 
identifiers (fingerprints and a digital photograph) from covered individuals to assist border 
officers in making admissibility decisions. The identity of covered individuals will be verified 
upon their arrival and departure. 

Who is affected by the program? 

Individuals subject to the requirements and processes of the US-VISIT program ("covered 
individuals") are those who are not U.S. citizens at the time of entry or exit or are U.S. citizens 
who have not identified themselves as such at the time of entry or exit. Non-U.S. citizens who 
later become U.S. citizens will no longer be covered by US-VISIT, but the information about 
them collected by US-VISIT while th~y were non-citizens will be retained, as will information 
collected about citizens who did not identify themselves as such. 

What information is collected? 
~ 

The US-VISIT program collects biogtaphic, travel, travel document, and biometric information 
(photographs and fingerprints) pertaining to covered .individuals. No personally identifiable 
information is collected other than that which is necessary and relevant for the purposes of the 
US-VISIT program. 

How is the information used? 

The information that US-VISIT collects is used to verify the identity of covered individuals 
when entering or leaving the U.S. Tijis enables U.S. authorities to more effectively identify 
covered individuals that: 

11 



• Are known to pose a threat or are suspected of posing a threat to the security of the 
United States; 

• Have violated the terms of their admission to the United States; or 

• Are wanted for commission of a criminal act in the United States or elsewhere. 

Personal information collected by US-VISIT will be used only for the purposes for which it 
was collected, unless other uses are sp~cifically authorized or mandated by law. 

Who will have access to the information? 
., 

Personal information collected by US-VISIT will be principally accessed by Customs and 
Border Protection, Immigration and: Customs Enforcement, Citizenship and Immigration 
Services, and Transportation Security Officers of the Department of Homeland Security and 
Consular Officers of the Department of State. Others to whom this information may be made 
available include appropriate federal, state, local, or foreign government agencies when needed 
by these organizations to carry out their law enforcement responsibilities. 

How will the information be protected? 

Personal information will be kept secure and confidential and will not be discussed with, nor 
disclosed to, any person within or outside the US-VISIT program other than as authorized by 
law and in the performance of official duties. Careful safeguards, including appropriate 
security controls, will ensure that the data is not used or accessed improperly. In addition, the 
DHS Chief Privacy Officer will review pertinent aspects of the program to ensure that proper 
safeguards are in place. Roles and responsibilities of DHS employees, system owners and 
managers, and third parties who manage or access information in the US-VISIT program 
include: 

1. DHS Employees 

As users of US-VISIT systems and records, DHS employees shall: 

• Access records containing personal information only when the information is needed to 
carry out their official duties. . 

• Disclose personal information only for legitimate business purposes and in accordance 
with applicable laws, regulations, and US-VISIT policies and procedures. 

2. US-VISIT System Owners/Managers 

System Owners/Managers shall: 

• Follow applicable laws, regulations, and US-VISIT program and DHS policies and 
procedures in the development, implementation, and operation of information systems 
under their control. 

• Conduct a risk assessment to identify privacy risks and determine the appropriate 
security controls to protect against the risk. 

• Ensure that only personal information that is necessary and relevant for legally 
mandated or authorized purposes is collected. 

• Ensure that all business processes that contain personal information have an approved 
Privacy Impact Assessment. Privacy Impact Assessments will meet appropriate OMB 
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and DHS guidance and will be updated as the system progresses through its 
development stages. 

• Ensure that all personal information is protected and disposed of in accordance with 
applicable laws, regulations, and US-VISIT program and DHS policies and procedures. 

• Use personal information collected only for the purposes for which it was collected, 
unless other purposes are explicitly mandated or authorized by law. 

• Establish and maintain apprdpriate administrative, technical, and physical security 
safeguards to protect personal information. 

3. Third Parties 

Third parties shall: 

• Follow the same privacy protection guidance as DHS employees. 

How long is information retained? 

Personal information collected by US-VISIT will be retained and destroyed in accordance with 
applicable legal and regulatory requirements. 

Who to contact for more information about the US-VISIT program 

Individuals whose personal information is collected and used by the US-VISIT program may, 
to the extent permitted by law, examine their information and request correction of 
inaccuracies. Individuals who believe US-VISIT holds inaccurate information about them, or 
who have questions or concerns relating to personal information and US-VISIT, should contact 
the Privacy Officer, US-VISIT Program, Department of Homeland Security, Washington, DC 
20528. Further information on the US-VISIT program is also available at www.dhs.gov/us
visit. 
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Attachment 1 C 

OHS US-VISIT Interim Standard Operating Procedures 
for Biometric Enrollment 



MAN-1-0FO:PO:CM 

TO : Directors, Field Operations 
Director, Preclearance 

FROM : Executive Director Isl Robert Jacksta 
Border Security and Facilitation 

SUBJECT: Interim Standard Operating Procedures for United States Visitor and 
Immigrant Status (US-VISIT) biometric enrollment on January 5, 2004 

:'.This memorandum establishes interim Customs and Border Protection (CBP) policy and 
:.operating procedures for the US-VISIT biometric enrollment of nonimmigrant arrivals at 
air and seaports on January 5, 2004. The first phase of US-VISIT, Increment One, 
requires nonimmigrant visa hhlders, making an application for admission, to submit 
biometrics as a condition of entry during the primary inspection process. In addition, 
Increment One is only applicable at designated air and seaports with primary terminal 
inspection facilities. 

While US-VISIT adds an additional biometric collection requirement to the existing 
primary inspection process, it does not supersede any operating procedures currently in 
place. · 

A. Who is exempt from US-VISIT enrollment? 

CBP primary officers will collect fingerprints and photographs from aliens applying for 
admission with a non immigrant visa upon arrival at US-VISIT designated air and 
seaports. Citizens and Lawful Permanent Residents of the United States are not subject 
to US-VISIT enrollment requirements and will not be enrolled in US-VISIT. 

Applicants for admission that~re exempt from documentary requirements pursuant to 8 
CFR 212.1 such as citizens of Canada and Bermuda are exempt from 
US-VISIT enrollment unless applying for admission with a nonimmigrant visa. 
Non immigrant Mexican visa ·holders (Border Crossing Cards included) will be enrolled in 
US-VISIT if entering at designated air and seaports. 

· ·Applicants for admission who are citizens from Visa Waiver Program (VWP) participant 
countries are exempt from US-VISIT enrollment unless applying for admission with a 
nonimmigrant visa. 

Applicants for admission who are in possession of a valid nonimmigrant visa in the A-1, 
A-2, C-3 (except for attendants, servants or personal employees of accredited officials), 
G-1, G~2, G"'.3. G-4, NAT0-1, NAT0-2, NAT0-3, NAT0-4, NAT0-5 or 
NAT0-6 classifications are exempt from US-VISIT enrollment. 



Applicants for admission who are under the age of 14 or over the age of 79 are exempt 
from US-VISIT enrollment. 

Applicants for admission who are subject to the Special Registration Requirements 
(NSEERS) as specified in 8 C.F.R. 261.1(f)(8) are exempt from US-VISIT enrollment 
during the primary inspection process. Applicants for admission with an approved waiver 
for the NSEERS requirement are subject to US-VISIT enrollment. 

CBP will make every reasonable effort to accommodate any person with disabilities. 
Applicant requests for special accommodations to complete primary processing should 
be referred to secondary. The biometric requirement may be waived at the discretion of 
the CBP primary officer for applicants with physical limitations, which prevent the 

,~:collection ·of the biometrics. If an index fingerprint is amputated, unreadable or injured, 
)hen the thumb of the same hand will be utilized. If both are amputated, unreadable or 
; injured then the middle finger is utilized. The ring and little finger are next in sequence if 
the middle finger is also missing. Applicants for admission expressing privacy concerns 

: are to be referred to secondary for processing. 

Applicants who are enrolled and utilize INSPASS will be exempt from US-VISIT 
. enrollment as a biometric is collected. 

B.' What happens if an alien refuses to provide the required biometrics? 

A nonimmigrant alien who refuses to provide biometric identifiers when seeking 
admission to the United States may be deemed inadmissible under the Immigration and 
Nationality Act (INA), section 212(a) (7) (failure to provide appropriate documents). The 
nonimmigrant alien's admission is conditioned on compliance with requirement to provide 
biometric identifiers. A nonimmigrant alien who refuses to provide biometrics at primary 
or does not understand the process should be sent to secondary for further questioning 
and any additional processing. 

C. What are the new CBP primary procedures? 

Nonimmigrant aliens subject to US-VISIT enrollment must still undergo a full primary 
inspection, including all record checks. The CBP primary officer determines identity, 
examines travel documents, intervi~ws the applicant and completes the primary 
inspection of various categories of aliens and citizens, including the execution of various 
forms. This policy does not alter existing guidance on lnteragency Border Inspection 
System/Advance Passenger Information System (IBIS/APIS) or other database queries. 

The CBP primary officer is required to scan the entry documents to query against 
IBIS/APIS. The US-VISIT enrollment process requires the CBP primary officer to capture 
the biometrics, fingerprints and photograph, of the applicant for admission. 

The CBP primary officer is required to scan documents, key information for non-machine
readable documents and correct manifest data if required. IBIS/APIS will return the 



results of the biographic query to the primary officer. Each officer will review the query 
response and respond accordingly. IBIS/APIS will also identify whether a biometric (FIN 
- Fingerprint Identification Number) has been recorded for the applicant for admission. A 
new feature of the CBP primary screen will include a nonimmigrant visa image 
(DataShare ), which will be reviewed and compared against all documents provided by 
the applicant. At this tim~. the applicant is to be enrolled in US-VISIT. The officer is to 
toggle to the US-VISIT/I DENT system. The primary officer is required to provide clear 
professional instructions to the applicant in order to obtain biometric identifiers for 
comparison. The officer will take two fingerprints, a digital photograph and submit the 
query to IDENT. The US-VISIT system defaults to collect the left fingerprint first. Each 
in'dividualofficer is responsible for ensuring the correct finger is placed on the scanner. 
Afterthe officer submits the transmission query to IDENT, the officer will toggle back to 

· IBIS,· conduct the interview, await tt,ie IDENT query results and respond accordingly. 
Anoth'er new feature of the CBP primary screen include biometric transmission displays 

~·atg'reen and red identifiers to assist the officer. The color green indicates no hit found 
} and the color red indicates a referral to secondary is required. 

'Tb prevent IDENT biometric data capture errors while performing primary, officers are to 
· ensure that each applicant for ad~jssion is processed individually and that each 
inspection is completed before processing another applicant. This is especially 
imperative in relation to the inspection of family groups. If an error in biometric data 
captured is identified, the officer must locate the Form 1-94 for the applicant whose 
biographic Information was displayed on the IBIS screen when the incorrect biometric 
was collected. At this time, biometric error corrections can only occur at the national 
level. Copies of the Form 1-94 are to be faxed to the US-VISIT Technical Team, ATTN: 
E\le Hermes at primary fax number 202-298-5235 or fax number 202-298-5208. If the 
Form 1:..94 is not available, the information required for corrective actions includes: date, 

'· location, name, flight number and date of birth. 

ff an applicant is admitted, the officer will complete IBIS/APIS confirmation, class of 
admission screen and the corresponding period of the admission. At this time, all 
applicants for admission at primary even if referred to secondary will be enrolled in US
VISIT. If the applicant is referred to secondary the GOA screen will not be completed. 
Current US-VISIT backend technical procedures will ensure the necessary interfaces to 
distinguish admitted and refused entries. 

The primary officer must identify applicants who may not be admissible or whose 
inspection will require additional time. The primary officer must communicate with the 
secondary officer via IBIS, all known information including the basis of the referral. 

D. What are the new CBP secondary procedures? 

For a'ny applicant referred to secondary due to a US-VISIT IDENT hit, the US-VISIT 
IDENT Secondary Inspections Tool {SIT) web page (HTTPS://Apps.ICE.DHS.GovNISIT) 
must be checked to verify the results of any mismatch or watch list biometric hits. This 
tool will show if the hit has been cleared or verified as a hit. If verified as a hit, it will 
provide a link to show the watch list or mismatch information. Established IDENT 



standard operating procedures state that an expert fingerprint examiner at the Western 
Identification Network Automated Fingerprint Identification System or Biometric Support 
Center will complete confirmation on the identity of the primary match and this 
confirmation will show up in the SIT within ten minutes of the hit on primary. 

If the applicant is admitted to the United States, the secondary officer will closeout the 
. primary referral. Secondary officers will include in the comment section of the closeout 
record the transaction number obtained from the US-VISIT IDENT web page. 

If the applicant is determined to be inadmissible to enter the United States, the secondary 
officer will process the applicant for· an adverse action according to established 
procedures. 

E. What is the procedure to report equipment malfunctions or outages? 

:At this time, system outages, equipment malfunctions or significant US-VISIT response 
slowdowns will be immediately reported to both the Newington Help Desk at (703) 921-
6000 and the CSP US-VISIT Operations Response Desk at (202) 927-1391 . Officers 
are encouraged to consult with the on-site tiger teams who will provide technical and 
training support during the initial phase of US-VISIT. 

. ~ ; . 

F. ·· sumrt'lary 

CSP primary officers will collect fingerprints and photographs frol'!I aliens applying for 
admission with a n.onimmigrant visa upon arrival at US-VISIT designated air and 
seapbrts. 

Directors .and Port Directors are to. ensure that CSP officers performing primary 
inspections are aware of this mern9randum. Supervisory and/Or management officials 
will ensure that officers are familiar with and comply with, the contents of this 
memorandum. 

If you have any further questions regarding the procedures outlined in this memorandum 
please contact' Bprder Security and Facilitation, at 

r 
,I 



Attachment 2 
OHS Biometric~ Survey: SENTRI Pedestrian Test 

Please identify the program/initiative and the purpose for using biometrics. 

SENTRI pedestrian test. 

What is the type of biometrics technology used? 

Border Security and Facilitation will plan to test a new concept where facial and 
fingerprint recognition will be tested in the primary inspection process at the San Ysidro 
Port of Entry in early fall 2004. 

· How much did it cost your agency to implement the use of biometrics for the 
program/initiative and what is the FY04 projected cost for using the technology? 

This is only a test and there are no funds appropriated . 

. Is ,the use of biometrics for this program or initiative mandated by statue or rule? 

No. 

How is the.biometrics informatio.n gathered collected, and stored? 

The information and biometrics will be gathered and stored in the same manner as the 
current SENTRI enrollment process used for facilitating entry to vehicle occupants. 

Is the information accessible by' other agencies or other entities (including 
contractors, vendors, and state and local governments)? 

. No, the information will be safeguarded in the same manner as the current SENTRI 
program as described above. The information will be made accessible only to those who 
are representatives of the contractor installing the application. 

! 

Please describe the security measures used to protect the biometric information 
that is gathered, including any limitations on accessing the information. 

The information will be compliant to security measures as outlined by current OIT policy 
as is to the existing SENTRI vehicle program. 

Did your agency conduct any privacy assessments for this use of biometrics? 
.I 

No. 

At what rate have false-positives been returned during the use of biometrics in this 
program? 



None. 

What is the process in place to ensure that there is not repeated false-positives in 
the system? 

None. 



Attachment 3 
OHS Bidmetrics Survey: TSA TWIC 

Note: TWIC will commence Prototype Phase in May 04; therefore, information provided 
herein represents the systems current conceptual capability only. 

Please identify the program/initi~tive and the purpose for using biometrics 

The Transportation Security Administration (TSA) is developing the Transportation 
Worker Identification Credential (TWIC) System to improve security by developing an 
integrated credential-based identity management system. The target audience includes 
transportation workers requiring unescorted physical access to secure areas of the 
nation's transportation system, as well as logical (cyber) access to networks and 

1 systems . .As envisioned, the requirements for this credential will include: verification of 
; each lWIC holder's identity, completion of a successful background check, and linking 
: each credential to its rightful holder through the use of biometric technology. The purpose 
of collection is for identity verification (1 :1) and to prevent alias enrollments (1 :N). 
Fingerprint scans and facial image capture will be used. 

What is t~e type of biometrics te~hnology used? 

For Proto.type Phase, the primary device will collect 8 finger images for 1 :N search. The 
state of Florida will continue to collect 10-prints with existing CrossMatch livescan 
devices to satisfy statutory requirements. TWIC Prototype Phase will evaluate biometric 
readers for access control in and around transportation facilities, and for 1: 1 identity 

. verification. TWIC will consist of a smartcard with embedded Integrated Circuit Chip or 
. ICC. Addit~onally, the Prototype Phase includes use and evaluation of iris as a reference 

· biometric. 

How much did it cost your agency to implement the use of biometrics for he 
program/initiative and what is the FY04 projected cost for using the technology? 

No expenditure to date. Projected costs will be available at conclusion of Prototype 
Phase. 

Is the use of biometrics for this program or initiative mandated by statute or rule? 
If YES, reference the statutory or regulatory citation. 

Yes, the Maritime Transportation Security Act (MTSA), 2002 (PL 107-295), § 101 and 
70105, and the Aviation and Transportation Security Act (PL 107-71....--NOV. 19, 2001) § 
106 and 109. 

How it the biometrics information gathered, collected, and stored? 

Fingerprint biometrics information is collected during enrollment process. The fingerprint 
images are securely stored in a segmented database that prevents the association of an 



image with demographic/biographic information. Additionally, templates are stored on the 
ICC of the TWIC for identity verification via 1 :1 match and protected using public key 
cryptography. 

Is the information accessible by other agencies or other entities (including 
contractors, vendors, and state and local governments)? 

Not "accessible" but eventually background checks will require biometrics to be submitted 
to appropriate agencies to conduct a background investigation. 

Please describe the security measures used to protect the biometric information 
that is gathered, including any limitations on accessing the information. 

AILprocesses and transactions anfrecorded to ensure privacy safeguards were properly 
en:tployed on all individual enrollments. Auto-delete functions are applied in data flow 
process to assure appropriate removal of personal data from local workstations. All data 
is encrypted in transmission, and at rest. Fingerprint images are stored in electronically 
and physically segmented databases that effectively disassociate fingerprint images from 
personal demographic/biographic information. On-card reference biometric templates 
are encrypted. Access privileges are biometrically secured. Only the highest-level 
authorities will have access to personal data. The following standards will be followed: 

• National Institute of Science and Technology (NIST) 
• American National Standards Institute (ANSI) 
• Federal Information Processing Standards 140, as applicable 
• Government Smart Card Interoperability Specification (GSC-IS) 
• International Organization Jor Standardization (e.g. ISO 7810, 7816, 14443, 

15693) 
• ·Security Equipment Integration Working Group (SEIWG 012) 
• INCITS 383 Biometric Profile - Interoperability and Data Interchange-Biometrics

Based Verification and Identification of Transportation Workers 

It is the intention of the TWIC Program to follow the guidance of relevant government 
standards bodies related to protectihg privacy, including the Government Smart Card -
lnteragency Advisory Board (GSC-IAB) and the Physical Access lnteragency 
Interoperability Working Group (PAUWG), and make use of all impending standards work 
that may involve personal data security. 

Did your agency conduct any privacy assessments for this use of biometrics? If 
so, please attach copies of any relevant assessments. 

A TWIC Pdvacy Impact Assessment is currently in draft form and will be refined during 
the course of Prototype, and after system architecture and design is completed. 

At what rate have false-positives been returned during the use of biometrics in this 
program? 

To be evaluated during Prototype Phase. Anticipate results end of CY04. 



What is the process in place to ensure that there is not repeated false-positives in 
the system? 

If applicable, processes will be developed based on performance results of Prototype 
Phase. 



Attachment 4 
OHS Biometrics Survey: TSA RT and Armed LEO Pilot 

The Department of Homeland Security will be collecting biometrics from voluntary 
participants as part of the Registered Traveler and Armed LEO Pilot Programs. The 
Transportation Security Administra~ion (TSA) plans to implement the RT Pilot at a limited 
number of airports beginning in Jun'e 2004. These pilot programs will be coordinated 
through TSA's Credentialing Program Office (CPO). The following responses pertain to 
these pilot operations, as currently envisioned. 

Please ident.ify the program/initiative and the purpose for using biometrics. 

The RT and Armed LEO Pilots will use biometrics to enhance the security and efficiency 
of passenger and LEO screening operations. Biometrics will be used as an identity 

::- management tool for identity verification for known travelers enrolled in the pilot program. '
The biometric samples collected will be run against terrorist watch lists and potentially 
against criminal databases. In addition, biometrics will be used for identification of 
federal law enforcement officers participating in the pilot. 

What is the type of biometrics technology used? 
; . ' . ~ ... : 

Based upon guidance re.ceived from the Transportation Security Lab (TSL), the CPO has 
· selected tWo biometri~s ~hat are potentially capable of meeting the RT I Armed LEO Pilot 
requirements in the most· timely and cost effective manner: fingerprint and iris 
recognition. · · 

The CPO has worked closely with the Transportation Security Lab (TSL) and other 
industry experts to identify biometric technologies that may meet the unique business, 
functional, and security requirements of the RT and Armed LEO projects. 

How much did it cost your agency to implement the use of biometrics for the 
program/initiative and what is the FY04 projected cost for using the technology? 

The FY04 budget supporting the pilot implementation, which includes biometric 
technology, Is approximately $5M. The requested program budget for FY05 is $15M. 
This will be used to implement Registered Traveler program at a national level. The goal 
after FY05, is to have the RT Program become self-funding through enrollment fees. No 
funding has been allocated to the Armed LEO Program . 

. . 

Is the use .of biometrics for this program or initiative mandated by statute or rule? 
If YES, reference the statutory or regulatory citation. 

The use of biometrics for this program is not mandated by a statute or rule. However, 
under the Aviation and Transportation Security Act (ATSA) of November 2001, Section 
109, TSA has been tasked with the evaluation and, as appropriate, the implementation of 
a "traveler" system, using available technologies to expedite security screening of 
passengers who participate, and the subsequent improved allocation of screening 



resources to focus on those passengers who should be subject to more extensive 
screening. TSA believes that the most effective way of achieving that goal is by the use 
of biometric technology. 

How it the biometrics information gathered, collected, and stored? 
I 

Biometric information will be gathered for all pilot participants during the enrollment 
process. Enrollment will likely occur at the airport pilot sites. This information will be 
stored on a secured Smart Card or other credential or token (government or non
government). In addition, TSA will utilize a database to store the master list of pilot 
participant data. This database is currently being designed, and will include provisions to 
ensure that the data will be stored in a secured manner . 

. : Is the information accessible by other agencies or other entities (including 
·: contractors, vendors, and state and local governments)? 

.. :,·Information gathered for the RT and Armed LEO Pilots will be shared with Federal, State 
. and local government agencies to ensure safety and security, assess and distribute 

intelligence or law enforcement information related to transportation security, assess and 
respond to threats to transportation. 

· The information will be accessible to contractors, grantees, experts, consultants, or 
·volunteers when necessary, to perform a function or service related to this system of 
r~cords for which they have been engaged. Such recipients are required to comply with 
the Privacy Act, 5 U.S.C. 552a, as amended. 

In addition, pilot participant information can be accessed by a Federal, State, local, tribal, 
territorial, foreign, or international agency, in response to queries regarding persons who 
may pose a risk to transportation or national security; a risk of air piracy or terrorism or a 
threat to airline or passenger safety; or a threat to aviation safety, civil aviation, or 
national security. 1 

Finally, information will be accessible to the General Services Administration and the 
National Archives and Records Administration in records management inspections being 
conducted under the authority of 44 U.S.C. 2904 and 2906. 

Please describe the security measures used to protect the biometric information 
that is gathered, including any limitations on accessing the information. 

Information in this system is safegu'arded in accordance with applicable rules and 
policies; including any applicable TSA and OHS automated systems security and access 
policies. The computer system from which records could be accessed will be policy and 
security based, meaning access is limited to those individuals who require it to perform 
their official duties. Classified information is appropriately stored in a secured facility, 
secured databases, and containers and in accordance with other applicable 
requirements, including those pertaining to classified information. 



Did your agency conduct any privacy assessments for this use of biometrics? If 
so, please attach copies of any relevant assessments. 

At this time, the agency is in the process of conducting a Privacy Impact Assessment for 
the RT Pilot Program that will be published in the Federal Register. This assessment has 
not yet been finalized. A CPO privacy representative has been designated to support all 
credentialing-related programs, including the Registered Traveler Pilot. 

At what rate have false-positives, been returned during the use of biometrics in this 
program? 

This Pilot Program has not been launched; therefore this information is not yet available. 

What is the process in place to ensure that there is not repeated false-positives in 
the system? 

As mentioned above, this does not yet apply to the RT Pilot Program. We will have an 
answer to that question as the test program develops. 



Attachment 5 
OHS Biometrics Survey: USCIS 

i 

OHS collects biometrics from persons applying to U.S. Citizenship and Immigration 
Services (USCIS) for benefits. The following responses pertain to this program. 

Please identify the program/initi~tive and the purpose for using biometrics 

USCIS collects biometrics (10-prints, photo, signature, and single press-print) at 
Application Support Centers (ASCs) and Service Center scanning stations in connection 
with a variety of benefit programs, including naturalization, adjustment of status, 
temporary protected status, permanent resident card ("green card") renewal and 
replacement, and international adoption. 
• 10-print civil images are used to conduct criminal background checks with the FBI. 
• Photos, sigrl'atures and single press-prints are used to produce various documents 

iss.1.fed by USCIS, such as Employment Authorization Documents (EADs) and 
Permanent Resident Cards (PRCs). In addition, when USCIS documents are 
created, the biometric images used to construct the documents are deposited in the 
Image, Storage and Retrieval System (ISRS) through which visual identity verification 
is performed on certain applicants. 

What is the type of biometrics technology used? 

USCIS uses the following biometrics technology: 
• Fingerprints (10-prints on a Civil FD-258) for criminal history checks. 
• % profjJe color digital photo, signature, and right index press-print for various cards 

and travel documents. 

How much did it cost your agency to implement the use of biometrics for the 
program/initiative and what is the FY04 projected cost for using the technology? 

USCIS spent $120 million to establish the Application Support Center program in FY98. 
The FY04 budget supporting the capture and use of biometrics is· approximately $90M. 

Is the use of biometrics for this program or initiative mandated by statute or rule? 
If YES, reference. the statutory or regulatory citation. · 

The use of biometrics (photographs and fingerprints) is based on multiple statutory and 
regulatory mandates. These include: Public Law 105-277; Title 8 of the U.S. Code; and 
8 CFR 103.2, 264, 245, 245a, 316; etc. 

How is the biometrics information gathered, collected, and stored? 

Biometrics are gathered through two venues as follows: 

(1) Customers applying for certain immigration benefits are scheduled to appear at an 
Application Support Center where 10-prints, a photograph, signature, and a press-



print are collected. (In some instances customers supply hardcopy photo with their 
application, which is later converted into electronic format.) The 10-prints are 
transmitted to the FBI for a criminal history check. The fingerprint images are 
currently retained on data tapes by USCIS, and the transaction data, the biographic 
information, and the fingerprint response is stored in a fingerprint tracking system. 
The fingerprint images are not readily accessible. 

(2) The photo, signature, and press-print are used to construct documents, such as 
EADs, and PRCs, issued by USCIS. The biometrics are retained in the ISRS and are 
available for view-only purposes. 

USCIS is developing a Biometric Storage System (BSS) that will house all biometrics 
collected by the agency and support reuse of the images. The fingerprint images now 
being collected will be available in the BSS. 

Note: Not all of the biometrics listed apove are captured for all customers. In some instances, 
only 10-prints or the photo are captured. 

Is the information accessible by other agencies or other entities (including 
contractors, vendors, and state and local governments)? 

USCIS makes the following biometric data accessible to other agencies or entities: 
• 10-prints to the FBI for criminal background checks on benefit applicants 
• Photo, signature and fingerprints to CBP/US-VISIT for identity verification at ports of 

entry 
• Contractors who support the benefits systems 

Note: Application Support Centers are USCIS managed facilities, but staffed by contract 
personnel. 

Please describe the security measures used to protect the biometric information 
thatis gathered, including any limitations on accessing the information. 

Access to the ISRS and the fingerprint system is on a password-control basis only. Each 
transaction is logged and auditable. The systems are in full compliance with legacy INS 
security standards. 

Did your agency conduct any privacy assessments for this use of biometrics? If 
so, please attach copies of any relevant assessments. 

USCIS conducted a privacy impact assessment for its citizenship and immigration benefit 
processing systems.· This assessment (attached) addressed the use of biometrics. 

At what rate have false-positives been returned during the use of biometrics in this 
program? 



No instances of false-positives have been noted. 

What is the process in place to ensure that there is not repeated false-positives in 
the system? 

N/A - see above 

Please provide a copy of any procedures or policies your agency has in place 
regarding the use of biometrics. , If these procedures or policies are program or 
initiative specific, please indicate so. 

USCIS has program specific policies and procedures in place on the use of biometrics for 
adjudicating applications for citizenship and certain immigration benefits. These 
programs include, but are not limited to: naturalization, adjustment of status, temporary 
protected status, permanent resident card ("green card") renewal and replacement, and 
international adoption. The vast variety of policy and procedural documents that address 
USCIS use of biometrics for these programs are too voluminous to attach to this survey, 
but can be located at http://uscis.gov/graphics/lawsregs/index.htm. 
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January 31, 2004 Introduction 

EXECUTIVE SUMMARY 

This document constitutes the PIA Report for USCIS for the Computer Linked Automated 
Information Management System (CLAIMS 3 and CLAIMS 4), the Refugees, Asylum, and 
Parole System (RAPS), the Reengineered Naturalization Casework System (RNACS), and the 
Marriage Fraud Amendment Act System (MFAS) and addresses privacy issues, as required by 
the Federal Government, DHS, and USCIS. These five systems are being addressed in one PIA 
because together they make up the current case processing system used by users to process all 
applications that are processed electronically. 

The threshold for conducting a PIA was met by two of the systems. CLAIMS 3 contains PIT and 
will have a major change with the addition of an intranet site for National Benefits Center access. 
RAPS contains PIT and the system will be modified to allow for automating the process of 
creating notifications to applicants without representing a new collection of information. 
RAPS will also be updated to share the results of asylum requests, including names, etc, with 
Canada. The other three systems (CLAIMS 4, RNACS, and MFAS) do not meet the PIA 
threshold but are included in this PIA because they contain the same type of information, used in 
the same way as the other two systems. 

A total of five specific deficiencies requiring remediation were identified. These include a lack 
of notification of other resources when PII is changed, a lack of review of PIT within the system, 
the lack of a system security plan for CLAIMS 3, a lack of password controls for all systems 
except CLAIMS 4, and a lack of incident reporting for RN ACS and RAPS. 
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January 31, 2004 Introduction 

INTRODUCTION 
The United States Citizenship and Immigration Services (USCIS) is responsible for providing 
proper protections for the information contained within its information systems, including 
personally identifiable information (PIT). Because the various systems used by USCIS contain 
PIT, USCIS has conducted this Privacy tmpact Assessment (PIA) to assess whether the system 
meets legal privacy requirements. The PIA methodology, the PIA Questionnaire used to 
implement the methodology, and the assessment results are provided here. 

This PIA complies with Federal, Office of Management and Budget (OMB), Department of 
Homeland Security (DHS), and USCIS 'requirements. It also serves as an important document 
supporting USCIS Information Technology Investment Management (ITIM) decision points. 

At the time of this PIA, many variables exist that will affect the systems and the privacy 
requirements they must meet. These variables include: 

• The new Benefits Application Processing System being developed by USCIS that will 
replace the systems included in this PIA. 

• Changes in information privacy requirements, particularly with respect to possible new 
requirements from the Department and the further PIA guidance from OMB. 

• Changes resulting from the re-organization of the former Immigration and Naturalization 
Service (INS), now known as USCIS, into the Department of Homeland Security (DHS). 

Purpose 

The PIA process is used to evaluate privacy vulnerabilities and risks, and their implications for 
information systems. PIAs provide benefits including enhancing policy decision-making and 
system design, anticipating the public's possible privacy concerns, and generating confidence 
that privacy objectives are addressed in the development and implementation of single-agency or 
integrated information systems. The PIA Questionnaire provides a framework by which USCIS 
can ensure system compliance with all relevant privacy policies, regulations, and guidance, both 
internal and external to USCIS and DHS. 

The PIA process guides system owners and developers in assessing information systems through 
all phases of the System Development Life Cycle (SDLC). According to OMB, a PIA should be 
performed before developing or procuring information technology or when initiating a new 
collection of information in identifiable form for ten or more persons. A PIA should also be 
conducted or an existing PIA updated at any time the system is significantly modified or the 
sensitivity of the data contained within the system is changed. 

For the PIA, all procedures that address the use, storage, retrievability, accessibility, retention, 
and disposal of PIT are examined. The assessment requires that the system owners and 
developers answer privacy-related questions regarding the data in the system, access to the data, 
attributes of the data, characteristics of the system, and maintenance of administrative, technical 
and physical controls. 
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Scope 

This document constitutes the PIA Report for USCIS for the Computer Linked Automated 
Information Management System (CLAIMS 3 and CLAIMS 4), the Refugees, Asylum, and 
Parole System (RAPS), the Reengineered Naturalization Casework System (RNA CS), and the 
Marriage Fraud Amendment Act System (MFAS) and addresses privacy issues, as required by 
the Federal Government, DHS, and USCIS. These five systems are being addressed in one PIA 
because together they make up the current case processing system used by users to process all 
applications that are processed electronically. 

Background 

CLAIMS 3 and CLAIMS 4 are used by.USCIS to process benefit applications, RAPS is used to 
adjudicate asylum applications, RNACS is used to process some naturalization applications, and 
MFAS is used to adjudicate petitions covered by the Immigrant Marriage Fraud Act (IMFA) of 
1986. Currently, USCIS receives between six and nine million applications per year from 
individuals seeking benefits such as employment authorization, permanent residency in the 
United States, or United States citizenship. 

Document Organization 

This document consists of the following sections and appendices: 

• Section 1, Introduction, introduces the document's purpose, scope, and contents, and how the 
document is to be maintained. 

• Section 2, System Privacy Requirements and Related Documents, describes privacy 
requirements and lists related documents. 

• Section 3, PIA Methodology, describes the PIA methodology and the roles and 
responsibilities of those persons in~blved in preparing the final PIA, and discusses defining 
and identifying PII residing on US~IS systems. 

• Section 4, System Identification, characterizes the system, including system name, overview, 
general description and purpose, major components (including hardware and software), 
system interconnections, information sharing and the sensitivity of information contained in 
the system. 

• Section 5, PIA Results and Recommendations, documents PIA findings according to the 
seven categories used in the PIA Questionnaire and analyzes the impact of any 
weaknesses/deficiencies and the privacy issues raised by the review, and discusses 
recommendations and options available to remove or mitigate identified risks. 

' 
• Section 6, Conclusion, discusses conclusions drawn from the PIA results; factors that will 

affect the system and the PIA in the future, and subsequent PIA report activities. 

• Appendix A, Acronyms, list8 the acronyms used throughout this document. 

• Appendix B, Definitions, provides definitions for terms used throughout this document. 

• Appendix C, References, lists the references used throughout this document 

PIA 2 



January 31, 2004 Introduction 

• Appendix D, PIA Questionnaires, consists of questions that attempt to determine what kind 
of PIT is contained within the system, what is done with that information, and how that 
information is protected. 

• Appendix E, Information Sharing Data Elements, lists those types of data elements that may 
be shared with other resources or entities. 

• Appendix F, User Roles, lists the various users who to have access to the systems and their 
functions with respect to the system. 

Document Maintenance 

This PIA will be maintained by USCIS. Additionally, the PIA should be updated as new 
guidelines are made available as the result of new legal requirements such as the E-Government 
Act of 2002. 
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SYSTEM PRIVACY REQUIREMENTS AND RELATED DOCUMENTS 

This USCIS PIA complies with the statutory and regulatory requirements currently in place for 
' . 

Federal agencies. Where guidance exists, at the Federal Government level, at the Department 
level, and from recognized non--government sources, this PIA seeks to follow that guidance. The 
laws, regulations and guidance documents used to conduct this PIA are listed below. Statutory 
and regulatory privacy and related security references are also noted in the PIA Questionnaire 
and cross-referenced in the PIA results. · 

USCIS recognizes that PIA requirements are likely to change as DHS develops new guidance 
and OMB releases follow-on privacy arid web-privacy-related guidance. By conducting this 
baseline PIA and establishing a PIA process for future reviews, USCIS has placed itself in the 
appropriate position to adopt and adapt to new requirements and guidance. 

Federal Requirements and Guidance 

The Privacy Act of 1974, along with its accompanying case law, is the foundation statute 
mandating the protection of the privacy of personal information held by the Federal government. 
The Privacy Act establishes fair information practices for collecting, maintaining and using 
personal information by Federal agencies. 

Section 208 of the E-Government Act of 2002 (Public Law 107-347, 44 U.S.C. 36) requires that 
a PIA be done for each new information system and for existing systems as major changes are 
made. Section 208 outlines required PIA content, directs the OMB Director to issue further 
guidance; and requires the Department's Chief Privacy Officer (CPO) to review and, where 
possible, make the PIA publicly available. On September 30, 2003, OMB released final 
guidance providing information to agencies on implementing the privacy provisions of the E
Government Act of 2002 and updating and consolidating existing guidance on agency web site 
privacy policies. Where indicated, this guidance modifies and replaces OMB guidance found in 
the following memoranda: OMB M-99-05, OMB M-99-18, and OMB M-00-13. 

Other relevant Federal guidance regarding privacy protections for personal information includes: 

• OMB Circular A-130, Management of Federal Information Resources, February 8, 1996 
- provides instructions to Federal agencies for complying with the fair information 
practices and security requirements for operating automated information systems. 

• OMB Circular A-11, Exhibit 300 - requires that a privacy risk assessment be performed 
and accompany revised Exhibit 300s for budget requests. 

• Internal Revenue Service Model Information Technology Privacy Impact Assessment, 
1996 - recognized by the Federal Chief Information Officer (CIO) Council as the 
Government Best Practice for conducting an information system PIA. 

DHS Requirements and Guidance 

DHS has recently appointed a Privacy Officer who will seek to balance public safety, public 
access, and privacy when developing information policies and procedures for DHS components 
or integrated DHS systems. As privacy guidance is developed and approved by the Department, 
USCIS will ensure that requirements are properly implemented and enforced. 
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USCIS Security-Related Documents 

This PIA is part of a suite of documents developed and maintained for USCIS, which includes: 

PIA 

• CLAIMS 4, Functional Requirements Document, April 1999. 

• CLAIMS 4, System Design Document, April 2000. 

• CLAIMS 4, Requirements Traceability Matrix, January 2004. 

• Refugee, Asylum and Parole System (RAPS) Functional Requirements Document, 
December 1992 

• Computer Linked Application Information Management System 3 - Mainframe 
(CLAIMS 3 -MF) and Marriage Fraud Assessment System (MFAS), Risk Assessment, 
November 2003 

• Computer Linked Application Information Management System 3 - Mainframe 
(CLAIMS 3 -MF) and Marriage Fraud Assessment System (MFAS), Sensitive System 
Security Plan, November 2003 

l' 

i; 
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PIA METHODOLOGY 

The PIA methodology includes the follqwing steps: 

1. Identify PIA roles and responsibilities. 

2. Identify PIT handled by the USCIS systems covered by this PIA. 

3. Complete the PIA Questionnaire using system documentation and information provided 
by system developers and administrators in one-on-one and group interviews. 

4. Report the PIA results discussing the system attributes, outlining the high-level findings 
of the PIA Questionnaire, and analyzing the privacy issues raised and options available 
for mitigating identified risks. l'he PIA Report is submitted with the completed PIA 
Questionnaire as an appendix. Both the CIO and the Privacy Officer review the PIA 
results. Upon completion, the PIA Report is considered Sensitive But Unclassified 
(SBU) information. 

l 
5. Once the PIA Report has been completed, USCIS should revise their information system 

security Plan of Actions and Milestones (POA&M) to include those mitigating actions 
identified through the PIA process. 

6. USCIS will then perform the mitigation actions in accordance with the POA&M and 
update the POA&M as necessary. 

Roles and Responsibilities 

Every federal employee and contractor who comes into contact with information in identifiable 
form is responsible for maintaining information privacy. 

DHS Chief 
Privacy Officer 

Agency Head 

PIA 

Direct the overall implementation of the Privacy Act and privacy 
policy for the Department. Field questions regarding privacy 
issues arising from the completion of the PIA and the implications 
of the management of PII contained in USCIS information 
systems. Completed PIAs will be provided to the Chief Privacy 
Officer. 

Ensure that appropriate privacy safeguards are provided for the 
information contained within its systems. USCIS is responsible 
for performing PlAs on its information systems. Once any privacy 
vulnerabilities or areas of noncompliance have been identified, 
USCIS must update the system POA&M to incorporate the actions 
necessary to resqlve privacy issues. 

Inform and educate all employees and contractors of their 
responsibility for protecting information in identifiable form; 

Identify those individuals in the agency (e.g., Privacy Officers, 
information technology personnel) that have day-to-day 
responsibility for overseeing implementation of section 208 of the 
E-Govemment Act, the Privacy Act, or other privacy laws and 
policies. 

Designate a "reviewing official" for each IT system or information 
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USCIS Office of 
the Senior IT 
Officer (OSITO) 

USCIS Privacy 
Officer 

USCIS Legal 
Counsel 

collection requiring a PIA (the agency CIO or other official 
designated by the head of the agency), to review the PIA analysis 
and resulting determinations. 

, 

Coordinate PIA activities within the USCIS and provide guidance 
to ensure the methodology is implemented consistently. Review 
PIA findings and: serve on the PIA Review Team. Ensure that all 
identified privacy vulnerabilities and areas of noncompliance have 
been documented and resolution tracked through the POA&M 
process. 

Review PIA findings, interpret privacy law and policy, and serve 
on the PIA Review Team. 

Review PIA findings, interpret privacy law and policy, and serve 
on the PIA Revfow Team. 

Identifying Personal Information 

One goal of federal privacy laws and regulations is ensuring that PII is protected from 
unauthorized access and disclosure. For purposes of this PIA, PII is defined as any information 
that can be used to identify a specific individual. These data include, but are not limited to, 
social security numbers, driver's license numbers, health records, legal records, financial records, 
and biometric information. 

The first step in conducting a PIA is data analysis or determining if PII is handled by a system 
and if so, what type of information it is. Data analysis first requires mapping pieces of 
information as they flow through the system, allowing USCIS to understand what types of 
information are received or collected atjd from where, in what context that information is used, 
whether it is personally identifiable and when and to whom it may be disseminated. 

j 

After mapping the data flow, data analysis next requires USCIS to determine the attributes, or 
sensitivity, of the PII handled by the systems to determine the appropriate use and dissemination 
of that information. The system sensitivi~y level is 3 for CLAIMS 3, CLAIMS 4, RAPS, RNACS, and 
MF AS. The DHS has determined that the information accessed by these systems is sensitive but 
unclassified (SBU). The systems proces~es SBU information and so are required to have the 
functionality of controlled access protection (C2) level of trust as defined in Department of 
Defense (DOD) 5200.28, DOD Trusted Computer Systems Evaluation Criteria. 

The type of personal information collected, used, and maintained will determine which privacy 
laws, if any, are invoked and how USCIS will decide how to handle that information. The 
Privacy Act, for example, is potentially invoked when one or more data elements listed below 
are contained in a record. If, however, a record contains personal medical information about an 
individual, the Health Insurance Portability and Accountability Act (HIPAA) may also be 
applicable. 
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PIA Questionnaire 

In completing the PIA Questionnaire, USeIS may choose to consult existing system 
documentation and system developer(s), administrator(s) and users to obtain the most accurate 
characteristics of the system. Where they exist, past reports regarding the system's security (e.g., 
certification and accreditation (e&A) reports, Government Information Security Reform Act 
(GISRA) and Federal Information Systems Management Act (FISMA) reports, and risk 
assessments) may be helpful in answering some question sets, especially the administrative, 
technical, and physical controls questions. The system owners will consult such reports as do 
exist for the system to complete the PIA. The system owners will also consult with the DHS 
and/or USeIS privacy officer(s) for clarification of Privacy Act-related compliance issues and 
interpretation of Federal case law related to completion of this PIA. 

To ensure the system complies with the appropriate authorities, the PIA Questionnaire first 
characterizes the systems. The types qf information contained on the system are then identified; 
information-sharing practices are eval'1ated; and system controls for administrative, technical, 
and physical safeguards are assessed to ensure the system is adequately protected. Where 
relevant, any Federal privacy law(s) and/or DHS and users privacy policies driving the 
business requirement are referenced in that question set. 

Additionally, where questions carry co:psequences for noncompliance, the PIA Questionnaire 
provides high-level remediation guidance for implementing privacy corrective actions. Where 
clarification or system details are requi~ed, the question box notes the need for more information 
and asks the PIA user to elaborate in the comments section. 
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PIA Observations and Recommendations 

This step constitutes the risk analysis. Mapping directly to the six question categories employed 
in the PIA Questionnaire, this section describes each privacy issue raised by the review, 
discusses the impact each privacy weakness/deficiency has on the systems and the 
recommendations and options available to users to remove or mitigate identified risks. 

PIA Conclusions 

In the Conclusion, USCIS will provide a summary of the PIA status and recommendations for 
actions to be taken with regard to the systems, prior to the new system becoming operational. 
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SYSTEM IDENTIFICATION ; 

System Overview 

These five systems are being addressed in one PIA because together they make up the current 
case processing system used by users to process all applications that are processed 
electronically. Also, these systems use 'like information in a similar manner. 

General Description and Purpose 

CLAIMS 3 and CLAIMS 4 are used by USCIS to process benefit applications, RAPS is used to 
adjudicate asylum applications, RNACS is used to process some naturalization applications, and 
MFAS is used to adjudicate petitions covered by the Immigrant Marriage Fraud Act (IMFA) of 
1986. Specific details of the systems follow. 

CLAIMS3: 
CLAIMS 3 is the primary case processipg system for the adjudication of applications/petitions 
for all immigration benefits and services except asylum and naturalization. This 12 year-old 
system supports the application/petition life cycle from receipt of application to the issuance of 
notices and identification cards. CLAIMS 3 has two major components: (1) a client-server 
component operation on the service center LANs; and (2) a mainframe (MIF) component, with 
consolidated information compiled from periodic uploads from the client-server component(s) in 
the service centers. The CLAIMS 3 M!F component is accessible nation-wide to authorized 
USCIS representatives for online inquiry and case update. Data interfaces to other USCIS 
systems and to other federal agencies (e.g. Department of State) are maintained to support the 
full life cycle of an application/petition for benefits. In 2004, the Interim Case Management 
Solution (ICMS) will be added to CLAIMS 3 by web-enabling the CLAIMS 3 LAN adjudication 
module and providing users access over the USCIS Intranet. This will assist the District Offices 
to transition to the new Case Management System in the future. The primary objective of the 
ICMS implementation is the core District Office functionality, such as receiving applicant file 
information, updating case details with interview data, recording approvals/ denials, and 
initiating card processing of family based 1-485 applications at the .District Offices. Originally 
developed in the late 1980s, CLAIMS 3 was placed in service in the early 1990s and is now in 
the operations and maintenance phase ,of the system life cycle. 

CLAIMS 4: 
CLAIMS 4 is the primary case processing system for the adjudication of applications for 
naturalization (N-400). Initially developed and deployed over a 5 year period (from October 
· 1995 to December 2000), CLAIMS 4 is now operational at 92 locations nationwide (4 Service 
Centers and 88 District Offices) and offers a standardized automated process for adjudicating N-
400 applications. In addition, users adjudicators have the ability to travel to off-site locations, 
such as community-based organizations, and take applications complete the examination process 
(interview and adjudication) for individuals who cannot travel to. a users office without great 
difficulty. CLAIMS 4 is in the Operations and Maintenance phase of the System Development 
Life Cycle, and the Evaluate phase of the US<:;IS IT Investment Management process 
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RAPS: 
RAPS was developed and implemented in April 1991 to provide the capture of asylum case data, 
to support of case tracking, to aid in scheduling and control of case interviews, to allow for 
automated exchange of information with other legacy INS and external systems, to generate 
rp.anagement and statistical reports and to generate standard forms and correspondence. On 
January 4, 1995, the Asylum Reform rule went into effect, streamlining adjudication of asylum 
applications submitted to legacy INS. Under the rule, Asylum Officers no longer prepare 
detailed denials as part of adjudicating asylum applications. Instead, Asylum Officers grant 
meritorious applications or refer applications which they do not grant to immigration judges, 
who in tum adjudicate the claims in either exclusion or deportation hearings. The rule also 
restricts employment authorization for .asylum applicants whose claims either have been granted 
or remain pending after more than 150days, a period that does not begin until the alien has filed 
a complete application and does not include delays sought or caused by the applicant. The initial 
impetus for development of RAPS was the implementation of a final rule, effective October l, 
1990, which provided for changes to existing asylum regulations. These new regulations 
provided for the establishment of a corps of Asylum Officers, fully trained in the many variations 
of asylum adjudications, who report directly to the Director of the Asylum Program at 
Headquarters Office of Refugees, Asylum, and Parole (HQRAP). The regulations also provided 
for procedural changes in the way claims for asylum are processed. The Asylum Officers are 
now based at Asylum Offices in eight cjties: Miami; Chicago; Houston; San Francisco; Los 
Angeles; Arlington, Virginia; Newark; and New York. Until the development of RAPS, there 
had been no systematic way to track asylum cases, or to derive accurate statistics on the asylee 
population. Responses to inquiries abollt the numbers and nationalities of asylees who have been 
or whom the INS is processing necessitated manual searches and reporting by the district office 
staff around the country. To alleviate these problems, HQRAP requested that a centralized, 
automated system be developed to support the processing of currently active casework and new 
asylum applications. RAPS is now in the operations and maintenance phase of the system life 
cycle. 

RNA CS: 
RNACS is a centralized Integrated Data Management System (IDMS) application accessed by 
users at 40 sites nationwide via cluster controllers or LAN gateways. This enables users to 
expedite the completion of N400, N600 and N565 naturalization application processing, 
facilitate the management of the naturalization program, ensure uniformity in processing, support 
status queries on naturalization cases 1lationwide, and produce integrated management and · 
statistical reports on all naturalization casework. RNACS was developed as an interim system to 
provide support for naturalization processing in the period between the termination of 
Naturalization Casework System (NACS) and the deployment of CLAIMS 4.0. RNACS is now 
in the operations and maintenance phase of the system life cycle. 

:MFAS: 
MFAS is a legacy mainframe-based case tracking system designed to support the adjudication of 
petitions covered by the Immigration Marriage Fraud Act (IMFA) of 1986. The system 
maintains records on eligible immigrant entrants, tracks cases, initiates and schedules interviews, 
generates routine correspondence, and produces management and statistical reports. MF AS is 
now in the operations and maintenance phase of the system life cycle. 

I• 
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Major System Components and Interconnections 

The USCIS systems interface with internal USCIS systems and external systems owned by other 
organizations. Internal systems include; those systems that contain information about students, 
non-immigrants, and enforcement activities. External systems include systems that provide 
background information from agencies such as the FBI and CIA, and employment information 
from Department of Labor. 

Connections to external networks, sucl]. as the Internet, dial-in and dial-out facilities and services, 
and dedicated connections to other government, public, or private entities shall be obtained 
through resources approved by the DHS CIO. External network connections shall be managed in 
accordance with an Interconnectivity Security Agreement (ISA) between users and the non
Department entity and shall be included in the accreditation package. External network 
connections shall be reviewed annually by component personnel and documented in the annual 
information technology (IT) security assessment transmitted to the USCIS cro and/or DHS CIO 
representative. 

Information Sharing 

The legacy case management systems manage data and information associated with case 
processing and the delivery of benefits.' The systems collect information from and share 
information with a number of different systems, both internal and external to users. Appendix 
E illustrates the type of information that is shared between and among USCIS and external 
organizations via the legacy adjudications systems. 

Information Sensitivity 

These systems process, store, and transmit SBU data, including investigative and intelligence 
data; detention and deportation, adjudications and nationality, and routine enforcement 
operations data; financial data; court case information; Privacy Act information; other Federal 
agencies' information; information regarding users internal operations; and administrative 
information (e.g., interview results, benefit decisions, scheduled appointments, employment 
authorization information). 

Since these systems process SBU info:r;mation, they are required to have the functionality of 
controlled access protection (C2) level of trust as defined in Department of Defense (DOD) 
5200.28, DOD Trusted Computer Systems Evaluation Criteria. The requirements for C2 
systems include identification and authentication (r&A), discretionary access control (DAC), 
audit trail, and object reuse. 

Table 1 shows the legacy case management system information categories and associated 
sensitivity levels. -Sensitivity levels range from 1-3 (low to high) based on the type(s) of 
information processed. A Low (i.e., Level 1) sensitivity level refers to information stored, 
processed, or transported by the legacy case management systems, the inaccuracy, alteration, 
disclosure, or unavailability of which would have minimal impact on USCIS missions, functions, 
image, or reputation, such that the impact would place the users at a significant disadvantage, 
or could result in loss of some tangible assets. Compromise of information of Medium (i.e., 
Level 2) sensitivity level would have an adverse impact and could result in loss of significant 
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tangible assets or resources. Compromise of information of High (i.e., Level 3) sensitivity level 
would have an irreparable impact such (hat the catastrophic result could not be repaired or set 
right again, or could result in the loss of major tangible assets or resources, including posing a 
threat to human life. The sensitivity level of the legacy case management systems is Level 3. 

Table 1. Legacy Case Management Systems Information Categories & Associated Sensitivity 
Levels 

Information Category Description 
Sensitivity 

' Level 

Investigative or Intelligence. Information related to investigations, law enforcement, and 3 
special operational activities to include information that 
inaccuracy of, loss of, or unauthorized alteration of could 
reasonably be expected to result in a loss of life. 

Detention & Deportation, Information related to detention and deportation, adjudications 2 
Adjudications & Nationality, data, and routine operations of enforcement groups including 
and Routine Enforcement schedules of\Jatrols or radio frequencies used. 
Operations 
Financial, Commercial, or Information related to financial or commercial activities to 2 
Trade Secret include procurement, trade secrets, and proprietary 

information. 
Uncl~ssified National Security National defense- and intelligence-related information subject 

to policy and procedural protection requirements under 2 or 3 
National Security Decision Directives. 

Court Case Information related to any current pretrial or pending cases 2 
that is not a matter of public record. 

High or New Technology Information related to high or new technology prohibited from 2 
disclosure to certain foreign governments, or that may require 
an export license. 

Security, Threat, and Information related to the USCIS security posture including 2 
Vulnerability automated data processing security, internal operations and 

control, and threat and vulnerability results. 
Privacy Act Any item, c°'lection, or grouping of information about a U.S. 2 

citizen or la'Vfully admitted permanent resident that can be 
retrieved by using the person's name, Social Security number, 
personal registration number, or other personal identifier. 

Other Federal Agencies Information that belongs to another Federal agency and is not 2 
the primary :responsibility of that agency. 
Note: Detailed protection requirements may be prescribed by 
tht: agency with which USCIS must comply to receive the 
information. 

International Information belonging to a foreign government.. 2 
Note: Detailed protection requirements may be prescribed by 
tht: foreign government with which USCIS must comply to 
receive the information. 

USCIS Internal Operations Information related to routine administration and management 1 
of USCIS an.d not covered by any other categories. 
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OBSERVATIONS AND RECOMMENDATIONS 

Results of the PIA Questionnaire are discussed below. Observations are grouped into six 
sections to mirror the six questions sets in the PIA Questionnaire. General observations are 
discussed, followed by specific observations and recommendations. Specific observations result 
where the PIA Questionnaire has revealed a system privacy deficiency requiring a 
recommendation of action to remedy tbe deficiency. Please refer to Appendix D, PIA 
Questionnaire. 

A total of five specific deficiencies requiring remediation were identified. Each has been 
assigned an observation number. Observations numbers were sequentially assigned; 
prioritization of actions is not associated with the numbering scheme. 

System Characterization 

CLAIMS 3 and CLAIMS 4 are classified as a Major Applications (MA). As an MA, the system 
requires special management attention due to the risk and magnitude of harm that could result 
from the loss, misuse, or unauthorized access to, to modification of, the information in the 
system. 

All of the systems are in the Operations and Maintenance phase of the SDLC. 

Information Sharing Practices 

All of the systems are designed to collect PIT from individuals and from other entities or 
resources. The system may also share the information it holds with other resources or entities. 
The information will be retrievable by the system; methodology for retrieval is yet to be 
determined. 

Privacy Deficiency 1 

PIA 

Question 16: When changes OGCur to PII held by the system or major changes to the 
system occur, is there a process in place to notify other resources dependent on PIT 
contained in the system? 

Privacy Deficiency: No process is in place for CLAIMS 3, CLAIMS 4, RNACS, RAPS 
orMFAS. 

Assessment: If USCIS is a recipient agency or a source agency in a computer matching 
program with a nonfederal agency, a notice must be published in the Federal Register of 
any revisions of a matching program or system of records as defined by the Privacy Act 
(see Appendix B, Definitions, for the Privacy Act definitions of 'record' and 'system of 
records.'). 

Recommendation: BAPS will replace all of these systems. 
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Privacy Deficiency 2 

Question 17: Are processes in place for periodic review of PII contained in the system to 
ensure it is timely, accurate and relevant? 

Privacy Deficiency: No processes are in place for CLAIMS 3, CLAIMS 4, RNACS, 
RAPS orMFAS. 

Asse$sment: Under Section (e)(6) of the Privacy Act, before disseminating any records 
about an individual to any person other than an agency, unless the dissemination is made 
pursuant to subsection (b)(2), USCIS must make reasonable efforts to ensure such 
records are accurate, complete, timely and relevant on each system for agency purposes. 
USCIS is responsible for ensuring processes are in place to verify and validate PII as 
directed by the Privacy Act. 

Recommendation: BAPS will replace all of these systems. 

Web Site Host 

The systems do not host an Internet and intranet Web site. The systems are not accessible by the 
general public. Consequently, these systems are not subject to the Federal requirements 
designed to protect the privacy of PII collected from individuals via the Web. 

Administrative Controls 

Administrative controls are implemented to manage the security and the risk for a system and 
protect an organization's mission. These controls focus on policies, guidelines, and standards, 
vrmch are carried out through operational procedures to prevent, detect, and recover the system. 

Privacy Deficiency 3 

PIA 

Question 31: Is there a system security plan for this system? 

Privacy Deficiency: No, there is not a system security plan for CLAIMS 3. 

Assessment: The Privacy Act of 1974 and OMB Circular A-130 require procedures be in 
place for implementing administrative, technical, and physical security controls for 
systems containing a system of records. Agencies should develop a plan that 
demonstrates security controls for components, applications, and systems that are 
consistent with the agency's Enterprise Architecture; include a plan to manage risk; 
protect privacy and confidentiality, and explain any planned or actual variance from 
NIST security guidance. 

Recommendation: BAPS will replace all of these systems. 
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Technical Controls 

Technical controls are security controls -configured within the system. Technical controls can 
provide automated protection for unauthorized access or misuse, facilitate detection of security 
violations, and secure critical and sensi.tive data, information, and Information Technology (IT) 
system functions. These controls involve system architectures; engineering disciplines; and 
security packages with a mix of hardware, software, and firmware. 

Privacy Deficiency 4 

Question 40: Are the following password controls in place? 
o Passwords expire after a ~set period of time 
o Accounts are locked after a set period of inactivity 
o Minimum length of passwords is eight characters 
o Passwords must be a combination of uppercase, lowercase, and special characters 
o Accounts are locked after a set number of incorrect attempts 

Privacy Deficiency: None of the password controls are in place for CLAIMS 3. Only 
items 1, 4, and 5 are in place for MFAS. RNACS and RAPS do not have item 2. 

Assessment: Lack of methods for ensuring password controls can lead to difficulty in 
protecting PII handled by the systems. 

Recommendation: BAPS will replace all of these systems. 

Privacy Deficiency 5 

Question 41: Is a process in place to monitor and respond to incidents? 

Privacy Deficiency: No, no process exists or is proposed at this time for RN ACS or 
RAPS. ;· 

Assessment: The benefits of an incident response capability are containing and repairing 
damage to a system or the information it contains from an incident and preventing future 
damage. It provides a way for users to report incidents and for assistance to be provided 
to aid recovery. 

Recommendation: BAPS will replace these systems. 

Physical Controls 

Physical controls are measures taken to protect buildings and related supporting infrastructure 
against threats associated with a system's physical environment. For purposes of privacy 
protection, appropriate controls are in place to limit physical access to these systems. 
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CONCLUSION 

In general, these systems are being used in accordance with Federal, DHS and USCIS privacy 
requirements. In particular, the four privacy deficiencies identified in Section 5.0, Observations 
and Recommendations, must be addressed by USCIS as the systems are replaced by BAPS. 

~· 

PIA 17 



January 31, 2004 Acronyms 

APPENDIX A - ACRONYMS 

CAC 

C&A 

CCTV 

CIA 

CIO 

CLAIMS 3 

CLAIMS 4 

CONOPS 

COPPA 

CRIS 

DHS 

DLMS 

DMS 

DOD 

EID 

EREM 

FBI 

FFMS 

FIPS 

FIS MA 

FTS 

FOI/PA 

GAO 

GISRA 

GLBA 

GSS 

HIP AA 

I&A 

IAFIS 

IBIS 

ID ENT 

IDS 

PIA 

Common Access Cards 

Certification and Accreditation 

Closed Circuit TV 

Central Intelligence Agency 

Chief Information Officer 

Computer Linked Automated Information Management System v 3 

Computer Linked Automated Information Management System v4 

Concept of Operations 

Children's Online Privacy Protection Act 

Customer Relationship Information System 

Department of Homeland Security 

Department of Labor Manual Series 

Debt Management System 

Department of Defense 

Enforcement Integrated Database 

Enforcement Removal Module 

Federal Bureau of Investigation 

Federal Financial Management System 

Freedom of Information Act Information Processing System 

Federal Information Security Management Act 

Fingerprint Tracking System 

Freedom of Information/Po vacy Act 

General Accounting Office 

Government Information Security Reform Act 

Gramm-Leach-Bliley Act 

General Support System 

Health Insurance Portability and Accountability Act 

Identification and Authentication 

Integrated Automated Fingerprint Identification System 

Interagency Border Inspection System 

Automated Biometric Fingerprint Identification System 

Intrusion Detection System 
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INS 

IN SAMS 

IP 

ISRS 

IT 

IV&V 

IVIS 

LAN 

MA 

MFAS 

NAILS 

NCIC 

NCSCCOA 

NFTS 

NITS 

NIST 

NPS 

NSA 

OCIO 

OMB 
OS 

OSHA 

PARN 

PIA 

PII 

PKI 

PL 

POA&M 

RA 

RAPS 

RN ACS 

SBU 

SDLC 

PIA 

Immigration and Naturalization Service 

INS Allocation Management System 

Internet Protocol. 

Image Storage and Retrieval System 

Information Technology 

Independent Verification and Validation -

Immigrant Visa Information Systim 

Local Area Network 

Major Application 

Marriage Fraud Amendment System . 
National Automated Immigration Lookout System 

National Crime Information Center 

National Customer Service Center Change of Address 

National File Tracking System 

Nonimmigrant Information System 

National Institute of Standards and Technology 

National Production System 

National Security Agency 

Office of the Chief Information Officer 

Office of Management and Budget 

Operating System 

Occupational Safety and Health Administration 

Privacy Act System of Records Notice 

Privacy Impact Assessment 

Personally Identifiable Information 

Public Key lnfra~tructure 

Public Law 

Plan of Actions and Milestones 

Risk Assessment 

Refugees, Asylum, and Parole System 

Reengineered Naturalization Automated Casework System 

Sensitive But Unclassified 

System Development Life Cycle 

Acronyms 
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SE VIS 

SIA 

SP 

SSP 

SSSP 

ST&E 

SWIP 

USCIS 

VPN 

WAN 

WATS 

WRAPS 

PIA 

Student and Exchange Visitor Information System 

Service Interface Agreement 

Special Publication 

System Security Plan 

Sensitive System Security Plan 

Security Testing and Evaluation 

Service-wide Inv,entory 

United States Citizenship and Immigration Services 

Virtual Private Network 

Wide Arca Network 

Washington Area;Tracking System 

Worldwide Refugee Admissions Processing System 

Acronyms 
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APPENDIX B - DEFINITIONS 
I. .. - - · 1r 

- - ' -- -c..-.~-~ ~ . - ·-~ ~ - ... - ·1 
l ... iff:jrlfjl {/J1.~1:111i1fd!1 

- - -- ~ - ~ ~ - . - .... JL - - - . - ~~ j._ -... ~ - ---- --- -·- - - -- ... - ~ - ~ - - -- . .J 
Administrative Controls Safeguards to ensure proper management and control of information and information 

systems. These safeguards include policy, PIAs, and certification and accreditation 
programs. (National Institute of Standards and Technology (NIST) Special 
Publication (SP) 800-12) 

' 
I 

Availability A requirement intended to assure that systems work promptly and service is not 
denied to authorized users. (NIST SP 800-12) 

Child/Children The Children's Online Privacy Protection Act (COPPA) of 1998 defines a "child" as 
a person under the age of 13. 

Confidentiality A requirement that private or confidential information not be disclosed to 
unauthorized individuals. (NIST SP 800-12, p. 8) 

Cookie Information that a web site puts on an individual's computer so that it can remember 
something about.the user at a later time. See also: persistent cookie, session cookie. 

General Support System An interconnected information resource under the same direct management control 
that shares func~onality. It normally includes hardware, software, information, data, 
applications, co~unications, facilities, and people and provides support for a variety 
of users and/or applications. Individual applications support different mission-related 
functions. Users may be from different or the same organizations. (NIST SP 800-16) 

Integrity Information that is timely, accurate, complete, and consistent. Data integrity is a 
requirement that information and programs are changed only in a specified and 
authorized manner. System integrity is a requirement that a system performs its 
intendt>..d function in an unimpaired manner, free from deliberate or inadvertent 
unauthorized manipulation of the system. (NIST SP 800-12) 

Major Application An application that requires special attention to security because of the risk and 
magnitude of the harm resulting from loss, misuse, or unauthorized access to, or 
modification of, the information in the application. A breach in an MA might 
compromise mariy individual application programs and hardware, software, and 
telecommunications components. MAs can be either a major software application or 
a combination of hardware and software where the only purpose of the system is to 
support a specifi~ mission-related function. For purposes of this PIA Questionnaire, 
an MA is expanded to include software programs capable of storing PII in file 
documents such as those provided in Microsoft Office (i.e., Word and Excel). 

Major Change Any change that _is made to the system environment or operation of the system. The 
following are examples of major changes: 
Network, hardware, or software applications that alter the mission, operating 
environment, or basic vulnerabilities of the system 
Increase or decrease in hardware, application programs, external users, or hardware 
upgrades 
Addition of telecommunications capability 
Change to program logic of application systems 
Relocation of system to new physical environment or new organization. 

Network Connected A general support system having either modem connection capability or a network 
connection to a server or to one or more comouters. 

Persistent Cookie A cookie that is stored on the user's hard drive and remains there until the user deletes 
it or it expires. 

Personally Identifiable Any item, collection, or grouping of information about an individual that is 
Information maintained by an agency, including education, financial transactions, medical history, 

and criminal or employment history. The data may also contain his or her name, other 
identifying number or symbol, or other identifying information unique to the 
individual, such as a fingerprint or a photograph. This data may be found at USCIS in 
the form of medical records or reports on citizens or pay and benefits information on 
employees. 
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Physical Security Controls 

Privacy Act Systems of 
Records Notice (P ARN) 

Privacy Impact Assessment 
(PIA) 

Record 

Retrievable 

Risk Assessment 

Routine Use 

Sensitive System 

Session Cookie 

Stand-Alone System 

System 

System of Records 

Technical Controls 

Web Site 

PIA 

Definitions 

Measures taken to protect systems buildings and related supporting infrastructure 
against threats a~sociated with their physical environment. These safeguards might 
include protectio'ns against fire, structural collapse, plumbing leaks, physical access 
controls,, and controls a ainst the interce t of data. (NIST SP 800-12) 
All systems with Privacy Act information contained within them are required to 
publish in the Federal Register Records Notice informing the public as to, among 
other things, wHat information is contained in the system, how it is used, and how an 
individual ma ain access to information re ardin himself or herself. 
A methodology that provides IT security professionals with a process for assessing 
whether appropriate privacy policies, procedures, and business practices-as well as 
applicable administrative, technical and physical security controls-have been 
im lemented to ensure com liance with federal rivac re ulations. 
Any item, collection, or grouping of information about an individual identifiable to 
that individual and maintained b an a enc . (IRS Model IT PIA) 
A characteristic describing the ability to obtain or "pull up" a record in such a way 
that would allow· a erson to reasonabl identi the sub· ect of the record. 
The process of identifying risks to system security and determining the probability of 
occurrence, the resulting impact, and additional safeguards to mitigate the impact. 
Part of Risk Mana ement and s non mous with Risk Anal sis. 
With respect to the disclosure of a record, the use of such record for a purpose which 
is compatible with the purpose for which it was collected and has been properly 
published in the Federal Register. [Reference Error! Reference source not found.
Error! Reference source not found.] 
A system that is not classified as an MA or GSS but still requires special management 
attention. These systems process, transmit, or store data protected under the scope of 
the Privacy Act of 1974, Trade Secrets Act, OMB Order on Statistical 
Confidentiality, OMB Statistical Policy Directive #3, the Financial Management 
Improvement Act of 1996, or the system's failure would impair public confidence in 
USCIS. 
A small file, stored in temporary memory, containing information about a user that 
disappears when~the user's browser is closed. Unlike a persistent cookie, no file is 
stored on the user's hard drive. 
A system that is neither network-connected nor connected to any other system or 

OU of s Ste s. 
A system is an organized assembly of IT resources and procedures integrated and 
re lated b interaction or interde endence to accom lish a set of s ecified functions. 
A group of records under the control of any agency where information is retrieved by 
the name of the :individual, by some identifying number or symbol, or by other 
identifiers assi d to the individual. (IRS Model IT PIA) 
Safeguards that are generally executed by the computer system. Technical safeguards 
include assword rotection, firewalls, and er to ra h . (NIST SP 800-12) 
A collection of interlinked web pages (on either Internet or intranet sites) with a 
related topic, usually under a single domain name, which includes an intended starting 
file calle:d a "home page." From the home page, access is gained to all the other 

a es on the web site. 
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APPENDIX C -REFERENCES 

PIA 

• Children's Online Privacy Protection Act (COPPA), 15 USC§ 6501 et seq. 

• Computer Fraud and Abuse Act, 1984. 

• Computer Matching and Privacy Act of 1988 (P.L. 100-503). 

• Computer Security Act of 1987: (P.L. 100-235). 

• Department of Defense (DOD) 5200.28, DOD Trusted Computer Systems Evaluation 

Criteria. 

• E-Government Act of 2002, Title ill, Federal Information Security Reform Act of 2002. 

• Freedom of Information Act, as amended (5 U.S.C. 552). 

• Government Information Security Reform Act (GISRA), October 2000. 

• Health Insurance Portability and Accountability Act of 1996 (HIPPA), 29 U.S.C. § 1181 

(Supp. III 1997) and implementing regulations. Privacy Rule, 67 FR 14775. 

• Office of Management and Budget Circular A-130, Management of Federal Information 

Resources. 

• OMB Circular A-11(Exhibit300). 

• OMB Memorandum No. M-99-18 "Privacy Policies on Federal Web Sites," June 2, 1999. 

• OMB Memorandum No. M-00-.13 "Privacy Policies and Data Collection on Federal Web 

Sites," June 22, 2000. 

• OMB Memorandum for the Heads of Executive Departments and Agencies, Subject: 

OMB Guidance for Implementing the Privacy Provisions of the E-Government Act of 

2002 (September 30, 2003). 

• Privacy Act of 1974, 5 U.S.C. 552a, as amended. 

• Right to Financial Privacy Act of 1978 (12 U.S.C. 3401 et seq.). 
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January 31, 2004 PIA Questionnaire - CLAIMS 3 

APPENDIX D - PIA QUESTIONNAIRE - CLAIMS 3 

System Name: 

System Environment . 
(production, test, 
development, or other. If 
other, please explain): 

System Location 
(entity/contractor name of 
site, building, room, city, 
and state): 

Activity/Purpose of 
System: 

PIA 

United States Citizenship and hnmigration Services (USCIS) 
Computer Linked Automated Information Management System 
(CLAIMS 3) 

Production 

NIA 

To track, process and report on applications for immigration 
benefits. 

,, 
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1 Does USeIS own the system? 

Note: If no, identify the system owner 
in the Comments column. 

2 Does users operate the system? 

3 

Note: If no, identify the system 
o erator in the Comments column. 
Identify in the Comments column the . 
life-cycle phase of this system. ' 

4 Is the system a stand-alone system 
(as defined in Appendix A, "Glossary · 
of Terms" of the PIA 

uestlonnalre ? 
5 Is the system network-connected (as 

defined in Appendix A, "Glossary of 
Terms" of the PIA uestlonnaire)? 

6 Is the system a General Support 
System (GSS), Major Application 
(MA) or sensitive system (as defined 
in Appendix A, "Glo~ of Term~" 
of the PIA Questionnaire)? 

PiA 

Note: If yes, identify whether the 
system is a GSS, MA or sensitive 
s stem in the Comments column. 

., 

PIA Questionnaire - CLAIMS 3 

Initiation 
D Develop/ Acquisition 
D Implementation 
181 Operations/Maintenance 
D Disposal 

Sensitive But Unclassified 
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7 Does the system contain PII within 
any database(s), record(s), file(s) or 
document(s)? 

PIA 

Note: If yes, check all that apply in the 
Comments column. If the category of 
personal information is not listed, 
please check "Other" and identify the 
category. 

Remediation Guidance: 
If the system contains no records with 
any data elements listed in the 
comments section, the system is not 
subject to federal privacy laws or 
regulations such as the Privacy Act of 
1974. Questions 8-18 may be marked 
with an "N/ A." 

If data elements relating to persons who 
are either United States Citizens or 
Lawful Permanent Residents are 
checked under the personal information 
category in the comments column, then 
the Privacy Act of 1974 is invoked. 
Agencies must meet all requirements of 
the Privacy Act listed under 5 U.S. C. 
552a.(4) as amended, listed under 
"Records Maintained On Individuals." 

If personal information on the system 
contains medical records numbers or 
medical notes (including medical 
images such as x-rays), then the HlPAA 
Privacy Rule 67 FR 14775 may be 
invoked. Agencies should review this 
rule to determine exact applicability 
and compliance requirements. 

If personal information on the system 
contains Financial Account Information 
and/or Numbers, then the Right to 
Financial Privacy Act of 1978 (12 
U.S.C. 3401 et seq.) privacy 
requirements may be invoked. 
Agencies should review this law to 
determine exact applicability .and 
com liance re uirements. 

PIA Questionnaire - CLAIMS 3 

Personal Information: 
~Name 
~ Date of Birth 
~ Social Security Number (or other 

number originated by a government 
that specifically identifies an 
individual) 

~ Photographic Identifiers (e.g., 
photograph image, x-rays, and video) 

~ Driver's License 
~ Biometric Identifiers (e.g., fingerprint 

and voiceprint) 
~ Mother's Maiden Name 
D Vehicle Identifiers (e.g., license 

plates) 
~ Mailing Address 
~ Phone Numbers (e.g., phone, fax, and 

cell) 
D Medical Records Numbers 
D Medical Notes 
~ Financial Account Information and/or 

Numbers (e.g., checking account 
number and PINs) 

~ Certificates (e.g., birth, death, and 
marriage) 

~ Legal Documents or Notes (e.g., 
divorce decree, criminal records, or 
other) 

0 Device Identifiers (e.g., pacemaker, 
hearing aid, or other) 

D WebURLs 
D Email Address 
D Education Records 
~ Other: Alien Number (A-Number) 
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8 Has a Privacy Act Systems of 
Records Notice (PARN) been 
published in the Federal Register? 

Remediation Guidance: 
If no, and the system meets the 
definition of a System of Records, then 
the Privacy Act of 1974 requirements 
are invoked. Agencies must develop a 
P ARN and publish the notice im the 
Federal Register with appropr:iate 
specifications listed in 5 U.S.C. Section 
552a as amended. 

9 Have major changes (as defined in 
Appendix A, "Glossary of Terms" of 
the PIA Questionnaire) to the system 
been made since publication of the 
PARN? 

Remediation Guidance: 
If yes, then the Privacy Act of 1974 
requires that agencies publish in the 
Federal Register a notice of any, and all 
revisions to the existence and character 
of the system of records with 
appropriate specifications listed in 5 
U.S. C. Section 552a as amended. 

10 Does the PARN address all required 
categories of information? 

PIA 

Note: Check all that apply in the 
Comments column. 

Remediation Guidance: 
If no, then the notice specifying the 
existence of the system of records will 
include all criteria listed in the 
Comments column. 

PIA Questionnaire - CLAIMS 3 

Federal Register Notice published 
10/17/02. 

67FR64132 

System Name 
D Security Classification 
[8l System Location 
[8l Categories of Individuals Covered by 

the System 
[8l Categories of Records in the System 
[8l Authority of Maintenance of the 

System 
IZI Purpose 
[8l Routine Uses of Records Maintained 

D 
in the System 
Disclosure to Consumer Reporting 
Agencies 

IZI Policies and Practices for Storing, 
Retrieving, Accessing, Retaining and 
Disposing of Records 

[8l System Manager(s) and Address 
[8l Notification Procedure 

IZI 
IZI 
IZI 
IZI 

Record Access Procedure 
Contesting Record Procedure 
Record Source Categories 
Systems Exempted From Certain 
Provisions of the Act 
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11 Does the system collect PII from 
individuals? 

PIA 

Note: If yes, identify the PII the 
system collects directly from 
individuals in the Comments column. If 
the category of personal information is 
not listed, please check "Other" and 
identify the category. 

Remediation Guidance: 
Each agency maintaining system of 
records is required to collect 
information to the greatest extent 
practicable directly from the individual 
when information may result in adverse 
determinations about an individual's 
rights, benefits, and privileges under 
federal programs. 

If personal information on the system 
contains medical records numbers or 
medical notes (including medical 
images such as x-rays), then Hf PAA 
Privacy Rule 67 FR 14775 may be 
invoked. Agencies should review these 
rules to determine exact applicability 
and compliance requirements. 

If personal information on the system 
contains Financial Account Information 
and/or Numbers, then Right to 
Financial Privacy Act of 1978 (12 
U.S.C. 3401 et seq.) privacy 
requirements may be invoked. 
Agencies should review this law to 
determine exact applicability and 
com liance re uirements. 

PIA Questionnaire - CLAIMS 3 

Personal Information: 
[81 Alien Registration Number 
[81 Name 
[81 Date of Birth 
[81 Social Security Number (or other number 

originated by a government that 
specifically identifies an individual) 

[81 Photographic Identifiers (e.g., photograph 
image, x-rays, and video) 

D Driver's License 
[81 Biometric Identifiers (e.g., fingerprint and 

voiceprint) 
[81 Mother's Maiden Name 
D Vehicle Identifiers (e.g., license plates) 
[81 Mailing Address 
[81 Phone Numbers (e.g., phone, fax, and cell) 
D Medical Records Numbers 
D Medical Notes 
[81 Financial Account Infonnation and/or 

Numbers (e.g., checking account number 
and PINs) 

[81 Certificates (e.g., birth, death, and 
marriage) 

[81 Legal Documents or Notes (e.g., divorce 
decree, criminal records, or other) 

D Device Identifiers (e.g., pacemaker, 
hearing aid, or other) 

D WebURLs 
0 E-mail Address 
0 Education Records 
D Other:. ________ _ 
D Other:. _________ _ 
D Other:. _________ _ 
D Other:. ________ _ 
D Other: _________ _ 
D Other: _________ _ 
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12 Does the system collect PII from 
other sources (e.g., databases, 
websites, etc.)? 

Note: If yes, specify the source(s) and 
PU collected in the Comments column. 

Remediation Guidance: 
If yes, then each agency is requcired to 
maintain records on systems that are 
used for making determinations about 
an individual with accuracy, relevance, 
timeliness, and completeness as 
reasonably necessary to assure fairness 
to the individual. Agencies are 
responsible for ensuring processes are 
in place to verify and validate PIT as 
directed by the Privacy Act of 1974. 

13 Does the system populate data for 
other resources (i.e., do databases, 
web sites, or other resources rely on 
this system's data)? 

PIA 

Note: If yes, specify resource(:;) and 
purpose for each instance in th~: 
Comments column. 

Remediation Guidance: 
If yes, then section ( e) ( 6) of the 
Privacy Act of 1974 is invoked Before 
disseminating any records about an 
individual to any person other than an 
agency, unless the dissemination is 
made pursuant to subsection (b)(2) of 
the Act, the agency must make 
reasonable efforts to assure thalt such 
records are accurate, complete, timely, 
and relevant on each system for agency 
purposes. Agencies are responsible for 
ensuring processes are in place to 
verify and validate PIT as directed by 
the Act. 

PIA Questionnaire - CLAIMS 3 
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14 Does the system share PII with 
internal or external parties of 
USCIS? 

PIA 

Note: If yes, identify in the Comments 
column which data elements are shared. 
If the category of personal information 
is not listed, please check "Other" and 
identify the category. 

Remediation Guidance: 
If yes, then section (e) (6) of the 
Privacy Act of 1974 is invoked. Before 
disseminating any records about an 
individual to any person other than an 
agency, unless the dissemination is 
made pursuant to subsection (b)(2) of 
the Act, agencies must make reasonable 
efforts to ensure that such records are 
accurate, complete, timely, and relevant 
on each system for agency purposes. 
Agencies are responsible for ensuring 
processes are in place to verify and 
validate PIT as directed by the Act. 

If personal information on the system 
contains medical records numbers or 
medical notes (including medical 
images such as x-rays), then HIPAA 
Privacy Rule, 67 FR 14775 may be 
invoked. Agencies should review these 
rules to determine exact applicability 
and compliance requirements. 

If personal information on the system 
contains Financial Account Information 
and/or Numbers, then Right to 
Financial Privacy Act of 1978 (12 
U.S.C. 3401 et seq.) privacy 
requirements may be invoked. 
Agencies should review this law to 
determine exact applicability and 
compliance requirements. 

PIA Questionnaire - CLAIMS 3 
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15 Are records on the system 
retrievable? 

Note: If yes, specify in the Comments 
column what method is used in 
retrieving the records (i.e., using a 
record number, name, social security 
number, or other data element or record 
locator methodology). If the category 
of personal information is not listed, 
please check "Other" and identify the 
category. 

Remediation Guidance: 
If yes, then a system of record~ in 
which information relating to a United 
States citizen or Lawful Permanent 
Resident is retrieved using onei or more 
of an individual's "identifying 
information" invokes Privacy .Act of 
1974 requirements. All requirements 
under 5 U.S.C. of Section 552a as 
amended must be met by an agency for 
this system. 

16 Is there a notification process in 
place when changes occur (i.e., 
.revisions to Pil or when the system 
encounters a major change or is 
replaced) for alerting other resources 
dependent upon PII contained on · 
this system? 

17 Are processes in place for periodic 
review of PII contained in the system 
to ensure it is timely, accurate, and 
relevant? 

PIA Questionnaire - CLAIMS 3 
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18 Are rules of conduct in place for 
access to PII on the system? 

Note: If yes, identify in the Comments 
column all users with access to PIT on 
the system, and for what purposes they 
use the PII. 

Remediation Guidance: 
lfno, then Section (e)(9-10) of the 
Privacy Act of 1974 is inv0ked to the 
extent that the system contains 
information relating to United .States 
citizens or Lawful Permanent 
Residents. The Act requires rules of 
conduct for persons involved in the 
design, development, operations, or 
maintenance of a system's Pll. 

19 Does the system host a web site either 
as an Internet, an intranet, or both? 

PIA 

Note: If yes, identify what type of site 
in the Comments column. 

Note: lfno, check NIA for all 
subsequent questions in the '''Web 
Site Host Question Sets" section and 
answer questions starting with the 
"Administrative Controls" section 
beginning with Question #28 .. 

Remediation Guidance: 
If yes, then OMB M-99-18 is invoked 
requiring that for every federal, public 
web site agencies include a privacy 
policy statement, even if the site does 
not collect any information and does 
not create a Privac Act record. 

D 

PIA Questionnaire - CLAIMS 3 

0 [gj Users 
[gj Administrators 
[gJ Developers 
[gj Contractors 

For what purposes: o _________ _ o _________ _ 
o _________ _ 
D----------o _________ _ 
All users listed will be subject to USCIS 
and Rules of Behavior 

Intranet site for National Benefits Center 
access 
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Web Site Host 
20 Is the web site accessible by the 

public or other entities (i.e., 
contractors, third party 
administrators, state, or local 
agencies, etc.)? 

Remediation Guidance: 
If yes, then OMB M-99-18 is invoked. 
Agencies must post privacy policies on 
their principal web sites, any known 
major entry points, and any web page 
where substantial personal information 
is collected from the public. The 
privacy policy must state what 
information is being collected, why it is 
being collected, and how the agency 
will use the information. Privacy 
policies must be clearly labeled and 
easily accessed when an individual 
visits a web site. 

21 Is a privacy policy statement posted 
on the web site? 

Remediation Guidance: 
Ifno, then OMB M-99-18 is invoked. 
Agencies must post privacy policies on 
their principal web sites, any known 
major entry points, as well as any web 
pages where substantial personal 
information is collected from the 
public. The privacy policy must state 
what information is being collected, 
why it is being collected, and how the 
agency will use the information. 
Privacy policies must be clearly labeled 
and easily accessed when an individual 
visits a web site. 

22 Are web links posted anywhere on 
the web site? 

PIA 

Remediation Guidance: 
Ifno, then OMB M-99-18 is invoked. 
Agencies must post privacy policies on 
their principal web sites, any known 
major entry points, as well as any web 
pages where substantial personal 
information is collected from the 
public. The privacy policy must state 
what information is being collected, 
why it is being collected, and how the 
agency will use the information. 
Privacy policies must be clearly labeled 
and easily accessed when an individual 
visits a web site. 

PIA Questionnaire - CLAIMS 3 

D See Question 19 above. 

See Question 19 above. 

See Question 19 above. 
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Web Site Host 
23 Are cookies present on the web site? 

Note: If yes, identify types of cookies 
in the Comments column. 

Remediation Guidance: 
If yes, persistent cookies are prohibited. 
Alternatively, session cookies are 
allowed as long as use of session 
cookies are indicated in the privacy 
policy statement, and the agency is able 
to demonstrate a valid need for use of 
these session cookies. Cookies will not 
knowingly be transferred to third 
parties unless explained in the Privacy 
and Securit Statement. 

24 Does the web site have any 
information or pages directed at 
children? 

PIA 

Remediation Guidance: 
If yes, then the Children's Online 
Privacy Protection Act (COPPA), OMB 
M-00-13, and DIMS 9Chapter1500 
are all invoked. Agency systems 
hosting web sites are mandated by 
OMB to comply with COPPA. This 
law places restrictions on the collection 
and use of information on any web site 
or online service directed to children 
and requires parental consent before 
any such collection and provides the 
parent with the right to see what is 
collected about his/her child and to 
restrict dissemination or use or further 
collection of any information about the 
child. 

PIA Questionnaire - CLAIMS 3 

See Question 19 above. 

See Question 19 above. 
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Web Site Host 
25 Does the web site collect PII from 

individuals? 

PIA 

Note: If yes, identify what PII the 
system collects in the Comments 
column. If the category of personal 
information is not listed, please: check 
"Other" and identify the category. 

Remediation Guidance: 
If yes, and data elements relating to 
United States citizens or Lawful 
Permanent Residents are checked under 
both the Identifier and Personal 
Information categories, then the: 
Privacy Act of 1974 is invoked. 
Agencies must meet all requirements of 
the Privacy Act listed under 5 U.S. C. 
552a.(4) as amended listed under 
"Records Maintained On Individuals." 

If personal information on the system 
contains medical records numbers or 
medical notes (including medical 
images such as x-rays), then the: HlPAA 
Privacy Rule, 67 FR 14775 may be 
invoked. Agencies should revic:w this 
rule to determine exact applicability 
and compliance requirements. 

If personal information on the system 
contains Financial Account Information 
and/or Numbers, then the Rightto 
Financial Privacy Act of 1978 (12 
U.S.C. 3401 et seq.) privacy 
requirements may be invoked. 
Agencies should review this law to 
determine exact applicability and 
com Hance re uirements. 

PIA Questionnaire - CLAIMS 3 

See Question 19 above. 
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Web Site Host 
26 Does the web site share PII with ~ D See Question 19 above. 

internal or external parties of the 
Department? 
Note: If yes, specify with whorn and 
for what purposes, and identify the data 
elements in the Comments column. If 
the category of personal information is 
not listed, please check "Other" and 
identify the category. 

Remediation Guidance: 
If yes and the information relates to 
United States citizens or Lawful 
Permanent Residents, then section (e) 
(6) of the Privacy Act is invoked. 
Before disseminating any records about 
an individual to any person other than 
an agency, unless the dissemination is 
made pursuant to subsection (b)(2) of 
the Act, agencies must make reasonable 
efforts to ensure that such records are 
accurate, complete, timely, and relevant 
on each system for agency purposes. 
Agencies are responsible for ensuring 
processes are in place to verify :and 
validate PII as directed by the Act. 

If personal information on the system 
contains medical records numbers or 
medical notes (including medical 
images such as x-rays), then HIPAA 
Privacy Rule, 67 FR 14775 may be 
invoked. Agencies should review these 
rules to determine exact applicability 
and compliance requirements. 

If personal information on the system 
contains Financial Account Information 
and/or Numbers, then Gramm-Leach-
Bliley Act (GLBA) of 1999 Pub. Law 
No. 106-102, 113 Stat. 1338 (1999) 
privacy requirements may be invoked. 
Agencies should review this law to 
determine exact applicability and 
com liance re uirements. 

27 Are rules of conduct in place for ~ D See Question 19 above. 

access to PII on the website? 

Note: If yes, identify in the Comments 
column all categories of users with 
access to PII on the system, and for 
what u oses the PII is used. 
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Administrative Controls 
Note: This PIA Guide uses the terms "Administrative," "Technical," and "Physical" to refer to security control 
questions-terms that are used in several federal privacy Jaws when referencing security requirements. users 
recognizes the slight difference in temli.nology used in this guide from those that are used in other documents such 
as the National Institute of Standards and Technology (NIST) SP 800-26, Security Self-Assessment Guide for 
Information Technolo Systems. 
28 Has the system been authorized to 181 D 

process information? 

Remediation Guidance: 
Ifno, then the system may be required 
as directed by OMB Circular A-130 to 
complete an accreditation for each 
system. Agencies should engage in an 
assessment process that ensures 
technical security features are built into 
the life c cle of a s stem. 

29 Have there been major changes (as 
defined in Appendix A, "Glossary of 
Terms" of the PIA Questionnaire) to 
the system since it was last certified 
and accredited? 

Remediation Guidance: 
If yes, then agencies are required by 
OMB Circular A-130 to complete an 
update of the certification and 
accreditation for each system that has 
been modified. Agencies should engage 
in an assessment process that ensures 
existing technical security features are 
a ro riate to the modified s stem. 

30 Are security controls routinely 
reviewed? 

PIA 

Remediation Guidance: 
Security controls need to be routinely 
reviewed to ensure sustained 
effectiveness even when no changes to 
the system have occurred. OMB 
Circular A-130 stipulates a system's 
security controls should be reviewed 
"when significant modifications are 
made to a system, but at least every 
three years. The scope and frequency 
of the review should be commensurate 
with the acceptable level of risk for the 
s stem." 

37 



January 31, 2004 

Administrative Controls 
31 Is there a system security plan for 

this system? 

Remediation Guidance: 
The Privacy Act of 1974 and OMB 
Circular A-130 require procedures be 
in.place for implementing 
administrative, technical, and physical 
security controls for systems containing 
a system of records. Agencies should 
develop a plan that demonstrates 
security controls for components, 
applications, and systems that are 
consistent with the agency's Enterprise 
Architecture; include a plan to manage 
risk; protect privacy and 
confidentiality; and explain any 
planned or actual variance from NIST 
securit uidance. 

32 Is there a contingency (or backup) 
plan for the system? 

Remediation Guidance: 
The Privacy Act of 1974 and OMB 
Circular A-130 require procedures be 
in place for implementing a 
contingency plan for systems 
containing a system of records. 
Agencies should develop a plan that 
demonstrates contingency security 
controls for components, applications, 
and systems that are consistent with the 
agency's Enterprise Architecture; 
include a plan to manage risk; protect 
privacy and confidentiality; and explain 
any planned or actual variance from 
NIST securit uidance. 

33 Are files backed up regularly'!' 

PIA 

Remediation Guidance: 
OMB Circular A-130 requires 
procedures be in place for protecting 
data on systems in the event the system 
and the information it contains is 
attacked or rendered unavailablf:. 
Agencies should devise a method for 
backing up information contained on 
the s stem at re ular intervals. 

D 

PIA Questionnaire - CLAIMS 3 

CLAIMS 3 is a distributed client/server 
system which is not managed by any one 
entity. 

Daily backups are performed. 
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Administrative Controls 
34 Are the backup files stored offsite? 

Remediation Guidance: 
OMB Circular A-130 requires 
procedures be in place for protecting 
data on systems in the event the system 
and the information it contains is 
attacked or rendered unavailable. 
Agencies should identify an altt:rnative 
site for housin backu files. 

35 Are there user manuals for the 
system? 

36 Have personnel using the system 
been trained and made aware of 
their responsibilities for protecting 
personal information being collected 
and maintained? 

Remediation Guidance: 
If no, OMB Circular A-130 requires 
that each agency ensure the security of 
information contained on each system 
to include training of users and 
employees of security controls in place. 
Agencies should provide users with 
training of their roles and 
responsibilities for protecting PH 
collected and maintained on the s stem. 

37 Who will have access to the PII on 
the system? 

Note: Check all that apply in the 
Comments column. 

38 Are methods in place to ensure least 
privilege (e.g., "need to know" and 
accountability)? 

PIA 

Note: If yes, please specify method(s) 
in the Comments column. 

PIA Questionnaire - CLAIMS 3 

Users 
[81 Administrators 
[81 Developers 
[81 Contractors 
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Technical Controls 
39 Are technical controls in place to 

minimize the possibility of 
unauthorized access, use, or 
dissemination of the data in the 
system? 

Note: If yes, check all that applly in the 
Comments column. 

Remediation Guidance: 
Ifno, OMB Circular A-130 requires 
that each agency ensure the security of 
information contained on each system 
by implementing technical security 
controls. Agencies should devise 
administrative, technical, and physical 
controls for each system to protect the 
PIT it contains. 

40 Are the following password controls 
in place? 

Note: Check all that apply in the 
Comments column. 

Remediation Guidance: 
Ifno, OMB Circular A-130 requires 
that each agency ensure the security of 
information contained on each system. 
Agencies should implement one or 
more of the password controls for each 
system to protect the PII it contains. 

41 Is a process in place to monitor and 
respond to incidents? 

PIA Questionnaire - CLAIMS 3 

USCIS has established technical control 
requirements including the following 
controls: 

C8] User ID 
C8] Passwords 
C8] Firewall 
D Virtual Private Network (VPN) 
D Encryption 
D Intrusion Detection System (IDS) 
D Common Access Cards (CAC) 
D Smart Cards 
D Biometrics 
D Public Key Infrastructure (PKI) 

Passwords expire after a set period of 
time. 

D Accounts are locked after a set period 
of inactivity. 

D Minimum length of passwords is eight 
characters. 

D Passwords must be a combination of 
uppercase, lowercase, and special 
characters. 

D Accounts are locked after a set number 
of incorrect attempts. 

USCIS has established password 
management security requirements 
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PIA 

Are physical access controls in place? 

Note: If yes, check all that apply in the 
Comments column. 

Remediation Guidance: 
If no, OMB Circular A-130 requires 
that each agency ensure the security of 
information contained on each system 
by implementing technical security 
controls. Agencies should devise 
administrative, technical, and physical 
controls for each system to protect the 
PII it contains. 

PIA Questionnaire - CLAIMS 3 

USCIS controls include: 

l:8J Guards 
l:8J Identification Badges 
l:8J Key Cards 
D Cipher Locks 
D Biometrics 
D Closed Circuit TV (CCTV) 
D Other _________ _ 
D Other _________ _ 
D Other _________ _ 
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APPENDIX D - PIA QUESTIONNAIRE - CLAIMS 4 

System Name: 

System Environment 
(production, test, 
development, or other. If 
other, please explain): 

System Location 
(entity/contractor name of 
site, building, room, city, 

· and state): 

Activity/Purpose of 
System: 

PIA 

United States Citizenship and Immigration Services (USCIS) 
Computer Linked Automated Information Management System 
(CLAIMS 4) 

Production 

NIA 

To track, process and report on applications for immigration 
benefits. 
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1 Does USCIS own the system? 

Note: If no, identify the system owner 
in the Comments column. 

2 Does USCIS operate the system? 

Note: If no, identify the system 
o rator in the Comments column. 

3 Identify in the Comments column the 
life-cycle phase of this system. 

4 Is the system a stand-alone system 
(as defined lo Appendix A, "Glossary 
of Terms" of the PIA 

uestionnalre)? 
5 Is the system network-connected (as 

defined in Appendix A, "Glos,,ary of 
Terms'' of the PIA uestionnaire)? . 

6 Is the system a General Support 
System (GSS), Major Application · 
(MA) or sensitive system (as defloed 
in Appendix A, ''Glossary of Terms" 
of the PIA Questionnaire)? 

PIA 

Note: If yes, identify whether the 
system is a GSS, MA or sensitive 
s stem in the Comments column. 

PIA Questionnaire - CLAIMS 4 

Initiation 
D Develop/ Acquisition 
D Implementation 
181 Operations/Maintenance 
D Disposal 

Sensitive But Unclassified 
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7 Does the system contain PII within 
any database(s), record(s), file(s) or 
document(s)? 

PIA 

Note: If yes, check all that apply in the 
Comments column. If the category of 
personal information is not listed, 
please check "Other" and identify the 
category. 

Remediation Guidance: 
If the system contains no records with 
any data elements listed in the 
comments section, the system is not 
subject to federal privacy laws or 
regulations such as the Privacy Act of 
1974. Questions 8-18 may be marked 
with an "N/ A." 

If data elements relating to persons who 
are either United States Citizens or 
Lawful Permanent Residents are 
checked under the personal information 
category in the comments column, then 
the Privacy Act of 1974 is invoked. 
Agencies must meet all requirements of 
the Privacy Act listed under 5 U.S.C. 
552a.( 4) as amended, listed under 
"Records Maintained On Individuals." 

If personal information on the system 
contains medical records numbc:rs or 
medical notes (including medical 
images such as x-rays), then the HIPAA, 
Privacy Rule 67 FR 14775 may be 
invoked. Agencies should review this 
rule to determine exact applicability 
and compliance requirements. 

If personal information on the system 
contains Financial Account Information 
and/or Numbers, then the Right to 
Financial Privacy Act of 1978 (12 
U.S.C. 3401 et seq.) privacy 
requirements may be invoked. 
Agencies should review this law to 
determine exact applicability and 
com liance re uirements. 

PIA Questionnaire - CLAIMS 4 

Personal Information: 
[8] Name 
[8] Date of Birth 
[8] Social Security Number (or other 

number originated by a government 
that specifically identifies an 
individual) 

[8] Photographic Identifiers (e.g., 
photograph image, x-rays, and video) 

[8] Driver's License 
[8] Biometric Identifiers (e.g., fingerprint 

and voiceprint) 
[8] Mother's Maiden Name 
D Vehicle Identifiers (e.g., license 

plates) 
[8] Mailing Address 
[8] Phone Numbers (e.g., phone, fax, and 

cell) 
D Medical Records Numbers 
D Medical Notes 
[8] Financial Account Information and/or 

Numbers (e.g., checking account 
number and PINs) 

[8] Certificates (e.g., birth, death, and 
marriage) 

[8] Legal Documents or Notes (e.g., 
divorce decree, criminal records, or 
other) 

D Device Identifiers (e.g., pacemaker, 
hearing aid, or other) 

D WebURLs 
D Email Address 
D Education Records 
[8] Other: Alien Number (A-Number) 
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8 Has a Privacy Act Systems of 
Records Notice (PARN) been 
published in the Federal Register? 

Remediation Guidance: 
If no, and the system meets the 
definition of a System of Records, then 
the Privacy Act of 1974 requirements 
are invoked. Agencies must develop a 
p ARN and publish the notice in the 
Federal Register with appropriate 
specifications listed in 5 U.S. C. Section 
552a as amended. 

9 Have major changes (as defined in 
Appendix A, "Glossary of Terms" of 
the PIA Questionnaire) to the system 
been made since publication of the 
PARN? 

Remediation Guidance: 
If yes, then the Privacy Act of 1974 
requires that agencies publish in the 
Federal Register a notice of any, and all 
revisions to the existence and character 
of the system of records with 
appropriate specifications listed in 5 
U.S. C. Section 552a as amended. 

10 Does the PARN address all required 
categories of information? 

PIA 

Note: Check all that apply in the 
Comments column. 

Remediation Guidance: 
If no, then the notice specifying the 
existence of the system of records will 
include all criteria listed in the 
Comments column. 

PIA Questionnaire - CLAIMS 4 

Federal Register Notice published 
10/17/02. 

67FR64132 

System Name 
D Security Classification 
t8l System Location 
[gj Categories of Individuals Covered by 

the System 
[8J Categories of Records in the System 
[8J Authority of Maintenance of the 

System 
[8J Purpose 
[8J Routine Uses of Records Maintained 

in the System 
D Disclosure to Consumer Reporting 

Agencies 
[8J Policies and Practices for Storing, 

Retrieving, Accessing, Retaining and 
Disposing of Records 

[8J System Manager(s) and Address 
[8J Notification Procedure 
[8J Record Access Procedure 
[8J Contesting Record Procedure 
[8J Record Source Categories 
[8J Systems Exempted From Certain 

Provisions of the Act 
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11 Does the system collect PII from 
individuals? 

PIA 

Note: If yes, identify the PII the 
system collects directly from 
individuals in the Comments column. If 
the category of personal ·information is 
not listed, please check "Other" and 
identify the category. 

Remediation Guidance: 
Each agency maintaining system of 
records is required to collect 
information to the greatest extent 
practicable directly from the individual 
when information may result in adverse 
determinations about an individual's 
rights, benefits, and privileges under 
federal programs. 

If personal information on the system 
contains medical records numbers or 
medical notes (including medieal 
images such as x-rays), then HIPAA 
Privacy Rule 67 FR 14775 may be 
invoked. Agencies should review these 
rules to determine exact applicability 
and compliance requirements. 

If personal information on the system 
contains Financial Account Information 
and/or Numbers, then Right to 
Financial Privacy Act of 1978 (12 
U.S.C. 3401 et seq.) privacy 
requirements may be invoked. 
Agencies should review this law to 
determine exact applicability and 
com liance r uirements. 

PIA Questionnaire - CLAIMS 4 

Personal Information: 
181 Alien Registration Number 
181 Name 
181 Date of Birth 
181 Social Security Number (or other number 

originated by a government that 
specifically identifies an individual) 

181 Photographic Identifiers (e.g., photograph 
image, x-rays, and video) 

D Driver's License 
181 Biometric Identifiers (e.g., fingerprint and 

voiceprint) 
181 Mother's Maiden Name 
D Vehicle Identifiers (e.g., license plates) 
181 Mailing Address 
181 Phone Numbers (e.g., phone, fax, and cell) 
D Medical Records Numbers 
D Medical Notes 
181 Financial Account Information and/or 

Numbers (e.g., checking account number 
and PINs) 

181 Certificates (e.g., birth, death, and 
marriage) 

181 Legal Documents or Notes (e.g., divorce 
decree, criminal records, or other) 

D Device Identifiers (e.g., pacemaker, 
hearing aid, or other) 

0 WebURLs 
D E-mail Address 
D Education Records 
D Other: ________ _ 
D Other: ________ _ 
D Other:. ________ _ 
D Other: ________ _ 
D Other: ________ _ 
D Other:, ________ _ 
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12 Does the system collect PII from 
other sources (e.g., databases, 
websites, etc.)? 

Note: If yes, specify the source(s) and 
PII collected in the Comments column. 

Remediation Guidance: 
If yes, then each agency is required to 
maintain records on systems that are 
used for making determinations about 
an individual with accuracy, relevance, 
timeliness, and completeness as 
reasonably necessary to assure fairness 
to the individual. Agencies are 
responsible for ensuring processes are 
in place to verify and validate PII as 
directed by the Privacy Act of 1974. 

13 Does the system populate data for 
other resources (i.e., do databases, 
web sites, or other resources rely on 
this system's data)? 

PIA 

Note: If yes, specify resource(s) and 
purpose for each instance in the 
Comments column. 

Remediation Guidance: 
If yes, then section ( e) ( 6) of the 
Privacy Act of 1974 is invoked. Before 
disseminating any records about an 
individual to any person other than an 
agency, unless the dissemination is 
made pursuant to subsection (b)(2) of 
the Act, the agency must make 
reasonable efforts to assure that such 
records are accurate, complete, timely, 
and relevant on each system for agency 
purposes. Agencies are responsible for 
ensuring processes are in place to 
verify and validate PII as directed by 
the Act. 

PIA Questionnaire CLAIMS 4 

SSA, IRS, DOS, DOL 

~Name 
~ Date of Birth 
~ Social Security Number (or other number 
originated by a government that specifically 
identifies an individual) 
~ Legal Documents or Notes (e.g., divorce 
decree, criminal records, or other) 

Name 
~ Date of Birth 
~ Social Security Number (or other number 
originated by a government that specifically 
identifies an individual) 
~ Legal Documents or Notes (e.g., divorce 
decree, criminal records, or other) 
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14 Does the system share PII with 
internal or external parties of 
USCIS? 

PIA 

Note: If yes, identify in the Comments 
column which data elements are shared. 
If the category of personal information · 
is not listed, please check "Other" and 
identify the category. 

Remediation Guidance: 
If yes, then section (e) (6) of the: 
Privacy Act of 1974 is invoked. Before 
disseminating any records about an 
individual to any person other than an 
agency, unless the dissemination is 
made pursuant to subsection (b)(2) of 
the Act, agencies must make reasonable 
efforts to ensure that such records are 
accurate, complete, timely, and relevant 
on each system for agency purposes. 
Agencies are responsible for ensuring 
processes are in place to verify and 
validate PII as directed by the Act. 

If personal information on the system 
contains medical records numbers or 
medical notes (including medical 
images such as x-rays), then HlPAA 
Privacy Rule, 67 FR 14775 may be 
invoked. Agencies should review these 
rules to determine exact applicability 
and compliance requirements. 

If personal information on the system 
contains Financial Account Information 
and/or Numbers, then Right to 
Financial Privacy Act of 1978 (.72 
U.S.C. 3401 et seq.) privacy 
requirements may be invoked. 
Agencies should review this law to 
determine exact applicability and 
compliance requirements. 

PIA Questionnaire - CLAIMS 4 

C8:I Name 
C8:I Date of Birth 
C8:I Social Security Number (or other number 
originated by a government that specifically 
identifies an individual) 
C8:I Legal Documents or Notes (e.g., divorce 
decree, criminal records, or other) 
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15 Are records on the system 
retrieve hie? 

Note: If yes, specify in the Comments 
column what method is used in 
retrieving the records (i.e., using a 
record number, name, social security 
number, or other data element or record 
locator methodology). If the ca.tegory 
of personal information is not listed, 
please check "Other" and identify the 
category. 

Remediation Guidance: 
If yes, then a system of records in 
which information relating to a United 
States citizen or Lawful Permanent 
Resident is retrieved using one or more 
of an individual's "identifying 
information" invokes Privacy Act of 
1974 requirements. All requirements 
under 5 U.S. C. of Section 552a as 
amended must be met by an agency for 
this system. 

16 Is there a notification process in 
place when changes occur (i.e., 
revisions to PII or when the system 
encounters a major change or is 
replaced) for.alerting other resources 
dependent upon PH contained on 
this system? 

17 Are processes in place for periodic 
review of PII contained in the system 
to ensure it is timely, accurate, and 
relevant? 

PIA Questionnaire - CLAIMS 4 
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18 Are rules of conduct in place for 
access to PII on the system? 

Note: If yes, identify in the Comments 
column all users with access to PIT on 
the system, and for what purposes they 
use the PII. 

Remediation Guidance: 
If no, then Section ( e )(9-10) of the 
Privacy Act of 1974 is invoked to the 
extentthat the system contains 
information relating to United States 
citizens or Lawful Permanent 
Residents. The Act requires rules of 
conduct for persons involved in the 
design, development, operations, or 
maintenance of a system's PII. 

19 Does the system host a web site either 
as an Internet, an intranet, or both? 

PIA 

Note: If yes, identify what type of site 
in the Comments column. 

Note: If no, check N/A for all 
subsequent questions in the "Web 
Site Host Question Sets" section and 
answer questions starting with the 
"Administrative Controls" section 
beginning with Question #28. 

Remediation Guidance: 
If yes, then OMB M-99-18 is invoked 
requiring that for every federal, public 
web site agencies include a privacy 
policy statement, even if the site. does 
not collect any information and does 
not create a Privac Act record. 

D 

PIA Questionnaire - CLAIMS 4 

D Users 
IZJ Administrators 
IZJ Developers 
IZJ Contractors 

For what purposes: o _________ _ 
D----------o _________ _ 
o _________ _ 
o _________ _ 
All users listed will be subject to USCIS 
and Rules of Behavior 
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Is the web site accessible by the 
public or other entities (i.e., 
contractors, third party 
administrators, state, or local 
agencies, etc.)? 

Remediation Guidance: 
If yes, then OMB M-99-18 is invoked. 
Agencies must post privacy policies on 
their principal web sites, any known 
major entry points, and any web page 
where substantial personal infmmation 
is collected from the public. The 
privacy policy must state what 
information is being collected, why it is 
being collected, and how the agency 
will use the information. Privacy 
policies must be clearly labeled and 
easily accessed when an individual 
visits a web site. 

21 Is a privacy policy statement posted 
on the web site? 

Remediation Guidance: 
Ifno, then OMB M-99-18 is invoked. 
Agencies must post privacy policies on 
their principal web sites, any known 
major entry points, as well as any web 
pages where substantial personal 
information is collected from the 
public. The privacy policy must state 
what information is being collec:ted, 
why it is being collected, and how the 
agency will use the information. 
Privacy policies must be clearly labeled 
and easily accessed when an individual 
visits a web site. 

22 Are web links posted anywhere on 
the web site? 

PIA 

Remediation Guidance: 
Ifno, then OMB M-99-18 is invoked. 
Agencies must post privacy policies on 
their principal web sites, any known 
major entry points, as well as any web 
pages where substantial personal 
information is collected from th1~ 
public. The privacy policy must state 
what information is being collected, 
why it is being collected, and how the 
agency will use the information. 
Privacy policies must be clearly labeled 
and easily accessed when an individual 
visits a web site. 

PIA Questionnaire - CLAIMS 4 

See Question 19 above. 

See Question 19 above. 

See Question 19 above. 
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Are cookies present on the web site? 

Note: If yes, identify types of cookies 
in the Comments column. 

Remediation Guidance: 
If yes, persistent cookies are prohibited. 
Alternatively, session cookies are 
allowed as long as use of session 
cookies are indicated in the privacy 
policy statement, and the agency is able 
to demonstrate a valid need for use of 
these session cookies. Cookies will not 
knowingly be transferred to third 
parties unless explained in the Privacy 
and Securit Statement. 

24 Does the web site have any 
information or pages directed at 
children? 

PIA 

Remediation Guidance: 
If yes, then the Children's Online 
Privacy Protection Act (COPPA), OMB 
M-00-13, and DIMS 9Chapter1500 
are all invoked. Agency systems 
hosting web sites are mandated by 
OMB to comply with COPP A. This 
law places restrictions on the collection 
and use of information on any web site 
or online service directed to children 
and requires parental consent before 
any such collection and provides the 
parent with the right to see what is 
collected about his/her child and to 
restrict dissemination or use or :further 
collection of any information about the 
child. 

PIA Questionnaire - CLAIMS 4 

See Question 19 above. 

See Question 19 above. 
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PIA 

Does the web site collect PII from 
individuals? 

Note: If yes, identify what PII the 
system collects in the Comments 
column. If the category of personal 
information is not listed, please: check 
"Other" and identify the category. 

Remediation Guidance: 
If yes, and data elements relating to 
United States citizens or Lawful 
Permanent Residents are checked under 
both the Identifier and Personal 
Information categories, then the: 
Privacy Act of 1974 is invoked. 
Agencies must meet all requirements of 
the Privacy Act listed under 5 U.S.C. 
552a.(4) as amended listed under 
"Records Maintained On Individuals." 

If personal information on the system ' 
contains medical records numbers or 
medical notes (including medical 
images such as x-rays), then the HIPAA 
Privacy Rule, 67 FR 14775 may be 
invoked. Agencies should review this 
rule to determine exact applicability 
and compliance requirements. 

If personal information on the system 
contains Financial Account Information 
and/or Numbers, then the Right to 
Financial Privacy Act of 1978 (12 
U.S.C. 3401 et seq.) privacy 
requirements may be invoked. 
Agencies should review this law to 
determine exact applicability and 
com Iiance re uirements. 

PIA Questionnaire - CLAIMS 4 

See Question 19 above. 
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Does the web site share PII with 
internal or external parties of the 
Department? 
Note: If yes, specify with whom and 
for what purposes, and identify the data 
elements in the Comments column. If 
the category of personal information is 
not listed, please check "Other" and 
identify the category. 

Remediation Guidance: 
If yes and the information relates to 
United States citizens or Lawfal 
Permanent Residents, then section (e) 
(6) of the Privacy Act is invoked. 
Before disseminating any records about 
an individual to any person othe;r than 
an agency, unless the dissemination is 
made pursuant to subsection (b)(2) of 
the Act, agencies must make reasonable 
efforts to ensure that such records are 
accurate, complete, timely, and :relevant" 
on each system for agency purposes. 
Agencies are responsible for ensuring 
processes are in place to verify and 
validate PII as directed by the Act. 

If personal information on the system 
contains medical records numbers or 
medical notes (including medical 
images such as x-rays), then HIPAA 
Privacy Rule, 67 FR 14775 may be 
invoked. Agencies should review these 
rules to determine exact applicability 
and compliance requirements. 

If personal information on the system 
contains Financial Account Information 
and/or Numbers, then Gramm-Leach
Bliley Act (GLBA) of 1999 Pub. Law 
No. 106-102, 113 Stat. 1338 (1999) 
privacy requirements may be invoked. 
Agencies should review this law to 
determine exact applicability and 
com liance r uirements. 

27 Are rules of conduct in place for 
access to PII on the website? 

PIA 

Note: If yes, identify in the Comments 
column all categories of users with 
access to PII on the system, and :for 
what oses the PII is used. 

PIA Questionnaire - CLAIMS 4 

See Question 19 above. 

D See Question 19 above. 
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Administrative Controls 
Note: This PIA Guide uses the terms "Administrative," "Technical," and "Physical" to refer to security control 
questions-terms that are used in several federal privacy laws when referencing security requirements. USCIS 
recognizes the slight difference in terminology used in this guide from those that are used in other documents such 
as the National Institute of Standards and Technology (NIST) SP 800-26, Security Self-Assessment Guide for 
Information Technolo Systems. 
28 Has the system been authorized to 

process information? 

Remediation Guidance: 
If no, then the system may be rnquired 
as directed by OMB Circular A--130 to 
complete an accreditation for each 
system. Agencies should engage in an 
assessment process that ensures 
technical security features are built into 
the life c cle of a s stem. 

29 Have there been major changes (as 
defined in Appendix A, "Glossary of 
Terms" of the PIA Questionnaire) to 
the system since it was last certified 
and accredited? 

Remediation Guidance: 
If yes, then agencies are required by 
OMB Circular A-I 30 to complete an 
update of the certification and 
accreditation for each system that has 
been modified. Agencies should engage 
in an assessment process that ensures 
existing technical security featw·es are 
a ro riate to the modified s st1~m. 

30 Are security controls routinely 
reviewed? 

PIA 

Remediation Guidance: 
Security controls need to be routinely 
reviewed to ensure sustained 
effectiveness even when no changes to 
the system have occurred. OMB 
Circular A-130 stipulates a system's 
security controls should be reviewed 
"when significant modifications are 
made to a system, but at least every 
three years. The scope and frequency 
of the review should be commensurate 

' with the acceptable level of risk for the 
s stem." 
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Administrative Controls 
31 Is there a system security plan for 

this system? 

Remediation Guidance: 
The Privacy Act of 1974 and OMB 
Circular A-130 require procedures be 
in place for implementing 
administrative, technical, and physical 
security controls for systems containing 
a system of records. Agencies should 
develop a plan that demonstrates 
security controls for components, 
applications, and systems that are 
consistent with the agency's Enterprise 
Architecture; include a plan to manage 
risk; protect privacy and 
confidentiality; and explain any 
planned or actual variance from NIST 
securit uidance. 

32 Is there a contingency (or backup) 
plan for the system? 

Remediation Guidance: 
The Privacy Act of 1974 and OMB 
Circular A-130 require procedures be 
in place for implementing a 
contingency plan for systems 
containing a system of records. 
Agencies should develop a plan that 
demonstrates contingency security 
controls for components, applications, 
and systems that are consistent with the 
agency's Enterprise Architecture; 
include a plan to manage risk; protect 
privacy and confidentiality; and 1~xplain 
any planned or actual variance from 
NJST securit uidance. 

33 Are files backed up regularly? 

PIA 

Remediation Guidance: 
OMB Circular A-130 requires 
procedures be in place for protecting 
data on systems in the event the s:ystem 
and the information it contains is 
attacked or rendered unavailable. 
Agencies should devise a method. for 
backing up information contained on 
the s stem at re ular intervals. 

PIA Questionnaire - CLAIMS 4 

Daily backups are performed. 
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Administrative Controls 
34 Are the backup files stored offsite? 

Remediation Guidance: 
OMB Circular A-130 requires 
procedures be in place for protecting 
data on systems in the event the system 
and the information it contains is 
attacked or rendered unavailable!. 
Agencies should identify an alternative 
site for housin backu files. 

35 Are there user manuals for the 
system? 

36 Have personnel using the system 
been trained and made aware of 
their responsibilities for protecting 
personal information being collected 
and maintained? 

Remediation Guidance: 
Ifno, OMB Circular A-130 requ:lres 
that each agency ensure the security of 
information contained on each system 
to include training of users and 
employees of security controls in place. 
Agencies should provide users with 
training of their roles and 
responsibilities for protecting PII 
collected and maintained on the s stem. 

37 Who will have access to the PII on [8J 
the system? 

Note: Check all that apply in the 
Comments column. 

38 Are methods in place to ensure least 
privilege (e.g., "need to know" and 
accountability)? 

PIA 

Note: If yes, please specify method(s) 
in the Comments column. 

PIA Questionnaire - CLAIMS 4 

DOJ is responsible for the backups. 

Users 
~ Administrators 
l:8J Developers 
~ Contractors 
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Are technical controls in plac1~ to USCIS has established technical control 
minimize the possibility of requirements including the following 
unauthorized access, use, or controls: 
dissemination of the data in the 
system? ~ User ID 

~ Passwords 
Note: If yes, check all that apply in the ~ Firewall 
Comments column. D Virtual Private Network (VPN) 

D Encryption 
D Intrusion Detection System (IDS) 

Remediation Guidance: D Common Access Cards (CAC) 
If no, OMB Circular A-130 requires D Smart Cards 
that each agency ensure the security of D Biometrics 
information contained on each system D Public Key Infrastructure (PKI) 
by implementing technical security 
controls. Agencies should devise 
administrative, technical, and physical 
controls for each system to prate.ct the 
PII it contains. 

40 Are the following password controls Passwords expire after a set period of 
in place? time. 

~ Accounts are locked after a set period 
Note: Check all that apply in thf~ of inactivity. 
Comments column. ~ Minimum length of passwords is eight 

characters. 
Remediation Guidance: ~ Passwords must be a combination of 
If no, OMB Circular A-130 requires uppercase, lowercase, and special 
that each agency ensure the secu:rity of characters. 
information contained on each system. ~ Accounts are locked after a set number 
Agencies should implement one or of incorrect attempts. 
more of the password controls for each 
system to protect the PII it contains. USCIS has established password 

management security requirements 

41 Is a process in place to monitor and 
respond to incidents? 
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PIA 

Are physical access controls in place? 

Note: If yes, check all that apply in the 
Comments column. 

Remediation Guidance: 
If no, OMB Circular A-130 requires 
that each agency ensure the security of 
information contained on each system 
by implementing technical security 
controls. Agencies should devise 
administrative, technical, and physical 
controls for each system to protect the 
PII it contains. 

PIA Questionnaire - CLAIMS 4 

USCIS controls include: 

~ Guards 
~ Identification Badges 
~ KeyCards 
0 Cipher Locks 
0 Biometrics 
0 Closed Circuit TV (CCTV) 0 Other _________ _ 
0 Other _________ _ 
0 Other _________ _ 
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APPENDIX D - PIA QUESTIONNAIRE ·· RNA CS 

System Name: 

System Environment 
(production, test, 
development, or other. If 
other, please explain): 

System Location 
(entity/contractor name of 
site, building, room, city, 
and state): 

Activity/Purpose of 
System: 

PIA 

United States Citizenship and Immigration Services (USCIS) 
Reengineered Naturalization Casework System (RNACS) 

Production 

Department of Justice Data Center, Dallas, TX 

To track, process and report on applications for immigration 
benefits (naturalization and citizenship). 
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stem Characterization 
1 Does USCIS own the system? 

Note: If no, identify the system owner 
in the Comments column. 

2 Does USCIS operate the system? 

Note: If no, identify the system 
o rator in the Comments column. 

3 Identify in the Comments column the ; 
life-cycle phase of this system. 

4 Is the system a stand-alone system 
(as defined In Appendix A, "Glossary 
of Terms" of the PIA 

tlonnaire)? 
5 Is the system network-connected (as 

defined in Appendix A, "Glossary of 
Terms" of the PIA uestionnaire)? 

6 Is the system a General Support 
System (GSS), Major Application 
(MA) or sensitive system (as defined 
in Appendix A, "Glossary of Terms'' , 
of the PIA Questionnaire)? 

PIA 

Note: If yes, identify whether the 
system is a GSS, MA or sensitive 
s stem in the Comments column. 

., 
:1 
!! 

PIA Questionnaire -- RNACS 

Initiation 
D Develop/ Acquisition 
D Implementation 
181 Operations/Maintenance 
D Disposal 

Sensitive But Unclassified 
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7 Does the system contain PII within 
any database(s), record(s), file(s) or 
document(s)? 

PIA 

Note: If yes, check all that apply in the 
Comments column. If the category of 
personal information is not list1~. 
please check "Other" and identify the 
category. 

Remediation Guidance: 
If the system contains no records with 
any data elements listed in the 
comments section, the system is not 
subject to federal privacy laws or 
regulations such as the Privacy A.ct of 
1974. Questions 8-18 may be marked 
with an "N/ A." 

If data elements relating to persons who 
are either United States Citizens or 
Lawful Permanent Residents are: 
checked under the personal information 
category in the comments column, then 
the Privacy Act of 1974 is invoked. 
Agencies must meet all requirements of 
the Privacy Act listed under 5 U.S. C. 
552a.(4) as amended, listed under 
"Records Maintained On Individuals." 

If personal information on the system 
contains medical records numbers or 
medical notes (including medical 
images such as x-rays), then the HIP AA 
Privacy Rule 67 FR 14775 may be 
invoked. Agencies should review this 
rule to determine exact applicability 
and compliance requirements. 

If personal information on the system 
contains Financial Account Information 
and/or Numbers, then the Right to 
Financial Privacy Act of 1978 (12 
U.S.C. 3401 et seq.) privacy 
requirements may be invoked. 
Agencies should review this law to 

determine exact applicability and 
com liance r uirements. 

PIA Questionnaire-- RNACS 

Personal Information: 
181 Name 
181 Date of Birth 
181 Social Security Number (or other 

number originated by a government 
that specifically identifies an 
individual) 

D Photographic Identifiers (e.g., 
photograph image, x-rays, and video) 

D Driver's License 
D Biometric Identifiers (e.g., fingerprint 

and voiceprint) 
D Mother's Maiden Name 
D Vehicle Identifiers (e.g., license 

plates) 
181 Mailing Address 
D Phone Numbers (e.g., phone, fax, and 

cell) 
D Medical Records Numbers 
D Medical Notes 
D Financial Account Information and/or 

Numbers (e.g., checking account 
number and PINs) 

D Certificates (e.g., birth, death, and 
marriage) 

D Legal Documents or Notes (e.g., 
divorce decree, criminal records, or 
other) 

D Device Identifiers (e.g., pacemaker, 
hearing aid, or other) 

D WebURLs 
D · Email Address 
D Education Records 
181 Other: Alien Number (A-Number) 
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8 Has a Privacy Act Systems of 
Records Notice (PARN) been 
published in the Federal Register? 

Remediation Guidance: 
If no, and the system meets the 
definition of a System of Records, then 
the Privacy Act of 1974 requirements 
are invoked. Agencies must develop a 
P ARN and publish the notice iltl the 
Federal Register with appropriate 
specifications listed in 5 U.S.C. Section 
552a as amended. 

9 Have major changes (as defined in 
Appendix A, "Glossary of Terms" of 
the PIA Questionnaire) to the system 
been made since publication of the 
PARN? 

Remediation Guidance: 
If yes, then the Privacy Act of 1974 
requires that agencies publish in the 
Federal Register a notice of any, and all 
revisions to the existence and character 
of the system of records with 
appropriate specifications listed in 5 
U.S.C. Section 552a as amended. 

10 Does the PARN address all required 
categories of information? 

PIA 

Note: Check all that apply in the 
Comments column. 

Remediation Guidance: 
If no, then the notice specifying the 
existence of the system of records will 
include all criteria listed in the 
Comments column. 

PIA Questionnaire--RNACS 

Federal Register Notice published 
04/29/02 

67FR20996 

System Name 
0 Security Classification 
!ZI System Location 
IZI Categories of Individuals Covered by 

the System 
IZI Categories of Records in the System 
IZI Authority of Maintenance of the 

System 
IZI Purpose , 
IZI Routine Uses ofRec1ords Maintained 

D 

IZI 

in the System 
Disclosure to Consumer Reporting 
Agencies 
Policies and Practices for Storing, 
Retrieving, Accessing, Retaining and 
Disposing of Records 

IZI System Manager(s) and Address 
IZI Notification Procedure 
IZI 
IZI 
IZI 
IZI 

Record Access Procedure 
Contesting Record Procedure 
Record Source Categories 
Systems Exempted From Certain 
Provisions of the Act 
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11 Does the system collect PU from 
individuals? 

PIA 

Note: If yes, identify the PII the 
system collects directly from 
individuals in the Comments column. If 
the category of personal information is 
not listed, please check "Other" and 
identify the category. 

Remediation Guidance: 
Each agency maintaining system of 
records is required to collect 
information to the greatest extent 
practicable directly from the individual 
when information may result in adverse 
determinations about an individual's 
rights, benefits, and privileges under 
federal programs. 

If personal information on the system 
contains medical records numbers or 
medical notes (including medical 
images such as x-rays), then HIPAA 
Privacy Rule 67 FR 14775 may be 
invoked. Agencies should review these 
rules to determine exact applicability 
and compliance requirements. 

If personal information on the system 
contains Financial Account Information 
and/or Numbers, then Right to 
Financial Privacy Act of 1978 (12 
U.S.C. 3401 et seq.) privacy 
requirements may be invoked. 
Agencies should review this law to 
determine exact applicability and 
com Hance r uirements. 

PIA Questionnaire -- RNACS 

Personal Information: 
131 Alien Registration Number 
1:81 Name 

. 1:81 Date of Birth 
0 Social Security Number (or other number 

originated by a government that 
specifically identifies an individual) 

0 Photographic Identifiers (e.g., photograph 
image, x-rays, and video) 

0 Driver's License 
D Biometric Identifiers (e.g., fingerprint and 

voiceprint) 
0 Mother's Maiden Name 
D Vehicle Identifiers (e.g., license plates) 
1:81 Mailing Address 
0 Phone Numbers (e.g., phone, fax, and cell) 
0 Medical Records Numbers 
0 Medical Notes 
0 Financial Account Information and/or 

Numbers (e.g., checking account number 
andPINs) 

0 Certificates (e.g., birth, death, and 
marriage) 

0 Legal Documents or Notes (e.g., divorce 
decree, criminal records, or other) 

0 Device Identifiers (e.g., pacemaker, 
hearing aid, or other) 

0 WebURLs 
D E-mail Address 
0 Education Records 
0 Other: ________ _ 
0 Other: ________ _ 
0 Other: ________ _ 
0 Other:. ________ _ 
0 Other: ________ _ 
0 Other: ________ _ 
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12 Does the system collect PII from 
other sources (e.g., databases, 
websites, etc.)? 

Note: If yes, specify the source(s) and 
PII collected in the Comments column. 

Remediation Guidance: 
If yes, then each agency is required to 
maintain records on systems that are 
used for making determinations about 
an individual with accuracy, relevance, 
timeliness, and completeness as 
reasonably necessary to assure fairness 
to the individual. Agencies are 
responsible for ensuring processes are 
in place to verify and validate PII as 
directed by the Privacy Act of 1974. 

13 Does the system populate data for 
other resources (i.e., do databases, 
web sites, or other resources rely on 
this system's data)? 

PIA 

Note: If yes, specify resource(s) and 
purpose for each instance in the 
Comments column. 

Remediation Guidance: 
If yes, then section (e) (6) of the 
Privacy Act of 1974 is invoked. Before. 
disseminating any records about an 
individual to any person other than an 
agency, unless the dissemination is 
made pursuant to subsection (b)(2) of 
the Act, the agency must make 
reasonable efforts to assure that such 
records are accurate, complete, timely, . 
and relevant on each system for agency 
purposes. Agencies are responsible for 
ensuring processes are in place to 
verify and validate PII as directed by 
the Act. 

PIA Questionnaire -- RNACS 

D Name Check Response (IBIS, FBI) 
Fingerprint Response (FBI) 
Cases, Status Updates (C4) 

Transfer of cases to C4 
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Information Sharin Practices 
14 Does the system share PII with 

internal or external parties of 
USCIS? 

PIA 

Note: If yes, identify in the Comments 
column which data elements are shared. 
If the category of personal info1mation 
is not listed, please check "Other" and 
identify the category. 

Remediation Guidance: 
If yes, then section (e) (6) of thf: . 
Privacy Act of 1974 is invoked. Before i 
disseminating any records about an · 
individual to any person other tl1an an 
agency, unless the dissemination is 
made pursuant to subsection (b)(2) of 
the Act, agencies must make reasonable 
efforts to ensure that such records are 
accurate, complete, timely, and relevant 
on each system for agency purposes. 
Agencies are responsible for ensuring 
processes are in place to verify and 
validate PII as directed by the A1:;t. 

If personal information on the system 
contains medical records numbers or 
medical notes (including medical 
images such as x-rays), then Hf PAA 
Privacy Rule, 67 FR 14775 may be 
invoked. Agencies should review these 
rules to determine exact applicability 
and compliance requirements. 

If personal information on the system 
contains Financial Account Information 
and/or Numbers, then Right to 
Financial Privacy Act of 1978 (12 
U.S.C. 3401 et seq.) privacy 
requirements may be invoked. 
Agencies should review this law to 
determine exact applicability and 
compliance requirements. 

D D 

PIA Questionnaire -- RNACS 

Update of Central Index with 
naturalization data 
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Information Sharin Practices 
15 Are records on the system 

retrievable? 

Note: If yes, specify in the Comments 
column what method is used in 
retrieving the records (i.e., using a 
record number, name, social security 
number, or other data element or record · 
locator methodology). If the category 
of personal information is not listed, 
please check "Other" and identify the 
category. 

Remediation Guidance: 
If yes, then a system of records in 
which information relating to a United 
States citizen or Lawful Permanent 
Resident is retrieved using one or more 
of an individual's "identifying 
information" invokes Privacy Act of 
1974 requirements. All requirements 
under 5 U.S.C. of Section 552a as 
amended must be met by an agency for 
this system. 

16 Is there a notification process in 
place when changes occur (i.e., 
revisions to PII or when the system 
encounters a major change or is 
replaced) for alerting other resources 
dependent upon PII contained on 
this system? 

17 Are processes in place for periodic 
review of PII contained in the system 
to ensure it is timely, accurate, and 
relevant? 

D 

PIA Questionnaire -- RNACS 

On-line queries 
Reports 
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Are rules of conduct in place for 
access to PII on the system? 

Note: If yes, identify in the Comments 
column all users with access to PII on 
the system, and for what purposes they 
use the PII. 

Remediation Guidance: 
If no, then Section ( e )(9-10) of the 
Privacy Act of 1974 is invoked to the 
extent that the system contains 
information relating to United States 
citizens or Lawful Permanent 
Residents. The Act requires rules of 
conduct for persons involved in the 
design, development, operations, or 
maintenance of a system's PU. 

19 Does the system host a web sifo either · 
as an Internet, an intranet, or both? 

PIA 

Note: If yes, identify what type of site 
in the Comments column. 

Note: Ifno, check NIA for all 
subsequent questions in the "W eh 
Site Host Question Sets" section and 
answer questions starting with the 
"Administrative Controls" section 
beginning with Question #28. 

Remediation Guidance: 
If yes, then OMB M-99-18 is invoked 
requiring that for every federal, public 
web site agencies include a privacy 
policy statement, even if the site does 
not collect any information and d.oes 
not create a Privac Act record. 

PIA Questionnaire -- RNACS 

Users 
~ Administrators 
~ Developers 
~ Contractors 

For what purposes: 
D-~~~~~~~~~ o __________ _ o __________ _ o __________ _ o __________ _ 
All users listed will be subject to USCIS 
and Rules of Behavior 
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Is the web site accessible by the 
public or other entities (i.e., 
contractors, third party 
administrators, state, or local 
agencies, etc.)? 

Remediation Guidance: 
If yes, then OMB M-99-18 is invoked. 
Agencies must post privacy policies on 
their principal web sites, any known 
major entry points, and any web page 
where substantial personal information 
is collected from the public. The 
privacy policy must state what 
information is being collected, why it is ; 
being collected, and how the ag1~ncy ' 
will use the information. Privacy 
policies must be clearly labf;led and 
easily accessed when an individual 
visits a web site. 

'21 Is a privacy policy statement posted 
on the web site? 

Remediation Guidance: 
Ifno, then OMB M-99-18 is invoked. 
Agencies must post privacy policies on 
their principal web sites, any known 
major entry points, as well as any web 
pages where substantial persona.l 
information is collected from the 
public. The privacy policy must state 
what information is being collected, 
why it is being collected, and how the 
agency will use the information. 
Privacy policies must be clearly labeled 
and easily accessed when an individual 
visits a web site. 

22 Are web links posted anywhere on 
the web site? 

PIA 

Remediation Guidance: 
Ifno, then OMB M-99-18 is invoked. 
Agencies must post privacy policies on 
their principal web sites, any known 
major entry points, as well as any web 
pages where substantial personal 
information is collected from the 
public. The privacy policy must :;tate 
what information is being collected, 
why it is being collected, and how the 
agency will use the information. 
Privacy policies must be clearly J.abeled 
and easily accessed when an individual 
visits a web site. 

PIA Questionnaire -- RNACS 

See Question 19 above. 

See Question 19 above. 

See Question 19 above. 
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Are cookies present on the web site? 

Note: If yes, identify types of cookies 
in the Comments column. 

Remediation Guidance: 
If yes, persistent cookies are prohibited. 
Alternatively, session cookies are 
allowed as long as use of session 
cookies are indicated in the privacy 
policy statement, and the agency is able 
to demonstrate a valid need for use of 
these session cookies. Cookies will not 
knowingly be transferred to third 
parties unless explained in the P:rivacy 
and Securi Statement. 

24 Does the web site have any 
information or pages directed at 
children? 

PIA 

Remediation Guidance: 
If yes, then the Children's Online 
Privacy Protection Act (COPPA), OMB 
M-00-13, and DIMS 9 Chapter 1500 
are all invoked. Agency systems 
hosting web sites are mandated by 
OMB to comply with COPPA. This 
law places restrictions on the collection 
and use of information on any web site 
or online service directed to children 
and requires parental consent before 
any such collection and provides the 
parent with the right to see what is 
collected about his/her child and to 
restrict dissemination or use or further 
collection of any information about the 
child. 

PIA Questionnaire -- RNACS 

See Question 19 above. 

See Question 19 above. 
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Web Site Host 
25 Does the web site collect PII from 

individuals? 

PIA 

Note: If yes, identify what PII the 
system collects in the Comments 
column. If the category of personal 
information is not listed, please check 
"Other" and identify the category. 

Remediation Guidance: 
If yes, and data elements relating to 
United States citizens or Lawful 
Permanent Residents are checked under 
both the Identifier and Personal 
Information categories, then the 
Privacy Act of 1974 is invoked. 
Agencies must meet all requirements of 
the Privacy Act listed under 5 U.S. C. 
552a.(4) as amended listed under 
"Records Maintained On Indivicluals." 

If personal information on the system 
contains medical records numbers or 
medical notes (including medical 
images such as x-rays), then the Hf PAA 
Privacy Rule, 67 FR 14775 may be 
invoked. Agencies should review this 
rule to determine exact applicability 
and compliance requirements. 

If personal information on the system 
contains Financial Account Information 
and/or Numbers, then the Right to 
Financial Privacy Act of 1978 (12 
U.S.C. 3401 et seq.) privacy 
requirements may be invoked. 
Agencies should review this law to 
determine exact applicability and 
com Hance r uirements. 

PIA Questionnaire -- RNACS 

D See Question 19 above. 
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Does the web site share PII with 
internal or external parties of the 
Department? 
Note: If yes, specify with whom and 
for what purposes, and identify the data 
elements in the Comments column. If 
the category of personal information is 
not listed, please check "Other" and 
identify the category. 

Remediation Guidance: 
If yes and the information relates to 
United States citizens or Lawful 
Permanent Residents, then section (e) 
( 6) of the Privacy Act is invoked. 
Before disseminating any record.s about 
an individual to any person othe:r than 
an agency, unless the dissemination is 
made pursuant to subsection (b)(2) of 
the Act, agencies must make reasonable 
efforts to ensure that such records are 
accurate, complete, timely, and relevant 
on each system for agency purposes. 
Agencies are responsible for ensuring 
processes are in place to verify and 
validate PII as directed by the Act. 

If personal information on the system 
contains medical records numbers or 
medical notes (including medical: 
images such as x-rays), then HlPAA 
Privacy Rule, 67 FR 14775 may be 
invoked. Agencies should review these 
rules to determine exact applicability 
and compliance requirements'. 

If personal information on the sy:;tem 
contains Financial Account Information 
and/or Numbers, then Gramm-Leach
Bliley Act (GLBA) of 1999 Pub. Law 
No. 106-102, ll3 Stat. 1338 (1999) 
privacy requirements may be invoked. 
Agencies should review this law to 

determine exact applicability and 
com liance re uirements. 

27 Are rules of conduct in place for 
access to PII on the website? 

PIA 

Note: If yes, identify in the Comments 
column all categories of users with 
access to PII on the system, and for 
what u oses the PII is used. 

PIA Questionnaire -- RNACS 

D [gl See Question 19 above. 

See Question 19 above. 
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Administrative Controls 
Note: This PIA Guide uses the terms "Administrative," "Technical," and "Physical" to refer to security control 
questions-terms that are used in several federal privacy laws when referencing security requirements. USCIS 
recognizes the slight difference in terminology used in this guide from those that are used in other documents such 
as the National Institute of Standards and Technology (NIST) SP 800-26, Security Self-Assessment Guide for 
In ormation Technolo Systems. 
28 Has the system been authorized to 

process information? 

Remediation Guidance: 
If no, then the system may be required 
as directed by OMB Circular A.-130 to 
complete an accreditation for each 
system. Agencies should engage in an 
assessment process that ensures 
technical security features are built into 
the life c cle of a s stem. 

29 Have there been major changes (as 
defined in Appendix A, "Glossary of 
TerlilS'' of the PIA Questionnaire) to 
the system since it was last certified 
and accredited? 

Remediation Guidance: 
If yes, then agencies are required by 
OMB Circular A-130 to complete an 
update of the certification and 
accreditation for each system that has 
been modified. Agencies should engage 
in an assessment process that ensures · 
existing technical security features are 
a ro riate to the modified s stem. 

30 Are security controls routinely 
reviewed? 

PIA 

Remediation Guidance: 
Security controls need to be routinely 
reviewed to ensure sustained 
effectiveness even when no changes to 
the syste:m have occurred. OMB 
Circular A-130 stipulates a system's 
security controls should be reviewed 
"when significant modifications are 
made to a system, but at least every 
three years. The scope and frequency 
of the review should be commensurate 
with the acceptable level of risk for the 
s stem." 
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Administrative Controls 
31 Is there a system security plan for 

this system? 

Remediation Guidance: 
The Privacy Act of 1974 and OMB 
Circulµr A-130 require procedures be 
in place for implementing 
administrative, technical, and physical 
security controls for systems containing 
a system of records. Agencies should 
develop a plan that demonstrates 
security controls for components, 
applications, and systems that are 
consistent with the agency's Enterprise 
Architecture; include a plan to manage 
risk; protect privacy and 
confidentiality; and explain any 
planned or actual variance from NIST 
securit uidance. 

32 Is there a contingency (or backup) 
plan for the system? 

Remediation Guidance: 
The Privacy Act of 1974 and OMB 
Circular A-130 require procedures be 
in place for implementing a 
contingency plan for systems 
containing a system of records. 
Agencies should develop a plan that 
demonstrates contingency security 
controls for components, applications, 
and systems that are consistent with the 
agency's Enterprise Architecture; 
inchide a plan to manage risk; protect 
privacy and confidentiality; and explain 
any planned or actual variance from 
NIST securit uidance. 

33 Are files backed up regularly? 

PIA 

Remediation Guidance: 
OMB Circular A-130 requires 
procedures be in place for protecting 
data on systems in the event the system 
and the information it contains is 
attacked or rendered unavailable. 
Agencies should devise a method for 
backing up information contained on 
the s stem at re ular intervals. 

D D 

D 

PIA Questionnaire -- RNACS 

Sensitive System Security Plan, Jan 04 

Y2K Contingency Plan 
Backup procedures controlled by IDMS 
and DOJ Security software ("TOP 
SECRET") 
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Administrative Controls 
34 Are the backup files stored offsite? 

Remediation Guidance: 
OMB Circular A-130 requires 
procedures be in place for protecting 
data on systems in the event the system 
and the information it contains i:s 
attacked or rendered unavailabl1~. 
Agencies should identify an alternative 
site for housin backu files. 

35 Are there user manuals for the 
system? 

36 Have personnel using the system 
been trained and made aware of 
their responsibilities for protecting 
personal information being collected 
and maintained? 

Remediation Guidance: 
Ifno, OMB Circular A-130 requires 
that each agency ensure the security of 
information contained on each system 
to include training of users and 
employees of security controls in place. 
Agencies should provide users with 
training of their roles and 
responsibilities for protecting PII 
collected and maintained on the s stem. 

37 Who will have access to the PII on 
the system? 

Note: Check all that apply in the 
Comments column. 

38 Are methods in place to ensure least 
privilege (e.g., "need to know" and 
accountability)? 

PIA 

Note: If yes, please specify method(s) 
in the Comments column. 

PIA Questionnaire -- RNACS 

Users 
[8J Administrators 
[8J Developers 
[8J Contractors 

Levels of access are conferred by (1) PICS 
and (2) supervisory staff at local office 

75 



January 31, 2004 

Technical Controls 
39 Are technical controls in place to 

minimize the possibility of 
unauthorized access, use, or 
dissemination of the data in thu 
system? 

Note: If yes, check all that apply in the 
Comments column. 

Remediation Guidance: 
If no, OMB Circular A-130 requires 
that each agency ensure the secwity of 
information contained on each system 
by implementing technical security 
controls. Agencies should devise: 
administrative, technical, and physical 
controls for each system to protect the 
PIT it contains. 

40 Are the following password controls 
in place? 

Note: Check all that apply in the 
Comments column. 

Remediation Guidance: 
If no, OMB Circular A-130 requires 
that each agency ensure the secwity of 
information contained on each system. 
Agencies should implement one or 
more of the password controls for each 
system to protect the PIT it contains. 

41 Is a process in place to monitor and 
respond to incidents? 

PIA Questionnaire -- RNACS 

users has established technical control 
requirements including the following 
controls: 

[gl User ID 
[gl Passwords 
[gl Firewall 
D Virtual Private Network (VPN) 
D Encryption 
D Intrusion Detection System (IDS) 
D Common Access Cards (CAC) 
D Smart Cards 
D Biometrics 
D Public Key Infrastructure (PKI) 

Passwords expire after a set period of 
time. 

D Accounts are locked after a set period 
of inactivity. 

[gl Minimum length of passwords is eight 
characters. 

[gl Passwords must be a combination of 
uppercase, lowercase, and special 
characters. 

[gl Accounts are locked after a set number 
of incorrect attempts. 

USCIS has established password 
management security requirements 
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PIA 

Are physical access controls in place? 

Note: If yes, check all that apply in the 
Comments column. 

Remediation Guidance: 
If no, OMB Circular A-130 requires 
that each agency ensure the security of 
information contained on each system 
by implementing technical security 
controls. Agencies should devise 
administrative, technical, and physical 
controls for each system to protect the 
PU it contains. 

PIA Questionnaire--RNACS 

USCIS controls include: 

[8J Guards 
[8J Identification Badges 
[8J Key Cards 
D Cipher Locks 
D Biometrics 
[8J Closed Circuit TV (CCTV) 
D Other _________ _ D Other _________ _ 

D Other_~~~~~~~~-
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APPENDIX D - PIA QUESTIONNAIRE -- RAPS 

System Name: 

System Environment 
(production, test, 
development, or other. If 
other, please explain): 

System Location 
(entity/contractor name of 
site, building, room, city, 
and state): 

Activity/Purpose of 
System: 

PIA 

United States Citizenship and Immigration Services (USCIS) 
Refugees, Asylum, and Parole System (RAPS) 

Production 

DOJ Data Center, Dallas, TX 

To track, process and report on applications for immigration 
benefits (Asylum). 
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l Does USCIS own the system? 

Note: If no, identify the system owner 
in the Comments column. 

2 Does USCIS operate the system? 

Note: If no, identify the system 
o rator in the Comments column. 

3 Identify in the Comments column the 
life-cycle phase of this system. 

4 Is the system a stand-alone system 
(as defmed in Appendix A, " Glossary 
of Tenm" of the PIA 

estionoaire)? 
5 Is the system network-connected (as 

defined in Appendix A, "Glossary of 
Terms" of the PIA uestionnaire ? 

6 Is the system a General Support 
System (GSS), Major Application 
(MA) or sensitive system (as defined 
in Appendix A, "Glos5ary of Terms'' 
of the PIA Questionnaire)? 

PIA 

Note: If yes, identify whether the 
system is a GSS, MA or sensitive 
s stem in the Comments column. 

PIA Questionnaire - RAPS 

Initiation 
D Develop/ Acquisition 
D Implementation 
~ Operations/Maintenance 
D Disposal 

Sensitive But Unclassified 
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7 Does the system contain PII within 
any database(s), record(s), file(s) or 
document(s)? 

PIA 

Note: If yes, check all that apply in the 
Comments column. If the category of 
personal information is not listed, 
please check "Other" and identify the 
category. 

Remediation Guidance: 
If the system contains no records with 
any data elements listed in the 
comments section, the system is not 
subject to federal privacy laws or 
regulations such as the Privacy A.ct of 
1974. Questions 8-18 may be marked 
with an "NIA." 

If data elements relating to persons who 
are either United States Citizens or 
Lawful Permanent Residents arc: 
checked under the personal information 
category in the comments column, then 
the Privacy Act of 1974 is invoked. 
Agencies must meet all requirements of 
the Privacy Act listed under 5 U.S. C. 
552a.(4) as amended, listed under 
"Records Maintained On Individuals." 

If personal information on the system 
contains medical records numbers or 
medical notes (including medical 
images such as x-rays), then the HIPAA 
Privacy Rule 67 FR 14775 may be 
invoked. Agencies should review this 
rule to determine exact applicabdity 
and compliance requirements. 

If personal information on the system 
contains Financial Account Information 
and/or Numbers, then the Right to 
Financial Privacy Act of 1978 (12 
U.S.C. 3401 et seq.) privacy 
requirements may be invoked. 
Agencies should review this law to 
determine exact applicability and 
com liance re uirements. 

PIA Questionnaire -- RAPS 

Personal Information: 
~Name 
~ Date of Birth 
~ Social Security Number (or other 

number originated by a government 
that specifically identifies an 
individual) 

D Photographic Identifiers (e.g., 
photograph image, x-rays, and video) 

D Driver's License 
D Biometric Identifiers (e.g., fingerprint· 

and voiceprint) 
D Mother's Maiden Name 
D Vehicle Identifiers (e.g., license 

plates) 
~ Mailing Address 
D Phone Numbers (e.g., phone, fax, and 

cell) 
D Medical Records Numbers 
D Medical Notes 
D Financial Account Information and/or 

Numbers (e.g., checking account 
number and PINs) 

D Certificates (e.g., birth, death, and 
marriage) 

D Legal Documents or Notes (e.g., 
divorce decree, criminal records, or 
other) 

D Device Identifiers (e.g., pacemaker, 
hearing aid, or other) 

D WebURLs 
D Email Address 
D Education Records 
~ Other: Alien Number (A-Number) 
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8 Has a Privacy Act Systems of 
Records Notice (PARN) been 
published in the Federal Register? 

Remediation Guidance: 
If no, and the system meets the 
definition of a System of Records, then 
the Privacy Act of 1974 requirements 
are invoked. Agencies must develop a 
P ARN and publish the notice ini the 
Federal Register with appropriate 
specifications listed in 5 U.S.C. Section 
552a as amended. 

9 Have major changes (as defined in 
Appendix A, "Glossary of Terms'' of 
the PIA Questionnaire) to the system 
been made since publication of the 
PARN? 

Remediation Guidance: 
If yes, then the Privacy Act of 1974 
requires that agencies publish in the 
Federal Register a notice of any,. and all 
revisions to the existence and character 
of the system of records with 
appropriate specifications listed in 5 
U.S.C. Section 552a as amended. 

10 Does the PARN address all required 
categories of information? 

PIA 

Note: Check all that apply in the 
Comments column. 

Remediation Guidance: 
If no, then the notice specifying 1the 
existence of the system of records will 
include all criteria listed in the 
Comments column. 

PIA Questionnaire -- RAPS 

Federal Register notice is currently with 
General Counsel for review before 
publication 

System Name 
D Security Classification 
~ System Location 
~ Categories of Individuals Covered by 

the System 
~ Categories of Records in the System 
~ Authority of Maintenance of the 

System 
~ Purpose 
~ Routine Uses of Records Maintained 

D 
in the System 
Disclosure to Consumer Reporting 
Agencies 

~ Policies and Practices for Storing, 
Retrieving, Accessing, Retaining and 
Disposing of Records 

~ System Manager(s) and Address 
~ Notification Procedure 
~ 
~ 
~ 
~ 

Record Access Procedure 
Contesting Record Procedure 
Record Source Categories 
Systems Exempted From Certain 
Provisions of the Act 
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11 Does the system collect PII from 
individuals? 

PIA 

Note: If yes, identify the PII the: 
system collects directly from 
individuals in the Comments column. If 
the category of personal information is 
not listed, please check "Other" and 
identify the category. 

Remediation Guidance: 
Each agency maintaining system of 
records is required to collect 
information to the greatest extent 
practicable directly from the individual 
when information may result in adverse 
determinations about an individual's 
rights, benefits, and privileges under 
federal programs. 

If personal information on the system 
contains medical records numbers or 
medical notes (including medical 
images such as x-rays), then HIPAA 
Privacy Rule 67 FR 14775 may be 
invoked. Agencies should review these 
rulos to determine exact applicability 
and compliance requirements. 

If personal information on the system 
contains Financial Account Information 
and/or Numbers, then Right to 
Financial Privacy Act of 1978 U 2 
U.S.C. 3401 et seq.) privacy 
requirements may be invoked. 
Agencies should review this law to 
determine exact applicability and 
com liance re uirements. 

PIA Questionnaire -- RAPS 

Personal Information: 
~ Alien Registration Number 
~Name 
~ Date of Birth 
~ Social Security Number (or other number 

originated by a government that 
specifically identifies an individual) 

D Photographic Identifiers (e.g., photograph 
image, x-rays, and video) 

D Driver's License 
D Biometric Identifiers (e.g., fingerprint and 

voiceprint) 
D Mother's Maiden Name 
D Vehicle Identifiers (e.g., license plates) 
~ Mailing Address 
D Phone Numbers (e.g., phone, fax, and cell) 
D Medical Records Numbers 
D Medical Notes 
D Financial Account Information and/or 

Numbers (e.g., checking account number 
and PINs) 

D Certificates (e.g., birth, death, and 
marriage) 

D Legal Documents or Notes (e.g., divorce 
decree, criminal records, or other) 

D Device Identifiers (e.g., pacemaker, 
hearing aid, or other) 

D WebURLs 
0 E-mail Address 
D Education Records 
D Other:. ________ _ 
. D Other:. _________ _ 
D Other:. _________ _ 
D Other:. ________ _ 
D Other: _________ _ 
D Other: _________ _ 
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12 Does the system collect PII from 
other sources (e.g., databases, 
websites, etc.)? 

Note: If yes, specify the source(s) and 
PII collected in the Comments column. 

Remediation Guidance: 
If yes, then each agency is required to 
maintain records on systems that are 
used for making determinations about 
an individual with accuracy, relevance, 
timeliness, and completeness as 
reasonably necessary to assure fairness 
to the individual. Agencies are 
responsible for ensuring processes are 
in place to verify and validate PU as 
directed by the Privacy Act of 1974. 

13 Does the system populate data for 
other resources (i.e., do databases, 
web sites, or other resources rely on 
this system's data)? 

PIA 

Note: If yes, specify resource(s) and 
purpose for each instance in the 
Comments column. 

Remediation Guidance: 
If yes, then section (e) (6) of the 
Privacy Act of 1974 is invoked. Before 
disseminating any records about an 
individual to any person other than an 
agency, unless the dissemination is 
made pursuant to subsection (b )(2) of 
the Act, the agency must make 
reasonable efforts to assure that s:uch 
records are accurate, complete, timely, 
and relevant on each system for agency 
purposes. Agencies are responsible for 
ensuring processes are in place to 
verify and validate PII as directed by 
the Act. 

PIA Questionnaire -- RAPS 

Name Check Responses (IBIS, FBI) 
Fingerprint Responses (FBI) 
Presence of records in DACS, NAILS, 
APSS 
Presence of A-File (NFfS) 
Attorney address (P AMS) 
Address data (C3) 

Creation of new A-File (CIS) 
A-File receipt (CIS) 
Case status (CIS) 
Office of Refugee Resettlement (quarterly 
counts of asylum grants) 
Creation of NT As (DACS) 
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14 Does the system share PII with 
internal or external parties of 
USCIS? 

PIA 

Note: If yes, identify in the Comments 
column which data elements am shared. 
If the category of personal information 
is not listed, please check "Other" and 
identify the category. 

Remediation Guidance: 
If yes, then section (e) (6) of the: 
Privacy Act of 1974 is invoked. Before 
disseminating any records about an 
individual to any person other than an 
agency, unless the dissemination is 
made pursuant to subsection (b)(2) of 
the Act, agencies must make reasonable 
efforts to ensure that such records are 
accurate, complete, timely, and :relevant 
on each system for agency purposes. 
Agencies are responsible for ensuring 
processes are in place to verify and 
validate PII as directed by the Act. 

If personal information on the system 
contains medical records numbers or 
mediCal notes (including medical 
images such as x-rays), then Hf PAA 
Privacy Rule, 67 FR 14775 may be 
invoked. Agencies should review these 
rules to determine exact applicability 
and compliance requirements. 

If personal information on the system 
contains Financial Account Information 
and/or Numbers, then Right to 
Financial Privacy Act of 1978 U 2 
U.S.C. 3401 et seq.) privacy 
requirements may be invoked. 
Agencies should review this law to 
determine exact applicability and 
compliance requirements. 

PIA Questionnaire - RAPS 
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Information Sharin Practices 
15 Are records on the system 

retrievable? 

Note: If yes, specify in the Comments 
column what method is used in 
retrieving the records (i.e., using a 
record number, name, social security 
number, or other data element or record 
locator methodology). If the category 
of personal information is not listed, 
please check "Other" and identify the 
category. 

Remediation Guidance: 
If yes, then a system of records :in 
which information relating to a United 
States citizen or Lawful Permanent 
Resident is retrieved using one or more 
of an individual's "identifying 
information" invokes Privacy Act of 
1974 requirements. All requirements 
under 5 U.S. C. of Section 552a as 
amended must be met by an agency for 
this system. 

16 Is there a notification process in 
place when changes occur (i.e.!, 
revisions to PII or when the system 
encounters a major change or is 
replaced) for alerting other resources 
dependent upon PII contained on 
this system? 

17 Are processes in place for periodic 
review of PII contained in the system 
to ensure it is timely, accurate, and 
relevant? 

PIA Questionnaire -- RAPS 

On-line queries 
Reports 
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18 Are rules of conduct in place for 
access to PII on the system? 

Note: If yes, identify in the Comments 
column all users with access to PII on 
the system, and for what purposes they 
use the PII. 

Remediation Guidance: 
Ifno, then Section (e)(9-10) of the 
Privacy Act of 1974js invoked to the 
extent that the system contains 
information relating to United States 
citizens or Lawful Permanent 
Residents. The Act requires rules of 
conduct for persons involved in the 
design, development, operations, or 
maintenance of a system's PII. 

19 Does the system host a web sifo either 
as an Internet, an intranet, or both? 

PIA 

Note: If yes, identify what type of site 
in the Comments column. 

Note: If no, check NIA for all 
subsequent questions in the "Web 
Site Host Question Sets'' section and 
answer questions starting with the 
"Administrative Controls" section 
beginning with Question #28. 

Remediation Guidance: 
If yes, then OMB M-99-18 is invoked 
requiring that for every federal, public 
web site agencies include a privacy 
policy statement, even if the site does 
not collect any information and does 
not create a Pri vac Act record. 

D 

PIA Questionnaire -- RAPS 

Users 
~ Administrators 
~ Developers 
~ Contractors 

For what purposes: o _________ _ o _________ _ 
D~---------
D~----------o _________ _ 
All users listed will be subject to USCIS 
and Rules of Behavior 

86 



January 31, 2004 

Web Site Host 
20 Is the web site accessible by th•~ 

public or other entities (i.e., 
contractors, third party 
administrators, state, or local 
agencies, etc.)? 

Remediation Guidance: 
If yes, then OMB M-99-18 is invoked. 
Agencies must post privacy policies on 
their principal web sites, any known 
major entry points, and any web page 
where substantial personal information 
is collected from the public. The 
privacy policy must state what 
information is being collected, why it is 
being collected, and how the agency 
will use the information. Privacy 
policies must be clearly labeled and 
easily accessed when an individual 
visits a web site. 

21 Is a privacy policy statement posted 
on the web site? 

Remediation Guidance: 
lfno, then OMB M-99-18 is invoked. 
Agencies must post privacy polic:ies on 
their principal web sites, any known 
major entry points, as well as any web 
pages where substantial personal 
information is collected from the 
public. The privacy policy must state 
what information is being collected, 
why it is being collected, and how the 
agency will use the information. 
Privacy policies must be clearly labeled 
and easily accessed when an individual 
visits a web site. 

22 Are web links posted anywhere on 
the web site? 

PIA 

Remediation Guidance: 
Ifno, then OMB M-99-18 is invoked. 
Agencies must post privacy policies on 
their principal web sites, any known 
major entry points, as well as any web 
pages where substantial personal 
information is collected from the 
public. The privacy policy must state 
what information is being collect,;:d, 
why it is being collected, and how the 
agency will use the information. 
Privacy policies must be clearly labeled 
and easily accessed when an individual 
visits a web site. 

PIA Questionnaire -- RAPS 

See Question 19 above. 

See Question 19 above. 

See Question 19 above. 
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Are cookies present on the web site? 

Note: If yes, identify types of cookies 
in the Comments column. 

Remediation Guidance: 
If yes, persistent cookies are prohibited. 
Alternatively, session cookies are 
allowed as long as use of session 
cookies are indicated in the privacy 
policy statement, and the agency is able 
to demonstrate a valid need for use of 
these session cookies. Cookies will not 
knowingly be transferred to third 
parties unless explained in the Privacy 
and Securi Statement. 

24 Does the web site have any 
information or pages directed at 
children? 

PIA 

Remediation Guidance: 
If yes, then the Children's Online 
Privacy Protection Act (COPPA), OMB 
M-00-13, and DLMS 9 Chapter 1500 
are all invoked. Agency systems 
hosting web sites are mandated by 
OMB to comply with COPPA. This 
law places restrictions on the collection 
and use of information on any web site 
or online service directed to children 
and requires parental consent before 
any such collection and provides the 
parent with the right to see what is 
collected about his/her child and to 
restrict dissemination or use or further 
collection of any information about the 
child. 

PIA Questionnaire -- RAPS 

See Question 19 above. 

See Question 19 above. 
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PIA 

Does the web site collect PII from 
individuals? 

Note: If yes, identify what PU the 
system collects in the Comments 
column. If the category of personal 
information is not listed, please check 
"Other" and identify the category. 

Remediation Guidance: 
If yes, and data elements relating to 
United States citizens or Lawful 
Permanent Residents are checked under 
both the Identifier· and Personal 
Information categories, then the 
Privacy Act of 1974 is invoked. 
Agencies must meet all requirements of 
the Privacy Act listed under 5 U.S.C. 
552a.( 4) as amended listed unde:r 
"Records Maintained On Individuals." 

If personal information on the system 
contains medical records numbers or 
medical notes (including medical! 
images such as x-rays), then the HIPAA 
Privacy Rule, 67 FR 14775 may be 
invoked. Agencies should review this 
rule to determine exact applicabmty 
and compliance requirements. 

If personal information on the system 
contains Financial Account Information 
and/or Numbers, then the Right to 
Financial Privacy Act of 1978 (1 .2 
U.S.C. 3401 et seq.) privacy 
requirements may be invoked. 
Agencies should review this law to 
determine exact applicability and 
com liance r uirements. 

PIA Questionnaire -- RAPS 

See Question 19 above. 
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Does the web site share PII with D D IZI See Question 19 above. 
internal or external parties of the 
Department? 
Note: If yes, specify with whom and 
for what purposes, and identify the data : 
elements in the Comments column. If 
the category of personal information is 
not listed, please check "Other" and 
identify the category. 

Remediation Guidance: 
If yes and the information relates to 
United States citizens or Lawful 
Permanent Residents, then section (e) 
(6) of the Privacy Act is invoked. 
Before disseminating any records about 
an individual to any person other than 
an agency, unless the dissemination is 
made pursuant to subsection (b )(2) of 
the Act, agencies must make reasonable 
efforts to ensure that such records are 
accurate, complete, timely, and relevant 
on each system for agency. purposes. 
Agencies are responsible for ensuring 
processes are in place to verify and 
validate PII as directed by the Act. 

If personal information on the system 
contains medical records numbers or 
medical notes (including medical: 
images such as x-rays), then HIPAA 
Privacy Rule, 67 FR 14775 may be 
invoked. Agencies should review these 
rules to determine exact applicability 
and compliance requirements. 

If personal information on the system 
contains Financial Account Information 
and/or Numbers, ·then Gramm-Leach-
Bliley Act (GLBA) of 1999 Pub. Law 
No. 106-102, 113 Stat. 1338 (1999) 
privacy requirements may be invoked. 
Agencies should review this law to 
determine exact applicability and 
com liance re uirements. 

27 Are rules of conduct in place for IZI See Question 19 above. 

access to PII on the website? 

Note: If yes, identify in the Comments 
column all categories of users with 
access to PII on the system, and for 
what u oses the PII is used. 
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Administrative Controls 
Note: This PIA Guide uses the terms "Administrative," ''Technical," and "Physical" to refer to security control 
questions-terms that are used in several federal privacy laws when referencing security requirements. users 
recognizes the slight difference in terminology used in this guide from those that are used in other documents such 
as the National Institute of Standards and Technology (NIST) SP 800-26, Security Self-Assessment Guide for 
In ormation Technolo S stems. 
28 Has the system been authorized to D 

process information? 

Remediation Guidance: 
If no, then the system may be required 
as directed by OMB Circular A-130 to 
complete an accreditation for each 
system. Agencies should engage in an 
assessment process that ensures 
technical security features are built into 
the life c cle of a s stem. 

29 Have there been major changes (as 
defined in Appendix A, "Glossary of 
Terms'' of the PIA Questionnaire) to 
the system since it was last certified 
and accredited? 

Remediation Guidance: 
If yes, then agencies are required by 
OMB Circular A-130 to complete an 
update of the certification and 
accreditation for each system that has 
been modified. Agencies should engage · 
in an assessment process that ensures 
existing technical security features are 
a ro riate to the modified s ste:m. 

30 Are security controls routinely 
reviewed? 

PIA 

Remediation Guidance: 
Security controls need to be routinely 
reviewed to ensure sustained 
effectiveness even when no changes to 
the system have occurred. OMB 
Circular A-130 stipulates a system's 
security controls should be reviewed 
"when significant modifications are 
made to a system, but at least ev1!ry 
three years. The scope and frequency 
of the review should be commensurate 
with the acceptable level of risk for the 
s stem." 
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Administrative Controls 
31 Is there a system security plan for 

this system? 

Remediation Guidance: 
The Privacy Act of 1974 and OMB 
Circular A-130 require procedures be 
in place for implementing 
administrative, technical, and physical 
security controls for systems containing 
a system of records. Agencies should 
develop a plan that demonstrates 
security controls for components, 
applications, and systems that a:re 
consistent with the agency's Enterprise 
Architecture; include a plan to manage 
risk; protect privacy and 
confidentiality; and explain any 
planned or actual variance from NIST 
securit uidance. 

32 Is there a contingency (or backup) 
plan for the system? 

Remediation Guidance: 
The Privacy Act of 1974 and OMB 
Circular A-130 require procedures be 
in place for implementing a 
contingency plan for systems 
containing a system of records. 
Agencies should develop a plan that 
demonstrates contingency security 
controls for components, applica.tions, 
and systems that are consistent with the 
agency's Enterprise Architecture:; 
include a plan to manage risk; protect 
privacy and confidentiality; and explain 
any planned or actual variance from 
NIST securit uidance. 

33 Are files backed up regularly? 

PIA 

Remediation Guidance: 
OMB Circular A-130 requires 
procedures be in place for protecting 
data on systems in the event the system 
and the information it contains is 
attacked or rendered unavailable. 
Agencies should devise a method for 
backing up information contained on 
the s stem at re ular intervals. 

D 

PIA Questionnaire -- RAPS 

Sensitive System Security Plan, Jan 04 

Y2K Contingency Plan 
Backup procedures controlled by IDMS 
and DOJ Security software (''TOP 
SECRET") 
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Administrative Controls 
34 Are the backup files stored offsite? 

Remediation Guidance: 
OMB Circular A-130 requires 
procedures be in place for protecting 
data on systems in the event the system 
and the information it contains is 
attacked or rendered unavailable:. 
Agencies should identify an alternative. 
site for housin backu files. 

35 Are there user manuals for tht~ 
system? 

36 Have personnel using the system 
been trained and made aware of 
their responsibilities for protecting 
personal information being collected 
and maintained? 

Remediation Guidance: 
Ifno, OMB Circular A-130 requires 
thateach agency ensure the security of 
information contained on each system 
to include training of users and 
employees of security controls in place. 
Agencies should provide users with 
training of their roles and 
responsibilities for protecting PH 
collected and maintained on the :; stem. ' 

37 Who will have access to the Pll on 
the system? 

Note: Check all that apply in the: 
Comments column. 

38 Are methods in place to ensure least 
privilege (e.g., "need to know" and 
accountability)? 

PIA 

Note: If yes, please specify method(s) 
in the Comments column. 

D 

PIA Questionnaire -- RAPS 

Levels of access are conferred by (1) PICS 
and (2) supervisory staff at local office 

Users 
181 Administrators 
181 Developers 
181 Contractors 
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Are technical controls in placu to USCIS has established technical control 
minimize the possibility of requirements including the following 
unauthorized access, use, or controls: 
dissemination of the data in the 
system? [8l User ID 

[8l Passwords 
Note: If yes, check all that apply in the [8l Firewall 
Comments column. D Virtual Private Network (VPN) 

D Encryption 
D Intrusion Detection System (IDS) 

Remediation Guidance: D Common Access Cards (CAC) 
lfno, OMB CircularA-130requires D Smart Cards 
that each agency ensure the security of D Biometrics 
information contained on each system D Public Key Infrastructure (PKI) 
by implementing technical security 
controls. Agencies should devis1;: 
administrative, technical, and physical 
controls for each system to protect the 
PII it contains. 

40 Are the following password controls Passwords expire after a set period of 
in place? time. 

D Accounts are locked after a set period 
Note: Check all that apply in the: of inactivity. 
Comments column. [8l Minimum length of passwords is eight 

characters. 
Remediation Guidance: [8l Passwords must be a combination of 
Ifno, OMB Circular A-130 requires uppercase, lowercase, and special 
that each agency ensure the security of characters. 
information contained on each system. [8l Accounts are locked after a set number 
Agencies should implement one or of incorrect attempts. 
more of the password controls for each 
system to protect the PII it contains. USCIS has established password 

management security requirements 

41 Is a process in place to monitor and 
respond to incidents? 
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PIA 

Are physical access controls in place? 

Note: If yes, check all that apply in the 
Comments column. 

Remediation Guidance: 
Ifno, OMB Circular A-130 requires 
that each agency ensure the security of 
information contained on each system 
by implementing technical security 
controls. Agencies should devis1~ 
administrative, technical, and physical 
controls for each system to protect the 
PII it contains. 

i 

PIA Questionnaire -- RAPS 

USCIS controls include: 

181 Guards 
181 Identification Badges 
181 Key Cards 
D Cipher Locks 
D Biometrics 
D Closed Circuit TV (CCTV) D Other _________ _ 
D Oilier _________ _ 

D Other----------
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APPENDIX D - PIA QUESTIONNAIRE - MFAS 

System Name: 

System Environment 
(production, test, 
development, or other. If 
other, please explain): 

System Location 
(entity/contractor name of 
site, building, room, city, 
and state): 

Activity/Purpose of 
System: 

PIA 

United States Citizenship and Immigration Services (USCIS) 
Marriage Fraud Amendment Act System (MFAS) 

Production 

N/A 

To track, process and report on applications for immigration 
benefits. 
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l Does USCIS own the system? 

Note: If no, identify the system owner 
in the Conunents column. 

· 2 Does USCIS operate the system? 

Note: If no, identify the system 
o ecator in the Comments column. 

3 Identify in the Comments column the 
life-cycle phase or this system. 

4 Is the system a stand-alone system 
(as defined.In Appendix A, "Glossary 
of Terms" of the PIA 

uestionnaire)? 
5 Is the system network-connected (as 

defined in Appendix A, "Glossary of 
Terms" of the PIA uestionnaire)? 

6 Is the system a General Support 
System (GSS), Major Application 
(MA) or sensitive system (as defined 
in Appendix A, "Glossary of Tern~" 
of the PIA Questionnaire)? 

PIA 

. Note: If yes, identify whether the 
system is a GSS, MA or sensitive 
s stem in the Comments column . . 

PIA Questionnaire - MFAS 

Initiation 
D Develop/Acquisition 
D Implementation 
~ Operations/Maintenance 
D Disposal 

Sensitive But Unclassified 
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7 Does the system contain PII within 
any database{s), record(s), fifo{s) or 
document{s)? 

PIA 

Note: If yes, check all that apply in the 
Comments column. If the category of 
personal information is not listed, 
please check "Other" and identify the 
category. 

Remediation Guidance: 
If the system contains no records with 
any data elements listed in the 
comments section, the system is not 
subject to federal privacy laws or 
regulations such as the Privacy .<kt of 
1974. Questions 8-18 may be marked 
with an "N/ A." 

If data elements relating to persons who 
are either United States Citizens or 
Lawful Permanent Residents are 
checked under the personal information 
category in the comments column, then 
the Privacy Act of 1974 is invoked. 
Agencies must meet all requirements of 
the Privacy Act listed unde_r 5 U.S.C. 
552a.(4) as amended, listed und1~r 
"Records Maintained On Individuals." 

If personal information on the system 
contains medical records numbers or 
medical notes (including medical · 
images such as x-rays), then the HIPAA 
Privacy Rule 67 FR 14775 may be 
invoked. Agencies should review this 
rule to determine exact applicab:ility 
and compliance requirements. 

If personal information on the system 
contains Financial Account Information 
and/or Numbers, then the Right to 
Financial Privacy Act of 1978 (l2 
U.S.C. 3401 et seq.) privacy 
requirements may be invoked. 
Agencies should review this law to 
determine exact applicability and 
com liance re uirements. 

PIA Questionnaire -- MF AS 

D Personal Information: 
[8] Name 
[8] Date of Birth 
[8] Social Security Number (or other 

number originated by a government 
that specifically identifies an 
individual) 

D Photographic Identifiers (e.g., 
photograph image, x-rays, and video) 

.[8] Driver's License 
D Biometric Identifiers (e.g., fingerprint 

and voiceprint) 
f8I Mother's Maiden Name 
D Vehicle Identifiers (e.g., license 

plates) 
[8] Mailing Address 
[8] Phone Numbers (e.g., phone, fax, and 

cell) 
D Medical Records Numbers 
D Medical Notes 
f8I Financial Account Ip.formation and/or 

Numbers (e.g., checking account 
number and PINs) 

f8I Certificates (e.g., birth, death, and 
marriage) 

[8] Legal Documents or Notes (e.g., 
divorce decree, criminal records, or 
other) 

D Device Identifiers (e.g., pacemaker, 
hearing aid, or other) 

D WebURLs 
D Email Address 
D Education Records 
f8I Other: Alien Number (A-Number) 
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8 Has a Privacy Act Systems of 
Records Notice (PARN) been 
published in the Federal Register? 

Remediation Guidance: 
If no, and the system meets the 
definition of a System of Records, then 
the Privacy Act of 1974 requirements 
are invoked. Agencies must develop a 
P ARN and publish the notice in the 
Federal Register with appropriate 
specifications listed in 5 U.S.C. Section 
552a as amended. 

9 Have major changes (as defined in 
Appendix A, "Glossary of Terms" of 
the PIA Questionnaire) to the system 
been made since publication of the 
PARN? 

Remediation Guidance: 
If yes, then the Privacy Act of 1974 
requires that agencies publish in the 
Federal Register a notice of any, and all 
revisions to the existence and character 
of the system of records with 
appropriate specifications listed in 5 
U.S.C. Section 552a as amended. 

10 Does the PARN address all rec1uired 
categories of information? 

PIA 

Note: Check all that apply in the! 
Comments column. 

Remediation Guidance: 
If no, then the notice specifying the 
existence of the system of records will 
include all criteria listed in the 
Comments column. 

PIA Questionnaire -- MFAS 

D Included in CLAIMS 3 

System Name 
D Security Classification 
D System Location 
D Categories of Individuals Covered by 

the System 
D Categories of Records in the System 
D Authority of Maintenance of the 

System 
D Purpose 
D Routine Uses of Records Maintained 

in the System 
D Disclosure to Consumer Reporting 

Agencies 
D Policies and Practices for Storing, 

Retrieving, Accessing, Retaining and 
Disposing of Records 

D System Manager(s) and Address 
D Notification Procedure 
D Record Access Procedure 
D Contesting Record Procedure 
D Record Source Categories 
D Systems Exempted From Certain 

Provisions of the Act 
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11 Does the system collect PII from 
individuals? 

PIA 

Note: If yes, identify the PII the 
system collects directly from 
individuals in the Comments column. If 
the category of personal information is 
not listed, please check "Other" and 
identify the category. 

Remediation Guidance: 
Each agency maintaining system of 
records is required to collect 
information to the greatest extent 
practicable directly from the indi.vidual 
when information may result in adverse 
determinations about an individual's 
rights, benefits, and privileges under 
federal programs. 

If personal information on the system 
contains medical records numbers or 
medical notes (including medical 
images such as x-rays), then HIPAA 
Privacy Rule 67 FR 14775 may be 
invoked. Agencies should review these 
rules to determine exact applicability 
and compliance requirements. 

If personal information on the system 
contains Financial Account Information 
and/or Numbers, then Right to 
Financial Privacy Act of I 978 (12 
U.S.C. 3401 et seq.) privacy 
requirements may be invoked. 
Agencies should review this law to 
determine exact applicability and 
com Hance re uirements. 

PIA Questionnaire -- MF AS 

Personal Information: 
[8l Alien Registration Number 
[8l Name 
[8l Date of Birth 
[8l Social Security Number (or other number 

originated by a government that 
specifically identifies an individual) 

0 Photographic Identifiers (e.g., photograph 
image, x-rays, and video) 

0 Driver's License 
[8l Biometric Identifiers (e.g., fingerprint and 

voiceprint) 
[8l Mother's Maiden Name 
0 Vehicle Identifiers (e.g., license plates) 
[8l Mailing Address 
[8l Phone Numbers (e.g., phone, fax, and cell) 
0 Medical Records Numbers 
0 Medical No.tes 
[8l Financial Account Information and/or 

Numbers (e.g., checking account number 
and PINs) 

[8l Certificates (e.g., birth, death, and 
marriage) 

[8l Legal Documents or Notes (e.g., divorce 
decree, criminal records, or other) 

0 Device Identifiers (e.g., pacemaker, 
hearing aid, or other) 

0 WebURLs 
D E-mail Address 
0 Education Records 
0 Other:. ________ _ 
0 Other:. ________ _ 
0 Other:. ________ _ 
0 Other:. ________ _ 
0 Other: _________ _ 
0 Other: _________ _ 
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Information Sharin Practices 
12 Does the system collect PII from 

other sources (e.g., databases, 
websites, etc.)? 

Note: If yes, specify the source(s) and 
PII collected in the Comments column. 

Remediation Guidance: 
If yes, then each agency is required to 
maintain records on systems that are 
used for making determinations about 
an individual with accuracy, relevance, 
timeliness, and completeness as 
reasonably necessary to assure fairness 
to the individual. Agencies are 
responsible for ensuring processes are 
in place to verify and validate PH as 
directed by the Privacy Act of 1974. 

13 Does the system populate data for 
other resources (i.e., do databases, 
web sites, or other resources r•~ly on 
this system's data)? 

PIA 

Note: If yes, specify resource(s) and 
purpose for each instance in the 
Comments column. 

Remediation Guidance: 
If yes, then section (e) (6) of the 
Privacy Act of 1974 is invoked. Before 
disseminating any records about an 
individual to any person other than an 
agency, unless the dissemination is 
made pursuant to subsection (b)(2) of 
the Act, the agency must make 
reasonable efforts to assure that such 
records are accurate, complete, tiimely, 
and relevant on each system for agency 
purposes. Agencies are responsible for 
ensuring processes are in place to 
verify and validate PII as directed by 
the Act. 

PIA Questionnaire -- MF AS 

D 
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Information Sharin Practices 
14 Does the system share PII with 

internal or external parties olf 
USCIS? 

PIA 

Note: If yes, identify in the Comments 
column which data elements are shared. 
If the category of personal information 
is not listed, please check "Other" and 
identify the category. 

Remediation Guidance: 
If yes, then section (e) (6) of the 
Privacy Act of 1974 is invoked. Before 
disseminating any records about an 
individual to any person other than an 
agency, unless the dissemination is 
made pursuant to subsection (b)(2) of 
the Act, agencies must make reasonable 
efforts to ensure that such records are 
accurate, complete, timely, and relevant 
on each system for agency purposes. 
Agencies are responsible for ensuring 
processes are in place to verify and 
validate PII as directed by the Act. 

If personal information on the system 
contains medical records numbers or 
medical notes (including medical 
images such as x-rays), then HJ.PAA 
Privacy Rule, 67 FR 14775 may be 
invoked. Agencies should revie:w these 
rules to determine exact applicability 
and compliance requirements. 

If personal information on the system 
contains Financial Account Information 
and/or Numbers, then Right to 
Financial Privacy Act of 1978 (/ 2 
U.S.C. 3401 et seq.) privacy 
requirements may be invoked. 
Agencies should review this law to 
determine exact applicability and 
compliance requirements. 

PIA Questionnaire -- MF AS 

D 
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15 Are records on the system 
retrievable? 

Note: If yes, specify in the Comments 
column what method is used in 
retrieving the records (i.e., using a 
record number, name, social security 
number, or other data element or record 
locator methodology). If the category 
of personal information is not Ii sted, 
please check "Other" and identify the 
category. 

Remediation Guidance: 
If yes, then a system of records in 
which information relating to a United 
States citizen or Lawful Permanent 
Resident is retrieved using one or more 
of an individual's "identifying 
information" invokes Privacy Act of 
1974 requirements. All requirements 
under 5 U.S.C. of Section 552a as 
amended must be met by an agency for 
this system. 

16 Is there a notification process in 
place when changes occur (i.e.1, 

revisions to PII or when the system 
encounters a major change or is 
replaced) for alerting other resources . 
dependent upon PII contained on 
this system? 

17 Are processes in place for periodic 
review of PII contained in the system 
to ensure it is timely, accurate, and 
relevant? 

PIA Questionnaire -- MF AS 
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Are rules of conduct in place for 
access to PII on the system? 

Note: If yes, identify in the Comments 
column all users with access to PIT on 
the system, and for what purposes they 
use the PII. 

Remediation Guidance: 
Ifno, then Section (e)(9-10) of the 
Privacy Act of 1974 is invoked to the 
extent that the system contains 
information relating to United States 
citizens or Lawful Permanent 
Residents. The Act requires rules of 
conduct for persons involved in the 
design, development, operations, or 
maintenance of a system's PII. 

19 Does the system host a web site either 
as an Internet, an intranet, or both? 

PIA 

Note: If yes, identify what type of site 
in the Comments column. 

Note: If no, check NIA for all 
subsequent questions in the "Web 
Site Host Question Sets" section and 
answer questions starting with the 
"Administrative Controls" section 
beginning with Question #28. 

Remediation Guidance: 
If yes, then OMB M-99-18 is invoked 
requiring that for every federal, public 
web site agencies include a privacy 
policy statement, even if the site does 
not collect any information and does 
not create a Privac Act record. 

PIA Questionnaire -- MF AS 

Users 
181 Administrators 
181 Developers 
181 Contractors 

For what purposes: o _________ _ 
D~-~-~-~~---0 __________ _ o __________ _ o __________ _ 
All users listed will be subject to USCIS 
and Rules of Behavior 
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Is the web site accessible by the 
public or other entities (i.e., 
contractors, third party 
administrators, state, or local 
agencies, etc.)? 

Remediation Guidance: 
If yes, then OMB M-99-18 is invoked. 
Agencies must post privacy policies on 
their principal web sites, any known 
major entry points, and any web page 
where substantial personal information 
is collected from the public. The 
privacy policy must state what 
information is being collected, why it is 
being collected, and how the agency 
will use the information. Privacy 
policies must be clearly labeled and 
easily accessed when an individual 
visits a web site. 

21 Is a privacy policy statement posted 
on the web site? 

Remediation Guidance: 
lfno, then OMB M-99-18 is invoked. 
Agencies must post privacy policies on 
their principal web sites, any known 
major entry points, as well as any web 
pages where substantial personal 
information is collected from the~ 
public. The privacy policy must state 
what information is being collected, 
why it is being collected, and how the 
agency will use the information. 
Privacy policies must be clearly labeled 
and easily accessed when an individual 
visits a web site. 

22 Are web links posted anywhere on 
the web site? 

PIA 

Remediation Guidance: 
Ifno, then OMB M-99-18 is invoked. 
Agencies must post privacy policies on 
their principal web sites, any known 
major entry points, as well as any web 
pages where substantial personal 
information is collected from the 
public. The privacy policy must state 
what information is being collected, 
why it is being collected, and how the 
agency will use the information. 
Privacy policies must be clearly labeled 
and easily accessed when an individual 
visits a web site. 

PIA Questionnaire -- MF AS 

See Question 19 above. 

See Question 19 above. 

See Question 19 above. 
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Web Site Host 
23 Are cookies present on the web site? 

Note: If yes, identify types of cookies 
in the Comments column. 

Remediation Guidance: 
If yes, persistent cookies are prohibited. 
Alternatively, session cookies are 
allowed as long as use of session 
cookies are indicated in the priva.cy 
policy statement, and the agency is able 
to demonstrate a valid need for use of 
these session cookies. Cookies will not 
knowingly be transferred to third 
parties unless explained in the Privacy 
and Securi Statement. 

24 Does the web site have any 
information or pages directed at 
children? 

PIA 

Remediation Guidance: 
If yes, then the Children's Online 
Privacy Protection Act (COPPA), OMB 
M-00-13, and DLMS 9 Chapter 1500 
are all invoked. Agency systems 
hosting web sites are mandated by 
OMB to comply with COPP A. This 
law places restrictions on the coilection 
and use of information on any wc:b site 
or online service directed to children 
and requires parental consent before 
any such collection and provides the 
parent with the right to see what is 
collected about his/her child and to 
restrict dissemination or use or further 
collection of any information about the 
child. 

PIA Questionnaire -- MF AS 

See Question 19 above. 

See Question 19 above. 
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Web Site Host 
25 Does the web site collect PII from 

individuals? 

PIA 

Note: If yes, identify what PII the 
system collects in the Comments 
column. If the category of personal 
information is not listed, please check 
"Other" and identify the category. 

Remediation Guidance: 
If yes, and data elements relating to 
United States citizens or Lawful 
Permanent Residents are checked under 
both the Identifier and Personal 
Information categories, then the 
Privacy Act of 1974 is invoked. 
Agencies must meet all requirements of 
the Privacy Act listed under 5 U.S.C. 
552a.(4) as amended listed under 
"Records Maintained On Individuals." 

If personal information on the system 
contains medical records numbers or 
medical notes (including medical 
images such as x-rays), then the Hf PAA 
Privacy Rule, 67 FR 14775 may be 
invoked. Agencies should review this 
rule to determine exact applicabiility 
and compliance requirements. 

If personal information on the system 
contains Financial Account Information 
and/or Numbers, then the Right l'o 
Financial Privacy Act of 1978 (]2 
U.S.C. 3401 et seq;) privacy 
requirements may be invoked. 
Agencies should review this law to 
determine exact applicability and 
com liance re uirements. · 

PIA Questionnaire -- MF AS 

See Question 19 above. 
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Web Site Host 
26 Does the web site share PII with 

internal or external parties of the 
Department? 
Note: If yes, specify with whom and 
for what purposes, and identify the data 
elements in the Comments column. If 
the category of personal information is 
not listed, please check "Other" and 
identify the category. 

Remediation Guidance: 
If yes and the information relates to 
United States citizens or Lawful 
Permanent Residents, then section (e) 
(6) of the Privacy Act is invoked. 
Before disseminating any records about 
an individual to any person other than 
an agency, unless the dissemination is 
made pursuant to subsection (b)(2) of 
the Act, agencies must make reasonable 
efforts to ensure that such records are 
accurate, complete, timely, and :relevant 
on each system for agency purposes. 
Agencies are responsible for ensuring 
processes are in place to verify and 
validate PII as directed by the Act. 

If personal information on the system 
contains medical records numbers or 
medical notes (including medical 
images such as x-rays), then HIPAA 
Privacy Rule, 67 FR 14775 may be 
invoked. Agencies should review these 
rules to determine exact applicability 
and compliance requirements. 

If personal information on the system 
contains Financial Account Information 
and/or Numbers, then Gramm-Leach
Bliley Act (GLBA) of 1999 Pub. Law 
No. 106-102, 113 Stat. 1338 (1999) 
privacy requirements may be invoked. 
Agencies should review this law to 
determine exact applicability and 
com Iiance re uirements. 

27 Are rules of conduct in place for 
access to PII on the website? 

PIA 

Note: If yes, identify in the Comments 
column all categories of users with 
access to PII on the system, and for 
what u oses the PII is used. 

PIA Questionnaire -- MF AS 

See Question 19 above. 

See Question 19 above. 
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Administrative Controls 
Note: This PIA Guide uses the terms "Administrative," ''Technical," and "Physical" to refer to security control 
questions-terms that are used in several federal privacy laws when referencing security requirements. USCIS 
recognizes the slight difference in terminology used in this guide from those that are used in other documents such 
as the National Institute of Standards and Technology (NIST) SP 800-26, Security Self-Assessment Guide for 
Information Technolo S stems. 
28 Has the system been authorized to [81 

process information? 

Remediation Guidance: 
If no, then the system may be required 
as directed by OMB Circular A-130 to 
complete an accreditation for each 
system. Agencies should engage: in an 
assessment process that ensures 
technical security features are built into 
the life c cle of a s stem. 

29 Have there been major changes (as 
defined in Appendix A, "Glossary of 
Terms'' of the PIA Questionnaire) to 
the system since it was l&St certified 
and accredited? 

Remediation Guidance: 
If yes, then agencies are required by 
OMB Circular A-130 to complete an 
update of the certification and 
accreditation for each system that has 
been modified. Agencies should engage 
in an assessment process that ensures 
existing technical security features are 
a ro riate to the modified s stem. 

30 Are security controls routinely 
reviewed? 

PIA 

Remediation Guidance: 
Security controls need to be routinely 
reviewed to ensure sustained 
effectiveness even when no changes to 
the system have occurred. OMB 
Circular A-130 stipulates a system's 
security controls should be reviewed 
"when significant modifications are 
made to a system, but at least every 
three years. The scope and frequency 
of the review should be commensurate 
with the acceptable level of risk :for the 
s stem." 

D 
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Administrative Controls 
31 Is there a system security plan for 

this system? 

Remediati9n Guidance: 
The Privacy Act of 1974 and OMB 
Circular A-130 require procedures be 
in place for implementing 
administrative, technical, and physical 
security controls for systems containing 
a system of records. Agencies should 
develop a plan that demonstrates 
security controls for components, 
applications, and systems that are 
consistent with the agency's Enterprise 
Architecture; include a plan to manage 
risk; protect privacy and 
confidentiality; and explain any 
planned or actual variance from NIST 
securit uidance. 

32 Is there a contingency (or ba<:kup) 
plan for the system? 

Remediation Guidance: 
The Privacy Act of 1974 and OMB 
Circular A-130 require procedures be 
in place for implementing a 
contingency plan for systems 
containing a system of records. 
Agencies should develop a plan that 
demonstrates contingency secwity 
controls for components, applications, 
and systems that are consistent with the 
agency's Enterprise Architecture; 
include a plan to manage risk; protect 
privacy and confidentiality; and explain 
any planned or actual variance from 
NIST securit uidance. 

33 Are files backed up regularly:~ 

PIA 

Remediation Guidance: 
OMB Circular A-130 requires 
procedures be in place for protecting 
data on systems in the event the system 
and the information it contains is 
attacked or rendered unavailable. 
Agencies should devise a method for 
backing up information contaim:d on 
the s stem at re ular intervals. 

PIA Questionnaire -- MFAS 

Daily backups are performed. 

110 



January 31, 2004 

Administrative Controls 
34 Are the backup files stored offsite? 

Remediation Guidance: 
OMB Circular A-130 requires 
procedures be in place· for protecting 
data on systems in the event the system 
and the information it contains is 
attacked or rendered unavailable. 
Agencies should identify an alternative 
site for housin backu files. 

35 Are there user manuals for the 
system? 

36 Have personnel using the system 
been trained and made aware of 
their responsibilities for protecting 
personal information being collected 
and maintained? · 

Remediation Guidance: 
Ifno, OMB Circular A-130 requires 
that each agency ensure the security of 
information contained on each system 
to include training of users and 
employees of security controls in place. 
Agencies should provide users with 
training of their roles and 
responsibilities for protecting Fii 
collected and maintained on thf: s stem. 

37 Who will have access to the PH on 
the system? 

Note: Check all that apply in the 
Comments column. 

38 Are methods in place to ensure least 
privilege (e.g., "need to know''' and 
accountability)? 

PIA 

Note: If yes, please specify method(s) 
in the Comments column. 

D 

PIA Questionnaire -- MF AS 

DOJ is responsible 

Users 
~ Administrators 
~ Developers 
~ Contractors 
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Technical Controls 
39 Are technical controls in place to 

minimize the possibility of 
unauthorized access, use, or 
dissemination of the data in the 
system? 

Note: If yes, check all that apply in the 
Comments column. 

Remediation Guidance: 
Ifno, OMB Circular A-130 requires 
that each agency ensure the security of 
information contained on each system 
by implementing technical security 
controls. Agencies should devise 
administrative, technical, and physical 
controls for each system to protect the 
PII it contains. 

40 Are the following password controls 
in place? 

Note: Check all that apply in the 
Comments column. 

Remediation Guidance: 
If no, OMB Circular A-130 requires 
that each agency ensure the security of 
information contained on each system. 
Agencies should implement one~ or 
more of the password controls for each 
system to protect the PII it contains. 

41 Is a process in place to monitor and 
respond to incidents? 

PIA Questionnaire -- MF AS 

USCIS has established technical control 
requirements including the following 
controls: 

[gl User ID 
[gl Passwords 
[gl Firewall 
D Virtual Private Network (VPN) 
D Encryption 
D Intrusion Detection System (IDS) 
D Common Access Cards (CAC) 
D Smart Cards 
D Biometrics 
D Public Key Infrastructure (PKI) 

Passwords expire after a set period of 
time. 

[gl Accounts are locked after a set period 
of inactivity. 

D Minimum length of passwords is eight 
characters. 

D Passwords must be a combination of 
uppercase, lowercase, and special 
characters. 

[gl Accounts are locked after a set number 
of incorrect attempts. 

users has established password 
management security requirements. 
MFAS will be phased out as the new 
system is deployed. 
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PIA 

Are physical access controls in place? 

Note: If yes, check all that app:ly in the 
Comments column. 

Remediation Guidance: 
Ifno, OMB Circular A-130 requires 
that each agency ensure the security of 
information contained on each system 
by implementing technical security 
controls. Agencies should devise 
administrative, technical, and physical 
controls for each system to protect the 
PII it contains. 

PIA Questionnaire -- MF AS 

USCIS controls include: 

~ Guards 
~ Identification Badges 
~ Key Cards 
D Cipher Locks 
D Biometrics 
D Closed Circuit TV (CCTV) 
D Other _________ _ 
D Other _________ _ 
D Other _________ _ 
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APPENDIX E- INFORMATION SHARING DATA ELEMENTS 

No. Release System Acronym System Name Information Shared 

1 2 AN SIR Automated Nationwide Case information 
System for Immigration 
Review 

2 1 BCS Background Check Service Background check 
information 

3 1 BRS Biometric Repository Unified repository for 
System all biometric data 

4 1 CIAviaBCS Central Intelligence Agency Background 
System information 

5 1 CIS Central Index System Case history 

6 1 CLAIMS 3LAN Computer Linked Case processing data 
Application Information 
Management System 
(CLAIMS) 3 Local Area 
Network (LAN) 

7 1 CLAIMS 3 Computer Linked Case processing data 
Mainframe Application Information 

Management System 
(CLAIMS) 3 Mainframe 

8 1 CLAIMS 4 Computer Linked Case processing data 
Application Information for N-400 cases 
Management System 
(CLAIMS) 4 

9 3 Credit Check System Credit history 

10 1 DACS Deportable Alien Control Deportation and 
System detention information 

11 2 Defense Investigative Background 
Service System information 

12 1 DCOS Debt Collection System Payment status 

13 2 Department of Defense Background 
System information 

14 2 Department of Labor System Labor certification 

15 1 E-Filing Electronic Filing Benefit application 
information 

16 2 EID/BREM Enforcement Integrated Deportation action 
Database/ Enforcement 
Removal Module 

17 1 IAFIS via BCS Integrated Automated Fingerprint 
Fingerprint Identification biometrics 
System (IAFIS) 

18 2 FBI via BCS Federal Bureau of Criminal background 
Investigation Name System 

19 1 Fee Franking Machine Form type 
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No. Release System Acronym System Name Information Shared 

20 1 FFMS Federal Financial Revenue and form 
Management System type 

21 2 PIPS· FOIA Information Case information 
Processing System 

22 1 IBIS via BCS Interagency Border Background 
Inspection System information 

23 1 ID ENT Automated Biometric Fingerprint 
Fingerprint Identification biometrics 
System 

24 3 Internal Revenue Service Tax Returns, Wage 
System and Tax Statement 

W-2 

25 1 IVAMS Immigration Visa Allocation Immigration visa 
Management System availability 

26 1 IVIS Immigrant Visa Information Visa petition 
Systems information 

27 3 KM Knowledge Management 

28 I Lockbox Benefit 
application/petition 
data; scanned 
applications, 
petitions, evidence 
(proposed) 

29 I NAILS National Automated Background 
Immigration Lookout information 
System 

30 1 National Scheduler National Scheduler Fingerprint, 
(proposed) interview, oath 

ceremony schedule 
availability 

31 2 Naturalization Naturalization Testing Test Results 
Ti:::sting System System· 

32 I NCSCCRIS National Customer Service Address change 
Center Customer information 
Relationship Interface 
System (includes Change of Case Status 
Address module) Information 

33 1 NCSCIVRS National Customer Service Case status 
Center Integrated Voice 
Response System 

34 1 NFTS National File Tracking Paper file location 
System 

35 1 NHS. Nonimmigrant Information Arri val/Departure 
System information; Change 

of Addresses 
information (AR-11 
module) 
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No. Release System Acronym System Name Information Shared 

36 1 NPS National Production System Integrated Card 
Production System 
(ICPS) jobs for 
Permanent Residency 
Cards, Employment 
Authorization 
Documents 

37 2 RAPS Refugee Asylum Processing Case history 
System 

38 1 RN ACS Reengineered Naturalization Case processing data 
Application Casework 
System 

39 TBD Selective Service System Selective Service 
registration 
verification 

40 TDB SE VIS Student and Exchange Background 
Visitor Information System information 

41 TBD Social Security Social Security 
Administration System Number verification; 

income assistance 
information 

42 2 U.S Visit U.S Visit Arrival/ 
Departure 
information 

43 TBD WRAPS Worldwide Refugee Background 
Admission Processing information 
System 
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APPENDIX F - USER ROLES· 

User Roles User Role Description 
rfhis user is responsible for one or more forms that provide 
similar benefits, such as employment-based visas. This user is 
thoroughly knowledgeable of the process of these forms. In this 

Headquarter Functional Administrator i capacity, this user is responsible for ensuring that the system's 
processing of the forms is in compliance with Federal 
Government laws, regulations and policies. Maintaining the form 
1Profiles is the primary means of accomplishing this task. 
rT'his is the user who is able to perform all functions within the 
Benefits Application Processing System (BAPS). This user's 
main responsibilities will be entailed of maintaining user profiles, 
office profiles, quality assurance profiles, maintaining forms, 

Super User notices, exams, codes, user roles, permissions, Visa profiles. 
This user is created to be the key to test any issues that other 
users may encounter. Therefore, this user should have access to 
the complete set of system permissions or activities. 

This user is responsible for the management of their respective 
offices. Their duties include the administration of user profile, 

DO Management workload distribution among the office's users. These managers 
work with higher echelon management to control workload and 
!Processing changes. 
This user is responsible for the management of their respective 
offices. Their duties include the administration of user profile, 

SC Management workload distribution among the office's users. These managers 
work with higher echelon management to control workload and 
processing changes. 
This user is responsible for the management of their respective 
offices. Their duties include the administration of user profile, 

ASC Management workload distribution among the office's users. These managers 
work with higher echelon management to control workload and 
!processing changes. 
This individual records and process applications, verifies 
information, schedules interviews, exams, and oath ceremony 

DO Data Entry (Clerks, Preadjudicative Team) appointments and sends notices to applicants. 
Data Entry team lead helps or monitors cases being prepared for 
adjudication. 
This individual records and process applications, verifies 
information, schedules interviews, exams, and oath ceremony 

SC Data Entry (Clerks, Preadjudicative Team) appointments and sends notices to applicants. 
Data Entry team lead helps or monitors cases being prepared for 
adjudication. 

ASC Clerk 
This individual is responsible for recording appointment results 
and reviewing case information. 

DO System Administrator (ADP) This user uses Ad-Hoc reports and standard reports to monitor 
and manage office workload. 

SC System Administrator (ADP) This user uses Ad-Hoc reports and standard reports to monitor 
and manage office workload. 

ASC System Administrator (ADP) his user uses Ad-Hoc reports and standard reports to monitor 
and manage office workload. 

SC Officer This user is primarily responsible for adjudicating cases. 
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User Roles User Role Description 

DO Officer !This user is primarily responsible for adjudicating cases. 

Quality Assurance Personnel 
This user reviews cases for information accuracy & quality and 
conducts case processing audits. 
These roles are assigned to any user who requires read only 
access. This user is limited to searching, displaying and 
reviewing case information. The following user types can be 
assigned this role: 

• HQ Management; 

• AAU/BIA Staff; 

• EOIR; 

• Investigations (USCIS, BICE, BCBP); 

• NCSC; 
General User National Record Center; • 

• Debt Management Center; 

• LESC; 

• FOIA; 

• SAVE; 

• SSA; 

• CPAU; 

• CRU; 

• Others to be determined . 
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Attachment 6 
Biometrics Survey: US Coast Guard 

The US Coast Guard (USCG) collects biometrics for all License and Merchant Marine 
Document (MMD) applications and renewals. The following responses pertain to this 
program. 

Please identify the program/initiative and the purpose for using biometrics. 

Department of Justice Criminal History Check for all License and Merchant Marine 
Document (MMD) applications and renewals. 
If positive hit, information is sent to local Officer-in-Charge of Marine Investigations 
(OCMl)/Regional Exam Center (REC) with Merchant Marine Security Services Branch 
(NMC-4D) recommended action. 

What is the type of biometrics technology used? 

·currently using FD258 Standard Finger Print Card. 
Intend to implement Live Scan System (Cross Match Inc.): fingerprints will be 
electronically submitted for a quicker turnaround time. 

How much did it cost your agency to implement the use of biometrics for the 
program/initiative and what is the FY04 projected cost for using the technology? 

$18.00 per card 
$620,000 budgeted for fingerprint card processing 
Does not include civil service salary or contractor rate. 
Does not include cost of Live Scan System 

Is the use of biometrics for this program or initiative mandated by statue or rule? If 
YES, reference the statutory or regulatory citation. 

46CFR10.201 (h) (1-6) Criminal Record Review for all Licenses 
46CFR12.02-4(c)(1-6) Criminal Record Review for Certification (MMD) 
Commandarit Instruction M16000.BB Marine Safety Manual; Volume Ill Marine Industrial 
Personnel; Chapter 8 Record Management for U.S. Merchant Mariners; A. Records 
Management; 10-Preparation of Fingerprint Records 

How is the biometrics information gathered, collected, and stored? 

Fingerprints (and duplicate) collected at 17 RECs; sent to the National Maritime Center 
(NMC) and forwarded to the Federal Bureau of Investigation (FBI). 
Positive or Negative results reported by the FBI; cards destroyed by FBI. Duplicate 
Fingerprint Cards kept on file at NMC in a locked cabinet and destroyed after two years. 



Is the infonnation accessible by other agencies or other entities (Including 
contractors, vendors, and state and local governments}? 

If requested (none to date). 

Please describe the security measures used to protect the biometric infonnation 
that is gathered, including any l~mitations on accessing the infonnation. 

DOJ Criminal Report mailed to lo~al REC. 
Fingerprint Cards and Criminal Report at NMC kept in a locked cabinet until mailed or 
destroyed. 

Did your agency conduct any privacy assessments for this use of biometrics? If 
so, please attach copies of any relevant assessments. 

No. Merchant Marine Fingerprints taken by U.S. Coast Guard since 1936, prior to the 
Privacy Act of 1974. : 

At what rate have false-positives been returned during the use of biometrics in this 
program? 

"The currently available data is insufficient to generate an accurate measurement of false 
positives." 

What is the process in place to ensure that there is not repeated false-positives in 
the system? 

NMC-40, Merchant Mariner Security Services Branch investigates all positive Criminal 
Reports. 

Please provide a copy of any procedures or policies your agency has in place 
regarding the use of biometrics. If these procedures or. policies are program or 
initiative specific, please indicate so. 

' I 
I 

Agency: National Marit ime Center· 
Contact: 
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TABLE 10.109-FEES'-,-Conlinued 

And you need-:--

H you apply lor-
Evaluallon- I Exanmallon- I lsMance-lhen 

lhen the lee is- 1hen the lee Is:-- ilia lee Ill-

A ..... ·-······-···-···-····--·-···----·-.. ······--···--···-~·-·-··-·-·- I No lee 
No tee . Nolee. 

1 Oupllcale for doc\unenl lost 1111 result of marll)e_ casually-No Fee. 

[UBCG-1997-2'199, 64 FR 42814, Aug. 6, 1999; 64 FR 53230, Oct~ 1; 1999] 

§ 10.110 Fee l;JByment.procedures. 

(a) You may pay-
(1) All !ees reqUired by · tb.18 section 

when you submit your application; or 
(2) A !ee !or each phase at .the !ol-

lowi.Iig times: · 
(1) An ava.l.ua.tion fee '\Vhen you. sub

mit your a.ppli~tion. 
(ii) An examination !ee be!ore you 

take the!irst exa.mina.tion· section. 
(iii)- :A:n issuance. fee.before you re

... ceive your license or certifies.~ o! reg-
istry. . · .. >; · 

(b) I! you take your.: e:x:amlllation 
someplace otper than ~ Regional Ex
amination Cel\ter (Rli}Q), .yo:q. must .Jl!l.Y 
the examination fee to the REC at 
least one week before your scheduled 
examination date. 

(c) Unless the REC provides addi
tional payment options, your !ees may 
be paid as follows: . 

(1) Your fee payment must be for the 
exa.ct amount. 
,,.,(2) Make your check or money order 
payable to the U.S; .. !Coast; Qua.rd, and 
write your social security number on 
the !ron·t of each check or money order. 

(3) I! you pay by mail, you must use 
either a check or money order. 

(4) If y\}u pay in person, you IDl!LY pay 
with cash, check, or money order at 
Coast Guard units where Regional Ex
aminlilt1on Centers are located. 

(d) Unless otherwise specified in th.15 
part, when two or more documents are 
processed on the sa.me a.pplication-

(1) Evaluation fees. If a cert1ficate of 
registry ·'transaction is processed on the 
same application as a license trans
action, only the Ucense evaluation fee 
will be charged; and 

(2) Iss-uance fees. A separate iBS:riance 
fee will be charged for each document 
issued. 

[USCG-1997-2799, 64. FR 42816, Aug. 6, 1999) 

§ 10.ui Penalties. 

(a) Anyone who fails to pay a fee or 
charge established under this subpart 
is lhi.ble to the uillW'li st~tes Gi:iv-ei-n
ment··for a civil° penalty of ·not inore 
than $5,000 for each Violation. 

(b)"The Coast Gliil.rd may ·assese addi
tional charges to anyone to recover 
collection and euforcement costs ~o
ciated with dt;ilinquent payments of, or 
failure to pay,. a. fee. Coast Guard li
cerifiirig service&.•iftay· il.180 ·be withheld
from anyone pending payment of out
standing fees owed to the Coast Guaro 
for servioes already provided by Re
gional Exam.I.nation Centers. 

[CGD 91--002, 68 FR Ui237, ~a.r.19, 1993] 
. ,. 
§ 10.112 No.fee license for certain ap· 

plicants. · · · 
(a) For the purpose of this section, ·a 

no-fee Ucen11e applicant is a person who 
is a volunteer, or part-time or full-time 
~mployee o! liLD. organiza.tion which is: 

(1) Charitable in nature; 
(2) Not for profit; and 
(3) Youth oriented. 
(b) An orgaqi~ation may submit a 

written request to Commanding Offi
cer, U.S. Coast Guard NatiOJ:!.al Mari
time Cent.er. 4200 Wllsoii B.oiilevard, 
Suite 630, Ariington, VA 2220~1804 in 
order to be considered an eligible orga
niza;tion under the criteria set forth tn . ·' 
paragra.ph (a) of 'this. 8ec~~9ri •. V(ithjll,e 
written request, the orgaxµz,a.tion mtlBt 
provide evidence of its statua· as a 
youth oriented, not for prof1t0 chari
table organization. 

NOTE: The following orga.niz&tiollB ·are aC- .:\ 
cepted· by the Coast Guaid ·aa meeting the re- .'.) 
quirement.a or pa;ragr.aj;)h. (11.) of this. ·sl!ction f! 
e.nd need not submit evtdence 1>f theii" status: :·, 
Boy Scouts of America., Sea. ExplOre,r Asso- <· 
elation, Girl Scouts of the United States of::. 
America, and Young Men's Christian Ass!>· •. , 
elation of the United States of America. 

·Coast Guard, OHS 

(c) A letter. from an orgail.ization de
termined eligible under paragraph (b) 
of this section must alsa · accompany 
the person's license· application· to the 

·Coast· GuB.rd. ··The letter must state 
that the purpose, of the·.person's appli
cation is solely to further the,·conduct 
of the' organization's maritime activi
.ties. The applicant · then is eligible 
under this section to, obtain a no-fee li
cense if other requirement.a for the li
cense are met. 
·. · (d) A ma.rine license. issued to· a per
son, under this section is .. endorsed re
stricting it.a use to vessels owned or op
erated. by .the sponsoring organiza.tion. 

.(e) The hQ}der o! a no-fee license 
li;laued, under thia section may. have the 
restriction. removed by paying the ap
w.opriate evaluation, examination, and 
iasuance fees that would have other
wise applied. 

[OOD 91-002,· 58 FR 15238, Mar. 19, 1993, -
amended by OOD 96-072, 60 FR 60460, Sept. 29, 
1995; CGD 96;-041, 61 FR 50726, Sept. 71, 1996; 
OOD97-057,.~·FR51042, Sept. 30, 1997; USOG
~,1-10224, 86 FR 48619, S~pt. 2l, 2001] 
,;."·· 

Subpart B-G.eneral Requirements 
for All Licenses and Certifl
cc:ites of Registry 

I 10.2Ql Eligibili~ for licenses and cer
tiffoates ofregiiltry, g~eraL 

(a) Each applicant shall, establish to 
!the satisfaction of the OCMI that he or 
she- poseesses all of· the qualifications 
·necessary. (such as age, experience, 
charaoter· references and recommenc;la
tions, physical ·health or competence 
'and test for dlUlgerous drugs, citizen
ship, approved training, passage of a 
profeseiona.l examination, as appro
priate, and, when required by this part, 
·a practical demonstration of skills) be
fore the OCMI will issue a license or 
certificate o! registry. 
·. •(b) No person who has been convicted 

.·. ··by a court of record of a violation of 
· ·the -dangerous drug laws of the United 

·States, the· District of Columbia, or 
. <8.ny State or territory of the U.nJ,ted 
(. ; States is eligible for a license or cer
b ·.t.J.ficate of registry, except as provided 
',: ... ;by ·the provision5 of paragraph (h) of 

·:· ·-this· section. No person who has ever 
·: .. been the user of, or addicted to the use 
_,: .. of, a dangerous drug, or has ever been 

Convicted of an offense described in 

§ 10.201 

section 205 of the National Driver Reg
ister Act of 1982 (49 U.S.C. 30304) due to 
the addiction or abuse of alcohol is eli
gible for a license or certificate of reg
istry unless he or -she furnishes satis
factory evtdenee of suitability for serv
ice in the merchant ma.rine as provided 
in paragraph (j) of.this section. 

(c) Except as provided in §10.464(i) of 
the part, an applicant for a license 
must demonstrate an ability to speak 
and 1irlder8tand English as found in the 
navigation . roles, aids to nil.vlgation 
publications; emergency equipment in
~tructions, ~ery instructions, 
and radioteleplione commUn.ications 
instructions. 

(d) An ·applicant fer a license must 
meet the requirements for recent serv
ice specified in § 10.202(e). 

(e) No license ·or certificate of reg-

t:t~;~Yc~~S:~·i· ~:1Jlt:0:;~ 
with the exception of oper11-tor of 
uninspected .passenger vessels limited 
to· vessels not documented under the 
law!! of the l]nited States .... 

(f) Except as spec1fied · ln. this para
graph, no liceruie or. cer~ificate of reg
istry may be issued to a person who .has 
not attained the age of 21 years. 

(1) A license as master of near coast
al, Great Lakes and inland, inland, or 
river vessels . of 25-2QO gross ton,s, t;hird 
mate, third assistant engineer, mate of 
vessels of 200-1600 gross tons, ballast 
control operator, assistant engineer 
(MODU), assistant engineer of. fishing 
industry vessels, mate (pilot) .of towing 
vessels, radio officer, assistant engi
neer (limited-oceans), or designated 
duty eii.gineer of vessels of not more 
tha.n 4000 ·horsepower· may be granted 
to an applicant who has reached the 
age .of 19 years. · 

(2) A license as limited master of 
near coastal vessels of:not more than 
100 gross tons, limited master of Great 
Lakes· and inland vessels of not more 
than 100 · gross tons, mate of . Great 
Lakes and inland vessels of 25-200 gross· 
tons, mate of near coastal vessels of 25-
200 gross tons, operator of un1nspected 
passenger vessels, or designated duty 
engineer of vessels of. not more than 
1,000 horsepower, or apprentice mate 
(steersman) of towing vessels, may be 
granted to an -applicant, otherwise 



§ 10.201 

qualified, who has reached the age of 18 
years. 

(g) Persons serving or intending to 
serve in the merchant marine service 
are recommended to take. the earliest 
opportunity of. ascertaining, through 
examination, whether theil;. visual acu
ity, and color vision where required, 
are such as to qualify them for service 
in that profession. Any physical im
pairment or medical condition which 
would render an applicant incompetent 
to perform the ordinacy duties of an of
ficer at s.ea, is cause for denial Of a. li-
cense. . . 

(h) Criminal Record .Review. The OCMI 
rxuiy review the criminal record of a.n 
applicant for the issuance of a license 
or certifi<;ate of registry issued as an 
oiiginal or reissued with a new expira
tion date. An applicant conducting si
multaneous merchant mariner's cre
dential' trap.sactions: shli.11 fil:idergo only 
one criminal re'cord check. Applicants 
must provide written disclosure· of all 
prior convictions· 'at the time of appli
cation. 

(1) If the 11-pplicant is advised that a 
criininal record check is required by 
the OCMI, applicants shall · provide 
their· fingerpri.Ilts at the time of appli
cation. The fingerprints will be used to 
determine whether the applicant has a 
record·of aictiminal conviction. An ap
plication may be disapproved if a 
criminal record review leads the OCMI 
to determine that the applicant's hab
its of life and character are such that 
the applicant cannot be entrusted with 
the duties and responsibilities of the li
cense or certificate of registry for 
which application is made. If an appli
cation is disapproved, the OCMI will 
notify the applicant in writing of the 
reason(s) for disapproval and advise the 
applicant that the reconsideration and 
appeal procedures in § 1.03 of this chap
ter apply. No examination will be given 
pending decision on appeal. 

(2) The OCMI may use table 10.20l(h) 
to evaluate applicants for licenses and 
certificates of registry who have crimi
nal convi.ctions. The table lists major 
categories of criminal activity and is 
not to be construed as an all-inclusive 
list. If an applicant is convicted of an 
offense that does not appear on the 
list, the OCMI will establi!lh an appro
priate assessment period using the list 

46 CFR Ch. I (10-1-03-EdlHon) 

as a guide. The assessment period com
mences when an applicant is no longer 
incarcerated.· The applicant must es
tablish proof of the time incarcerated 
and periods of probation and parole to 
the satisfaction of the OCMI. Tb.e as
sessment period may include super
vised or unsupervised probation or pa
role. A convi.ction for a drug offense 
more than 10 years prior to the date of 
application will not alone be grounds 
for denial. 

(3) When an applicant has convictions 
for more t~ one. offense, the min
imum assessment period will be ·the 
longest minimum in.table 10.20l(h) and 
table 10.201(1) based upon the appli
cant's convictions; the maximwn as
sessment period will be the longest 
shown in table 10.201(h) and table 
10.20l(i) based upon the applicant's con
victions. 

- -- ~-ll apersE>n witli a-ci'Iminar-convic
tion applies for a license or certificate 
of registry before the minimum assess
ment period shown in table 10.20l(h), or 
established by the OCMI under para.
graph (h)(2) of this section has elapsed, 
the.n the applicant· must provide evi.
dence of suitability for service ·in the 
merchant marine. Factors which are 
evidence of suitability for service in 
the merchant marin:e are listed in·para~ 
graph (j) of this section. The OCMI will 

• consider the applicant's evidence and 
may issue the license or certificate of 
registry in less than the listed min
imum assessment period if tbe OCMI is 
satisfied that the applicant is sui.table 
to hold the license or certificate of reg
istry for which he or she has applied. If 
an applicant does not provide evidence 
of suitability for service in the mer
chant marine, then the application will 
be considered incomplete and will not 
be processed by the OCMI. 

(5) If a person with a criminal convic
tion applies for a license or certificate 
of registry during the time between the 
minimum and maximum assessment 
periods shown in table 10.201(h) or es
tablished by the OCMI under paragraph 
(h)(2) of this section, the. OCMI will 
consider the conviction and, unless 
there are offsetting factors, may grant 
the applicant the license or certificate 
of registry for which he or she has ap
plied. Offsetting factors include mul
tiple convictions, failure to comply 

':. 

'Coa$f Guard; DHS 

Wlth court orders (e.g., child support 
orders), previous failures at rehabilita-
1;ion or reform, inability to maintain 
steady employment, or any connection 
between the crime and the safe oper
a.tion ot a vessel. If the OOMI considers 
the applicant unsuitable for service in 
the merchant marine at "the time of ap
plication, the OCMI will disapprove the 
application. 

(6) U a person with·a criminal convi.c
tion applies for a license or certificate 
of regtstry after the maximum assess
ment .period shown in table 10.201(h) or 
established by the OOMI under para
graph (h)(2) of this section has elapsed, 

§ 10.201 

then the OCMI will grant the applicant 
the license or certificate of registry for 
which he, or sh!! has applied unless the 
OCMI has reason to believe the appli
cant is still unsuitable for service in 
the merchant marine. If the OCMI dis
approves an application based upon a 
convi.ction older than the maximwn as
sessment period, the OCMI will notify 
the applicant in writing of the rea
son(s) for the disapproval. The OCMI 
will also inform the applicant, in writ
ing, that the reconsideration and ap
peal procedures contained in § 1.03 of 
this chapter apply. 

TABLE 10.201(h)-GUIDEUNES FOR EVALUATING APPLICANTS FOR LICENSES AND CERTIFICATES OF 
REG?STR'f \AJHC HAVE CfUMlr-~AL CONV?CT?<Y."JS 

Crime' r Minimum I Maximum 

j Assessmant periods 

Crimea Agllll\al Periona· 

Hl/fnlclde (intanllonal} ---·--·-··----·--···-·-····----·-·-·---·-----·--·---·---·--------·-·--··---·· 7 years ··---·--···----------- 20 years. 
HOmlcide (unlnlentlonal) ··---·-·-···-------····-·--···--·-··---------··········-----------········-··--···· 5 years -----............... _. 10 years. 
""88111 (aggravated) ............ ., ... ______ ............ --....... _ ... ., •. __ ...... -...... _______ ., ___ .......... 5 years ------·--·---···---:.. 10 years. 
Assauft (almpfe) .................................. -.............. ______ .,.,_.,.,. __ ..... --····-·--·--............ 1 year ·-··--.............. -... 5 years. 
Sexual As88Ull (rape, child moleslaUon) ------·-----·--·--··---.. --···-··--.. ------------......... 5 years ···-·-... -............ 10 years-
RObbeiy .................... - ....... - ........ -., .... _, __ ............... ____ , ........ _., ___ ., ____ .,., _____ ....... -- 5 years ··---·--···---....... 10 yeais. 
Other t:dmes against pers<ins •. 

Crl- Against Property = <;~>~::::~-:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::: I : ~:: ::::::::::::::::::::::: I ~0y!::~· 
Other crimes agali1sl.property• . 

Vehicular Crime• 

EE:~~~~::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::: I~~:: ::::::::::::::::::::::I~=:: 
-Olher vehicular crtrMa•. 

c.in- Agalnet PubUc Salety 

=::,.ot ~ ··;;;;;;:---·---... ·-··-~-.. ·-·---··--.. -·---------.. ·----- r~ years : ... ·----------------· 110 years. 

Crime• Involving NaUomd Security 

Tilnoriilm, Acta of Silbolega, Espionage and related oH.-S ····-··-·--··· .... -. ] 7 ye~ ...... ., ... __ .. ,. ..... j 20 yeBIS. 

Criminal Vlolallona al Env"°'-nlal Laws 

Crin*1al vtolallons·ol. env1romnan1a1 laws Involving ~ handling o1 pollul-f-1 y;;-.;; ·----.. -·---·---110 years. 
ante or hazanlous malerlals. 

Dangeroua Drug OffenMa"•" 
Ttalllcldng (sai.. dl$1rlbUllon, transfar) ........ ----... - ................................ -............ 15 years ·---.. -............... 110 years. 
Dangerous dlugs (Use or possession) ._ ...... - ............ ---···-· .. • .. --··-·---··--·---.. ···--·--· 1 year •••• _ .......... -........ 10 years. 
Olhar dangelllus drug convictions•. · 

-1 Conviction of allempl, soHcftallon, aking. and abelllng, accessory alter the fact, and conspiracy to commit the criminal con
duct llsted In this table carry the same minimum and maxlmum assessment periods provided in the table. 

•Olher climes are to be reviewed by the OCMI to determine the minimum and maximum assessment periods depending on 
the nalure ol the crime. 
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• ~e onJy 1o original. apptlcalkins lac ljcef!~!IB oc CPIU. /Vrt applicant who hll& ever. been !he user ol, oc: ~ to 1118 
us~ al, a··c!iUigewuS drug slil!!l''niaet Iha ieqi:Jlrein81ils ol jlaragr'!'h (ti) of this seclkirl. Nola:·~ lor ra1$11ue of a lc;arisa 
lil':COR wltlra ll8W eig>liallon·da1a:lndudSl!J;! ·renawal or> a raise '°'Ni\~•"whD·have llaaiu:onvlcled al a.cfangerous:drug'OI· 

=~~i!l'r::::8~~)n·4r~·~'h!ii.=~a:=~~~cr~ 
tialg.1::·,, -1.·.···c.·:.:n· ··._._ .. ··~·····ti :L)(:: ~r- ·'.·: ......... ·-.· · · ... · -~~-.-~.' .. · ·'::: 
UO:,~= ~~dalJQer~~ drug~ 1110f!1 thanJ9,yBlllS.c;ild ooly ~~Ill!& !Jeen I!~~ convlc-
1. !' ~·;nK/$1 defilonsln!""~tiablltall!)l:I under paragraph OFol1hlli aacUoll; lnckicilRg ~ Willi ·i18itgimiUs ilrllli iise 

~~J:~~·~'&nt lilbe:ra'lleWedbfthe Otit\:ai In~.~ l~:,;n:a ~by~ baslS lo 
dele"""'8, II)' :approprlll\<r;ll!I~ pe- depending on the nature ·u1 lhe ollenee. · '· · · · ·' ' · · • · · 

.i:' ··~·. -~'.!:·· .. )::· ~~~-- . 

;A) .Natipnq~ :PrtJ!~J .. f·~. g~ter .. ~ llceii&.e applicant may submit records fro~ ·~e 
or., pertificitt.e. ot -r~~~1;p': ~, µ,.ot .l>~ applioable · State ;concerning driving 
issued as an originli.J: or' reiSsued with a record ·and. convtcttl:ons. ito .the ·Coast 
new ~xpfra~roli'"~'a:t~ 'Uitla~s the ·a:P:Pii- Guaird<Regional .·Enmms.tton.•"·Center 
ca.iit coiiserits. th a check· ()'f the NDR (REC} procesSing the 'applicatio~ ·The 
for offenses described" in'' section REC·will hold an application with.·NDR 
205(a)(3) .(A) or (B) of the. NPR Ac.t (i.e., Usted .c.Q-nvictio.ns pending the cq~ple
oi;>eratioii of a hi.ottj.r ve;iit~~e · whi}e tiori of t~!l evaluation and delivecy by 
und!!!' the in...fluenoe of. or impa!.r!ld by, th!l individu!l.l of tbe underlying State 
alcohol o.r. a. con..tmlled substance; and records. · · · 
anY: ?":BJ;:fic violati\)n'! .. a,rieing in con- (3) The guidelines in table 10.20l(i) 
nectiori with ·a fatal traffic accident, will be used by the OCMI in evaluating 
reckless driving, or racing on the.high- applicants for licenses and certificates 
ways). The OCMI. ·will· not consider of-registry who ha-Ve drug oi· alcohol re
NDR listejt .91vil convic~~iins that are lated NDR listed convic;tione. No)l~ 
more th.a.µ .. :S: years old frt@. "the date of or alc.ohol related NDR llst~«J, contjp
request unless that information relates tione will be evalua.ted by •·tb.e OOMI 
to the current, suspension·,or revocation under table 10.20l(h) as.applicable. · · ·. 
of the applicant's license· to operate a . (4) An applicant may request an NDR 
motor vehicle. The OCMI may deter- file check for personal use in accord.
mine minimum and :t;naximum assess~ atice with the Federal Privacy Act of 
ment periods for NDR. listed criminal 19'74 (Pub. L. 93-679) by contacting the 
convictions 11sing table l'o.20l(h). An NDR at the following. addreBS: NatiQ!].aj. 
applicant conducting simultaneous Driver Register, Naasif ~uilding;.:_.4.!l,11 
merchant mariner's credential trans- 7th Street, .sw., WaShingtcin, DC 20590. 
actions is subject to only one NDR ,., • "(i) Applloa.nte should request Form 
check. NDR-PRV or proVide th!l following in-

(1) ~ . ~pplication i;tjay be dis- formation on a notartzed lettier:., 
approved .. .tf..1:iiformation from the NDR {A) Full legal na.rne; · 
check leads the OCMI to determine (B) Other names used; 
that the applicant cannot be epP~l!e<l (Q>. ()omplete mailing address; 
with the duties and respoD.llibilities cir '<D)Driver license number; 
the license.or certifl.ca.te·of registry for (E) Eye colOr; 
which the application is made. If an ap- (F} Social security. number; 
plication is disapproved, the OOMI \'•'W (Q) :JI.eight; 
notify the applicant in wri,ting ·of the (8) Weight; and 
reason(s)"for disa.pproval:-and advise the (I} Sex. ,.. 
application thil.t the appeal pr9ced~" (ii) rrp.e NDR will respond to every 
in§ 1.03 of this chapter applY: No '6iafu., valid tiiqiiity including request;s which 
ination will· be given pemUng .decision ... pl'oduc.e .•. no .. reeord(s) .. on· the NDR ·file. 
on appeal. Records can be made··available; within 

(2) Prior to disapproving an a];!pUca- .• ~ .. J:",".¥.9nable a.mount of time aft.er the 
tion because of information received .requ1'1st, for .personal inspection and 
from the .. NDR; ·the OCM!ewill mak~ the copying during ·regular.· w.orkms'. houts 
information ·available to the applicant at 7:45 a.m. to· 4:16 p.m:, ~ach day'e~
for review and written comment. The cept Federal holidays... ' " · ";~•' 

~r 

,:• 

'" 

Coast Guard; DHS §l0.202 

TABLE 10.201(1}-GUIDEUNE:S i;oR EVALUATING APPLICANTS FOR LICENSES AND CERTIFICATES OF 
REGISTRY WHO HAVE NOR MOTOR VEHICLE CONVICTIONS INVOLVING DANGEROl)S DRUGS OR AL~ 
COHOL1 

No. or convlcllans .Dalaal~ Assessment period 

~ ::::::::~:::::::::::::::~~:: I ~ ':;::, ~~ u;;·3·;;-;;·::: '1 yeai- tiom dale of conviction. 
Applicadon wlA be processed, unless suspension or 19YOC8tlon2 Is 

stil In aftect. · Appllc:ant will be adlrlsed that addlllonal convic
lion(s) may jeopardize rnen:harit mariner ci'edantials • 

1 .......... - ••••• ~ ...... __ ,.__ ·Mora than 3 years 'old ................. Not nilcessary unless suspansiOn or ravocalion Is BllU In effacl. 
2·or more ........... - ... - /Vrt· leas tt,.n 3 ya11111 old ........... 1 year since last convlclion and at least 3 years from 2nd most re-

cent CQnVlclion, unless ·~nslon or IBYlll;l!lipn Is stll In ettect. 
2 dr ""'"' ............ -...... Al lllOl'e than 3 yaarii old .... ·-····· Applicallon wll be procassad Lriass suspension or reYOCBtion is 
".' . still In allacl . 

'ltltr ~who .hiiS av• bean Iha us8r al, or addleled to ihe use of, a dangerous.drug shal meet Iha req~nls of 
P8l!ICllllPh (IJ)ol lhil! lll!din . 
.• ~~.or~. when rek"'ed to In table 10.201(n. means a Stale auspenslon or revocation of a motor vehicle op-

(j) If ail applicant has one or more al- § 10.202 lss'1ance of licenses, certifi· 
oohol or dangu1·ou.f! drug rcla.i.cd crimi- catea of registry, and ST-CW certifi· 
nal or NDR listed· convictions; if ·the· c~tes or ,endorsements. 
ii.Rplicant has ever been the user of, or (a) Applications for original licep.ses, 
ad«µcted .. to the use of;· a· daiige~oue original certificates of registry, raises 
~g; ·or if the applicant applies b~fore .. - of grade; extensions · of· route; or en
.the miniinum'aseessment per,l.od !Or his dorsements must be current and up-te
o:r her conviction ha8 · :ela~ed;· the date with ree.pect to service and the 
,DC.MI ma;r ·consider the 'folloWing fac- physical examination,. as appropriate. 
'Wrs.· as appl~t:f1.b~e. ~ assessing the ap- Physical examinations and approved 
plicant's· suitability tb hold a license or applications are valid for 12 months. 
certificate of'registcy. This list is in- (b) Any person who is found qualified 
tended as a guide for the OCMI. The under the requirements set forth in 
Q~ may coilsider otller factors which this part le ts8ued 'an appropriate li
h1! ·or she judges appropriate to a par- cense or certificate of registry valid for 
~~~ular applicant, euCh ~: a term of 5 yea:ts from date of.issuance. 
·: (l) Proof of completiQn of an accre.Q.- Any licen.Se or certificate of registcy 
ited. alcohol- 0r drug-abuse rehabjJjtp.- which is renewed or upgraded prior to 
tio:i;t program~. . ., its expiration date automaticall~ 'be-

. (2) Active. membel'llhip in a reha.bUi- comes vofd upon iss~~ce of 1'~~ re
tation or cowieeling group, such a.8 'Ai- placement license or cettifi<;iate '61' reg-
. ~oholice Allonymoue or Narcotics J.etry. . .. . 
Anonymous. . , (c) A lll::.ense or certificate of r~!fistry 
""'(3H:lha.racter references {fom penions is not vaiid until signed.by the aPPli
who can attest to the applicant's sobri- cant and the OqMI (or the OCMI's des
e~y. reli!LbUity, and eui~bility for em- i8-nated :representative). 
.ployment in tll,e merchant ma.tj.ne in- (d) Every person who receives an 
Cluding parole or probatiQ:Q officers. original license or certificate of reg-
, (4) Steady employment. istcy shall take an oath before a des-

·,·. (6) Suocerwful c.omplet;ion of aJ.l.i con- ignated Coast G~ official that he or 
.ditio~ of parole or,probation. she w1ll faithfully and honestly, ac-
. ·· · · · cording to his or her best skill and 
[CGD 81--069 and CGD 81--059a; 112' FR 386ZI and 
,-.,, Oot. 16, lJlll'T, as B.Dll!Dded by CGD. 81-
959,.c;t FR 13S, Jan. *· 1989; OOD 81--059a, .66 FR 
~-~. Apr. 18, 1990; OOD 91-223;.-60 FR 4524, 
Jan, '-8, l995; CGD 91-212, llO ·FR. 65484, Dec. lil, 

,1995:·-CGD 95--062, 62 FR :34529; .June .. 26, 1997; 
•USCG-1999-6224, 64 FR 63225, Nov. 19, 1999] 

judgment, without concealment or res
ervation, perform all the duties re
quired by law and obey all lawful or
ders· of superior officers. Such an 0ath 
remains binding for all S\lbsequent li
censes or certificates of registry issued 
to that person unless specifically re-
nounced in writing. 
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§ 12.01-7 

N~etonal Driver Register (NDR) means 
the nationwide repository of informa
tion on drivers m_a.intained by the Na
tional Highway Traffic Safety Admin
istration ~ provi4ed under 49 U.S.C. 
Cha.pter 303. 

NDR listed convictions means a. convic
tion of any of ~e following· motor vehi
cle-related offenses or comparable of-
fenses: · 

(a) Operating a motor vehicle while 
under ~he infl:q.ence of, or impaired by, 
alcohol or a controHed substan9.~; or 

(b) A traffic violation a.rising in con
nection with a fatal tra.ffio accident, 
reckless driving, or racing on the high
ways, 

Qrigtnal document mea.ns the first 
merchant mariner's document if;\sued 
to a.µy person by the Coast Guard. 

Passes a chemical test . for dangerous 
drugs means U,.e reslllt_ pf.. a.. G.h.em.ica.1 
teet-co:p.ducted in accordance with: 4!t 
CFR. :pa.rt 40 iii repofti;id as "negative" 
by a.. :Medical. Review Officer in accord-
ance with, that part. · 

i>iac«c!lz aemonstratio.n means the i>er

f orm~µ,ce of an acW'vi~Y;. ,~der ,tii~ d!
rect otiaerva.tion "of a designated exam
iner . for . the purpose Of esbbJ.lsh1ng 
th&t the pi;~former is siUficiently pro
ficient in. a. pract<ical skill to meet a 
spec1.lled stancl,lµ'd of competence <;>r 
other· objective criterion. · 

Qualifted .tnstrV.ctor means. a person 
who has· be1

en trained or instructed in 
instrucfa9~a.l t~~~~u.e's. ~hd is other
wise qualified to provide reqUJ.red 
training to candidates for licenses, doc
uments, and endomements: ·A faculty 
member employed or a.t a. State mari
time a.ca.demy '.·or the U .s. Merchant 
Ma.rine A.ca.O.em1 o\)era.ted. in a.ccord.
ance with.46 CFR part 310 and instruct
ing in a navigation or engineering 
course is qualified to serve as a quali
fied instructor in· his or her area(s) of 
specializ.ation without 1ndividua.l eval
uation by the.Coast Guard. 

Qualified rating means various cat
egories of .f>,ble Sea.man, Qualified 
Member of the Engine Department, 
Lifeboa.tma.n, or Ta.nkerman endorse
ments on merchant mariner's docu
ments. 

Standard of competence means the 
level of proficiency to be 11:c1':1e:v:ed for 

46 CFR Ch. I (10-1-03 EdlHon) 

bo11.rd vessels in a.ccordance with na
tional and international criteria. 

STCW means the Iilternational Con
vention on Standards of Training, Cer
tification and Watchkeephlg for Sea-. 
fa.rers, 1978, a.a amended (incorporated 
by ·:i;:eference in § 12.01-3). 

STOW Code means the See.farer's 
Tra.ining, Certification a.rid 
Watchkeeping Code. 

STCW endorsement means a certiil.
ca.te or eiid-0rsement issued in accor4-
ance with ST~ •. An $TOW endotse
Dient issued by ~e Officer in ·cnarge, 
Ma.rine :in&:Pection '(ocMI), will be valid 
only when accompanied by the appro
priate ·u.s. license or document; and, if 
the license or document is revoked, 
then the associated STOW endorsement 
will no longer be valid for any purpose. 
References to STOW placed .on a U.S. 
license or merchant mariner's docu
ment- -will suffiee ·as _:·STOW · eiidorse- · 
nients for the ma.riner serving on a ves
sel operating exclusively o:p a 'domestic 
voyage (Le., to and frQm U.~. ports or 
p~aces subject to U.S, jurisd1cti~I1). 

L~D 91:002, 58 FR. 15238, Mar. 19, 1993; as 
amended. by CGD 91-~, 60 FR 451.6, J&n. 23, 
1995; CGD 91-212, 60 FR 6548'1, Dec. 19. Ul91i: 
CGD S6-06Z, 62 FJ;l. 34534, June 26, 199'7; <XJD 
9'7-057, 62 F.R. 51042, Sept. 30, 1997; USOG-1999-. 
6610; 67 FR.66068, Oat. 30, 2002'.J. 

§ 12;01-7 RegionBI Ezamination Cen-
ters. · 

Licensing and Certification functions 
are performed only by the omcer 1n 
Cha.r8'e', Marine Inspection, at th,e fol-
lowing locations: " 

Boston, MA 
New York, NY 
Ba.ltimore, ~ 
Charleston, SC 
Mi~.FL 
New Orleans, LA 
Haustein, TX 
.Memphis, TN . 
St. Louis, MO 

Toledo, OH 
San Pedro, OA 

:S~ Ft&,l).oillco, CA 
Seattle, WA 
Anchorage, AK 
Juneau, AK 
~onolulu, m 
~ocyl.and, OR 

Where the term Oificer tn Charge, Ma
rine Inspection, or Marine Inspectton Of
fice is used within the. context of tbie 
pa.rt it is to meaxi that Officer or Office 
a.t one of the above listed locations. 
[CGD 82-033, 47 FR Zfm9, July 1, 1982, as 
amended by CG:O 91--002, 68 FR 16239, Mar. 19, 
1993; USCCJ-2000-7790, 65 FR 68468, Sept. Z9, 

Coast Guard, OHS 

§ 12.01-9 Paperwork approval 

(a) This section lists the control 
nUJ;nbers assigned by the Office of Man
gement aµd Budget u.nde~ the Paper
work Reduction Act of 1980 (Pub. L. 96-
511) for the. rep0rtliig and record keep
fu.g requ,irements iri:this part. · 

(b)' 'l'be following control numbers 
have be~~·a.11ijigned to the·e~tions indi-
cated: · · 

(1) OMB 2115-0624-46 CFR 12.02-17 
and 12.oa-1. . ; 

(2) [R~erved] . 

[CGP 9S.-OG'l. 62 FR ~. June 26, 1997) 

§ 12.02-"1 

the case from the Commanding Officer 
National Maritime Centel'. Any Marim 
Inspection Office which doubts the pro· 
priety of issuing a permanent cert1f1· 
cate in lieu·· of. a temporary permit 
which has been issued by a foreign Mer· 
chant Marine Deta:il shall inform thE 
Commanding Officer, National Mari· 
time Center fully a.s to the cir· 
cumstances. 

[Cg.FR 65-50, 30 FR 16640, Dec. 30, 1965, 1U 

amended by CGD 9&--0'12, 60 FR 5()460, ~ept. 29 
1996; USCQ-1998-4442;· 63 FR 5~89, Sept. 30 
1998) 

Subpart 12.02~nerar 112.!2;' Ba.sis for denial of docu 
Requirements for CertlflcaHon nts. , . . (a) No person who has been convictel 

§ 12.02-3 Where documents are issued. by a court of record of a. violation o 
(a) Certiflcates of identification cer- the dangerous drug laws of the Vnite< 

tificates of service, certificates of effi- States, the District of Columbia, 0: 
ciency, and continuous dis9ha.rge books_. any. St~te .. ~r..:. ~~rri~o~y- of the U~i~~ 
are issued to applic:;ants qualifying- States 1s ehg1tile for an· original mer 
therefor at any MB.rine Inspection Of., cru,i.nt mariner's dc;>cumE!nt, except a.i 
fice of the Coast Gue.rd during usual provided by the provisions ·of para.grapl 
business hours. .. (c) of this section. No person who ha: 

(b)(l) Coast Guard Merchant Marine ever been the user of, or . a<!-dicted ti 
Details abroad are authorized. to con- tlJ.e u~e of, ~ dangerous drug, or ha; 
duct examina.tions for: upgrading of · eve.r be~n convicted of an, offense Ile 

~ea.men, but are not prepared to con- scribed m section 20.5 of the Nationa 
duct ·the physical exarnina.tion where Driver Register Act of 1982 (49 .. Q'.S.C 
req~red. Merchant Marf.ne Details will 30304) due to. the addiction or abuse 0 
therefore not ieaue reir1;1.Jar oerttncates, alo<;>hol is eligible for a merchant marl 
but temporlµ'y perm:l,ts in lieu. thereof. ner s do.cument unless he or she fur 
Merchant Marine Details. will instruct nishee satisfactory evidence of suit 
the recipient of each temporary permit ability for service in the merchant ma 
to present it to the Officer in Charge, rine as provided in paragraph{e) of thi 
Marine Inspection, upon arrival in the section. 
first port 1n the United States in which. (b) An.applicant who fails a chemica 
a. Marine Inspection Office is located in test for da.ngerous drugs required l;I; 
order to exchange it for a permanent §12.0~9 will. not be issued a merchan 
certificate. mariner's documeJ:!,t. 

(2) The temporary .permit shall be ac- (c) Criminal· Record Review. The om 
cepted \n a. Marl.ne lrispect\on Otf\.ce as cer \n Charge, Ma.rine lns11ection, ma: 
proof that the bearer has complied require a criminal record check of aJ 

wtth the rules and regulations gov- applicant for a merchant mariner' 
erning the issuance of certificates, ex- document issued as an original or re 
cept a.s noted in the boay of the tem- issued with a: new expiration date. A:, 
porary permit. The requirements noted applicant conducting simultaneou 
in tile exceptions will be complied with merchant mariner's credential tram 
as. in ·the case of· other. applicants. actions shall undergo only .one crim1 

(3) 'l'he Written examinations are (or- nal record check. Applicants must pre 
warded to the Commanding Officer, Na.- vide written disclosure of all prior eon 
tional Maritime Center by Merchant victions at the time of application. 
Marine Petails, and a.ny Marine Inspec- (1) If a criminal record check is re 
tion Office at which an applicant with quired by the Officer in Charge, Marin 
a temporary permit appears may re- Inspection,· applicants shall provid 
quest a.nd obtain the examination in fingerprints at:the time of applicatior 



§l2.02~ 46 CFR Ch. I (10-1~.E~iflcm) 

The fingerprint!! will be Q.sed to deter- the applicant. ~ust {!rovi,4'~" as P,art of 
laj.ne .. w~ether the appHca.nt, has a the applic~tioD, package,' e.v}c;lence of 
recorcl of a criminal conviction. An ap- ·suttabiUtf"fot servlce· tn the··m.erchant 
plicatiol}. maY be .. i:ttsaP11i:~ve4 if tl!.e .. ~~ ~tje; F.aqtors· W~<;h 8.r~" eviilenee of 
dlvtdu.al's: crtmtnal recofd leads the or~ stiltability rot serv161e in tlie merchant 
fleer .;.,. Q~ge, · Ma.r1µe Inspection to niB.rine. are l~sted iii paragraph (e) 9t 
Q.etern)Ui.E? tha.:); ·the applicant c~ot be this section. The Qi'q.per·µi Charge, Ma
entrusted. with the duties and respon- r1ne Inspection whl ·consider· the appli
sl'hllities of th.I;! merchant mariner's cint's evidence siibmftte~ witl;l the· ap
document for which application, is plication and may·iilsue the inerchant 
made. If an application is disapproved, II1a.rinel'.'s, .docqfnent in less .than the 
the· :officer iJl.. .. Charge,: Marine · Itispec- listed · mfuimum asses8ment period if 
tion · will' n9tfnr ·tµe -=applJ.cjant in Writ- the Officer 1n Charge, M!l-rine Insvec
ing ofthe reaso:il(s) for dlBapproval,and tion is satisfied that ttie applicant is 
advise the applican·t t~t the appeal .suitable · to hold bhe:· merchant mari
P1'9Qedqr~s,, l;n .,.§ 1.Q3.- of ... t;his Ch~pter .ner's document for. Whirih he or she has 
apply. No ex8.mina.tfon ·'Win be.:·;given applied)· It. ari. appli,catton -:nled · before 
pending decision on appeal. the ... mfni,mliln · B.ssess:tJlent, . ._penod ~-

(2) T'he· Officer· in Charge, Marine In- elapsed does not include evidence of 
spEiction win 'use ·table 12.02-4(c) to silitabl:lity for-service in the mereha.nt 
evti'.ii:t~te applicants for merchant marl- mari~e. thel1 the appli~tion :will. be 
ner'ii ,.doquments :who nave' ci;mina.l coµ,s~dered incomplete. and will not be 
cohrtctioils'. The· ta.ple ~1st~ niaj'or cat~ ,w.ocessed.by ~b,e Officer .in C:tiarge, MJi.
egories .of crimtnr:i;i.·:a~Vitrand is not .. rJ,J)e_.Jnepect•pn, until..tJle.appllcant pr~-
1'0 be co:listnied a:s .. an all~inulusive list. vides tl:Je ,.nece1;111:&cy .. evid'Elnce . as, set 
if all :U,ppticBJit is cotj.Yicted Of an Of- forth I.A -p~re,grapp (e) Of tJ;liS Section. 
fense -~~~ ·does not appear on the list, (5) If a person with a crj.IJ;d.nal conv1c:
the -·officer in Charge, Marine Inspec- tion applies fol'. a merch@t mariner's 
tion will ·establish 'an appropriate a!s- document dqriµg the tiine. l!!ltween the 
sessment p~rtod \lsiiig''the list' as a fil\ilµp,wn and:.~Uimum Jl.saessment 
guide~ ·Th( assessment period com- perit>IUI shQWll: ~ ta;l>cle 12;Q2-4{c) 91!. "'s'" 
menees when an applicant ts·no lo~er ta.bltshed.l;>y,taii. O{fi"er in Cba,rae.-.Mar· 
inqarcerated. 'l?.he · app!J.cant · Di~t ·es- rtne JnsPt;iQtion. ,~der paragraph (c)@ 
tablii!h proor·of the tfihe :incarcerated of_ t}Us sect~on,, .th:en the O.fAcer ~
a.Iid periods qf probation and parole to Charge, ~rine lna.pectio:p; shi!Jl . con
the . ~tisfaction· of the Officer ln BidE!r the convi_ctl()Jl and, Wiless tbe.re 
Cha.rife/Marine Inspection. The assess- are . offse~ing factor:s. shall . grant the 
mentl'peridd may include·supervised or applicant the ~rchant mMiner's.doc
unsupervised probation or parole. A ument for which.he or she has -applied. 
con.vietion for..:a drug offense more than Offl!ettlng faet9J"B •ln.clude. SJlCh factors 
10 years prior to the date .• of:applica,tion 1.uqn.ultiple.cpnvtctlons, fa.1,lQre ttl cpm~ 
Will'.not a.lone be grounds:fOr.deniBl. ply 'lrl.th cQurt ox:ders (e.g., child snp.-

(3) When an applicant· has ·convictions port orders), previous failures at -reha
for: .. more than one offense,··the min- bilitation or rdon,n. inability to-main
imu.m · assessment ,period· ... will be the ta.in steady employm.1mt; .. or any cpn
longest·minimum in table 12.02-4(c) and necti<>.n bet.wiien the crlme a.nil the safe 
table 12.()2.,;4(d~ ,based •.upon the. appli- op,eratiOJ1. of: a ves,sel. If the Offlcer ill 
eant?s ·convictions; the.me.xi.mum· as:- Qharg.e;. Marina. ~P.Elctic;>µ .cC>ns!clef.11· 
sessmeat · ·period : will .. be, the .. lt>ngest the, app:li~t- l;'Ulliu1 table Jor . servlce in 
shoWl1 in ·:ta.ble.· 12.02-4(c). and tal:!le the.me:rchant.m.a.rine.at the tiine ofap-
12~92-4(d) •based : upon the applicBiDt's pUeation, thQ Officer in Cli~rJe.~Mariile 
convictions. .". lnspectiQn maY. di,B!iipi.ir.ove. the applica-

(4) lf .. a person with a-criminal convic~ tion. . .. , , 
tion appUes. for .a merchant mariner's (6) I!a person with a-criminal convic
document before the.:ininimum assess- tion ~pplies for a mel)Chant mariner's 
m11n~ period ·shown in ,table 12.02-4(c), document. after t.he. maximum ~ess
or established by the ·Officer in ,Qb,arge, ment :period: sho.w.n in table 12.0l!-4(c) or 
Marine Inspection· ,]11,1\ler paragraph estabUshed,J>y the .. 0ffker in Oharge, 
(o)(2) of this sec.ti on -hlt:s·. elapse.,, then Marine .. ;Inspection .u,ni:ler paragraph 

100 

,:;..·. 

C.QQ$f Gu~rd, OHS 

(c)<i> of this section hl;'B elapsed; tb.en 
·iJ.!.e Officer in. Charge, ~rine Inspec:
~on will gr!l;1lt the 9,ppl[cant; the mer
c~t .martner's; di:>c:ument for which he 
or ~ has applied unless the Officer in 
Charge, MarUie Inspection considers 
the applicant still unsuitable fer. serv
ice in the merchant mart.ne. If the Offi
cer ID. .Charge, Marine Inspection dis
appr_oves,.an applicant with a convic· 
~~on older· ~ the fil&¥:1mum a.ssess
ment period list.el!. in table 12:02-4(c), 

§ 12.0.2-4 

th.e Officer in Charge, Marine Inspec
tion will n()tify the applicant in writ
ing of the reason(s) for the disapproval 
including the Offi,cer in.Chs,rge, Marine 
Inspection's reason(s) for considering a 
conviction older than the maximum as
sessment period listed in table 12.02--
4(c). The Officer in Charge, Marine In
spection will·also inform the .applicant, 
in writing, that the reconsideration 
and appeal procedures contained in 
§1.03 of this chapter apply. 

TABLE 12.02-4(C)-GU!DELINES FOR EVAWATING APPLICANTS FOR MERCHANT MARINER'S 
DOCUMENTS WHQ HAVE CRIMINAL CONVICTIONS .. 

Crime' j Minimum j Maxm..m 
I - ~nt periods··. 

.,CrffM8A11&lnat1>er80M I -- r- ---~~ 

gg~~~~~~~~:~~]~]~~;~=: r~ 
Oiiier crimes agalnSt plll'SOll8 •. 

.;"-

V!lhlcular Crimes 

=~~::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::I ~ E: :::::::::::::::::::::::I~~::: 
Other vehicular criines•. 

Ciiines Against P~bllc ~ty 

=·~~~~i;r ......................... _.,~--.... -........................ :is_vears ...... --............. j 10 y"."r_s~ · 
. . . 

Crimea ltutoMng Nallonlil Security 

Tarrarillm, AClt of S8botaga, E~~_lii~ed o~ses ............ ...; ...... ~.".: [ 1 years ....................... 1·20 years. 
. . 

. Daogerous Drug Offensea >-•-1 

Tralfiddng (eale, diatribullon, lnlnsler) ,,_ .... ,, ... - ................ __ ,, ..... - ...................... , 5 years ..... ,._ .............. , 10 years. 
Dangenius drugs (l!se or~) ......... -·--~-.,.,,........................................ 1 y~ar ,,...................... 10 years. 
Other ~ drug convk:Qoi11i•. · · · 

! ~ l!f atlt!mlJIS, ~. aldinii a~ ati.intng, acce~ altar the \act, .and conspiracl1!4 lg commit lh11 criminal 
conduct llsllid lo lhls tabla ainy tba salna minlmuni and maximum assessment periods pl01lidlld In· Iha table. 

1 Cltlier ~ are-~ ba. ~~~':;, OJ:'r fri ~· Martna lnsf>adlEin to delarmlne .the "*11mum and -maxlmJm as-

~~~~ Qllly. Nry ~;;_who has eWr bean lhe'usar of, or addicled to the use Of, 8 d8ngarous 
drug ihal me.t.11!11 ·~:or IJliiallrlipb (~ section. Nola! Appllcants tor ralssua of a merchant marlnar's doc:wnant 
Wllltanew.~• lncludlnli.a raiieWlil cit alldilional andorsa. manl(s), who hava. been conviclad of a dangerous drug of
,_ ~.;a~ matiiler's docoo1alil, ~Y .bllve their appficallDn ~lllheld unlil . ropriala a!'!ion bas .been corn-1:\:££':: =r.:= ·=r~~~r the ~~ilofiS Whk:h ~In 4ll c~ parts governing Iha admini&-

•111a. OCMI · inay c:Oi1Sld8t clilng_ijriJus C!rug convictions more. than 1 O yea15 old only II there has been a dangerous drug convic-

~ =•a~~tion under paragraph (e) of this sactlon' inclucllng applicanls with dangerous drug use 
........ ~ ..... yam 
'Olllat d!ingll!OU!I ~·i:onvk:lfoils are !" be reviewed. by Iha Officer In Charge, Marina Inspection on a case by case basis to 

r:lel8lmlna lhli. i!Jpl0pri8ta UHSS1Jl811t Jlllriod ilapandipg on Iha nature of the offense. 

(d) National Driver Register. A me:r
cAa,nt mariner's document will not bl;l 
issued or reissued with a new expira· 
tion date unless the applicant consents 

to a check of the N:PR for offenses de
scribed in section 205(a)(3)(A) or (B) of 
the NDR Act (i.e., operation of a motor 
vehicle while under the influence of, or 
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CHAPTER 8: RECORD MANAGEMENT FOR U.S. MERCHANT MARINERS 

A. Records Management. 
This section provides guidance on th:e maintenance of license, certificate of registry, STCW 
certificates and document files by Regional Examination Centers (RECs). Additional 
guidance can be found in COMDTINST M5212.12, Paperwork Management Manual. 

I 

1. Merchant Mariner's Document (MMD)/Sea Service Files. 
Seamen documentation files are held at the REC for a period of one year from the date 
of the last transaction and then destroyed. All original applications shall be forwarded 
to Commanding Officer, National Maritime Center (NMC-4A) at the time the document 
is issued. When license and MMD transactions are completed at the same time, on the 
same application, the original application should be retained in the license file at the 
Regional Examination Center (R;EC) and a copy sent NMC-4A with a note that the 
original application is at the REC. 

2. License And Certificate Records. 
Files should be sent to the Federal Records Center (FRC) seven years after the last 
transaction, e.g., license renewal; upgrade, and should first be sanitized by removing 
examination answer sheets and other extraneous material. The following are examples 
of file contents that should be forwarded to the FRC: 

a. Applications and all supporting documents; 

b. Letters of service; 

c. Records.of examinations; and, 

d. Canceled license(s) and STCW certificates, ifthe mariner does not want them. 
Return the canceled license(s) .and STCW certificates to the mariner when possible. 

3. Security Of Coast Gu~d Forms. 
Each REC shall maintain a recordioflicenses and Certificates of Registry forms, 
Certificates of Discharge (Form CG-7 l 8A), and all other controlled forms. Each REC 
shall maintain a log indicating who received the forms at the REC, the individual who 
received the forms for us(:, the dat~ distributed for use, and signature of the recipient. 
Before signing the receipt, the custodian shall carefully check the control numbers of 
the documents being delivered to determine that none are missing. The bulk supply on 
hand should be securely packaged, kept in a safe or locked cabinet at all times, and 
periodically reviewed. The available supply for day-to-day use shall be checked daily 
against the control record. If at any time blank license/Certificate of Registry forms, 
Certificates of Discharge, or other controlled forms are discovered missing a unit 
investigation shall begin immediately. A complete report of the circumstances shall be 
made promptly following the investigation to Commanding Officer, National Maritime. 
Center (NMC-4A), via the~ district commander. A complete audit of all blank forms 
should be completed: 
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a. Semiannually; 

b. When staff members with access to the forms change; and 

c. At any other time the OCMI deem's it necessary. 

4. License Stubs. . , 
These records are to be maintained at the REC for a period of seven years, then 
destroyed at the REC. · 

5. Exam Room Logs. 
These logs should be retained one year:then destroyed at the REC. 

6. Transfening Seaman's Files B.etween RECs. 
Files shall be forwarded by rapidraft l~tter requesting a receipt signature. The rapidraft 
sho'11d indicate who requested tbe file pe transferred and how the request was made, 
e.g., phone, E-mail, letter. The file shquld bet ~ertified mail, return receipt requested. 
The originatin'g REC will place the rapidraft and the signed return receipt in the now 
empty mariner's file folder. The: conte:µts of mariners' files may be transferred on a 
telephone request from the applicant or another REC. 

7. Freedom Of Information Act Requests (FOIA). 
When detennining what information is releasable from a mariner's file under the 
Freedom of Information Aot (FOIA), use the FOIA Manual, COMDTINST MS260.2, 
the FOIA officer, and the district legal staff. Be conservative in your determination, as 
additional items may be released under appeal; however, the file's custodian may be 
held personally accountable for violations of the mariner's privacy. Note that FOIA 
denials can only be made by designated officials, normally the district commander. 

a. Non-Releasable Information. , . 
.. - 1 

(1) The following infonnaticm must be withheld under exemption (b)(3) in 5 U.S.C. 
552 because it is required by other statutes to be protected: 

(a) The fact that the mariner holds an MMD; and . 

(b) All information contained on the Merchant Mariner's Document, Merchant 
Mariner's Document application or in the MMD record (manual or 
electronic). Forward all reqtjests for information in MJ\ID records to 
Commanding Officer, National Maritime Center (NMC-4A). 

(2) The following information must be withheld under exemption (b)(6) in 5 U.S.C. 
552 as a clearly unwarrm1ted invasion of personal privacy: 

(a) Infonnation regarding the attest and conviction record, including Section IV, 
Narcotics Record of the Licc,nse/MMD application, Form CG-719B and 
answers to the questions in Mocks 20 and 21 of the old license application, 
Form CG-866; ' 

(b) Exam scores and employment records, including lists of discharges and 
letters of service as well as employment history listed _on the application; and 

(c) Present address and home phone number. 
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b. Releasable Information . 

(1) Type and grade oflicense and certificate ofregistry, including endorsements. 

(2) Issue number. 

(3) Date and port of issue. : 

c. FOIA Requests. 
Requests must be in writing; even if the only information desired is that which is on 
the face of the licen:se. 

8. Shipping Articles. 
Shipping articles are submitted'° Commanding Officer, National Maritime Center 
(NMC-4A) for review and filing. The shipping articles are maintained at Commanding 
Officer, National Maritime Center (NMC-4A) for three years then transferred to the 
FRC in Suitland, :MD for an additional·60 years. 

9. Official Logbooks. . 
The Official Logbooks are permanent records. They are submitted to the nearest OCMI 
for review by the Investigation Department, maintained at the Marine Safety Office for 
six months, then transfe.rred to the nearest FRC for 60 years. After 60 years the Official 
Logbooks are sent to the National Archives Regional Center for permanent storage. A 
record of all official logbooks and their location must be maintained by the submitting 
office. 

I 0. Preparation Of Fingerprint Records . 
To coIIlPlY with FBI policy and procedures governing criminal record checks, a 
classifiable form FD-258, Fingerprint Card, must be submitted for an original license, 
certificate of registry, Merchant Mariner's Document and 10% of renewable 
licenses!MMDs and new endors.ements of licenses and MMDs. Only one set of 
fingerprint cards needs to be submitted when the applicant applies for a license and a 
Merchant Mariner's Doc~ument at the same time or within 6 months of a previous 
application. The REC should keep· a second fingerprint card on file for one year to 
submit in case the first fingerprint card is rejected. Particular attention must be given to 
obtaining legible prints. The majority of rejections are due to one or more fingers not 
being rolled fully, the charts being smeared as the finger is being removed from the 
chart, or use of too much or too Httle ink. Any fingerprint that is smudged or otherwise 
·illegible will be rejected.. In addition, the FBI's system will reject any card containing 
any discrepancy which may include a blank entry or even a middle initial inserted in the 
place of a full middle name. The form FD-258 must have the proper ORI code number 
DCCG 00000, US COAST GU4RD, WASH DC. A supply of form FD-258 with the 
proper code may be obtained by:calling Commandant (NMC-4A). Fingerprint Cards, 
form FD-258, shall be submitted to Commanding Officer, National Maritime Center 
(NMC-4A) a minimum of once each week . 
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a. Applicant Fingerprint, Form FD-258. 

To obtain the needed information rpr a criminal record check, compliance with the 
instructions on the bac~ of fonn FD-258 is essential. Personnel must ensure that the 
following information is provided, either typed or legibly printed in blue or black 
ink. 

(1) Applicant's Name. (First, Middle, Last, Suffix) 

(2) Social Security Number. 

(3) Date of Birth. 

( 4) Place of Birth. 

(5) Your No. OCA. This block must be compleied with the alpha code for each 
REC and the applicant's social security number. The fingerprint card can NOT 
be processed without thjs code. The alpha codes are as follows: 

A - Anchorage 
B - Baltimore 
D-Boston 
C - Charleston 
G-Guam 
I-Honolulu 
H-Houston 
J -Juneau 
K - Ketchikan 
E - Los Angeles/Long Beach 

T-Memphis 
M-Miami 
N - New Orleans 
Y-NewYork 
P-Portland 
F - San Francisco 
S-SanJuan 
W- Seattle 
L-St. Louis 
0-Toledo 

EXA1v.1PLE: For Memphis, OCA Block would read: Tl23456789 

(6) REC Location. The space entitlM "Employer and Address" should contain the 
name and address of the Region~ Examination Center where the application is 
submitted. 

(7) Reason For Fingerprinting. The :reason for fingerprinting (original license, 
license as radio officer, 1certificate of registry as staff officer or MMD) must be 
typed or legibly printed in the sp~ce designated "Reason Fingerprinted." 

(8) Race. The space for "Race" will be completed with one of the following 
abbreviations only: 

AI - American Indian 
A-Asian 

B -Black 

W-White 

b. Authenticity Of Information: 

AN - Alaskan Native 
PI - Pacific Islander 

H- Hispanic 

If for any reason you doubt 1he information provided by the applicant, a letter 
stating the basis for doubt (including all pertinent details and justification) shall be 
referred to Commanding Officer, National Maritime Center (NMC-4A) for decision. 
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c. Radio Officers . 

When an applicant has been approved for a license as radio officer and 
subsequently, within the five year renewal period, applies for an original :MMD 
endorsed "See License as Radio Officer," a second set of fingerprints need not be 
obtained or submitted to the Commandant 

d. Questionnaire for National .Security Positions SF-86 (formally Coast Guard 
Intelligence Agency Check Request, Form CG-2765). 

Form SF-86, Questionnaire for National Security Positions, replaces the previous 
form CG-2765. The SF-86 must be executed for all non-U.S. citizens born outside 
the U. S., attached to the ~pplication and fingerprint forms, and forwarded to 
Commanding Officer, Natiop.al Maritime Center. The NMC will forward the 
completed SF-86 to Immigration and Naturalization Service for processing and 
verification of an al.ien's legal entry into the U.S. Form SF .. 86 is available on Form 
Filler. Paper copies may be ordered from regular supply sources. 

The applicant must complete Parts 1-14 (page #s 1-5), and sign the bottom of page 
9. In addition, page l 0 (Authorization For Release Oflnfonnation), must also be 
completed and signc-,d. 

B. License Information System (LIS). 
All license, COR, and MMD transactions are now recorded in a central computer syst~ 
the Merchant Mariner Licensing and Documentation System (MMLD). Therefore, LIS 
cards are no longer used 
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The International Labour Organization, established in 1919, is a Specialized Agency of the United 
Nations (UN). It is a tripartite organization, in which representatives of Governments, Employers 
and Workers take part with equal status. In June 2003, the ILO adopted the Seafarers' Identity 
Documents Convention (Revised), 2003 (Convention No. 185). The revision of the earlier 
Convention of 1958 was prompted by discussions held in the International Maritime Organization 
(IMO), reviewing measures and procedures to prevent acts of terrorism which threaten the 
security of passengers and cri:tws and the safety of ships. The new ILO Convention has now 
been communicated to the Governments of ILO Members for their consideration with a view to 
ratification. It will become binding, as an international treaty, on all Members that ratify it. 

The International Labour OffiGe (the secretariat of the Organization) has commissioned the 
authors of this document to prepare a draft Technical Report to serve as a basis for a standard, to 
be later submitted to ISO with a view to endorsement, for an interoperable biometric template as 
required by Convention No. 185, covering fingerprint data capture, template generation, and 
barcode storage. 'The Report should .. refer to the most appropriate print technology, reader 
technology, enrolment procedures, barcode format, biometric sensors/readers, database 
considerations, and a global interoperable biometric template format. The report should also take 
into account database issues concerning quality and interoperability. 

The authors submit t!lis draft biometric profile to the ILO as a Technical Report that can be 
matured into a standard and then into a procurement document following international discussion 
and harmonization of the requirements. As such, we have provided this Technical Report in a 
format that can readily be transformed to the International Organization for 
Standardization/International Electrotechnical Commission (ISO/IEC) standard-compliant format. 
There are tbur technical sections or parts to this technical report (namely, Sections 5.1, 5.2, 5.3, 
and 5.4). If the ILO chooses to standardize this technical report as a biometric profile, the report 
could be submitted to ISO/IEC JTC 1 SC37, Biometrics, and to SC 17, Identification cards and 
related devices. 

The authors request that the ILO enhance the verbiage in this document as it sees fit. 

Prior to submission, the paragraphs including and preceding this one should be removed from the 
Forward section of the document. This technical report can be expanded into an application 
profile in the future to include additionaLaspects of the SID system, such as issuance, durability, 
security features, quality control, usage/operational policies, etc. The application profile should 
also be developed and reviewed by the ILO. 

ISO (the International Organization for Standardization) and IEC (the International 
Electrotechnical Commission) form the specialized system for worldwide standardization. 
National bodies that are members of ISO or IEC participate in the development of International 
Standards through technical committees established by the respective organization to deal with 
particular fields of te.chnical ac:tivity. ISO and IEC technical committees collaborate in fields of 
mutual interest. Other international organizations, governmental and non-governmental, in liaison 
with ISO and IEC, also take part in the work. 

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, 
Part 2. 

In the field of information technology, ISO and IEC have established a joint technical committee, 
ISO/IEC JTC 1. Draft International Standards adopted by the joint technical committee are 
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circulated to national bodies for voting. Publication as an International Standard requires approval 
by at least 75% of the national bodies casting a vote. 

This Technical Report was prepared by the International Labour Office (ILO) and can be 
submitted as a new work Item to ISO/IEC JTC 1 SC37, Biometrics, and to SC 17, Identification 
cards and related devices. 

This Technical Report, ILO SID-0001, consists of the following sections, under the general title 
Biometric Profile for Seafarers' Identity Documents: 

.... Part 1: SID fingerprint biometric requirements 

.... Part 2: SID barcode and barcode reader requirements 

... Part 3: SID identity verificE1tion requirements 

... Part 4: SID database requirements 
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In the wake of the terrorist attac:ks of September 11, 2001, the International Labour Organization 
took steps to revise its 1958 convention on Seafarers' identity documents (also known as 
"Seafarers' IDs" or "SIDs"), under an accelerated procedure. The new convention, the Seafarers' 
Identity Documents Convention (Revised), 2003 (Convention No. 185), which was adopted by the 
International Labour Conference in June 2003, introduced modern security features into the 
Seafarers' ID to help to resolve the urgent question of seafarers being refused admission into the 
territory of countries visited by their ships, for the purposes of shore leave and transit and transfer 
to join or change ships. One of those security features is a fingerprint biometric template, which 
shall be printed as numbers in a PDF4 ~ 7 bar code "conforming to a standard to be developed" 
(Convention No. 185, Annex I). In a resolution adopted by ttie International Labour Conference in 
June 2003, the ILO Director-General was requested to take urgent measures "for the 
development by the appropriate institutions of a global interoperable standard" for the biometric 
template referred to above, particularly in cooperation with the International Civil Aviation 
Organization (ICAO). At a meeting held at the ILO in September 2003, which was attended by 
representatives of Governmen1s, Shipowners, and Seafarers, ICAO, and ISO, it became clear 
that ICAO, which was proceeding with a recommendation for a different biometric solution (see 
below) as the standard for machine readable passports, was not in a position to take an active 
part in the development of the template required by the new Seafarers' ID. It was also noted that 
the urgent time frame required for the entry into operation of Convention No. 185 precluded a 
resort to the normal procedure~; for the development of such a template in the framework of the 
International Organization for Standardization/International Electrotechnical Commission 
(ISO/IEC). • 

The International Labour Office has consequently commissioned this Technical Report to reflect 
the requirements· generated by the Seafarers' ID Convention in 2003, which outlined high-level 
requirements for biometric-based personal identification of the international Seafarer community. 
The authors submit this Technical Report, ILO SID-0002, in the form of a biometric profile 
defining the standard for genorating and storing minutiae-based fingerprint templates on the 
PDF417 barcode of the next-ge1neration SID and in the Member's National Electroni9 Databases 
(International Labour Convention No. 185, Annex I and Annex II, respectively). This biometric 
profile is organized in near-ISO-standard-compliant form that can be matured into a standard and 
then into a procurement document following international discussion and harmonization of the 
requirements. 

0.2 Related efforts 

Various studies, experiments, pilot programs and products have been developed in recent years 
in attempts to expedite the inspection process at border management points. Many efforts will 
incorporate biometric technology into next-generation travel documents and international 
identification documents. The International Labour Organization drafted and approved 
Convention No. 185 to define requirements for the next generation Seafarers' IDs, which will 
incorporate biometric-based personal identification for the seafarer (document holder) and store 
biometric templates in a barcode printed on the SID. 

Prior to 9/11/2001, the biometrics industry had initiated several standards development projects 
to facilitate the development of interoperable biometrics products and systems, as well as the 
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interchange of biometrics data objects between products and systems and requirements for 
insuring the integrity and privacy of bior:netric data. 

I. 

o The American National Standards Institute I lnterNational Committee for Information 
Technology Standards (ANSl/INCITS) standard 358-2002 - Information technology -
BioAPI Specification, provides ;an application programming interface that assures that 
conforming products arid systems can interoperate with each other. 

o ANSl/INCITS 378 - Finger .Minutiae-Based Interchange Format, which has been 
submitted to ISO as a draft standard ISO 19794·2 - Biometric Data Interchange Formats 
- Part 2: Finger Minutiae Data. 

o The International Civil Aviation Organization (ICAO) standard (document 9303) for 
Machine Readable Travel Documents (MRTDs) is being commissioned I SO/IEC JTC1 
SC17. 

NOTE: The latest recommendation of ICAO is to include contactless smart card technology in next 
generation travel documents and tp include one or more biometrics (the facial biometric Is required 
by this standard and either fingerppnt or iris recognition systems could also be incorporated). While 
the ILO Seafarers' ID is an identity document (and not a travel document), the ILO will attempt to 
comply with the requirements specified in the ICAO proposed standard for next generation MRTD, 
where possible. It is lmpcirtant to note that the next generation ILO Seafarers' ID will use barcode 
technology to store biometric data (not the embedded chip recommended by ICAO's MRTD 
standard). This difference significantly impacts the SID biometric profile as barcode storage 
capacity Is significantly smaller than !CAO-recommended embedded chip storage capacity, but 
barcode storage is signlfic:antly less expensive than embedded chip storage. 

Together these standards ANSl/INCITS 358, ANSl/INCITS 378, and the ICAO MRTD, represent 
the foundation upon which the biometric capabilities of the Seafarers' ID systems will be built. 
Other standards, either already well established (such as ISO 15438 (PDF417 barcode 
syrnbology) and ISO 15416 (PDF417 barcode print quality)) or being developed in parallel with 
this one (such as the draft standard ISO 19794-4 (Biometric Data Interchange Formats - Part 4: 
Finger Image Based Interchange Format)) will also be relevant as incorporated below. 

Because the next generation ILO Seafarers' ID will use barcode technology to store biometric 
data and support the ILO's international interoperability requirements of the SID, the SID 
biometric profile will define the format for PDF417 barcode storage of fingerprint templates. 
Because fingerprint Image storage for two fingers will exceed the SID's PDF417 barcode storage 
capacity, the ILO must specify either minutiae-based or pattern-based fingerprint biometrics as 
the basis of procurement. Two Technical Reports have been prepared in support of the ILO's 
decision. This report, ILO SID-CI002, represents the technical requirements for the minutiae-based 
fingerprint biometric option. Th1:1 requirements for the pattern-based option are found in ILO SID-
0001. The ILO will decide which report (ILO SID-0001 or ILO SID-0002) to prioritize as the basis 
of next generation SID procurement and.to formalize for submission to ISO; 
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Biometric Profile for Minutiae-Based Seafarers' Identity 
Documents 

1 Scope '' 

This Technical Report, ILO SID-0002, Biometric Profile for Minutiae-Based Seafarers' Identity 
Documents, gives guidelines for incorporation of minutiae-based fingerprint biometric technology 
into the SID to more tightly bind the id~ntity of seafarers with the Seafarers' ID, in ·line with the 
Seafarers' Identity Documents Convention (Revised), 2003 (No. 185), the Functional Brief for the 
Biometric Template prepared by the Informal Meeting on Biometrics for the SIP held on 29-30 
September 2003, additional supporting· material, the technical consultation meeting in Geneva 5-7 
December 2003, and advice of nxperts in the field. 

Biometrics shall be used to increase the strength of the binding between the SID document and 
the person who holds it. 

The report is organized as follows. Conformance requirements for this biometric profile are 
organized in Section 2. Technical references and definitions that pertain to this document are 
organized under Sections 3 and 4, ~espectively. The biometric requirements for .the SID are 
organized under Section 5. There are four major subdivisions under Section 5; namely: 

• Section 5.1 $ID minutiae-based fingerprint biometric requirements, which includes 
fingerprint enrollment, fingerprint capture, and the SID fingerprint template format to be 
incorporated into the next generation Seafarers' ID. 

• Section 5.2 SID barcode requirements, which includes barcode format, printer 
technology and printing specifications, reader technology, and barcode physical 
characteristics. 

• Section 5.3 SID identity verification requirements, which outlines the SID biometric 
identity verification procedure. 

• Section 5.4 SID datab.=ise requirements, which includes barcode database requirements 
and SID national electronic da~abase requirements. 

Annex A details the SID barcode format. Annex B details the SID minutiae-based biometric data 
format. Annex C includes a copy of draft standard ISO 19794-2 - Biometric Data Interchange 
Formats - Part 2: Finger Minutiae Data (dated 2003-05-30). And, Annex D includes a copy of 
draft standard ISO 19794-4 - Biometric Data Interchange Formats - Part 4: Finger Image Based 
Interchange Format (dated 200~1-05-29)l 

Because this fingerprint storage format was developed in accordance with draft ISO standard 
documents, this docum11nt wm take precedence for the Seafarers' ID should evolution of 
either of these draft standards create any perceived inconsistency. 

The following issues are outside1 of the scope of this Technical Report. 

1) The overall process of Seafarer identification systems incorporating biometric 
technologies. 

2) Criteria for validation of individual Seafarer's identities and of their professional titles. 
' 3) Criteria for SID issuanc1~. 
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4) Suitability of other than minutiae-based fingerprint biometric technologies to the 
Seafarers' ID program. 

5) Criteria for the "other security features" referred to in the introduction to Annex I of 
Convention 185. 

6) Marine environmental issues, including saline crystalline corrosion issues, are out of 
scope of this biometric profile, but should be addressed in SID procurement 
specifications. 

7) Application risk assessments. 

2 Conformance 

A biometric system conforms to this Standard if it correctly performs all the mandatory capabilities 
defined in Section 5 - SID Biometric Requirements, in Annex A - SID Minutiae-Based Fingerprint 
Barcode Format, and in Annex B - SID,Minutiae-Based Fingerprint Storage Format. 

Not all biometric technologies and features are appropriate for the Seafarer ID based on the ILO's 
requirements and on the maturity of international standards .for fingerprint biometric technologies 
as of the date of this publication .. This standard provides the requirements to enable international 
interoperability of minutiae-based fingerprint biometric components of next-generation Seafarers' 
IDs; given that minutiae-based fingerprint biometric technology is selected by the ILO for the next 
generation SID. 

3 References 

This biometric profile is being developed prior to finalization of related draft standards. Any draft 
standard that is referenced in this section will list the date of publication of the referenced draft. A 
copy of any referenced draft conformative standard (see Section 3.1) will be included as an 
Annex to this document. Because this, tingerprint storage format was developed in accordance 
with draft ISO standard documents, this document wl/I take precedence for the Seafarers' ID 
should evolution of either of these draft standards create any perceived inconsistency. 

3.1 Conformative standards 
a) ANSl/INCITS 358-2002 - lnformati~.n technology- BioAPI Specification 

b) ANSl/NIST-ITL 1-2000 - Data Form~t for the Interchange of Fingerprint Information - Table 5 

c) ISO/IEC 15416:2000 - Information technology -- Automatic identification and data capture 
techniques -- Barcode print quality test specification Linear symbols 

d) ISO/I EC 15438 - Information technology -- Automatic identification and data capture 
techniques -- Barcode symbology specifications PDF417 
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e) Draft standard ISO 19794-2 - Biometric Data Interchange Formats - Part 2: Finger Minutiae 
Data {Draft document dated :2003-05-30) 1 

· f) Draft standard ISO 19794-4 - Biometric Data Interchange Formats - Part 4: Finger Image 
Based Interchange Format (Draft document dated 2003-05-29) 

g) ISO 14962:1997 -- Space data and information transfer systems -- ASCII encoded English I 
ANSI INCITS 4-1986 (R200~!) lnfor;mation Systems - Coded Character Sets - 7-Bit American 
National Standard Code for Information Interchange (7-Bit ASCII) 

h) ISO 3166-1 -- Codes for th1:i representation of names of countries and their subdivisions -
Part 1: Country codes 

i) ISO/IEC 9945-1 :2003 -- Information technology -- Portable Operating System Interface 
(POSIX) -- Part 1 : Base Definitions 

3.2 Informative references 
j) Draft standard ISO/IEC JTC 1/SC 37 N364 - Biometric Profile - Interoperability and Data 

Interchange - Biometrics-Based Verification and Identification of Employees (Draft document 
dated 2003-12-01 ) 

k) ICAO Document 9303 -Machine Readable Travel Document (4th Edition, 1999) 

I) ANSl/NIST-ITL-1-2000, Standard Data Format for the Interchange of Fingerprint, Facial, & 
Scar mark & Tattoo (SMT) ln'formatlon 

I; 

m) ISO/IEC 7810- Identification cards - Physical characteristics 

n) ISO/IEC 10918 - Information technology - Digital Compression and coding of continuous
tone still images (JPEG) (Parts 1-4) 

o) ISO/IEC 15444 - Information technology-JPEG 2000 Image Coding System (Parts 1-1 O) 

3.3 Additional standards and documentation to be developed 
p) Biometric Profile for Pattern-Based Seafarers' Identity Documents 

q) SID Application Profile Standard 

r) SID Performance and Interoperability Testing and Reporting Standard 

s) An adequate and user-friendly guidance document for taking fingerprints to assist the 
enrolment personnel to produce reproducible and reliable results. 

1 ANSI/INCITS has just announced formalization of this standard under the title ANSI/IN CITS 378 -
Finger Minutiae-Based Interchange Format.' 
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The authors have attempted to einsure that the terms, definitions, symbols, and abbreviated terms 
of this Technical Report conform to the emerging Standard for Biometric Vocabulary 
Harmonization, being developed by Working Group 1 of ISO/IEC JTC 1 SC 37. Specific relevant 
terms are defined below for the reader's, convenience. 

4.1 Terms and definitions 

4.1.1 Application profile 
Conforming subsets or combinations . of base standards used to provide specific functions. 
Application profiles identify the use of particular options in base standards, and provide a basis 
between applications and interoperability of systems. 

4.1.2 ASCII 
Using the ISO 14962:1997 I ANSl-X3.4-1986(R1997) character set. 

4.1.3 Biometric 
Pertaining to the field of biometrics, used as an adjective. 

NOTE: "biometric" should no longer be used as a noun. 

4.1.4 Biometric authenticatlon/biometrically authenticate 
The use of biometric verification or identification to validate the authenticity of someone. 

4.1.5 Biometric data block. (BOB) 
A block of data with a defined format that contains one or more biometric samples or biometric 
tern plates. ' 

4.1.6 Biometric identiflcatlon/biometrically iden_tlfy 

A one-to-many or one-to-few process of comparing an individual's biometric sample against a 
database of biometric reference data to either (1) discern the identity of an enrolled individual 
using only the presented biometric data (Positive identification); or (2) ensure the absence of an 
individual's biometric reference dlata with respect to a database (Negative identification). 

4.1.7 Biometric Information record (BIR) 
A data structure containing a Bl)B, information identifying the BDB format, and possibly further 
information such as whether the BDB is digitally signed or encrypted. 

4.1.8 Biometric interchange data' record (BIDR) 
A data structure, correspondin!J to one person, that contains a BIR (see 4.1.7) plus other 
information specific to Seafarer ID systems, applications, or functions. 

4.1.9 Biometric sample 
Information obtained from a biometric device, either directly or after further processing. 
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A one-to-one comparison of an individual's biometric sample with the individual's biometric 
reference template in order to validate an explicit positive claim on identity. (May also include 
one-to-few comparisons of multiple reference templates for the same individual). 

4.1.11 Biometrically enroll 
The process of collecting one or more biometric samples from a subject and the subsequent 
preparation and storage of ono or more processed biometric samples and associated data 
representing that subject's identity. 

4.1.12 Country Code 
The numeric three-digit country code defined in ISO 3166-1. 

4.1.13 Global interoperability of SID biometric data 
Global acceptance of the SID fin!Jerprint1 biometric data block stored in the 2-D barcode printed on 
the SID for Seafarer verification. 

4.1.14 Null-terminated string 
A string of data that terminates with a zero byte (OxOO). 

4.1.15 Real-time 

Of or pertaining to a mode of computer operation in which the computer collects data, computes 
with it, and uses the results to control a process as it happens. 

4.1.16 Seconds since the epoch (SSE) 
Seconds since the epoch, in a :::2-bit unsigned integer, of the day specified. Recommend using 
the first second of that day, but any second of a specified day is allowed. See ISO/IEC 9945-
1:20034.14. 

4.1.17 Shall 
In accordance With legislative practice, the term "shall" indicates a mandatory practice. 

4.1.18 Should 
In accordance with legislative practice,. the term "should" indicates a recommended practice that 
is not mandatory. .1 

_ . 

4.1.19 SID data integrity 
The property of physically stored data, both on a Seafarer's ID and in a central database(s}, that 
the data cannot be altered withourt such alteration being detected and tracked. 

4.1.20 SID data privacy 
The property of physically stored data, .both on a Seafarer's ID and in a central database(s}, that 
the data cannot be accessed or processed except by people or applications that have the specific 
rights and technological capability to do so. 
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Two minutiae-based fingerprint biometric templates of the Seafarer to whom the document has 
been issued shall be printed as numbers in a barcode conforming to the standard outlined in this 
document. The ILO Convention No. 185 has a set of preconditions that must be met by the 
resultant system, which are hi~1hlighted below with the compliance strategy assumed by the 
authors of this biometric profile. 

• ''The fingerprint can be captured without any invasion of privacy of the persons 
concerned, discomfort 10 them, risk to their health or offense against their dignity;" 
(International Labour Convention No. 185, Article 3, paragraph 8 (a)) 

I' 
I· 

This requirement is addressed with the assumption that Seafarers will not perceive 
fingerprint capture and verification to be an invasion of their privacy or an offense against 
their dignity. It also assumes that the implementation of biometric systems and barcode 
readers will be installed ergonomically such that no discomfort to the Seafarer is 
imposed. It furthermore assumes that risk to the Seafarers' health is assessed upon 
system implementation and checkout; and that the systems will be routinely sanitized to 
prevent the spread of gEirms via contact with system components, such that there is no 
greater health risk in using the fingerprint capture device than there would be in using a 
door knob, for example. 

• ''The biometric [data] shall itself be visible on the document and it shall not be possible to 
reconstitute it from the template or other representation;" (International Labour 
Convention No. 185, Article 3, paragraph 8 (b)) 

This requirement presumes that it is sufficiently difficult to reconstitute an actual 
fingerprint (understood as "fingerprint image? from the biometric data that will be stored 
in the barcode. It also pmsumep that the biometric data shall be considered visible when 
the barcode in which fingerprint biometric data is stored is printed on the next-generation 
SID. 

• ''The equipment needed for the provision and verification of the biometric [sample] is 
user-friendly and is generally accessible to governments at low cost;" (International 
Labour Convention No. 185, Artiple 3, paragraph 8 (c)) 

This presumes that the "user-friendly" requirement can and will be satisfied via biometric 
system ergonomics by implementers and system users. It also assumes that the JLO's 
selection of barcode storage for the fingerprint data satisfies the requirement for 
''generally accessible to ~rovernments at low cost". 

• ''The equipment [used] for the verification of the biometric [sample] can be conveniently 
and reliably qperated iri ports and in other places, including on board ship, where 
verification of identity is normally carried out by the competent authorities;" (International 
Labour Convention No. 185, Artiple 3, paragraph 8 (d)) 

This presumes that the .biometric and card reading systems will be able to be reliably 
used onboard ships, in ports, and other places, such that the systems are not considered 
unusually susceptible to the corrosive saline atmospheric environments found in these 
areas. 
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• ''The system in which the biometric [authentication] is to be used (including the 
equipment, technologies and procedures for use) provides results that are uniform and 
reliable for the authentication. of identity." (International Labour Convention No. 185, 
Article 3, paragraph 8 (e)) 

This presumes that "uniform", implies conforming to this technical report to ensure 
interoperability. It also presumes that commercial biometric systems satisfy reliable 
"authentication of identity" (understood ''verification of identity'? for the Seafarer 
population that will be utilizing these systems. 

5.1.1 Enrollment 

A fingerprint should be capturecl from the index finger of each hand.2 If the index fingerprint is 
missing or damaged to the extent that a reliable fingerprint either cannot be created or cannot be 
enrolled due to poor quality, a fingerprint from another finger or thumb will be captured such that 
operational consistency, operational efficiency, and Seafarer convenience are maximized. The 
standard presentation order of fingers for enrollment is given below: 

• right index finger, 
• left index finger, 
• right thumb, 
• left thumb, 
• right middle finger, 
• left middle finger, 
• right ring finger, 
• left ring finger, 
• right little finger, 
• left little finger. 

The specific fingers enrolled shall be recorded in the header of the template. (see Appendix A 
and ANSl/INCITS 358-2002 - Information technology - BioAPI Specification). 

The system should either automatically incorporate a quality measure or provide a quality 
measure to enrollment personne1I along with a minimum acceptable quality measure to ensure 
that good quality templates are generated (collected, captured). The best possible quality 
fingerprint templates should be enrolled to achieve reliable verification results. 

User-friendly documentation shall be provided that instructs personnel how to perform the 
enrollment process and how to ensure that good quality fingerprint templates are enrolled. 

' 

2Fingerprints from two fingers are acquired to improve the reliability and robustness of the system. The 
index finger is chosen for the primary fing~rprint because in most cases, the index finger is most easily 
placed on the fingerprint capture device, thus providing maximum convenience to the seafarer (Convention, 
Article 3, paragraph 8, Precondition 1) 
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During both enrollment and verification, the fingerprint capture device shall acquire minutiae
based fingerprint biometric templates that conform to Table 1 in Annex A of the draft standard 
180/IEC 19794-43 (see Annex D of this document for the entire draft standard) with a minimum 
fingerprint data capture quality le1vel of 34 as summarized below. . 

• Scan resolution: 197 pixels/cm (500 pixels/inch} 
• Pixel scale depth: 8 bits 
• Dynamic range (gray levels): 220 
• Certification: EFTS/F 

The fingerprint capture device shall produce a 12.7 by 12.7 mm (0.5 by 0.5 inch) image of the 
fingerprint or the image shall be centered, preferably on the core of the fingerprint, then cropped 
or padded as needed to achieve this image size. 

When the fingerprint image is transmitted to the template extraction algorithm, such as from the 
capture device to a computer, the data shall either be uncompressed or use the "lossless" WSQ 
compression dictated by draft standard ISO/IEC 19794-4. 

5.1.3 Fingerprint template 

The algorithm shall extract a fingerprint template from the acquired fingerprint image in 
conformance with ISO/IEC 19794-2, 6iometric Data Interchange Formats - Part 2: Finger 
Minutiae Data. The fingerprint te1mplates will be stored in the Member State's national electronic 
database (Convention database) and in the PDF417 2-D barcode on the SID during the 
enrollment process and used for matching during the verification process. 

A fingerprint template is stored instead of the fingerprint image for two reasons: 

1. To respect and protect the privacy of the seafarer. Article 3, paragraph 8, Precondition 3 
requires that it shall not be possible to reconstitute the fingerprint image from the stored 
fingerprint data. If the ILO chose to store unencrypted fingerprint images, then it would be 
possible to reconstitute the Seafarers' fingerprint images. As a result, the ILO has 
determined that fingerprint templates shall be stored on the SID barcode to satisfy this 
requirement. 

2. The memory required to store the fingerprint image, whether encrypted or unencrypted, is 
beyond the storage capacity of a PDF417 2-D barcode. 

The minutiae-based fingerprint template is selected over the pattern-based template for two 
reasons: 

1. Many SID issuance organizations already utilize minutiae-based fingerprint technology 
for other purposes. The ILO hopes to leverage these systems if possible to address SID 
requirements. 

2. The international law enforcement community predominantly employs minutiae-based 
template technology, and the' law enforcement community will play a role in identity 
proofing prior to SID issuance. 

3 This Working Draft standard is cwrrently a proposed standard that is under revision by ISO/IEC JTC 1 
SC37 Working Group 3. We do expect the quality level 3 parameters to remain the same as the draft 
standard migrates to an approved standard. Nevertheless, the parameters specified in this document will 
take precedence for the SID. 
4 Fingerprint data captwre quality level 3 is i:\CCeptable for images to be used to generate minutiae-based 
fingerprint templates. Note that the :fingerprint data capture quality is separate and distinct from the print 
image quality of the SID barcode. 
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Fingerprints may contain a variable number of minutiae points. !he number ~f minuti~e points will 
therefore range from only a few to more than can be stored without exceeding the fixed storage 
range of the SID PDF417 2-D barcode. A number field is therefore included in the template 
specifying the number of minutiae points recorded in the.stored template. Only the most centra!IY 
located points will be included in the recorded template 1f the total number exceeds the capacity 
of storage. 

In accordance with proposed standard ISO/IEC 19794-2, the ILO SID minutiae-based biometric 
template has been specified in Annexes A, 8, and C. The biometric template structure is 
summarized below: 

• 
• 
• 

BioAPI -compliant header - 16 bytes 
Record header - 26 bytes 

• 
Two finger minutiae templates..:.. up to 776 bytes 
Each finger minutiae template shall have up to 645 minutiae stored in terms of x position, 
y position, ridge angle, and type. 

• Total template size for two fingerprints - 818 bytes 

5.2 SID barcode requirements 

5.2.1 Barcode format 
The SID barcode shall be formatted in accordance with Annex A. The minutiae-based fingerprint 
SID barcode will contain up to 938 bytes of data, and 64 data symbols for error correction level 5. 
The barcode shall contain the bijometric template information and information that shall be printed 
on the face of the SID; specifically: the issuing authority, the full name of the Seafarer, the unique 
document number, and the date of expiry of the document. The Seafarers' biometric templates for 
two fingerprints shall be formatted in accordance with Annex B, which defines the 818 byte 
biometric data block referenced in Annex A. 

PD F417 2-D barcode technology shall be implemented for the following reasons: 

• PDF417 symbols meet the data storage capacity requirements of this application. 

• PDF417 symbols can be read with a 2-D scanner or with standard CCD or laser scanners 
and special decoding software. Wand scanners, however, will not read PDF417 symbols. 
This wide range of affordable, commercial barcode reader technology products will 
facilitate biometric verification of the Seafarer community. 

Dimensions and placement of the barcode shall conform to International Civil Aviation 
Organization (ICAO) specifications as contained in Document 9303 Part 1 (5th edition, 2003) and 
Document 9303 Part 3 (2nd edition, 2002) as outlined below for reader convenience: 

• For SID booklets the maximum barcode size is 18.35mm x 86.0mm including quiet zones 
as specified in ICAO Document 9303 Part 1 -- Machine Readable Passports -- Annex A 

5 Derivation of the number of minutiae per finger for SID barcode fixed format storage follows. There are 
25 data symbol columns, which give 25 data:symbols in a row. There are 34 rows. There are 25 x 34 = 850 
data symbols total. Level 5 error correction uses 64 data symbols, so there are 850-64 = 786 data symbols 
for SID ILO use. There are 1.2 bytes/data symbol. There are 786 x 1.2 = 943 bytes of storage. 943 - 120 
metadata bytes (see Annex A) = 823 bytes of biometric storage. The BioAPI minutiae header is 42 bytes, 
so 823 - 42 = 781 bytes remain for two fingerprint templates. Each minutiae template requires 4 bytes of 
additional header information, so 8 bytes are required for two fingerprint templates. 781 - 8 = 773 bytes of 
storage for minutiae templates. Each minutiae requires 6 bytes of storage. So, 773 I 6 = 128 minutiae total. 
If the template size is fixed and there are 2 fingers, then the number of minutiae per finger is given by the 
result 128 I 2 = 64 minutiae per finger. ' 
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• 

(normative) Use of Optional Barcode(s) on Machine-Readable Passport (MRP) Data 
Page. · 

For SID cards the maximum barcode size is 27.8mm x 85.6mm including quiet zones as 
specified in ICAO Document 9303 Part 3 -- Size 1 and Size 2 Machine Readable Official 
Travel Documents -- Appendix~· 

In addition, the SID barcode shElll conform to the following: 

• 

• 

• 
• 
• 

X-dimension: minimum width of symbol module is 0.17 mm (larger to fill card area, if 
possible, up to a maximum size of 0.25 mm). 

Y-dimension: minimum height of row is 0.51 mm (3 times X-dimension, larger to fill card 
area, if possible, up to a maximum size of 0.75 mm). 

Error correction level Sas recommended in ISO 15438 Annex E . 

Number of data symbol columr:is = 25 . 

Number of rows as necessary to contain the data (34 rows6
) . 

5.2.2 Printer technology and printing specifications 

The SID PDF417 barcode shal!I be printed in accordance with ISO 15438. PDF417 2-D barcode 
symbols can be printed with most professional-grade thermal transfer, laser, and ink jet label 
printers. Next-generation SID barcode Print Quality shall conform to ISO/IEC 15416:2000(E) -
Barcode print quality test specification - Linear symbols, as 3.0/05/660. The designation 
3.0/05/660 refers to an overall symbol grade of 3.0, obtained using a 0.125 mm aperture, at a 
wavelength of 660 nm. 

SID barcodes shall be printed such that the resultant document is durable enough to withstand 
use as an identification document for Seafarers. 

5.2.3 · Reader technology 

Next-generation SID PDF417 s.ymbols will be read with a 2-D scanner, or with standard CCD or 
laser scanners and special de1coding software that read barcodes printed in compliance with 
Sections 5.2.1 and 5.2.2 above. Wand scanners, however, will not read PDF417 symbols. 

5.2.4 Barcode physical characteristics 

The "biometric template based on a fingerprint printed as numbers in a bar code" (International 
Labour Convention No. 185, Annex I, paragraph 3(k)) "shall be protected by a laminate or 
overlay, or by applying an ima~ring techr:iology and substrate material that provides an equivalent 
resistance to substitution of the portrait and other biographical data. (International Labour 
Convention No. 185, Annex I). This pro,ection will also improve the durability of the barcode. 

The "biometric shall itself be visible on the document" (International Labour Convention No. 185, 
Article 3, paragraph 8(b)). This requirement is interpreted to mean that the biometric data shall be 
considered visible when the barcode in which fingerprint biometric data is stored is printed on the 
next-generation SID. Therefore, the barcode shall be visible when printed on the SID. 

6 The number ofrows in the SID fixed format barcode is 34. This represents the maximum size of a fixed 
barcode suitable for printing on both card-type and booklet-type SIDs, which assumes that minutiae 
templates will be padded with zeroes if less than 64 minutiae per fingerprinttemplate. 
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A barcode reader shall scan the barcode on the SID and read the header and template 
information. The header shall specify w~ich fingers' prints are stored in the barcode. 

I 

The system shall be configurable in that it shall prompt the Seafarer to present either one of the 
fingers previously enrolled on a fingerprint capture device or both those fingers (sequentially), for 
the purpose of capture and comparison with the data stored in the barcode. 

If the system is configured such that orily one live scan fingerprint must match with one of the 
templates stored on the barcocle during enrollment for Seafarer authentication, the system shall 
prompt the Seafarer for the first finger tern plate read from the barcode (see Section 5.1 -1). If the 
Seafarer's finger correspondin1g to the first finger enrolled is unavailable, damaged, does not 
acquire, or does not achieve a matching score above the threshold value after three attempts, the 
system shall prompt the Seafa.rer to place the second finger enrolled' on the biometric capture 
device. If one live scan finger matches the corresponding templates stored on the barcode, the 
Seafarer shall be successfully verified. lf no live scan fingers match either of the corresponding 
templates stored on the barcod19, the system shall return a failure to verify indication. 

If the system is configured such that live scan fingerprints must match both of the templates 
stored in the barcode during enrollment for Seafarer authentication, the system shall prompt the 
Seafarer to place finger corresponding to the first finger template read from the barcode (see 
Section 5.1.1) on the biometric capture device. If the Seafarer's first finger successfully matches 
the template stored on the barcode, th~ system shall prompt the Seafarer to place the finger 
corresponding to the second finger template read from the barcode on the biometric capture 
device. If both templates stored on the barcode match the corresponding live scan fingers, the 
Seafarer shall be successfully verified. If either of the enrolled fingers are unavailable, damaged, 
do not acquire, or do not achieve a matching score above the threshold value after three 
attempts, the system shall return a failure to verify indication. 

The biometric fingerprint system shall: 

• Retrieve the template from the SID PDF417 2-D barcode, 

• Prompt the Seafarer to place the appropriate finger on the image capture sensor. 

• Generate a template from the live sample capture (see Section 5.1.3). 

• Compare the acquired fingerprint template with the fingerprint template that is stored in 
the 2-D barcode. 

• Provide a match indica1tion (identity verified) if the matching score is above the matching 
threshold and provide a non-match indication (identity not verified) if the matching score 
is below the matching threshold! . 

The fingerprint biometric system should: ' 

• Have the matching threshold s.et to a level that will be commensurate with a false finger 
match of less than 1 % and a false reject rate of less than 1 %. 

• Have sensitivity and quality measures that are commensurate with quality metrics for 
enrollment. 

• Optionally provide a measure indicating the quality of the acquired fingerprint template. 
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User-friendly documentation shall be: provided that instructs personnel how to perform the 
verification process. 

5.4 SID database requirements 

5.4.1 Barcode database 
"Seafarers shall have convenient access to machines enabling them to inspect any data 
concerning them that is not ey1~-readable. Such access shall be provided by or on behalf of the 
issuing authority." (International Labour Convention No. 185, Article 3, paragraph 9) "Biometric 
template shall be based on a fingerprint printed as numbers in a bar code conforming to a 
standard" [this standard] (International LSbour Convention No. 185, Annex I). 

The issuing authority shall provide Se~farers access to machines enabling them to inspect the 
data stored in the SID PDF417 2-D b'arcode. This data will be displayed in a series of binary 
numbers (1 's and O's) conforming to the format defined in Annex A of this technical report. 

i 
5.4.2 SID national electronic database 
The ILO Convention No. 185 has a set of requirements that must be met and a set of 
requirements that should be rnet by each Member with regard to the SID national electronic 
database that will impact the biometric system implementation and use. These requfrements are 
highlighted below with the compliance strategy assumed by the authors of this biometric profile. 

• "The details to be provided for each record in the electronic database to be maintained 
by each Member in accordance with Article 4, paragraphs 1, 2, 6 and 7 of this 
[International Labour Conference] Convention [185] shall be restricted to: 

1. Issuing authority named on the identity document. 
2. Full name of seafarer.as written on the identity document. 
3. Unique document number of the identity document. 
4. Date of expiry or suspension or withdrawal of the identity document. 
5. Biometric template appearing on the identity document. 
6. Photograph. 
7. Details of al!I inquiries made concerning the seafarers' identity document." 

(International Labour Convention No. 185, Annex II). 

The national electronic database shall contain records of the seven items listed above for 
each Seafarer that is is:sued a SJD. 

• "For the purposes of this Convention, appropriate restrictions shall be established to 
ensure that no data -· in particular, photographs - are exchanged, unless a mechanism 
is in place to ensure that applicable data protection and privacy standards are adhered 
to." (International Labour Convention No. 185, Article 4, paragraph 6). 

Database access control mechanisms shall be implemented to protect Seafarer 
information from unauthorized persons and unintended purposes. 

• "The particulars of each item .contained in [International Labour Convention No. 185] 
Annex II are [shall be] entered 

1
in the database simultaneously with issuance of the SID". 

(International Labour Convention No. 185, Annex Ill, Part A, paragraph 3 (b)(i)). 

Member national electronic databases shall be updated with each SID issued in a timely 
manner. 
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• "Each Member shall ensure that a record of each seafarers' identity document issued, 
suspended or withdrawn bY: it is stored in an electronic database. The necessary 
measures shall be taken to; secure the database from interference or unauthorized 
access." (International Labour Convention No. 185, Article 4, paragraph 1). "The 
seafarers' identity document shall be promptly withdrawn by the issuing State if it is 
ascertained that the seat arer no longer meets the conditions tor its issue under this 
Convention". (International Labour Convention No. 185, Article 7, paragraph 2). ''The 
issuing authority should draw up adequate procedures tor protecting the database, 
including the restriction to spepially authorized officials of permission to access or make 
changes to an entry in the database once the entry has been confirmed by the official 
making it." (International Lab.our Convention No. 185, Annex Ill, Part B. paragraph 
4.2.2). . 

Member national electronic databases shall implement an audit function that will log 
transactions including SID issuance, SID suspension, or SID withdrawal I cancellation. 
Database access control mechanisms shall be implemented to protect Seafarer 
information from unauthorized persons and unintended purposes. Specially authorized 
officials within each Member's organization should have limited ability to make changes 
to the audit Jog; doc:umentation of any such changes should be maintained by the 
Member. 

• "Prompt action is [shall be] taken to update the database when an issued SID is 
suspended or withdrawn". (International Labour Convention No. 185, Annex Ill, Part A, 
paragraph 3 (c)). 

Member national electronic databases shall be updated in a timely manner when S/Ds 
are suspended or withdrawn. 

• "An extension and/or renewal system has been [shall be] established to provide tor 
circumstances where a seafarer is in need of extension or renewal of his or her SID and 
in circumstances where the SID is lost" (International Labour Convention No. 185, 
Annex Ill, Part A, paragraph 3 (d)). ). "The applicant should not be issued a SID for so 
long as he or she possesses another SID." (International Labour Convention No. 185, 
Annex Ill, Part B. paragraph 3.9). 

Members shall implement an extension and/or renewal system to provide for 
circumstances where, a seafarer is in need of extension or renewal of his or her SID and 
in circumstances where the SID is lost. SID extension and/or renewal shall create a 
transaction in the national electronic database a timely manner. In the event that a SID 
is rejected due to expiration, the national electronic database shall be checked to see if 
the SID has been extended or renewed. Seafarers' should only possess one SID at a 
time. A reissued SID should invalidate any SID previously issued to the Seafarer. The 
biometric system shall support SID reenrollment or reissuance. 

• "An early renewal system should apply in circumstances where a seafarer is aware in 
advance that the peri(jld of service is such that he or she will be unable to make his or 
her application at tha date of expiry or renewal" (International Labour Convention No. 
185, Annex Ill, Part Ei. paragraph 3.9.1 ). ). ''The applicant should not be issued a SID tor 
so long as he or she possesses another SID." (International Labour Convention No. 
185, Annex Ill, Part Ei. paragraph 3.9). 

Members shall implement an extension and/or renewal system to provide for 
circumstances whern a seafarer is in need of extension or renewal of his or her SID. 
The Seafarer shall be able to instigate an extension and/or renewal at his or her 
convenience given that he .qr she will not be able to make his or her scheduled 
application for renewal. SID extension and/or renewal shall create a transaction in the 
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national electronic database in a timely manner. In the event that a SID is rejected due 
to expiration, the national el?ctronic database shall be checked to see if the SID has 
been extended or re,newed.i Seafarers' should only possess one SID at a time. A 
reissued SID should invalidate any SID previously issued to the Seafarer. The biometric 
system shall support SID reenrollment or reissuance. 

• "A replacement system should apply in circumstances where a SID is lost. A suitable 
temporary document can be issued. (International Labour Convention No. 185, Annex 
Ill, Part B. paragraph 3.9.3). ''The applicant should not be issued a SID for so long as he 
or she possesses another SID." (International Labour Convention No. 185, Annex Ill, 
Part B. paragraph 3.9). 

Members shall implement a replacement system to provide for circumstances where a 
seafarer loses his or 1'1er SID. SID replacement shall create a transaction in the national 
electronic database in real time. Seafarers' should only possess one SID at a time. A 
reissued SID should invalidat~ any SID previously issued to the Seafarer. The biometric 
system shall support SID reenrollment or reissuance. The Seafarer shaf/ be able to 
instigate a replacement SID fpr any temporary document at his or her convenience. The 
temporary document will be surrendered. The national electronic database shall be 
updated to reflect the changes in a timely manner. 

• ''The issuing authority should draw up adequate procedures for protecting the database, 
including a requirement for the regular creation of back-up copies of the database, to be 
stored on media held in a safe location away from the premises of the issuing authority." 

· (International Labour Convention No. 185, Annex Ill, Part B. paragraph 4.2.2). 

Each Member's issuing authority should regularly create back-up copies of the national 
electronic database which should be stored on media held in a safe location away from 
the premises of the issuing authority. 

• "Records of problems with respect to the reliability or security of the electronic 
database, including inquirie!}. made to the database" should be maintained by the 
issuing authority within eac~ Member. (International Labour Convention No. 185, 
Annex Ill, Part B. paragraph 9.6.5). 

Member national electronic databases shall implement an audit function that will log 
problems impacting the reliability or security of the electronic database (including 
inquiries made to the database. 

•i 
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Annex A: SID Minutiae-Based Fingerprint Barcode Format 

The SID PDF417 2-D barcode shall have 25 data symbol columns and a maximum of 34 rows, utilizing error correction level five. The data shall 
be recorded using byte-mode. There shall be a total of 938 bytes of data in the SID minutiae-based fingerprint barcode format, described below; 
The Seafarers' fingerprint biometric data shall be recorded using the format specified in Annex B followed immediately thereafter by a set of 
metadata that is both printed on the surface of the SID in text and in the barcode to support Seafarer authentication. 

Fingerprint Data 818Bytes I See Annex B 

Issuing Authority 
.. 

2 Bytes ISO Code 

Document Number 9 Bytes ASCII 

Personal Identification 14 Bytes ASCII-
Number Optional 

Expiry Date 4 Bytes SSE 

Primary Identifier 20 Bytes ASCII 

Secondary Identifier 20 Bytes ASCII 

Nationality 2 Bytes ISO Code 

Place of Birth 20 Bytes ASCII 

Date of Birth 4 Bytes SSE 

Gender 1 Byte ASCII 

Date of Issue 4 bytes SSE 

Place of Issue 20 Bytes ASCII 

N~t~?TT:~-+:r~~-P.i;~'.~:~~~~~~i~~~1:~~mt~~~~Wi~l!t!*t1~; 

2004-01-10 

Data for two fingerprint templates of up to 64 minutiae each in BioAPI compliant 
format. If less than 64 minutiae per finger, pad with zeroes. 

The country code of the issuing authority stored as an unsigned integer in two bytes. 
(See Note 1) 

An ASCII string of up to nine characters stored in nine bytes. The string consisting of 
the issuing authority and the document number shall be unique. (See Note 1) 

An optional null terminated ASCII string of up to 14 characters stored in 14 bytes. 
A string of 14 null bytes may be stored instead. 

Stored in Seconds Since Epoch (SSE) format. 

A null-terminated ASCII string in 20 bytes using up to 20 characters. 

A null-terminated ASCII string in 20 bytes using up to 20 characters. 

An unsigned integer in two bytes. 

A null-terminated ASCII string in 20 bytes using up to 20 characters. 

Stored in SSE format. 

'm' (Ox6D) or 'f' (Ox66) or 'x' (Ox78). 

Stored in SSE format. 

A null-terminated ASCII string in 20 bytes 
• .. -··-·· '•'-· : ·-·• .·.·· .•. -.·••• . .-!.o·.-,:,;;~,·:.~ ... .J·: ... -' -· -• ••-·'.' •••·'-. . ' . '•.· .. 
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Annex B: SID Minutiae-Base~ Fingerprint Barcode Storage Format 

The SID barcode will be generated in a fixed format to support international interoperability. Data for two 
minutiae-based fingerprints will be stored in a fixed-size PDF417 barcode structure in accordance with 
ISO 15438 that uses the draft ISO/IEC minutiae-based fingerprint interchange format (19794-2) to encode 
two fingerprints with 64 minutiae each (in the event that a fingerprint has less than 64 minutiae the fixed 
size template for the SID shaill be padded with zeros), and wrapped inside a BioAPI template as outlined 
in the Table below. 

Because this fingerprint storage format was developed in accordance with draft ISO standard documents, 
this document will take precedence for the Seafarers' ID should evolution of either of these draft 
standards create any perceived inconsistency. Copies of the two draft conformance standards; namely, 
draft standard ISO 19794-27 

- Biometric Data Interchange Formats - Part 2: Finger Minutiae Data (Draft 
document dated 2003-05-30) and draft standard ISO 19794-4 - Biometric Data Interchange Formats -
Part 4: Finger Image Based lnten~hange Format (Draft document dated 2003-05-29), are provided in 
Annex C and Annex D, respectively. 

Many values will be the same for every template, as indicated below. Refer to Annex C for encoding 
details. In no event shall an optional field be skipped. All fields marked as 'Fixed' shall not contain values 
other than those present. Some fields are "RIU" -- Reserved for Implementers Use. To assist in 
implementation, many field names ffrom the BioAPI standard are used here. 

Length in Bytes , 4 Bytes up to Ox00000362 up to 854 Bytes (length of record + 
16) 

BioAPl_BIR_ VERSION 1 Byte Ox01 Fixed 

BioAPl_BI R_DATA_ TYPE 1 Byte Ox04 Fixed -- "Processed" 

BioAPl_BIR_BIOMETRIC_OATA_FOH 4 Bytes Ox01010301 Fixed -- Ox0101 == JTC 1 SC 37 
MAT format owner 

Ox0301 == Fingerprint Minutiae-
Based template with no extended 
data 

BioAPl_Quality 1 Byte signed integer 

BioAPl_BIR_PURPOSE 1 Byte, Ox02 Fixed --
BioAPl_PURPOSE_IDENTIFY 

Bio_APl_BI R_AUTH_FACTORS 4 Byte~ OxOOOOOOOB Fixed --
BioAPl_FACTOR_FINGERPRINT 

7 ANSI/INCITS has just announced formalization of this standard under the title ANSI/INCITS 378 - Finger 
Minutiae-Based Interchange Format. 
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Format Identifier 4 Bytes 

Version Number 4 Bytes 

Length of Record 2 Bytes 

CBEFF Product Identifier 4 Bytes 

Capture Equipment Compliance 4 bits 

Capture Equipment ID 12 bits 

X (horizontal) Image Size 2 Bytes 

Y (vertical) Image Size 2 Bytes 

X (horizontal) resolution - Minutiae 2 Bytes 

Y (vertical) resolution - Minutiae 2 Bytes 

Number of fingers 1 Byte 

Reserved Byte 1 Byte 

Finger Location 1 Byte 

View Number 4 bits 

Impression Type 4 bits 

Finger Quality 1 Byte 

Number of Minutiae 1 Byte 

Finger Minutiae Data 384 Bytes 

2004-01-10 

Ox464D5200 

Ox32484900 

up to Ox0352 

Ox01 

OxOO 

Ox01 - OxOA 

OxO 

OxO or Ox8 

Ox00-0x64 

up to Ox43 

Technical Report 
Revision 00 

Fixed -· "FMR" OxOO 

Fixed -- " 20" OxOO 

up to 838 Bytes (total # of 
minutiae* 6 + 34) 

RIU 

RIU 

RIU 

Pixels per centimeter 

Pixels per centimeter 

Pixels per centimeter 

Pixels per centimeter 

Fixed -- Two fingers 

Fixed - For future use 

Ox02 == Right Index Finger 
Ox07 = Left Index Finger 
Ox01 == Right Thumb 
Ox06 == Left Thumb 
Ox03 == Right Middle Finger 
Ox08 = Left Middle Finger 
Ox04 == Right Ring Finger 
Ox09 == Left Ring Finger 
Ox05 == Right Little Finger 
OxOA == Left Little Finger 
(From ANSl/NIST-ITL 1-2000" 
Table 5) 

OxOO == Live-scan plain 
Ox08 == Swipe 
Ox09 ==Reserved for future use 

0-100 

up to 64 Minutiae 

See Annex C. 
If the number of minutiae is less 
than 64, pad with zeroes. 
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Finger Location 1 Byte Ox01 - OxOA 

View Number 4 bits OxO 

Impression Type 4 bits OxO or Ox8 

Finger Quality 1 Byte Ox00-0x64 

Number of Minutiae 1 Byte up to Ox43 

Finger Minutiae Data 384 Bytes 

2004-01-10 
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Ox02 == Right Index Finger 
Ox07 == Left Index Finger 
Ox01 =Right Thumb 
Ox06 == Left Thumb 
Ox03 == Right Middle Finger 
Ox08 == Left Middle Finger 
Ox04 == Right Ring Finger 
Ox09 = Left Ring Finger 
Ox05 == Right Little Finger 
OxOA == Left Little Finger 
(From ANSl/NIST-ITL 1-2000" 
Table 5) 

OxOO == Live-scan plain 
OxOB=Swipe 
Ox09 ==Reserved for future use 

0-100 

up to 64 Minutiae 

See Annex C. 

If the number of minutiae is less 
than 64, pad with zeroes. 
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Annex C - draft standard ISO 19794-2 
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Annex D - draft standard ISO 19794-4 
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--------------------From: 
Sent: Thursday, May 06, 2004 4:45 PM 
To: 
Cc: Dale, Kevin CAPT 
Subject: FW: Biometrics survey 

• • • OHS FlngerprlntsUcense FlngerprlntsCertlflc FlngerprlntsMarineS ILO SI0-0002 rO 
tr1cSurveyNMCMay2• 46CFR.pdf atlon46CFR... afetyManual... Minutiae-Based ... 

> Ms . Stephen, 
> 
> Please find attached the completed b i ometric survey submi tted on behalf of 
> the Coast Guard, G-MPS. 
> 
> In addition, I ' ve attached the agreed upon b i ometric standard for the 
> International Seafarers ' Ident~ty Document adopted by the International 
> Labor Or ganizat i on in I LO Convention 185 and supported by the 
> International Maritime Organization as part of a new comprehensive 
> i nternational maritime security system. We expect that the ILO 185 
> standards will' be widely adopted by the international seafarer community 
> .within the nex t 1-3 years. It is not currently a biometric standard 
> employed by the USCG , so it s hould not be reported i n the survey, but I 
> prov ide it for your i nformation. 
> 
> Please don ' t hes i tate to contac t me if you require further information. 
> 
> Respectfully, 
> 

:~-MPS-2 ) 
> Port Securit Di rectorate 
> Phone: 
> Fax: 
> 
> 
> 
> 

> <<DHS BiometricSurveyNMC~ay2004.doc>> <<FingerprintsLicense46CFR.pdf>> 
> <<Fingerpri ntsCertification46CFR.pdf>> 
> <<FingerprintsMarineSafetyManual.pdf>> 
> 
> <<ILO SID-0002 rO Minuti ae-Ba sed Biometr ic Profile_2004 0117.doc>> 

1 



. Attachment 7 
Biom,trics Survey: CBP FAST 

Free and Secure Trade Program (FAST). The FAST driver identification RFID card 
issued to the driver as a result of a successful background check (10 print fingerprint 
check) provides Customs and Border Protection Officers at land border cargo crossings 
with a highly reliable form of identification of a low risk driver. 

The unique RFID identification number contained on a computer chip embedded in the 
card is linked to a specific driver record in the FAST national driver registration database. 
The front of the card contains the driver picture, which is captured at the time the card is 
issued, along with the driver's nam~. date of birth, and a barcode representation of RFID 
identification number. 

Upon arrival at a FAST equipped cargo lane the driver's RFID identification number is 
automatically detected and forwardf3d to the national data center where it is match 
against the driver registration datab'ase. The result of the match causes the driver picture, 
name and date of birth to be~ made available to the primary inspector. If no. RFID scanner 
or antenna is available, OffiGers can obtain the database record by scanning the barcode 
or entering name and date of birth. , If the database information, including driver photo do 
not match the card, it is highly likely that the card is not valid. 

What is the type of biometrics technology used? 

Integrated live scan fingerprinting system that captures prints and transmits fingerprints 
without the use of ink are used to determine if a driver has a criminal history. Digital 
photographs are also used on the FAST driver's card as a means of identification. 

How much did it cost your agency to implement the use of biometrics for the 
program/initiative and what is the FY04 projected cost for using the technology? 

398,400 for hardware. FBI costs $16 per applicant x 19,506 applicants= $19,522 

$398,400 + $19,522 = $417,922 Additional costs for FY 04 will depend on the number of 
driver cards issued. 

Is the use of biometrics for this program or initiative mandated by statue or rule? 

The FAST program was announced with a Federal Register Notice 12/17/2002. 

How is the biometrics information gathered collected, and stored? 

FAST Driver applicants that pass the initial vetting receive a call in letter from the FAST 
processing center. The driver will report to one of the 7 enrollment centers on the 
southern border or one of the 11 enrollment centers on the northern border. The drivers 
are interviewed, fingerprinted electronically and have their photographs taken at the 



enrollment center., The digital pictures are stored electronically and the fingerprints are 
sent to the FBI and are not stored t)y CBP. · 

! 

Is the information accessible to other agencies or other entities? 

Yes. The photos· and fingerprints are sent to Canadian Border Service Agency (CBSA) 
and the Royal Canadian Mounted Police (RCMP) through an information sharing 
agreement with these Canadian law enforcement agencies. · 

Please describe the security measures used to protect the biometric Information 
that Is gathered, including any limitations on accessing the information. 

The information will be compliant to security measures as outlined by current OIT policy. 

At what rate have false-positives been returned during the use of biometrics in this 
program? 

What is the process in place to ensure that there Is not repeated false-positives In 
the system? 

Did your agency conduct any privacy assessments for this use of biometrics? 

No. 

Please provide a copy of any procedures or policies your agency has in place 
regarding the use of biometrics . . If these procedures or policies are program or 
initiative specific, please lndicat~ so. 

Agency: Customs and Border Protection FAST 
Contact: 
Telepho 
E-mail: 



, Attachment 8 
Blom~irlcs Survey: CBP NEXUS 

I 
The NEXUS Highway program is a northern land border partnership with Canada under 
the Shared Border Accord, that uses two index fingerprints for identity verification . 

What Is the type of biometrics technology used? 
The two index fingerprints are searched, recorded and stored in the IDENT system. 

How much did It cost your agency to implement the use of biometrics for the 
program/initiative and what is the FY04 projected cost for using the technology? 
Unknown. 

. . 
Is the use of biometrics for this program or initiative mandated by statue or rule? 
If YES, reference the statutory or regulatory citation. 
No. , 

How is the biometrics information gathered, collected, and stored? 
Fingerprints are taken at enrollment, searched and stored in the IDENT system. 

Is the information accessible by other agencies or other entities (including 
contractors, vendors, and state and local governments)? 
The information could be made available to anyone with access to IDENT. 

Please describe the security measures used to protect the biometric information 
that is gathered, including any limitations on accessing the information. 
Security is done by the IDENT system. 

I 
i 

Did your agency conduct any privacy assessments for this use of biometrics? If 
so, please attach copies of any relevant assessments. 
Unknown. 

At what rate have false-positives been returned during the use of biometrics In this 
program? 
Unknown. 

What Is the process in place to ensure that there Is not repeated false-positives In 
the system? · 
Unknown. 

Agency: 
Contact: 
Telephone: 
E-mail: 

- ·-~·--·---·---



Attachment 9 
Biometrics Survey: CBP IDENT/IAFIS 

' 
Please identify the program/initi~tive and the purpose for using biometrics. 

The Automated Biometric ld1~ntification System and the Integrated Automated Fingerprint 
Identification System (IDENT/IAFIS) program. 

What is the type of biometrics technology used? 

Fingerprints and a photograph are captured. (The scanners are either Cross Match or 
IDENTIX scanners and the camera is a QuickCam) 

How much did it cost your agency to implement the use of biometrics for the 
program/initiative and what is the. FY04 projected cost for using the technology? 

Congress gave the Immigration and Naturalization Service 24 million dollars in 1989 for 
the deployment of IDENT. 

The Department of Justice was the lead on the integration of IDENT and IAFIS and 
Congress allocated all'the money to DOJ to develop this project. (30 million) 

FY04 projections including O&M money were sent forward at CBP and all funding was 
denied for FY04 andFY05. All funding requests for ENFORCE, which is integrated with 
IDENT/IAFIS, have been denied. 

Is the use of biometrics for this program or initiative mandated by statue or rule? 
'; 

The 1996 Illegal Immigration Reform and Immigrant Responsibility Act, section 326, 
directed the INS to expand the use of IDENT to apply to illegal or criminal aliens 
apprehended nationwide. 

How is the biometrics information gathered collected, and stored? 

The fingerprints are collected on either a Cross Match or IDENTIX scanner. The right 
and left index prints are stripped off .and sent to the search against the IDENT databases 
and the entire set of fingerprints coll~cted are simultaneously sent to IAFIS to query 
against the Criminal master File. · 

The fingerprints are stored locally tor a total of 4-7 for a search only transaction days 
only. (For submission of prints for a:different transaction by the user.) 

Search and Enroll transactions in IDENT are stored in the Recidivist Database and if an 
officer enrolls someone in IAFIS, tho$e prints are kept in the IAFIS database. 

The biographical information is stored on the Enforcement Integrated Database (EID). 



Is the Information accessible to other agencies or other entities? 

ICE and CIS have access to ENFORCE/IDENT/IAFIS and search and share the same 
information that is in the databases. The expansion of IDENT/IAFIS to allow for other 
state, local and federal law enforcement agencies is on going. 

Please describe the security measures used to protect the biometric information 
that Is gathered, Including any limitations on accessing the infonnatlon. 

All SDLC security processes and documentation requirements were followed. 

Did your agency conduct any privacy assessments for this use of biometrics? 

Yes, and there was a Federal Register Notice announced that lawful permanent residents 
and United States Citizens could b~ queried and enrolled into IDENT/IAFIS. 

Agency: 
Contact: 
Telepho 
E-mail: 



Attachment 10 
Biometrics Survey: CBP INSPASS 

• 

Please identify the program/initi~tive and the purpose for using biometrics. 

The Immigration and Naturalization Service Passenger Accelerated Service System 
(INSPASS), is used to validate the claimed identity of travelers. 

What is the type of biometrics technology used? 

Hand geometry biometric image technology is used. 

How much did it cost your agency to implement the use of biometrics for the 
program/initiative and what is the FY04 projected cost for using the technology? 

Cost for implementation is unavai19ble at this time; however, the FY04 projected cost is 
approximately $1.?million. · 

Is the use of biometrics for this program or initiative mandated by statue or rule? 

No. 

How is the biometrics information gathered collected, and stored? 

The biometrics information is collected during the enrollment process and the information 
is stored in the lnteragency Border Inspection System (IBIS). 

Is the information accessible to other agencies or other entities? 

The information is accessiblei by the contractor. 

Please describe the security measures used to protect the biometric information 
that is gathered, including any limitations on accessing the information. 

The hand geometry templates are stored in a repository for all users of the system and 
protected by the Privacy Act. 

Did your agency conduct any privacy assessments for this use of biometrics? 

No. 

At what rate have false-positives been returned during the use of biometrics in this 
program? 1· 

! 

None. 



What is the process In place to ensure that there is not repeated false-positives In 
the system? 

None. 
! 

Agency: Customs and Border Pro~ection 
Contact: 
Telepho 
E-mail: 

I. 
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The Honorable Thomas J. Ridae 
Secretary 
Department of Homeland Security 
Washington. DC 20S28 . 

Dear Secretary Ridge: 

March 08, 2004 

-.__,_._,._...,.r."I_ --· -·-,...__.....~ .. ~~-

The use of biometric technologies in the government has ai:own significantly over the last 
few years. especially after the uagiccvents of September 11, 2001. This powth is natural as the 
federal aovemmcnt must use iMovativo technolopcs to secure our nation properly. At the same 
time, it i• critical to our nation's security that federal agencies utilizing biometric technologies do 
so in a manner that protects scmitive information and individual civil liberties. As the Ranking 
Member of the House Select Committee on Homeland Security, I am conductina a review of 
how federal qcnciea aie colledina and uaioa biometrics collected &om the aeaerat public. In 
addition. I am reviewina the accurity DlCISUICI. policies, and procedures aaeneies have in place 
on such \lie. 

Please complete the attached survey and return it to Counsel and 
Professional Sdfor the Committee~The · h 31, 2004. If you have any 
questions, please feel free to contact If your aamcy does not use 
biometrics in any of its proarams, please et essica know that u well. Thank you for your 
cooperation on this matter. 
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• 
BIOMETRICS SURVEY - FEDERAL AGENCIES 

For pU1p08el of this survey, .. biometrics" includes fingaprina, eye retinas and iri--, voice pancms. DNA. and 
facial pltteml. Pleul include in this IUn'e)' only thOle biomolric1 propam1 that collect information from tho 
general pubUc. If your qeocy colleca biom.crica fi'om ill emplo~ or cmtractlOn with which your agency hu 
a pror...lonal relationship, P'- do not incliido thOIC programs. 

I . Does your 1pnc:y CUrNlllly collect. or plan tc collect in the future, biom.crica from tho genciral public for 
any of ita proarama md lnitiativu? (If the amwer is no, plcue let the Committee staff know this feet. 
V ou do not have to complete dae rest of this IUIVIS)'). 

2. For every program and Initiative Chat wa biometric& technology, please answer the following questions: 

• Ploue id..-ify the )lrOll llnf'mitiativo and the purpoae for usina blometrica. 
• What ia the type ofbiometrica teclmolol)' med? 
• How much did it COit your aaeac:y to implement tho me ofbiOll'lotri<:s for the program/initiative 

and whit ia the FY04 projected cost for using the technolol)'? 
• Is the uac ofbiomctrica for this prolflm or ititiative manda1ed by statute or Nie? If so, please 

explain how, or provide the ltazutory or reaultlory cltadon. · 
• How Is the biometrics information ptbered, collected, and stored? 
• Is the lnfonnmon accessible by oeher qenciol or cChcr' entities (inchlding contracton, vendors. 

and state and local governments)? 
• Please describe the security measures med to protect the biometric infonnation that Is pthered, 

including any limitatioaa on accessing 1he information. 
• Did your agency conduct any privacy uscaments for this use of biometrics? If so, please attach 

copies of any relevant auessmenu. 
• At what rate have falso.positives been reMned during the ute of blomctrka in this program? 
• What ls the proce11 ill place to enue that there i1 net repeated falle.positives in the 1)'11Cm.? 

3. Please provide a c:opy of any proeedtna or policies your qency bas in place regarding the u1e of 
biometrics. If these procedures or policies are program or initiatiw spociftc, please indicate ao. 

Aancy: 

Coatad: 

TelephoH: 

E-matl: 

Please complele this S\llVoy and return it to -Counael and Profeulonal Staff, House Select 
Committee on Homeland Security, LA 221-Democratio Office, 101 lDCfc uo, SE. Wuhington. DC 
20S:l0, by MARCH l l. 2004. Altema!ively, the wrwy can be faxed to ention •••••I . .... . ...... 
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• 
U.S. House of Representatives 

Seleet Committee OD Homeland Security 
Democradc Stan 

FACSIMILE COVERS 

Tof~_":Hon~oN\O..~ ~ · 'R\d~~ From: c..c; ~""' · on ~o""'~ 
S,c. .. u··~~ , M~"'o~~ 5+~ 

Date:3/ 1 o / "Ll Paa• (laclacllq cover): 3 

FuNambe · Pboae Naaaber: 

Commeata: 

?, c.o~~ of -;-\--.\.:!> doCJJ..N\~t w~\.t ~\~o b~ .S<Y'\+ v.~ °' 

u . s . f'<\O:, \ . 

· 101 Independenee Aven~ S;B. 
228 Adams Building 

Washington, D.C. 20540 
202-226-2616 

202-2264499 (fax) 



/ 
DEPARTMENT OF HOMELAND SECURTIY 

OFFICE OF LEGISLATIVE AFFAIRS 
CONGRESSIONAL ROUTING SLIP 

TRACKING NO. ~-9~ 7 
DUE DATE: 'l/rjc '/ 

DIRECTORATFIBUREAU 

__ BCIS 

1-_BTS (ICF/J'SA/CBP) 

__ MANAGEMENT 

___ COAST GUARD 

_ _ FBMA 

__ IAIP 

_ _ ODP 

__ S&T 

___ OLA. _ ____ _ _ 

___ OTHER _____ _ 

This Congressional correspondence bas been forwarded to your office for a response. 
Please draft a for Pamela J. Turner's signature) and forward it via &-mail 

Also, provide a POC from your office on the lines below. 
you :ve any questions, please contact the Office of Legislative Affairs at (202) 205-

4412. 

IF TIDS CONGRESSIONAL CORRFSPONDENCE HAS BEEN 
MISROUTED, PLEASE NOTIFY THE OFFICE OF LEGISLATIVE 
AFFAIRS IMMEDIATELY. 

- -------"'(Name) ________ (Telephone) 



The Honorable John D. Dingell 
Ranking Member 

JUN 14 2004 

Committee on Energy and Commerce 
U.S. House of Representatives 
Washington, DC 20515 

Dear Representative Dingell: 

U.S. Department of Homeland Security 
Washington, DC 20528 

Homeland 
Security 

On behalf of Secretary Ridge, thank you for your letter regarding the deployment of radiation 
detection equipment and the need for funding for the Radiation Portal Monitor (RPM) program. 

The priority mission of U.S. Customs and Border Protection (CBP) is to prevent radiological 
weapons of mass destruction (WMD) from entering this country. It is the operational goal of 
CBP to conduct a 100 percent radiological screening of all arriving containers, trucks, trains, 
cars, mail parcels, and express consignment packages. 

In order to achieve this goal, CBP has implemented a risk-based priority plan for the deployment 
of RPMs. The CBP has been working closely with its contracted technical and scientific experts 
at the Pacific Northwest National Laboratory to procure the best available commercial radiation 
detection equipment for use as RPMs. 

( 

The CBP realizes that it cannot rely on one single process or technology to secure our borders-
as a single process or technology can be defeated-and implemented a layered enforcement 
strategy. The CBP is developing new strategies, partnerships, and resources in order to prevent 
the entry ofWMD. Some examples ofCBP's layered enforcement strategy are the Container 
Security Initiative (CSI), the National Targeting Center (NTC) and Customs-Trade and 
Partnership Against Terrorism (C-TPAT). 

The CSI allows CBP to screen cargo at foreign ports of entry, before cargo has been laden on 
ships coming to the United States. The NTC, through Automated Threshold Targeting, allows 
CBP to target all high-risk containers destined to the United States. Finally, the C-TPAT was 
created to engage the trade community in a cooperative relationship with CBP. The C-TP AT 
works with importers, carriers, broke:rs, and other industry sectors emphasizing a security 
conscious environment. The C-TP AT provides a forum in which the business community and 
CBP can exchange antiterrorism ideas, concepts and information, which increases the security of 
the entire commercial process. 

------------------------------------------~._~J_i-~,g~_y ______________ --------------- -----



As of February 2004, CBP has deployed more than 200 RPMs. The CBP will continue to 
deploy RPMs and other radiation detection technology to our ports of entry as quickly as 
possible. 

In summary, CBP has accomplished much in preventing terrorists and terrorist weapons from 
entering the country. As the Nation's unified border agency, CBP is increasing its scrutiny of 
arriving conveyances and cargo at our land borders, seaports and airports. The CBP, as a key 
operational agency of the Department of Homeland Security, has developed ways to provide 
increased border security without choking off the flow of legitimate trade and travel to our 
country. 

I appreciate your interest in the Department of Homeland Security, and I look forward to 
working with you on future homeland security issues. If I may be of further assistance, please 
contact the Office of Legislative Affairs at (202) 205-4412. 

Sincerely, 

·'1 ,,,/ A 
c:_pyj w_,,_,.,_, 

Pamela J. Turner 
Assistant Secretary for Legislative Affairs 

------------------·----·-----· 
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Mar-29-04~ 01 :30pm From-

(ongre1'i of tbe Wniteb 6tate1' 
ltc111me of l\epresentatfbe.I 

llUJJington, ac 20515 

The Honorable Tom Ridge 
Secretary 
Department of Homeland Security 
Washington, D.C. 20528 

Dear Secretary Ridge: 

March 26, 2004 

T-080 P.002/005 F-270 

As you know, we are continuing our investigation into how the U.S. Government is 
protecting the nation against the threat of nuclear or radiological attack. Specifically we have 
focused our attention on the deployment of radiation portal monitors at seapons, mail facilities, 
and border crossings because these devices can be used to effectively screen cargo for 
radiological and nuclear materials without slowing the flow of commerce. 

This effort has been undertaken by the Bureau of Customs and Border Protection (CBP), 
under the Department of Homeland Security (DHS). CBP has a multi-phase plan to install portal 
monitors at designated pons of entiy. The initial plan was to complete the entire installation by 
December 2005. While some progress has been made, considerable work remains and 
vulnerabilities still exist. (While w~~ will not detail the specifics of our concerns here, a non
public attachment details our concerns further.) Under the current budget, it will be difficult, if 
not impossible, to meet this deadline, and we remain very concerned that this project will not 
receive all necessary funding. 

The total cost of the project is estimated by your Depa.rtinent to be $495.8 million. To 
date Congress has appropriated $205.8 million to CBP for this program. In a recent meeting held 
with key CBP officials, staff was informed that available funding covers half of the program's 
phases. The Department of Homeland Security's fiscal year 2005 budget requests $42.9 million 
for portal monitors. CBP staff has noted that this amount is $247 million short of what is 
required to complete the installation by December 2005. Accordhig to key CBP officials 
significant portions of this funding is needed soon to keep this project on schedule. 

Given the catastrophic impa1~t of a major radiological or nuclear attack, these costs are 
comparatively trivial. We would advocate completing this project in fiscal year 2005. The 
failure to request these funds in yowr budget suggests that the Department will have significant 
clifficulty meeting the December 2005 deadline. We would appreciate your response to the 
following questions about this program: 
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The Honorable Tom Ridge 
Page2 

T-080 P.003/005 F-270 

1. Does the Department intend to reprogram funds from other programs to cover the 
balance of the program's cosrs? If so. please indicate which programs would be cut to 
make such funds available. 

2. If no reprogramming of funds is anticipated, please indicate what would be the new 
targeted completion date for the project if the funding level remains unchanged? 

Thank you for your attention to this request. If you have any questions on this matter 
pJease contact us, or have your staff contact of the Committee on Energy and 
Commerce Democratic staff at of the Select Committee on 
Homeland Security Democratic staff at 

Sincerely, 

JOHN D. DINGELL 
RANKING MEMBER 
COMMITTEE ON ENERGY AND COMMERCE 

cc: The Honorable Joe Barton, Chairman 
Committee on Energy and Commerce 

The HonorabJe Christopher Cox, Chairman 
Select Committee on Homeland Security 

R 
...... """"J'•-J-'"•G MEMBER 
SELECT COMMITTEE ON HOMELAND 
SECURITY 
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A Tr ACHMENT 'I.0 LETTER OF MARCH 25. 2004 
(Not for Public Release) 

As we stated in our letter, Customs and Border Protection (CBP) developed a six-phase 
deployment schedule to install monitors at the following points of entry prioritized in the 
following order. based on the areas CBP deemed most vulnerable: 

Phase 1: International mail facilities 
Phase 2: Major Northern Bc>rder crossings 
Phase 3: Major seaports 
Phase 4: Major Southwest E~order crossings 
Phase 5: Air cargo facilities 
Phase 6: Smaller Northern Border crossings, smaller seaports, and rai1 border crossings. 

CBP's project execution pfon states all six phases will be complete by December 2005. 
The project's cost is $495.8 milliotL. To date, CBP has received $205.8 million which would 
complete the first three phases: ma.ill facilities, major northern border crossings, and major 
seaports. The $42.9 million requested in 2005 would complete fifty percent of Phase 4: southern 
border crossings. Funding concerns have plagued this effort from the beginning. We believe 
that this fact has affected the overall pace of this project, and may continue to affect its rollout if 
not quickly addressed by your o:ffic:e. 

Specifically, CBP has reported that the total cost of this project is approximate1y $500 
million. To date CBP has received approximately $200 million. In a recent meeting held with 
key CBP officials, staff was informed that the expected funding milestones to complete this 
program would be as follows: 

$75 million in March of2004; 
$75 million in June of2004; 
$40 million in September of 2004; 
$50 million in Decembc~r of 2004; 
$30 million in February of2005, and 
$10 million in June of2005. 

At a recent meeting on this matter, CBP officials had no knowledge of where this money 
would come from. CBP did, however, suggest this additional funding may need to come from 
reprogramming of existing agency funds, which, given the amount, we find unrealistic. Staff was 
told that if this money is not found soon. parts of this critical homeland security project will stall. 
This is clearly something we cannc>t allow to occur. We believe that DHS should immediately 
reassess this effort and conduct a detailed breakout of all costs associated with the present 
radiation detection installation effort now underway. For this effort, DHS should also indicate 
specifica11y which phases are fund~~. and what phases (or secrions of a phase) remain unfunded. 

Our latest data indicate that portals have been installed at eighty-one percent of the mail 
facilities, fifty percent of the north1:m border crossings, and one percent of seaports. Given our 
continued concerns about the pace and funding of this effort, the following recommendations are 
bemg presented for your consideration: 
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• If additional funding will be required for any phase (which we believe it will), DHS 
should immediately dete:rmine a plan for obtaining and allocating thls money. For 
example, to complete phases 5 and 6, and the unfunded balance of phase 4, DHS 
sl1ould determine if this money will be reprogrammed from existing CBP's programs 
(which CBP officials suggest will be very difficult), or from some other source. It is 
critical that DHS immediately determine the full income stream for completing this 
project and how this prqject will likely be affected if funds (commensurate with the 
above milestones) are nc1t made available soon. 

• At a minimum, we suggc~st that you continue receiving ongoing, detailed briefings by 
the U.S. General Accounting Office (who continues to conduct work in this area) on 
both the progress of this project and its funding needs. 

• Finally, we suggest that you also pay closer attention to two other ongoing (yet closely 
related) efforts to identify weapons of mass destruction by CBP that we believe 
require serious attention. These are: (1) the Container Security Initiative program; 
and (2) the Customs-Trade Partnership Against Terrorism program. While both 
projects share laudable goals, we believe each project still lacks adequate operational 
structure and resources. Significant improvement in both programs is necessary 
before they become potent tools in the fight against terrorism. 
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DEPARTMENT OF HOMELAND SECURITY 

OFFICE OF LEGISLATIVE AFFAIRS 
CONGRESSIONAL ROUTING SLIP 

TRACKING NO . ...3 0 7 3 
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-~..,...., --+7-~-

DIRECTORATE/BUREAU 

BCIS --
'f BTS (ICF/ISA/CBP) CC,: 

MANAGEMENT --
COASTGUARD - -
FEMA 

IAIP 

ODP 

S&T --
OLA -- --------
OTHER -- -------

This Congressional correspondence has been forwarded to your office for a response. 
Please draft a response (setup for Pamela J. Turner's signature) and forward it via e-mail 
to Also, provide a POC from your office on the lines below. 
If you have any questions, please contact the Office of Legislative Affairs at (202) 205-
4412. 

IF THIS CONGRESSIONAL CORRESPONDENCE HAS BEEN 
MISROUTED, PLEASE NOTIFY THE OFFICE OF LEGISLATIVE 
AFFAIRS IMMEDIATELY. 

_ _______ (Telephone) 



The Honorable Jim Turner 
U.S. House ofRepresentativ1es 
Washington, DC 20515 

Dear Representative Turner: 

MAY l 7 2004 

U.S. Department of Homeland Security 
Washington, DC 20528 

(.Homeland 0 Security 

On behalf of Secretary Ridg(~, thank you for your recent letter regarding the resource 
allocation of the bureaus of Immigration and Customs Enforcement (ICE), Customs 
and Border Protection (CBP) and Citizenship and Immigration Services (CIS). 

Since the time of your letter, staff from the Border and Transportation Security (BTS) 
Directorate, CIS, and the Department's Office of the Chief Financial Officer (CFO) 
have briefed your staff on thie circumstances and facts surrounding the Wall Street 
Journal article. The Department also established a review team composed of staff 
from the CFO's Office, BTS, CIS, and the U.S. Coast Guard to assess the situation. 
The review team engaged in a detailed budget reconciliation effort between the three 
bureaus. The team examined the allocation of resources and services throughout the 
three bureaus, and this effort resulted in an immediate internal realignment of 
$212 million. A subsequent internal realignment of approximately $270 million is 
possible, pending additional discussions and coordination on the final documentation 
and billing. There is no $1.2 billion shortfall as reported by the Wall Street Journal. 

The Congress has recognized that funds may need to be realigned between ICE, CBP, 
and CIS. In the Joint Explanatory Statement (H. Rpt. 108-280) accompanying the 
Department of Homeland Security Appropriations Act, 2004 (P.L. 108-90), the 
Congress recognized that tht:: budgetary resources may need to be realigned. 
Specifically, the Congress noted: "The conferees are aware that the Department is 
conducting a comprehensive review of administrative and other mission 
responsibilities, particularly as they affect ICE and other agencies that have inherited 
multiple legacy missions. While fonding provided by this conference agreement is 
based on the best possible information available, the conferees understand there may 
be a need to adjust funding to conform to the decisions resulting from the review. " A 
similar statement was included under the heading discussing CBP. 

Over the past year, these three bureaus have undergone major successful 
reorganizations by incorporating programs, staff, and resources from legacy programs 
at the Immigration and Natw~alization Service and the U.S. Customs Service (as well 
as General Services Administration and the Department of Agriculture) and a 
realignment of functions to strengthen the security of the nation. Through this 
process, which included successful reassignment of over 50,000 employees from the 
legacy agencies, robust hiring continued to ensure adequate staffing to 
accomplish mission objectivces. However, the transformation effort has not been 
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without challenges, and each bureau continues to integrate everything from budgets to 
uniforms to Standard Operating Procedures in virtually every area. The Department 
has made great progress to date. 

During a review of the status of execution of the FY 2004 budget, ICE and CBP 
determined that implementation of hiring restrictions was a prudent managerial 
measure not just to stay within 2004 appropriations, but for mission-related objectives. 
CIS had already instituted hiring restrictions since the beginning of the fiscal year due 
to lower than anticipated fee projections. Additional focus was, and is, required to 
work through funding realignments related to the establishment of the three new 
bureaus. This work recognized the tremendous effort of the Administration and the 
Congress to establish the Department but also acknowledged that some of the finer 
details on funding and provision of support services required negotiations and 
reconciliation between the three bureaus. The work has been ongoing, and agreements 
have been recently reached to realign funds to cover costs of services incurred by the 
bureaus. Formal memoranda of agreement will be implemented between the three 
bureaus, which will align funding with services rendered. 

The Department is committed to the security of the nation, and it will continue to work 
toward successful operation of the three bureaus, CBP, CIS, and ICE. To that end, 
DHS will continue to work with the Congress, to ensure that funds are aligned to 
mission objectives and are consistent with Congressional intent. 

I appreciate your interest in the Department of Homeland Security, and I look forward 
to working with you on futw-e homeland security issues. If you need further 
assistance, please contact tht: Office of Legislative Affairs at (202) 205-4412. 

Sincerely, 

Go.w. TIMWv--
Pamela J. Turner 
Assistant Secretary for Legislative Affairs 
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March 26, 2004 

:::."O:"°'-rhe Honorable Tom Ridge 
'::!...~ Department of Homeland Security 

l'our:Y"°"'6C10ll 

Washington, D.C. 20528 

Dear Secretaty Ridge: 

• ' J -· ---ltANIUHG ME.,_11 

llN• G. THOWION. MIS$JSSlflPI 
1.0MTIA T SANCHEZ. CAUFOftMA 
iDWMD J. MARKl!V, MASSACtfUSiTTS 
NOlllMAN D. DtCKS. WASHINGTON 
.,.,.,.,. fftANK. tMllACHUSl1TS 
JANE HAMMN.CAU~ 
IENJAMIN L. CARDIN. MARVlAND 
l.OUtSf M. ILAUGHT!ft. NfW YOftK 
PlTllll A. DIMZIO. OMOON 
NTA U. LDNEV, NEWV'OAK 
ftOmJtT i. ANDREW1. NIW JEltSEV 
EUNIOR HOLMES MORTON, 

""""""'~ lOl t.OFGfllN. CAUFDllNIA 
1tMEN McCMTMV, MISSOURI 
SHlll.A JACKSOIH£E. TEXAS 
ll.l. PAICREU.. Jfl., NEW JERSfY 
~ M. CHMSTEN&EN, U.S. VIRGIN ISLANDS 
IOI ETHENDG&, NORTH CAROLINA 
OtAltLES A GONZALEZ. TEXAS 
KEN UJC&S. IENTUCKV 
JAMES II. 1M1GEWt. RHODE ISLANO 
UMDNCK I. ME.Ek. Fl.Olllt». 

DAW) ICHANZEA 
Of'MoaM1'C' $rM~ Oittlcrot1 AND 
c,.,eouw., 

IMIUC T. MAGH 
DcuoclU"nC'DIMnvSr111t Oft'CTDlt 

Today, the WaU Street Jomna/reported that a potential budget shortfall of$1.2 billion 
has resulted in a hiring freeze affecting the Bureaus of Customs and Border Protection 
(CBP) and Immigration and Customs Enforcement (ICE). A hiring freeze has also been 
instituted at the Bureau of Citizenship and Immigration Services (CIS). All of these entities 
perfottn front-line missions critical to securing our nation. 

Specifically, the WaU Street ]011rnal article stated that a $1.2 billion shortfall exists 
within the budgets of ICE and CBP, representing 12.3% of the total funding for both 
agencies. If this is the case, and. the hiring freeze must be maintained, our nation's security 
could be significantly impacted. 

It is important for the Select Committee to have a full understanding of any budget 
pressures facing the DHS. I request that you immediately provide the Select Committee 
with a detailed assessment of whether the $1.2 billion budget shortfall exists, the reasons for 
its existence, potential remediation efforts, and the impact of such efforts - as well as the 
current personnel hiring freeze -- on security measures at our nation's borders, sea ports and 
airways. The Select Committee stands ready to provide assistance to the DHS, but finds it 
inconsistent with the oversight responsibility of the Select Committee to learn of significant 
hiring freezes or budget shortfalls from a newspaper article. The point of cont.act on my 
staff on this issue is David Schanzer, 202-226-2616. 

cc: The Honorable Chcistopher Cox 
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From: 
Sent: Friday, April 16, 2004 2:32 PM 

To: 

Subject: reassign 3182 

Please reassign LA 3182( BTS 4746) to Management. See below email. 

Why aren't these going to UIS for Mgmnt CFO given that it is ICE/CBP and CIS and they are the WG lead1 

4/20/2004 



The Honorable Jim Turner 
U.S. House ofRepresentativ1es 
Washington, DC 20515 

Dear Representative Turner: 

MAY l 7 2004 

U.S. Department of Homeland Security 
Washington, DC 20528 

(.Homeland 0 Security 

On behalf of Secretary Ridg(~, thank you for your recent letter regarding the resource 
allocation of the bureaus of Immigration and Customs Enforcement (ICE), Customs 
and Border Protection (CBP) and Citizenship and Immigration Services (CIS). 

Since the time of your letter, staff from the Border and Transportation Security (BTS) 
Directorate, CIS, and the Department's Office of the Chief Financial Officer (CFO) 
have briefed your staff on thie circumstances and facts surrounding the Wall Street 
Journal article. The Department also established a review team composed of staff 
from the CFO's Office, BTS, CIS, and the U.S. Coast Guard to assess the situation. 
The review team engaged in a detailed budget reconciliation effort between the three 
bureaus. The team examined the allocation of resources and services throughout the 
three bureaus, and this effort resulted in an immediate internal realignment of 
$212 million. A subsequent internal realignment of approximately $270 million is 
possible, pending additional discussions and coordination on the final documentation 
and billing. There is no $1.2 billion shortfall as reported by the Wall Street Journal. 

The Congress has recognized that funds may need to be realigned between ICE, CBP, 
and CIS. In the Joint Explanatory Statement (H. Rpt. 108-280) accompanying the 
Department of Homeland Security Appropriations Act, 2004 (P.L. 108-90), the 
Congress recognized that tht:: budgetary resources may need to be realigned. 
Specifically, the Congress noted: "The conferees are aware that the Department is 
conducting a comprehensive review of administrative and other mission 
responsibilities, particularly as they affect ICE and other agencies that have inherited 
multiple legacy missions. While fonding provided by this conference agreement is 
based on the best possible information available, the conferees understand there may 
be a need to adjust funding to conform to the decisions resulting from the review. " A 
similar statement was included under the heading discussing CBP. 

Over the past year, these three bureaus have undergone major successful 
reorganizations by incorporating programs, staff, and resources from legacy programs 
at the Immigration and Natw~alization Service and the U.S. Customs Service (as well 
as General Services Administration and the Department of Agriculture) and a 
realignment of functions to strengthen the security of the nation. Through this 
process, which included successful reassignment of over 50,000 employees from the 
legacy agencies, robust hiring continued to ensure adequate staffing to 
accomplish mission objectivces. However, the transformation effort has not been 
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without challenges, and each bureau continues to integrate everything from budgets to 
uniforms to Standard Operating Procedures in virtually every area. The Department 
has made great progress to date. 

During a review of the status of execution of the FY 2004 budget, ICE and CBP 
determined that implementation of hiring restrictions was a prudent managerial 
measure not just to stay within 2004 appropriations, but for mission-related objectives. 
CIS had already instituted hiring restrictions since the beginning of the fiscal year due 
to lower than anticipated fee projections. Additional focus was, and is, required to 
work through funding realignments related to the establishment of the three new 
bureaus. This work recognized the tremendous effort of the Administration and the 
Congress to establish the Department but also acknowledged that some of the finer 
details on funding and provision of support services required negotiations and 
reconciliation between the three bureaus. The work has been ongoing, and agreements 
have been recently reached to realign funds to cover costs of services incurred by the 
bureaus. Formal memoranda of agreement will be implemented between the three 
bureaus, which will align funding with services rendered. 

The Department is committed to the security of the nation, and it will continue to work 
toward successful operation of the three bureaus, CBP, CIS, and ICE. To that end, 
DHS will continue to work with the Congress, to ensure that funds are aligned to 
mission objectives and are consistent with Congressional intent. 

I appreciate your interest in the Department of Homeland Security, and I look forward 
to working with you on futw-e homeland security issues. If you need further 
assistance, please contact tht: Office of Legislative Affairs at (202) 205-4412. 

Sincerely, 

Go.w. TIMWv--
Pamela J. Turner 
Assistant Secretary for Legislative Affairs 
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March 26, 2004 

:::."O:"°'-rhe Honorable Tom Ridge 
'::!...~ Department of Homeland Security 

l'our:Y"°"'6C10ll 

Washington, D.C. 20528 

Dear Secretaty Ridge: 
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NOlllMAN D. DtCKS. WASHINGTON 
.,.,.,.,. fftANK. tMllACHUSl1TS 
JANE HAMMN.CAU~ 
IENJAMIN L. CARDIN. MARVlAND 
l.OUtSf M. ILAUGHT!ft. NfW YOftK 
PlTllll A. DIMZIO. OMOON 
NTA U. LDNEV, NEWV'OAK 
ftOmJtT i. ANDREW1. NIW JEltSEV 
EUNIOR HOLMES MORTON, 

""""""'~ lOl t.OFGfllN. CAUFDllNIA 
1tMEN McCMTMV, MISSOURI 
SHlll.A JACKSOIH£E. TEXAS 
ll.l. PAICREU.. Jfl., NEW JERSfY 
~ M. CHMSTEN&EN, U.S. VIRGIN ISLANDS 
IOI ETHENDG&, NORTH CAROLINA 
OtAltLES A GONZALEZ. TEXAS 
KEN UJC&S. IENTUCKV 
JAMES II. 1M1GEWt. RHODE ISLANO 
UMDNCK I. ME.Ek. Fl.Olllt». 

DAW) ICHANZEA 
Of'MoaM1'C' $rM~ Oittlcrot1 AND 
c,.,eouw., 

IMIUC T. MAGH 
DcuoclU"nC'DIMnvSr111t Oft'CTDlt 

Today, the WaU Street Jomna/reported that a potential budget shortfall of$1.2 billion 
has resulted in a hiring freeze affecting the Bureaus of Customs and Border Protection 
(CBP) and Immigration and Customs Enforcement (ICE). A hiring freeze has also been 
instituted at the Bureau of Citizenship and Immigration Services (CIS). All of these entities 
perfottn front-line missions critical to securing our nation. 

Specifically, the WaU Street ]011rnal article stated that a $1.2 billion shortfall exists 
within the budgets of ICE and CBP, representing 12.3% of the total funding for both 
agencies. If this is the case, and. the hiring freeze must be maintained, our nation's security 
could be significantly impacted. 

It is important for the Select Committee to have a full understanding of any budget 
pressures facing the DHS. I request that you immediately provide the Select Committee 
with a detailed assessment of whether the $1.2 billion budget shortfall exists, the reasons for 
its existence, potential remediation efforts, and the impact of such efforts - as well as the 
current personnel hiring freeze -- on security measures at our nation's borders, sea ports and 
airways. The Select Committee stands ready to provide assistance to the DHS, but finds it 
inconsistent with the oversight responsibility of the Select Committee to learn of significant 
hiring freezes or budget shortfalls from a newspaper article. The point of cont.act on my 
staff on this issue is David Schanzer, 202-226-2616. 

cc: The Honorable Chcistopher Cox 
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From: 
Sent: Friday, April 16, 2004 2:32 PM 

To: 

Subject: reassign 3182 

Please reassign LA 3182( BTS 4746) to Management. See below email. 

Why aren't these going to UIS for Mgmnt CFO given that it is ICE/CBP and CIS and they are the WG lead1 

4/20/2004 
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OFFICE OF LEGISLATIVE AFFAIRS 
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D!RECTORA TFJBUREAU 

_ ___,BCIS 

·'f. BTS (ICE/TSA/CBP) c.c.-: 
__ MANAGEMENT 

__ COAST GUARD 

-~FEMA 

-~IAIP 

__ ODP 

_ _ S&T 

__ OLA·-----·-

__ OTHER_~-~----

This Congressional correspondence h:as been forwarded to your office for a response. 
Please draft a response (setup for Pamela J. Turner's signature) and forward it Via e-mail 
to Congressioncorrespondence@dhs.gov. Also, provide a POC from your office on the 
lines below. If you have any questions~ please contact the Office of Legislative Affairs at 
(202) 205-4412. 

IF THIS CONGRESSIONAL CORRESPONDENCE HAS BEEN 
MISROUTED, PLEASE NOTIFY THE OFFICE OF LEGISLATIVE 
AFFAIRS IMMEDIATELY. 

_________ (Name) _________ (Telephone) 
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The Honorable Tom Ridge 
Secretary 

September 14, 2004 

U.S. Department of Homeland Security 
Washington, DC 20528 

Dear Secretary Ridge: 

According to recent media reports, the Transportation Security Administration (TSA) has begun 
to require new security measures for direct flights from Moscow to the United States. We are 
particularly interested in one of the new TSA security mandates for these flights: inspection of 
all air cargo onboard for the presence of explosives and other dangerous materials. 

As you know, the recent turmoil in Russia, including the two downed flights on August 24, the 
horrific hostage situation in Beslan, and the terrorist bombing of a Russian subway station on 
August 31, indicate a need for heightened efforts to thwart terrorist attacks in that country. 
Because of the potential that terrorism in Russia could impact the United States and its citizens, 
we fully support TSA's efforts to tighten security on inbound flights from Russia. 

We read with great interest that TSA now reportedly requires full cargo inspections on these 
flights, and we would like more information on how this screening is being conducted. As you 
know, the lack of full screening of cargo on passenger aircraft arriving at and departing from 
U.S. airports remains one of the most, if not the most, glaring security vulnerabilities in air travel 
today. We have included a series of questions below on TSA's cargo screening policies and 
procedures for these flights, and appreciate the Department's prompt response to these questions. 

Additionally, according to press accounts, TSA has mandated enhanced screening of passengers 
and their baggage for explosives on these flights. We are interested in how this screening is to 
take place, given the continuing inability to routinely screen passengers on U.S. flights for such 
concealed explosives. 

Please respond to the following questions: 

1. Given TSA's efforts to prioritize resources, on what basis were the Russian flights 
designated as having a greater need for full cargo screening than any other arriving 
international or domestic flight? Are there any other instances in which TSA is currently 
conducting full screening of all the cargo onboard? If not, why does TSA consider other 
routes less of a risk, from a security standpoint, and therefore not in need of 100% cargo 
screening? Has TSA considered implementing 100°A) cargo screening on other routes or 
particular flights? If yes, which ones? 
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2. Who is responsible for screening the cargo on the Delta and Aeroflot Russian Airline 
flights? Does TSA have: any personnel at the airport to oversee the cargo screening 
operations? If not, why not? 

3. Considering the argument put forth by TSA and the Directorate for Border and 
Transportation Security that technology does not exist to screen 100% of air cargo loaded 
on passenger planes, which method(s) are being used to screen cargo on these flights? 
What specific technology, if any, is being used to screen the cargo on the Delta and 
Aeroflot Russian Airline: flights? 

4. According to a response by former Assistant Administrator McHale at a Homeland 
Security Committee hearing on May 12, 2004, "We do not screen every single piece of 
cargo that could be screened today by technology." That is, even absent the argument 
that technology does not exist, there is still cargo on passenger planes that could be, but is 
not, physically screened. Why? 

5. Earlier this year, TSA announced it would require air carriers to conduct random physical 
inspections of cargo carried on passenger planes which, in turn, would be randomly 
verified by TSA. Since the beginning of this policy, how many inspections have the air 
carriers conducted? Please provide a list, by carrier, that indicates the date of each of 
these inspections. How many verifications of these inspections has TSA conducted? 
Please provide a list which includes the date of each verification and the carrier involved. 

6. Since TSA began conducting verifications, how many instances have there been in which 
carriers have failed the verification? What are the consequences for carriers who fail the 
verification, if any? How many TSA personnel are responsible for conducting the 
verifications? 

We appreciate your responses to these questions regarding passenger and cargo screening, and 
stand ready to support effective policies that you may propose to improve the security of our 
aviation industry. Please provide responses within 15 business days, or no later than October 16, 
2004. 

C'lJ, ...... _,~A . Q. ~ 
Edward J. MJley ''- ( 

cc: 
Admiral David Stone 
Administrator 
Transportation Security Administration 
601 South 12th Street 
Arlington, VA 22202-4220 

Sincerely, 



The Honorable Edward J. Markey 
U.S. House of Representatives 
Washington, DC 20515 

Dear Representative Markey:. 

MAR 0 4 

Assistant Secretary for Legislative Affairs 

U.S. Department of Homeland Security 
Washington, DC 20528 

i Homeland 
Security 

On behalf of Secretary Chertoff, thank you for your letter, regarding new security 
measures for direct flights from Moscow to the United States. The following information 
is provided in response to your questions. 

In the best interests of foreign relations, special protection is afforded to information 
received during foreign airport assessments and air carrier inspections, and this information 
is classified in accordance with Executive Order 12958 regarding National Security 
Information. This response does not include certain relevant information that is Sensitive 
Security Information. Should more specific information be required, the TransPQrtation 
Security Administration (TSA) is prepared to provide you with a private briefing. 

1. Question: Given TSA's efforts to prioritize resources, on what basis were the Russian 
flights designated as having a greater need for full cargo screening than any other arriving 
international or domestic flight? Are there any other instances in which TSA is currently 
conducting full screening of all the cargo onboard? If not, why does TSA consider other 
routes less of a risk, from a security standpoint, and therefore not in need of 100 percent 
cargo screening? Has TSA considered implementing 100 percent cargo screening on other 
routes or particular flights? If yes, which ones? 

Response: The downing of two Russian commercial flights, coupled with other terrorist 
attacks on Russian targets, prompted the need for additional security measures to be placed 
on flights originating from Russia and arriving in the United States. TSA has directed, in 
the past, similar enhancements to aviation security on other routes to/from the United 
States, most notably during the 2003 Holiday Season when the Homeland Security Threat 
Advisory Level was raised to Orange. 

2. Question: Who is responsible for screening the cargo on the Delta and Aeroflot 
Russian Airline flights? Does TSA have any personnel at the airport to oversee the cargo 
screening operations? If not, why not? 

Response: Both Aeroflot and Delta Airlines screen cargo in accordance with TSA air 
carrier security program requirements, security directives, and the Russian National Civil 
Aviation Security Program. 'fbis is accomplished in conjunction with the Russian State 
Civil Aviation Service to ensure that cargo intended for carriage on passenger flights has 



been subjected to appropriate security controls as outlined in the International Civil 
Aviation Organization (ICAO) Annex 17 Standards and Recommended Practices. 

In accordance with the Aviation and Transportation Security Act, TSA Aviation Security 
Inspectors, specially trained in international operations, routinely perform foreign airport 
assessments, air carrier inspections, and special security deployments, e.g., Secretarial 
actions, special events, and specific threats to aviation on a worldwide basis. 

Immediately following the attacks on Russian civil aviation, TSA deployed personnel to 
Russia to analyze threat information and identify vulnerabilities associated with the threat 
so that adequate risk mitigation measures could be developed. These personnel remain 
available for re-deployment should the need arise and maintain an ongoing dialogue with 
colleagues from the Russian State Civil Aviation Service. 

3. Question: Considering the argument put forth by TSA and the Directorate for Border 
and Transportation Security that technology does not exist to screen 100 percent of air 
cargo loaded on passenger planes, which methods(s) are being used to screen cargo on 
these flights? What specific technology, if any, is being used to screen the cargo on the 
Delta and Aeroflot Russian Airline flights? 

Response: The Russian State Civil Aviation Service uses a combination of technological 
and physical security countermeasures, to include X-ray screening, physical searches, and 
other appropriate security controls. 
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4. Question: According to a response by former Assistant Administrator McHale at a 
Homeland Security Committee hearing on May 12, 2004, "We do not screen every single 
piece of cargo that could be screened today by technology." That is, even absent the 
argument that technology does not exist; there is still cargo on passenger planes that could 
be, but is not, physically screened. Why? 

Response: Given the enormity of the task regarding cargo screening and security, the 
foundation ofTSA's approach is to work in close partnership with aviation industry 
stakeholders, Congress, and other federal agencies both within and outside of the 
Department of Homeland Security. TSA continues to strive to develop and implement a 
layered solution that improves security by eliminating dangerous single points of failure 
while preserving the high value air cargo supply chain. A critical component of achieving 
this goal is the development and deployment of the Air Cargo Freight Assessment System 
(FAS), which TSA is currently developing in coordination with CBP. The FAS will build 
on existing risk assessment tools within the Department, including those in the Automated 
Commercial Environment, to effectively target high-risk air cargo. Air carriers will then 
be required to inspect 100% of shipments identified as high risk by the FAS. Through this 
combination of prescreening and inspection, DHS expects to achieve security gains that 
equal or exceed those possible through an inspection regime based on an arbitrary 
percentage rate, without impeding commerce. These layers of protection in cargo security 
will become even stronger as the Air Cargo Strategic Plan, the recently published notice of 
proposed rulemaking, and other initiatives are pursued. 
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5. Question: Earlier this year, TSA announced it would require air carriers to conduct 
random physical inspections of cargo carried on passenger planes which, in turn, would be 
randomly verified by TSA. Since the beginning of this policy, how many inspections have 
the air carriers conducted? Please provide a list, by carrier, that indicates the date of each 
of these inspections. How many verifications of these inspections has TSA conducted? 
Please provide a list that includes the date of each verification and the carrier involved. 

Response: Air carriers do not: report cargo screening data to TSA; therefore, TSA does not 
have records which indicate the number of times air carriers have screened cargo, nor the 
locations and dates of that screening. TSA Aviation Security Inspectors do perform 
compliance inspections in order to verify the air carriers are properly screening air cargo. 
According to the TSA inspection database, as of January 24, 2005, TSA has conducted at 
least 11,091 such compliance inspections related to air cargo screening at various domestic 
airports. 

6. Question: Since TSA began conducting verifications, how many instances have there 
been in which carriers have failed the verifications? What are the consequences for 
carriers who fail the verifications, if any? How many TSA personnel are responsible for 
conducting the verifications? 

Response: Since the initiation of the cargo screening policy, TSA has documented an 
extremely low number of compliance deficiencies related to cargo screening, estimated to 
be less than 1 or 2%. Consequences for failing to comply with TSA cargo screening 
requirements include counseling, administrative action, or civil penalty action. TSA 
currently has 100 Aviation Security Inspectors who are dedicated to ensuring compliance 
with air cargo security measures. These inspectors are augmented by 729 other Aviation 
Security Inspectors who are responsible for verifying overall air carrier compliance with 
aviation security requirements!, including air cargo requirements. 

I appreciate your interest in the Department of Homeland Security, and I look forward to 
working with you on future homeland security issues. If I may be of further assistance, 
please contact the Office oftegislative Affairs at (202) 205-4412. 

Sincerely, 

Assistant Secretary for Legislative Affairs 
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G.tnngress nf tlf e Bniteb iltates 
11Ba.s}Jingtnn, llC!t 20515 

The Honorable Tom Ridge 
Secretary 

September 14, 2004 

U.S. Department of Homeland Secwity 
Washington, DC 20528 

Dear Secretary Ridge: 

According to recent media reports, the Transportation Security Administration (TSA) has begun 
to require new security measures for direct flights from Moscow to the United States. We are 
particularly interested in one of the new TSA security mandates for these flights: inspection of 
all air cargo onboard for the presence of explosives and other dangerous materials. 

As you know, the recent turmoil in Russia, including the two downed flights on August 24, the 
horrific hostage situation in Beslan, and the terrorist bombing of a Russian subway station on 
August 31, indicate a need for heightened efforts to thwart terrorist attacks in that country. 
Because of the potential that terrorism in Russia could impact the United States and its citizens, 
we fully support TSA's efforts to tighten security on inbound flights from Russia. 

We read with great interest that TSA now reportedly requires full cargo inspections on these 
flights, and we would like more information on how this screening is being conducted. As you 
know, the lack of full screening of cargo on passenger aircraft arriving at and departing from 
U.S. airports remains one of the most, if not the most, glaring secwity vulnerabilities in air travel 
today. We have included a series of questions below on TSA's cargo screening policies and 
procedures for these flights, and appreciate the Department's prompt response to these questions. 

Additionally, according to press accounts, TSA has mandated enhanced screening of passengers 
and their baggage for explosives on these flights. We are interested in how this screening is to 
take place, given the continuing inability to routinely screen passengers on U.S. flights for such 
concealed explosives. 

Please respond to the following questions: 

1. Given TSA's efforts to prioritize resources, on what basis were the Russian flights 
designated as having a greater need for full cargo screening than any other arriving 
international or domestic flight? Are there any other instances in which TSA is currently 
conducting full screening of all the cargo onboard? ff not, why does TSA consider other 
routes less of a risk, from a security standpoint, and therefore not in need of 100% cargo 
screening? Has TSA considered implementing 100% cargo screening on other routes or 
particular flights? If yes, which ones? 
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2. Who is responsible for screening the cargo on the Delta and Aeroflot Russian Airline 
flights? Does TSA have any personnel at the airport to oversee the cargo screening 
operations? If not, why not? 

3. Considering the argument put forth by TSA and the Directorate for Border and 
Transportation Security that technology does not exist to screen 1 OOOAi of air cargo loaded 
on passenger planes, which method(s) are being used to screen cargo on these flights? 
What specific technology, if any, is being used to screen the cargo on the Delta and 
Aeroflot Russian Airline flights? 

4. According to a response by former Assistant Administrator McHale at a Homeland 
Security Committee hearing on May 12, 2004, "We do not screen every single piece of 
cargo that could be screened today by technology." That is, even absent the argument 
that technology does not exist, there is still cargo on passenger planes that could be, but is 
not, physically screened. Why? 

5. Earlier this year, TSA announced it would require air carriers to conduct random physical 
inspections of cargo carried on passenger planes which, in tum, would be randomly 
verified by TSA. Since the beginning of this policy, how many inspections have the air 
carriers conducted? Please provide a list, by carrier, that indicates the date of each of 
these inspections. How many verifications of these inspections has TSA conducted? 
Please provide a list which includes the date of each verification and the carrier involved. 

6. Since TSA began conducting verifications, how many instances have there been in which 
carriers have failed the verification? What are the consequences for carriers who fail the 
verification, if any? How many TSA personnel are responsible for conducting the 
verifications? 

We appreciate your responses to these questions regarding passenger and cargo screening, and 
stand ready to support effective policies that you may propose to improve the security of our 
aviation industry. Please provide responses within 15 business days, or no later than October 16, 
2004. 

Ol .............. ~.4~ 
Edward J. MJley "'- ( 

cc: 
Admiral David Stone 
Administrator 
Transportation Security Administration 
601 South 12th Street 
Arlington, VA 22202-4220 

Sincerely, 



. ' .. 

DEPARTMENT OF HOMELAND SECURI1Y 

OFFICE OF LEGISLATIVE AFFAIRS 
CONGRESSIONAL ROUTING SLIP 

TRACKINONO. 'f"tz_j/z2875 
I 

DUE DA TB: I 0 / '1/o '/ 
' DlRECTORATFJBUREAU 

_ _.BCIS 

"(. BTS (ICE/l'SA/CBP) C.C..~ 

_JAANAGBMENT 

__ COAST GUARD 

·~ 

__ IAIP 

_ _ ODP 

_S&T 

__ OLA~------

This Congressional coaespondence has been forwarded to your office for a response. 
Please draft a·response (setup for Pamela J. Turner's signature) and forward it Via e-mail 
to Cone:regioncorrcsponclence@dhS.iov. Also, provide a POC from your office on the 
lines below. If you have any questions~ please contact the Office of Legislative Affairs at 
(202) 205-4412. 

IF nns CONGRESSIONAL CORRESPONDENCE HAS BEEN 
MISROUI'ED, PLEASE NOT:tFY TIIE OFFICE OF LEGISLATIVE 
AFFAIRS IMMEDIATELY. 

---------'-(Name) ________ (felepbone) 



DEPARTMENT OF H011ELAND SECURITY 

OFFICE OF LEGISLATIVE AFFAIRS 
CONGRESSIONAL ROUTING SLIP 

DIRECTORATFJBUREAU 

-~BCIS 

'f- BTS (ICEITSA/CBP) u;: 

___MANAGEMENT 

__ COAST GUARD 

__ FEMA 

__IAIP 

__ ODP 

__ .S&T 

__ OLA...__ ____ _ _ 

__ OTHER,__ ___ _ _ 

This Congressional correspondence has been forwarded to your office for a response. 
Please draft a response (setup for Pamela J. Turner's signature) and forward it via e-mail 
to Congressiona1corresoondence@dhs.gov. Also, provide a POC from your office on the 
lines below. If you have any questions, please contact the Office of Legislative Affairs at 
(202) 205-4412. 

IF THIS CONGRESSIONAL CORRESPONDENCE HAS BEEN 
MISROUTED, PLEASE NOTIFY THE OFFICE OF LEGISLATIVE 
AFFAIRS IMMEDIATELY. 

_ _______ (Name) ___,. ___ ____ (Telephone) 



€ongress of tbt ltntttb ~tates 
Rlalbington, K 205t5 

The Honorable Tom Ridge 
Secretary 

October 26, 2004 

Department of Homeland Security 
Washington, DC 20528 

Dear Secretary Ridge: 

We are writing to urge you to immediately require all cargo being placed 
on passenger airplanes to be screened for explosives in light of the recent 
revelation that more than 300 tons of high explosives are missing in Iraq. We are 
particularly concerned about cargo packages weighing less than 16 ounces, 
since published reports have suggested that less than 16 ounces of the type of 
explosives missing destroyed Pan Am Flight 103 over Lockerbie, Scotland. and 
since packages weighing less than 16 ounces are currently not subjected to any 
screening requirements whatsoever. 

On October 10, 2004 Iraq's Ministry of Science and Technology officially 
reported that 377 tons of the explosives HMX, ROX and PETN from the site Al 
Qaqaa are gone and likely in the hands of terrorists 1, despite IAEA warnings to 
the U.S. that the sites containing these materials needed to be secured. The 
explosives can be used to detonate nuclear bombs, but HMX and ROX are also 
the key components used in plastic explosives, which have been widely used in 
car bombings in Iraq to kill U.S. and Iraqi forces.2 

Unfortunately, this is not the only situation where a well-known risk to our 
security from such explosives has been left unaddressed despite repeated 
warnings. The same explosives that disappeared from the unguarded facility in 
Iraq could end up in the cargo hold of a passenger plane in the United States 
because, as you know, with respect to the threat from packages weighing less 
than 16 ounces, our passenger planes are essentially unguarded. 

This is a well-known threat. Plastic explosives weighing less than 16 
ounces brought down Pan Am Flight 103 over Lockerbie, Scotland when 
terrorists planted them in unscreened baggage. We have long been concerned 
that packages weighing less than 16 ounces are not even subject to the 
inadequate known shipper program, which your Department has insisted can be 
securely applied to larger cargo packages in lieu of actual screening. While we 
continue to believe that all cargo should be screened for explosives, the fact that 
less than 1 pound of the more than 300 tons of sophisticated explosives that are 
missing could destroy an aircraft is particularly alarming. 

1 "Huge cache of explosives vanished from site in Iraq," The New York Times, October 25, 2004. 
2 "Tons oflraqi explosives missing," BBC News, October 25, 2004, 
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After the tragic terrorist attack in Beslan, the Transportation Security 
Administration (TSA} began screening cargo placed on some passenger flights 
entering the U.S. from Moscow. We believe the theft of these explosives in Iraq 
should be treated with an even greater sense of urgency and responded to 
accordingly by immediately commencing the screening of all cargo being placed 
on passenger airlines. Failure to do so would subject millions of Americans to 
unnecessary risk. 

Thank you very much for your attention to this important matter. Please 
provide your response no later than Friday October 29, 2004, and please ensure 
that your response includes a complete description of the steps you are taking or 
have already taken to close this gaping security loophole. If you have any 
questions or concerns, please have your staff contact Michal Freedhoff in Rep. 
Markey's office at 202-225-2836 or David Grannis of the Homeland Security 
Democratic staff at 202-226-2616. 

Eu~~ 
Edward J. MarkeyQ 

Sincerely, 



The Honorable Edward J. Markey 
U.S. House of Representatives 
Washington, DC 20515 

Dear Congressman Markey: 

NOV 10 2004 

Thank you for your letter to Secretary Ridge of October 26, 2004, cosigned by 
Congressman Jim Turner, expressing concern about the reported disappearance of 
explosives in Iraq, and requesting the Transportation Security Administration (TSA) 
to screen 100 percent of all cargo transported on passenger aircraft. 

The availability of explosives throughout the world continues to be a concern for the 
Department of Homeland Security (DHS) and TSA. Every day TSA's Transportation 
Security Intelligence Service tracks and reports on existing threats and intelligence 
received from our intelligence community. This intelligence is used to make threat
based, risk mitigation decisions. 

At this time, there is no increase in the risk posed by terrorists in using explosives in 
attacks against transportation, specifically aviation, assets. 

As you know, TSA has been working diligently to enhance the screening of air cargo and 
to strengthen security across the entire supply chain. TSA's Air Cargo Strategic Plan is 
the cornerstone of the Department's approach to ensuring that 100 percent of cargo 
deemed to be of elevated risk is inspected, and to ensure that the entire air cargo supply 
chain is secure. To accomplish this goal, TSA has developed an automated known 
shipper database to verify shipper information and is developing a freight assessment 
system that will use analytical tools to compare shipper information with relevant threat 
data. The Air Cargo Strategic Plan will be supported by a notice of proposed rulemaking 
and accompanying security program revisions in the coming months. 

In the interim, TSA continues to evaluate the applicability of current explosive detection 
technology in the air cargo environment by expanding the number of pilot programs 
being tested. TSA also continues to operationally test explosives detection canines under 
all conditions and deploy hundreds of inspectors focused on air cargo compliance. Over 
the past several months, these inspectors have begun targeted "cargo strikes" (the 
deployment of numerous cargo inspectors to conduct compliance inspections) at major 
U.S. cargo facilities. 

Working closely with Congress, TSA will soon implement a provision in the FY 2005 
DHS Appropriations Act (P.L. 108-334) that triples the percentage of cargo inspected by 
the air carriers on passenger aircraft and will expand its aggressive research and 



development program by $75 million to provide effective and efficient methods of 
detecting and mitigating air cargo threats (including hardened containers). 

TSA's air cargo security mission is to provide the most effective security regime possible 
while responsibly stewarding resources and without unduly impeding the flow of 
commerce. TSA will continue to work closely with air cargo stakeholders, Congress, and 
other Federal agencies to strike this critical balance. 

I appreciate your interest in the Department of Homeland Security, and look forward to 
working with you on future homeland security issues. An identical letter has been sent to 
Congressman Turner. If we may be of assistance, please contact the Office of Legislative 
Affairs at (202) 205-4412. 

Sincerely, 

Pamela J. Turner 
Assistant Secretary for Legislative Affairs 



The Honorable Jim Turner 
U.S. House of Representatives 
Washington, DC 20515 

Dear Congressman Turner: 

Thank you for your letter to Secretary Ridge of October 26, 2004, cosigned by 
Congressman Edward J. Markey, expressing concern about the reported disappearance of 
explosives in Iraq, and requesting the Transportation Security Administration (TSA) 
to screen 100 percent of all cargo transported on passenger aircraft. 

The availability of explosives throughout the world continues to be a concern for the 
Department of Homeland Security (DHS) and TSA. Every day TSA's Transportation 
Security Intelligence Service tracks and reports on existing threats and intelligence 
received from our intelligence community. This intelligence is used to make threat
based, risk mitigation decisions. 

At this time, there is no increase in the risk posed by terrorists in using explosives in 
attacks against transportation, specifically aviation, assets. 

As you know, TSA has been working diligently to enhance the screening of air cargo and 
to strengthen security across the entire supply chain. TSA's Air Cargo Strategic Plan is 
the cornerstone of the Department's approach to ensuring that 100 percent of cargo 
deemed to be of elevated risk is inspected, and to ensure that the entire air cargo supply 
chain is secure. To accomplish this goal, TSA has developed an automated known 
shipper database to verify shipper information and is developing a freight assessment 
system that will use analytical tools to compare shipper information with relevant threat 
data. The Air Cargo Strategic Plan will be supported by a notice of proposed rulemaking 
and accompanying security program revisions in the coming months. 

In the interim, TSA continues to evaluate the applicability of current explosive detection 
technology in the air cargo environment by expanding the number of pilot programs 
being tested. TSA also continues to operationally test explosives detection canines under 
all conditions and deploy hundreds of inspectors focused on air cargo compliance. Over 
the past several months, these inspectors have begun targeted "cargo strikes" (the 
deployment of numerous cargo inspectors to conduct compliance inspections) at major 
U.S. cargo facilities. 

Working closely with Congress, TSA will soon implement a provision in the FY 2005 
DHS Appropriations Act (P.L. 108-334) that triples the percentage of cargo inspected by 
the air carriers on passenger aircraft and will expand its aggressive research and 



development program by $75 million to provide effective and efficient methods of 
detecting and mitigating air cargo threats (including hardened containers). 

TSA's air cargo security mission is to provide the most effective security regime possible 
while responsibly stewarding resources and without unduly impeding the flow of 
commerce. TSA will continue to work closely with air cargo stakeholders, Congress, and 
other Federal agencies to strike this critical balance. 

I appreciate your interest in the Department of Homeland Security, and look forward to 
working with you on future homeland security issues. An identical letter has been sent to 
Congressman Markey. If we may be of assistance, please contact the Office of 
Legislative Affairs at (202) 205-4412. 

Sincerely, 

Pamela J. Turner 
Assistant Secretary for Legislative Affairs 
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Bynum, Marsha 

From: 

Sent: Friday, December 03, 2004 2:00 PM 

To: Bynum, Marsha 

Subject: FW: Please track 

-----Ori~ 
From:__.... 
Sent: Friday, December 03, 2004 1:49 PM 
To: Higgins, Patricia 
SUbjed: Please track 

Department of Homeland Security 
Scie Directorate 
Pho 

• ~ • • ••• • l 

Fax: 

12/3/2004 

Page 1of1 
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·-,,,,,.,........,.. .......... -_..._ 
°"""~---- Mr. Mel Bernstein, Director 

University Programs 
Office of Research and Development 
Science and Technology Directorate 
U.S. Department of Homeland Security 
Washington. DC 20528 

Dear Mr. Bernstein: 

I am writing in support of a grant appl:ication submitted by Texas A&M 
International University in Laredo, Texas to the Homeland Security Center for 
Behavioral and Social Aspects of Terrorism and Counter-Terrorism. 

Texas A&M Intemational's application includes two critical projects that would 
help improve the ability of first responders to respond more quiclcly to terrorist attacks or 
natw'al disasters occurring along the U.S.-Mexico border. The first project involves 
developing a Geographic Information System (GIS) infonnation database to map the 
location of informal rmal settlements, called colonias, along the U.S.-Mexico border. 
This GIS database would provide first responders - and any other state or federal agencies 
responding to a disaster • with information about the location and critical infrastructure 
for each colonia. The second project would provide training in conjunction with the City 
of Laredo's local fire department to enhance neighborhood response capabilities in the 
event of a local disaster or tenorist attack. 

Texas A&M International University already has an outstanding reputation in 
South Texas due to its advanced graduate programs and extensive ties to the community 
and local, state, and federal agencies. Because many of these agencies are concerned 
with Homeland Security, they have made their personnel and assets available for the 
University's Border Security Center to fulfill its mission and bolster their own 
performance. These two projects would expand on the assets available to the Univeraity 
to continue strengthening homeland security preparedness in the border region. That is 
why I support Texas A&M lnternational's grant request for $218,638 to implement the 
GIS database project and the community training project. 
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Thank you in advance for your consideration of their application. If you have any 
questions, please do not hesitate to contact me or y staff. 

2 
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DEC 2 2 2004 

The Honorable Jim Turner 
U.S. House of Representatives 
Washington, DC 20515 

Dear Representative Turner: 

Assistant Secretary for Legislative Affairs 

U.S. Department of Homeland Security 
Washington, DC 20528 

Hom.eland 
Security 

Thank you for your letter of November 18, 2004, regarding the Department of Homeland 
Security Centers of Excellence competition on Behavioral and Social Aspects of 
Terrorism and Counter-Terrorism in support of Texas A&M International University in 
Laredo, Texas, one of the partners in the proposal submitted by Michigan State 
University. 

Selection of the Centers of Excellence is a highly competitive process and since the 
competition on this center is currently underway, this letter serves as an interim response. 

The Department's Science and Technology Directorate uses a three-tiered meritorious 
review process to ensure the selection of the most qualified university. Following the 
announcement and closing of a Broad Agency Announcement, the directorate convenes a 
team of expert external evaluators to review all the proposals focusing on scientific merit, 
management, and educational outreach strategies. The most meritorious proposals are 
then reviewed internally by the directorate and its interagency partners for scientific merit 
and mission-relevancy of the specific program of work proposed. Through a site review, 
the directorate confirms the strengths and weaknesses found in the external and internal 
reviews leading to an award recommendation and ultimate selection. This review process 
ensures that Texas A&M and all other universities receive a fair assessment and that DHS 
and the nation receive the best talent and desired results. 

Please be assured that upon completion of the selection process, you will receive a final 
reply announcing which university will house the new center. 

I appreciate your interest in the Department of Homeland Security, and I look 
forward to working with you on future homeland security issues. If I may be of 
further assistance, please contact the Office of Legislative Affairs at (202) 205-4412. 

Sincerely, 

Pamela J. Turner 
Assistant Secretary for Legislative Affairs 
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Deir Mr. Bemaldn: 
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nalUnl disulra occuniDa Ilona tbe U.S.·Mexico bolder. ·The fine project involves 
dnelopiaa a Oeoplphic lnbmation s,._ (OIS) infomadon dllabuo to map the 
lOCllion of inftmnal raNl .ulemeatl, called coloaiu. alq the U.S.-Mexico border. 
This GIS dllabae would provide flnt lllPOJJden ·mid ID)' otba" llllte or feden1 ..,..oles 
respcmiffn1 to a dimter • with information about tbe location ad oridcal UdtuCracture 
for elCb ooloaia. The leCXmd po.feet would provJde trainlaa in ooqjunction with the City 
of Laredo's local fire clllpmtmmt to enhance nelabbodlood relpOlll8 capabilities in the 
ewnt of a local diluter or tmorlst attlck. 

Texas M:M lntaldonal Uniwnlty aJreldy hu an ovtstanftina reputation in 
South Texas due to its ld\'lnced pwluate plOlf8IDI and e:mmive ties to the community 
and loCll, mae, _.s federal lpDCies. Because many of 1IMSl8 aaeneies are coac:emod 
with HomoJmd Security, the)' have IDldo their pename1 ancl aaeu availabJo for the 
Uniwnity's Border Socurity Center to faliill itl miaion ad bolscer their own 
perform•nce. Tbae two projecls 'WOUid cxpmd on tbe .... availab1o to tbe UDMnity 
to oontinue ......,... bmneJnd IOCUrity prepaaednm in the bordm' reafon. 1bat is 
wby I suppon Texas AA:M Jmrnational'1 ll'IDt leq1mt for $211,638 to implement the 
GIS databue project ad die comm\laity trlinina project. 
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ThlDk you in ldvlncc for your consideration of their lpplication. If you have any 
questlom, ple11e do not belitate to CODfllCt me or std'. 
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Bynum, Marsta. 

From: 
Sent: Friday, December 03, 2004 2:00 PM 

To: Bynum, Marsha 

Subject: FW: Please track 

Department of Homeland Security 
~~Directorate 

F;;-

12/3/2004 

' 
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Bynum, Marsha 

From: 

Sent: Friday, December 03, 2004 2:00 PM 

To: Bynum, Marsha 

Subject: FW: Please track 

-----Ori~ 
From:~ 
Sent: Friday, December 03, 2004 1:49 PM 
To: Higgins, Patricia 
SUbjed: Please track 

Department of Homeland Security 
Science & Technology Directorate 
Pho~ 
Fax:~ 

12/3/2004 

Page 1of1 
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Che Jlunmb £tg!Jtlf Gangre.u 
11.&. Jloust of mtprmntatfuu 

&.d.ut Olommittu on Jlnmilanh hturttg 
••fttugtmt. BClt i?DS 15 

/~8921 
llJOOZ/003 

---~ne • .,..0Mft9it .. ---November 18, 2004 .. , ....... 
~ftf~, .... ~ 

·-,,,,,.,........,.. .......... -_..._ 
°"""~---- Mr. Mel Bernstein, Director 

University Programs 
Office of Research and Development 
Science and Technology Directorate 
U.S. Department of Homeland Security 
Washington. DC 20528 

Dear Mr. Bernstein: 

I am writing in support of a grant appl:ication submitted by Texas A&M 
International University in Laredo, Texas to the Homeland Security Center for 
Behavioral and Social Aspects of Terrorism and Counter-Terrorism. 

Texas A&M Intemational's application includes two critical projects that would 
help improve the ability of first responders to respond more quiclcly to terrorist attacks or 
natw'al disasters occurring along the U.S.-Mexico border. The first project involves 
developing a Geographic Information System (GIS) infonnation database to map the 
location of informal rmal settlements, called colonias, along the U.S.-Mexico border. 
This GIS database would provide first responders - and any other state or federal agencies 
responding to a disaster • with information about the location and critical infrastructure 
for each colonia. The second project would provide training in conjunction with the City 
of Laredo's local fire department to enhance neighborhood response capabilities in the 
event of a local disaster or tenorist attack. 

Texas A&M International University already has an outstanding reputation in 
South Texas due to its advanced graduate programs and extensive ties to the community 
and local, state, and federal agencies. Because many of these agencies are concerned 
with Homeland Security, they have made their personnel and assets available for the 
University's Border Security Center to fulfill its mission and bolster their own 
performance. These two projects would expand on the assets available to the Univeraity 
to continue strengthening homeland security preparedness in the border region. That is 
why I support Texas A&M lnternational's grant request for $218,638 to implement the 
GIS database project and the community training project. 
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Thank you in advance for your consideration of their application. If you have any 
questions, please do not hesitate to contact me or y staff. 
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