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Summary: Department of Homeland Security Biometrics Survey

A summary of DHS’ biometrics programs and initiatives follows; detailed survey -
responses, Privacy Impact Assessments, and relevant policies and procedures are

provided as Attachments.

Does your agency currently collect, or plan to collect in the future, biometrics from
the general public for any of its programs and initiatives?

DHS collects biometrics from the ‘general public’ for the purposes of conducting
background checks, freezing identity, searching watch lists, reducing fraud, and
improving border and transportation and maritime security.

Please identify the programlinitiaiive and the purpose for using biometrics.

1. In support of Border and Transportation Security (BTS) initiatives, the following
programs collect biometrics for identity verification against previously enrolled
biometric information, searching terrorist watch lists, and/or conducting background
checks to identify criminals or pgewously deported persons.

e U.S. Visitor and Immigrant Status Indicator Technology (US-VISIT) uses
biometrics to verify the identity of aliens applying for entry to the United States
against previously enrolled biometric data.

e Customs and Border Protection (CBP) collects biometrics for expedited
inspections at the southern and northern land borders through: the NEXUS
Highway, a northern land border partnership with Canada under the Shared
Border Accord, captures two index fingerprints for identity verification; the Free
and Secure Trade Program . (FAST) collects biometrics to use in background
checks for a driver identification RFID card; and, Secure Electronic Network for
Travelers Rapid Inspection (SENTRI) captures biometrics to conduct background
checks on applicants for its dedicated commuter lane program. CBP also plans
to collect and verify biometrics for expedited processing of pedestrians.
Additionally, the Immigration and Naturalization Service Passenger Accelerated
Service System (INSPASS) collects biometrics to validate the claimed identity of
pre-enrolled travelers.

o The Transportation Security Administration (TSA) plans to collect biometrics for
two programs. In May 2004, the Transportation Worker Identity Credential
(TWIC) system will collect biometrics for transportation workers who require
access to secure areas of the nation’s transportation system. The Registered
Traveler (RT) and_Armed Law Enforcement Officer (LEO) pilot, scheduled for
June 2004, will use biometrics for background screening of frequent fliers and to
identify Federal law enforcement officers.

2. The U.S. Bureau of Citizenship and Immigration Service (USCIS) collects biometrics
from persons applying for a variety of citizenship and immigration benefits. Biometrics
are used to conduct criminal background checks and to produce documents issued by
USCIS, such as Permanent Resident Cards (PRCs).
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3. The U.S. Coast Guard (USCG) collects biometrics for the Department of Justice
Criminal History Check for all License and Merchant Marine Document (MMD)
applications and renewals.

What is the type of biometrics tééhnology used?

All of the programs except INSPASS use fingerprint matching. INSPASS uses hand
geometry biometric image technology. The US-VISIT, SENTRI, NEXUS, FAST, USCIS,
and TWIC programs also collect facial photographs. The photographs taken at document
issuance for the BTS programs are used as a secondary identity verification tool at the
port of entry. In the future, visa waiver travelers holding chip-enabled passports will have
their identity verified using facial recognition. TSA plans to also use iris recognition in
addition to fingerprint matching for the TWIC and RT/Armed LEO pilot programs. USCIS
incorporates photographs and a fingerprint into cards and travel documents. The USCG
currently uses the FD258 Standard Finger Print Card to capture biometrics.

How much did it cost your agency to implement the use of biometrics for the
program/initiative and what is the FY04 projected cost for using the technology?

Implementation costs for the US-VISIT and USCIS programs total $260M. The FY04
budget for these programs is $148M. The FAST program costs are currently estimated
at $417,922 with any additional costs dependent upon the number of driver cards issued.
The estimated FY04 cost for INSPASS is $1.7 million. The SENTRI pedestrian test and
TWIC system have incurred no expenditures to date; the FY04 budget to implement the
RT and Armed LEO pilot is $5M. The USCG FD258 Standard Finger Print Card costs
$18 per card with an estimated $620,000 budgeted for fingerprint card processing
(estimate does not include civil service or contractor salary).

Is the use of biometrics for this program or initiative mandated by statue or rule?
If so, please explain how, or provide the statutory or regulatory citation.

Use of biometrics for US-VISIT is mandated by the Enhanced Border Security Act; for
TWIC, the mandates are contained in the Maritime Transportation Security Act and the
Aviation and Transportation Security Act; the use of biometrics for USCIS is based on
multiple statutory and regulatory mandates, including Title 8 of the U.S. Code, 8 CFR,
and Public Law 105-277. The Coast Guard initiatives result from 46CFR10.201(h) (1-6)
Criminal Record Review for all Licenses, 46CFR12.02-4(c) (1-6) Criminal Record Review
for Certification (MMD), and Commandant Instruction M16000.8B Marine Safety Manual;
Volume Ill Marine Industrial Personnel; Chapter 8 Record Management for U.S.
Merchant Mariners; A. Records Management; 10-Preparation of Fingerprint Records.

How is the biometrics information gathered, collected, and stored?

For US-VISIT, a photograph and fingerprints are captured from a visa applicant at a
consular post and stored in a Department of State (DOS) database. Fingerprints are
forwarded to the US-VISIT database for searching; the prints and relevant biographic
information are also stored in the US-VISIT database. At the port of entry, the inspector
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retrieves the photograph from the DOS system and compares it to the traveler: the
traveler’s fingerprint is collected via a fingerprint scanner and verified against the print
taken at visa application. .

Biometric information is collected during the enroliment process for FAST, NEXUS,
INSPASS and SENTRI, at their respective enroliment centers. The FAST digital
photographs are stored electronically ; fingerprints are forwarded to the FBI and are not
stored in DHS systems. The fingerprints collected for the NEXUS program are stored in
the Automated Biometric Identification System (IDENT). Biometric data for INSPASS is
stored in the Treasury Enforcement Communications System (TECS).

TSA collects biometric information during the TWIC enrollment process; the biometric
images are stored in a segmented database and on a smartcard. For the RT pilot,
biometrics will be gathered during enrollment, and stored on a smartcard or other token

as well as in a database.

USCIS collects biometrics from applicants for immigration benefits at Application Support
Centers. Fingerprint images are retained on tapes and not readily accessible; transaction
and biographic data is stored in a fingerprint tracking system. Biometrics used to

construct documents and travel cards are stored in USCIS’ view-only Image Storage and

Retrieval System (ISRS).

The Coast Guard fingerprints (and duplicate) are co-IIected at 17 Regional Exam Centers
(REC); sent to the National Maritime Center (NMC) and forwarded to the Federal Bureau
of Investigation (FBI). Duplicate Fingerprint Cards are kept on file at NMC in a Iocked

cabinet and destroyed after two years.

Is the information accessible by other agencies or other entities (including
contractors, vendors, and state and local governments)?

Contractor access to US-VISIT inférmation is limited to that necessary for system
maintenance and development; US-VISIT has agreements with the FBI for the exchange
of information on terrorists and cther persons of interest. Information may be supplied to

law enforcement agencies in response to specific inquiries.

For FAST the photos and fingerprints are sent to the Canadian Border Service Agency
(CBSA) and the Royal Canadian Mounted Police (RCMP). NEXUS information could be
accessed by anyone who has access to the IDENT system; the Department of
Justice/FBI has access to IDENT. The SENTRI Pedestrian information will be accessible
to contractors responsible for system installation. INSPASS information is accessible by

the contractor.

Information coliected for the TWIC ‘program is not accessible to other agencies, but will
be submitted to other agencies for background investigations. Information gathered for
the RT and Armed LEO pilots will be accessible by agencies in response to queries
regarding risks to transportation or hational security; air piracy or terrorism; or aviation
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safety. RT information will also be accessible to the General Services Administration and
the National Archives and Records Administration for records management inspections.

USCIS biometric data is accessiblé to the FBI for background checks; to US-VISIT for
identity verification; and to contractors who support USCIS benefits systems.

USCG information is available if requested, but no requests have been received to date.

Please describe the security measures used to protect the biometric information
that is gathered, including any limitations on accessing the information.

Access to US-VISIT information is on a password control basis and each transaction is
logged. SENTRI pedestrian data is protected in accordance with DHS security policy.

For FAST information will be compliant to security measures as outlined by current OIT
policy. Information in NEXUS is secured via the IDENT system. INSPASS hand
geometry templates are stored in a rep03|tory for all users of the system and protected by

~ the Privacy Act.

Security measures for the TWIC program include recording transactions, automatic
deletion of data from workstations, and encryption of all data in transmission and storage.
Fingerprint images are stored in segmented databases to dissociate the image from the
personal information; biometrics stored on smartcards are encrypted. Access to personal
data in the TWIC system will be grénted only to appropriate authorities; access privileges
will be secured using biometrics. Biometrics information for the RT pilot will be secured
in accordance with TSA and DHS security and access policies; system access will follow

the least privilege principle.

Access to the USCIS ISRS system is controlled by passwords; transactions are logged.
For the USCG DOJ criminal reports are mailed to the local REC. Fingerprint cards and
criminal reports at NMC are kept in a locked cabinet until mailed or destroyed.

Did your agency conduct any privacy assessments for this use of biometrics?

See Attachments 1B, US-VISIT Privacy Impact Assessment (PIA), and 7A, USCIS PIA,
A PIA was not conducted for FAST, INSPASS or the SENTRI Pedestrian test (NEXUS
“unknown”). A draft PIA has been developed for TWIC, and a PIA is in process for the
RT Pilot program. No privacy impact assessment was done for the USCG. Merchant
Marine Fingerprints have been taken by the Coast Guard since 1936, prior to the Privacy

Act of 1974

At what rate have false-positives been returned during the use of biometrics in this

program? ]

For US-VISIT, fingerprints captured at visa application are searched against databases of
inadmissible. persons; if a potential match is found, it is checked by a biometrics
professional before making a final determination. At the port of entry, the traveler’s
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Attachment 1 .
DHS Biometrics Survey: US-VISIT

The DHS collects biometrics from the general public in the course of inspection at a port
of entry as part of the US-VISIT Program. The following responses pertain to that

program.

Please identify the program/initiative and the purpose for using biometrics

Biometric samples are used to verify the identity of aliens applying for entry to the United
States. The biometric collected at the port of entry is compared to that collected by the
Department of State at the time that the visa is issued. The biometrics captured at the
port are also compared to a watch list of persons wanted by law enforcement agencies or

previously deported from the U.S.:.
What is the type of biometrics technology used?

Fingerprints form the basis of identity verification processes in US-VISIT. A photograph
is also captured as a secondary identity verification tool for aliens holding visas. Visa
waiver travelers holding chip-enabled passports will have their identity verified against the
ICAO-compliant information contained on the chip, which supports facial recognition.

How much did it cost your agency to implement the use of biometrics for he
program/initiative and what is the FY04 projected cost for using the technology?

The FY04 budget supporting biometrics is approximately $58M; amount required for
maintenance of the US-VISIT program that was implemented with FY03 funds ($140M).

Is the use of biometrics for this program or initiative mandated by statute or rule?
If YES, reference the statutory or regulatory citation. :

The Enhanced Border Security Act mandated the use of biometrics in the inspection
process. See Attachment 1A. '

How is the biometrics information gathered, collected, and stored?

The visa applicant provides a photograph and has fingerprints taken at a consular post.
The Department of State (DOS) stores that data in their database system. The
fingerprints are electronically forwarded to the US-VISIT fingerprint database (IDENT) for
a check to determine if there is known adverse information associated with that person.
The fingerprints are stored in IDENT with relevant biographical information at that time.
The DOS then makes a determination as to grant a visa based upon this and other
available information. If the visa is granted, at the time that the traveler applies for
admission at a port of entry, the photograph from the DOS database is available to the
inspector and the fingerprint is verified against that taken at the time of visa application.



Is the information accessible by other agencies or other entities (including
contractors, vendors, and state and local governments)?

" The US-VISIT Program has instituted strict controls over access to the information in its
databases. Support contractors have access to the database information only to support
system maintenance and development. For specific inquiries, records may be made
available to state and local law enforcement agencies. The FBIl and US-VISIT have
established data exchange mechanisms to ensure that relevant information on terrorists’
and other persons of interest to the U.S. is accurately reflected in their databases.

Please describe the security meésures used to protect the biometric information
that is gathered, including any limitations on accessing the information.

Access to the IDENT system is on a password-control basis only. Each transaction is
logged and auditable.

Did your agency conduct any privacy assessments for this use of biometrics? If
so, please attach copies of any relevant assessments.

See the attached US-VISIT Privacy Impact Assessment (Attachment 1B)

At what rate have false-positives been returned during the use of biometrics in this
program?

Fingerprints are captured at the time of visa application and compared to a database in
order to determine if there is any existing adverse information associated with that
individual. Professionals examine the fingerprints of potential record matches before any

final determination is made. \

At the time of application for entry to the US at a port of entry, the fingerprints are
compared on a one-to-one basis to establish that the traveler is the person who was
granted the visa. False positives (i.e. a traveler's fingerprint matching that of the visa
applicant's) are almost impossible, especially given the added security aspects of the
inspection process, including document examination and interview.

What is the process in place to ensure that there is not repeated false-positives in
the system?

As mentioned above, this does not apply to US-VISIT due to the way it has been
established.



Attachment 1A
Pertinent Sections of the Enhanced Border Security Act

SEC. <<NOTE: Deadlines. 8 USC 1732.>> 303. MACHINE-READABLE, TAMPER-
RESISTANT ENTRY AND EXIT DOCUMENTS.

(a) Report.--

(1) In general.--Not later than i1'80 days after the date of
enactment of this Act, the Attorriey General, the Secretary of
State, and the National Institute of Standards and Technology
(NIST), acting jointly, shall submit to the appropriate
committees of Congress a comprehensive report assessing the
actions that will be necessary, ahfd the considerations to be
taken into account, to achieve fuIIS/, not la_ter than October 26,
2004-- .

(A) implementation of the requirements of
subsections (b) and (c); and

(B) deployment of the equipment and software to
allow biometric comparison and authentication of the
documents described in subsections (b) and (c).

(2) Estimates.--In addition to the assessment required by
paragraph (1), the report required by that paragraph shall
include an estimate of the costs to be incurred, and the
personnel, man-hours, and otheresupport required, by the
Department of Justice, the Department of State, and NIST to
achieve the objectives of subparagraphs (A) and (B) of paragraph

(1).

(b) Requirements.-- X
(1) In general.—-Not later than October 26, 2004, the
Attorney General and the Secretary of State shall issue to
aliens only machine-readable, tamper-resistant visas and other
travel and entry documents that use
biometric <<NOTE: Standards.>> identifiers. The Attorney General



and the Secretary of State shall jointly establish document
authentication standards and biometric identifiers standards to
be employed on such visas and other travel and entry documents
from among those biometric idenfiﬁers recognized by domestic
and international standards organizations.

(2) Readers and scanners at ports of entry.-

(A) In general.--Not later than October 26, 2004,
the Attorney General, in consultation with the Secretary
of State, shall install at all ports of entry of the
United States equipment and software to allow biometric
comparison and authenticatipn of all United States visas
and other travel and entry documents issued to aliens,
and passports issued pursuant to subsection (c)(1).

(B) Use of readers and scanners.--The Attorney
General, in consultation with the Secretary of Stafe, '
shall utilize biometric data readers and scanners that--

(i) domestic and interhational standards
organizations determine to be highly accurate when
used to verify identity;

(ii) can read the biometric identifiers
utilized under subsections (b)(1) and (c)(1); and
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(iii) can au’thenticate the document presented
to verify identity. ,

(3) Use of technology standard.--The systems employed to
implement paragraphs (1) and (2) shall utilize the technology
standard established pursuant to. section 403(c) of the USA
PATRIOT Act, as amended by se@:tion 201(c)(5) and 202(a)(4)(B).

(c) Technology Standard for Visa Waiver Participants.--
(1) Certification requirement.--Not later than October 26,




2004, the government of each country that is designated to
participate in the visa waiver prdg‘ram established under section
217 of the Immigration and Nationality Act shall certify, as a
condition for designation or contirruation of that designation,
that it has a program to issue to |ts nationals machine-readable
passports that are tamper—resistqpt and incorporate biometric
and document authentication identifiers that comply with
applicable biometric and document identifying standards
established by the International Civil Aviation Organization.
This paragraph shall not be construed to rescind the requirement
of section 217(a)(3) of the Immigration and Nationality Act.

(2) Use of technology standard.--On and after October 26,
2004 any alien applying for adm|SS|on under the visa waiver
program under section 217 of the lmmrgratlon and Natlonallty Act
shall present a passport that n;erats the requirements of
paragrabh' (i) unless the alien's passport was issued prior to

that date.

(d) Authorization of Appropriations.--There are authorized to be
appropriated such sums as may be necessary to carry out this section,
including reimbursement to international and domestic standards

organizations.

g o |
SEC. 307. DESIGNATION OF PROGRAM COUNTRIES U’NYVDER THE VISA WAIVER
PROGRAM. '

(a) Reporting Passport Théfts.--Sect:ion 217 of the Immigration and
Nationality Act (8 U.S.C. 1187) is amended-- |
(1) by adding at the end of subsection (c)(2) the following
new subparagraph:
(D) Reporting passport thefts.--The government of
the country certifies that it reports to the United



States Government on a timely basis the theft of blank
passports issued by that cou:ntry."; and
(2) in subsection (c)(5)(A)(i), by striking *"5 years" and
inserting "2 years"; and
(3) by adding at the end of subsectlon (f) the following new
paragraph:

*(5) Failure to report passport thefts.—-If the Attorney
General and the Secretary of Stéte jointly determine that the
program country is not reporting the theft of blank passports,

‘;a's '.r’equired by subsection (c)(2)(l§), the Attorney General shall
. terminate the designation of the country as a program

country.".

(b) Check <<NOTE: 8 USC 1736.>> of Lookout Databases.--Prior to the
adm|SS|on of an alien under the visa waiver program established under
section 217 of the Immigration and Nationality Act (8U.S.C. 1187) the
Immlgratlon and Naturalization Service shall determlne that the
applicant for admission does not appear in any of the appropriate
Iookoht databases available to immigration inspectors at the time the

alien seeks admission to the United States.

SEC. 308. <<NOTE: 8 USC 1737.>> TRACKING SYSTEM FOR STOLEN PASSPORTS.

(a) Entering Stolen Passport Identlflcatlon Numbers in the
lnteroperable Data System.--

(N In <<NOTE Deadline.>> general.--Beginning with
lmplementatlon under section 202 of the law enforcement and
intelligence data system, not later:than 72 hours after
receiving notification of the loss or theft of a United States
or foreign passport, the Attorney General and the Secretary of
State, as appropriate, shall enter.into such system the
corresponding identification number for the lost or stolen

passport.



(2) Entry of information on previously lost or stolen
passports.--To the extent practicable, the Attorney General, in
consultation with the Secretary of State, shall enter into such
system the corresponding identification numbers for the United
States and foreign passports lost or stolen prior to the

implementation of such system.

(b) Transition Period.--Until such time as the law enforcement and
intelligence data system described in section 202 is fully implemented,
the Attorney General shall enter the data described in subsection (a) -
~+into an existing data system being used to determine the admissibility

*or deportability of aliens.



SEC. 603. <<NOTE: 8 USC 1772.>> INTERNATIONAL COOPERATION.

(a) International Electronic Data System.--The Secretary of State
and the Commissioner of Immigration:and Naturalization, in consultation
with the Assistant to the President for Homeland Security, shéll jointly
conduct a study of the alternative approaches (including the costs of,
and pfocedures necessary for, each alternative approach) for encouraging
or requiring Canada, Mexico, and couﬁtries treated as visa waiver
prog?am countries under section 217 of the Immigration and Nationality
Act to develop an intergovernmental network of interoperable electronic
data systems that— v
(1) facilitates real-time access to that country's law
enforcement and intelligence information that is needed by the
Department of State and the Immigration and Naturalization
. Service to screen visa applicants and applicants for admission
into the United States to identify aliens who are inadmissible
or deportable under the Immigration and Nationality Act (8
"U.S.C. 1101 et seq.);
(2) is interoperable with the elebtronic data system
‘implemented under section 202; and
(3) performs in accordance witI) implementation of the

technology standard referred to in section 202(a).

(b) Report.--Not <<NOTE: Deadline.>> later than 1 year after the
date of enactment of this Act, the Secretary of'State and the Attorney
General shall submit to the appropriate committees of Congress a report
setting forth the findings of the study cénducted under subsection (a).

[[Page 116 STAT. 565]]
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US-VISIT Program, Increment 1
Privacy ;Impact Assessment

1. Introduction

Congress has directed the Executive Branch to establish an integrated entry and exit data
system to accomplish the following goals':

1. Record the entry into and exit oﬁt of the United States of covered individuals;
2. Verify the identity of covered individuals; and
3. Confirm compliance by visitors with the terms of their admission into the United States.

The Department of Homeland Security (DHS) proposes to comply with this
congressional mandate by establishing the United States Visitor and Immigration Status
Indicator Technology (US-VISIT) program. The first phase of US-VISIT, referred to as
Increment 1, will capture entry and exit information about non-immigrant visitors whose
records are not subject to the Privacy Act. Rather than establishing a new information system,
DHS will integrate and enhance the capabilities of existing systems to capture this data. In an
effort to make the program transparent, as well as to address any privacy concerns that may
arise as a result of the program, DHS's Chief Privacy Officer has directed that this PIA be
performed in accordance with the guidance issued by OMB on September 26, 2003. As US-
VISIT is further developed and deployed, this PIA will be updated to reflect future increments.

2. System Overview

e What information is to be collected

Individuals subject to the data collection requirements and processes of Increment 1 of the
US-VISIT program (“covered individuals”) are nonimmigrant visa holders traveling through air
and sea ports. The DHS regulations and related Federal Register notice for US-VISIT

Increment 1 will fully detail coverage of the program.

The information to be collected from these individuals includes complete name, date of
birth, gender, country of citizenship, passport number and country of issuance, country of
residence, travel document type (e.g., visa), number, date and country of issuance, complete
U.S. address, arrival and departure information, and for the first time, a photograph, and
fingerprints. US-VISIT will capture and store this information from existing systems that
already record it or are being modified to allow for its collection.

! Congress enacted several statutory provisions concerning an entry exit program, including provisions in: The
Immigration and Naturalization Service Data Management Improvement Act of 2000 (DMIA) Public Law
106-215; The Visa Waiver Permanent Program Act of 2000 (VWPPA); Public Law 106-396; The U.S.A.
PATRIOT Act, Public Law 107-56; and The Enhanced Border Security and Visa Entry Reform Act (“Border

Security Act”), Public Law 107-173.




e Why the information is being collected

In numerous statutes, Congress has.indicated that an entry exit program must be put in place
to verify the identity of covered individuals who enter or leave the United States. In keeping
with this expression of congressional intent and in furtherance of the mission of the Department
of Homeland Security, the purposes of US-VISIT are to identify individuals who may pose a
threat to the security of the United States, who may have violated the terms of their admission
to the United States, or who may be wanted for the commission of a crime in the U.S. or
elsewhere, while at the same time facilitating legitimate travel.

e What opportunities individuals will have to decline to provide information
or to consent to particular uses of the information and how individuals
grant consent ‘

The admission into the United States of an individual subject to US-VISIT requirements
will be contingent upon submission of the information required by US-VISIT, including
‘biometric identifiers. A covered individual who declines to provide biometrics is inadmissible
to the United States, unless a discretionary waiver is granted under section 212(d)(3) of the
Immigration and Nationality Act. Such an individual may withdraw his or her application for
admission, or be subject to removal proceedings. US-VISIT has its own privacy officer,
however, to ensure that.the privacy of all visitors is respected and to respond to individual
concerns which may be raised about the collection of the required information. Further, the
DHS Chief Privacy Officer will exercise comprehensive oversight of all phases of the program
to ensure that privacy concemns are respected throughout implementation. The DHS Chief
Privacy Officer will also serve as the review authority for all individual complaints and

concerns about the program.
3. Increment 1 System Architecture

US-VISIT Increment 1 will accomplish its goals primarily through the integration and
modification of the capabilities of three existing systems:

1. The Arrival and Debarture Infdi’mation System (ADIS)

2. The Passenger Processing Component of the Treasury Enforcement Communications
System (TECS)?

3. Automated Biometric Identification System (IDENT)

US-VISIT Increment 1 will also involve modification and extension of client software on
Port of Entry (POE) workstations and the development of departure kiosks.

The changes to these systems include:

2 As indicated in the US-VISIT Increment 1 Functional Requirements Document (FRD), the Passenger Processing
Comiponent of TECS consists of two systems, where “system” is used in the sense of the E-Government Act, title -
44, Chapter 35, section 3502 of US Code; i.e., “a discrete set of information resources organized for the collection,
processing, maintenance, use, sharing, dissemination, or disposition of information.” The two systems, and the
process relevant to US-VISIT Increment 1 that they support, are (1) Interagency Border Inspection System (IBIS),
supporting the lookout process and providing interfaces with the Interpol and National Crime Information Center
(NCIC) databases; and (2) Advance Passenger Information System (APIS), supporting the entry process by
receiving airline passenger manifest information.



. Modifications of TECS to give immigration inspectors the ability to display non-
immigrant-visa (NIV) data.

. Modifications to the ADIS database to accommodate additional data fields, to interface
with other systems, and to generate various types of reports based on the stored data.

. Modifications to the IDENT database to capture biometrics at the primary port of entry
(POE) and to facilitate identity verification.

. Establishment of interfaces to facilitate the transfer of biometric information from
IDENT to ADIS and from ADIS to TECS.

. Establishment of other interfaces to facilitate transfer -of changes in the status of
individuals from two other data bases—the Student and Exchange Visitor Information
System (SEVIS) and the Computer Linked Appllcatlon Information Management
System (CLAIMS 3) to ADIS.



Figure 1 presents data flows in the context of the high-level system architecture.

Source: US-VISIT Increment 1 Functional Requirements Document
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e Intended use of the information

DHS intends to use the information collected and maintained by US-VISIT Increment 1 to
carry out its national security, law enforcement, immigration control, and other functions.
Through the enhancement and integration of existing database systems, DHS will be able to
ensure the entry of legitimate visitors, identify, investigate, apprehend and/or remove aliens
unlawfully entering or present in the United States beyond the lawful limitations of their visit,
and prevent the entry of inadmissible aliens. US-VISIT thus will enable DHS to protect U.S.
borders and national security by maintaining improved immigration control. US-VISIT will also
help prevent aliens from obtaining benefits to which they are not entitled.

4. Maintenance and Administrative Controls on Access to the Data

e With whom the information will be shared

The personal information collected and maintained by US-VISIT Increment 1 will be
accessed principally by employees of DHS components—Customs and Border Protection,
Immigration and Customs Enforcement, Citizenship and Immigration Services, and the
Transportation Security Administration—and by consular officers of the Department of State.
Additionally, the information may be shared with other law enforcement agencies at the federal,
state, local, foreign, or tribal level, who, in accordance with their responsibilities, are lawfully
engaged in collecting law enforcement intelligence information (whether civil or criminal)
and/or investigating, prosecuting, enforcing, or implementing civil and/or criminal laws, related
rules, regulations, or orders. The system of records notices for the existing systems on which
US-VISIT draws provide notice as to the conditions of disclosure and routine uses for the
information collected by US-VISIT, provided that any disclosure is compatible with the
purpose for which the information was collected.

US-VISIT transactions will have a unique identifier to differentiate them from other IDENT
transactions. This will allow for improved oversight and audit capabilities to ensure that the
data are being handled consistent with all applicable federal laws and regulations regarding

privacy and data integrity.
e How the information will be secured

The US-VISIT program will secure information and the systems on which that information
resides, by complying with the requirements of the DHS IT Security Program Handbook. This
handbook establishes a comprehensive program, consistent with federal law and policy, to
provide complete information security, including directives on roles and responsibilities,
management policies, operational policies, and application rules, which will be applied to
component systems, communications between component systems, and at interfaces between
component systems and external systems.

One aspect of the DHS comprehensive program to provide information security involves the
establishment of rules of behavior for each major application, including US-VISIT. These rules
of behavior require users to be adequately trained regarding the security of their systems. These
rules also require a periodic assessment of technical, administrative and managerial controls to
enhance data integrity and accountability. System users must sign statements acknowledging
that they have been trained and understand the security aspects of their systems. In addition, the



rules of behavior already in effect for each of the component systems on which US-VISIT
draws will be applied to the program, adding an additional layer of security protection.

The table below provides detail on the various measures employed to address potential
security threats to US-VISIT Increment 1.

Security Threats and Mitigation Methods Detailed

Nature of Threat Architectural - Safeguard Mechanism
Placement
Intentional physical | ADIS Physical protection The ADIS database and application is
threats from H maintained at a Department of Justice Data
unauthorized \ Center. Physical controls of that facility

external entities

(e.g., guards, locks) apply and prevent entrée

by unauthorized entities.

Intentional physical | Passenger Physical protection The Passenger Processing Component of

threats from Processing TECS is maintained on a mainframe by

unauthorized Component of CBP. Physical controls of the TECS facility

‘external entities TECS (e.g., guards, locks) apply and prevent entrée
by unauthorized entities.

Intentional physical | IDENT Physical protection IDENT is maintained on an IBM cluster.

threats from ' Physical controls of the facility (e.g., guards,

external entities locks) apply and prevent entrée by
unauthorized entities.

Intentional physical | POE Physical protection Physical controls will be specific to each

threats from Workstation POE.

external entities

User identifier and password, managed by
the Password Issuance Control System

(PICS).

Technical protection:
Identification and
authentication (I&A)

Intentional and System-wide
unintentional
electronic threats
from authorized
(internal and

external) entities

5. Information Life Cycle and Privacy Impacts

The following analysis is structured according to the information life cycle. For each life-
cycle stage—collection, use and disclosure, processing, and retention and destruction—key
issues are assessed, privacy risks identified, and mitigation measures discussed. Risks are
related to fair information principles—notice/awareness, choice/consent, access/participation,
integrity/security, and enforcement/redress—that form the basis of many statutes and codes.

e Collection

US-VISIT Increment 1 collects only the personal information necessary for its purposes.
While Increment 1 does not constitute a new system of records, it does expand the types of data
held in its component systems to include biometric identifiers. By definition this creates a
general privacy risk. This risk is mitigated, however, by establishment of a privacy policy
supported and enforced by a comprehensive privacy program. This program includes a separate
Privacy Officer for US-VISIT, mandatory privacy training for system operators, and
appropriate safeguards for data handling.




o Use and Disclosure

The IDENT and TECS systems collect data that are used for purposes other than US-VISIT.
As a result, data collected for US-VISIT through these systems may become available for
-another functionality embodied in these component systems. This presents a potential notice
risk: will the data be used for a purpose consistent with US-VISIT? This risk is mitigated in
several ways. First, US-VISIT isolates US-VISIT data from non US-VISIT data on component
systems, and users will be subject to specific privacy and security training for this data.
Second, the IDENT and TECS systems already have their own published SORNS, which
explain the uses to which the data they collect will be put, for US-VISIT as well as non-US-
VISIT purposes. This, too, mitigates the notice risk. Third, Memoranda of Understanding and
of Agreement are being negotiated with third parties (including other agencies) that will address
protection and use of US-VISIT data, again to mitigate this notice risk.

¢ Processing

Data exchange, which will take place over an encrypted network between US-VISIT
Increment 1 component systems and/or applications is limited, and confined only to those that
are functionally necessary. Although much of the personal information going into ADIS from
SEVIS and CLAIMS 3 is duplicative of data entering ADIS from TECS, this duplication is to
ensure that changes in status received from SEVIS or CLAIMS 3 are associated with the correct
individual, even in cases of data element mismatches (i.e., differing values for the same data
element received from different sources). This mitigates the data integrity risk. A failure to
match generates an exception report that prompts action to resolve the issue. This also mitigates
integrity risk by guarding against incorrect enforcement actions resulting from lost immigration
status changes. (The data flows from SEVIS and CLAIMS 3 principally support changes in

status.)

On the other hand, if a match is made, but there are some data element mismatches, no
report is generated identifying the relévant records and data elements (one or more of which
must have inaccurate or improper values) and no corrective action is taken. This is due to the
resources that would be required to investigate all such events. This integrity risk again creates
a possibility of incorrect enforcement actions if the match was made in error as a result of the
data element mismatches. However, this aspect of the integrity risk is mitigated by subjecting
all status changes that would result in enforcement actions to manual analysis and verification.
A quality assurance process will also be used to identify any problem trends in the matching

process.

e Retention and Destruction

The policies of individual component systems, as stated in their SORNs, govern the
retention of personal information collected by US-VISIT. Because the component systems were
created at different times for different purposes, there are inconsistencies across the SORNs
with respect to data retention policies. There is also some duplication in the types of data
collected by each system. These inconsistencies and duplication result in some heightened
degree of risk with respect to integrity/security of the data, and to access and redress principles,
because personal information could persist on one or more component systems beyond its
period of use or disappear from one or more component systems while still in use. These risks
are mitigated, however, by having a Privacy Officer for US-VISIT to handle specific issues that



may arise, by providing review of the Privacy Officer’s decision by the DHS Chief Privacy
Officer, and, to the extent permitted by existing law, regulations, and policy, by allowing
covered individuals access to their information and permitting them to challenge its
completeness. Additionally, as an overarching mechanism to ensure appropriate privacy
protections, US-VISIT operators will conduct periodic strategic reviews of the data to ensure
that what is collected is limited to that which is necessary for US-VISIT purposes,

US-VISIT Increment 1 will store fingerprint images, both in the IDENT database and
transiently on the some POE workstations and departure kiosks. These images are, of course,
sensitive, and their storage could present a security as well as a privacy risk. Because retention of
fingerprint images is functionally necessary so that manual comparison of fingerprints can be
performed to verify biometric watch list matches, appropriate mitigation strategies will be utilized,
including encryption on the departure kiosks and physical and logical access controls on the POE
workstations and on the IDENT system.

The chart below shows, in tabular form, the privacy risks associated with US-VISIT,

Increment One, and the mitigation efforts that will address these risks.

Privacy Threats and Mitigation Methods Detailed

Type of Threat

Description of Threat

Type of Measures to Counter/Mitigate
Threat

Unintentional threats
from insiders®

Unintentional threats include flaws in
privacy policy definition; mistakes in
information system design, development,
integration, configuration, and operation;
and errors made by custodians (i.e.,
personnel of organizations with custody
of the information). These threats can be
physical (e.g., leaving documents in plain
view) or electronic in nature. These
threats can result in insiders being
granted access to information for which
they are not authorized or not consistent
with their responsibilities.

These threats are addressed by (a)
developing a privacy policy consistent
with Fair Information Practices, laws,
regulations, and OMB guidance; (b)
defining appropriate functional and
interface requirements; developing,
integrating, and configuring the system
in accordance with those requirements
and best security practices; and testing
and validating the system against those
requirements; and (c) providing clear
operating instructions and training to
users and system administrators.

Intentional threat from
insiders

Threat actions can be characterized as
improper use of authorized capabilities
(e.g., browsing, removing information
from trash) and circumvention of
controls to take unauthorized actions
(e.g., removing data from a workstation
that has been not been shut off).

These threats are addressed by a
combination of technical safeguards
(e.g., access control, auditing, and
anomaly detection) and administrative
safeguards (e.g., procedures, training).

? Here, the term “insider” is intended to includé individuals acting under the authority of the system owner or
program manager. These include users, systent administrators, maintenance personnel, and others authorized for

physical access to system components.




Intentional and
unintentional threats
from authorized
external entities*

Intentional:
Threat actions can be characterized
as improper use of authorized
capabilities (e.g., misuse of
information provided by US-VISIT)
and circumvention of controls to
take unauthorized actions (e.g.,
unauthorized access to systems).

Unintentional:
Flaws in privacy policy definition;

" mistakes in information system

design, development, integration,
configuration, and operation; and
errors made by custodians

These threats are addressed by technical
safeguards (in particular, boundary
controls such as firewalls) and
administrative safeguards in the form of
routine use agreements which require
external entities (a) to conform with the
rules of behavior and (b) to provide
safeguards consistent with, or more
stringent than, those of the system or
program.

Intentional threats from
external unauthorized
entities

Threat actions can-be characterized by
mechanism: physical attack (e.g., theft of
equipment), electronic attack (e.g.,
hacking, interception of
communications), and personnel attack
(e.g., social engineering).

These threats are addressed by physical
safeguards, boundary controls at external
interfaces, technical safeguards (e.g.,
identification and authentication,
encrypted communications), and clear
operating instructions and training for
users and system administrators.

6. Summary and Conclusions

Legislation both before and after the events of September 11, 2001 led to the development
of the US-VISIT Program. The program is based on Congressional concerns with visa
overstays, the number of illegal foreign nationals in the country, and overall border security
issues. Requirements for the program, including the implementation of an integrated and
interoperable border and immigration management system, are embedded in various provisions
of The Immigration and Naturalization Service Data Management Improvement Act of 2000
(DMIA) Public Law 106-215; The Visa Waiver Permanent Program Act of 2000 (VWPPA);
Public Law 106-396; The U.S.A. PATRIOT Act, Public Law 107-56; and The Enhanced
Border Security and Visa Entry Reform Act (“Border Security Act”), Public Law 107-173. As a
result, many of the characteristics of US-VISIT were pre-determined. These characteristics

include:

e Use of a National Institute of Standards and Technology (NIST) biometric standard for
identifying foreign nationals;

e Use of biometric identifiers 1n travel and entry documents issued to foreign nationals,
including the ability to read such documents at U.S. ports of entry;

e Integration of arrival/departure data on forelgn nationals, including commercial carrier
passenger manifests; and

e Integration with other law enforcement and security systems.

* These include individuals and systems which are not under the authority of the system owner or program
manager, but are authorized to receive mformatlon from, provide information to, or interface electronically with

the system.







Appendix

US-VISIT Program
Privacy Policy

What is the purpose of the US-VISIT program?

The United States Visitor Immigrant Status Indicator Technology (US-VISIT) is a United
States Department of Homeland Security (DHS) program that enhances the country’s entry and
exit system. It enables the United States to record the entry into and exit out of the United
States of foreign nationals requiring a visa to travel to the U.S., creates a secure travel record,
and confirms their compliance with the terms of their admission.

The US-VISIT program’s goals are to:
. Enhance the security of American citizens, permanent residents, and visitors

a
b. Facilitate legitimate travel and trade

Ensure the integrity of the immigration system

o

d. Safeguard the personal privacy of visitors

The US-VISIT initiative involves collecting biographic and travel information and biometric
identifiers (fingerprints and a digital photograph) from covered individuals to assist border
officers in making admissibility decisions. The identity of covered individuals will be verified

upon their arrival and departure.

Who is affected by the program?

Individuals subject to the requirements and processes of the US-VISIT program (“covered
individuals™) are those who are not U.S. citizens at the time of entry or exit or are U.S. citizens
who have not identified themselves as such at the time of entry or exit. Non-U.S. citizens who
later become U.S. citizens will no longer be covered by US-VISIT, but the information about
them collected by US-VISIT while they were non-citizens will be retained, as will information
collected about citizens who did not identify themselves as such.

What information is collected?

The US-VISIT program collects biogfaphic, travel, travel document, and biometric information
(photographs and fingerprints) pertaining to covered individuals. No personally identifiable
information is collected other than that which is necessary and relevant for the purposes of the
US-VISIT program.

How is the information used?

The information that US-VISIT colleets is used to verify the identity of covered individuals
when entering or leaving the U.S. This enables U.S. authorities to more effectively identify

covered individuals that:
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e Are known to pose a threat or are suspected of posing a threat to the security of the
United States; :

¢ Have violated the terms of their admission to the United States; or
e Are wanted for commission of a criminal act in the United States or elsewhere.

Personal information collected by US-VISIT will be used only for the purposes for which it
was collected, unless other uses are specifically authorized or mandated by law.

Who will have access to the informaﬁion?

Personal information collected by US-VISIT will be principally accessed by Customs and
Border Protection, Immigration and' Customs Enforcement, Citizenship and Immigration
Services, and Transportation Security. Officers of the Department of Homeland Security and
Consular Officers of the Department of State. Others to whom this information may be made
available include appropriate federal, state, local, or foreign government agencies when needed
by these organizations to carry out their law enforcement responsibilities.

How will the information be protected?

Personal information will be kept secure and confidential and will not be discussed with, nor
disclosed to, any person within or outside the US-VISIT program other than as authorized by
law and in the performance of official duties. Careful safeguards, including appropriate
security controls, will ensure that the data is not used or accessed improperly. In addition, the
DHS Chief Privacy Officer will review pertinent aspects of the program to ensure that proper
safeguards are in place. Roles and responsibilities of DHS employees, system owners and
managers, and third parties who manage or access information in the US-VISIT program

include:
1. DHS Employees
As users of US-VISIT systems and recoerds, DHS employees shall:

e Access records containing personal information only when the information is needed to
carry out their official duties.

¢ Disclose personal information enly for legitimate business purposes and in accordance
with applicable laws, regulations, and US-VISIT policies and procedures.

2. US-VISIT System Owners/Managers

A

System Owners/Managers shall:

¢ Follow applicable laws, regulations, and US-VISIT program and DHS policies and
procedures in the development, implementation, and operation of information systems

under their control.

¢ Conduct a risk assessment to identify privacy risks and determine the appropriate
security controls to protect against the risk.

o Ensure that only personal information that is necessary and relevant for legally
mandated or authorized purposes is collected.

» Ensure that all business processes that contain personal information have an approved
Privacy Impact Assessment. Privacy Impact Assessments will meet appropriate OMB

12



and DHS guidance and will be updated as the system progresses through its
development stages.

e Ensure that all personal information is protected and disposed of in accordance with
applicable laws, regulations, and US-VISIT program and DHS policies and procedures.

e Use personal information collected only for the purposes for which it was collected,
unless other purposes are explicitly mandated or authorized by law.

e Establish and maintain apprdpriatc administrative, technical, and physical security
safeguards to protect personal information.
3. Third Parties
Third parties shall:

¢ Follow the same privacy protection guidance as DHS employees.

How long is information retained?

Personal information collected by US-VISIT will be retained and destroyed in accordance with
applicable legal and regulatory requirements. :

Who to contact for more information about the US-VISIT program

Individuals whose personal information is collected and used by the US-VISIT program may,
to the extent permitted by law, examine their information and request correction of
inaccuracies. Individuals who believe US-VISIT holds inaccurate information about them, or
who have questions or concerns relating to personal information and US-VISIT, should contact
the Privacy Officer, US-VISIT Program, Department of Homeland Security, Washington, DC
20528. Further information on the US-VISIT program is also available at www.dhs.gov/us-

visit.
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Attachment 1C

DHS US-VISIT Interim Standard Operating Procedures
for Biometric Enroliment



MAN-1-OFO:PO:CM

TO : Directors, Field Operations
Director, Preclearance

FROM  : Executive Director /s/ Robert Jacksta
S Border Security and Facilitation

SUBJECT: Interim Standard Operating Procedures for United States Visitor and
Immigrant Status (US-VISIT) biometric enroliment on January 5, 2004

" This memorandum establishes interim Customs and Border Protection (CBP) policy and
'f;operatlng procedures for the US-VISIT biometric enroliment of nonimmigrant arrivals at
air and seaports on January 5, 2004. The first phase of US-VISIT, Increment One,
requires nonimmigrant visa holders, making an application for admission, to submit
biometrics as a condition of entry during the primary inspection process. In addition,
Increment One is only applicable at designated air and seaports with primary terminal
inspection facilities.

While US-VISIT adds an additional biometric collection requiremenf to the existing
primary inspection process, it does not supersede any operatlng procedures currently in

place ’

A. Who is exempt from US-VISIT enroliment? -

CBP primary officers will collect fingerprints and photographs from aliens applying for
admission. with a nonimmigrant visa upon arrival at US-VISIT designated air and
“seaports. Citizens and Lawful Permanent Residents of the United States are not subject
to US-VISIT enroliment requirements and will not be enrolled in US-VISIT.

Appllcants for admlsswn that are exempt from documentary requirements pursuant to8
CFR 212.1 such as citizens of Canada and Bermuda are exempt from -

US-VISIT enroliment unless applymg for admission with a nonimmigrant visa.
‘Nonimmigrant Mexican visa holders (Border Crossing Cards included) will be enrolled in

US-VISIT if entering at designated air and seaports.
B AppI|cants for admission who are citizens from Visa Waiver Program (VWP) participant

countries are exempt from US-VISIT enroliment unless applying for admission with a
- nonlmmlgrant visa.

Apphcants for admission who are in possession of a valid nonimmigrant visa in the A-1,
A-2, C-3 (except for attendants, servants or personal employees of accredited officials),
G-1, G-2, G-3, G4, NATO-1, NATO-2, NATO-3, NATO-4, NATO-5 or

NATO 6 classifications are exempt from US-VISIT enroliment.



Applicants for admission who are under the age of 14 or over the age of 79 are exempt
from US-VISIT enroliment.

Applicants for admission who are subject to the Special Registration Requirements
(NSEERS) as specified in 8 C.F.R. 261.1(f)(8) are exempt from US-VISIT enroliment
during the primary inspection process. Applicants for admission with an approved waiver
for the NSEERS requirement are subject to US-VISIT enroliment.

CBP will make every reasonable effort to accommodate any person with disabilities.
Applicant requests for special accommodations to complete primary processing should
be referred to secondary. The biometric requirement may be waived at the discretion of
the CBP primary officer for applicants with physical limitations, which prevent the
collection of the biometrics. If an index fingerprint is amputated, unreadable or injured,
;then the thumb of the same hand will be utilized. If both are amputated, unreadable or
+injured then the middle finger is utilized. The ring and little finger are next in sequence if
-the middle finger is also missing. Applicants for admission expressing privacy concerns

are to be referred to secondary for processmg

'Applicants who are enrolled and utilize INSPASS will be exempt from US-VISIT
enroliment as a biometric is collected.

B What happens if an alien refuses to provide the required biometrics?

A nonimmigrant alien who refuses to provide biometric identifiers when seeking
admission to the United States may be deemed inadmissible under the Immigration and
Nationality Act (INA), section 212(a) (7) (failure to provide appropriate documents). The
nonimmigrant alien’s admission is conditioned on compliance with requirement to provide
biometric identifiers. A nonimmigrant alien who refuses to provide biometrics at primary
or does not understand the process should be sent to secondary for further questioning

and any additional processing.

C.  What are the new CBP primary procedures?

Nonimmigrant aliens subject to US-VISIT enroliment must still undergo a full primary
inspection, including all record checks. The CBP primary officer determines identity,
examines travel documents, interviews the applicant and completes the primary
inspéction of various categories of aliens and citizens, including the execution of various
forms. This policy does not alter existing guidance on Interagency Border Inspection
System/Advance Passenger Information System (IBIS/APIS) or other database queries.

The CBP primary officer is required to scan the entry documents to query against
IBIS/APIS. The US-VISIT enrollment process requires the CBP primary officer to capture
the biometrics, fingerprints and photograph, of the applicant for admission.

The CBP primary officer is required to scan documents, key information for non-machine-
‘readable documents and correct manifest data if required. IBIS/APIS will return the



results of the biographic query to the primary officer. Each officer will review the query
response and respond accordingly. IBIS/APIS will also identify whether a biometric (FIN
— Fingerprint Identification Number) has been recorded for the applicant for admission. A
new feature of the CBP primary screen will include a nonimmigrant visa image
(DataShare), which will be reviewed and compared against all documents provided by
the applicant. At this time, the applicant is to be enrolled in US-VISIT. The officer is to
toggle to the US-VISIT/IDENT system. The primary officer is required to provide clear
professional instructions to the applicant in order to obtain biometric identifiers for
comparison. The officer will take two fingerprints, a digital photograph and submit the
query to IDENT. The US-VISIT system defaults to collect the left fingerprint first. Each
individual officer is responsible for ensuring the correct finger is placed on the scanner.

_After the officer submits the transmijssion query to IDENT, the officer will toggle back to
IBIS, conduct the interview, await the IDENT query results and respond accordingly.
Another new feature of the CBP primary screen include biometric transmission displays
*of green and red identifiers to assist the officer. The color green indicates no hit found

i and the color red indicates a referral to secondary is required.

“To prevent IDENT biometric data capture errors while performing primary, officers are to

- ensure that each applicant for admission is processed individually and that each
inspection is completed before processing another applicant. This is especially
‘imperative in relation to the inspection of family groups. If an error in biometric data
captured is identified, the officer must locate the Form 1-94 for the applicant whose
biographic information was displayed on the IBIS screen when the incorrect biometric
was collected. At this time, biometric error corrections can only occur at the national
level. Copies of the Form [-94 are to be faxed to the US-VISIT Technical Team, ATTN:
Eve Hermes at primary fax number 202-298-5235 or fax number 202-298-5208. If the
Form I- 94 is nét available, the information required for corrective actions includes: date,

* location, name, flight number and date of birth.

If an applicant is admitted, the officer will complete IBIS/APIS confirmation, class of
admission screen and the corresponding period of the admission. At this time, all
applicants for admission at primary even if referred to secondary will be enrolled in US-
VISIT. If the applicant is referred to secondary the COA screen will not be completed.
Current US-VISIT backend technical procedures will ensure the necessary interfaces to
distinguish admitted and refused entries.

The primary officer must identify applicants who may not be admissible or whose
inspection will require additional time. The primary officer must communicate with the
secondary officer via IBIS, all known information including the basis of the referral.

. D. | What are the new CBP secondary procedures?

For any applicant referred to secondary due to a US-VISIT IDENT hit, the US-VISIT
IDENT Secondary Inspections Tool (SIT) web page (HTTPS://Apps.ICE.DHS.Gov/VISIT)
must be checked to verify the results of any mismatch or watch list biometric hits. This
tool will show if the hit has been cleared or verified as a hit. If verified as a hit, it will
provide a link to show the watch list or mismatch information. Established IDENT







. Attachment 2
DHS Biometrics Survey: SENTRI Pedestrian Test

Pleése identify the program/initiative and the purpose for using biometrics.

SENTRI‘ pedestrian test.
What is the type of biometrics te#hnology used?

Border Security and Facilitation will plan to test a new concept where facial and
fingerprint recognition will be tested in the primary inspection process at the San Ysidro

Port of Entry in early fall 2004.

How much did it cost your agency to implement the use of biometrics for the
program/initiative and what is the FY04 projected cost for using the technology?

This is only a test and there are no funds appropriated.

-Is the use of biometrics for this program or initiative mandated by statue or rule?
‘No. .
How is the biometrics information gathered collected, and stored?

The information and biometrics will be gathered and stored in the same manner as the
current SENTRI enrollment process used for facilitating entry to vehicle occupants.

Is th'e information accessible by other agencies or other entities (including
contractors, vendors, and state and local governments)?

-No, the information will be safeguarded in the same manner as the current SENTRI
program as described above. The information will be made accessible only to those who
are representatives of the contractor installing the application.

Please describe the security measures used to protect the biometric information »
that is gathered, including any limitations on accessing the information.

The information will be compliant to security measures as outlined by current OIT policy
as is to the existing SENTRI vehicle program.

Did your agency conduct any privacy assessments for this use of biometrics?

N

No.

At what rate have false-positives been returned during the use of biometrics in this -
program? '



None.

What is the process in place to ensure that there is not repeated false-positives in
the system?

None.



:  Attachment 3
DHS Biometrics Survey: TSA TWIC

Note: TWIC will commence Prototype Phase in May 04; therefore, information provided
herein represents the systems current conceptual capability only.

Please identify the program/initiative and the purpose for using biometrics

The Transportation Security Administration (TSA) is developing the Transportation
Worker Identification Credential (TWIC) System to improve security by developing an
integrated credential-based identity management system. The target audience includes
transportation workers requiring unescorted physical access to secure areas of the
‘nation’s transportation system, as well as logical (cyber) access to networks and
+systems. As envisioned, the requirements for this credential will include: verification of
 each. TWIC holder’s identity, completion of a successful background check, and linking
“each credential to its rightful holder through the use of biometric technology. The purpose
of collection is for identity verification (1:1) and to prevent alias enrollments (1:N).
Fingerprint scans and facial image capture will be used.

What is tl_)e type of biometrics teehnology used?

~For Prototype Phase, the primary device will collect 8 finger images for 1:N search. The
state of Florida will continue to collect 10-prints with existing CrossMatch livescan
devices to satisfy statutory requirements. TWIC Prototype Phase will evaluate biometric
readers for access control in and around transportation facilities, and for 1:1 identity
_ verification. TWIC will consist of a smartcard with embedded Integrated Circuit Chip or
ICC. Addltlonally, the Prototype Phase includes use and evaluation of iris as a reference

- biometric.

How much did it cost your agency to implement the use of biometrics for he
program/initiative and what is the FY04 projected cost for using the technology?

No expenditure to date. Projected costs will be available at conclusion of Prototype
Phase.

Is the use of biometrics for this program or initiative mandated by statute or rule?
If YES, reference the statutory or regulatory citation.

Yes, the Maritime Transportation Security Act (MTSA), 2002 (PL 107-295), § 101 and
70105, and the Aviation and Transportation Security Act (PL 107-71—NQOV. 19, 2001) §

106 and 109.
How it the biometrics information gathered, collected, and stored?

Fingerprint biometrics information is collected during enrollment process. The fingerprint
images are securely stored in a segmented database that prevents the association of an



image with demographlc/blographlc information. Additionally, templates are stored on the
ICC of the TWIC for identity verlflcatlon via 1:1 match and protected using public key

cryptography.

Is the information accessible by other agencies or other entities (including
contractors, vendors, and state and local governments)?

Not “accessible” but eventually background checks will require biometrics to be submitted
to appropriate agencies to conduct a background investigation.

Please describe the security measures used to protect the biometric information
that is gathered, including any limitations on accessing the information.

All processes and transactions are recorded to ensure privacy safeguards were properly
employed on all individual enroliments. Auto-delete functions are applied in data flow
process to assure appropriate removal of personal data from local workstations. All data
is encrypted in transmission, and at rest. Fingerprint images are stored in electronically
and physically segmented databases that effectively disassociate fingerprint images from
.personal demographic/biographic information. On-card reference biometric templates
are encrypted. Access privileges are biometrically secured. Only the highest-level
authorities will have access to personal data. The following standards will be followed:
e National Institute of Science and Technology (NIST)
American National Standards Institute (ANSI)
Federal Information Processing Standards 140, as applicable
Government Smart Card Interoperability Specification (GSC-IS)
International Organization for Standardization (e.g. 1SO 7810, 7816, 14443,
15693)
"Security Equipment Integrat|on Working Group (SEIWG 012)
e INCITS 383 Biometric Profile - Interoperability and Data Interchange-Biometrics-
Based Verification and Identification of Transportation Workers

It is the intention of the TWIC Program to follow the guidance of relevant government
standards bodies related to protecting privacy, including the Government Smart Card —
Interagency Advisory Board (GSC-IAB) and the Physical Access Interagency
Interoperability Working Group (PAIWG), and make use of all impending standards work

that may involve personal data security.

Did your agency conduct any privacy assessments for this use of biometrics? If
-so, please attach copies of any relevant assessments.

A TWIC Privacy Impact Assessment is currently in draft form and will be refined during
the course of Prototype, and after system architecture and design is completed.

At what rate have false-posltlves been returned during the use of biometrics in this
program?

To be evaluated during Prototype Phase. AntiCipate results end of CY04.



What is the process in place to ensure that there is not repeated false-positives in
the system?

If applicable, processes will be developed based on performance results of Prototype
Phase. :



Attachment 4
DHS Biometrics Survey: TSA RT and Armed LEO Pilot

The Department of Homeland Security will be collecting biometrics from voluntary
-participants as part of the Registered Traveler and Armed LEO Pilot Programs. The
Transportation Security Administration (TSA) plans to implement the RT Pilot at a limited
number of airports beginning in June 2004. These pilot programs will be coordinated
through TSA'’s Credentialing Program Office (CPO). The following responses pertain to
these pilot operations, as currently envisioned.

Please identify the programlihitiative and the purpose for using biometrics.

The RT and Armed LEO Pilots will use biometrics to enhance the security and efficiency

of passenger and LEO screening operations. Biometrics will be used as an identity

» management tool for identity verification for known travelers enrolied in the pilot program. .
The biometric samples collected will be run against terrorist watch lists and potentially
against criminal databases. In addition, biometrics will be used for identification of

federal law enforcement officers participating in the pilot.

Wh.at is the type of biometrics technology used?

‘;Baﬂsed Ubori gdld'éhce received from the Transportation Security Lab (TSL), the CPO has
“selected two biometrics that are potentially capable of meeting the RT / Armed LEO Pilot
requirements in the most timely and cost effective manner: fingerprint and iris

recognition.

The CPO has worked closely with the Transportation Security Lab (TSL) and other
industry experts to identify biometric technologies that may meet the unique business,
functional, and security requirements of the RT and Armed LEO projects.

How much did |t cost your agency to implement the use of biometrics for the
programlinitiative and what is the FY04 projected cost for using the technology?

The FY04 budget supporting the pilot implementation, which includes biometric
technology, is approximately $5M. The requested program budget for FY05 is $15M.
This will be used to implement Registered Traveler program at a national level. The goal
after FY05, is to have the RT Program become self-funding through enrollment fees. No
funding has been allocated to the Armed LEO Program.

Is the use :o'f’_bio'metrics for this program or initiative mandated by statute or rule?
If YES, reference the statutory or regulatory citation.

The use of biometrics for this program is not mandated by a statute or rule. However,
under the Aviation and Transportation Security Act (ATSA) of November 2001, Section
109, TSA has been tasked with the evaluation and, as appropriate, the implementation of
a “traveler” system, using available technologies to expedite security screening of
passengers who participate, and the subsequent improved allocation of screening



resources to focus on those passengers who should be subject to more extensive
screening. TSA believes that the most effective way of achieving that goal is by the use

of biometric technology.
.H.OV;I it the biometrics informatior;\ gathered, collected, and stored?

Biometric information will be gathered for all pilot participants during the enroliment
process. Enroliment will likely occur at the airport pilot sites. This information will be
stored on a secured Smart Card or other credential or token (government or non-
government). In addition, TSA will utilize a database to store the master list of pilot
participant data. This database is currently being designed, and will include provisions to
ensure that the data will be stored in a secured manner.

_Is the information accessible by other agencies or other entities (including
= contractors, vendors, and state and local governments)?

" Information gathered for the RT and Armed LEO Pilots will be shared with Federal, State

" and local govemnment agencies to ensure safety and security, assess and distribute

“intelligence or law enforcement information related to transportation security, assess and
respond to threats to transportation.

E Th_'é‘ information will be accessible to contractors, grantees, experts, consultants, or
- voluntéers when necessary, to perform a function or service related to this system of

- records for which they have been engaged. Such recipients are required to comply with
the Privacy Act, 5 U.S.C. 552a, as amended.

In addition, pilot participant information can be accessed by a Federal, State, local, tribal,
territorial, foreign, or international agency, in response to queries regarding persons who
may pose a risk to transportation or national security; a risk of air piracy or terrorism or a
threat to airline or passenger safety, or a threat to aviation safety, civil aviation, or

national security.

Finally, information will be accessible to the General Services Administration and the
National Archives and Records Administration in records management inspections being
conducted under the authority of 44 U.S.C. 2904 and 2906.

Please describe the security measures used to protect the biometric information
‘that is gathered, including any limitations on accessing the information.

Information in this system is safeguarded in accordance with applicable rules and
policies, including any applicable TSA and DHS automated systems security and access
policies. The computer system from which records could be accessed will be policy and
security based, meaning access is limited to those individuals who require it to perform
their official duties. Classified information is appropriately stored in a secured facility,
secured databases, and containers and in accordance with other applicable
requirements, including those pertaining to classified information.



Did your agency conduct any privacy assessments for this use of biometrics? If
so, please attach copies of any relevant assessments.

At this time, the agency is in the process of conducting a Privacy Impact Assessment for
the RT Pilot Program that will be published in the Federal Register. This assessment has
not yet been finalized. A CPO privacy representative has been designated to support all
credentialing-related programs, including the Registered Traveler Pilot.

At what rate have false-positives been returned during the use of biometrics in this
prpgram? :

This Pilot Program has not been launched:; therefore this information is not yet available.

What is the process in place to énsure that there is not repéated false-positives in
the system? ‘

As mentioned above, this does not yet apply to the RT Pilot Program. We will have an
answer to that _question as the test program develops.



“Attachment 5
DHS Biometrics Survey: USCIS

DHS collects biometrics from persohs applying to U.S. Citizenship and Immigration
Services (USCIS) for benefits. The following responses pertain to this program.

Please identify the programlinitiétive and the purpose for using biometrics

USCIS coIIects blometncs (10-prints, photo, signature, and sungle press-print) at
Appllcatlon Support Centers (ASCs) and Service Center scanning stations in connection
with a variety of benefit programs, lncludlng naturalization, adjustment of status,
temporary protected status, permanent resident card (“green card”) renewal and

replacement, and international adoption.

* 10-print civil | images are used to conduct criminal background checks with the FBI.

 Photos, signatures and single press-prints are used to produce various documents

- issued by USCIS, such as Employment Authorization Documents (EADs) and
Permanent Resident Cards (PRCs). In addition, when USCIS documents are
created, the biometric images used to construct the documents are deposited in the
Image. Storage and Retrieval System (ISRS) through which visual identity verification

is performed on certain applicants.
What is the type of biometrics téchnology used?

USCIS uses the following biometrics technology:

¢ Fingerprints (10-prints on a Civil FD-258) for criminal history checks.

% profile color digital photo, signature, and right index press-print for various cards
and travel documents. ‘

How much did it cost your agency to implement the use of biometrics for the
program/initiative and what is the FY04 projected cost for using the technology?

USCIS spent $120 million to establish the Application Support Center program in FY98.
The FY04 budget supporting the capture and use of biometrics is approximately $90M.

Is the use of biometrics for this program or initiative mandated by statute or rule?
If YES, reference the statutory or regulatory citation.

The use of biometrics (photographs and fingerprints) is based on multiple statutory and
regulatory mandates. These include: Public Law 105-277; Title 8 of the U.S. Code; and

8 CFR 103.2, 264, 245, 245a, 31 6, etc.
How is the biometrics information gathered, collected, and stored?
Biometrics are gathered through two venues as follows:

(1) Customers applying for certain immigration benefits are scheduled to appear at an
Application Support Center where 10-prints, a photograph, signature, and a press-



print are collected. (In some instances customers supply hardcopy photo with their
application, which is later converted into electronic format.) The 10-prints are
transmitted to the FBI for a criminal history check. The fingerprint images are
currently retained on data tapes by USCIS, and the transaction data, the biographic
information, and the fingerprint response is stored in a fingerprint tracking system. -
The fingerprint images are not readily accessible.

(2) The photo, signature, and press-print are used to construct documents, such as
EADs, and PRCs, issued by USCIS. The biometrics are retained in the ISRS and are

available for view-only purposes.

USCIS is developing a Biometric Storage System (BSS) that will house all biometrics
collected by the agency and support reuse of the images. The fingerprint images now
being collected will be available in the BSS.

Note: Not all of the biometrics listed above are captured for all customers. In some instances,
only 10-prints or the photo are captured.

Is the information accessible by other agencies or other entities (including
contractors, vendors, and state and local governments)?

USCIS makes the following biometric data accessible to other agencies or entities:
e 10-prints to the FBI for criminal background checks on benefit applicants
¢ Photo, signature and fingerprints to CBP/US-VISIT for identity verification at ports of

entry v
e Contractors who support the benefits systems

Note: Application Support Centers are USCIS managed facilities, but staffed by contract
personnel. ,

Please describe the security measures used to protect the biometric information
that is gathered, including any limitations on accessing the information.

Access to the ISRS and the ﬁngerpi‘int system is on a password-control basis only. Each
transaction is logged and auditable. The systems are in full compliance with legacy INS

security standards.

Did your agency conduct any privacy assessments for this use of biometrics? If
so, please attach copies of any relevant assessments.

USCIS conducted a privacy impact‘assessment for its citizenship and immigration benefit
processing systems. This assessment (attached) addressed the use of biometrics.

At what rate have false-positives been returned during the use of biometrics in this
program?



No instances of false-positives have been noted.

What is the pfocess in place to ensure thaf there is not repeated false-positives in
the system? -

N/A — see above

Please provide a copy of any procedures or policies your agency has in place
regarding the use of biometrics. ‘If these procedures or policies are program or

initiative specific, please indicate so.

USCIS has program specific policies and procedures in place on the use of biometrics for
adjudicating applications for citizenship and certain immigration benefits. These
programs include, but are not limited to: naturalization, adjustment of status, temporary
protected status, permanent resident card (“green card”) renewal and replacement, and
international adoption. The vast variety of policy and procedural documents that address
USCIS use of biometrics for these programs are too voluminous to attach to this survey,
but can be located at http://uscis.gov/araphics/lawsregs/index.htm.
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EXECUTIVE SUMMARY

This document constitutes the PIA Report for USCIS for the Computer Linked Automated
Information Management System (CLAIMS 3 and CLAIMS 4), the Refugees, Asylum, and
Parole System (RAPS), the Reengineered Naturalization Casework System (RNACS), and the
Marriage Fraud Amendment Act System (MFAS) and addresses privacy issues, as required by
the Federal Government, DHS, and USCIS. These five systems are being addressed in one PIA
because together they make up the current case processing system used by USCIS to process all
applications that are processed electronically.

The threshold for conducting a PIA was met by two of the systems. CLAIMS 3 contains PII and
will have a major change with the addition of an intranet site for National Benefits Center access.
RAPS contains PII and the system will be modified to allow for automating the process of
creating notifications to applicants without representing a new collection of information.

RAPS will also be updated to share the results of asylum requests, including names, etc, with
Canada. The other three systems (CLAIMS 4, RNACS, and MFAS) do not meet the PIA
threshold but are included in this PIA because they contain the same type of information, used in
the same way as the other two systems.

A total of five specific deficiencies requiring remediation were identified. These include a lack
of notification of other resources when PII is changed, a lack of review of PII within the system,
the lack of a system security plan for CLAIMS 3, a lack of password controls for all systems
except CLAIMS 4, and a lack of incident reporting for RNACS and RAPS.

PIA 1
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INTRODUCTION

The United States Citizenship and Immigration Services (USCIS) is responsible for providing
proper protections for the information contained within its information systems, including
personally identifiable information (PII). Because the various systems used by USCIS contain
PII, USCIS has conducted this Privacy Impact Assessment (PIA) to assess whether the system
meets legal privacy requirements. The PIA methodology, the PIA Questionnaire used to
implement the methodology, and the assessment results are provided here.

This PIA complies with Federal, Office of Management and Budget (OMB), Department of
Homeland Security (DHS), and USCIS requirements. It also serves as an important document
supporting USCIS Information Technology Investment Management (ITIM) decision points.

At the time of this PIA, many variables exist that will affect the systems and the privacy
requirements they must meet. These variables include:

e The new Benefits Application Processing System being developed by USCIS that will
replace the systems included in this PIA.

e Changes in information privacy requirements, particularly with respect to possible new
requirements from the Department and the further PIA guidance from OMB.

e Changes resulting from the re-organization of the former Immigration and Naturalization
Service (INS), now known as USCIS, into the Department of Homeland Security (DHS).

Purpose

The PIA process is used to evaluate privacy vulnerabilities and risks, and their implications for
information systems. PIAs provide benefits including enhancing policy decision-making and
system design, anticipating the public’s possible privacy concerns, and generating confidence
that privacy objectives are addressed in the development and implementation of single-agency or
integrated information systems. The PIA Questionnaire provides a framework by which USCIS
can ensure system compliance with all relevant privacy policies, regulations, and guidance, both
internal and external to USCIS and DHS.

The PIA process guides system owners and developers in assessing information systems through
all phases of the System Development Life Cycle (SDLC). According to OMB, a PIA should be
performed before developing or procuring information technology or when initiating a new
collection of information in identifiable form for ten or more persons. A PIA should also be
conducted or an existing PIA updated at any time the system is significantly modified or the
sensitivity of the data contained within the system is changed.

For the PIA, all procedures that address the use, storage, retrievability, accessibility, retention,
and disposal of PII are examined. The assessment requires that the system owners and
developers answer privacy-related questions regarding the data in the system, access to the data,
attributes of the data, characteristics of the system, and maintenance of administrative, technical

and physical controls.

PIA 1
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Scope
This document constitutes the PIA Report for USCIS for the Computer Linked Automated
Information Management System (CLAIMS 3 and CLAIMS 4), the Refugees, Asylum, and
Parole System (RAPS), the Reengineered Naturalization Casework System (RNACS), and the
Marriage Fraud Amendment Act System (MFAS) and addresses privacy issues, as required by
the Federal Government, DHS, and USCIS. These five systems are being addressed in one PIA
because together they make up the current case processing system used by USCIS to process all
applications that are processed electronically.

Background

CLAIMS 3 and CLAIMS 4 are used by USCIS to process benefit applications, RAPS is used to
adjudicate asylum applications, RNACS is used to process some naturalization applications, and
MFAS is used to adjudicate petitions covered by the Immigrant Marriage Fraud Act (IMFA) of
1986. Currently, USCIS receives between six and nine million applications per year from
individuals seeking benefits such as employment authorization, permanent residency in the
United States, or United States citizenship.

Document Organization
This document consists of the following sections and appendices:

e Section 1, Introduction, introduces the document’s purpose, scope, and contents, and how the
document is to be maintained.

e Section 2, System Privacy Requirements and Related Documents, describes privacy
requirements and lists related documents.

e Section 3, PIA Methodology, describes the PIA methodology and the roles and
responsibilities of those persons involved in preparing the final PIA, and discusses defining

and identifying PII residing on USCIS systems.

e Section 4, System Identification, characterizes the system, including system name, overview,
general description and purpose, major components (including hardware and software),
system interconnections, information sharing and the sensitivity of information contained in

the system.

e Section 5, PIA Results and Recommendations, documents PIA findings according to the
seven categories used in the PIA Questionnaire and analyzes the impact of any
weaknesses/deficiencies and the privacy issues raised by the review, and discusses
recommendations and options available to remove or mitigate identified risks.

e Section 6, Conclusion, discusses conclusions drawn from the PIA results; factors that will
affect the system and the PIA in the future, and subsequent PIA report activities.

e Appendix A, Acronyms, lists the acronyms used throughout this document.
* Appendix B, Definitions, provides definitions for terms used throughout this document.

e Appendix C, References, lists the references used throughout this document

PIA : 2
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e Appendix D, PIA Questionnaires, consists of questions that attempt to determine what kind
of PII is contained within the system, what is done with that information, and how that

information is protected.

e Appendix E, Information Sharing Data Elements, lists those types of data elements that may
be shared with other resources or entities.

e Appendix F, User Roles, lists the various users who to have access to the systems and their
functions with respect to the system.

Document Maintenance

This PIA will be maintained by USCIS. Additionally, the PIA should be updated as new
guidelines are made available as the result of new legal requirements such as the E-Government

Act of 2002.
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SYSTEM PRIVACY REQUIREMENTS AND RELATED DOCUMENTS

This USCIS PIA complies with the statutory and regulatory requirements currently in place for
Federal agencies. Where guidance exists, at the Federal Government level, at the Department
level, and from recognized non-government sources, this PIA seeks to follow that guidance. The
laws, regulations and guidance documents used to conduct this PIA are listed below. Statutory
and regulatory privacy and related security references are also noted in the PIA Questionnaire
and cross-referenced in the PIA results.

USCIS recognizes that PIA requirements are likely to change as DHS develops new guidance
and OMB releases follow-on privacy and web-privacy-related guidance. By conducting this
baseline PIA and establishing a PIA process for future reviews, USCIS has placed itself in the
appropriate position to adopt and adapt to new requirements and guidance.

Federal Requirements and Guidance

-The Privacy Act of 1974, along with its accompanying case law, is the foundation statute
mandating the protection of the privacy of personal information held by the Federal government.
The Privacy Act establishes fair information practices for collecting, maintaining and using
personal information by Federal agencies.

Section 208 of the E-Government Act of 2002 (Public Law 107-347, 44 U.S.C. 36) requires that
a PIA be done for each new information system and for existing systems as major changes are
made. Section 208 outlines required PIA content, directs the OMB Director to issue further
guidance; and requires the Department’s Chief Privacy Officer (CPO) to review and, where
possible, make the PIA publicly available. On September 30, 2003, OMB released final
guidance providing information to agencies on implementing the privacy provisions of the E-
Government Act of 2002 and updating and consolidating existing guidance on agency web site
privacy policies. Where indicated, this gunidance modifies and replaces OMB guidance found in
the following memoranda: OMB M-99-05, OMB M-99-18, and OMB M-00-13.

Other relevant Federal guidance regarding privacy protections for personal information includes:

e OMB Circular A-130, Management of Federal Information Resources, February 8, 1996
- provides instructions to Federal agencies for complying with the fair information
practices and security requirements for operating automated information systems.

e OMB Circular A-11, Exhibit 300 — requires that a privacy risk assessment be performed
and accompany revised Exhibit 300s for budget requests.

e Internal Revenue Service Model Information Technology Privacy Impact Assessment,
1996 — recognized by the Federal Chief Information Officer (CIO) Council as the
Government Best Practice for conducting an information system PIA.

DHS Requirements and Guidance

DHS has recently appointed a Privacy Officer who will seek to balance public safety, public
access, and privacy when developing information policies and procedures for DHS components
or integrated DHS systems. As privacy guidance is developed and approved by the Department,
USCIS will ensure that requirements are properly implemented and enforced.
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USCIS Security-Related Documents

This PIA is part of a suite of documents developed and maintained for USCIS, which includes:

CLAIMS 4, Functional Requirements Document, April 1999.
CLAIMS 4, System Design Document, April 2000.
CLAIMS 4, Requirements Traceability Matrix, January 2004.

Refugee, Asylum and Parole System (RAPS) Functional Requirements Document,
December 1992

Computer Linked Application Information Management System 3 — Mainframe
(CLAIMS 3 — MF) and Marriage Fraud Assessment System (MFAS), Risk Assessment,

November 2003 :

Computer Linked Application Information Management System 3 — Mainframe
(CLAIMS 3 — MF) and Marriage Fraud Assessment System (MFAS), Sensitive System

Security Plan, November 2003

PIA
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PIA METHODOLOGY
The PIA methodology includes the follcj)wing steps:

1.
2.
3.

Identify PIA roles and responsibilities.
Identify PII handled by the USCIS systems covered by this PTA.

Complete the PIA Questionnaire using system documentation and information provided
by system developers and administrators in one-on-one and group interviews.

Report the PIA results discussing the system attributes, outlining the high-level findings
of the PIA Questionnaire, and analyzing the privacy issues raised and options available
for mitigating identified risks. ‘The PIA Report is submitted with the completed PIA
Questionnaire as an appendix. Both the CIO and the Privacy Officer review the PIA
results. Upon completion, the PIA Report is considered Sensitive But Unclassified

(SBU) information.

Once the PIA Report has been éompleted, USCIS should revise their information system -
security Plan of Actions and Milestones (POA&M) to include those mitigating actions
identified through the PIA process.

USCIS will then perform the mitigation actions in accordance with the POA&M and
update the POA&M as necessary.

Roles and Responsibilities |

Every federal employee and contractor who comes into contact with information in identifiable
form is responsible for maintaining information privacy.

DHS Chief Direct the overall implementation of the Privacy Act and privacy
Privacy Officer policy for the Department. Field questions regarding privacy

issues arising from the completion of the PIA and the implications
of the management of PII contained in USCIS information
systems. Completed PIAs will be provided to the Chief Privacy
Officer.

Agency Head Ensure that appropriate privacy safeguards are provided for the

information contdined within its systems. USCIS is responsible
for performing PIAs on its information systems. Once any privacy
vulnerabilities or areas of noncompliance have been identified,
USCIS must update the system POA&M to incorporate the actions
necessary to resolve privacy issues.

Inform and educate all employees and contractors of their
responsibility for protecting information in identifiable form;
Identify those individuals in the agency (e.g., Privacy Officers,
information technology personnel) that have day-to-day
responsibility for overseeing implementation of section 208 of the
E-Government Act, the Privacy Act, or other privacy laws and
policies.

Designate a “reviewing official” for each IT system or information

PIA
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collection requiring a PIA (the agency CIO or other official
designated by the head of the agency), to review the PIA analysis
and resulting determinations.

USCIS Office of  Coordinate PIA activities within the USCIS and provide guidance

the Senior IT to ensure the methodology is implemented consistently. Review

Officer (OSITO) PIA findings and:serve on the PIA Review Team. Ensure that all
identified privacy vulnerabilities and areas of noncompliance have
been documented and resolution tracked through the POA&M

process.
USCIS Privacy Review PIA findings, interpret privacy law and policy, and serve
Officer on the PIA Review Team.
USCIS Legal Review PIA findings, interpret privacy law and policy, and serve
Counsel on the PIA Review Team. :

Identifying Personal Information

One goal of federal privacy laws and regulations is ensuring that PII is protected from
unauthorized access and disclosure. For purposes of this PIA, PII is defined as any information
that can be used to identify a specific individual. These data include, but are not limited to,
social security numbers, driver’s license numbers, health records, legal records, financial records,
and biometric information.

The first step in conducting a PIA is data analysis or determining if PII is handled by a system
and if so, what type of information it is. Data analysis first requires mapping pieces of
information as they flow through the system, allowing USCIS to understand what types of
information are received or collected arid from where, in what context that information is used,
whether it is personally identifiable and when and to whom it may be disseminated.

After mapping the data flow, data analysis next requires USCIS to determine the attributes, or
sensitivity, of the PII handled by the systems to determine the appropriate use and dissemination
of that information. The system sensitivity level is 3 for CLAIMS 3, CLAIMS 4, RAPS, RNACS, and
MFAS. The DHS has determined that the information accessed by these systems is sensitive but
unclassified (SBU). The systems processes SBU information and so are required to have the
functionality of controlled access protection (C2) level of trust as defined in Department of
Defense (DOD) 5200.28, DOD Trusted Computer Systems Evaluation Criteria.

The type of personal information collected, used, and maintained will determine which privacy
laws, if any, are invoked and how USCIS will decide how to handle that information. The
Privacy Act, for example, is potentially invoked when one or more data elements listed below
are contained in a record. If, however, a record contains personal medical information about an
individual, the Health Insurance Portability and Accountability Act (HIPAA) may also be
applicable.

PIA 7
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PIA Questionnaire

In completing the PIA Questionnaire, USCIS may choose to consult existing system
documentation and system developer(s), administrator(s) and users to obtain the most accurate
characteristics of the system. Where they exist, past reports regarding the system’s security (e.g.,
certification and accreditation (C&A) reports, Government Information Security Reform Act
(GISRA) and Federal Information Systems Management Act (FISMA) reports, and risk
assessments) may be helpful in answering some question sets, especially the administrative,
technical, and physical controls questians. The system owners will consult such reports as do
exist for the system to complete the PIA. The system owners will also consult with the DHS
and/or USCIS privacy officer(s) for clarification of Privacy Act-related compliance issues and
interpretation of Federal case law related to completion of this PIA.

To ensure the system complies with the appropriate authorities, the PIA Questionnaire first
characterizes the systems. The types of information contained on the system are then identified;
information-sharing practices are evalpated; and system controls for administrative, technical,
and physical safeguards are assessed to ensure the system is adequately protected. Where
relevant, any Federal privacy law(s) and/or DHS and USCIS privacy policies driving the
business requirement are referenced in that question set.

Additionally, where questions carry consequences for noncompliance, the PIA Questionnaire
provides high-level remediation guidan‘ce for implementing privacy corrective actions. Where
clarification or system details are required, the question box notes the need for more information
and asks the PIA user to elaborate in the comments section.
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PIA Observations and Recommendations

This step constitutes the risk analysis. Mapping directly to the six question categories employed
in the PIA Questionnaire, this section describes each privacy issue raised by the review,
discusses the impact each privacy weakness/deficiency has on the systems and the
recommendations and options available to USCIS to remove or mitigate identified risks.

PIA Conclusions

In the Conclusion, USCIS will provide a summary of the PIA status and recommendations for
actions to be taken with regard to the systems, prior to the new system becoming operational.

P1A ‘ 9
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SYSTEM IDENTIFICATION

System Overview

These five systems are being addressed in one PIA because together they make up the current
case processing system used by USCIS to process all applications that are processed
electronically. Also, these systems use like information in a similar manner.

General Description and Purpose

CLAIMS 3 and CLAIMS 4 are used by USCIS to process benefit applications, RAPS is used to

adjudicate asylum applications, RNACS is used to process some naturalization applications, and
MFAS is used to adjudicate petitions covered by the Immigrant Marriage Fraud Act (IMFA) of

1986. Specific details of the systems follow.

CLAIMS 3: .
CLAIMS 3 is the primary case processing system for the adjudication of applications/petitions

for all immigration benefits and services except asylum and naturalization. This 12 year-old
system supports the application/petition life cycle from receipt of application to the issuance of
notices and identification cards. CLAIMS 3 has two major components: (1) a client-server
component operation on the service center LANS; and (2) a mainframe (M/F) component, with
consolidated information compiled from periodic uploads from the client-server component(s) in
the service centers. The CLAIMS 3 M/F component is accessible nation-wide to authorized
USCIS representatives for online inquiry and case update. Data interfaces to other USCIS
systems and to other federal agencies (e.g. Department of State) are maintained to support the
full life cycle of an application/petition for benefits. In 2004, the Interim Case Management
Solution (ICMS) will be added to CLAIMS 3 by web-enabling the CLAIMS 3 LAN adjudication
module and providing users access over the USCIS Intranet. This will assist the District Offices
to transition to the new Case Management System in the future. The primary objective of the
ICMS implementation is the core District Office functionality, such as receiving applicant file
information, updating case details with interview data, recording approvals/ denials, and
initiating card processing of family based I-485 applications at the District Offices. Originally
developed in the late 1980s, CLAIMS 3 was placed in service in the early 1990s and is now in
the operations and maintenance phase ic‘)f the system life cycle.

CLAIMS 4:

CLAIMS 4 is the primary case processing system for the adjudication of applications for
naturalization (N-400). Initially developed and deployed over a 5 year period (from October
1995 to December 2000), CLAIMS 4 is now operational at 92 locations nationwide (4 Service
Centers and 88 District Offices) and offers a standardized automated process for adjudicating N-
400 applications. In addition, USCIS adjudicators have the ability to travel to off-site locations,
such as community-based organizations, and take applications complete the examination process
(interview and adjudication) for individuals who cannot travel to.a USCIS office without great
difficulty. CLAIMS 4 is in the Operations and Maintenance phase of the System Development
Life Cycle, and the Evaluate phase of the USCIS IT Investment Management process
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RAPS: :
RAPS was developed and implemented in April 1991 to provide the capture of asylum case data,

to support of case tracking, to aid in scheduling and control of case interviews, to allow for
automated exchange of information with other legacy INS and external systems, to generate
management and statistical reports and to generate standard forms and correspondence. On
January 4, 1995, the Asylum Reform rule went into effect, streamlining adjudication of asylum
applications submitted to legacy INS. Under the rule, Asylum Officers no longer prepare
detailed denials as part of adjudicating asylum applications. Instead, Asylum Officers grant
meritorious applications or refer applications which they do not grant to immigration judges,
who in turn adjudicate the claims in eit}her exclusion or deportation hearings. The rule also
restricts employment authorization for.asylum applicants whose claims either have been granted
or remain pending after more than 150'days, a period that does not begin until the alien has filed
a complete application and does not include delays sought or caused by the applicant. The initial
impetus for development of RAPS was the implementation of a final rule, effective October 1,
1990, which provided for changes to existing asylum regulations. These new regulations
provided for the establishment of a corps of Asylum Officers, fully trained in the many variations
of asylum adjudications, who report directly to the Director of the Asylum Program at
Headquarters Office of Refugees, Asylum, and Parole (HQRAP). The regulations also provided
for procedural changes in the way claims for asylum are processed. The Asylum Officers are
now based at Asylum Offices in eight cjties: Miami; Chicago; Houston; San Francisco; Los
Angeles; Arlington, Virginia; Newark; and New York. Until the development of RAPS, there
had been no systematic way to track asylum cases, or to derive accurate statistics on the asylee
population. Responses to inquiries about the numbers and nationalities of asylees who have been
or whom the INS is processing necessitated manual searches and reporting by the district office
staff around the country. To alleviate these problems, HQRAP requested that a centralized,
automated system be developed to support the processing of currently active casework and new
asylum applications. RAPS is now in the operations and maintenance phase of the system life

cycle.

RNACS: ' :

RNACS is a centralized Integrated Data Management System (IDMS) application accessed by
users at 40 sites nationwide via cluster controllers or LAN gateways. This enables users to
expedite the completion of N400, N60O and N565 naturalization application processing,
facilitate the management of the naturalization program, ensure uniformity in processing, support
status queries on naturalization cases nationwide, and produce integrated management and '
statistical reports on all naturalization casework. RNACS was developed as an interim system to
provide support for naturalization processing in the period between the termination of
Naturalization Casework System (NACS) and the deployment of CLAIMS 4.0. RNACS is now
in the operations and maintenance phase of the system life cycle.

MFAS:
MFAS is a legacy mainframe-based case tracking system designed to support the adjudication of

petitions covered by the Immigration Marriage Fraud Act (IMFA) of 1986. The system
maintains records on eligible immigrant entrants, tracks cases, initiates and schedules interviews,
generates routine correspondence, and produces management and statistical reports. MFAS is
now in the operations and maintenance phase of the system life cycle.

—
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Major System Components and Interconnections

The USCIS systems interface with internal USCIS systems and external systems owned by other
organizations. Internal systems include: those systems that contain information about students,
non-immigrants, and enforcement activities. External systems include systems that provide
background information from agencies such as the FBI and CIA, and employment information
from Department of Labor.

Connections to external networks, such as the Internet, dial-in and dial-out facilities and services,
and dedicated connections to other government, public, or private entities shall be obtained
through resources approved by the DHS CIO. External network connections shall be managed in
accordance with an Interconnectivity Security Agreement (ISA) between USCIS and the non-
Department entity and shall be included in the accreditation package. External network
connections shall be reviewed annually by component personnel and documented in the annual
information technology (IT) security assessment transmitted to the USCIS CIO and/or DHS CIO

representative.

Information Sharing

The legacy case management systems manage data and information associated with case
processing and the delivery of benefits.’ The systems collect information from and share
information with a number of different systems, both internal and external to USCIS. Appendix
E illustrates the type of information that is shared between and among USCIS and external
organizations via the legacy adjudications systems.

Information Sensitivity

These systems process, store, and transmit SBU data, including investigative and intelligence
data; detention and deportation, adjudications and nationality, and routine enforcement
operations data; financial data; court case information; Privacy Act information; other Federal
agencies’ information; information regarding USCIS internal operations; and administrative
information (e.g., interview results, benefit decisions, scheduled appointments, employment
authorization information).

Since these systems process SBU information, they are required to have the functionality of
controlled access protection (C2) level of trust as defined in Department of Defense (DOD)
5200.28, DOD Trusted Computer Systems Evaluation Criteria. The requirements for C2
systems include identification and authentication (I&A), discretionary access control (DAC),
audit trail, and object reuse.

Table 1 shows the legacy case management system information categories and associated
sensitivity levels. -Sensitivity levels range from 1-3 (low to high) based on the type(s) of
information processed. A Low (i.e., Level 1) sensitivity level refers to information stored,
processed, or transported by the legacy case management systems, the inaccuracy, alteration,
disclosure, or unavailability of which would have minimal impact on USCIS missions, functions,
image, or reputation, such that the impact would place the USCIS at a significant disadvantage,
or could result in loss of some tangible assets. Compromise of information of Medium (i.e.,
Level 2) sensitivity level would have an adverse impact and could result in loss of significant
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tangible assets or resources. Compromise of information of High (i.e., Level 3) sensitivity level
would have an irreparable impact such that the catastrophic result could not be repaired or set
right again, or could result in the loss of major tangible assets or resources, including posing a
threat to human life. The sensitivity level of the legacy case management systems is Level 3.

Table 1. Legacy Case Management Systems Information Categories & Associated Sensitivity

Levels
, ., Sensitivity
Information Category ‘ Description Level
Investigative or Intelligence . Information related to investigations, law enforcement, and 3
special operational activities to include information that
inaccuracy of, loss of, or unauthorized alteration of could
reasonably be expected to result in a loss of life.
Detention & Deportation, Information related to detention and deportation, adjudications 2
Adjudications & Nationality, data, and routine operations of enforcement groups including
and Routine Enforcement schedules of patrols or radio frequencies used.
Operations
Financial, Commercial, or Information related to financial or commercial activities to 2
Trade Secret include procurement, trade secrets, and proprietary
information.
Unclassified National Security | National defense- and intelligence-related information subject
' to policy and procedural protection requirements under 2o0r3
National Security Decision Directives.
Court Case Information related to any current pretrial or pending cases 2
that is not a matter of public record.
High or New Technology Information related to high or new technology prohibited from 2
disclosure to certain foreign governments, or that may require
an export license.
Security, Threat, and Information related to the USCIS security posture including 2
Vulnerability automated ddta processing security, internal operations and
control, and threat and vulnerability results.
Privacy Act Any item, collection, or grouping of information about a U.S. 2
citizen or lawfully admitted permanent resident that can be
retrieved by using the person’s name, Social Security number,
personal registration number, or other personal identifier.
Other Federal Agencies Information that belongs to another Federal agency and is not 2
the primary responsibility of that agency.
Note: Detailed protection requirements may be prescribed by
the agency with which USCIS must comply to receive the
information.
International Information belonging to a foreign government.. 2
Note: Detailed protection requirements may be prescribed by
the foreign government with which USCIS must comply to
receive the information.
USCIS Internal Operations Information related to routine administration and management 1
of USCIS and not covered by any other categories.
i
i
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OBSERVATIONS AND RECOMMENDATIONS

Results of the PIA Questionnaire are discussed below. Observations are grouped into six
sections to mirror the six questions sets in the PIA Questionnaire. General observations are
discussed, followed by specific observations and recommendations. Specific observations result
where the PIA Questionnaire has revealed a system privacy deficiency requiring a
recommendation of action to remedy the deficiency. Please refer to Appendix D, PIA

Questionnaire.

A total of five specific deficiencies requiring remediation were identified. Each has been
assigned an observation number. Observations numbers were sequentially assigned;
prioritization of actions is not associated with the numbering scheme.

System Characterization

CLAIMS 3 and CLAIMS 4 are classified as a Major Applications (MA). As an MA, the system
requires special management attention due to the risk and magnitude of harm that could result
from the loss, misuse, or unauthorized access to, to modification of, the information in the

system.

All of the systems are in the Operations and Maintenance phase of the SDLC.

Information Sharing Practices

All of the systems are designed to collect PII from individuals and from other entities or
resources. The system may also share the information it holds with other resources or entities.
The information will be retrievable by the system; methodology for retrieval is yet to be

determined.

Privacy Deficiency 1

Question 16: When changes occur to PII held by the system or major changes to the
system occur, is there a process in place to notify other resources dependent on PII
contained in the system?

Privacy Deficiency: No process is in place for CLAIMS 3, CLAIMS 4, RNACS, RAPS
or MFAS.

Assessment: If USCIS is a recipient agency or a source agency in a computer matching

program with a nonfederal agency, a notice must be published in the Federal Register of
any revisions of a matching program or system of records as defined by the Privacy Act
(see Appendix B, Definitions, for the Privacy Act definitions of ‘record’ and ‘system of

records.’).

Recommendation: BAPS will replace all of these systems.
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Privacy Deficiency 2

Question 17: Are processes in place for periodic review of PII contained in the system to
ensure it is timely, accurate and relevant?

Privacy Deficiency: No processes are in place for CLAIMS 3, CLAIMS 4, RNACS,
RAPS or MFAS. : _

Assessment: Under Section (e)(6) of the Privacy Act, before disseminating any records
about an individual to any person other than an agency, unless the dissemination is made
pursuant to subsection (b)(2), USCIS must make reasonable efforts to ensure such
records are accurate, complete, timely and relevant on each system for agency purposes.
USCIS is responsible for ensuring processes are in place to verify and validate PII as
directed by the Privacy Act.

Recommendation: BAPS will replace all of these systems.

Web Site Host

The systems do not host an Internet and intranet Web site. The systems are not accessible by the
general public. Consequently, these systems are not subject to the Federal requirements
designed to protect the privacy of PII collected from individuals via the Web.

Administrative Controls

Administrative controls are implemented to manage the security and the risk for a system and
protect an organization’s mission. These controls focus on policies, guidelines, and standards,
which are carried out through operational procedures to prevent, detect, and recover the system.

Privacy Deficiency 3

Question 31: Ts there a system security plan for this system?
Privacy Deficiency: No, there is not a system security plan for CLAIMS 3.

Assessment: The Privacy Act of 1974 and OMB Circular A-130 require procedures be in
place for implementing administrative, technical, and physical security controls for
systems containing a system of records. Agencies should develop a plan that
demonstrates security controls for components, applications, and systems that are
consistent with the agency’s Enterprise Architecture; include a plan to manage risk;
protect privacy and confidentiality, and explain any planned or actual variance from
NIST security guidance.

Recommendation: BAPS will réplace all of these systems.
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Technical Controls

Technical controls are security controls configured within the system. Technical controls can
provide automated protection for unauthorized access or misuse, facilitate detection of security
violations, and secure critical and sensitive data, information, and Information Technology (IT)
system functions. These controls involve system architectures; engineering disciplines; and
security packages with a mix of hardware, software, and firmware.

Privacy Deficiency 4

Question 40: Are the following password controls in place?
o Passwords expire after a set period of time
Accounts are locked after a set period of inactivity
Minimum length of passwords is eight characters
Passwords must be a combination of uppercase, lowercase, and special characters
Accounts are locked after a set number of incorrect attempts

O 00O

Privacy Deficiency: None of thé password controls are in place for CLAIMS 3. Only
items 1, 4, and 5 are in place for MFAS. RNACS and RAPS do not have item 2.

Assessment: Lack of methods for ensuring password controls can lead to difficulty in
protecting PII handled by the systems.

Recommendation: BAPS will replace all of these systems.

Privacy Deficiency 5

Question 41: Is a process in place to monitor and respond to incidents?

Privacy Deficiency: No, no process exists or is proposed at this time for RNACS or
RAPS. ' i

Assessment: The benefits of an incident response capability are containing and repairing
damage to a system or the information it contains from an incident and preventing future
damage. It provides a way for users to report incidents and for assistance to be provided

to aid recovery.

Recommendation: BAPS will replace these systems.

Physical Controls

Physical controls are measures taken to protect buildings and related supporting infrastructure
against threats associated with a system’s physical environment. For purposes of privacy
protection, appropriate controls are in place to limit physical access to these systems.

PIA ' ‘ 16



January 15, 2004 Conclusion

CONCLUSION

In general, these systems are being used in accordance with Federal, DHS and USCIS privacy
requirements. In particular, the four privacy deficiencies identified in Section 5.0, Observations
and Recommendations, must be addressed by USCIS as the systems are replaced by BAPS.
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CAC Common Access Cards

C&A Certification and Accreditation

CCTV Closed Circuit TV

CI1IA Central Intelligence Agency

CIO Chief Information Officer

CLAIMS 3 Computer Linked Automated Information Management System v 3
CLAIMS 4 Computer Linked Automated Information Management System v4
CONOPS Concept of Operations

COPPA Children’s Online Privacy Protection Act

CRIS Customer Relationship Information System

DHS Department of Homeland Security

DLMS Department of Labor Manual Series

DMS Debt Management System

DOD Department of Defense

EID Enforcement Integrated Database

EREM Enforcement Removal Module

FBI Federal Bureau of Investigation

FFMS' Federal Financial Management System

FIPS Freedom of Information Act Information Processing System
FISMA Federal Information Security Management Act

FTS Fingerprint Tracking System

FOI/PA Freedom of Information/Privacy Act

GAO General Accounting Office

GISRA Government Information Security Reform Act

GLBA Gramm-Leach-Bliley Act

GSS General Support System

HIPAA Health Insurance Portability and Accountability Act

I&A Identification and Authentication

TAFIS Integrated Automated Fingerprint Identification System
IBIS Interagency Border Inspection System

IDENT Automated Biometric Fingerprint Identification System

IDS Intrusion Detection System
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INS Immigration and Naturalization Service

INSAMS INS Allocation Management System

IP Internet Protocol .

ISRS Image Storage and Retrieval System

IT Information Technology

V&V Independent Verification and Validation .

IVIS Immigrant Visa Information Systgm

LAN Local Area Network

MA Major Application -

MFAS Marriage Fraud Amendment System

NAILS National Automated Immi gration Lookout System
NCIC National Crime Information Center

NCSC COA National Customer Service Center Change of Address
NFTS National File Tracking System

NIIS Nonimmigrant Information System

NIST National Instituteé of Standards and Technology
NPS National Production System

NSA National Security Agency

OCIO Office of the Chief Information Officer

OMB Office of Management and Budget

oS Operating System

OSHA Occupational Safety and Health Administration
PARN Privacy Act System of Records Notice

PIA Privacy IiInpact Assessment

PII Personally Identifiable Information

PKI Public Key Infrastructure

PL Public Law

POA&M Plan of Actions and Milestones

RA Risk Assessment

RAPS Refugees, Asylum, and Parole System

RNACS Reengineered Naturalization Automated Casework System
SBU Sensitive But Unclassified

SDLC System Development Life Cycle
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SEVIS Student and Exchange Visitor Information System
SIA Service Interface Agreement '

SP Special Publication

SSP System Security Plan

SSSP Sensitive System Security Plan

ST&E Security Testing and Evaluation

SWIP Service-wide Inventory

USCIS United States Citizenship and Immigration Services
VPN Virtual Private Network

WAN Wide Area Network

WATS Washington Area Tracking System

WRAPS Worldwide Refugee Admissions Processing System
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20



January 31, 2004

Definitions

APPENDIX B - DEFINITIONS

‘Administrative Controls ngds to ensure roper anagement and control of information and information

systems. These safeguards include policy, P1As, and certification and accreditation
programs. (National Institute of Standards and Technology (NIST) Special
Publication (SP) 800-12)

Availability

i}
A requirement intended to assure that systems work promptly and service is not
denied to authorized users. (NIST SP 800-12)

Child/Children

The Children’s Online Privacy Protection Act (COPPA) of 1998 defines a “child” as
a perscn under the age of 13.

Confidentiality

A requirement that private or confidential information not be disclosed to
unauthorized individuals. (NIST SP 800-12, p. 8)

Cookie

Information that a web site puts on an individual's computer so that it can remember
something about the user at a later time. See also: persistent cookie, session cookie.

General Support System

An interconnected information resource under the same direct management control
that shares functipnality. It normally includes hardware, software, information, data,
applications, communications, facilities, and people and provides support for a variety
of users and/or applications. Individual applications support different mission-related
functions. Users may be from different or the same organizations. (NIST SP 800-16)

Integrity

Information that is timely, accurate, complete, and consistent. Data integrity is a
requirement that information and programs are changed only in a specified and
authorized manner. System integrity is a requirement that a system performs its
intended function in an unimpaired manner, free from deliberate or inadvertent
unauthorized manipulation of the system. (NIST SP 800-12)

Major Application

An application that requires special attention to security because of the risk and
magnitude of the harm resulting from loss, misuse, or unauthorized access to, or
modification of, the information in the application. A breach in an MA might
compromise mariy individual application programs and hardware, software, and
telecornmunications components. MAs can be either a major software application or
a combination of hardware and software where the only purpose of the system is to
support a specific mission-related function. For purposes of this PIA Questionnaire,
an MA. is expanded to include software programs capable of storing PII in file
documents such as those provided in Microsoft Office (i.e., Word and Excel).

Major Change

Any change that is made to the system environment or operation of the system. The
following are examples of major changes:

Network, hardware, or software applications that alter the mission, operating
environment, or basic vulnerabilities of the system

Increase or decrease in hardware, application programs, external users, or hardware
upgrades

Addition of telecommunications capability

Change to program logic of application systems

Relocation of system to new physical environment or new organization.

Network Connected

A general support system having either modem connection capability or a network
connection to a server or to one or more computers.

Persistent Cookie

A cookie that is stored on the user’s hard drive and remains there until the user deletes
it or it expires.

Personally Identifiable
Information

Any item, collection, or grouping of information about an individual that is
maintained by an agency, including education, financial transactions, medical history,
and criminal or employment history. The data may also contain his or her name, other
identifying number or symbol, or other identifying information unique to the
individual, such as a fingerprint or a photograph. This data may be found at USCIS in
the form of medical records or reports on citizens or pay and benefits information on
employees.
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Measures taken to protect systems buildings and related supporting infrastructure
against threats associated with their physical environment. These safeguards might
include protections against fire, structural collapse, plumbing leaks, physical access
controls, and controls against the intercept of data. (NIST SP 800-12)

PhysrcalSecurrty Controls

Privacy Act Systems of
Records Notice (PARN)

All systems with' Privacy Act information contained within them are required to
publish in the Federal Register Records Notice informing the public as to, among
other things, what information is contained in the system, how it is used, and how an
individual may gain access to information regarding himself or herself.

Privacy Impact Assessment

(PIA)

A methodology that provides IT security professionals with a process for assessing
whether appropriate privacy policies, procedures, and business practices—as well as
applicable administrative, technical and physical security controls—have been
implemented to ensure compliance with federal privacy regulations.

Record Any itern, collection, or grouping of information about an individuval identifiable to
that individual and maintained by an agency. (IRS Model IT PIA)
Retrievable A characteristic describing the ability to obtain or “pull up” a record in such a way

that would allow'a person to reasonably identify the subject of the record.

Risk Assessment

The process of identifying risks to system security and determining the probability of
occurrence, the resulting impact, and additional safeguards to mitigate the impact.
Part of Risk Management and synonymous with Risk Analysis.

Routine Use

With respect to the disclosure of a record, the use of such record for a purpose which
is compatible with the purpose for which it was collected and has been properly
published in the Federal Register. [Reference Error! Reference source not found.-
Error! Reference source not found. ]

Sensitive System

A system that is not classified as an MA or GSS but still requires special management
attention. These systems process, transmit, or store data protected under the scope of
the Privacy Act of 1974, Trade Secrets Act, OMB Order on Statistical
Confidentiality, OMB Statistical Policy Directive #3, the Financial Management
Improvement Act of 1996, or the system’s failure would impair public confidence in
USCIS.

Session Cookie

A small file, stored in temporary memory, containing information about a user that
disappears when' ‘the user’s browser is closed. Unlike a persistent cookie, no file is
stored on the user’s hard drive.

Stand-Alone System

A system that is neither network-connected nor connected to any other system or
group of systems.

System

A system is an organized assembly of IT resources and procedures integrated and
regulated by interaction or interdependence to accomplish a set of specified functions.

System of Records

A group of records under the control of any agency where information is retrieved by
the name of the individual, by some identifying number or symbol, or by other
identifiers assigned to the individual. (IRS Model IT PIA)

Technical Controls

Safeguards that are generally executed by the computer system. Technical safeguards
include password protection, firewalls, and cryptography. (NIST SP 800-12)

Web Site

A collection of interlinked web pages (on either Internet or intranet sites) with a
related topic, usually under a single domain name, which includes an intended starting
file called a “home page.” From the home page, access is gained to all the other
pages on the web site.
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APPENDIX C - REFERENCES

* Children’s Online Privacy Protection Act (COPPA), 15 USC § 6501 et seq.

» Computer Fraud and Abuse Act, 1984.
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»  Computer Security Act of 1987 (P.L. 100-235).
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(Supp. I 1997) and implementing regulations. Privacy Rule, 67 FR 14775.
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Resources.
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= Privacy Act of 1974, 5 U.S.C. %552a, as amended.

= Right to Financial Privacy Act of 1978 (12 U.S.C. 3401 et seq.).
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APPENDIX D - PIA QUESTIONNAIRE — CLAIMS 3

System Name:

System Environment
(production, test,
development, or other. If
other, please explain):

System Location
(entity/contractor name of
site, building, room, city,
and state):

Activity/Purpose of
System:

United States Citizenship and Immigration Services (USCIS)
Computer Linked Automated Information Management System

(CLAIMS 3)

Production

N/A

To track, process and report on applications for immi gration
benefits.

PIA
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7

Does the system contain PII within
any database(s), record(s), file(s) or
document(s)? !
Note: If yes, check all that apply in the
Comments column. If the category of
personal information is not listed,
please check “Other” and identify the
category.

Remediation Guidance:

If the system contains no records with
any data elements listed in the
comments section, the system is not
subject to federal privacy laws or
regulations such as the Privacy Act of

1974. Questions 8-18 may be marked -

with an “N/A.”

If data elements relating to persons who
are either United States Citizens or
Lawful Permanent Residents are
checked under the personal information
category in the comments column, then
the Privacy Act of 1974 is invoked.
Agencies must meet all requirements of
the Privacy Act listed under 5 U.S.C.
552a.(4) as amended, listed under

“Records Maintained On Individuals.”

If personal information on the system
contains medical records numbers or
medical notes (including medical
images such as x-rays), then the HIPAA
Privacy Rule 67 FR 14775 may be
invoked. Agencies should review this
rule to determine exact applicability
and compliance requirements.

If personal information on the system
contains Financial Account Information
and/or Numbers, then the Right to
Financial Privacy Act of 1978 (12
U.S.C. 340! et seq.) privacy
requirements may be invoked.
Agencies should review this law to
determine exact applicability and
compliance requirements.

Personal Information:

X
X
X

XOOO 0 XK X KOO XX OX KK K

Name

Date of Birth

Social Security Number (or other
number originated by a government
that specifically identifies an
individual)

Photographic Identifiers (e.g.,
photograph image, x-rays, and video)
Driver’s License

Biometric Identifiers (e.g., fingerprint
and voiceprint)

Mother’s Maiden Name

Vehicle Identifiers (e.g., license
plates)

Mailing Address

Phone Numbers (e.g., phone, fax, and
cell) )

Medical Records Numbers

Medical Notes

Financial Account Information and/or
Numbers (e.g., checking account
number and PINs)

Certificates (e.g., birth, death, and
marriage)

Legal Documents or Notes (e.g.,
divorce decree, criminal records, or
other) ,

Device Identifiers (e.g., pacemaker,
hearing aid, or other)

Web URLs

Email Address

Education Records

Other: Alien Number (A-Number)

PIA
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System Characterization

8 -

Has a Privacy Act Systems of
Records Notice (PARN) been
published in the Federal Register?

Remediation Guidance:

If no, and the system meets the
definition of a System of Records, then
the Privacy Act of 1974 requirements
are invoked. Agencies must develop a
PARN and publish the notice in the
Federal Register with appropriate
specifications listed in 5 U.S.C. Section
552a as amended.

Federal Register Notice published
10/17/02.

67FR64132

Have major changes (as defined in
Appendix A, “Glossary of Terms” of
the PIA Questionnaire) to the system
been made since publication of the
PARN?

Remediation Guidance:

If yes, then the Privacy Act of 1974
requires that agencies publish in the
Federal Register a notice of any, and all
revisions to the existence and character
of the system of records with
appropriate specifications listed in 5
U.S.C. Section 552a as amended.

10

Does the PARN address all required
categories of information?

Note: Check all that apply in the
Comments column.

Remediation Guidance:

If no, then the notice specifying the
existence of the system of records will
include all criteria listed in the
Comments column.

DSystem Name

MXXMXN X O XX XX XX

Security Classification

System Location

Categories of Individuals Covered by
the System

Categories of Records in the System
Authority of Maintenance of the
System

Purpose

Routine Uses of Records Maintained
in the System

Disclosure to Consumer Reporting
Agencies

Policies and Practices for Storing,
Retrieving, Accessing, Retaining and
Disposing of Records

System Manager(s) and Address
Notification Procedure

Record Access Procedure
Contesting Record Procedure
Record Source Categories

Systems Exempted From Certain
Provisions of the Act

PIA
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’Information.Sharing Practices )

11

Does the system collect PII from
individuals?

Note: If yes, identify the PII the
system collects directly from
individuals in the Comments column. If
the category of personal information is
not listed, please check “Other” and
identify the category.

Remediation Guidance:

Each agency maintaining system of
records is required to collect
information to the greatest extent

practicable directly from the individual

when information may result in adverse
determinations about an individual’s
rights, benefits, and privileges under
federal programs.

If personal information on the system
contains medical records numbers or
medical notes (including medical
images such as x-rays), then HIPAA
Privacy Rule 67 FR 14775 may be
invoked. Agencies should review these
rules to determine exact applicability
and compliance requirements.

If personal information on the system
contains Financial Account Information
and/or Numbers, then Right to
Financial Privacy Act of 1978 (12
U.S.C. 3401 et seq.) privacy
requirements may be invoked.
Agencies should review this law to
determine exact applicability and
compliance requirements.

Personal Information:

X

OO0000000 0 ¥ ¥ HOONKON N0 @ XKRX

Alien Registration Number

Name

Date of Birth

Social Security Number (or other number
originated by a government that
specifically identifies an individual)
Photographic Identifiers (e.g., photograph
image, x-rays, and video)

Driver’s License

Biometric Identifiers (e.g., fingerprint and
voiceprint)

Mother’s Maiden Name

Vehicle Identifiers {e.g., license plates)
Mailing Address

Phone Numbers (e.g., phone, fax, and cell)
Medical Records Numbers

Medical Notes

Financial Account Information and/or
Numbers (e.g., checking account number
and PINs)

Certificates (e.g., birth, death, and
marriage)

Legal Documents or Notes (e.g., divorce
decree, criminal records, or other)

Device Identifiers (e.g., pacemaker,
hearing aid, or other)

Web URLs

E-mail Address

Education Records

Other:
Other:
Other:
Other:
Other:
Other:
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12

Does the system collect PII from
other sources (e.g., databases,
websites, etc.)?

Note: If yes, specify the source(s) and
PII collected in the Comments column.

Remediation Guidance:

If yes, then each agency is required to
maintain records on systems that are
used for making determinations about
an individual with accuracy, relevance,
timeliness, and completeness as
reasonably necessary to assure fairness
to the individual. Agencies are
responsible for ensuring processes are
in place to verify and validate PII as
directed by the Privacy Act of 1974.

13

Does the system populate data for
other resources (i.e., do databases,
web sites, or other resources rely on
this system’s data)?

Note: If yes, specify resource(s) and
purpose for each instance in the
Comments column.

Remediation Guidance:

If yes, then section (e) (6) of the
Privacy Act of 1974 is invoked. Before
disseminating any records about an |
individual to any person other than an
agency, unless the dissemination is
made pursuant to subsection (b)(2) of
the Act, the agency must make
reasonable efforts to assure that such
records are accurate, complete, timely,
and relevant on each system for agency
purposes. Agencies are responsible for
ensuring processes are in place to
verify and validate PII as directed by
the Act.

PIA
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Information Sharing Practices

14

Does the system share PII with
internal or external parties of
USCIS?

Note: If yes, identify in the Comments
column which data elements are shared.
If the category of personal information
is not listed, please check “Other” and
identify the category.

Remediation Guidance:

If yes, then section (€) (6) of the
Privacy Act of 1974 is invoked. Before
disseminating any records about an
individual to any person other than an
agency, unless the dissemination is
made pursuant to subsection (b)(2) of
the Act, agencies must make reasonable
efforts to ensure that such records are
accurate, complete, timely, and relevant
on each system for agency purposes.
Agencies are responsible for ensuring
processes are in place to verify and
validate PII as directed by the Act.

If personal information on the system
contains medical records numbers or
medical notes (including medical
images such as x-rays), then HIPAA
Privacy Rule, 67 FR 14775 may be
invoked. Agencies should review these
rules to determine exact applicability
and compliance requirements.

If personal information on the system

contains Financial Account Information -

and/or Numbers, then Right to
Financial Privacy Act of 1978 (12
U.S.C. 3401 et seq.) privacy
requirements may be invoked.
Agencies should review this law to
determine exact applicability and
compliance requirements.

PIA
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Information Sharing Practices

15

Are records on the system
retrievable?

Note: If yes, specify in the Comments
column what method is used in
retrieving the records (i.e., using a
record number, name, social security
number, or other data element or record
locator methodology). If the category
of personal information is not listed,
please check “Other” and identify the
category.

Remediation Guidance:

If yes, then a system of records in
which information relating to a United
States citizen or Lawful Permanent
Resident is retrieved using one or more
of an individual’s “identifying
information” invokes Privacy Act of
1974 requirements. All requirements
under 5 U.S.C. of Section 552¢ as
amended must be met by an agency for
this system. )

16

Is there a notification process in

place when changes occur (i.e.,
revisions to PII or when the system
encounters a major change or is »
replaced) for alerting other resources
dependent upon PII contained on

this system?

17

Are processes in place for periodic
review of PII contained in the system
to ensure it is timely, accurate, and
relevant?

PIA
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18 | Are rules of conduct in place for X Users
access to PII on the system? X Administrators
X Developers
Note: If yes, identify in the Cocmments [X Contractors
column all users with access to PII on .
the system, and for what purposes they For what purposes:
use the PIL O
[
Remediation Guidance: |
If no, then Section (€)(9-10) of the O
Privacy Act of 1974 is invoked to the O
extent that the system contains
information relating to United States All users listed will be subject to USCIS
citizens or Lawful Permanent and Rules of Behavior
Residents. The Act requires rules of
conduct for persons involved in the
design, development, operations, or
maintenance of a system’s PIL
19 | Does the system host a web site either

as an Internet, an intranet, or both?

Note: If yes, identify what type of site
in the Comments column.

Note: If no, check N/A for all
subsequent questions in the “Web
Site Host Question Sets” section and
answer questions starting with the
“Administrative Controls” section
beginning with Question #28.

Remediation Guidance:

If yes, then OMB M-99-18 is invoked
requiring that for every federal, public
web site agencies include a privacy
policy statement, even if the site does
not collect any information and does
not create a Privacy Act record.

Intranet site for National Benefits Center
access

PIA
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a0 SR
Web Site Host ‘
20 | Is the web site accessible by the L] = [] | See Question 19 above.

public or other entities (i.e.,
contractors, third party
administrators, state, or local
agencies, etc.)?

Remediation Guidance:

If yes, then OMB M-99-18 is invoked.
Agencies must post privacy policies on
their principal web sites, any known
major entry points, and any web page
where substantial personal information
is collected from the public. The
privacy policy must state what
information is being collected, why it is
being collected, and how the agency
will use the information. Privacy
policies must be clearly labeled and
easily accessed when an individual
visits a web site.

21 | Is a privacy policy statement posted ] ] XI | See Question 19 above. ¢
on the web site?

Remediation Guidance:

If no, then OMB M-99-18 is invoked.
Agencies must post privacy policies on
their principal web sites, any known
major entry points, as well as any web
pages where substantial personal
information is collected from the
public. The privacy policy must state
what information is being collected,
why it is being collected, and how the
agency will use the information.
Privacy policies must be clearly labeled
and easily accessed when an individual
visits a web site.

22 | Are web links posted anywhere on | ] DJ | See Question 19 above.
the web site?

Remediation Guidance:

If no, then OMB M-99-18 is invoked.
Agencies must post privacy policies on
their principal web sites, any known
major entry points, as well as any web
pages where substantial personal
information is collected from the
public. The privacy policy must state
what information is being collected,
why it is being collected, and how the
agency will use the information.
Privacy policies must be clearly labeled
and easily accessed when an individual
visits a web site.
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‘Web Site Host

23

Are cookies present on the web site?

Note: If yes, identify types of cookies
in the Comments column.

Remediation Guidance:

If yes, persistent cookies are prohibited.
Alternatively, session cookies are
allowed as long as use of session
cookies are indicated in the privacy
policy statement, and the agency is able
to demonstrate a valid need for use of
these session cookies. Cookies will not
knowingly be transferred to third
parties unless explained in the Privacy
and Security Statement.

See Question 19 above.

24

Does the web site have any
information or pages directed at
children?

Remediation Guidance:

If yes, then the Children’s Online
Privacy Protection Act (COPFA), OMB
M-00-13, and DLMS 9 Chapter 1500
are all invoked. Agency systems
hosting web sites are mandated by
OMB to comply with COPPA. This
law places restrictions on the collection
and use of information on any web site
or online service directed to children
and requires parental consent before
any such collection and provides the
parent with the right to see what is
collected about his/her child and to
restrict dissemination or use or further
collection of any information about the

See Question 19 above.

child.
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Web Site Host

25

Does the web site collect PII from
individuals?

Note: If yes, identify what PII the
system collects in the Comments
column. If the category of personal
information is not listed, please check
“Other” and identify the category.

Remediation Guidance:

If yes, and data elements relating to
United States citizens or Lawful
Permanent Residents are checked under
both the Identifier and Personal
Information categories, then the
Privacy Act of 1974 is invoked.
Agencies must meet all requirements of
the Privacy Act listed under 5 U.S.C.
552a.(4) as amended listed under
“Records Maintained On Individuals.”

If personal information on the system
contains medical records numbers or
medical notes (including medical
images such as x-rays), then the HIPAA
Privacy Rule, 67 FR 14775 may be
invoked. Agencies should review this
rule to determine exact applicability
and compliance requirements.

If personal information on the system
contains Financial Account Information
and/or Numbers, then the Rightto
Financial Privacy Act of 1978 (12
U.S.C. 3401 et seq.) privacy
requirements may be invoked.
Agencies should review this law to
determine exact applicability and
compliance requirements.

See Question 19 above.
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“Web Site Host

26

Does the web site share PII with
internal or external parties of the
Department?

Note: If yes, specify with whorn and
for what purposes, and identify the data
elements in the Comments column. If
the category of personal information is
not listed, please check “Other” and
identify the category.

Remediation Guidance:

If yes and the information relates to
United States citizens or Lawful
Permanent Residents, then section (e)
(6) of the Privacy Act is invoked.
Before disseminating any records about
an individual to any person other than
an agency, unless the dissemination is
made pursuant to subsection (b)(2) of
the Act, agencies must make reasonable
efforts to ensure that such records are
accurate, complete, timely, and relevant
on each system for agency purposes.
Agencies are responsible for ensuring
processes are in place to verify and
validate PII as directed by the Act.

If personal information on the system
contains medical records numbers or
medical notes (including medical
images such as x-rays), then HIPAA
Privacy Rule, 67 FR 14775 may be
invoked. Agencies should review these
rules to determine exact applicability
and compliance requirements.

If personal information on the system
contains Financial Account Information
and/or Numbers, then Gramm-Leach-
Bliley Act (GLBA) of 1999 Pub. Law
No. 106-102, 113 Stat. 1338 (1999)
privacy requirements may be invoked.
Agencies should review this law to
determine exact applicability ard
compliance requirements.

See Question 19 above.

27

Are rules of conduct in place for
access to PII on the website?

| Note: If yes, identify in the Commments

column all categories of users with
access to PII on the system, and for
what purposes the PII is used.

See Question 19 above.
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Administrative Controls

Note: This PIA Guide uses the terms ‘‘Admini

strative,” “Technical,” and “Physical” to refer to security control
questions—terms that are used in several federal privacy laws when referencing security requirements. USCIS
recognizes the slight difference in terminology used in this guide from those that are used in other documents such
as the National Institute of Standards and Technology (NIST) SP 800-26, Security Self-Assessment Guide for
Information Technology Systems.

28

Has the system been authorized to
process information?

Remediation Guidance:

If no, then the system may be required
as directed by OMB Circular A-130 to
complete an accreditation for each
system. Agencies should engage in an
assessment process that ensures
technical security features are built into
the life cycle of a system. ‘

X

L]

]

29

Have there been major changes (as
defined in Appendix A, “Glossary of
Terms” of the PIA Questionnaire) to
the system since it was last certified
and accredited?

Remediation Guidance:

If yes, then agencies are required by
OMB Circular A-130 to complete an
update of the certification and
accreditation for each system that has
been modified. Agencies should engage
in an assessment process that ensures
existing technical security features are
appropriate to the modified system.

30

Are security controls routinely
reviewed?

Remediation Guidance:

Security controls need to be routinely
reviewed to ensure sustained
effectiveness even when no changes to
the system have occurred. OMB
Circular A-130 stipulates a systzm’s
security controls should be reviewed
“when significant modifications are
made to a system, but at least every
three years. The scope and frequency
of the review should be commensurate
with the acceptable level of risk for the
system.”
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Administfative Controls

%&’

31

Is there a system security plan for
this system?

Remediation Guidance:

The Privacy Act of 1974 and OMB
Circular A-130 require procedures be
in.place for implementing
administrative, technical, and physical
security controls for systems containing
a system of records. Agencies should
develop a plan that demonstrates
security controls for components,
applications, and systems that are
consistent with the agency’s Enterprise
Architecture; include a plan to manage
risk; protect privacy and
confidentiality; and explain any
planned or actual variance from NIST
security guidance.

CLAIMS 3 is a distributed client/server
system which is not managed by any one
entity.

32

Is there a contingency (or backup)
plan for the system?

Remediation Guidance:

The Privacy Act of 1974 and OMB
Circular A-130 require procedures be
in place for implementing a
contingency plan for systems
containing a system of records.
Agencies should develop a plan that
demonstrates contingency security
controls for components, applications,
and systems that are consistent with the
agency’s Enterprise Architecture;
include a plan to manage risk; protect
privacy and confidentiality; and explain -
any planned or actual variance from
NIST security guidance.

33

Are files backed up regularly?

Remediation Guidance:

OMB Circular A-130 requires
procedures be in place for protecting
data on systems in the event the system
and the information it contains is
attacked or rendered unavailable.
Agencies should devise a method for
backing up information contained on
the system at regular intervals.

Daily backups are performed.
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34 | Are the backup files stored offsite? X | ]

Remediation Guidance:

OMB Circular A-130 requires
procedures be in place for protecting
data on systems in the event the system
and the information it contains is
attacked or rendered unavailable.
Agencies should identify an alternative
site for housing backup files.

35 | Are there user manuals for the X ] D
system?
36 | Have personnel using the system X {0 O

been trained and made aware of
their responsibilities for protecting
personal information being collected
and maintained?

Remediation Guidance:

If no, OMB Circular A-130 requires
that each agency ensure the security of
information contained on each system
to include training of users and
employees of security controls in place.
Agencies should provide users with
training of their roles and
responsibilities for protecting PII
collected and maintained on the system.

37 | Who will have access to the PII on X ] 0 | X Users
the system? Administrators
[X] Developers
Note: Check all that apply in the [X] Contractors

Comments column.

38 | Are methods in place to ensure least X 1 O
privilege (e.g., “need to know” and
accountability)?

Note: If yes, please specify method(s)
in the Comments column.
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Technical Conti'ols

39

Are technical controls in place to
minimize the possibility of
unauthorized access, use, or
dissemination of the data in the
system?

Note: If yes, check all that apply in the
Comments column. ‘

Remediation Guidance:

If no, OMB Circular A-130 requires
that each agency ensure the security of
information contained on each system
by implementing technical security
controls. Agencies should devise
administrative, technical, and physical
controls for each system to protect the
PII it contains.

USCIS has established technical control
requirements including the following
controls:

X

OOOOCOOXX

User ID

Passwords

Firewall

Virtual Private Network (VPN)
Encryption

Intrusion Detection System (IDS)
Common Access Cards (CAC)
Smart Cards

Biometrics

Public Key Infrastructure (PKI)

40

Are the following password controls
in place?

Note: Check all that apply in the
Comments column.

Remediation Guidance:

If no, OMB Circular A-130 requires
that each agency ensure the security of
information contained on each system.
Agencies should implement one or
more of the password controels for each
system to protect the PII it contains.

O 0000

USCIS has established password
management security requirements

Passwords expire after a set period of
time.

Accounts are locked after a set period
of inactivity.

Minimum length of passwords is eight
characters.

Passwords must be a combination of
uppercase, lowercase, and special
characters.

Accounts are locked after a set number
of incorrect attempts.

41

Is a process in place to monitor and
respond to incidents?
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i Sk
Physical Controls

s

42

Are physical access controls in place?

Note: If yes, check all that apply in the
Comments column.

Remediation Guidance:

If no, OMB Circular A-130 requires
that each agency ensure the security of
information contained on each system
by implementing technical security
controls. Agencies should devise
administrative, technical, and physical
controls for each system to protect the
PII it contains.

USCIS controls include:

Guards

Identification Badges

Key Cards

Cipher Locks

Biometrics

Closed Circuit TV (CCTV)
Other

Other

OOOOOOXXX

Other
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APPENDIX D - PIA QUESTIONNAIRE - CLAIMS 4

System Name: United States Citizenship and Immigration Services (USCIS)
Computer Linked Automated Information Management System
(CLAIMS 4)

System Environment Production

(production, test,
development, or other. If
other, please explain):

System Location
(entity/contractor name of

. e . N/A
site, building, room, city,

" and state):
Activity/Purpose of To track, process and report on applications for immigration
System: benefits.
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System Characterization

R

7

Does the system contain PI1 within
any database(s), record(s), file(s) or
document(s)?

Note: If yes, check all that apply in the
Comments column. If the category of -
personal information is not listed,
please check “Other” and identify the

category.

Remediation Guidance:

If the system contains no records with
any data elements listed in the
comments section, the system is not
subject to federal privacy laws or
regulations such as the Privacy Act of
1974. Questions 8-18 may be marked
with an “N/A.”

If data elements relating to persons who
are either United States Citizens or
Lawful Permanent Residents are
checked under the personal information
category in the comments column, then’
the Privacy Act of 1974 is invoked.
Agencies must meet all requirements of
the Privacy Act listed under 5 U.S.C.
552a.(4) as amended, listed under
“Records Maintained On Individuals.”

If personal information on the system
contains medical records numbers or
medical notes (including medical
images such as x-rays), then the HIPAA .
Privacy Rule 67 FR 14775 may be
invoked. Agencies should review this
rule to determine exact applicability

and compliance requirements.

If personal information on the system
contains Financial Account Information
and/or Numbers, then the Right to
Financial Privacy Act of 1978 (12
U.S.C. 3401 et seq.) privacy
requirements may be invoked.
Agencies should review this law to
determine exact applicability and
compliance requirements.

Personal Information:

X
X

XOOO O X X KOO XX OX XX X

Name

Date of Birth

Social Security Number (or other
number originated by a government
that specifically identifies an
individual)

Photographic Identifiers (e.g.,
photograph image, x-rays, and video)
Driver’s License

Biometric Identifiers (e.g., fingerprint
and voiceprint)

Mother’s Maiden Name

Vehicle Identifiers (e.g., license
plates)

Mailing Address

Phone Numbers (e.g., phone, fax, and
cell)

Medical Records Numbers

Medical Notes

Financial Account Information and/or
Numbers (e.g., checking account
number and PINs)

Certificates (e.g., birth, death, and
marriage)

Legal Documents or Notes (e.g.,
divorce decree, criminal records, or
other)

Device Identifiers (e.g., pacemaker,
hearing aid, or other)

Web URLs

Email Address

Education Records

Other: Alien Number (A-Number)
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ok

\ System pChara;;:«'terization :
8 | Has a Privacy Act Systems of X ] ] [ Federal Register Notice published
Records Notice (PARN) been 10/17/02.

published in the Federal Register?
67FR64132
Remediation Guidance:

If no, and the system meets the
definition of a System of Records, then
the Privacy Act of 1974 requirements
are invoked. Agencies must develop a
PARN and publish the notice in the
Federal Register with appropriate
specifications listed in 5 U.S.C. Section
552a as amended.

9 | Have major changes (as defined in = L] ]
Appendix A, “Glossary of Terms” of
the PIA Questionnaire) to the system
been made since publication of the
PARN?

Remediation Guidance:

If yes, then the Privacy Act of 1974
requires that agencies publish in the
Federal Register a notice of any, and all
revisions to the existence and character
of the system of records with
appropriate specifications listed in 5
U.S.C. Section 552a as amended.

10 | Does the PARN address all required X ] O System Name
categories of information? Security Classification
System Location
Note: Check all that apply in the Categories of Individuals Covered by
Comments column. the System

Categories of Records in the System
Authority of Maintenance of the
System

Purpose :
Routine Uses of Records Maintained
in the System

Disclosure to Consumer Reporting
Agencies

Policies and Practices for Storing,
Retrieving, Accessing, Retaining and
Disposing of Records

System Manager(s) and Address
Notification Procedure

Record Access Procedure
Contesting Record Procedure
Record Source Categories

Systems Exempted From Certain
Provisions of the Act

Remediation Guidance:

If no, then the notice specifying the
existence of the system of records will
include all criteria listed in the
Comments column.

MRRRKNK @ X 0 KK KK XROX
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11

Does the system collect PII from
individuals?

Note: If yes, identify the PII the

system collects directly from
individuals in the Comments column. If
the category of personal ‘information is
not listed, please check “Other” and
identify the category.

Remediation Guidance:

Each agency maintaining systern of
records is required to collect
information to the greatest extent
practicable directly from the individual
when information may result in adverse
determinations about an individual’s
rights, benefits, and privileges under
federal programs.

If personal information on the system
contains medical records numbers or
medical notes (including medical
images such as x-rays), then HIPAA
Privacy Rule 67 FR 14775 may be
invoked. Agencies should review these
rules to determine exact applicability
and compliance requirements.

If personal information on the system
contains Financial Account Information
and/or Numbers, then Right to
Financial Privacy Act of 1978 (12
U.S.C. 3401 et seq.) privacy
requirements may be invoked.
Agencies should review this law to
determine exact applicability and
compliance requirements.

Personal Information:

X

OO0000000 0 ¥ B NHOOKKORK N0 K KRR

Alien Registration Number

Name

Date of Birth

Social Security Number (or other number
originated by a government that
specifically identifies an individual)
Photographic Identifiers (e.g., photograph
image, x-rays, and video)

Driver’s License

Biometric Identifiers (e.g., fingerprint and
voiceprint)

Mother’s Maiden Name

Vehicle Identifiers (e.g., license plates)
Mailing Address

Phone Numbers (e.g., phone, fax, and cell)
Medical Records Numbers

Medical Notes

Financial Account Information and/or
Numbers (e.g., checking account number
and PINs)

Certificates (e.g., birth, death, and
marriage)

Legal Documents or Notes (e.g., divorce
decree, criminal records, or other)

Device Identifiers (e.g., pacemaker,
hearing aid, or other)

Web URLs

E-mail Address

Education Records

Other:
Other:
Other:
Other:
Other:
Other:
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Information Sharing Prhctices

12 | Does the system collect PII from X N [J [SSA,IRS, DOS, DOL
other sources (e.g., databases,
websites, etc.)? X Name

X Date of Birth

X Social Security Number (or other number
originated by a government that specifically
gnt]i-ieil alll) individual) N .

. e . ocuments or Notes (e.g., divorce
Remediation Guldance:. i decree, %:riminal records, or othc1(') ’ °

If yes, then each agency is required to
maintain records on systems that are
used for making determinations about
an individual with accuracy, relevance,
timeliness, and completeness as
Teasonably necessary to assure fairness
to the individual. Agencies are
responsible for ensuring processes are
in place to verify and validate PII as
directed by the Privacy Act of 1974.

Note: If yes, specify the source(s) and
PII collected in the Comments column.

13 | Does the system populate data for X (OO Name

other resources (i.e., do databases, X Date of Birth
web sites, or other resources rely on X Social Security Number (or other number
originated by a government that specifically

. , 0
this system’s data)? . ' identifies an individual)

. . X Legal Documents or Notes (e.g., divorce
Note: If yes, specify resource(s) and decree, criminal records, or other)

purpose for each instance in the
Comments column.

Remediation Guidance:

If yes, then section (e) (6) of the
Privacy Act of 1974 is invoked. Before
disseminating any records about an '
individual to any person other than an
agency, unless the dissemination is
made pursuant to subsection (b)(2) of
the Act, the agency must make
reasonable efforts to assure that such
records are accurate, complete, timely, .
and relevant on each system for agency
purposes. Agencies are responsible for
ensuring processes are in place to
verify and validate PII as directed by
the Act.
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mation Sharing Practices
14 | Does the system share PII with X O ]
internal or external parties of X Name
USCIS? X Date of Birth

B Social Security Number (or other number
originated by a government that specifically

Note: If yes, identify in the Comments TPt
identifies an individual)

column which data elements are shared.

If the category of personal information Ecree gcﬁn?i?lglﬁzgtrzsr g?;seg g. divorce
is not listed, please check “Other” and ' '

identify the category.

Remediation Guidance:

If yes, then section (e) (6) of the
Privacy Act of 1974 is invoked. Before
disseminating any records about an
individual to any person other than an
agency, unless the dissemination is
made pursuant to subsection (b)(2) of
the Act, agencies must make reasonable
efforts to ensure that such records are
accurate, complete, timely, and relevant
on each system for agency purposes.
Agencies are responsible for ensuring
processes are in place to verify and
validate PII as directed by the Act.

If personal information on the system
contains medical records numbers or
medical notes (including medical
images such as x-rays), then HIPAA
Privacy Rule, 67 FR 14775 may be
invoked. Agencies should review these
rules to determine exact applicability
and compliance requirements.

If personal information on the system
contains Financial Account Information
and/or Numbers, then Right to
Financial Privacy Act of 1978 (12
U.S.C. 3401 et seq.) privacy
requirements may be invoked.
Agencies should review this law to
determine exact applicability and
compliance requirements.
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15

Are records on the system
retrievable?

Note: If yes, specify in the Comments
column what method is used in
retrieving the records (i.e., using a
record number, name, social security
number, or other data element or record
locator methodology). If the category
of personal information is not listed,
please check “Other” and identify the
category.

1 Remediation Guidance:

If yes, then a system of records in
which information relating to a United
States citizen or Lawful Permanent
Resident is retrieved using one or more
of an individual’s “identifying
information” invokes Privacy Act of
1974 requirements. All requirements
under 5 U.S.C. of Section 552a as
amended must be met by an agency for
this system.

16

Is there a notification process in
place when changes occur (i.e.,
revisions to PII or when the system
encounters a major change or is
replaced) for alerting other resources
dependent upon PII contained on
this system?

X

17

Are processes in place for periodic
review of PII contdined in the system
to ensure it is timely, accurate, and
relevant?

PIA
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18 | Are rules of conduct in place for X 1O7 O { X Users
access to PII on the system? IX] Administrators
X Developers
Note: If yes, identify in the Comments X Contractors
column all users with access to PII on
the system, and for what purposes they For what purposes:
use the PII. |
]
Remediation Guidance: ]
If no, then Section (e)(9-10) of the ]
Privacy Act of 1974 is invoked to the O

extent that the system contains
information relating to United States All users listed will be subject to USCIS

citizens or Lawful Permanent and Rules of Behavior
Residents. The Act requires rules of
conduct for persons involved in the
design, development, operations, or
maintenance of a system’s PIL

19 | Does the system host a web site either ] X 1
as an Internet, an intranet, or both?

Note: If yes, identify what type of site
in the Comments column.

Note: If no, check N/A for all
subsequent questions in the “Web
Site Host Question Sets” section and
answer questions starting with the
“A dministrative Controls” section
beginning with Question #28.

Remediation Guidance:

If yes, then OMB M-99-18 is invoked
requiring that for every federal, public
web site agencies include a privacy
policy statement, even if the site does
not collect any information and does
not create a Privacy Act record.
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AT 218
Web Site Host
20 | Is the web site accessible by the O ] D] | See Question 19 above.
public or other entities (i.e.,
contractors, third party
administrators, state, or local
agencies, etc.)?

Remediation Guidance:

If yes, then OMB M-99-18 is invoked.
Agencies must post privacy policies on
their principal web sites, any known
major entry points, and any web page
where substantial personal information
is collected from the public. The
privacy policy must state what
information is being collected, why it is
being collected, and how the agency
will use the information. Privacy
policies must be clearly labeled and
easily accessed when an individual
visits a web site.

21 | Is a privacy policy statement posted [0 O X | SeeQuestion 19 above.

on the web site?

Remediation Guidance:

If no, then OMB M-99-18 is invoked.
Agencies must post privacy policies on
their principal web sites, any known
major entry points, as well as any web
pages where substantial personal
information is collected from the
public. The privacy policy must state
what information is being collected,
why it is being collected, and how the
agency will use the information.
Privacy policies must be clearly labeled
and easily accessed when an individual
visits a web site.

22 | Are web links posted anywhere on ] L] DX | See Question 19 above.

the web site?

Remediation Guidance:

If no, then OMB M-99-18 is invoked.
Agencies must post privacy policies on
their principal web sites, any known
major entry points, as well as any web
pages where substantial personal
information is collected from the
public. The privacy policy must state
what information is being collected,
why it is being collected, and how the
agency will use the information.
Privacy policies must be clearly labeled
and easily accessed when an individual
visits a web site.

PIA 51



January 31, 2004 PIA Questionnaire ~ CLAIMS 4

i
Web Site Host
23 | Are cookies present on the web site? ] O ] | See Question 19 above.

Note: If yes, identify types of cookies
in the Comments column.

Remediation Guidance:

If yes, persistent cookies are prohibited.
Alternatively, session cookies are
allowed as long as use of session
cookies are indicated in the privacy
policy statement, and the agency is able
to demonstrate a valid need for use of
these session cookies. Cookies will not
knowingly be transferred to third
parties unless explained in the Privacy
and Security Statement.

24 | Does the web site have any g DJ | See Question 19 above.
information or pages directed at
children?

Remediation Guidance:

If yes, then the Children’s Online
Privacy Protection Act (COPPA), OME
M-00-13, and DLMS 9 Chapter 1500
are all invoked. Agency systems
hosting web sites are mandated by
OMB to comply with COPPA. This
law places restrictions on the collection
and use of information on any web site
or online service directed to children
and requires parental consent before
any such collection and provides the
parent with the right to see what is
collected about his/her child and to
restrict dissemination or use or further
collection of any information about the
child.
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Web Site Host
25 | Does the web site collect PII from 0 ] X | See Question 19 above.
individuals?

Note: If yes, identify what PII the
system collects in the Comments
column. If the category of personal
information is not listed, please check
“Other” and identify the category.

Remediation Guidance:

If yes, and data elements relating to
United States citizens or Lawful
Permanent Residents are checked under
both the Identifier and Personal
Information categories, then the
Privacy Act of 1974 is invoked.
Agencies must meet all requirements of
the Privacy Act listed under 5 U.S.C.
552a.(4) as amended listed under
“Records Maintained On Individuals.”

If personal information on the system
contains medical records numbers or
medical notes (including medical
images such as x-rays), then the HIPAA
Privacy Rule, 67 FR 14775 may be
invoked. Agencies should review this
rule to determine exact applicability
and compliance requirements.

If personal information on the system
contains Financial Account Information
and/or Numbers, then the Right to
Financial Privacy Act of 1978 (12
U.S.C. 3401 et seq.) privacy
requirements may be invoked.
Agencies should review this law to
determine exact applicability and
compliance requirements.
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26 | Does the web site share PII with D O DX | See Question 19 above.
internal or external parties of the
Department?

Note: If yes, specify with whom and
for what purposes, and identify the data
elements in the Comments column. If
the category of personal information is
not listed, please check “Other” and
identify the category.

Remediation Guidance:

If yes and the information relates to
United States citizens or Lawful
Permanent Residents, then section (e)
(6) of the Privacy Act is invoked.
Before disseminating any records about
an individual to any person other than
an agency, unless the dissemination is
made pursuant to subsection (b)(2) of
the Act, agencies must make reasonable
efforts to ensure that such records are
accurate, complete, timely, and relevant
on each system for agency purposes.
Agencies are responsible for ensuring
processes are in place to verify and
validate PII as directed by the Act.

If personal information on the system
contains medical records numbers or
medical notes (including medical
images such as x-rays), then HIPAA
Privacy Rule, 67 FR 14775 may be
invoked. Agencies should review these
rules to determine exact applicability
and compliance requirements.

If personal information on the system
contains Financial Account Information
and/or Numbers, then Gramm-Leach-
Bliley Act (GLBA) of 1999 Pub. Law
No. 106-102, 113 Stat. 1338 (1999)
privacy requirements may be invoked.
Agencies should review this law to
determine exact applicability and
compliance requirements.

27 | Are rules of conduct in place for ] | <) 1 See Question 19 above.
access to PII on the website?

Note: If yes, identify in the Comments
column all categories of users with
access to PII on the system, and for
what purposes the PII is used.
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Administrative Controls

Note: This PIA Guide uses the terms “Administrative,” “Technical,” and “Physical” to refer to security control
questions—terms that are used in several federal privacy laws when referencing security requirements. USCIS
recognizes the slight difference in terminology used in this guide from those that are used in other documents such
as the National Institute of Standards and Technology (NIST) SP 800-26, Security Self-Assessment Guide for
Information Technology Systems.

28

Has the system been authorized to
process information?

Remediation Guidance:

If no, then the system may be required
as directed by OMB Circular A-130 to
complete an accreditation for each
system. Agencies should engage in an
assessment process that ensures
technical security features are built into
the life cycle of a system.

X

|

L

29

Have there been major changes (as
defined in Appendix A, “Glossary of
Terms” of the PIA Questionnaire) to
the system since it was last certified
and accredited?

Reinediation Guidance:

If yes, then agencies are required by
OMB Circular A-130 to complete an
update of the certification and
accreditation for each system that has

been modified. Agencies should engage :

in an assessment process that ensures
existing technical security features are
appropriate to the modified system.

30

Are security controls routinely
reviewed?

Remediation Guidance:

Security controls need to be routinely
reviewed to ensure sustained
effectiveness even when no changes to
the system have occurred. OMB
Circular A-130 stipulates a system’s
security controls should be reviewed
“when significant modifications are
made to a system, but at Jeast every

| three years. The scope and frequency

of the review should be commensurate

' with the acceptable level of risk for the

system.”
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Administrative "Con‘t'rols ' ‘
31 |Isthere asystemsecurityplanfor | X [ (O [ [J
this system?

Remediation Guidance:

The Privacy Act of 1974 and OMB
Circular A-130 require procedures be
in place for implementing
administrative, technical, and physical
security controls for systems containing
a system of records. Agencies should
develop a plan that demonstrates
security controls for components,
applications, and systems that are
consistent with the agency’s Enterprise
Architecture; include a plan to manage
risk; protect privacy and

confidentiality; and explain any
planned or actual variance from NIST
security guidance.

32 | Isthere a contingency (or backup) X ] ]
plan for the system?

Remediation Guidance:

The Privacy Act of 1974 and OMB
Circular A-130 require procedures be
in place for implementing a
contingency plan for systems
containing a system of records.
Agencies should develop a plan that
demonstrates contingency security
controls for components, applications,
and systems that are consistent with the
agency’s Enterprise Architecture;
include a plan to manage risk; protect
privacy and confidentiality; and =xplain
any planned or actual variance from
NIST security guidance. _
33 | Are files backed up regularly? X ] [C] | Daily backups are performed.

Remediation Guidance:

OMB Circular A-130 requires
procedures be in place for protecting
data on systems in the event the system
and the information it contains is
attacked or rendered unavailable..
Agencies should devise a method. for
backing up information contained on
the system at regular intervals.
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Adn;ihistfa;ﬁve Cnols :
34 | Are the backup files stored offsite? 1 ] X [ DOJis responsible for the backups.

i

Remediation Guidance:

OMB Circular A-130 requires
procedures be in place for protecting
data on systems in the event the system
and the information it contains is
attacked or rendered unavailable.
Agencies should identify an alternative
site for housing backup files.

35 | Are there user manuals for the X ] ]
system? ‘
36 | Have personnel using the system X [J I

been trained and made aware of
their responsibilities for protecting
personal information being collected
and maintained?

Remediation Guidance:

If no, OMB Circular A-130 requires
that each agency ensure the security of
information contained on each system
to include training of users and
employees of security controls in place. |
Agencies should provide users with )
training of their roles and
responsibilities for protecting PII
collected and maintained on the system.

37 | Who will have access to the PII on X O O | X Users
the system? : [X] Administrators
; X Developers
Note: Check all that apply in the X Contractors

Comments column.

38 | Are methods in place to ensure least <Ol
privilege (e.g., “need to know” and
accountability)?

Note: If yes, please specify method(s)
in the Comments column.
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39

Are technical controls in place to
minimize the possibility of
unauthorized access, use, or
dissemination of the data in the
system?

Note: If yes, check all that apply in the
Comments column.

Remediation Guidance:

If no, OMB Circular A-130 requires
that each agency ensure the security of
information contained on each system
by implementing technical security
controls. Agencies should devise
administrative, technical, and physical
controls for each system to protect the
PII it contains.

USCIS has established technical control
requirements including the following
controls:

OOOO00OOORXX

User ID

Passwords

Firewall

Virtual Private Network (VPN)
Encryption

Intrusion Detection System (IDS)
Common Access Cards (CAC)
Smart Cards

Biometrics

Public Key Infrastructure (PKI)

40

Are the following password controls
in place?

Note: Check all that apply in the
Comments column.

Remediation Guidance:

If no, OMB Circular A-130 requires
that each agency ensure the security of
information contained on each system.
Agencies should implement one or
more of the password controls for each
system to protect the PII it contains.

N XX XKKXKKX

USCIS has established password
management security requirements

Passwords expire after a set period of
time.

Accounts are locked after a set period
of inactivity.

Minimum length of passwords is eight
characters.

Passwords must be a combination of
uppercase, lowercase, and special
characters.

Accounts are locked after a set number
of incorrect attempts.

41

Is a process in place to monitor and
respond to incidents?
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controls for each system to protect the
PII it contains.

Physical Controls .
42 | Are physical access controls in place?-r USCIS controls include:
Note: If yes, check all that apply in the
Comments column. Xl Guards
[Xl Identification Badges

Remediation Guidance: X Key Cards
If no, OMB Circular A-130 requires [[] Cipher Locks
that each agency ensure the security of [[] Biometrics
information contained on each system [] Closed Circuit TV (CCTV)
by implementing technical security [[] Other
controls. Agencies should devise [] Other
administrative, technical, and physical [] Other
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APPENDIX D - PIA QUESTIONNAIRE -- RNACS

System Name: United States Citizenship and Immigration Services (USCIS)
Reengineered Naturalization Casework System (RNACS)

System Environment Production
(production, test,

development, or other. If

other, please explain):

System Location

((_entlty/f:ox}uactor namg of Department of Justice Data Center, Dallas, TX
site, building, room, city,

and state):
Activity/Purpose of To track, process and report on applications for immigration
System: benefits (naturalization and citizenship).
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System Characterization

7

Does the system contain PII within
any database(s), record(s), file(s) or :
document(s)?

Note: If yes, check all that apply in the
Comments column. If the category of
personal information is not listed,
please check “Other” and identify the
category.

Remediation Guidance:

If the system contains no records with
any data elements listed in the
comments section, the system is not
subject to federal privacy laws or
regulations such as the Privacy Act of
1974. Questions 8-18 may be marked .
with an “N/A.” '

If data elements relating to persons who -
are either United States Citizens or
Lawful Permanent Residents are
checked under the personal information
category in the comments column, then
the Privacy Act of 1974 is invoked. .
Agencies must meet all requirements of
the Privacy Act listed under 5 U.S.C.
552a.(4) as amended, listed under
“Records Maintained On Individuals.”

If personal information on the system
contains medical records numbers or
medical notes (including medical :
images such as x-rays), then the HIPAA
Privacy Rule 67 FR 14775 may be
invoked. Agencies should review this
rule to determine exact applicability

and compliance requirements.

If personal information on the system

contains Financial Account Information |-

and/or Numbers, then the Right to
Financial Privacy Act of 1978 (12
U.S.C. 3401 et seq.) privacy
requirements may be invoked.
Agencies should review this law o
determine exact applicability and
compliance requirements.

Personal Information:
X Name

X
X

O
O
O
0
O
X
O
0
0
O
O
O
0
0
B
0
X

Date of Birth

Social Security Number (or other
number originated by a government
that specifically identifies an
individual)

Photographic Identifiers (e.g.,
photograph image, x-rays, and video)
Driver’s License

Biometric Identifiers (e.g., fingerprint
and voiceprint)

Mother’s Maiden Name

Vehicle Identifiers (e.g., license
plates)

Mailing Address

Phone Numbers (e.g., phone, fax, and
cell)

Medical Records Numbers

Medical Notes

Financial Account Information and/or
Numbers (e.g., checking account
number and PINs)

Certificates (e.g., birth, death, and
marriage)

Legal Documents or Notes (e.g.,
divorce decree, criminal records, or
other)

Device Identifiers (e.g., pacemaker,
hearing aid, or other)

Web URLs

Email Address

Education Records

Other: Alien Number (A-Number)
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Syste .~
8 | Has a Privacy Act Systems of | XX | OO [ O T Federal Register Notice published
Records Notice (PARN) been ' 04/29/02
published in the Federal Register?
67FR20996
Remediation Guidance:
If no, and the system meets the
definition of a System of Records, then
the Privacy Act of 1974 requirements
are invoked. Agencies must develop a
PARN and publish the notice in the
Federal Register with appropriate
specifications listed in 5 U.S.C. Section
552a as amended.
9 | Have major changes (as defined in I O
Appendix A, “Glossary of Terms” of
the PIA Questionnaire) to the system
been made since publication of the
PARN?
Remediation Guidance:
If yes, then the Privacy Act of 1974
requires that agencies publish in the
Federal Register a notice of any, and all
revisions to the existence and character
of the system of records with
appropriate specifications listed in 5
U.S.C. Section 552a as amended.
10 | Does the PARN address all required D] 1 OO | OO0 | X System Name
categories of information? - [] Security Classification
[X] System Location
Note: Check all that apply in the [ Categories of Individuals Covered by
Comments column. the System
[X Categories of Records in the System
Remediation Guidance: X Authority of Maintenance of the
If no, then the notice specifying the. System
existence of the system of records will X Purpose ,
include all criteria listed in the [ Routine Uses of Records Maintained
Comments column. in the System
[ Disclosure to Consumer Reporting
Agencies
X Policies and Practices for Storing,
Retrieving, Accessing, Retaining and
Disposing of Records
(X System Manager(s) and Address
X Notification Procedure
[X] Record Access Procedure
[X] Contesting Record Procedure
X} Record Source Categories
[X] Systems Exempted From Certain
Provisions of the Act
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Information Sharing Practices

11

Does the system collect P11 from
individuals?

Note: If yes, identify the PII the

system collects directly from :
individuals in the Comments column. If *
the category of personal information is
not listed, please check “Other” and
identify the category.

Remediation Guidance:

Each agency maintaining system of
records is required to collect
information to the greatest extent
practicable directly from the individual
when information may result in adverse
determinations about an individual’s
rights, benefits, and privileges under
federal programs.

If personal information on the system
contains medical records numbers or
medical notes (including medical
images such as x-rays), then HIPAA
Privacy Rule 67 FR 14775 may be
invoked. Agencies should review these
rules to determine exact applicability
and compliance requirements.

If personal information on the system
contains Financial Account Information
and/or Numbers, then Right to
Financial Privacy Act of 1978 (i2
U.S.C. 3401 et seq.) privacy
requirements may be invoked.
Agencies should review this law to
determine exact applicability and
compliance requirements.

OoooooO00 0 0 O 0O000KO0D OO0 O 20OXX

Personal Information:

X

Alien Registration Number

Name

Date of Birth

Social Security Number (or other number
originated by a government that
specifically identifies an individual)
Photographic Identifiers (e.g., photograph
image, x-rays, and video)

Driver’s License

Biometric Identifiers (e.g., fingerprint and
voiceprint)

Mother’s Maiden Name

Vehicle Identifiers (e.g., license plates)
Mailing Address

Phone Numbers (e.g., phone, fax, and cell)
Medical Records Numbers

Medical Notes

Financial Account Information and/or
Numbers (e.g., checking account number
and PINs)

Certificates (e.g., birth, death, and
marriage)

Legal Documents or Notes (e.g., divorce
decree, criminal records, or other)

Device Identifiers (e.g., pacemaker,
hearing aid, or other)

Web URLs

E-mail Address

Education Records

Other:
Other:
Other:
Other:
Other:
Other:
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Information Sharing Practices

12

Does the system collect PII from
other sources (e.g., databases,
websites, etc.)?

Note: If yes, specify the source(s) and

PII collected in the Comments column.

Remediation Guidance:

If yes, then each agency is required to
maintain records on systems that are
used for making determinations about
an individual with accuracy, relevance,
timeliness, and completeness as

{1 reasonably necessary to assure fairness

to the individual. Agencies are
responsible for ensuring processes are
in place to verify and validate PII as
directed by the Privacy Act of 1974.

Name Check Response (IBIS, FBI)
Fingerprint Response (FBI)
Cases, Status Updates (C4)

13

Does the system populate data for
other resources (i.e., do databases,
web sites, or other resources rely on
this system’s data)?

Note: If yes, specify resource(s) and
purpose for each instance in the
Comments column.

Remediation Guidance:

If yes, then section (e) (6) of the .
Privacy Act of 1974 is invoked. Before:
disseminating any records about an
individual to any person other than an
agency, unless the dissemination is
made pursuant to subsection (b)(2) of
the Act, the agency must make
reasonable efforts to assure that such
records are accurate, complete, timely,
and relevant on each system for agency
purposes. Agencies are responsible for
ensuring processes are in place to

verify and validate PII as directed by
the Act.

4

Transfer of cases to C4

PTIA
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Ihfofmation Sﬁaring Practices

14 | Does the system share PII with T BJ T LT | LJ | Update of Central Index with
internal or external parties of " { naturalization data
USCIS? '

Note: If yes, identify in the Comments
column which data elements are shared.
If the category of personal information
is not listed, please check “Other’ and
identify the category.

Remediation Guidance:

If yes, then section (e) (6) of the :
Privacy Act of 1974 is invoked. Before !
disseminating any records about. an '
individual to any person other than an
agency, unless the dissemination is
made pursuant to subsection (b)(2) of
the Act, agencies must make reasonable
efforts to ensure that such records are
accurate, complete, timely, and relevant
on each system for agency purposes.
Agencies are responsible for ensuring
processes are in place to verify and
validate PII as directed by the Act.

If personal information on the system
contains medical records numbers or
medical notes (including medical
images such as x-rays), then HIFAA
Privacy Rule, 67 FR 14775 may be
invoked. Agencies should review these.
rules to determine exact applicability
and compliance requirements.

If personal information on the system
contains Financial Account Information
and/or Numbers, then Right to
Financial Privacy Act of 1978 (12
U.S.C. 3401 et seq.) privacy
requirements may be invoked.
Agencies should review this law to
determine exact applicability and
compliance requirements.
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G
Information Sharing Practices
15 | Arerecords on the system 1 X 1 O J | On-line queries
retrievable? : Reports

Note: If yes, specify in the Comments
column what method is used in
retrieving the records (i.e., using a
record number, name, social security
number, or other data element or record :
locator methodology). If the category
of personal information is not listed,
please check “Other” and identify the
category.

Remediation Guidance:

If yes, then a system of records in
which information relating to a United
States citizen or Lawful Permanent
Resident is retrieved using one or more
of an individual’s “identifying
information” invokes Privacy Act of
1974 requirements. All requirements
under 5 U.S.C. of Section 552a as
amended must be met by an agericy for
this system.

16 | Is there a notification process in X O
place when changes occur (i.e.,
revisions to PII or when the system
encounters a major change or is
replaced) for alerting other resources
dependent upon PII contained on
this system?

17 | Are processes in place for periodic L] X |
review of PII contained in the system
to ensure it is timely, accurate, and
relevant?
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18 | Are rules of conduct in place for X Users
access to PII on the system? X} Administrators
X Developers
Note: If yes, identify in the Comments X Contractors
column all users with access to PII on
the system, and for what purposes they - For what purposes:
use the PII. O
L]
Remediation Guidance: O
If no, then Section (e)(9-10) of the O
Privacy Act of 1974 is invoked to the O
extent that the system contains
information relating to United States All users listed will be subject to USCIS
citizens or Lawful Permanent : and Rules of Behavior
Residents. The Act requires rules of
conduct for persons involved in the |
design, development, operations, or
maintenance of a system'’s PII. i
i
19 | Does the system host a web site either

as an Internet, an intranet, or both?

Note: If yes, identify what type of site
in the Comments column.

Note: If no, check N/A for all
subsequent questions in the “Web
Site Host Question Sets” section and
answer questions starting with the
“Administrative Controls” section
beginning with Question #28.

Remediation Gunidance:

If yes, then OMB M-99-18 is invoked
requiring that for every federal, public
web site agencies include a privacy
policy statement, even if the site does
not collect any information and does
not create a Privacy Act record.

PIA
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&
3

Web Site

20 | Is the web site accessible by the 1O | <] | See Question 19 above.
public or other entities (i.e.,
contractors, third party
administrators, state, or local
agencies, etc.)?

Remediation Guidance:

If yes, then OMB M-99-18 is invoked.
Agencies must post privacy policies on
their principal web sites, any known
major entry points, and any web page
where substantial personal information
is collected from the public. The

privacy policy must state what ;
information is being collected, why it is |
being collected, and how the agency .
will use the information. Privacy
policies must be clearly labeled and
easily accessed when an individual i
visits a web site. :
21 | Is a privacy policy statement posted 1 U L] <] | See Question 19 above.
on the web site? ‘

Remediation Guidance:

If no, then OMB M-99-18 is invoked.
Agencies must post privacy policies on
their principal web sites, any known
major entry points, as well as any web
pages where substantial personal
information is collected from the
public. The privacy policy must state
what information is being collected,
why it is being collected, and how the
agency will use the information.
Privacy policies must be clearly labeled
and easily accessed when an individual
visits a web site.

22 | Are web links posted anywhere on ] ] D4 | See Question 19 above.
the web site? '

Remediation Guidance:

If no, then OMB M-99-18 is invoked.
Agencies must post privacy policies on
their principal web sites, any known
major entry points, as well as any web
pages where substantial personal
information is collected from the
public. The privacy policy must state
what information is being collected,
why it is being collected, and how the
agency will use the information.
Privacy policies must be clearly labeled
and easily accessed when an individual
visits a web site.
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TUBNRRE

| Web Slte i-Iostw
23 | Are cookies present on the web site? | [ 1 X | See Question 19 above.

Note: If yes, identify types of cookies
in the Comments column.

Remediation Guidance:

If yes, persistent cookies are prohibited.
Alternatively, session cookies are
allowed as long as use of session
cookies are indicated in the privacy
policy statement, and the agency is able
to demonstrate a valid need for use of
these session cookies. Cookies will not
knowingly be transferred to third

parties unless explained in the Privacy
and Security Statement.

24 | Does the web site have any ' ] DX | See Question 19 above.
information or pages directed at .

children?

Remediation Guidance:

If yes, then the Children’s Online
Privacy Protection Act (COPPA), OMB
M-00-13, and DLMS 9 Chapter 1500
are all invoked. Agency systems
hosting web sites are mandated by
OMB to comply with COPPA. This
law places restrictions on the collection
and use of information on any web site
or online service directed to children
and requires parental consent before
any such collection and provides the
parent with the right to see what is
collected about his/her child and to
restrict dissemination or use or further
collection of any information about the
child.
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Web Site Host
25 | Does the web site collect PII from | [] 1 Xl | See Question 19 above.
individuals?

Note: If yes, identify what PII the
system collects in the Comments
column. If the category of personal
information is not listed, please check
“Other” and identify the category.

Remediation Guidance:

If yes, and data elements relating to
United States citizens or Lawful
Permanent Residents are checked under
both the Identifier and Personal
Information categories, then the
Privacy Act of 1974 is invoked.
Agencies must meet all requirements of
the Privacy Act listed under 5 U.S.C.
552a.(4) as amended listed under
“Records Maintained On Individuals.”

If personal information on the system
contains medical records numbers or
medical notes (including medical
images such as x-rays), then the HIPAA
Privacy Rule, 67 FR 14775 may be
invoked. Agencies should review this
rule to determine exact applicability
and compliance requirements.

If personal information on the system
contains Financial Account Information
and/or Numbers, then the Right to
Financial Privacy Act of 1978 (12
U.S.C. 3401 et seq.) privacy
requirements may be invoked.
Agencies should review this law to
determine exact applicability and
compliance requirements.
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“Web Site Host

26

1 Does the web site share PII with

internal or external parties of the
Department?

Note: If yes, specify with whorn and
for what purposes, and identify the data
elements in the Comments column. If
the category of personal information is
not listed, please check “Other” and
identify the category.

Remediation Guidance:

If yes and the information relates to
United States citizens or Lawful
Permanent Residents, then section (€)
(6) of the Privacy Act is invoked.
Before disseminating any records about
an individual to any person other than
an agency, unless the dissemination is
made pursuant to subsection (b)(2) of
the Act, agencies must make reasonable
efforts to ensure that such records are
accurate, complete, timely, and relevant
on each system for-agency purposes.
Agencies are responsible for ensuring
processes are in place to verify and
validate PII as directed by the Act.

If personal information on the system
contains medical records numbers or
medical notes (including medical
images such as x-rays), then HIPAA
Privacy Rule, 67 FR 14775 may be
invoked. Agencies should review these
rules to determine exact applicability
and compliance requirements.

If personal information on the system
contains Financial Account Information
and/or Numbers, then Gramm-Leach-
Bliley Act (GLBA) of 1999 Pub. Law
No. 106-102, 113 Stat. 1338 (1959)
privacy requirements may be invoked.
Agencies should review this law 1o
determine exact applicability and
compliance requirements.

See Question 19 above.

27

Are rules of conduct in place for
access to PII on the website?

Note: If yes, identify in the Comments
column all categories of users with
access to PII on the system, and for
what purposes the PII is used.

See Question 19 above.
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Note: This PIA Guide uses the terms "“Administrative,” “Technical,” and “Physical’’ to refer to security control
questions—terms that are used in several federal privacy laws when referencing security requirements. USCIS
recognizes the slight difference in terminology used in this gnide from those that are used in other documents such
as the National Institute of Standards and Technology (NIST) SP 800-26, Security Self-Assessment Guide for

Information Technology Systems.

28 | Has the system been authorized to X ] ]
process information? :

Remediation Guidance:

If no, then the system may be required

as directed by OMB Circular A-130to
complete an accreditation for each i
system. Agencies should engage inan
assessment process that ensures :
technical security features are built into :
the life cycle of a system. 5
29 | Have there been major changes (as | [ ] X ]
defined in Appendix A, “Glossary of
Terms” of the PIA Questionnaire) to
the system since it was last certified
and accredited?

Remediation Guidance:

If yes, then agencies are required by
OMB Circular A-130 to complete an
update of the certification and
accreditation for each system that has
been modified. Agencies should engage
in an assessment process that ensures :
existing technical security features are
appropriate to the modified system.

30 | Are security controls routinely X L] ]
reviewed?

Remediation Guidance:

Security controls need to be routinely
reviewed to ensure sustained
effectiveness even when no changes to
the system have occurred. OMB
Circular A-130 stipulates a system’s
security controls should be reviewed
“when significant modifications are
made to a system, but at least every
three years. The scope and frequency
of the review should be commensurate
with the acceptable level of risk for the
system.”
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¥ G ol TR ‘
Administrative Controls

31

Is there a system security plan for
this system?

Remediation Guidance:

The Privacy Act of 1974 and CMB
Circular A-130 require procedures be
in place for implementing
administrative, technical, and physical
security controls for systems containing
a system of records. Agencies should
develop a plan that demonstrates
security controls for components,
applications, and systems that are

consistent with the agency’s Enterprise

Architecture; include a plan to manage
risk; protect privacy and
confidentiality; and explain any
planned or actual variance from NIST
security guidance.

Sensitive System Security Plan, Jan 04

32

Is there a contingency (or backup)
plan for the system?

Remediation Guidance:

The Privacy Act of 1974.and OMB
Circular A-130 require procedures be
in place for implementing a
contingency plan for systems
containing a system of records.
Agencies should develop a plan that
demonstrates contingency security
controls for components, applications,
and systems that are consistent with the
agency’s Enterprise Architecture;
include a plan to manage risk; protect
privacy and confidentiality; and explain
any planned or actual variance from
NIST security guidance.

Y2K Contingency Plan

Backup procedures controlled by IDMS
and DOIJ Security software (“TOP
SECRET”)

33

Are files backed up regularly?

Remediation Guidance:

OMB Circular A-130 requires
procedures be in place for protecting
data on systems in the event the system
and the information it contains is
attacked or rendered unavailable.
Agencies should devise a method for
backing up information contained on
the system at regular intervals.
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RS
Administrative Controls
34 | Are the backup files stored offsite? | 1 X

Remediation Guidance:

OMB Circular A-130 requires
procedures be in place for protecting
data on systems in the event the system
and the information it contains is
attacked or rendered unavailable.
Agencies should identify an alternative
site for housing backup files.

35 | Are there user manuals for the K1 O
system?
36 | Have personnel using the system ] X O

been trained and made aware of
their responsibilities for protecting
personal information being collected
and maintained?

Remediation Guidance:

If no, OMB Circular A-130 requires
that each agency ensure the security of
information contained on each system
to include training of users and
employees of security controls in place.
Agencies should provide users with
training of their roles and
responsibilities for protecting PII
collected and maintained on the system.
37 | Who will have access to the PII on X1O|! Od Users

the system? Administrators
X Developers
Note: Check all that apply in the Contractors
Comments column.

38 | Are methods in place to ensure least DA | [0 | [ | Levels of access are conferred by (1) PICS
privilege (e.g., “need to know” and and (2) supervisory staff at local office
accountability)? -

Note: If yes, please specify method(s)
in the Comments column.
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e P
Technical Controls ;

39 | Are technical controls in place to X ] [C] | USCIS has established technical control
minimize the possibility of ! requirements including the following
unauthorized access, use, or . controls:
dissemination of the data in the ]
system? X User ID

. IZ Passwords
Note: If yes, check all that apply in the | X Firewall
Comments column. [ vVirtual Private Network (VPN)
[] Encryption
[] Intrusion Detection System (IDS)
Remediation Guidance: [0 Common Access Cards (CAC)
If no, OMB Circular A-130 requires [0 Smart Cards
that each agency ensure the security of [] Biometrics
information contained on each system [ Public Key Infrastructure (PKI)

by implementing technical security
controls. Agencies should devise
administrative, technical, and physical
controls for each system to protect the
PII it contains.

40 | Are the following password controls X ] [l | [X] Passwords expire after a set period of
in place? time.
(] Accounts are locked after a set period
Note: Check all that apply in the of inactivity.
Comments column. X Minimum length of passwords is eight
characters.
Remediation Guidance: [ Passwords must be a combination of
If no, OMB Circular A-130 requires uppercase, lowercase, and special -
that each agency ensure the security of characters.
information contained on each system. P Accounts are locked after a set number
Agencies should implement one or of incorrect attempts.
more of the password controls for each
system to protect the PII it contains. USCIS has established password

management security requirements

41 | Is a process in place to monitor and 1T XTI
respond to incidents?
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g YR
Physical Controls :

42

Are physical access controls in place?

Note: If yes, check all that apply in the
Comments column.

Remediation Guidance:

If no, OMB Circular A-130 requires
that each agency ensure the security of
information contained on each system
by implementing technical security
controls. Agencies should devise
administrative, technical, and physical
controls for each system to protect the
PII it contains.

USCIS controls include:

OOOXKOOXXIX

Guards

Identification Badges

Key Cards

Cipher Locks

Biometrics

Closed Circuit TV (CCTV)
Other
Other
Other

PIA
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APPENDIX D - PIA QUESTIONNAIRE -- RAPS

System Name: United States Citizenship and Immigration Services (USCIS)
Refugees, Asylum, and Parole System (RAPS)

System Environment Production
(production, test,

development, or other. If

other, please explain):

System Location

(entity/contractor name of 51y ) Center Dallas, TX
site, building, room, city,

and state):
Activity/Purpose of To track, process and report on applications for immigration
System: " benefits (Asylum).
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Note: If yes, check all that apply in the
Comments column. If the category of
personal information is not listed,
please check “Other” and identify the
category.

Remediation Guidance:

If the system contains no records with
any data elements listed in the
comments section, the system is not
subject to federal privacy laws or
regulations such as the Privacy Act of
1974. Questions 8-18 may be marked
with an “N/A.”

If data elements relating to persons who
are either United States Citizens or
Lawful Permanent Residents are
checked under the personal information

the Privacy Act of 1974 is invoked.
Agencies must meet all requirements of
the Privacy Act listed under 5 U.S.C.
552a.(4) as amended, listed under
“Records Maintained On Individuals.”

If personal information on the system
contains medical records numbers or
medical notes (including medical
images such as x-rays), then the HIPAA
Privacy Rule 67 FR 14775 may be

rule to determine exact applicability
and compliance requirements.

If personal information on the system
contains Financial Account Information
and/or Numbers, then the Right io
Financial Privacy Act of 1978 (i2
U.S.C. 3401 et seq.) privacy
requirements may be invoked.
Agencies should review this law to
determine exact applicability and
compliance requirements.

category in the comments column, then -

invoked. Agencies should review this .

System Characterization
7 | Does the system contain PII within Personal Information:
any database(s), record(s), file(s) or X Name
document(s)? X Date of Birth
X Social Security Number (or other

NOOO O OO0 000 0OK OO OO0 g

number originated by a government
that specifically identifies an
individual)

Photographic Identifiers (e.g.,
photograph image, x-rays, and video)
Driver’s License

Biometric Identifiers (e.g., fingerprint -
and voiceprint)

Mother’s Maiden Name

Vehicle Identifiers (e.g., license
plates)

Mailing Address

Phone Numbers (e.g., phone, fax, and
cell)

Medical Records Numbers

Medical Notes

Financial Account Information and/or
Numbers (e.g., checking account
number and PINs)

Certificates (e.g., birth, death, and
marriage)

Legal Documents or Notes (e.g.,
divorce decree, criminal records, or
other)

Device Identifiers (e.g., pacemaker,
hearing aid, or other)

Web URLs

Email Address

Education Records

Other: Alien Number (A-Number)
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8

Has a Privacy Act Systems of
Records Notice (PARN) been
published in the Federal Register?

Remediation Guidance:
If no, and the system meets the

definition of a System of Records, then i

the Privacy Act of 1974 requirements
are invoked. Agencies must develop a
PARN and publish the notice in the
Federal Register with appropriate
specifications listed in 5 U.S.C. Section
552a as amended.

i

Federal Register notice is currently with
General Counsel for review before
publication

Have major changes (as defined in
Appendix A, “Glossary of Terms” of

i

the PIA Questionnaire) to the system

been made since publication of the
PARN?

Remediation Guidance:

If yes, then the Privacy Act of 1974
requires that agencies publish in the
Federal Register a notice of any, and all
revisions to the existence and character
of the system of records with
appropriate specifications listed in 5
U.S.C. Section 552a as amended.

10

Does the PARN address all required
categories of information?

Note: Check all that apply in the
Comments column.

Remediation Guidance:

If no, then the notice specifying the
existence of the system of records will
include all criteria listed in the
Comments column.

MXMXXNRK X O XX XX KKOS

System Name

Security Classification

System Location

Categories of Individuals Covered by
the System :
Categories of Records in the System
Authority of Maintenance of the
System

Purpose

Routine Uses of Records Maintained
in the System

Disclosure to Consumer Reporting
Agencies

Policies and Practices for Storing,
Retrieving, Accessing, Retaining and
Disposing of Records

System Manager(s) and Address
Notification Procedure

Record Access Procedure
Contesting Record Procedure
Record Source Categories

Systems Exempted From Certain
Provisions of the Act
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CeS

11

Does the system collect PII from
individuals?

Note: If yes, identify the PII the

system collects directly from
individuals in the Comments column. If
the category of personal information is
not listed, please check “Other” and
identify the category.

Remediation Guidance:

Each agency maintaining system of
records is required to collect
information to the greatest extent
practicable directly from the individual
when information may result in adverse
determinations about an individual’s
rights, benefits, and privileges under
federal programs.

If personal information on the system
contains medical records numbers or
medical notes (including medical

images such as x-rays), then HIPAA
Privacy Rule 67 FR 14775 may be
invoked. Agencies should review these .
rules to determine exact applicability
and compliance requirements.

If personal information on the system .
contains Financial Account Information
and/or Numbers, then Right to

Financial Privacy Act of 1978 (12
U.S.C. 3401 et seq.) privacy
requirements may be invoked.

Agencies should review this law to
determine exact applicability and
compliance requirements.

OOODOODOO000 0 O O OO0OOROO0 OO0 O 2 RX

Personal Information:

X

X Name

Alien Registration Number

Date of Birth

Social Security Number (or other number
originated by a government that
specifically identifies an individual)
Photographic Identifiers (e.g., photograph
image, x-rays, and video)

Driver’s License

Biometric Identifiers (e.g., fingerprint and
voiceprint)

Mother's Maiden Name

Vehicle Identifiers (e.g., license plates)
Mailing Address ’

Phone Numbers (e.g., phone, fax, and cell)
Medical Records Numbers

Medical Notes

Financial Account Information and/or
Numbers (e.g., checking account number
and PINs) )

Certificates (e.g., birth, death, and
marriage)

Legal Documents or Notes (e.g., divorce
decree, criminal records, or other)

Device Identifiers (e.g., pacemaker,
hearing aid, or other)

Web URLs

E-mail Address

Education Records

Other:
Other:
Other:
Other:
Other:
Other:
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Information .Shéring”Practicés’

12 | Does the system collect PII from
other sources (e.g., databases,
websites, etc.)?

Note: If yes, specify the source(s) and
PII collected in the Comments column.

Remediation Guidance:

If yes, then each agency is required to
maintain records on systems that are
used for making determinations about
an individual with accuracy, relevance,
timeliness, and completeness as
reasonably necessary to assure fairness
to the individual. Agencies are
responsible for ensuring processes are
in place to verify and validate PII as
directed by the Privacy Act of 1974.

i

Name Check Responses (IBIS, FBI)
Fingerprint Responses (FBI)

Presence of records in DACS, NAILS,
APSS

Presence of A-File (NFTS) .
Attorney address (PAMS)

Address data (C3)

13 | Does the system populate data for
other resources (i.e., do databases,
web sites, or other resources rely on
this system’s data)?

Note: If yes, specify resource(s) and
purpose for each instance in the
Comments column.

Remediation Guidance:

If yes, then section (e) (6) of the
Privacy Act of 1974 is invoked. Before
disseminating any records about an
individual to any person other than an
agency, unless the dissemination is
made pursuant to subsection (b)(2) of
the Act, the agency must make
reasonable efforts to assure that such
records are accurate, complete, timely,
and relevant on each system for agency
purposes. Agencies are responsible for
ensuring processes are in place to
verify and validate PII as directed by
the Act.

Creation of new A-File (CIS)

A-File receipt (CIS)

Case status (CIS)

Office of Refugee Resettlement (quarterly
counts of asylum grants)

Creation of NTAs (DACS)
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Information Sharing Practices

14 | Does the system share PII with X T U
internal or external parties of
USCIS?

Note: If yes, identify in the Comments
column which data elements are shared.
If the category of personal information
is not listed, please check “Other” and
identify the category.

Remediation Guidance:

If yes, then section (e} (6) of the
Privacy Act of 1974 is invoked. Before
disseminating any records about. an
individual to any person other than an
agency, unless the dissemination is
made pursuant to subsection (b)(2) of
the Act, agencies must make reasonable
efforts to ensure that such records are
accurate, complete, timely, and relevant
on each system for agency purposes.
Agencies are responsible for ensuring
processes are in place to verify and
validate PII as directed by the Act.

If personal information on the system
contains medical records numbers or
medical notes (including medical
images such as x-rays), then HIPAA
Privacy Rule, 67 FR 14775 may be
invoked. Agencies should review these
rules to determine exact applicability
and compliance requirements.

If personal information on the system
contains Financial Account Information
and/or Numbers, then Right to
Financial Privacy Act of 1978 (i2
U.S.C. 3401 et seq.) privacy
requirements may be invoked.
Agencies should review this law to
determine exact applicability and
compliance requirements.
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Information Sharing Pr;(;tices
15 | Are records on the system I | [ | O | On-line queries
retrievable? Reports

Note: If yes, specify in the Cornments
column what method is used in
retrieving the records (i.e., using a
record number, name, social security
number, or other data element or record
locator methodology). If the category
of personal information is not listed,
please check “Other” and identify the
category.

Remediation Guidance:

If yes, then a system of records in
which information relating to a United .
States citizen or Lawful Permanent
‘Resident is retrieved using one or more
of an individual’s “identifying
information” invokes Privacy Act of
1974 requirements. All requirernents
under 5 U.S.C. of Section 552a as
amended must be met by an agency for
this system.

16 | Is there a notification process in [ X 1
place when changes occur (i.e.,
revisions to PII or when the system
encounters a major change or is
replaced) for alerting other resources
dependent upon PII contained on
this system?

17 | Are processes in place for periodic |:] E |:]
review of PII contained in the system
to ensure it is timely, accurate, and
relevant?
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18

Are rules of conduct in place for
access to-PII on the system?

Note: If yes, identify in the Comments
column all users with access to PII on
the system, and for what purposes they
use the PII.

Remediation Guidance:

If no, then Section (e)(9-10) of the
Privacy Act of 1974 is invoked to the
extent that the system contains
information relating to United States
citizens or Lawful Permanent
Residents. The Act requires rules of
conduct for persons involved in the
design, development, operations;, or
maintenance of a system’s PIL

DX Users
Administrators
X Developers

[X Contractors

For what purposes:

L0oao

All users listed will be subject to USCIS
and Rules of Behavior

19

Does the system host a web site either
as an Internet, an intranet, or both?

Note: If yes, identify what type of site
in the Comments column.

Note: If no, check N/A for all
subsequent questions in the “Web
Site Host Question Sets” section and
answer questions starting with the
“Administrative Controls” section
beginning with Question #28.

Remediation Guidance:

If yes, then OMB M-99-18 is invoked
requiring that for every federal, public
web site agencies include a privacy
policy statement, even if the site does
not collect any information and does
not create a Privacy Act record.
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20 { Is the web site accessible by the O ] DJ | See Question 19 above.
public or other entities (i.e.,
contractors, third party
administrators, state, or local
agencies, etc.)?

Remediation Guidance:

If yes, then OMB M-99-18 is invoked.
Agencies must post privacy policies on
their principal web sites, any known
major entry points, and any web page
where substantial personal inforrnation
is collected from the public. The

privacy policy must state what ;
information is being collected, why it is -
being collected, and how the agency i
will use the information. Privacy ;
policies must be clearly labeled and
easily accessed when an individual
visits a web site.

21 | Is a privacy policy statement posted Ll ] XI | See Question 19 above.
on the web site?

i

Remediation Guidance:

If no, then OMB M-99-18 is invoked.
Agencies must post privacy policies on
their principal web sites, any known
major entry points, as well as any web
pages where substantial personal
information is collected from the
public. The privacy policy must state
what information is being collected,
why it is being collected, and how the
agency will use the information.
Privacy policies must be clearly labeled
and easily accessed when an individual
visits a web site.

22 | Are web links posted anywhere on L1 1 | X | See Question 19 above.
the web site?

Remediation Guidance:

If no, then OMB M-99-18 is invoked.
Agencies must post privacy policies on
their principal web sites, any known
major entry points, as well as any web
pages where substantial personal
information is collected from the
public. The privacy policy must state
what information is being collected,
why it is being collected, and how the
agency will use the information.
Privacy policies must be clearly labeled
and easily accessed when an individual
visits a web site.
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23 | Are cookies present on the web site? ] 0 1X] | See Question 19 above.

Note: If yes, identify types of cookies
in the Comments column.

Remediation Guidance:

If yes, persistent cookies are prohibited.
Alternatively, session cookies are
allowed as long as use of session
cookies are indicated in the privacy
policy statement, and the agency is able
to demonstrate a valid need for use of
these session cookies. Cookies will not
knowingly be transferred to third

parties unless explained in the Privacy
and Security Statement. :
24 | Does the web site have any j M L1 X | See Question 19 above.
information or pages directed at '
children?

Remediation Guidance:

If yes, then the Children’s Online
Privacy Protection Act (COPPA), OMB
M-00-13, and DLMS 9 Chapter 1500
are all invoked. Agency systems
hosting web sites are mandated by
OMB to comply with COPPA. This
law places restrictions on the collection
and use of information on any web site
or online service directed to children
and requires parental consent before
any such collection and provides the
parent with the right to see what is
collected about his/her child and to
restrict dissemination or use or further
collection of any information about the
child.
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25 | Does the web site collect PII from 1 ] DX | See Question 19 above.
individuals? 1

Note: If yes, identify what PII the
system collects in the Comments
column. If the category of personal
information is not listed, please check
“Other” and identify the category.

Remediation Guidance:

If yes, and data elements relating to
United States citizens or Lawful
Permanent Residents are checked under
both the Identifier and Personal
Information categories, then the

Privacy Act of 1974 is invoked. ‘
Agencies must meet all requirements of
the Privacy Act listed under 5 U.S.C.
552a.(4) as amended listed under
“Records Maintained On Individuals.”

If personal information on the system
contains medical records numbers or
medical notes (including medical
images such as x-rays), then the HIPAA
Privacy Rule, 67 FR 14775 may be
invoked. Agencies should review this
rule to determine exact applicability
and compliance requirements.

If personal information on the system
contains Financial Account Information
and/or Numbers, then the Right to
Financial Privacy Act of 1978 (12
U.S.C. 3401 et seq.) privacy
requirements may be invoked.
Agencies should review this law to
determine exact applicability and
compliance requirements.
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Web Site Host

26 | Does the web site share PII with O ] <] | See Question 19 above.
internal or external parties of the ‘
Department?

Note: If yes, specify with whom and

for what purposes, and identify the data
elements in the Comments column. If
the category of personal information is
not listed, please check “Other” and
identify the category.

Remediation Guidance:

If yes and the information relates to
United States citizens or Lawful
Permanent Residents, then section (e)
(6) of the Privacy Act is invoked.
Before disseminating any records about
an individual to any person other than
an agency, unless the dissemination is
made pursuant to subsection (b)(2) of
the Act, agencies must make reasonable
efforts to ensure that such records are
accurate, complete, timely, and relevant
on each system for agency. purpcses.
Agencies are responsible for ensuring
processes are in place to verify and
validate PII as directed by the Act.

If personal information on the system
contains medical records numbers or
medical notes (including medical
images such as x-rays), then HIPAA
Privacy Rule, 67 FR 14775 may be
invoked. Agencies should review these
rules to determine exact applicability
and compliance requirements.

If personal information on the system
contains Financial Account Information
and/or Numbers, then Gramm-Leach-
Bliley Act (GLBA) of 1999 Pub. Law
No. 106-102, 113 Stat. 1338 (1999)
privacy requirements may be invoked.
Agencies should review this law to
determine exact applicability and
compliance requirements.

27 | Are rules of conduct in place for ] ] P | See Question 19 above.
access to PII on the website?

Note: If yes, identify in the Comments
column all categories of users with
access to PII on the system, and for
what purposes the PII is used.
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Administrative Controls .
Note: This PIA Guide uses the terms “Administrative,” “Technical,” and “Physical” to refer to security control
questions—terms that are used in several federal privacy laws when referencing security requirements. USCIS
recognizes the slight difference in terminology used in this guide from those that are used in other documents such
as the National Institute of Standards and Technology (NIST) SP 800-26, Security Self-Assessment Guide for
Information Technology Systems. '
28 | Has the system been authorized to X O] O
process information?

Remediation Guidance:

If no, then the system may be required
as directed by OMB Circular A-130 to
complete an accreditation for each
system. Agencies should engage in an
assessment process that ensures
technical security features are built into
the life cycle of a system.

29 | Have there been major changes(as | [ ] | DX [ L[]
defined in Appendix A, “Glossary of
Terms” of the PIA Questionnaire) to
the system since it was last certified
and accredited?

Remediation Guidance:

If yes, then agencies are required by
OMB Circular A-130 to complete an
update of the certification and
accreditation for each system that has
been modified. Agencies should engage
in an assessment process that ensures
existing technical security features are
appropriate to the modified system. .
30 | Are security controls routinely T (O O
reviewed? '

Remediation Guidance:

Security controls need to be routinely
reviewed to ensure sustained
effectiveness even when no changes to
the system have occurred. OMB
Circular A-130 stipulates a system’s
security controls should be reviewed
“when significant modifications are
made to a system, but at least every
three years. The scope and frequency
of the review should be commensurate
with the acceptable level of risk for the
system.”
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31

Is there a system security plan for
this system?

Remediation Guidance:

The Privacy Act of 1974 and OMB
Circular A-130 require procedures be
in place for implementing
administrative, technical, and physical
security controls for systems containing
a system of records. Agencies should
develop a plan that demonstrates
security controls for components,
applications, and systems that are
consistent with the agency’s Enterprise
Architecture; include a plan to manage
risk; protect privacy and
confidentiality; and explain any
planned or actual variance from NIST
security guidance.

Sensitive System Security Plan, Jan 04

32

Is there a contingency (or backup)
plan for the system?

Remediation Guidance:

The Privacy Act of 1974 and OMB
Circular A-130 require procedures be

in place for implementing a

contingency plan for systems

containing a system of records.

Agencies should develop a plan that
demonstrates contingency security
controls for components, applications,
and systems that are consistent with the
agency’s Enterprise Architecture; :
include a plan to manage risk; protect
privacy and confidentiality; and explain
any planned or actual variance from ‘
NIST security guidance.

Y2K Contingency Plan

Backup procedures controlled by IDMS
and DOJ Security software (“TOP
SECRET™)

33

Are files backed up regularly?

Remediation Guidance:

OMB Circular A-130 requires
procedures be in place for protecting
data on systems in the event the system
and the information it contains is
attacked or rendered unavailable.
Agencies should devise a method for
backing up information contained on
the system at regular intervals.
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34

Are the backup files stored offsite?

Remediation Guidance:
OMB Circular A-130 requires
procedures be in place for protecting

data on systems in the event the system k

and the information it contains is
attacked or rendered unavailable.
Agencies should identify an alternative ,
site for housing backup files.

35

Are there user manuals for the
system?

36

Have personnel using the system
been trained and made aware of
their responsibilities for protecting
personal information being collected
and maintained?

Remediation Guidance:

If no, OMB Circular A-130 requires
that-each agency ensure the security of
information contained on each system
to include training of users and

employees of security controls in place. .

Agencies should provide users with
training of their roles and
responsibilities for protecting PII

collected and maintained on the system. '

Levels of access are conferred by (1) PICS
and (2) supervisory staff at local office

37

Who will have access to the PII on
the system?

Note: Check all that apply in the:
Comments column.

DX Users

X Administrators
X Developers

|Z Contractors

38

Are methods in place to ensure least
privilege (e.g., ‘‘need to know” and
accountability)?

Note: If yes, please specify method(s)
in the Comments column.
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39

Are technical controls in place to
minimize the possibility of
unauthorized access, use, or
dissemination of the data in the
system?

Note: If yes, check all that apply in the
Comments column.

Remediation Guidance:

If no, OMB Circular A-130 requires
that each agency ensure the security of
information contained on each system
by implementing technical security
controls. Agencies should devise
administrative, technical, and physical
controls for each system to protect the
PII it contains.

USCIS has established technical control
requirements including the following
controls:

User ID

Passwords

Firewall

Virtual Private Network (VPN)
Encryption

Intrusion Detection System (IDS)
Common Access Cards (CAC)
Smart Cards

Biometrics

Public Key Infrastructure (PKI)

XX

I

40

Are the following password controls
in place?

Note: Check all that apply in the
Comments column.

Remediation Guidance:

If no, OMB Circular A-130 requires
that each agency ensure the security of
information contained on each system.
Agencies should implement one or
more of the password controls for each
system to protect the PII it contains.

X

Passwords expire after a set period of
time. '
Accounts are locked after a set period
of inactivity.

Minimum length of passwords is eight
characters. '

Passwords must be a combination of
uppercase, lowercase, and special
characters.

Accounts are locked after a set number
of incorrect attempts.

X X XK O

USCIS has established password
management security requirements

41

Is a process in place to monitor and
respond to incidents?
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Physical Controls
42 | Are physical access controls in place? X L] ] USCIS controls include:
Note: If yes, check all that apply in the
Comments column. : X Guards
DX Identification Badges
Remediation Guidance: X Key Cards
If no, OMB Circular A-130 requires [[] Cipher Locks
that each agency ensure the security of (] Biometrics
information contained on each system [ Closed Circuit TV (CCTV)
by implementing technical security (] other
controls. Agencies should devisz [] Other
administrative, technical, and physical (] Other
controls for each system to protect the
P11 it contains.
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APPENDIX D - PIA QUESTIONNAIRE - MFAS

System Name: United States Citizenship and Immigrétion Services (USCIS)
Marriage Fraud Amendment Act System (MFAS)

System Environment Production
(production, test,

development, or other. If

other, please explain):

System Location
(entity/contractor name of :

. o1 . N/A
site, building, room, city,

and state):
Activity/Purpose of To track, process and report on applications for immigration
System: benefits. :

PIA 96
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. System Characterization

7

Does the system contain PII within
any database(s), record(s), file(s) or
document(s)?

Note: If yes, check all that apply in the
Comments column. If the category of
personal information is not listed,
please check “Other” and identify the
category. .

Remediation Guidance:

If the system contains no records with
any data elements listed in the
comments section, the system is not
subject to federal privacy laws or
regulations such as the Privacy Act of
1974. Questions 8-18 may be marked
with an “N/A.”

If data elements relating to persons who
are either United States Citizens or
Lawful Permanent Residents are
checked under the personal information
category in the comments column, then
the Privacy Act of 1974 is invoked.
Agencies must meet all requirements of
the Privacy Act listed under 5 U.S.C.
552a.(4) as amended, listed under
“Records Maintained On Individuals.”

If personal information on the system
contains medical records numbers or
medical notes (including medical-
images such as x-rays), then the HIPAA
Privacy Rule 67 FR 14775 may be
invoked. Agencies should review this
rule to determine exact applicability
and compliance requirements.

If personal information on the system
contains Financial Account Information
and/or Numbers, then the Right to
Financial Privacy Act of 1978 (i2
U.S.C. 3401 et seq.) privacy
requirements may be invoked.
Agencies should review this law to
determine exact applicability and
compliance requirements.

XOOO 0 X X KOO XX OXK OX O

Personal Information:
X Name
[X] Date of Birth

X

Social Security Number (or other
number originated by a government
that specifically identifies an
individual)

Photographic Identifiers (e.g.,
photograph image, x-rays, and video)
Driver’s License

Biometric Identifiers (e.g., fingerprint
and voiceprint)

Mother’s Maiden Name

Vehicle Identifiers (e.g., license
plates)

Mailing Address

Phone Numbers (e.g., phone, fax, and
cell)

Medical Records Numbers

Medical Notes

Financial Account Information and/or
Numbers (e.g., checking account
number and PINs)

Certificates (e.g., birth, death, and
marriage)

Legal Documents or Notes (e.g.,
divorce decree, criminal records, or
other)

Device Identifiers (e.g., pacemaker,
hearing aid, or other)

Web URLs

Email Address

Education Records

Other: Alien Number (A-Number)

PIA

98



January 31, 2004 PIA Questionnaire -- MFAS

System Characterization
8 | Has a Privacy Act Systems of X 1 O O | Included in CLAIMS 3
Records Notice (PARN) been

published in the Federal Register?

Remediation Guidance:

If no, and the system meets the
definition of a System of Records, then
the Privacy Act of 1974 requirements
are invoked. Agencies must develop a
PARN and publish the notice in the
Federal Register with appropriate
specifications listed in 5 U.S8.C. Section
552a as amended.

9 | Have major changes (as defined in OTX | O
Appendix A, “Glossary of Terms” of
the PIA Questionnaire) to the system
been made since publication of the
PARN?

Remediation Guidance:

If yes, then the Privacy Act of 1974
requires that agencies publish in the
Federal Register a notice of any, and all
revisions to the existence and character
of the system of records with
appropriate specifications listed in 5
U.S.C. Section 552a as amended.

10 | Does the PARN address all required | [] L] ]
categories of information?

System Name
Security Classification

. System Location
Note: Check all that apply in the Categories of Individuals Covered by
Comments column. the System

Categories of Records in the System
Authority of Maintenance of the
System

Purpose

Routine Uses of Records Maintained
in the System

Disclosure to Consumer Reporting
Agencies

Policies and Practices for Storing,
Retrieving, Accessing, Retaining and
Disposing of Records

System Manager(s) and Address
Notification Procedure

Record Access Procedure
Contesting Record Procedure
Record Source Categories

Systems Exempted From Certain
Provisions of the Act

Remediation Guidance:

If no, then the notice specifying the
existence of the system of records will
include all criteria listed in the
Comments column.

OOOO0OO0 O O 00 Od 0ood
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11

Does the system collect PII from
individuals?

Note: If yes, identify the PII the

system collects directly from
individuals in the Comments column. If
the category of personal information is
not listed, please check “Other” and
identify the category.

Remediation Guidance:
Each agency maintaining system of

records is required to collect

information to the greatest extent
practicable directly from the individual
when information may result in adverse
determinations about an individual’s
rights, benefits, and privileges under
federal programs.

If personal information on the system
contains medical records numbers or
medical notes (including medica!l
images such as x-rays), then HIFAA
Privacy Rule 67 FR 14775 may be
invoked. Agencies should review these
rules to determine exact applicability
and compliance requirements.

If personal information on the system
contains Financial Account Information
and/or Numbers, then Right to
Financial Privacy Act of 1978 (12
U.S.C. 3401 et seq.) privacy
requirements may be invoked.
Agencies should review this law to
determine exact applicability and
compliance requirements.

Personal Information:

X

X Name

aooobioid 0 X ¥ NOOKNOR KO O 2KX

Alien Registration Number

Date of Birth )

Social Security Number (or other number
originated by a government that
specifically identifies an individual)
Photographic Identifiers (e.g., photograph
image, x-rays, and video)

Driver’s License

Biometric Identifiers (e.g., fingerprint and
voiceprint)

Mother’s Maiden Name

Vehicle Identifiers (e.g., license plates)
Mailing Address

Phone Numbers (e.g., phone, fax, and cell)
Medical Records Numbers

Medical Notes

Financial Account Information and/or
Numbers (e.g., checking account number
and PINs)

Certificates (e.g., birth, death, and
marriage)

Legal Documents or Notes (e.g., divorce
decree, criminal records, or other)

Device Identifiers (e.g., pacemaker,
hearing aid, or other)

Web URLs

E-mail Address

Education Records

Other:
Other:
Other:
Other:
Other:
Other:
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12

Does the system collect P11 from
other sources (e.g., databases,
websites, etc.)?

Note: If yes, specify the source(s) and
PII collected in the Comments column.

Remediation Guidance:

If yes, then each agency is required to
maintain records on systems that are
used for making determinations about
an individual with accuracy, relevance,
timeliness, and completeness as

reasonably necessary to assure fairness

to the individual. Agencies are
responsible for ensuring processes are
in place to verify and validate PII as
directed by the Privacy Act of 1974.

13

Does the system populate data for
other resources (i.e., do databases,
web sites, or other resources rely on
this system’s data)?

Note: If yes, specify resource(s) and
purpose for each instance in the
Comments column.

Remediation Guidance:

If yes, then section (e) (6) of the
Privacy Act of 1974 is invoked. Before
disseminating any records about an
individual to any person other than an
agency, unless the dissemination is
made pursuant to subsection (b)(2) of
the Act, the agency must make
reasonable efforts to assure that such
records are accurate, complete, timely,
and relevant on each system for agency
purposes. Agencies are responsible for
ensuring processes are in place to
verify and validate PII as directed by
the Act.

PIA

101



January 31, 2004 PIA Questionnaire -- MFAS

Information Sharing Practices

14 | Does the system share PII with ] X O
internal or external parties of
USCIS?

Note: If yes, identify in the Comments
column which data elements are shared.
If the category of personal information
is not listed, please check “Other” and
identify the category.

Remediation Guidance:

If yes, then section (e) (6) of the
Privacy Act of 1974 is invoked. Before
disseminating any records about an
individual to any person other than an
agency, unless the dissemination is
made pursuant to subsection (b)(2) of
the Act, agencies must make reasonable
efforts to ensure that such records are
accurate, complete, timely, and relevant
on each system for agency purposes.
Agencies are responsible for ensuring
processes are in place to verify and
validate PII as directed by the Act.

If personal information on the system
contains medical records numbers or
medical notes (including medical
images such as x-rays), then HIPAA
Privacy Rule, 67 FR 14775 may be
invoked. Agencies should review these
rules to determine exact applicability
and compliance requirements.

If personal information on the system
contains Financial Account Infcrmation
and/or Numbers, then Right to
Financial Privacy Act of 1978 (12
U.S.C. 3401 et seq.) privacy
requirements may be invoked.
Agencies should review this law to
determine exact applicability and
compliance requirements.

PIA 102



PIA Questionnaire -- MFAS

January 31, 2004

Information Sharing Prd;:tices

15

Are records on the system
retrievable?

Note: If yes, specify in the Cornments
column what method is used in
retrieving the records (i.e., using a
record number, name, social security
number, or other data element or record
locator methodology). If the category
of personal information is not listed,
please check “Other” and identify the
category.

Remediation Guidance:

If yes, then a system of records in
which information relating to a United
States citizen or Lawful Permanent
Resident is retrieved using one or more
of an individual’s “identifying
information” invokes Privacy Act of
1974 requirements. All requirernents
under 5 U.S.C. of Section 552a as
amended must be met by an agency for
this system.

16

Is there a notification process in

place when changes occur (i.e.,
revisions to PII or when the system
encounters a major change or is
replaced) for alerting other resources
dependent upon PII contained on

this system?

17

Are processes in place for periodic
review of PII contained in the system
to ensure it is timely, accurate, and
relevant?
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18 Are rules of conduct in place for D E Users

access to PII on the system? X] Administrators

. B Developers
Note: If yes, identify in the Comments X Contractors
column all users with access to PII on
the system, and for what purposes they For what purposes:
use the PIL ]

L]
Remediation Guidance: O
If no, then Section (€)(9-10) of the O
Privacy Act of 1974 is invoked to the O
extent that the system contains
information relating to United States All users listed will be subject to USCIS
- citizens or Lawful Permanent and Rules of Behavior
Residents. The Act requires rules of
conduct for persons involved in the
design, development, operations, or
maintenance of a system’s PIL
19 | Does the system host a web site either X

as an Internet, an intranet, or both?

Note: If yes, identify what type of site
in the Comments column.

Note: If no, check N/A for all
subsequent questions in the “Web
Site Host Question Sets” section and
answer questions starting with the
“Administrative Controls” section
beginning with Question #28.

Remediation Guidance:

If yes, then OMB M-99-18 is invoked
requiring that for every federal, public
web site agencies include a privacy
policy statement, even if the site does
not collect any information and does
not create a Privacy Act record.
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20

Is the web site accessible by the
public or other entities (i.e.,
contractors, third party
administrators, state, or local
agencies, etc.)?

Remediation Guidance:

If yes, then OMB M-99-18 is invoked.
Agencies must post privacy policies on
their principal web sites, any known
major entry points, and any web page
where substantial personal information
is collected from the public. The
privacy policy must state what
information is being collected, why it is
being collected, and how the agency
will use the information. Privacy
policies must be clearly labeled and
easily accessed when an individual
visits a web site.

See Question 19 above.

21

Is a privacy policy statement posted
on the web site?

Remediation Guidance:

If no, then OMB M-99-18 is invoked.
Agencies must post privacy policies on
their principal web sites, any known
major entry points, as well as any web
pages where substantial personal
information is collected from the
public. The privacy policy must state
what information is being collected,
why it is being collected, and how the
agency will use the information.
Privacy policies must be clearly labeled
and easily accessed when an individual
visits a web site.

See Question 19 above.

22

Are web links posted anywhere on
the web site?

Remediation Guidance:

If no, then OMB M-99-18 is invoked.
Agencies must post privacy policies on
their principal web sites, any known
major entry points, as well as any web
pages where substantial personal
information is collected from the
public. The privacy policy must state
what information is being collected,
why it is being collected, and how the
agency will use the information.
Privacy policies must be clearly labeled
and easily accessed when an individual
visits a web site.

See Question 19 above.
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Web Site Host
23 | Are cookies present on the web site? O] {1 B | See Question 19 above.

Note: If yes, identify types of cookies
in the Comments column.

Remediation Guidance:

If yes, persistent cookies are prohibited.
Alternatively, session cookies are
allowed as long as use of session
cookies are indicated in the privacy
policy statement, and the agency is able
to demonstrate a valid need for use of
these session cookies. Cookies will not
knowingly be transferred to third
parties unless explained in the Privacy
and Security Statement.

24 | Does the web site have any ] L] X] | See Question 19 above.
information or pages directed at
children?

Remediation Guidance:

If yes, then the Children’s Online
Privacy Protection Act (COPPA), OMB
M-00-13, and DLMS 9 Chapter 1500
are all invoked. Agency systems
hosting web sites are mandated by
OMB to comply with COPPA. This
law places restrictions on the collection
and use of information on any web site
or online service directed to children
and requires parental consent before
any such collection and provides the
parent with the right to see what is
collected about his/her child and to
restrict dissemination or use or further
collection of any information about the
child.
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”’Web Site Host

25

Does the web site collect PII from
individuals?

Note: If yes, identify what PII the
system collects in the Comments
column. If the category of personal
information is not listed, please check
“Other” and identify the category.

Remediation Guidance:

If yes, and data elements relating to
United States citizens or Lawful
Permanent Residents are checked under
both the Identifier and Personal
Information categories, then the
Privacy Act of 1974 is invoked.
Agencies must meet all requirements of
the Privacy Act listed under 5 U.S.C.
552a.(4) as amended listed under
“Records Maintained On Individuals.”

If personal information on the system
contains medical records numbers or
medical notes (including medical
images such as x-rays), then the HIPAA
Privacy Rule, 67 FR 14775 may be
invoked. Agencies should review this
rule to determine exact applicability
and compliance requirements.

If personal information on the system
contains Financial Account Information
and/or Numbers, then the Right to
Financial Privacy Act of 1978 (i2
U.S.C. 3401 et seq:) privacy
requirements may be invoked.
Agencies should review this law to
determine exact applicability and
compliance requirements. )

See Question 19 above.
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Web Site Host

26

Does the web site share P1I with
internal or external parties of the
Department?

Note: If yes, specify with whorn and
for what purposes, and identify the data
elements in the Comments column. If
the category of personal information is
not listed, please check “Other” and
identify the category.

Remediation Guidance:

If yes and the information relates to
United States citizens or Lawful
Permanent Residents, then section (&)
(6) of the Privacy Act is invoked.
Before disseminating any records about
an individual to any person other than
an agency, unless the dissemination is
made pursuant to subsection (b)(2) of
the Act, agencies must make reasonable
efforts to ensure that such records are

accurate, complete, timely, and relevant

on each system for agency purposes.
Agencies are responsible for ensuring
processes are in place to verify and
validate PII as directed by the Act.

If personal information on the system
contains medical records numbers or
medical notes (including medical
images such as x-rays), then HIPAA
Privacy Rule, 67 FR 14775 may be
invoked. Agencies should review these
rules to determine exact applicability
and compliance requirements.

If personal information on the system
contains Financial Account Information
and/or Numbers, then Gramm-Leach-
Bliley Act (GLBA) of 1999 Pub. Law
No. 106-102, 113 Stat. 1338 (1999)
privacy requirements may be invoked.
Agencies should review this law to
determine exact applicability and
compliance requirements.

See Question 19 above.

27

Are rules of conduct in plaéc for
access to PII on the website?

Note: If yes, identify in the Comments
column all categories of users with
access to PII on the system, and for
what purposes the PII is used.

"See Question 19 above.
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Administrative Controls.

Note: This PIA Guide uses the terms “Administrative,” “Technical,” and “Physical” to refer to security control
questions—terms that are used in several federal privacy laws when referencing security requirements. USCIS
recognizes the slight difference in terminology used in this guide from those that are used in other documents such
as the National Institute of Standards and Technology ( NIST) SP 800-26, Security Self-Assessment Guide for

Information Technology Systems.

28

Has the system been authorized to
process information?

Remediation Guidance:

If no, then the system may be required
as directed by OMB Circular A-130 to
complete an accreditation for each
system. Agencies should engage in an
assessment process that ensures
technical security features are built into
the life cycle of a system.

X

O

Ll

29

Have there been major changes (as
defined in Appendix A, “Glossary of
Terms” of the PIA Questionnaire) to
the system since it was last certified
and accredited?

Remediation Guidance:

If yes, then agencies are required by
OMB Circular A-130 to complete an
update of the certification and
accreditation for each system that has

been modified. Agencies should engage

in an assessment process that ensures
existing technical security features are
appropriate to the modified system.

30

Are security controls routinely
reviewed?

Remediation Guidance:

Security controls need to be routinely
reviewed to ensure sustained
effectiveness even when no changes to
the system have occurred. OMB
Circular A-130 stipulates a system’s
security controls should be reviewed
“when significant modifications are
made to a system, but at least every
three years. The scope and frequency
of the review should be commensurate
with the acceptable level of risk for the
system.”
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Adxﬁinistrative Controls

31

Is there a system security plan for
this system?

Remediation Guidance:

The Privacy Act of 1974 and OMB
Circular A-130 require procedures be
in place for implementing
administrative, technical, and physical
security controls for systems containing

{ a system of records. Agencies should

develop a plan that demonstrates
security controls for componerits,
applications, and systems that are
consistent with the agency’s Enterprise
Architecture; include a plan to managc
risk; protect privacy and
confidentiality; and explain any
planned or actual variance from NIST
security guidance.

32

Is there a contingency (or backup)
plan for the system?

Remediation Guidance:

The Privacy Act of 1974 and OMB
Circular A-130 require procedures be
in place for implementing a
contingency plan for systems
containing a system of records.
Agencies should develop a plar: that
demonstrates contingency security
controls for components, applications,

and systems that are consistent with the -

agency’s Enterprise Architecture;
include a plan to manage risk; protect

privacy and confidentiality; and explain-

any planned or actual variance from
NIST security guidance.

33

Are files backed up regularly?

Remediation Guidance:

OMB Circular A-130 requires
procedures be in place for protecting
data on systems in the event the system
and the information it contains is
attacked or rendered unavailable.
Agencies should devise a method for
backing up information contained on
the system at regular intervals.

Daily backups are performed.
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34

Are the backup files stored offsite?

Remediation Guidance:

OMB Circular A-130 requires
procedures be in place for protecting
data on systems in the event the system
and the information it contains is
attacked or rendered unavailatile.
Agencies should identify an alternative
site for housing backup files.

DOJ is responsible

35

Are there user manuals for the
system?

36

Have personnel using the system
been trained and made aware of
their responsibilities for protecting
personal information being collected
and maintained? '

Remediation Guidance:

If no, OMB Circular A-130 requires
that each agency ensure the security of
information contained on each system
to include training of users and

employees of security controls in place.

Agencies should provide users with
training of their roles and
responsibilities for protecting PII

collected and maintained on the system.

37

Who will have access to the PII on
the system?

Note: Check all that apply in the
Comments column.

X Users

X] Administrators
X Developers

X Contractors

38

Are methods in plﬁce to ensure least
privilege (e.g., “need to know” and
accountability)?

Note: If yes, please specify method(s)
in the Comments column.
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39

Are technical controls in place to
minimize the possibility of
unauthorized access, use, or
dissemination of the data in the
system?

Note: If yes, check all that apply in the
Comments column.

Remediation Guidance:

If no, OMB Circular A-130 requires
that each agency ensure the security of
information contained on each system
by implementing technical security
controls. Agencies should devise

-administrative, technical, and physical

controls for each system to protect the
PII it contains.

USCIS has established technical control
requirements including the following
controls:

OO00O000OXXX

User ID

Passwords

Firewall

Virtual Private Network (VPN)
Encryption

Intrusion Detection System (IDS)
Common Access Cards (CAC)
Smart Cards

Biometrics

Public Key Infrastructure (PKI)

40

Are the following password controls
in place?

Note: Check all that apply in the
Comments column.

Remediation Guidance:

If no, OMB Circular A-130 requires
that each agency ensure the security of
information contained on each system.
Agencies should implement one or
more of the password controls for each
system to protect the PII it contains.

X 0O0KXKX

USCIS has established password
management security requirements.
MFAS will be phased out as the new
system is deployed.

Passwords expire after a set period of
time.

Accounts are locked after a set period
of inactivity.

Minimum length of passwords is eight
characters.

Passwords must be a combination of
uppercase, lowercase, and special
characters.

Accounts are locked after a set number
of incorrect attempts.

41

Is a process in place to monitor and
respond to incidents?
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Physical Controls

42

Are physical access controls in place?

Note: If yes, check all that apply in the
Comments column.

Remediation Guidance:

If no, OMB Circular A-130 requires
that each agency ensure the security of
information contained on each system
by implementing technical security
controls. Agencies should devise
administrative, technical, and physical
controls for each system to protect the
PII it contains. :

USCIS controls include:

Guards

Identification Badges

Key Cards

Cipher Locks

Biometrics

Closed Circuit TV (CCTV)
Other

XX

X

Other

AOO060]

Other
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113



January 31, 2004

Information Sharing Data Elements

- APPENDIX E - INFORMATION SHARING DATA ELEMENTS

No. Release System Acronym System Name Information Shared
1 2 ANSIR Automated Nationwide Case information
System for Immigration
Review
2 1 BCS Background Check Service | Background check
information
3 1 BRS Biometric Repository Unified repository for
System all biometric data
4 1 CIA via BCS Central Intelligence Agency | Background
System information
5 1 CIS Central Index System Case history
6 1 CLAIMS 3 LAN Computer Linked Case processing data
Application Information
Management System
(CLAIMS) 3 Local Area
Network (LAN)
7 1 CLAIMS 3 Computer Linked . Case processing data
Mainframe Application Information
Management System
(CLAIMS) 3 Mainframe .
8 1 CLAIMS 4 Computer Linked Case processing data
Application Information for N-400 cases
Management System
(CLAIMS) 4
9 3 Credit Check System Credit history
10 DACS Deportable Alien Control Deportation and
System detention information
11 2 Defense Investigative Background
Service System information
12 1 DCOS Debt Collection System Payment status
13 2 Department of Defense Background
System information
14 2 Department of Labor System | Labor certification
15 1 E-Filing Electronic Filing Benefit application
information
16 2 EID/EREM Enforcement Integrated Deportation action
; Database/ Enforcement
Removal Module
17 1 IAFIS via BCS Integrated Automated Fingerprint .
Fingerprint Identification biometrics
System (IAFIS)
18 2 FBI via BCS Federal Bureau of Criminal background
Investigation Name System
19 1 Fee Franking Machine Form type

PIA

114



January 31, 2004 Information Sharing Data Elements
No. Release System Acronym System Name Information Shared
20 1 FEMS Federal Financial Revenue and form
Management System type
21 2 FIPS - FOIA Information Case information
' Processing System
22 1 1BIS via BCS Interagency Border Background
; Inspection System information
23 1 IDENT Automated Biometric Fingerprint
Fingerprint Identification biometrics
System
24 3 Internal Revenue Service Tax Returns, Wage
System and Tax Statement
Ww-2
25 1 IVAMS Immigration Visa Allocation | Immigration visa
Management System availability
26 1 IVIS Immigrant Visa Information | Visa petition
Systems information
27 3 KM Knowledge Management
28 Lockbox Benefit
application/petition
data; scanned
applications,
petitions, evidence
(proposed)
29 1 NAILS National Automated Background
Immigration Lookout information
System
30 1 National Scheduler | National Scheduler Fingerprint,

' ' (proposed) interview, oath
ceremony schedule
availability

31 2 Naturalization Naturalization Testing - Test Results
Testing System System-
32 1 NCSC CRIS National Customer Service Address change
Center Customer information
Relationship Interface
System (includes Change of Case Status
Address module) Information
33 1 NCSCIVRS National Customer Service Case status
Center Integrated Voice
Response System
34 1 NFTS National File Tracking Paper file location
System
35 1 NIIS - Nonimmigrant Information Arrival/Departure
System information; Change
of Addresses
information (AR-11
module)

PIA

115



January 31, 2004 Information Sharing Data Elements
No. Release System Acronym System Name Information Shared
36 1 NPS National Production System | Integrated Card
Production System
(ICPS) jobs for
Permanent Residency
Cards, Employment
Authorization
‘ Documents
37 2 RAPS Refugee Asylum Processing | Case history
System
38 1 RNACS Reengineered Naturalization | Case processing data
Application Casework
System
39 TBD Selective Service System Selective Service
registration
verification
40 TDB SEVIS Student and Exchange Background
Visitor Information System information
41 TBD Social Security Social Security
Administration System Number verification;
income assistance
information
42 2 U.S Visit U.S Visit Arrival/
Departure
information
43 TBD WRAPS Worldwide Refugee Background
: Admission Processing information
System
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APPENDIX F - USER ROLES®

User Roles

User Role Description

Headquarter Functional Administrator

This user is responsible for one or more forms that provide
similar benefits, such as employment-based visas. This user is
thoroughly knowledgeable of the process of these forms. In this
capacity, this user is responsible for ensuring that the system’s
processing of the forms is in compliance with Federal
Government laws, regulations and policies. Maintaining the form
profiles is the primary means of accomplishing this task.

Super User

This is the user who is able to perform all functions within the
Benefits Application Processing System (BAPS). This user’s
main responsibilities will be entailed of maintaining user profiles,
office profiles, quality assurance profiles, maintaining forms,
notices, exams, codes, user roles, permissions, Visa profiles.

This user is created to be the key to test any issues that other
users may encounter. Therefore, this user should have access to
the complete set of system permissions or activities.

DO Management

This user is responsible for the management of their respective
offices. Their duties include the administration of user profile,
workload distribution among the office’s users. These managers
work with higher echelon management to control workload and
processing changes.

SC Management

This user is responsible for the management of their respective

offices. Their duties include the administration of user profile,

workload distribution among the office’s users. These managers

work with higher echelon management to control workload and
rocessing changes.

ASC Management

This user is responsible for the management of their respective
offices. Their duties include the administration of user profile,
workload distribution among the office’s users. These managers
work with higher echelon management to control workload and

processing changes.

DO Data Entry (Clerks, Preadjudicative Team)

This individual records and process applications, verifies
information, schedules interviews, exams, and oath ceremony
appointments and sends notices to applicants.

Data Entry team lead helps or monitors cases being prepared for
adjudication.

SC Data Entry (Clerks, Preadjudicative Team)

This individual records and process applications, verifies
information, schedules interviews, exams, and oath ceremony
appointments and sends notices to applicants.

[Data Entry team lead helps or monitors cases being prepared for
adjudication.

ASC Clerk

This individual is responsible for recording appointment results
and reviewing case information.

DO System Administrator (ADP)

This user uses Ad-Hoc reports and standard reports to monitor
and manage office workload.

SC System Administrator (ADP)

This user uses Ad-Hoc reports and standard reports to monitor
and manage office workload.

ASC System Administrator (ADP)

This user uses Ad-Hoc reports and standard reports to monitor

and manage office workload.

SC Officer

]This user is primarily responsible for adjudicating cases.
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User Roles User Role Description
DO Officer This user is primarily responsible for adjudicating cases.
. This user reviews cases for information accuracy & quality and
Quality Assurance Personnel conducts case processing audits.

These roles are assigned to any user who requires read only
access. This user is limited to searching, displaying and
rreviewing case information. The following user types can be
assigned this role:
e HQ Management;
AAU/BIA Staff;
EOIR;
Investigations (USCIS, BICE, BCBP);
NCSC;
National Record Center;
Debt Management Center;
LESC;
FOIA;
SAVE,;
SSA;
CPAU;
CRU;
Others to be determined.

General User
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Attachment 6
Biometrics Survey: US Coast Guard

The US Coast Guard (USCG) collects biometrics for all License and Merchant Marine
Document (MMD) applicaticns and renewals. The following responses pertain to this

program.
Please identify the program/initiative and the purpose for using biometrics.

Department of Justice Criminal History Check for all License and Merchant Marine

Document (MMD) applicaticns and renewals.
If positive hit, information is sent to local Officer-in-Charge of Marine Investigations
(OCMI)/Regional Exam Center (REC) with Merchant Marine Security Services Branch

(NMC-4D) recommended action.

What is the type of biometrics technology used?

‘Currently using FD258 Standard Finger Print Card.
Intend to implement Live Scan System (Cross Match Inc.): fingerprints will be
electronically submitted for a quicker turnaround time.

How much did it cost your agency to implement the use of biometrics for the
‘program/initiative and what is the FY04 projected cost for using the technology?

$18.00 per card

$620,000 budgeted for fingerprint card processing
Does not include civil service salary or contractor rate.
Does not include cost of Live Scan System

Is the use of biometrics for this program or initiative mandated by statue or rule? If
YES, reference the statutory or regulatory citation.

46CFR10.201(h) (1-6) Criminal Record Review for all Licenses

46CFR12.02-4(c)(1-6) Criminal Record Review for Certification (MMD)

Commandant Instruction M16000.8B Marine Safety Manual; Volume Il Marine Industrial
Personnel; Chapter 8 Record Management for U.S. Merchant Mariners; A. Records
Management; 10-Preparation of Fingerprint Records

How fs the b'i‘:ometr‘i"cs information gathered, collected, and stored?

Fingerprints (and duplicate) collected at 17 RECs; sent to the National Maritime Center
(NMC) and forwarded to the Federal Bureau of Investigation (FBI).
Positive or Negative results reported by the FBI; cards destroyed by FBI. Duplicate

Fingerprint Cards kept on file at NMC in a locked cabinet and destroyed after two years.
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§10.110

45 CFR Ch. | (10-1-03 Edltion)

TABLE 10.109—FEES—Continued :
) And you need—
it you apply for— Evakaton— | Examinalion— | Issuance—then
. then the fes ls— | then the fee ls— |  the fee is—
R No lee 1Notes - No fee.

* Duplicate for document lost aa result of marine casualty—No Fee.

[USCG-1997-2799, 64 FR 42814, Aug. 5, 1999; 64 FR 53230, Oct, 1, 1988]

§10.110 Fee payment. procedures,

" (a) You may pay—

(1) All fees required by "this section
when you submit your application; or

(2) A fee for each phase at the fol-
lowing times:

{I> An svaluation fco when yo
mit your application.

(ii) An examination fee before you
take the first examination section.

" (i11) - An issuance-fee-before you re-

‘celve your license or certiﬁcabe of reg-
istry.

(b) If you take your:examinpation
someplace other than a Regional Ex-
amination Center (REC), you must pay
the examination fee to the REC at
least one week before your scheduled
examination date.

(c) Unless the REC provides addi-
tional payment options, your fees may
be paid as follows:

(1) Your fee payment must be for the
exact amount.
+(2) Make your check or money order
payable to the U.S:'Coast Guard, and
write your social security number on
the front of each check or money order.

(3) If you pay by mail, you must use
either a check or money order.

(4) If you pay in person, you may pay
with cash, check, or money order at
Coast Guard units where Regional Ex-
amination Centers are located.

(d) Unless otherwise specified in this
part, when two or more documents are
processed on the same application—

(1) Evaluation fees. If a certificate of
registry transaction is processed on the
same application as a license trans-
action, only the license evaluation fee
will be charged; and -

(2) Issuance fees. A separate issuance
fee will be charged for each document
issued.

2 sub-

-[USGG—199'7—2'199, 64 FR 42815, Aug. 5, 1999]

§10.111 Penalties..

(a) Anyone who fails to pay a fee or
charge established under this subpart
18 liable to the Umted States Govern-
ment-for a civil penalty of not more
than $5,000 for each violation.

(b) The Coast Guard may assess addi-
tional charges to anyone t0 recover
collection and enforcement costs asso-
clated with delinquent payments of, or
failure to pay,.a fee. Coast Guard li-

standing fees owed to the Coast Gusdrd
for services already provided by Re-
gionel Examination Centers.

[CGD 91-002, 58 FR 15237, Ma.r 19, 1993]

§10 112 No-fee license for certain ap-
plicants, - -

(a) For the purpose of this section, &
no-fee license applicant is a person who
is a volunteer, or part-time or full-time
employee of an organization which is!

(1) Charitable in nature;

(2) Not for profit; and

(3) Youth oriented.

(b) An organization may submit a -}
written request to Commanding Offi- '§
cer, U.S. Coast Guard National Mari- .

time Center, 4200 Wilson Boulevard,

Suite 630, Arilngton, VA 22203-1804 in
order to be considered an eligible orga- -3

nization under the criteria set forth in
paragraph (a) of ‘this sbetion. With, £he

written request, the orga.nizatlon must .:.
provide evidence of its status- as a %
youth orlented, not for proﬂt cha.ri-

table organization.

NOTE: The followinx organizations are ac- .
cepted by the Coast Guard as meeting the re- 3
quirements of paragraph {a) of this section {3
and need not submit evidence of theli status: e
Boy Scouts of America, Sea Explorer Asso- -3
ciation, Girl Scouts of the United States of
America, and Young Men's Christian Asso- %

ciation of the United States of America.

~

‘censiiig services.THay also be withheld- .|
from anyone pending payment of out- 3

-Coast Guard, DHS

(c) A letter from an organization de-
termined eligible under paragraph (b)
of this section must alse- aceompdny
the person’s license: application- to the
:Coast- Guard. ‘The letter must sbate
that the purpose: of the person’s appli-
cation is solely to further the:conduct
of the: organization’s maritime activi-
ties. The applicant then is eligible
under this section to:obtain a no-fee 1i-
cense if other requirements for the 11-
cense are met.

--(d) A marine license.issued to a per-
son. under this section is.endorsed re-
stricting its use to vessels owned or op-
erated by the sponsoring organization.

(e) The holder of a no-fee license
issued under this section may have the
restriction removed by paying the ap-
propriate evaluation, examination, and
issuance fees that would have other-
wise applied.

[GGD 91002, 58 FR 15238, Mar. 19, 1993, as—

amended by CGD 95-072, 60 FR 50460, Sept. 29,
1995; CGD 96-041, 61 FR 50726, Sept. 2T, 1996;
CGD 97-057, 62 FR 51042, Sept. 30, 1997; USCG-
2001-10224, 66 FR 48618, Sept. 21, 2001]

gﬁb’pad B—General Requirements
for All Licenses and Cerhﬂ-
cates of Regisiry

£10.201 Eligibility for licenses and cer-
tificates of registry, general.

. (a) Hach applicant shall establish to
‘the satisfaction of the OCMI that he or
she. possesses all of the qualifications
necessary. (such as age, experience,
character references and recommenda-
tioms, physical health or competence
‘and test for dangerous drugs, citigen-
ship, approved training, passage of a
professional examination, as appro-
priate, and, when required by this part,
‘a practical demonstration of skills) be-
fore the OCMI will issue a license or
certificate of registry.

--«(b) No person who has been convicted

. -by a court of record of a violation of
- -the dangerous drug laws of the United
‘States, the - District of Columbia, or

any  State or territory of the United

‘States is eligible for a license or cer-
-tificate of registry, except as provided

y -the provisions of paragraph (h) of

‘this -section. No person who has ever

been the user of, or addicted to the use
of, a dangerous drug, or has ever been

‘convicted of an offense described in

§10.201

section 205 of the National Driver Reg-
ister Act of 1982 (49 U.S.C. 30304) due to
-the addiction or abuse of alcohol is eli-
gible for a license or certificate of reg-
istry unless he or-she furnishes satis-
factory evidence of suitability for serv-
ice in the merchant marine as provided
in paragraph (j) of this section.

(c) Except as provided in §10.464(1) of
the part, an applicant for a license
must demonstrate an ability to speak
‘and urnderstand English as found in the
navigation fules, alds to navigation
publications; emergency equipment in-
structions, machinery instructions,
and radiotelephone communications
instructions.

{d) Arn applicant for a lcense must
meet the requirements for recent serv-
ice specified in §10.202(e).

(e) No license or certificate of reg-
Istry may be issuéd to any person who
is not a e¢itizen of "the United States
with the exception of operator of
uninspected passenger vesgels limited
to vessels not documented under the
laws of the United States.

(f) Except as specified in this para-
graph, no license or. certificate of reg-
istry may be issued to a person who has
not attained the age of 21 years.

(1} A license as master of near coast-
al, Great Lakes and inland, inland, or
river vessels.of 25-200 gross tons, third
mate, third assistant engineer, mate of
vessels of 200-1600 gross tons, ballast
control operator, assistant engineer
(MODU), assistant engineer of.fishing
industry vessels, mate (pilot).of towing
vessels, radio officer, assistant engi-
neer (limited-oceans), or designated
duty engineer of vessels of not more
than 4000-horsepower may be granted
to an applicant who has reached the
age of 19 years.

(2) A license as limited master of
near coastal vessels of :not more than
100 gross tons, limited master of Great
Lakes and inland vesseis of not more
than 100 - gross tons, mate of . Great
Lakes and inland vessels of 25-200 gross’
tons, mate of near coastal vessels of 25—
200 gross tons, operator of uninspected
passenger vessels, or designated duty
engineer of vessels of not more than
1,000 horsepower, or apprentice mate
(steersman) of towing vessels, may be
granted to an -applicant, otherwise

HHoanos muat



§10.201

qualified, who has reached the age of 18
years.

(g) Persons serving or 1ntending to
serve in the merchant marine service
are recommended to take-the earliest
opportunity of ascertaining, through
examination, whether their visual acu-
ity, and color vision where required,
are such as to qualify them for service
in that profession, Any physical im-
pairment or medical condition which
would render an applicant incompetent
to perform the ordinary duties of an of-
ficer at spa is cause for denial of a li-
cense.

(h) Criminal Record Review. The OCMI
may review the criminal record of an
applicant for the issuance of a license
or certificate of registry issued as an
original or reissued with a new expira-
tion date. An applicant conducting si-
multaneous merchant mariner’s cre-
.- desbial tra,nsa.cmons ‘shall undergo only
one criminial récord check. Applicants
must provide written disclosure of all
prior convictions at the time of appli-
cation.

(1) If the applicant is advised that a
criminal record check is required by
the OCMI, applicants shall ' provide
their fingerprints at the time of appli-
cation. The fingerprints will be used to
determine whether the applicant has a
record of a‘criminal conviction. An ap-
plication may be disapproved if a
criminal record review leads the OCMI
to determine that the applicant's hab-
its of life and character are such that
the applicant cannot be entrusted with
the duties and responsibilities of the li-
cense or certificaté of registry for
which application is made. If an appli-
cation is disapproved, the OCMI will
notify the applicant in writing of the
reason(s) for disapproval and advise the
applicant that the reconsideration and
appeal procedures in §1.03 of this chap-
ter apply. No examination will be given
pending decision on appeal.

(2) The OCMI may use table 10.201(h)
to evaluate applicants for licenses and
certificates of registry who have crimi-
nal convictions, The table lists major
categories of criminal activity and is
not to be construed as an all-inclusive
list. If an applicant is convicted of an
offense that does not appear on the
list, the OCMI will establish an appro-
priate assessment period using the list
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as a guide. The assessment period com-
mences when an applicant is no longer
incarcerated. The applicant must es-
tablish proof of the time incarcerated
and periods of probation and parole to
the satisfaction of the OCMI. The as-
sessment period may include super-
vised or unsupervised probation or pa-
role. A conviction for a drug offense
more than 10 years prior to the date of
application will not alone be grounds
for denial.

(3) When an applicant has convictions
for more than one offense, the min-
imum assessment period will be ‘the
longest minimum in table 10.201(h) and
table 10.201(1) based upon the appli-
cant’s convictions; the maximum as-
sessment period will be the longest
shown in table 10.201(h) and table
10.201(1) based upon the applicant’s con-
victions.

- (I a person with a criminal convic-
tion applies for a license or certificate
of registry before the minimum asseas-
ment period shown in table 10.201(h), or
established by the OCMI under para-
graph (h)(2) of this section has elapsed,
then the applicant must provide evi-
dence of suitability for service in the
merchant marine. Factors which are
evidence of suitability for service in
the merchant marine are listed in para-
graph (j) of this section. The OCMI will
.consider the applicant’s evidence and
may issue the license or certificate of
registry in less than the listed min-
imum assessment period if the OCMI is
satisfied that the applicant is suitable
to hold the lcense or certificate of reg-
istry for which he or she has applied. If
an applicant does not provide evidence
of suitability for service in the mer-
chant marine, then the application will
be considered incomplete and will not
be processed by the OCMI.

(5) If a person with a criminal convic-
tion applies for a license or certificate
of registry during the time between the
minimum and maximum sassessment
periods shown in table 10.201(h) or es-
tablished by the OCMI under paragraph
(h)X2) of this section, the OCMI will
consider the conviction and, unless
there are offsetting factors, may grant
the applicant the license or certificate
of registry for which he or she has ap-
plied. Offsetting factors include mul-
tiple convictions, failure to comply

‘Coast Guard; DHS

with court orders (e.g., child support
orders), previous fallures at rehabilita-
tion or reform, inability to maintain
steady employment, or any connection
between the crime and the safe oper-
ation of a vessel. If the OCMI considers
the applicant unsuitable for service in
the merchant marine at the time of ap-
plication, the QCMI will disapprove the
application.

(6) If a person with-a criminal convic-
tion applies for a license or certificate
of registry after the maximum assess-
ment period shown in table 10.201¢h) or
established by the OOMI under para-
graph (h)(2) of this section has elapsed,

§10.201

then the OCMI will grant the applicant
the license or certificate of registry for
which he, or she has applied unless the
OCMI has reason to believe the appli-
cant is still unsuitable for service in
the merchant marine. If the QCMI dis-
approves an application based upon a
conviction older than the maximum as-
sessment period, the OCMI will notify
the applicant in writing of the rea-
son(s) for the disapproval. The OCMI
will also inform the applicant, in writ-
ing, that the reconsideration and ap-
peal procedures contained in §1.03 of
this chapter apply.

TABLE 10.201(h)}—GUIDELINES FOR EVALUATING APPLICANTS FOR LICENSES AND CERTIFICATES OF

qEG!STPY Wi HA\_IE OCapana Cosncrione

N N T YA 8

Assassmant periods

Crime?
Minimum | Maximum
Crimes Aguinst Persons” ~ ©
Hglrldde (intentional) 7 years 20 years.
Homicide (unintentional) 5 years 10 years.
Assaul (aggravated) 5 years 10 years,
Ik (simpio) 1 year § years,
Sexlnl Assault (rape, child S years 10 years.
Robbery . 5 ysars 10 yeass.
Other crimes against persons?,
Crimes Against Property
3 ysars 10 years.
Larceny (embezziament)- 3 years 5 years.
Other crimes agaifist property 2
Vehicular Crimes
o fon Invalving fatality 1 year S yaars.
Racidess DrMng 1 year 2 years.
Racing on the High 1 year 1. | 2 years.
-Other vehicular crimes®.
Crimes Agalnst Public Satety
W of Property 5 yoars 10 years.
Other crimas agalnst pubfic safety 2.
Crimes | ing National S ity
Temosiam, Acts of Sabolage, Esplonage and d olfenses l7years 20 years.
' Criminal Viclstions of Environmental Laws
Criminal violath ol envi ] laws involving improper handling of polut- | 1 year ... ... 10 years.
anis of hazavdous materials.
Dangsrous Drug Offenses 3.4.3
Traﬂlddng (sale, d!smbuuon mmler) 5 years 10 years.
Dangerous drugs (Use or p 1 year | 10 years,
Other dangerous drug convictions ®

20ther ciimes are 10 be reviewed by the OCMI o d

1 Conviction of atte solicitation, aking a.nd abe accessary after the tacl. and conspiracy to commit the criminal con-
_Yduanmdhmistablmrrymesame ool e,

provided in the tab
the and

the nature of the crime.

it periods depending on
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aWsoﬂybﬁgn;l‘Iappllcatbnslo«hoenegsotco Nryappﬁcanlwmrmmbeeng _otol.o(ambdlolhﬂ

'or COR with-a new X daolgdudh arenawnlorn
fense while holding. a.license or ma!
OGWmdurmemgulahons i

Ty SLEG

‘The OCM| comider
ﬂbn withini the’ paa( 10 yonrs!
+. P Applicanis imust denmuaw—mhubllmﬂon undel paragraph ())-of this

more ‘than len yeara old.

all‘meet the requifeménts of paragraph of(b) ot this sectior

va thelr applications
appear In 46 CFH Pari 5 mvemingladnwsuallvs

Mghdd o who-have heﬂ eomﬁcl::’ of a-dwrom-‘dlbﬁyp"::
ive agaihu merdunl maﬂnu cleden-

darmm_u;, drug wmﬁm more than:10; yoars.oid only | ﬂmrhas beena damervwdma convic-

dug dirg use

eonvldiom .
: °Omefdmgdrm|s mgwmﬁ&mmbbemﬂewedbyhommrhclwgo Marlmlnspeouonon’ cmhycasebaslslo

9—"“‘

oy AX¢H) National’ Drlver
or, gertﬁicgto of ‘reg
issued ‘as an’ origina.]

gwter A license
try  will pot be
reissned with a

new expirai;ioxi “date uhless the appii-
cant comsents to a chéck of the NDR
for offenses described" ‘ section
205(a)(3) (A) ar (B) of the NDR Act (l.0.,

operation of a moto;‘ vehicle “while’

undar the 1m\lenc5 of, or 1mp&lrnﬂ hv
alcohol or a. com'.rolled substance; a.nd
any tra.i;ﬁc violations arising in con-
nection with a fatal traffic accident,
reckleas driving, or racing on the high-
ways). The OCMI. will not consider
NDR lUstéd ¢ivil convictions that are
more than.3 years old from ‘the date of
request unless that information relates
to the current.suspension-or revocation
of the applicant’s license to operate a
motor vehicle. The OCMI may deter-
mine minimum and mpaximum assess-
ment periods for NDR.listed criminal

convictions using table 10.201(h). An-

applicant conducting simultaneous
merchant mariner's credential trans-

actions is subject to only ome NDR:.*

check.

(1) Any. applicataon may be dis-
approved.if.information from the NDR
check leads the OCMI to determine

_that the applicant cannot be entrusted
with the duties and responsibilities of
the license. or certificate of registry for
which the application is made. If an ap-
plication is disapproved the QCMI will
notify the applicant in writing of the
reason(s)-for disapproval-and advise the
application that the appeal procednres
in §1.03 of this chapter apply. No exam-

ination will be given pending decision.-

on appeal.
(2) Prior to disapproving en applica-

tion because of information received’

from the:NDR,; the OCMI: will make the
informaﬁion‘available to the applicant
for review and written comment._The

g on lhe naluro ‘of the ofiense.

applicant may submit records from the
applicable - State .concerning driving
record -and: convictions.to -the -Coast
Guard - Regiohal ‘Examination:.Center
{REC) processing the ‘application: The
REC'will hold an application withk:-NDR
listed convictions pending the comple-
tion of the evaluation and delivéry by

‘tha 1nd1v1dnn.l of tha nnderlying State

records,

(3) The guidelines in table 10.201(1)
will be used by the OCMI in evaluating
applicants for licenses and certificates
of registry who have drug or alcohol re-
lated NDR listed convictions. Nofi-drug
or alcohol related NDR listed convic-
tions will be evaluated by:the OOMI
under table 10.201¢h) as.applicable. -

.(4) An applicant may request an' NDR
file check for personal use in accord-
apce with the Federal Privacy Act of
1974 (Pub. L. 93-679) by contacting the
NDR at the following addrees: National
Driver Register, Naasif Building, . 400
7th Street, 8W., Washington, DC 20590,

(1 Applice,nf.s should request Form
NDR-PRV or provide the following in-
formation on a notarized letter

(A) Full legal name;

(B) Other names used;

() Complete mailing address,

(D) Driver license number;

(E) Eye color;

(F) Social security-number;

(@) Height;

(H) Weight; and

(I) Sex.

(ii) The NDR will respond to every
‘yalid ifquiry including requests which

produce.no.record(s). on. the NDR -file.
Records can be made-available; within

.. reasonable amount of time after the
requést, for personal inspection and

copying during ‘regular working houf
at 7:45 a.m. to 4:16 p.m., each day e
cept Federal holidays

-t

Coast Guard; DHS
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TABLE 10.201(f)—GUIDELINES FOR EVALUATING APPLICANTS FOR LICENSES AND CERTIFICATES OF
‘REGISTRY WHO HAVE NDR MOTOR VEHICLE CONVICTIONS INVOLVING DANGEROUS DRUGS OR AL-

coHoL 1

No. of convictions Date of convigtion

 Assessmenl period

Less than 1 year .............
More than 1, Iau!hsnayun

- 1 ywirom date of conviction.
will

d, unless suspansion or revocation? is

sttt in eﬂact. Applbant wil be advised that addiional convic-

tion(s) may jecpardi ciedantials.
1 escsessiesrssansanens | MO8 than 3 years old ................. | Not necessary unless suspension or revocation is still in effect.
2-0f More ........ccoonnenee | ANy 1088 than 3 years old ......... - lyearshcolmlemvldnnmatleasi:iyearslrmnz\dmosim-
. . clion, unless.s salion is stil in eftect.
.2__dr MOM® ...oormamsenenseens | All MOTE than 3 yeass old Appli will be pro d mless pension or is

st In effsct.

mmhaswubeenﬂnuse«ot orlddciedlotheuseul adangemsdrugshalmstihemquhammsul

'emlm‘l ficense.

() If ah applicant has one or more al-
cohiol or dangerous drug related crimi-

nal or NDR listed’ convictions; if the

applica.nt has ever been the user of, or
addicted to the use of; a-dangerous
dmg, or if the applicant applies béfore
the minimuni‘assessment period for his
or her conviction has elapsed; the
OCMI may ¢onsider the following fac-
‘t.ors, as applicable, in assessing the ap-
plican’t.’s suitability to hold a license or
certificate of registiry. This list is in-
tended as a guide for the OCMI. The
OCMI may c¢onsider other factors which
he 'or she judges appropriate to a par-
ticular applicant, such as:

. (1) Proof of completion of an accreg-
ited alcohol- or drug-abuse rehabilita—
tion progra.m

(2) Active membership in a rehabili—

tation or counseling group, such as Al-

coholics Anonymous or
Anonymous.

(3) Cha.ra.cter references from persons
who can attest to the applicant's sobri-
ety, reliability, and suitability for em-
ployment in the merchant marine in-
cluding parole or probation officers.

. (4) Steady employment.
: . (6) Successful completion of all,con-
ditions of parole or probation,

[CGD 81-069 and CGD 81-05%a, 53 FR 38623 and
m Oct. 16, 1987, as amended by CGD 81-
059, 54!'3133 Jan. 4, 1989; OGD 81-059a, 56 FR
14799, Apr. 18, 1990; CGD 91-228;. 60 FR 4524,
Jan; 28, 1985; CGD 91-212, 60 -FR. 65484, Dec. 18,

Narcotics

:1986; CGD 95-062, 62 FR :345629, .June 26, 1997T;
“USCG-1999-6224, 64 FR 63225, Nov. 19, 1999)

Suspension or revocation, when lelen'ed to in table 10.201(f), means a Stale suspension or revocation of a motor vehicle op-

§10.202 Issuance of licenses, certifi-
cates of regisiry, and STCW certifi-
cates or endorsements.

(a) Applications for original licenses,
original certificates of registry, raises

--of grade, extensions of route; or en-

dorsements must be current and up-to-
date with respect to service and. the
physical examination,. as appropriate.
Physical examinations and approved
applications are valid for 12 months.

(b) Any person whe is found qualified
under the requirements set forth in
this part is issued 'an appropriate 1li-
cense or certificate of registry valid for
a term of § years from date of issuance.
Any license or certificate of registry
which i{s renewed or upgraded prior to
its expiration date automatica.lly be-~
comes vold upon issuance of the re-
placement license or certiﬂcate of reg-
istry.

(c) A license or certificate of registry
is not valid until signed by the appli-
cant and the OCMI (or the OCMI's des-
ignated representative).

(d). Every person who receives an
original license or certificate of reg-
istry shall take an oath before a des-
ignated Coast Guard official that he or
she will faithfully and honestly, ac-
cording to his or her best skill and
judgment, without concealment or res-
ervation, perform all the duties re-
quired by law and obey all lawful or-
ders. of superior officers. Such an oath
remains binding for all subsequent 1i-
censes or certificates of registry issued
to that person unless specifically re-
nounced in writing.

117
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National Driver Register (NDR) means
the pationwide repository of informa-
tion on drivers maintained by the Na-
tional Highway Traffic Safety Admin-
istration as provided under 49 U.S.C.
Chapter 3083.

NDR listed convictions means a convic-
tion of any of the following meotor vehi-
cle-related offenses or comparable of-
fenses:

() Operating a motor vehicle while
under the influence of, or impaired by,
elcohol or a controlled substange; or

(b) A traffic violation arising in con-
nection with a fatal traffic aocident,

reckless driving, or racing on the high-
ways.

Qriginal document means the first
merchant mariner'’s document issued
to any person by the Coast Guard.

Passes a chemical test.for dangerous
drugs means the result_ of a chemical

- test~conducted in accordance with 49

CFR. part 40 is reported as “negative’’
by a.Medical Review Officer ln accord-
ance with that part.

Practical demonstratwn means the per-
formace of an actjvity under the di-

rect observation of a designated exam-
iner for the purpose of establishing
that the performer is sufficiently pro-
ficient in a practical skill to meet a
specified standard of competence or
other objective criterion.

Quahﬂed instructor means & person

who hag been trained or instructed in
instructional technigues’ and is other-
wise gqualified to provide required
training to candidates for licenses, doc-
uments, and endorsements. A faculty
member employed or at a State mari-
time academy ‘or the U.S. Merchait
Marine Academy opérated in accerd-
ance with.46 CFR part 310 and instruct-
ing in a navigation or engineering
course is qualified to serve as & quali-
fied instractor in his or her area(s) of
specialization without individual eva.l-
uation by the Coast Guard. :

Qualified rating means various cat-
egorles of Able Seaman, Qualified
Member of the Engine Department,
Lifeboatman, or Tankerman endorse-
ments on merchant mariner’s docu-
ments.

Standard of competence means the
level of proficiency to be ach_ieyed for

46 CFR Ch. | (10-1-03 Edition)

board vessels in accordance with na-
tional and internationsal criteria.

STCW means the International Con-
vention on Standards of Training, Cer-

tification and Watchkeeping for Sea-

farers, 1978, as amended (incorpora.ted
by reference in § 12.01-3).

STCW Code means the Seafarer's
Training, Certification and
Watchkeeping Code.

STCW endorsement means & certifi-
cate or erdorsement issued in accord-
ance with STCW. An STCW endorse-

ment issued by the Officer in ‘Gharge,

Marine Inkpection (QCMDE), will be valid
only when accompanied by the appro-
priate U.8. license or document; and, if
the license or document is revoked,

then the associated STCW endorsement
will no longer be valid for any purpose.
References to STCW placed on & U.s.
licetise or merchant mariner's docu-

ment- -will suffice -as-STOW endorse--

ments for the mariner serving on a ves-
sel opera.tlng' exclusively on a domestic
voyage (i.e., to and from U.8. ports or
pla.ces subject to U S, jurisdict.lon)

[cap 91-002, 58 FR 15238, Mar, 19, 1993, as
amended by CGD 91-223, 60 FR 452, Jan. 23,

1995; CGD 91-212, 60 FR 65487, Dec, 19, 1995;
CGD 95062, 62 FR 345634, June 26, 1997, CGD

87-057, 62 FR 51042, Sept. 30, 1987; USCG-1999-.

6§610; 67 ¥R 66068, Oct. 30, 2002].

§12.01~7 Regional Examination Cen-
ters. .

Licensing and Certification functions
are performed only by the Officer in
Charge, Marine Inspection, a.t the fol-
lowing locations:

Boston, MA
New York, NY

Toledo, OH
San Pedro, CA

Baltimore, MD San Francisco, CA
Charleston, SC Seattle, WA
Miami, FL Anchorage, AK
new Oljleﬁ' LA Juneau, AK
Houston, =

Memphis, TN . Honolulu, gllz

8t Louis, MO Portland,

Where the term Officer in Charge, Ma-
rine Inspection, or Marine Inspection Of-
fice is used within the context of this
part it is to mean that Officer or Office
at one of the above listed locations.

[CGD 82-033, 47 FR 28679, July 1, 1982, as
amended by CGD 91-002, 58 FR 16239, Mar. 19,
1993; USCG-2000-7790, 66 FR 58468, Sept. 29,

Coast Guard, DHS

§12.01-9 Paperwork approval.

(a) This section lists the control
numbers assigned by the Office of Man-
agement and Budget under the Paper-
work Reduction Kct of 1980 (Pub. L. 96-

511) for the reporting and record keep-
ing requirements in this part.
(b) The following control numbers

have been asgigned to the sections indi-
cated:

(1) OMB 2115-0624—46 CFR 12.02-17
and 12.03-1.
(2) [Reserved]. -

[CGD 95-062, 62 FR 3535, June 26, 1997)

Subpart 12.02—Geneaeral:
Requlrer‘nents for Certification

$12.02-3 Where dm.ument- are issued,

(a) Certificates of identification, cer-
tificates of service, certificates of effi-

_ clency, and continuous discharge bogks _

are issued to applicants qualifying
therefor at any Marine Inspection Of-
fice of the Coast Guard during usual
business hours.

(b)(1) Coast Guard Merchﬂ.nt Marine
Details abroad are anthorized to con-
duct examinations for: upgrading. of

seamen, but are not prepared to con-
duct the physical examination where
required. Merchant Marine Details will
therefore not issue régular certificates,
but temporary permits in lieu thereof.
Merchant Marine Details. will instruct

the recipient of each temporary permit

to present it to the Officer in Charge,
Marine Inspection, upon arrival in the
first port in the United States in which.
a Marine Inspection Office is located in
order to exchange it for a permanent
certificate.

(2) The téemporary permit shall be ac-
cepted in a Marine Irspection Office as
proof that the bearer has complied
with the rules and regulations gov-
erning the issuance of certificates, ex-
cept as noted in the body of the tem-
perary permit. The requirements noted
in the exceptions will be complied with
as in the case of other applicants.

(3) The written examinations are for-
warded to the Commanding Officer, Na-
tional Maritime Center by Merchant
Marine Details, and any Marine Inspec-
tion Office at which an applicant with
a temporary permit appears may re-
quest and obtain the examination in

§12.02-4

the case from the Commanding Officer
National Maritime Center. Any Marine
Inspection Office which doubts the pro-
priety of issuing a permanent certifi:
cate in lieu-of a temporary permif
which has been issued by a foreign Mer.
chant Marine Detail shall inform the
Commanding Officer, National Mari-
time Center fully as t¢ the cir
cumstances.
[CGFR 65-50, 30 FR 16640, Dec. 30, 1965, a:
smended by CGD 95-072, 60 FR 50460, Sept. 29
1995, USCG-1998-4442; 63 FR 52189, Sept. 30
1998}
§12.02-4 Basgise for denial of docu
ments.
(a) No person who has been convictec

by a court of record of a viplation o

the dangerous d'r;g ‘la.ws of' tin; vate'(
States, the District of Columbia, o
any State or. territory of the Unite

~States 18 eligible for an- original mer

chant mariner’s document, except a
provided by the provisions of paragrapl
(¢) of this section. No person who ha:
ever been the user of, or addicted t«

the uge of, a dangerous drug, or ha:

-ever been convicted of an, offense de

seribed in section 205 of the Nationa

Driver Register Act of 1982 (49 U.S.C
30304) due to the addiction or abuse o
alcohol is eligible for a merchant mari
ner's document unless he or she fur

.nishes satisfactory evidence of suit

ability for service in the merchant ma
rine as provided in paragraph{e) of thi
section.

(b) An.applicant who fails a chemica
test for dangerous drugs required 1
§12.02-9 will. not be issued a merchan
mariner's document.

(c) Criminal Record Review. The Offi
cer in Charge, Marine Inspection, ma:
require a criminal record check of a
applicant for a merchant mariner’
document issued as an original or re
issued with a new expiration date. A:
applicant conducting -simultaneou
merchant mariner’s credential trans
actions shall undergo only one crimi
nal record check. Applicants must prc
vide written disclosure of all prior con
victions at the time of application.

(1) If a criminal record check is re
quired by the Officer in Charge, Marin
Inspection, applicants shall provid
fingerprints at:the time of applicatior
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The fingerprints wili be used to deter-
mine:, whether the .applicant has &
record of a criminal conviction. An ap-
plication may be, disapproved if the in-
dividual's criminal record leads the of-
ficer .{p- Charge, Marine Inspection to
determine:that the applicant cannot be
entrusted with the duties and respon—
sibilities of the merchant mariner’s
document for which application is
made. If an applica.tlon is disapproved,
the ‘Officer in Charge,” Marine Ingpec-
tian- will* notiﬂr ‘the” applicant in writ-
ing of thé reason(s) for disapproval and
advise the applicant that the appeal
procedures . in  §1.03. of . this chapter
apply. No examination will be. given
pending decision on appeal.

(2) The Officer-in Charge, Marine In-
spectlon will use table 12.02-4(c) to
eviluate applicants for merchant mari-
ner’s - documents ‘who have’ criminal
convictions. The table listg major cat-
egories of criminal- ‘activity-wnd 1s not
10 be construéd as’ ‘an a.ll—lncluslve list.
If an‘dpplicant 18 convicted of an of-
fense ﬁsat doés not appear on the list,
the -Cfficer in Charge, Marine Inspec-
tion will establish ‘an appropridte as-
sessment period using the list' as a
mences when an applicant is no lo'x'l'g'er
incarcerabed. The ‘applicant’ ‘must “es-
tablish proof of the time incarcerated
and periods of probation and parole to
the - Ba.tisiaction of the Officer in
Charge, Marine Inspection. The assess-
ment period may include supervised or
unsupervised probation or parole. A
conviction fora drug offense more than
10 years prior to the date.of:application
will'not alone be grounds-for.denial.

(3) When an applicant has convictions
for :moré than one offense, :the min-
imum - assesement :period: .will be the
longest minimum in table 12.02-4(c) and
table 12.02<4(d) based .upon the. appli-
cant's ‘convictions; the.maximum as-
sessment :period - will . be. the. longest
shown in %able. 12.02-4¢c). and table
1202—-4(91) ‘based . upon the a.pplica.nt’
convictions. .

(4) If a person with a. crimina.l convic-
tion a.pplies for .2 merchant mariner's
document béfore the:minimum assess-
ment period -shown in table 12.02-4(c),
or established by the Qfficer in.Charge,
Marine Inspection .under paragraph
(@)(2) of this section: ha.s elapsed, then
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the applicant must provide,, as part of
the appllcation package, evidence of
suftability 'for service in the ‘Therchant
maring: Factors which are evidence of
suitabillty for service in the ‘merchant
marine are listed in pa.ras'raph (e) of
this section The Qfﬂcer in Charge, Ma-
rine Inspection will conslder the appli-
cant's evidence submitteq with the ap-
plication and may issue the merchant
mariner's. docuyment in less than the
listed minimum sssessment period if
the Officer in Charge, Marine Inspec-
tion is satisfied that the applicant: is
sultable  to hold the’ merchant mari-

‘ner’s document for which he or she has

applieds If .an: -appication filed before
the .. minimurm ~“dssessment..perjod ‘has
olapsed does not include evidence of
suitability for service in -the merehant
marine, then the application will. be
considered incomplete and will not be
Dprocessed by, the. Officer in Charge, Ma-
rine.Inspectipn, untﬂn;e applicant pro-
vides the .necessary- evidence . as. set
forth in paragraph (e) of this section.
-(5) If a person with a cljm_ﬂna.l cqonvie-
tion applies for a merchant mariner’s
document during the time. between the

minimum and. maximuam .assessment.

periods shown. h,'x table 12: 02—4(c) or_es-

tablished by: the Officer in Charge, Ma~

rine Inspection under paragraph (c}2)

of this section, then the Officer. in
Charge, Marine Inspection shall. con-

gider the conviction and, uiless there
are .offsetting factors, shall grant the
applicant the merchant mertner’s doc-
ument for which he or she has applied.
Offsetting factors include such factors
as multiple.conyictions, failure to com-
ply with court orders (e.g., child sup-
port orders), previous failures at -reha-
bilitation or reforyn, inability te main-
tain steady employment;. or any cpn-

nection between the crime and the safe:

operation of a vessel. If the Officer in

Charge, Marine Inspectiom .conslders.

the. applicant unsuitable for service in
the:merchant marine at the time of ap-
plication, the Qfficer in Charge, Marine

- Inspection may. disa.pprove the applica-

tion. . .

(6) If'a person with a. crlmina.l convic-
tion applies for a merchant mariner’s
document. after the maximum assess-
ment period:shown in table 12.02-4(c) or
established . by the Officer in Charge,
Marine. .. Inspection .under paragraph

100

Coast Guard, DHS

(c)(2) of this section has elapsed, then
the Officer in Charge, Marine Inspec-
tion will gra.nt the applicant the mer-

chant mariner's: document for which he
or she has applied urnless the Officer in

Charge, Marine Inspection considers
the applicant still unsuitable for serv-
ice in the merchant marine. If the Offi-
cer in Charge, Marine Inspection dis-
approves.an applicant with a convic-
tion older than the maximum assess-
ment period listed In table 12 02-4(c),

§12.02-4

the Officer in Charge, Marine Inspec-
tion will notify the applicant in writ-
ing of the reason(s) for the disapproval
including the Officer in.Charge, Marine
Inspection’s reason(s) for considering a
conviction older than the maximum as-
sessment period listed in table 12.02-
4(c). ‘The Officer in Charge, Marine In-
spection will-also inform the applicant,
in writing, that the reconsideration
and appeal procedures contained in
§1.03 of this chapter apply.

TABLE 12.02-4(C)—GUIDELINES. FOR EVALUATING APPLICANTS FOR MERCHANT MARINER'S
: DOCUMENTS WHO HAVE CRIMINAL CONVICTIONS

Crime? nt periods .
Minimum - Maximum
. Crimes. Against Persons
Homicide (intentional) . 7 years 20 years.
Homidde (unintendiortal) 5 years 10 years.
Assatilt (aggravaled) 5 years 10 years.
Assault (simple) .... 1 year 5 years.
Sexua) Assaull (rape;-chid me) 1.8 years. ... 2.} 10 years, E
Othier crimes agalnst persons 2,
T \y_amamﬁ Crimes
Sonvdlctbn tving fatafity 1 year 5 years.
Re DtMng - | 1 year 2 years.
Racing on the Highway ... .| 1 year 2 years.
Other vehicular crimes2. - -
‘ ’ Crimes Against Public Satety
Destruction of Property. — - | 5 years 10years.A
Ofther: crimes. against public safety 2. .
' Crlinu Imlolvlnn National Securlly
Temoxism, Acts of Sabotage, Espionage and relaled H l7 years rzo years.
Dungeroua Drug Ollenm‘ 45 :
Trafficking (lah distributh § § yoars 10 years.
Dangerqus drugs (Use orpossqsslon) 1 yeer .. 10 years.
QOther dangomus dmg .
!Cmvi@qnoi L solk#nﬂuns aldunpandnbemng.accessoryaﬂarmelact,and piracies to it the crimi
listad In this | and p ided i the table. °
Olhaqi'numiobe lheOﬂlcethChmge Marine Inspection to det and .maxi as-
[*)

who has ever baen the user of, or addicted to the use of, adangemus

'..Nmmmmhrmlsueota
a merchant marmer's dommm&mhvsmwappﬁmﬂm't}.ﬁv:ubeu:& -
y ha
lnChuge Mwﬁwhq:ecﬁonmdermreguhﬂonsmawhw ?'gmpnaleawm

usdmgol
past § govaming the adminis-

7 .OL'.'MI 2y consider convictions lhan ]
h:' hggw” dangevwsdmg more, 1yea(50|d0myﬂ|herehasbeenadangelmjsdmgcmmc-

8 than ton'

convictions miore years-okd.
‘Ommmm&uocmvhlmsamwbemvhwedbylm OlﬁcerinCha
deisrmine the appropriate assessment penod dependioo on the nature of the

(d) National Driver Register. A mer-
chant mariner's document will not be
issued or reissued with a new expira-
tion date unless the applicant consents

bmhabmaummderpamgmph(e)ullhns ction, i P with d

g drug use
Manna inspaction on a case by case basis lo

to a check of the NDR for offenses de-
scribed in section 205(a)(3)(A) or (B) of
the NDR Act (i.e., operation of a motor
vehicle while under the influence of, or

ann
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MARINE SAFETY MANUAL

CHAPTER 8: RECORD W.NAGEﬁEN T FOR U.S. MERCHANT MARINERS

A. Records Management.

This section provides guidance on the maintenance of license, certificate of registry, STCW
~ certificates and document files by Reglonal Examination Centers (RECs). Additional
guidance can be found in COMDT]NST M5212.12, Paperwork Management Manual.

1. Merchant Mariner’s Doc menW)/Sea Service Files.

Seamen documentation files are held at the REC for a period of one year from the date
of the last transaction and then destroyed. All original applications shall be forwarded
to Commanding Officer, National Maritime Center (NMC-4A) at the time the document
is issued. When license and transactions are completed at the same time, on the
same application, the original application should be retained in the license file at the
Regional Examination Center (REC) and a copy sent NMC-4A with a note that the
original application is at the REC.

License And Certificate Records.

Files should be sent to the Federal Records Center (FRC) seven years after the last

transaction, e.g., license renewal, upgrade, and should first be sanitized by removing
examination answer sheets and other extraneous material. The following are examples
of file contents that should be forwarded to the FRC:

Applications and all supporting documents;
Letters of service;

Records of examinations; and
Canceled license(s) and STCW certificates, if the mariner does not want them.
Return the canceled license(_s) Iand STCW certificates to the mariner when possible.

po o p

Security Of Coast Guard Forms.

Each REC shall maintain a recordiof licenses and Certificates of Registry forms,

Certificates of Discharge (Form CG-718A), and all other controlled forms. Each REC
shall maintain a log indicating who received the forms at the REC, the individual who
received the forms for use, the date distributed for use, and signature of the recipient.
Before signing the receipt, the custodian shall carefully check the control numbers of

~ the documents being delivered to determine that none are missing. The bulk supply on

hand should be securely packaged, kept in a safe or locked cabinet at all times, and
periodically reviewed. The available supply for day-to-day use shall be checked daily
against the control record. If at any time blank license/Certificate of Registry forms,
Certificates of Discharge, or other controlled forms are discovered missing a unit
investigation shall begin immediately. A complete report of the circumstances shall be
made promptly following the investigation to Commanding Officer, National Maritime.
Center (NMC-4A), via the district commander. A complete audit of all blank forms

should be completed:

8-1



a. Semiannually; . «
b. When staff members with access to the forms change; and .
c. At any other time the OCMI deems it necessary.

. License Stubs. :
These records are to be maintained at the REC fora penod of seven years, then

destroyed at the REC.

. Exam Room Logs. .
These logs should be retained one year then destroyed at the REC.

. Transfemng eaman's Files Between RECs.
Files shall be forwarded by rapidraft letter requesting a receipt signature. The rapidraft

should indicate who requested the file be transferred and how the request was made,
e.g., phone, E-mail, letter. The file should be t certified mail, return receipt requested.
The originating REC will place the rap1draﬁ and the signed return receipt in the now -
empty mariner's file folder. The contents of mariners' files may be transferred on a

telephone request from the applicant or another REC.

. Freedom Of Information Act Requests (FOIA).
When determining what information is releasable from a mariner's file under the
Freedom of Information Act (FOIA), use the FOIA Manual, COMDTINST M5260.2,
the FOIA officer, and the district legal staff. Be conservative in your determination, as
additional items may be released under appeal; however, the file's custodian may be ‘
held personally accountable for violations of the mariner's privacy. Note that FOIA
denials can only be made by designated officials, normally the district commander.

a. Non-Releasable Information. . ,
(1) The following information must be withheld under exemption (b)(3) in 5 U.S.C.

552 because it is required by other statutes to be protected:

(a) The fact that the mariner holds an MMD; and A

(b) All information contained on the Merchant Mariner’s Document, Merchant
Mariner’s Document application or in the MMD record (manual or
electronic). Forward all requests for information in MMD records to
Commanding Officer, Natiorial Maritime Center (NMC-4A).

(2) The following information must be withheld under exemption (b)(6) in 5 U.S.C.

552 as a clearly unwarranted invasion of personal privacy:

(a) Information regarding the arrest and conviction record, including Section IV,
Narcotics Record of the License/MMD application, Form CG-719B and
answers to the questions in blocks 20 and 21 of the old license application,
Form CG-866; .

(b) Exam scores and employment records, including lists of discharges and
letters of service as well as employment history listed on the application; and

(c) Present address and home phone number. ‘




8.

10.

b. Releasable Information.
(1) Type and grade of license and certificate of registry, including endorsements.

(2) Issue number.
(3) Date and port of issue.

c. FOIA Regquests. ;
Requests must be in writing; even if the only information desired is that which is on

the face of the license.

Shipping Articles.
Shipping articles are submﬁed to Commanding Officer, National Maritime Center

(NMC-4A) for review and ﬁlmg The shipping articles are maintained at Commanding
Officer, National Maritime Center (NMC-4A) for three years then transferred to the
FRC in Suitland, MD for an addjtional 60 years.

f

Official Logbooks.
The Official Logbooks are permanent records. They are submitted to the nearest OCMI

for review by the Investigation Department, maintained at the Marine Safety Office for
six months, then transferred to the nearest FRC for 60 years. After 60 years the Official
Logbooks are sent to the National Archives Regional Center for permanent storage. A
record of all official logbooks and their location must be maintained by the submitting

office.

Preparation Of Fingerprint Records.

To comply with FBI policy and procedures governing criminal record checks, a
classifiable form FD-258, Fingerprint Card, must be submitted for an original license,
certificate of registry, Merchant Mariner’s Document and 10% of renewable
licenses/MMDs and new endorsements of licenses and MMDs. Only one set of
fingerprint cards needs to be submitted when the applicant applies for a license and a
Merchant Mariner’s Document at the same time or within 6 months of a previous
application. The REC should keep a second fingerprint card on file for one year to
submit in case the first fingerprint card is rejected. Particular attention must be given to
obtaining legible prints. The majority of rejections are due to one or more fingers not
being rolled fully, the charts being smeared as the finger is being removed from the
chart, or use of too much or too little ink. Any fingerprint that is smudged or otherwise
illegible will be rejected. In addition, the FBI's system will reject any card containing
any discrepancy which may include a blank entry or even a middle initial inserted in the
place of a full middle name. The form FD-258 must have the proper ORI code number -
DCCG 00000, US COAST GUARD, WASH DC. A supply of form FD-258 with the
proper code may be obtained by calling Commandant (NMC-4A). Fingerprint Cards,
form FD-258, shall be submitted to Commanding Officer, National Maritime Center

(NMC-4A) a minimum of once éach week.




a. Applicant Fingerprint, Form FD-258.
To obtain the needed information for a criminal record check, compliance with the
instructions on the back of form FD-258 is essential. Personnel must ensure that the

. following information is provided, either typed or legibly printed in blue or black

(1) Applicant's Name. (First, Middle, Last, Suffix)

(2) Social Security Number.

(3) Date of Birth.

(4) Place of Birth. .

(5) Your No. OCA. This block must be completed with the alpha code for each
REC and the applicant's social security number. The fingerprint card can NOT
be processed without this code. The alpha codes are as follows:

A - Anchorage T - Memphis

B - Baltimore _‘ M - Miami

D - Boston N - New Orleans
C - Charleston Y - New York

G - Guam P - Portland

I - Honolulu F - San Francisco
H - Houston S - San Juan

J - Juneau W - Seattle

K - Ketchikan . L - St. Louis

E - Los Angeles/Long Beach O - Toledo

EXAMPLE: For Memphis, OCA Block would read: T123456789

(6) REC Location. The space entitléd "Employer and Address" should contain the
name and address of the Regional Examination Center where the application is
submitted. :

(7) Reason For Fingerprinting. The freason for fingerprinting (original license,
license as radio officer, certificate of registry as staff officer or MMD) must be
typed or legibly printed in the sppce designated "Reason Fingerprinted."

(8) Race. The space for "Race" will be completed with one of the following
abbreviations only: '

Al - American Indian . AN - Alaskan Native
A - Asian ‘ PI - Pacific Islander
B - Black 5 H - Hispanic

W - White ‘

b. Authenticity Of Information. !
If for any reason you doubt the infoxfination provided by the applicant, a letter
stating the basis for doubt (including all pertinent details and justification) shall be
referred to Commanding Officer, National Maritime Center (NMC-4A) for decision.




c. Radio Officers. , _
When an applicant has been approved for a license as radio officer and
subsequently, within the five year renewal period, applies for an original MMD
endorsed "See License as Radio Officer," a second set of fingerprints need not be
obtained or submitted to the Commandant.

d. Questionnaire for National Security Positions SF-86 (formally Coast Guard
Intelligence Agency Check Request, Form CG-2765).

Form SF-86, Questionnaire for National Security Positions, replaces the previous
form CG-2765. The SF-86 must be executed for all non-U.S. citizens born outside
the U. S., attached to the application and fingerprint forms, and forwarded to
Commanding Officer, National Maritime Center. The NMC will forward the
completed SF-86 to Immigration and Naturalization Service for processing and
verification of an alien’s legal entry into the U.S. Form SF-86 is available on Form
Filler. Paper copies may be ordered from regular supply sources.

The applicant must complete Parts 1-14 (page #s 1-5), and sign the bottom of page
9. In addition, page 10 (Authorization For Release Of Information), must also be

completed and signed.

B. License Information System (LIS).
All license, COR, and MMD transactions are now recorded in a central computer system,

the Merchant Mariner Licensing and Documentation System (MMLD). Therefore, LIS
cards are no longer used.
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The International Labour Orgarization, established in 1919, is a Specialized Agency of the United
Nations (UN). It is a tripartite organization, in which representatives of Governments, Employers
and Workers take part with equal status. In June 2003, the ILO adopted the Seafarers' Identity
Documents Convention (Revised), 2003 (Convention No. 185). The revision of the earlier
Convention of 1958 was prompted by discussions held in the International Maritime Organization
(IMO), reviewing measures and procedures to prevent acts of terrorism which threaten the
security of passengers and craws and the safety of ships. The new ILO Convention has now
been communicated to the Governments of ILO Members for their consideration with a view to
ratification. It will become binding, as an international treaty, on all Members that ratify it.

The International Labour Office (the secretariat of the Organization) has commissioned the
authors of this document to prepare a draft Technical Report to serve as a basis for a standard, to
be later submitted to ISO with a view to endorsement, for an interoperable biometric template as
required by Convention No. 185, covering fingerprint data capture, template generation, and
barcode storage. The Report should. refer to the most appropriate print technology, reader
technology, enroiment procedures, barcode format, biometric sensors/readers, database
considerations, and a global interoperable biometric template format. The report should also take
into account database-issues concerning quality and interoperability.

The authors submit this draft biometric profile to the ILO as a Technical Report that can be

matured into a standard and then into a procurement document following international discussion
and harmonization of the requirements. As such, we have provided this Technical Report in a
format that can readily be ftransformed to the International Organization for
Standardization/International Electrotechnical Commission (ISO/IEC) standard-compliant format.
There are four technical sections or parts to this technical report (namely, Sections 5.1, 5.2, 5.3,
and 5.4). If the ILO chooses to standardize this technical report as a biometric profile, the report
could be submitted to ISO/IEC JTC 1 SC37, Biometrics, and to SC 17, Identification cards and

related devices.
The authors request that the ILO enhahqe the verbiage in this document as it sees fit.

Prior to submission, the paragraphs including and preceding this one should be removed from the
Forward section of the document. This technical report can be expanded into an application
profile in the future to inciude additional aspects of the SID system, such as issuance, durability,
security features, quality control, usage/operational policies, etc. The application profile should
also be developed and reviewed by the ILO.

ISO (the International Organization for Standardization) and IEC (the International
Electrotechnical Commission) form the specialized system for worldwide standardization.
National bodies that are members of ISO or IEC participate in the development of International
Standards through technical committees established by the respective organization to deal with
particular fields of technical activity. ISO and IEC technical committees collaborate in fields of
‘mutual interest. Other international organizations, governmental and non-governmental, in liaison
with I1SO and IEC, also take part in the work.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives,
Part 2. . ‘ '

In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC JTC 1. Draft International Standards adopted by the joint technical committee are

2004-01-10 : Page 3 of 81
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circulated to national bodies for voting. Publication as an internationatl Standard requires approval
by at least 75% of the national bodies casting a vote. '

This Technical Report was prepared by the International Labour Office (ILO) and can be
submitted as a new work item to ISO/NEC JTC 1 8C37, Biometrics, and to SC 17, Identification

cards and related devices.

This Technical Report, ILO SID-0001, consists of the following sections, under the general title
Biometric Profile for Seafarers’ Identity Documents:

= Part 1: SID fingerprint biormetric requirements

= Part 2: SID barcode and barcode reader requirements
= Part 3: SID identity verification requirements

- Part 4: SID database requirements

2004-01-10 ; A Page 4 of 81
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0 Introduction
0.1 Rationale for document d‘évelopment

In the wake of the terrorist attacks of September 11, 2001, the International Labour Organization
took steps to revise its 1958 convention on Seafarers' identity documents (also known as
“Seafarers’ IDs” or “SIDs"), under an accelerated procedure. The new convention, the Seafarers'
Identity Documents Convention (Revised), 2003 (Convention No. 185), which was adopted by the
International Labour Conference in June 2003, introduced modern security features into the
Seafarers’ ID to help to resolve the urgent question of seafarers being refused admission into the
terrltory of countries visited by their ships, for the purposes of shore leave and transit and transfer
to join or change ships. One of those security features is a fingerprint biometric template, which
shall be printed as numbers in a PDF417 bar code “conforming to a standard to be developed”
(Convention No. 185, Annex !). In a resolution adopted by the International Labour Conference in
June 2003, the ILO Director-General was requested to take urgent measures “for the
development by the appropriate institutions of a global interoperable standard” for the biometric
template referred to above, particularly in cooperation with the International Civil Aviation
Organization (ICAO). At a meeting held at the ILO in September 2003, which was attended by
representatives of Governments, Shippbwners, and Seafarers, ICAO, and ISO, it became clear
that ICAO, which was proceeding with'a recommendation for a different biometric solution (see
below) as the standard for machine readable passports, was not in a position to take an active
part in the development of the template required by the new Seafarers’ |D. it was also noted that
the urgent time frame required for the entry into operation of Convention No. 185 precluded a
resort to the normal procedures for the development of such a template in the framework of the
International Organization for Standardization/International Electrotechnical Commission

(ISO/IEC). .

The International Labour Office has consequently commissioned this Technical Report to reflect
the requirements generated by the Seafarers’ ID Convention in 2003, which outlined high-level
requirements for biometric-based personal identification of the international Seafarer community.
The authors submit this Technical Report, ILO SID-0002, in the form of a biometric profile
defining the standard for generating and storing minutiae-based fingerprint templates on the
PDF417 barcode of the next-generation. SID and in the Member's National Electronic Databases
(International Labour Convention No. 185, Annex | and Annex I, respectively). This biometric
" profile is organized in near-1SO-standard-compliant form that can be matured into a standard and
then into a procurement document following internationa! discussion and harmonization of the

requirements.

0.2 Related efforts

Various studies, experiments, pilot programs and products have been developed in recent years
in attempts to expedite the inspection process at border management points. Many efforts will
incorporate biometric ‘technology into next-generation travel documents and international
identification documents. The International Labour Organization drafted and approved
Convention No. 185 to define requirements for the next generation Seafarers’ IDs, which will
incorporate biometric-based personal identification for the seafarer (document hoider) and store
biometric templates in a barcode printed on the SID.

Prior to 8/11/2001, the biometrics industry had initiated several standards development projects
to facilitate the development of interoperable biometrics products and systems, as well as the
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interchange of biometrics data objects between producfs and systems and requirements for
insuring the integrity and privacy of biometric data.
1.

o The American National Standards Institute / InterNational Commitiee for Information
Technology Standards (ANSVINCITS) standard 358-2002 — Information technology —
BioAP! Specification, provides an application programming interface that assures that
conforming products ard systems can interoperate with each other.

o ANSVINCITS 378 - Finger Minutiae-Based Interchange Format, which has been
submitted to ISO as a draft standard ISO 19794-2 — Biometric Data Interchange Formats

— Part 2: Finger Minutiae Data.

o The International Civil Aviation Organization (ICAQ) standard (document 9303) for
Machine Readable Travel Documents (MRTDs) is being commissioned ISO/IEC JTCH

SC17. :

NOTE: The latest recommendation of ICAQ is to include contactless smart card technology in next
generation travel documents and to include one or more biometrics (the facial biometric is required
by this standard and either fingerprint or iris recognition systems could also be incorporated). While
the ILO Seafarers’ ID is an identity document (and not a travel document), the ILO will attempt to
comply with the requiremants specified in the ICAO proposed standard for next generation MRTD,
where possible. It is important to note that the next generation ILO Seatfarers’ ID will use barcode
technology to store biometric data (not the embedded chip recommended by ICAO's MRTD
standard). This difference significantly impacts the SID biometric profile as barcode storage
capacity is significantly smaller than ICAO-recommended embedded chip storage capacity, but
barcode storage is significantly less expensive than embedded chip storage.

Together these standards ANSI/INCITS 358, ANSI/INCITS 378, and the ICAO MRTD, represent
the foundation upon which the biometric capabilities of the Seafarers’ ID systems will be built,
Other standards, either aiready well established (such as ISO 15438 (PDF417 barcode
symbology) and ISO 15416 (PDF417 barcode print quality)) or being developed in parallel with
this one (such as the draft standard 1ISO 19794-4 (Biometric Data Interchange Formats — Part 4:
Finger Image Based Interchange Format)) will also be relevant as incorporated below.

Because the next generation ILO Seafarers’ ID will use barcode technology to store biometric
data and support the ILO’s international interoperability requirements of the SID, the SID
biometric profile will define the format: for PDF417 barcode storage of fingerprint templates.
Because fingerprint image storage for two fingers will exceed the SID's PDF417 barcode storage
capacity, the ILO must specify either minutiae-based or pattern-based fingerprint biometrics as
the basis of procurement. Two Technical Reports have been prepared in support of the ILO’s
decision. This report, ILO SID-C002, represents the technical requirements for the minutiae-based
fingerprint biometric option. The requirements for the pattern-based option are found in ILO SID-
0001. The ILO wili decide which report (ILO SID-0001 or ILO SID-0002) to prioritize as the basis
of next generation SID procurement and to formalize for submission to I1SO.
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F Scope

This Technical Report, ILO SID-0002, Biometric Profile for Minutiae-Based Seafarers’ Identity
Documents, gives guidelines for incorporation of minutiae-based fingerprint biometric technology
into the SID to more tightly bind the identity of seafarers with the Seafarers’ ID, in-line with the
Seafarers’ Identity Documents Convention (Revised), 2003 (No. 185), the Functional Brief for the
Biometric Template prepared by the Informal Meeting on Biometrics for the SID held on 298-30
September 2003, additional supporting material, the technical consuitation meeting in Geneva 5-7

December 2003, and advice of experts in the field.

Biometrics shall be used to increase the strength of the blndung between the SID document and
the person who holds it.

The report is organized as follows. Conformance requirements for this biometric profile are
organized in Section 2. Technical references and definitions that pertain to this document are
organized under Sections 3 and 4, respectively. The biometric requirements for the SID are
organized under Section 5. There are four major subdivisions under Section 5; namely:

e Section 5.1 SID minutiae-based fingérprint biometric requirements, which includes

fingerprint enroliment, fingerprint capture, and the SID fingerprint template format to be
incorporated into the next generation Seafarers’ ID.

e Section 5.2 SID barcode requirements, which includes barcode format, printer
technology and printing specifications, reader technology, and barcode physical
characteristics. '

» Section 5.3 SID identity verification requirements, which outlines the SID biometric
identity verification procedure.

e Section 5.4 SID database requirements, which includes barcode database requirements
and SID national electronic database requirements.

Annex A details the SID barcode format. Annex B details the SID minutiae-based biometric data
format. Annex C includes a copy of draft standard ISO 19794-2 — Biometric Data Interchange
Formats — Part 2: Finger Minutiae Data (dated 2003-05-30). And, Annex D includes a copy of
draft standard 1SO 19794-4 — Biometric Data Interchange Formats — Part 4: Finger image Based

Interchange Format (dated 2003-05-29).

Because this fingerprint storage format was developed in accordance with draft ISO standard
documents, this document will take: precedence for the Seafarers’ ID should evolution of

either of these draft standards create any perceived inconsistency.

The following issues are outside of the écope of this Technical Report.
1) The overall process of Seafarer identification systems incorporating biometric
technologies. ' ’
2) Criteria for validation of individual Seafarer's identities and of their professional titles.
3) Criteria for SID issuance. i '

K
1
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4) Suitability of other than minutiae-based fingerprint biometric technoiogies to the
Seafarers’ ID program.

5) Criteria for the “other security features” referred to in the introduction to Annex | of
Convention 185.

6) Marine environmental issues, including saline crystalline corrosion issues, are out of
scope of this biometric profile, but should be addressed in SID procurement

specifications.
7) Application risk assessments. '

2 Conformance ;

A biometric system conforms to this Standard if it correctly performs all the mandatory capabilities
defined in Section 5 — SID Biometric Requirements, in Annex A — SID Minutiae-Based Fingerprint
Barcode Format, and in Annex B — SID Minutiae-Based Fingerprint Storage Format.

Not all biometric technologies and features are appropriate for the Seafarer ID based on the ILO’s
requirements and on the maturity of international standards for fingerprint biometric technologies
as of the date of this publication. This standard provides the requirements to enable international
interoperability of minutiae-based fingerprint biometric components of next-generation Seafarers’
IDs; given that minutiae-based fingerprint biometric technology is selected by the ILO for the next

generation SiD.

3 References

This biometric profile is being developed prior to finalization of related draft standards. Any draft
standard that is referenced in this section will list the date of publication of the referenced draft. A
copy of any referenced draft conformative standard (see Section 3.1) will be included as an
Annex to this document. Because this, fingerprint storage format was developed in accordance
with draft ISO standard documents, this document will take precedence for the Seafarers’ ID
should evolution of either of these draft standards create any perceived inconsistency.

3.1 Conformative standards
a) ANSVINCITS 358-2002 — In1=ormati¢n technology — BioAPI Specification

b) ANSINIST-ITL 1-2000 — Data Formét for the Interchange of Fingerprint Information — Table 5

c) ISO/IEC 15416:2000 ~ Information technology -- Automatic identification and data capture
techniques -- Barcode print quality test specification Linear symbols

d) ISO/IEC 15438 - Information technology -- Automatic identification and data capture
technigues -- Barcode symbology specifications PDF417
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e)

* f)

3.2

j)

Draft standard ISO 19794-2 — Biometric Data Interchange Formats — Part 2: Finger Minutiae
Data (Draft document dated 2003-05-30)"

Draft standard ISO 19794-4 — Biometric Data Interchange Formats — Part 4: Finger Image
Based Interchange Format (Draft document dated 2003-05-29)

ISO 14962:1997 -- Space data and information transfer systems -- ASCII encoded English /
ANSI INCITS 4-1986 (R2002) Information Systems - Coded Character Sets - 7-Bit American
National Standard Code for Information Interchange (7-Bit ASCII)

ISO 3166-1 -- Codes for the representation of names of countries and their subdivisions --
Part 1: Country codes

ISO/IEC 9945-1:2003 -- Information technology -- Portable Operating System Interface
(POSIX) -- Part 1; Base Definitions

Informative references

Draft standard ISO/IEC JTC 1/SC 37 N364 — Biometric Profile — Interoperability and Data
Interchange — Biometrics-Based Verification and Identification of Employees (Draft document

dated 2003-12-01)
ICAO Document 9303 — Machine Readable Travel Document (4"' Edition, 1999)

ANSINIST-ITL-1-2000, Standard Data Format for the Interchange of Fingerprint, Facial, &
Scar mark & Tattoo (SMT) In: formatlon

ISO/IEC 7810 — Identification cards — Physical characteristics

ISO/IEC 10918 — Information technology — Digital Compression and coding of continucus-
tone still images (JPEG) (Parts 1-4)

ISO/IEC 15444 — Information technology — JPEG 2000 Image Coding System (Parts 1-10)

3.3 Addltional standards and documentation to be developed

)]
q)

Biometric Profile for Pattern-Based Seafarers’ Identity Documents
SID Application Profile Standard
SID Performance and interoperability Testing and Reporting Standard

An adequate and user-friendly guidance document for taking fingerprints to assist the
enrolment personnel to produce reproducible and reliable results.

! ANSI/INCITS has just announced formalization of this standard under the title ANSV/INCITS 378 —
Finger Minutiae-Based Interchange Format.

2004-01-10
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4 Terms and definitions

The authors have attempted to ensure that the terms, definitions, symbols, and abbreviated terms
of this Technical Report conform to the emerging Standard for Biometric Vocabulary
Harmonization, being developec by Working Group 1 of ISO/IEC JTC 1 SC 37. Specific relevant
terms are defined below for the reader's:convenience.

4.1 Terms and definitions

4.1.1 Application profile '
Conforming subsets or combinations of base standards used to provide specmc functions.
Application profiles identify the use of particular options in base standards, and prowde a basis

between applications and interoperability of systems.

4.1.2 ASCIl
Using the 1SO 14962:1997 / ANSI-X3.4- 1986(R1997) character set.

4.1.3 Biometric
Pertaining to the field of biometrics, used as an adjsctive.

NOTE: “biometric” should no longer be used as a noun.

4.1.4 Biometric authentication/biometrically authenticate
The use of biometric verification or identification to validate the authenticity of someone.

4.1.5 Biometric data block (BDB)
A block of data with a defined format that contains one or more biometric samples or biometric
templates. :

4.1.6 Biometric identification/biometrically identify

A one-to-many or one-to-few process of comparing an individual’s biometric sample against a
database of biometric reference data to either (1) discern the identity of an enrolled individual
using only the presented biometric data {Positive identification); or (2) ensure the absence of an
individual's biometric reference data with respect to a database (Negative identification).

4.1.7 Biometric information record (BIR)
A data structure containing a BDB, information identifying the BDB format, and possibly further
information such as whether the BDB is digitally signed or encrypted.

4.1.8 Biometric interchange data record (BIDR)
A data structure, corresponding to one person, that contains a BIR (see 4.1.7) plus other
information specific to Seafarer ID systems, applications, or functions.

4.1.9 Biometric sample .
information obtained from a biometric device, either directly or after further processing.
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4.1.10 Biometric verification/biometrically verify

A one-to-one comparison of an individual's biometric sample with the individual's biometric
reference template in order to validate an explicit positive claim on identity. (May also include
one-to-few comparisons of multiple reference templates for the same individual).

4.1.11 Biometrically enroll ‘
The process of collecting one or more biometric samples from a subject and the subsequent
preparation and storage of one or more processed biometric samples and associated data

representing that subject's identity.

4.1.12 Country Code '
The numeric three-digit country code defined in 1ISO 3166-1.

4.1.13 Global interoperability of SID biometric data
Global acceptance of the SID fingerprint biometric data block stored in the 2-D barcode prlnted on
the SID for Seafarer verification.

4.1.14 Null-terminated string
A string of data that terminates with a zero byte (0x00).

4.1.15 Real-time

Of or pertaining to a mode of computer operation in which the computer collects data, computes
with it, and uses the results to control a process as it happens.

4.1.16 Seconds since the epoch (SSE)

‘Seconds since the epoch, in a 32-bit unsigned integer, of the day specified. Recommend using
the first second of that day, but any second of a specified day is allowed. See ISO/IEC 9945-

1:2003 4.14.

4.1.17 Shall
in accordance with legislative practice, the term “shall” indicates a mandatory practice.

4.1.18 Should
In accordance with legislative practice, the term “should" mducates a recommended practice that

is not mandatory.

4.1.19 SID data integrity
The property of physically stored data both on a Seafarer’s ID and in a central database(s) that
the data cannot be altered without such alteration being detected and tracked.

4.1.20 SID data privacy

The property of physically stored data, both on a Seafarer's ID and in a central database(s), that
the data cannot be accessed or processad except by people or applications that have the specific
rights and technological capability to do so. A
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5 SID biometric requirements

5.1 SID minutiae-based fingerprint biometric requirements

Two minutiae-based fingerprint biometric templates of the Seafarer to whom the document has
been issued shall be printed as numbers in a barcode conforming to the standard outlined in this
document. The ILO Convention No. 185 has a set of preconditions that must be met by the
resultant system, which are highlighted below with the compliance strategy assumed by the

authors of this biometric profile.

e = “The fingerprint can be captured without any invasion of privacy of the persons
concerned, discomfort 1o them, risk to their health or offense against their dignity;”
(International Labour Conventlon No. 185, Article 3, paragraph 8 (a))

This requirement is addressed with the assumption that Seafarers will not perceive
fingerprint capture and verification to be an invasion of their privacy or an offense against
their dignity. It also assumes that the implementation of biometric systems and barcode
readers will be installed ergonomically such that no discomfort to the Seafarer is
imposed. It furthermore assumes that risk to the Seafarers’ health is assessed upon
system implementation and checkout; and that the systems will be routinely sanitized to
prevent the spread of germs via contact. with system components, such that there is no
greater health risk in using the f/ngerpnnt capture device than there would be in using a

door knob, for example.

e “The biometric [data] shall itself be visible on the document and it shali not be possible to
reconstitute it from the template or other representation;” (Iinternational Labour

Convention No. 185, Article 3, paragraph 8 (b))

This requirement presumes that it is sufficiently difficult to reconstitute an actual
fingerprint (understood as “fingerprint image”) from the biometric data that will be stored
in the barcode. It also presumes that the biometric data shall be considered visible when
the barcode in which fingerprint biometric data is stored is printed on the next-generation

SID.

e “The equipment needed for the provision and verification of the biometric [sample] is
user-friendly and is generally accessible to governments at low cost;” (International
Labour Convention No. 185, Article 3, paragraph 8 (c))

This presumes that the “user-friendly” requirement can and will be satisfied via biometric
system ergonomics by implementers and system users. It also assumes that the ILO’s .
selection of barcode siorage for the fingerprint data satisfies the requirement for
“generally accessible to governments at low cost”.,

e ‘The equipment [used] for the verification of the biometric [sample] can be conveniently
and reliably operated irn ports and in other places, including on board ship, where
verification of identity is normally carried out by the competent authorities;” (International

Labour Convention No. 185, Article 3, paragraph 8 (d))
This presumes that the biometric and card reading systems will be able to be reliably

used onboard ships, in ports, and other places, such that the systems are not considered
unusually susceptible to the corrosive saline atmospheric environments found in these

areas.
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e “The system in which the Dbiometric [authentication] is to be used (including the

equipment, technologies and procedures for use) provides resuits that are uniform and
reliable for the authentication. of identity.” (International Labour Convention No. 185,
Article 3, paragraph 8 (e))
This presumes that “uniform” implies conforming to this technical report to ensure
interoperability. It also presumes that commercial biomelric systems satisfy reliable
“authentication of identity” (understood ‘verification of identity”) for the Seafarer
population that will be utilizing these systems.

5.1.1 Enroliment

A fingerprint should be capturecl from the index finger of each hand.? If the index fingerprint is
missing or damaged to the extent that a reliable fingerprint either cannot be created or cannot be
enrolled due to poor quality, a fingerprirnt from another finger or thumb will be captured such that
operational consistency, operational efficiency, and Seafarer convenience are maximized. The
standard presentation order of fingers for enroliment is given below:

right index finger,
Ieft index finger,

right thumb,

left thumb,

right middle finger,

left middle finger,

right ring finger,

left ring finger,

right little finger,

left little finger.

The specific fingers enrolled shall be tecorded in the header of the template. (see Appendix A
and ANSI/INCITS 358-2002 — Information technology — BioAPI Specification).

The system should either automatically incorporate a quality measure or provide a quality
measure to enroliment personnel along with a minimum acceptable quality measure to ensure
that good quality templates are generated (collected, captured). The best possible quality
fingerprint templates should be enrolled to achieve reliable verification resuits.

User-friendly documentation shall be provided that instructs personnel how to perform the
enroliment process and how to ensure that good quality fingerprint templates are enrolled.

*Fingerprints from two fingers are acquired to improve the reliability and robustness of the system. The
index finger is chosen for the primary fingerprint because ifi most cases, the index finger is most easily
placed on the fingerprint capture device, thus providing maximum convenience to the seafarer (Convention,

Article 3, paragraph 8, Precondition 1)
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5.1.2 Fingerprint capture

During both enroliment and verification, the fingerprint capture device shall acquire minutiae-
based flngerprlnt biometric templates that conform to Table 1 in Annex A of the draft standard
ISO/IEC 19794-4° (see Annex D) of thls document for the entire draft standard) with a minimum
fmgerpnnt data capture quality ievel of 3 as summarized below. .

Scan resolution: 197 pl):els/cm‘(500 plxels/mch)

Pixel scale depth: 8 bits '

Dynamic range (gray levels): 220

Certification: EFTS/F
The fingerprint capture device shall produce a 12.7 by 12.7 mm (0.5 by 0.5 inch) image of the
fingerprint or the image shall be centered, preferably on the core of the fingerprint, then cropped
or padded as needed to achieve this image size.
When the fingerprint lmage is transmitted to the template extraction algorithm, such as from the
capture device to a computer, the data shall either be uncompressed or use the “lossless” WSQ

~compression dictated by draft standard 1SO/IEC 19794-4.

5.1.3 Fingerprint template

The algorithm shall extract a fingerprint template from the acquired fingerprint image in
conformance with ISO/IEC 19794-2, Biometric Data Interchange Formats — Part 2: Finger
Minutiae Data. The fingerprint templates will be stored in the Member State’s national electronic
database (Convention database) and in the PDF417 2-D barcode on the SID during the
enroliment process and used for matching during the verification process.

A fingerprint template is stored instead of the fingerprint image for two reasons:

1. To respect and protect the privacy of the seafarer. Article 3, paragraph 8, Precondition 3
requires that it shall not be possible to reconstitute the fingerprint image from the stored
fingerprint data. If the ILO chose to store unencrypted fingerprint images, then it would be
possible to reconstitute the Seafarers’ fingerprint images. As a result, the ILO has
determined that f|ngerpr|nt templates shall be stored on the SID barcode to satisfy this

requirement.
2. The memory required to store the fingerprint image, whether encrypted or unencrypted, is
beyond the storage capacity of a PDF417 2-D barcode.
The minutiae-based fingerprint template is selected over the pattern-based template for two
reasons:

1. Many SID issuance orgamzatlons already utilize minutiae-based fingerprint technology
for other purposes. The ILO hopes to leverage these systems if possible to address SID

requirements,

2. The international law enforcerment community predominantly employs minutiae-based
template technology, and the' law enforcement community will play a role in identity

proofing prior to SID issuance.

3 This Working Draft standard is currently a proposed standard that is under revision by ISO/IEC JTC 1
SC37 Working Group 3. We do expect the quality level 3 parameters to remain the same as the draft
standard migrates to an approved standard. Nevertheless, the parameters specified in this document will
take precedence for the SID.

* Fingerprint data capture quality level 3 is acceptable for images to be used to generate minutiae-based
fingerprint templates. Note that the fingerprint data capture guality is separate and distinct from the print

image quality of the SID barcode.
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Fingerprints may contain a variable number of minutiae points. The number qf minutia_te points will
therefore range from only a few to more than can be stored without exqeedlng tr)e fixed storage
range of the SID PDF417 2-D barcode. A number field is therefore included in the template
specifying the number of minutiae points recorded in the.stored template. Only the most centra!ly
located points will be included in the recorded template if the total number exceeds the capacity

of storage.

In accordance with proposed standard ISO/IEC 19794-2, the ILO SID minutiae-based biometr?c
template has been specified in Annexes A, B, and C. The biometric temp_late structure is
summarized below: ,

BioAP! -compliant header - 16 bytes

Record header - 26 bytes

Two finger minutiae templates - up to 776 bytes

Each finger minutiae ternplate shall have up to 84° minutiae stored in terms of x position,
y position, ridge angle, and type. _

s Total template size for two fingerprints - 818 bytes

5.2 SID barcode requirements

5.2.1 Barcode format ‘ . _
The SID barcode shall be formatted in accordance with Annex A. The minutiae-based fingerprint
SID barcode will contain up to 938 bytes of data, and 64 data symbols for error correction level 5.
The barcode shall contain the biometric template information and information that shalil be printed
on the face of the SID; specifically: the issuing authority, the full name. of the Seafarer, the unique
document number, and the date of expiry of the document. The Seafarers’ biometric templates for
two fingerprints shall be formatted in accordance with Annex B, which defines the 818 byte
biometric data block referenced in Annex A,

PDF417 2-D barcode technology shall be implemented for the following reasons:
e PDF417 symbols meet the data storage capacity requirements of this application.

» PDF417 symbols can be read with a 2-D scanner or with standard CCD or laser scanners
and special decoding software. Wand scanners, however, will not read PDF417 symboils.
This wide range of affordable, commercial barcode reader technology products will
facilitate biometric verification of the Seafarer community. :

Dimensions and placement of the barcode shall conform to International Civil Aviation
Organization (ICAQ) specifications as contained in Document 8303 Part 1 (5th edition, 2003) and
Document 9303 Part 3 (2nd edition, 2002) as outlined below for reader convenience:

o For SID booklets the maximum barcode size is 18.35mm x 86.0mm including quiet zones
as specified in ICAO Document 9303 Part 1 -- Machine Readable Passports -- Annex A

3 Derivation of the number of minutiae per finger for SID barcode fixed format storage follows. There are
25 data symbol columns, which give 25 data:isymbols in a row. There are 34 rows. There are 25 x 34 = 850
data symbols total. Level 5 error correction uses 64 data symbols, so there are 850-64 = 786 data symbols
for SID ILO use. There are 1.2 bytes/data symbol. There are 786 x 1.2 = 943 bytes of storage. 943 — 120
metadata bytes (see Annex A) = 823 bytes of biometric storage. The BioAPI minutiae header is 42 bytes,
50 823 — 42 = 781 bytes remain for two fingerprint templates. Each minutiae template requires 4 bytes of
additional header information, so 8 bytes are required for two fingerprint templates. 781 — 8 = 773 bytes of
storage for minutiae templates. Each minutiae requires 6 bytes of storage. So, 773 / 6 = 128 minutiae total.
If the template size is fixed and there are 2 fingers, then the number of minutiae per finger is given by the
result 128 / 2 = 64 minutiae per finger. '
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(normative) Use of Optional Barcode(s) on Machine-Readable Passport (MRP) Data
Page. '

For SID cards the maximum barcode size is 27.8mm x 85.6mm including quiet zones as
specified in ICAO Document 9303 Part 3 -- Size 1 and Size 2 Machine Readable Official

Travel Documents -- Appen_d1x 2.

In addition, the SID barcode shall conform to the foliowing:

e X-dimension: minimum width of symbol module is 0.17 mm (larger to fill card area, it
possible, up to a maximum size of 0.25 mm).

e Y-dimension: minimum height of row is 0.51 mm (3 times X-dimension, larger to fili card
area, if possible, up to a maximum size of 0.75 mm).

e Error correction level 5 as recommended in 1SO 15438 Annex E.

* Number of data symbo! columns = 25.
« Number of rows as necessary to contain the data (34 rows®).

5.2.2 Printer technology and printing specifications

The SID PDF417 barcode shall be printed in accordance with ISO 15438. PDF417 2-D barcode
symbols can be printed with most professional-grade thermal transfer, laser, and ink jet label
printers. Next-generation SID barcode Print Quality shall conform to ISO/IEC 15416:2000(E) -
Barcode print quality test specification - Linear symbols, as 3.0/05/660. The designation
3.0/05/660 refers to an overall symbol grade of 3.0, obtained using a 0.125 mm aperture, at a

wavelength of 660 nm.

SID barcodes shall be prlnted such that the resultant document is durable enough to withstand
use as an identification document for Seafarers.

3

523 Reader technology

Next-generation SID PDF417 symbols will be read with a 2-D scanner, or with standard CCD or
laser scanners and special decoding software that read barcodes printed in compliance with
Sections 5.2.1 and 5.2.2 above. Wand scanners, however, will not read PDF417 symbols.

5.2.4 Barcode physical characteristics =

The "biometric template based on a fingerprint printed as numbers in a bar code” (International
Labour Convention No. 185, Annex |, paragraph 3(k)) “shall be protected by a laminate or
overlay, or by applying an imaging technology and substrate material that provides an equivalent
resistance to substitution of the portrait and other biographical data. (International Labour
Convention No. 185, Annex I). This protection will also improve the durability of the barcode.

The *biometric shall itself be visible on the document” (International Labour Convention No. 185,
Article 3, paragraph 8(b)). This requirement is interpreted to mean that the biometric data shallbe
considered visible when the barcode in which fingerprint biometric data is stored is printed on the
next-generation SID. Therefore, the barcode shall be visibie when printed on the SID.

f

8 The number of rows in the SID fixed format barcode is 34. This represents the maximum size of a fixed
barcode suitable for printing on bath card-type and booklet-type SIDs, which assumes that minutiae
templates' will be padded with zeroes if less than 64 minutiae per fingerprint template.
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5.3 SID identity verification requirements

'5.3.1 Verification Procedure

A barcode reader shall scan the barcode on the SID and read the header and template
information. The header shall specify which fingers’ prints are stored in the barcode.

The system shall be configurable in that it shall prompt the Seafarer to present either one of the
fingers previously enrolled on a fingerprint capture device or both those fingers (sequentially), for
the purpose of capture and comparison with the data stored in the barcode. :

If the system is configured such that onIy one live scan fingerprint must match with one of the
templates stored on the barcode during enroliment for Seafarer authentication, the system shall
prompt the Seafarer for the first finger template read from the barcode (see Section 5.1.1). If the
Seafarer's finger corresponding to the first finger enrolled is unavailable, damaged, does not
acquire, or does not achieve a matching score above the threshold value after three attempts, the
system shall prompt the Seafarer to place the second finger enrolled on the biometric capture
device. If one live scan finger matches the corresponding templates stored on the barcode, the
Seafarer shall be successfully verified..If no live scan fingers match either of the corresponding
templates stored on the barcods, the system shall return a failure to verify indication.

If the system is configured such that live scan fingerprints must match both of the templates
stored in the barcode during enroliment for Seafarer authentication, the system shall prompt the
Seafarer to place finger corresponding to the first-finger template read from the barcode (see
Section 5.1.1) on the biometric capture device. If the Seafarer's first finger successfully matches
the template stored on the barcode, the system shall prompt the Seafarer to place the finger
corresponding to the second finger template read from the barcode on the biometric capture
device. If both templates stored on the barcode match the corresponding live scan fingers, the
Seafarer shall be successfully verified. If sither of the enrolled fingers are unavailable, damaged,
do not acquire, or do not achieve a matching score above the threshold value after three
attempts, the system shall return a failure to verify indication.

The biometric fingerprint system shall:
¢ Retrieve the template from the SID PDF417 2-D barcode,
» Prompt the Seafarer to place the appropriate finger on the image capture sensor.
» Generate a template from the Iive sample capture (see Section 5.1.3).

s Compare the acquired fmgerpnnt template with the fingerprint template that is stored in
the 2-D barcode.

» Provide a match indication (identity verified) if the matching score is above the matching
threshold and provide a non-match indication (identity not verified) if the matching score
is below the matching threshold,

The fingerprint biometric system should:

e Have the matching threshold set to a level that will be commensurate with a false finger
match of less than 1% and a false reject rate of less than 1%.

* Have sensitivity and quality measures that are commensurate with quality metrics for
enroliment.

» Optionally provide a measure indicating the quality of the acquired fingerprint template.
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5.3.2 Documentation |
User-friendly documentation shall be provided that instructs personnel how to perform the

verification process.

5.4 SID database requirements

5.4.1 Barcode database

“Seafarers shall have convenient access to machines enabling them to inspect any data
concerning them that is not eye-readable. Such access shall be provided by or on behalf of the
issuing authority.” (International Labour Convention No. 185, Article 3, paragraph 9) “Biometric
template shall be based on a fingerﬁr’int printed as numbers in a bar code conforming to a
standard” [this standard)] (International Labour Convention No. 185, Annex I).

The issuing authority shall provide Seukafarers access to machines enabling them to inspect the
data stored in the SID PDF417 2-D bdrcode. This data will be displayed in a series of binary
numbers (1’s and 0’s) conforming to the format defined in Annex A of this technical report.

i
5.4.2 SID national electronic database
The ILO Convention No. 185 has a set of requirements that must be met and a set of
requirements that should be met by each Member with regard to the SID national electronic
database that will impact the biometric system implementation and use. These requirements are
highlighted below with the compliance strategy assumed by the authors of this biometric profile.

* “The detalils to be provided for each record in the electronic database to be maintained
by each Member in accordance with Article 4, paragraphs 1, 2, 6 and 7 of this
[International Labour Conference] Convention [185] shall be restricted to:

Issuing authority named on the identity document.

Full name of seafarer as written on the identity document.

Unique docurnent number of the identity document.

Date of expiry or suspension or withdrawal of the identity document.

Biometric template appearing on the identity document.

Photograph.
Details of all inquiries made concerning the seafarers’ identity document.”

(International Labour Convention No. 185, Annex ll).

Nookown

The national electronic database shall contain records of the seven items listed above for
each Seafarer that is issued a SID.

e “For the purposes of this Convention, appropriate restrictions shall be established to
ensure that no data — in particular, photographs ~ are exchanged, unless a mechanism
is in place to ensure that applicable data protection and privacy standards are adhered
to.” (International Labour Convention No. 185, Article 4, paragraph 6).

Database access control mechanisms shall be implemented to protect Seafarer
information from unatithorized persons and unintended purposes.

e "“The particulars of each itemicontained in [International Labour Convention No. 185]
Annex 1l are [shall be] entered ;in the database simuttaneously with issuance of the SID”.
(International Labour Convention No. 185, Annex lil, Part A, paragraph 3 (b)(i)).

Member national electronic databases shall be updated with each SID issued in a timely
manner. :
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“Each Member shall ensure that a record of each seafarers’ identity document issued,
suspended or withdrawn by, it is stored in an electronic database. The necessary
measures shall be taken to; secure the database from interference or unauthorized
access.” (International Labour Convention No. 185, Article 4, paragraph 1). “The
seafarers’ identity document shall be promptly withdrawn by the issuing State if it is
ascertained that the seafarer no longer meets the conditions for its issue under this
Convention”. (International Labour Convention No. 185, Article 7, paragraph 2). “The
issuing authority should draw' up adequate procedures for protecting the database,
including the restriction to specially authorized officials of permission to access or make
changes to an entry in the database once the entry has been confirmed by the official
making it." (International Labour Convention No. 185, Annex Ill, Part B. paragraph

4.2.2).

Member national electronic databases shall implement an audit function that will log
transactions including SID issuance, SID suspension, or SID withdrawal / cancellation.
Database access control mechanisms shall be implemented to protect Seafarer
information from unauthorized persons and unintended purposes. Specially authorized
officials within each Member’s organization should have limited ability to make changes
to the audit log; documentation of any such changes should be maintained by the

Member.

e “Prompt action is [shall be] *aken to update the database when an issued SID is
suspended or withdrawn”. (International Labour Convention No. 185, Annex lll, Part A,

paragraph 3 (c)).

Member national electronic databases shall be updated in a timely manner when SIDs
are suspended or withdrawn.

e “An extension and/or renewal system has been [shall be] established to provide for
circumstances where a seafarer is in need of extension or renewal of his or her SID and
in circumstances where the SID is lost” (International Labour Convention No. 185,
Annex lli, Part A, paragraph 3 (d)). ). “The applicant shouid not be issued a SID for so
long as he or she paossesses another SID.” (International Labour Convention No. 185,

Annex Ill, Part B. paragraph 3.9).

Members shall implement an extension and/or renewal system to provide for
circumstances where a seafarer is in need of extension or renewal of his or her SID and
in circumstances where the SID is lost. SID extension and/or renewal shall create a
transaction in the national electronic database a timely manner. In the event that a SID
is rejected due to expiration, the national electronic database shall be checked to see if
the SID has been extended or renewed. Seafarers’ should only possess one SID at a
time. A reissued SID should invalidate any SID previously issued to the Seafarer. The
biometric system shall support SID reenrollment or reissuance.

s “An early renewal system should apply in circumstances where a seafarer is aware in
advance that the perigd of service is such that he or she will be unable to make his or
her application at the date of expiry or renewal” (International Labour Convention No.
185, Annex lll, Part B.. paragraph 3.9.1). ). “The applicant shouid not be issued a SID for
so long as he or she possesses another SID.” (International Labour Convention No.

185, Annex Ill, Part EB. paragraph 3.9).

Members shall implement an extension and/or renewal system to provide for
circumstances where a seafarer is in need of extension or renewal of his or her SID.
The Seafarer shall be able to instigate an extension and/or renewal at his or her
convenience given that he or she will not be able to make his or her scheduled
application for renewal. SID extension and/or renewal shall create a transaction in the
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national electronic database in a timely manner. In the event that a SID is rejected due
to expiration, the national el{a’ctronic database shall be checked to see if the SID has
been extended or renewed. Seafarers’ should only possess one SID at a time. A
reissued SID should invalidate any SID previously issued to the Seafarer. The biometric

system shall support SID reenroliment or reissuance.

e “A replacement system should apply in circumstances where a SID is lost. A suitable
temporary document can be issued. (International Labour Convention No. 185, Annex

lIl, Part B. paragraph 3.9.3). “The applicant should not be issued a SID for so long as he

or she possesses another SID.” (international Labour Convention No. 185, Annex lIl,

Part B. paragraph 3.9).

Members shall implement a replacement system to provide for circumstances where a |
seafarer loses his or her SID. SID replacement shall create a transaction in the national
electronic database in real time. Seafarers’ should only possess one SID at a time. A
reissued SID should invalidate any SID previously issued to the Seafarer. The biometric
system shall support SID reenroliment or reissuance. The Seafarer shall be able to
instigate a replacement SID for any temporary document at his or her convenience. The
temporary document will be surrendered. The national electronic database shall be
updated to reflect the changes in a timely manner.

e ‘The issuing authority should draw up adequate procedures for protecting the database,
including a requirement for the regular creation of back-up copies of the database, to be
stored on media heid in a safe location away from the premises of the issuing authority.”

-"(International Labour Convention No. 185, Annex lll, Part B. paragraph 4.2.2).

Each Member's issuing authority should regularly create back-up copies of the national
electronic database which should be stored on media held in a safe location away from

the premises of the issuing authority.

e “Records of problems with respect to the reliability or security of the electronic
database, including inquiries. made to the database™ should be maintained by the
issuing authority within each Member. (International Labour Convention No. 185,

Annex lll, Part B. paragraph 5.6.5).

Member national electronic databases shall implement an audit function that will log
problems impacting the reliability or security of the electronic database (including
inquiries made to the database.
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Annex A: SID Minutiae-Based Fingerprint Barcode Format

The SID PDF417 2-D barcode shall have 25 data symbol columns and a maximum of 34 rows, utilizing error correction level five. The data shall
be recorded using byte-mode. There shall be a total of 938 bytes of data in the SID minutiae-based fingerprint barcode format, described below.
The Seafarers’ fingerprint biometric data shall be recorded using the format specified in Annex B followed immediately thereafter by a set of
metadata that is both printed on the surface of the SID in text and in the barcode to support Seafarer authentication.

See Annex B

20 Bytes

Fingerprint Data 818Bytes Data for two fingerprint templates of up to 64 minutiae each in BioAPl compliant
‘ ; format. If less than 64 minutiae per finger, pad with zeroes.

Issuing Authority | 2 Bytes ISO Code The country code of the issuing authority stored as an unS|gned |nteger in two bytes

_ : (See Note 1)

Document Number 9 Bytes ASCIl An ASCII string of up to nine characters stored in nine bytes. The string consisting of

the issuing authority and the document number shall be unique. (See Note 1)

Personal ldentification | 14 Bytes ASCIi - An optional null terminated ASCIl string of up to 14 characters stored in 14 bytes.

Number Optional A string of 14 null bytes may be stored instead.

Expiry Date 4 Bytes SSE Stored in Seconds Since Epoch (SSE) format.

Primary ldentifier 20 Bytes ASCII A null-terminated ASCII string in 20 bytes using up to 20 characters.

Secondary Identifier - | 20 Bytes ASCII A null-terminated ASCII string in 20 bytes using up to 20 characters.

Nationality 2 Bytes 1SO Code An unsigned integer in two bytes.

Place of Birth 20 Bytes ASCII A null-terminated ASCII string in 20 bytes using up to 20 characters.

Date of Birth 4 Bytes SSE Stored in SSE format.

Gender 1 Byte ASCII ‘m’ (0x6D) or 'f' (0x66) or ‘x’ (0x78).

Date of Issue 4 bytes | SSE Stored in SSE format.

Place of Issue ASCIi A null-terminated ASCIl string in 20 bytes

2004-01-10
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Annex B: SID Minutiae-Basea Fingerprint Barcode Storage Format

The SID barcode will be generated in a fixed format to support international interoperability. Data for two
minutiae-based fingerprints will be stored in a fixed-size PDF417 barcode structure in accordance with
ISO 15438 that uses the draft ISO/IEC minutiae-based fingerprint interchange format (19794-2) to encode
two fingerprints with 64 minutiae each (in the event that a fingerprint has less than 64 minutiae the fixed
size template for the SID shaill be padded with zeros), and wrapped inside a BioAPI template as outlined

in the Table below.

Because this fingerprint storage format was developed in accordance with draft ISO standard documents,
this document will take precedence for the Seafarers’ ID should evolution of either of these draft
standards create any perceived inconsistency. Copies of the two draft conformance standards; namely,
draft standard ISO 19794-2" — Biornetric Data Interchange Formats — Part 2: Finger Minutiae Data (Draft
document dated 2003-05-30) and draft standard 1ISO 19794-4 — Biometric Data Interchange Formats —
Part 4: Finger Image Based Interchange Format (Draft document dated 2003-05-29), are provided in

Annex C and Annex D, respectively.

Many values will be the same for every template, as indicated below. Refer to Annex C for encoding
detalls. In no event shall an optional field be skipped. All fields marked as 'Fixed' shall not contain values
other than those present. Some fields are “RIU” -- Reserved for implementers Use. To assist in
implementation, many field names from the BioAPI standard are used here.

Length in Bytes 4 Bytes up to 0x00000362 up to 854 Bytes (length of record +
16)

BioAPI_BIR_VERSION 1 Byte 0x01 Fixed

BioAPI_BIR_DATA_TYPE 1 Byte 0x04 Fixed -- “Processed”

BioAPI_BIR_BIOMETRIC_DATA_FOR | 4 Bytes 0x01010301 Fixed -- 0x0101 == JTC 1 SC 37

MAT , format owner

0x0301 == Fingerprint Minutiae-
Based template with no extended

v data
BioAPI_Quality 1 Byte signed integer
BioAP!_BIR_PURPOSE 1 Byte. 0x02 Fixed -

BioAPI_PURPOSE_IDENTIFY

Bio_API_BIR_AUTH_FACTORS 4 BWB#_ 0x00000008 Fixed --
BioAPI_FACTOR_FINGERPRINT

7 ANSI/INCITS has just announced formalization of this standard under the title ANS/INCITS 378 — Finger
Minutiae-Based Interchange Format.
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Fixed -- “FMR” 0x00

Format ldentifier 4 Bytes 0x464D5200

Version Number 4 Bytes 0x32484900 Fixed -- “ 20" 0x00

Length of Record 2 Bytes up to 0x0352 up to 838 Bytes (total # of
minutiae * 6 + 34)

CBEFF Product Identifier 4 Bytes RiU

Capture Equipment Compliance 4 bits | RIU

Capture Equipment ID 12 bits RIU

X (horizontal) Image Size 2 Bytes Pixels per centimeter

Y (vertical) image Size 2 Bytés Pixels per centimeter

X (horizontal) resolution — Minutiae 2 Bytes Pixels per centimeter

Y (vertical) resolution — Minutiae 2 Bytes Pixels per centimeter

Number of fingers ’ 1 Byte 0x01 Fixed -- Two fingers

Reserved Byte

1 Byte

0x00

Fixed -- For future use

TOx01 - Ox0A

0x02 == Right Index Finger

384 Bytes

Finger Location 1 Byte
0x07 == Left index Finger
0x01 == Right Thumb
; 0x06 == Left Thumb
' 0x03 == Right Middle Finger
0x08 == Left Middie Finger
0x04 == Right Ring Finger
0x09 == Left Ring Finger
0x05 == Right Little Finger
OxOA == Left Little Finger
(From ANSI/NIST-ITL 1-2000"
Table 5)
View Number 4 bits 0x0
Impression Type 4 bits 0x0 or Ox8 0x00 == Live-scan plain
0x08 == Swipe
0x09 == Reserved for future use
Finger Quality 1 Byte 0x00-0x64 0-100
Number of Minutiae 1 Byte up to 0x43 up to 64 Minutiae
Finger Minutiae Data See Annex C.

If the number of minutiae is less
than 64, pad with zeroes.

2004-01-10

Page 23 of 81




iLO SID-0002

Biometric Profiie for Minutiae-Based Seatarers’ Identity Documents

Technical Report
Revision 00

0x01 - Ox0A

0x02 == Right Index Finger

Finger Location 1 Byte
: 0x07 == Left index Finger

0x01 == Right Thumb
0x06 == Left Thumb
0x03 == Right Middle Finger
0x08 == Left Middle Finger
0x04 == Right Ring Finger
0x09 == Left Ring Finger
0x05 == Right Little Finger
Ox0A == Left Little Finger
(From ANSI/NIST-ITL 1-2000"
Table 5)

View Number 4 bits 0x0

Impression Type 4 bits 0x0 or Ox8 0x00 == Live-scan plain
0x08 == Swipe
0x09 == Reserved for future use

Finger Quality 1 Byte 0x00-0x64 0-100

Number of Minutiae 1 Byte up to 0x43 up to 64 Minutiae

Finger Minutiae Data 384 Bytes See Annex C.

If the number of minutiae is less
than 64, pad with zeroes.
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Annex C - draft standard ISd 19794-2
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Annex D - draft standard ISd 19794-4
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. Attachment 7
Biom?trics Survey: CBP FAST

Free and Secure Trade Program (FAST). The FAST driver identification RFID card
issued to the driver as a result of a successful background check (10 print fingerprint
check) provides Customs and Border Protection Officers at land border cargo crossings
with a highly reliable form of identification of a low risk driver.

The unique RFID identification number contained on a computer chip embedded in the
card is linked to a specific driver record in the FAST national driver registration database.
The front of the card contains the driver picture, which is captured at the time the card is
issued, along with the driver's name, date of birth, and a barcode representation of RFID .

identification number.

Upon arrival at a FAST equipped cargo lane the driver's RFID identification number is
automatically detected and forwarded to the national data center where it is match
against the driver registration database. The result of the match causes the driver picture,
name and date of birth to be made available to the primary inspector. If no RFID scanner
or antenna is available, Officers can obtain the database record by scanning the barcode
or entering name and date of birth. If the database information, including driver photo do
not match the card, it is highly likely that the card is not valid.

What is the type of biometrics technology used?

Integrated live scan fingerprinting system that captures prints and transmits fingerprints
without the use of ink are used to determine if a driver has a criminal history. Digital
photographs are also used on the FAST driver's card as a means of identification.

How much did it cost your agency to implement the use of biometrics for the
program/initiative and what is the FY04 projected cost for using the technology?

398,400 for hardware. FBI costs $16 per applicant x 19,506 applicants = $19,522

$398,400 + $19,522 = $417,922 Additional costs for FY 04 will depend on the number of
driver cards issued.

Is the use of biometrics for this program or initiative mandated by statue or rule?
The FAST program was announced with a Federal Register Notice 12/17/2002.

How is the biometrics information gathered collected, and stored?

FAST Driver applicants that pass thé initial vetting receive a call in letter from the FAST
processing center. The driver will report to one of the 7 enroliment centers on the

southern border or one of the 11 enroliment centers on the northern border. The drivers
are interviewed, fingerprinted electronically and have their photographs taken at the









Attachment 9
Biometrics Survey: CBP IDENTI/IAFIS

Please identify the programlinitiéitive and the purpose for using biometrics.

The Automated Biometric Identification System and the Integrated Automated Fingerprint
Identification System (IDEN’I’/IAFIS) program. ,

What is the type of biometrics technology used?

Fingerprints and a photograph are éaptured. (The scanners are either Cross Match or
IDENTIX scanners and the camera is a QuickCam)

How much did it cost your agency to implement the use of biometrics for the
program/initiative and what is the FY04 projected cost for using the technology?

Congress gave the Immigration and Naturalization Service 24 million dollars in 1989 for
the deployment of IDENT.

The Department of Justice was the lead on the integration of IDENT and IAFIS and
Congress allocated all the money to DOJ to develop this project. (30 million)

FY04 projections including O&M money were sent forward at CBP and all funding was
denied for FY04 andFY05. All funding requests for ENFORCE, which is integrated with

IDENT/IAFIS, have been denied.

Is the use of biometrics for this program or initiative mandated by statue or rule?

The 1996 lllegal Immigration Reforhp and Immigrant Responsibility Act, section 326,
directed the INS to expand the use of IDENT to apply to illegal or criminal aliens
apprehended nationwide.

How is the biometrics information gathered collected, and stored?

The fingerprints are collected on either a Cross Match or IDENTIX scanner. The right
and left index prints are stripped off and sent to the search against the IDENT databases
and the entire set of fingerprints collected are simultaneously sent to IAFIS to query
against the Criminal master File."

The fingerprints are stored locally for a total of 4-7 for a search only transaction days
only. (For submission of prints for a different transaction by the user.)

Search and Enroll transactions in IDENT are stored in the Recidivist Database and if an
officer enrolls someone in IAFIS, those prints are kept in the IAFIS database.

The biographical information is stored on the Enforcement Integrated Database (EID).






Attachment 10
Biometrics Survey: CBP INSPASS

Please identify the program/initiative and the purpose for using biometrics.

The Immigration and Naturalization Service Passenger Accelerated Service System
(INSPASS), is used to validate the claimed identity of travelers.

What is the type of biometrics technology used?

Hand geometry biometric image technology is used.

How much did it cost your agency to implement the use of biometrics for the
program/initiative and what is the FY04 projected cost for using the technology?

Cost for implementation is unavailqble at this time; however, the FY04 projected cost is
approximately $1.7million.

Is the use of biometrics for this program or initiative mandated by statue or rule?

No.

How is the biometrics information gathered collected, and stored?

The biometrics information is collected during the enroliment process and the information
is stored in the Interagency Border Inspection System (IBIS).

Is the information accessible to other agencies or other entities?

The information is accessible by the contractor.

Please describe the security meésures used to protect the biometric information
that is gathered, including any limitations on accessing the information.

The hand geometry templates are stbred in a repository for all users of the system and
protected by the Privacy Act. '

Did your agency conduct any privacy assessments for this use of biometrics?

No.

At what rate have false-positives been returned during the use of biometrics in this
program? P

1.

None.
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The Honorable John D. Dingell
Ranking Member
Committee on Energy and Commerce

U.S. House of Representatives
Washington, DC 20515

Dear Representative Dingell:

On behalf of Secretary Ridge, thank you for your letter regarding the deployment of radiation
detection equipment and the need for funding for the Radiation Portal Monitor (RPM) program.

The priority mission of U.S. Customs and Border Protection (CBP) is to prevent radiological

weapons of mass destruction (WMD) from entering this country. It is the operational goal of
CBP to conduct a 100 percent radiological screening of all arriving containers, trucks, trains,

cars, mail parcels, and express consignment packages.

In order to achieve this goal, CBP has implemented a risk-based priority plan for the deployment
of RPMs. The CBP has been working closely with its contracted technical and scientific experts
at the Pacific Northwest National Laboratory to procure the best available commercial radiation
detection equipment for use as RPMs.

y
The CBP realizes that it cannot rely on one single process or technology to secure our borders—
as a single process or technology can be defeated—and implemented a layered enforcement
strategy. The CBP is developing new strategies, partnerships, and resources in order to prevent
the entry of WMD. Some examples of CBP's layered enforcement strategy are the Container
Security Initiative (CSI), the National Targeting Center (NTC) and Customs-Trade and
Partnership Against Terrorism (C-TPAT).

The CSI allows CBP to screen cargo at foreign ports of entry, before cargo has been laden on
ships coming to the United States. The NTC, through Automated Threshold Targeting, allows
CBP to target all high-risk containers destined to the United States. Finally, the C-TPAT was
created to engage the trade community in a cooperative relationship with CBP. The C-TPAT
works with importers, carriers, brokers, and other industry sectors emphasizing a security
conscious environment. The C-TPAT provides a forum in which the business community and
CBP can exchange antiterrorism ideas, concepts and information, which increases the security of
the entire commercial process.

www.dhs.gov




As of February 2004, CBP has deployed more than 200 RPMs. The CBP will continue to
deploy RPMs and other radiation detection technology to our ports of entry as quickly as
possible.

In summary, CBP has accomplished much in preventing terrorists and terrorist weapons from
entering the country. As the Nation's unified border agency, CBP is increasing its scrutiny of
arriving conveyances and cargo at our land borders, seaports and airports. The CBP, as a key
operational agency of the Department of Homeland Security, has developed ways to provide
increased border security without choking off the flow of legitimate trade and travel to our
country.

I appreciate your interest in the Department of Homeland Security, and I look forward to
working with you on future homeland security issues. If I may be of further assistance, please
contact the Office of Legislative Affairs at (202) 205-4412.

Sincerely,

. -~ /'\ /;’
{ y M,/;,\,/ v

Pamela J. Turner
Assistant Secretary for Legislative Affairs
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Congress of the Enited States
Bouse of Repregentatives
t&ashington, HE 20515

March 26, 2004

The Honorable Tom Ridge
Secretary

Department of Homeland Security
Washington, D.C. 20528

Dear Secretary Ridge:

As you know, we are continuing our investigation into how the U.S. Government is
protecting the nation against the threat of nuclear or radiological attack. Specifically we have
focused our attention on the deployment of radiation portal monitors at seaports, mail facilities,
and border crossings because these devices can be used to effectively screen cargo for
radiological and nuclear materials without slowing the flow of commerce.

This effort has been undertaken by the Bureau of Customs and Border Protection (CBP),
under the Department of Homeland Security (DHS)., CBP has a multi-phase plan to install portal
monitors at designated ports of entry. The initial plan was to complete the entire installation by
December 2005. While some progress has been made, considerable work remains and
vulnerabilities still exist. (While we will not detail the specifics of our concerns here, a non-
public attachment details our concerns further.) Under the current budget, it will be difficult, if
not impossible, to meet this deadline, and we remain very concemed that this project will not
receive all necessary funding.

The total cost of the project is estimated by your Department to be $495.8 million. To
date Congress has appropriated $205.8 million to CBP for this program. In a recent meeting held
with key CBP officials, staff was informed that available funding covers half of the program’s
phases. The Department of Homeland Security’s fiscal year 2005 budget requests $42.9 million
for portal monitors. CBP staff has noted that this amount is $247 million short of what is
required to complete the installation by December 2005, According to key CBP officials
significant portions of this funding is needed soon to keep this project on schedule.

Given the catastrophic impact of a major radiological or nuclear attack, these costs are
comparatively trivial. We would advocate completing this project in fiscal year 2005. The
failure to request these funds in your budget suggests that the Department will have significant
difficulty meeting the December 2005 deadline. We would appreciate your response to the
following questions about this program:
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ATTACHMENT TO LETTER OF MARCH 25, 2004
(Not for Public Release)

As we stated in our lerter, Customs and Border Protection (CBP) developed a six-phase
deployment schedule to install monitors at the following points of entry prioritized in the
following order, based on the arecas CBP deemed most vulnerable:

Phase 1: International mail facilities

Phase 2: Major Northern Border crossings

Phase 3: Major seaports

Phase 4: Major Southwest Border crossings

Phase 5: Air cargo facilities

Phase 6: Smaller Northern Border crossings, smaller seaports, and rail border crossings.

CBP’s project execution plan states all six phases will be complete by December 2005.
The project’s cost is $495.8 million. To date, CBP has received $205.8 million which would
complete the first three phases: mail facilities, major northern border crossings, and major
seaports. The $42.9 million requested in 2005 would complete fifty percent of Phase 4: southern
border crossings. Funding concerns have plagued this effort from the beginning. We believe
that this fact has affected the overall pace of this project, and may continue to affect its rollout if
not quickly addressed by your office.

Specifically, CBP has reported that the total cost of this project is approximately $500
million. To date CBP has received approximately $200 million. In a recent meeting held with
key CBP officials, staff was informed that the expected funding milestones to complete this
program would be as follows:

-~ $75 million in March of 2004;

-~ $75 million in June of 2004;

--  $40 million in September of 2004,

-~ $50 million in December of 2004;

--  $30 million in Febrnary of 2005, and
-~ $10 million in June of 2005.

At a recent meeting on this matter, CBP officials had no knowledge of where this money
would come from. CBP did, however, suggest this additional funding may need to come from
reprogramming of existing agency funds, which, given the amount, we find unrealistic. Staff was
told that if this money is not found soon. parts of this eritical homeland security project will stall.
This is clearly something we cannot allow 10 occur. We believe that DHS should immediately
reassess this effort and conduct a detailed breakout of all costs associated with the present
radiation detection installation effort now underway. For this effort, DHS should also indicate
specifically which phases are funded, and what phases (or sections of a phase) remain unfunded.

Our latest data indicate that portals have been installed at eighty-one percent of the mail
facilities, fifty percent of the northemn border crossings, and one percent of seaports. Given our
continued concerns about the pace and funding of this effort, the following recommendations are
being presented for your consideration:
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 If additional funding will be required for any phase (which we believe it will), DHS
should immediately determine a plan for obtaining and allocating this money. For
exarple, to complete phases 5 and 6, and the unfunded balance of phase 4, DHS
should determine if this money will be reprogrammed from existing CBP’s programs
(which CBP officials suggest will be very difficult), or from some other source. Itis
critical that DHS immediately determine the full income stream for completing this
project and how this project will likely be affected if funds (commensurate with the
above milestones) are not made available soon.

» Ata minimum, we suggest that you continue receiving ongoing, detailed briefings by
the U.S. General Acconnting Office (who continues to conduct work in this area) on
both the progress of this project and its funding needs.

 Finally, we suggest that you also pay closer attention to two other ongoing (yet closely
related) efforts to identify weapons of mass destruction by CBP that we believe
require serious attention. These are; (1) the Container Security Initiative program;
and (2) the Customs-Trade Partnership Against Terrorism program. While both
projects share laudable goals, we believe each project still lacks adequate operational
structure and resources. Significant improvement in both programs is necessary
before they become potent tools in the fight against terrorism.
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The Honorable Jim Turner
U.S. House of Representatives
Washington, DC 20515

Dear Representative Turner:

On behalf of Secretary Ridge, thank you for your recent letter regarding the resource
allocation of the bureaus of Immigration and Customs Enforcement (ICE), Customs
and Border Protection (CBP) and Citizenship and Immigration Services (CIS).

Since the time of your letter, staff from the Border and Transportation Security (BTS)
Directorate, CIS, and the Department’s Office of the Chief Financial Officer (CFO)
have briefed your staff on the circumstances and facts surrounding the Wall Street
Journal article. The Departrnent also established a review team composed of staff
from the CFQO’s Office, BTS, CIS, and the U.S. Coast Guard to assess the situation.
The review team engaged in a detailed budget reconciliation effort between the three
bureaus. The team examined the allocation of resources and services throughout the
three bureaus, and this effort resulted in an immediate internal realignment of

$212 million. A subsequent internal realignment of approximately $270 million is
possible, pending additional discussions and coordination on the final documentation
and billing. There is no $1.2 billion shortfall as reported by the Wall Street Journal.

The Congress has recognized that funds may need to be realigned between ICE, CBP,
and CIS. In the Joint Explanatory Statement (H. Rpt. 108-280) accompanying the
Department of Homeland Security Appropriations Act, 2004 (P.L. 108-90), the
Congress recognized that the budgetary resources may need to be realigned.
Specifically, the Congress noted: “The conferees are aware that the Department is
conducting a comprehensive review of administrative and other mission
responsibilities, particularly as they affect ICE and other agencies that have inherited
multiple legacy missions. While funding provided by this conference agreement is
based on the best possible information available, the conferees understand there may
be a need to adjust funding to conform to the decisions resulting from the review.” A
similar statement was included under the heading discussing CBP.

Over the past year, these three bureaus have undergone major successful
reorganizations by incorporating programs, staff, and resources from legacy programs
at the Immigration and Naturalization Service and the U.S. Customs Service (as well
as General Services Administration and the Department of Agriculture) and a
realignment of functions to strengthen the security of the nation. Through this
process, which included successful reassignment of over 50,000 employees from the
legacy agencies, robust hiring continued to ensure adequate staffing to

accomplish mission objectives. However, the transformation effort has not been

www.dhs.gov



without challenges, and each bureau continues to integrate everything from budgets to
uniforms to Standard Operating Procedures in v1rtua11y every area. The Department
has made great progress to date.

During a review of the status of execution of the FY 2004 budget, ICE and CBP
determined that implementation of hiring restrictions was a prudent managerial
measure not just to stay within 2004 appropriations, but for mission-related objectives.
CIS had already instituted hiring restrictions since the beginning of the fiscal year due
to lower than anticipated fee projections. Additional focus was, and is, required to
work through funding realignments related to the establishment of the three new
bureaus. This work recognized the tremendous effort of the Administration and the
Congress to establish the Department but also acknowledged that some of the finer
details on funding and provision of support services required negotiations and
reconciliation between the three bureaus. The work has been ongoing, and agreements
have been recently reached to realign funds to cover costs of services incurred by the
bureaus. Formal memoranda of agreement will be implemented between the three
bureaus, which will align funding with services rendered.

The Department is committed to the security of the nation, and it will continue to work
toward successful operation of the three bureaus, CBP, CIS, and ICE. To that end,
DHS will continue to work with the Congress, to ensure that funds are aligned to
mission objectives and are consistent with Congressional intent.

I appreciate your interest in the Department of Homeland Security, and I look forward
to working with you on future homeland security issues. If you need further
assistance, please contact the Office of Legislative Affairs at (202) 205-4412.

Sincerely,

Dou T~

Pamela J. Turner
Assistant Secretary for Legislative Affairs
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STEPHEN DEVINE

G tonees -~ The Honorable Tom Ridge
T mees  Department of Homeland Security
"™ Washington, D.C. 20528

Dear Secretary Ridge:

Today, the Wall Street Journal reported that a potential budget shortfall of $1.2 billion
has resulted in a hiring freeze affecting the Bureaus of Customs and Border Protection
(CBP) and Immigration and Customs Enforcement (ICE). A hiring freeze has also been
instituted at the Bureau of Citizenship and Immigration Services (CIS). All of these entities
petform front-line missions critical to secuting our nation.

Specifically, the Wall Street Journal atticle stated that a $1.2 billion shortfall exists
within the budgets of ICE and CBP, representing 12.3% of the total funding for both
agencies. If this is the case, and the hiring freeze must be maintained, our nation’s secutity
could be significantly impacted.

It is important for the Select Committee to have a full understanding of any budget
pressures facing the DHS. I request that you immediately provide the Select Committee
with a detailed assessment of whether the $1.2 billion budget shortfall exists, the reasons for
its existence, potential remediation efforts, and the impact of such efforts — as well as the
current personnel hiring freeze -- on secutity measures at our nation’s borders, sea potts and
airways. The Select Committee stands ready to provide assistance to the DHS, but finds it
inconsistent with the oversight responsibility of the Select Committee to learn of significant
hiring freezes or budget shortfalls from a newspaper article. The point of contact on my
staff on this issue is David Schanzer, 202-226-2616.

cc: The Honorable Christopher Cox
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On behalf of Secretary Ridge, thank you for your recent letter regarding the resource
allocation of the bureaus of Immigration and Customs Enforcement (ICE), Customs
and Border Protection (CBP) and Citizenship and Immigration Services (CIS).

Since the time of your letter, staff from the Border and Transportation Security (BTS)
Directorate, CIS, and the Department’s Office of the Chief Financial Officer (CFO)
have briefed your staff on the circumstances and facts surrounding the Wall Street
Journal article. The Departrnent also established a review team composed of staff
from the CFQO’s Office, BTS, CIS, and the U.S. Coast Guard to assess the situation.
The review team engaged in a detailed budget reconciliation effort between the three
bureaus. The team examined the allocation of resources and services throughout the
three bureaus, and this effort resulted in an immediate internal realignment of

$212 million. A subsequent internal realignment of approximately $270 million is
possible, pending additional discussions and coordination on the final documentation
and billing. There is no $1.2 billion shortfall as reported by the Wall Street Journal.

The Congress has recognized that funds may need to be realigned between ICE, CBP,
and CIS. In the Joint Explanatory Statement (H. Rpt. 108-280) accompanying the
Department of Homeland Security Appropriations Act, 2004 (P.L. 108-90), the
Congress recognized that the budgetary resources may need to be realigned.
Specifically, the Congress noted: “The conferees are aware that the Department is
conducting a comprehensive review of administrative and other mission
responsibilities, particularly as they affect ICE and other agencies that have inherited
multiple legacy missions. While funding provided by this conference agreement is
based on the best possible information available, the conferees understand there may
be a need to adjust funding to conform to the decisions resulting from the review.” A
similar statement was included under the heading discussing CBP.

Over the past year, these three bureaus have undergone major successful
reorganizations by incorporating programs, staff, and resources from legacy programs
at the Immigration and Naturalization Service and the U.S. Customs Service (as well
as General Services Administration and the Department of Agriculture) and a
realignment of functions to strengthen the security of the nation. Through this
process, which included successful reassignment of over 50,000 employees from the
legacy agencies, robust hiring continued to ensure adequate staffing to

accomplish mission objectives. However, the transformation effort has not been
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without challenges, and each bureau continues to integrate everything from budgets to
uniforms to Standard Operating Procedures in v1rtua11y every area. The Department
has made great progress to date.

During a review of the status of execution of the FY 2004 budget, ICE and CBP
determined that implementation of hiring restrictions was a prudent managerial
measure not just to stay within 2004 appropriations, but for mission-related objectives.
CIS had already instituted hiring restrictions since the beginning of the fiscal year due
to lower than anticipated fee projections. Additional focus was, and is, required to
work through funding realignments related to the establishment of the three new
bureaus. This work recognized the tremendous effort of the Administration and the
Congress to establish the Department but also acknowledged that some of the finer
details on funding and provision of support services required negotiations and
reconciliation between the three bureaus. The work has been ongoing, and agreements
have been recently reached to realign funds to cover costs of services incurred by the
bureaus. Formal memoranda of agreement will be implemented between the three
bureaus, which will align funding with services rendered.

The Department is committed to the security of the nation, and it will continue to work
toward successful operation of the three bureaus, CBP, CIS, and ICE. To that end,
DHS will continue to work with the Congress, to ensure that funds are aligned to
mission objectives and are consistent with Congressional intent.

I appreciate your interest in the Department of Homeland Security, and I look forward
to working with you on future homeland security issues. If you need further
assistance, please contact the Office of Legislative Affairs at (202) 205-4412.

Sincerely,

Dou T~

Pamela J. Turner
Assistant Secretary for Legislative Affairs
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Dear Secretary Ridge:

Today, the Wall Street Journal reported that a potential budget shortfall of $1.2 billion
has resulted in a hiring freeze affecting the Bureaus of Customs and Border Protection
(CBP) and Immigration and Customs Enforcement (ICE). A hiring freeze has also been
instituted at the Bureau of Citizenship and Immigration Services (CIS). All of these entities
petform front-line missions critical to secuting our nation.

Specifically, the Wall Street Journal atticle stated that a $1.2 billion shortfall exists
within the budgets of ICE and CBP, representing 12.3% of the total funding for both
agencies. If this is the case, and the hiring freeze must be maintained, our nation’s secutity
could be significantly impacted.

It is important for the Select Committee to have a full understanding of any budget
pressures facing the DHS. I request that you immediately provide the Select Committee
with a detailed assessment of whether the $1.2 billion budget shortfall exists, the reasons for
its existence, potential remediation efforts, and the impact of such efforts — as well as the
current personnel hiring freeze -- on secutity measures at our nation’s borders, sea potts and
airways. The Select Committee stands ready to provide assistance to the DHS, but finds it
inconsistent with the oversight responsibility of the Select Committee to learn of significant
hiring freezes or budget shortfalls from a newspaper article. The point of contact on my
staff on this issue is David Schanzer, 202-226-2616.

cc: The Honorable Christopher Cox












Congress of the United States
Washington, D 20515

September 14, 2004
The Honorable Tom Ridge
Secretary
U.S. Department of Homeland Security
Washington, DC 20528
Dear Secretary Ridge:

According to recent media reports, the Transportation Security Administration (TSA) has begun
to require new security measures for direct flights from Moscow to the United States. We are
particularly interested in one of the new TSA security mandates for these flights: inspection of
all air cargo onboard for the presence of explosives and other dangerous materials.

As you know, the recent turmoil in Russia, including the two downed flights on August 24, the
horrific hostage situation in Beslan, and the terrorist bombing of a Russian subway station on
August 31, indicate a need for heightened efforts to thwart terrorist attacks in that country.
Because of the potential that terrorism in Russia could impact the United States and its citizens,
we fully support TSA’s efforts to tighten security on inbound flights from Russia.

We read with great interest that TSA now reportedly requires full cargo inspections on these
flights, and we would like more information on how this screening is being conducted. As you
know, the lack of full screening of cargo on passenger aircraft arriving at and departing from
U.S. airports remains one of the most, if not zhe most, glaring security vulnerabilities in air travel
today. We have included a series of questions below on TSA’s cargo screening policies and
procedures for these flights, and appreciate the Department’s prompt response to these questions.

Additionally, according to press accounts, TSA has mandated enhanced screening of passengers
and their baggage for explosives on these flights. We are interested in how this screening is to
take place, given the continuing inability to routinely screen passengers on U.S. flights for such
concealed explosives.

Please respond to the following questions:

1. Given TSA’s efforts to prioritize resources, on what basis were the Russian flights
designated as having a greater need for full cargo screening than any other arriving
international or domestic flight? Are there any other instances in which TSA is currently
conducting full screening of all the cargo onboard? If not, why does TSA consider other
routes less of a risk, from a security standpoint, and therefore not in need of 100% cargo
screening? Has TSA considered implementing 100% cargo screening on other routes or
particular flights? If yes, which ones?
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2. Who is responsible for screening the cargo on the Delta and Aeroflot Russian Airline
flights? Does TSA have any personnel at the airport to oversee the cargo screening
operations? If not, why not?

3. Considering the argument put forth by TSA and the Directorate for Border and
Transportation Security that technology does not exist to screen 100% of air cargo loaded
on passenger planes, which method(s) are being used to screen cargo on these flights?
What specific technology, if any, is being used to screen the cargo on the Delta and
Aeroflot Russian Airline flights?

4. According to a response by former Assistant Administrator McHale at a Homeland
Security Committee hearing on May 12, 2004, “We do not screen every single piece of
cargo that could be screened today by technology.” That is, even absent the argument
that technology does not exist, there is still cargo on passenger planes that could be, but is
not, physically screened. Why?

5. Earlier this year, TSA announced it would require air carriers to conduct random physical
inspections of cargo carried on passenger planes which, in turn, would be randomly
verified by TSA. Since the beginning of this policy, how many inspections have the air
carriers conducted? Please provide a list, by carrier, that indicates the date of each of
these inspections. How many verifications of these inspections has TSA conducted?
Please provide a list which includes the date of each verification and the carrier involved.

6. Since TSA began conducting verifications, how many instances have there been in which
carriers have failed the verification? What are the consequences for carriers who fail the
verification, if any? How many TSA personnel are responsible for conducting the
verifications?

We appreciate your responses to these questions regarding passenger and cargo screening, and
stand ready to support effective policies that you may propose to improve the security of our
aviation industry. Please provide responses within 15 business days, or no later than October 16,
2004.

Sincerely,
Edward J. Ma& 2' Jim Turner
cc:
Admiral David Stone
Administrator

Transportation Security Administration
601 South 12th Street
Arlington, VA 22202-4220



Assistant Secretary for Legisiative Affairs

UsS. Department of Homeland Security
Washington, DC 20528

Homeland
Security

The Honorable Edward J. Markey
U.S. House of Representatives
Washington, DC 20515

Dear Representative Markey:

On behalf of Secretary Chertoff, thank you for your letter, regarding new security
measures for direct flights from Moscow to the United States. The following information
is provided in response to your questions.

In the best interests of foreign relations, special protection is afforded to information
received during foreign airport assessments and air carrier inspections, and this information
is classified in accordance with Executive Order 12958 regarding National Security
Information. This response does not include certain relevant information that is Sensitive
Security Information. Should more specific information be required, the Transportation
Security Administration (TSA) is prepared to provide you with a private briefing.

1. Question: Given TSA’s efforts to prioritize resources, on what basis were the Russian
flights designated as having a greater need for full cargo screening than any other arriving
international or domestic flight? Are there any other instances in which TSA is currently
conducting full screening of all the cargo onboard? If not, why does TSA consider other
routes less of a risk, from a security standpoint, and therefore not in need of 100 percent
cargo screening? Has TSA considered implementing 100 percent cargo screening on other
routes or particular flights? If yes, which ones?

Response: The downing of two Russian commercial flights, coupled with other terrorist
attacks on Russian targets, prompted the need for additional security measures to be placed
on flights originating from Russia and arriving in the United States. TSA has directed, in
the past, similar enhancements to aviation security on other routes to/from the United
States, most notably during the 2003 Holiday Season when the Homeland Security Threat
Advisory Level was raised to Orange.

2. Question: Who is responsible for screening the cargo on the Delta and Aeroflot
Russian Airline flights? Does TSA have any personnel at the airport to oversee the cargo
screening operations? If not, why not?

Response: Both Aeroflot and Delta Airlines screen cargo in accordance with TSA air
carrier security program requirements, security directives, and the Russian National Civil
Aviation Security Program. This is accomplished in conjunction with the Russian State
Civil Aviation Service to ensure that cargo intended for carriage on passenger flights has



been subjected to appropriate security controls as outlined in the International Civil
Aviation Organization (ICAQO) Annex 17 Standards and Recommended Practices.

In accordance with the Aviation and Transportation Security Act, TSA Aviation Security
Inspectors, specially trained in international operations, routinely perform foreign airport
assessments, air carrier inspections, and special security deployments, e.g., Secretarial
actions, special events, and specific threats to aviation on a worldwide basis.

Immediately following the attacks on Russian civil aviation, TSA deployed personnel to
Russia to analyze threat information and identify vulnerabilities associated with the threat
so that adequate risk mitigation measures could be developed. These personnel remain
available for re-deployment should the need arise and maintain an ongoing dialogue with
colleagues from the Russian State Civil Aviation Service.

3. Question: Considering the argument put forth by TSA and the Directorate for Border
and Transportation Security that technology does not exist to screen 100 percent of air
cargo loaded on passenger planes, which methods(s) are being used to screen cargo on
these flights? What specific technology, if any, is being used to screen the cargo on the
Delta and Aeroflot Russian Airline flights?

Response: The Russian State Civil Aviation Service uses a combination of technological
and physical security countermeasures, to include X-ray screening, physical searches, and
other appropriate security controls.

4. Question: According to a response by former Assistant Administrator McHale at a
Homeland Security Committee hearing on May 12, 2004, “We do not screen every single
piece of cargo that could be screened today by technology.” That is, even absent the
argument that technology does not exist; there is still cargo on passenger planes that could
be, but is not, physically screened. Why?

Response: Given the enormity of the task regarding cargo screening and security, the
foundation of TSA’s approach is to work in close partnership with aviation industry
stakeholders, Congress, and other federal agencies both within and outside of the
Department of Homeland Security. TSA continues to strive to develop and implement a
layered solution that improves security by eliminating dangerous single points of failure
while preserving the high value air cargo supply chain. A critical component of achieving
this goal is the development and deployment of the Air Cargo Freight Assessment System
(FAS), which TSA is currently developing in coordination with CBP. The FAS will build
on existing risk assessment tools within the Department, including those in the Automated
Commercial Environment, to effectively target high-risk air cargo. Air carriers will then
be required to inspect 100% of shipments identified as high risk by the FAS. Through this
combination of prescreening and inspection, DHS expects to achieve security gains that
equal or exceed those possible through an inspection regime based on an arbitrary
percentage rate, without impeding commerce. These layers of protection in cargo security
will become even stronger as the Air Cargo Strategic Plan, the recently published notice of
proposed rulemaking, and other initiatives are pursued.



5. Question: Earlier this year, TSA announced it would require air carriers to conduct
random physical inspections of cargo carried on passenger planes which, in turn, would be
randomly verified by TSA. Since the beginning of this policy, how many inspections have
the air carriers conducted? Please provide a list, by carrier, that indicates the date of each
of these inspections. How many verifications of these inspections has TSA conducted?
Please provide a list that includes the date of each verification and the carrier involved.

Response: Air carriers do not report cargo screening data to TSA; therefore, TSA does not
have records which indicate the number of times air carriers have screened cargo, nor the
locations and dates of that screening. TSA Aviation Security Inspectors do perform
compliance inspections in order to verify the air carriers are properly screening air cargo.
According to the TSA inspection database, as of January 24, 2005, TSA has conducted at
least 11,091 such compliance inspections related to air cargo screening at various domestic
airports.

6. Question: Since TSA began conducting verifications, how many instances have there
been in which carriers have failed the verifications? What are the consequences for
carriers who fail the verifications, if any? How many TSA personnel are responsible for
conducting the verifications?

Response: Since the initiation of the cargo screening policy, TSA has documented an
extremely low number of compliance deficiencies related to cargo screening, estimated to
be less than 1 or 2%. Consequences for failing to comply with TSA cargo screening
requirements include counseling, administrative action, or civil penalty action. TSA
currently has 100 Aviation Security Inspectors who are dedicated to ensuring compliance
with air cargo security measures. These inspectors are augmented by 729 other Aviation
Security Inspectors who are responsible for verifying overall air carrier compliance with
aviation security requirements, including air cargo requirements.

I appreciate your interest in the Department of Homeland Security, and I look forward to
working with you on future homeland security issues. If I may be of further assistance,
please contact the Office of Legislative Affairs at (202) 205-4412.

Sincerely,

'amela J. Turner
Assistant Secretary for Legislative Affairs
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September 14, 2004
The Honorable Tom Ridge
Secretary
U.S. Department of Homeland Security
Washington, DC 20528
Dear Secretary Ridge:

According to recent media reports, the Transportation Security Administration (TSA) has begun
to require new security measures for direct flights from Moscow to the United States. We are
particularly interested in one of the new TSA security mandates for these flights: inspection of
all air cargo onboard for the presence of explosives and other dangerous materials.

As you know, the recent turmoil in Russia, including the two downed flights on August 24, the
horrific hostage situation in Beslan, and the terrorist bombing of a Russian subway station on
August 31, indicate a need for heightened efforts to thwart terrorist attacks in that country.
Because of the potential that terrorism in Russia could impact the United States and its citizens,
we fully support TSA’s efforts to tighten security on inbound flights from Russia.

We read with great interest that TSA now reportedly requires full cargo inspections on these
flights, and we would like more information on how this screening is being conducted. As you
know, the lack of full screening of cargo on passenger aircraft arriving at and departing from
U.S. airports remains one of the most, if not the most, glaring security vulnerabilities in air travel
today. We have included a series of questions below on TSA’s cargo screening policies and
procedures for these flights, and appreciate the Department’s prompt response to these questions.

Additionally, according to press accounts, TSA has mandated enhanced screening of passengers
and their baggage for explosives on these flights. We are interested in how this screening is to
take place, given the continuing inability to routinely screen passengers on U.S. flights for such
concealed explosives.

Please respond to the following questions:

1. Given TSA’s efforts to prioritize resources, on what basis were the Russian flights
designated as having a greater need for full cargo screening than any other arriving
international or domestic flight? Are there any other instances in which TSA is currently
conducting full screening of all the cargo onboard? If not, why does TSA consider other
routes less of a risk, from a security standpoint, and therefore not in need of 100% cargo
screening? Has TSA considered implementing 100% cargo screening on other routes or
particular flights? If yes, which ones?
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2. Who is responsible for screening the cargo on the Delta and Aeroflot Russian Airline
flights? Does TSA have any personnel at the airport to oversee the cargo screening
operations? If not, why not?

3. Considering the argument put forth by TSA and the Directorate for Border and
Transportation Security that technology does not exist to screen 100% of air cargo loaded
on passenger planes, which method(s) are being used to screen cargo on these flights?
What specific technology, if any, is being used to screen the cargo on the Delta and
Aeroflot Russian Airline flights?

4. According to a response by former Assistant Administrator McHale at a Homeland
Security Committee hearing on May 12, 2004, “We do not screen every single piece of
cargo that could be screened today by technology.” That is, even absent the argument
that technology does not exist, there is still cargo on passenger planes that could be, but is
not, physically screened. Why?

5. Earlier this year, TSA announced it would require air carriers to conduct random physical
inspections of cargo carried on passenger planes which, in turn, would be randomly
verified by TSA. Since the beginning of this policy, how many inspections have the air
carriers conducted? Please provide a list, by carrier, that indicates the date of each of
these inspections. How many verifications of these inspections has TSA conducted?
Please provide a list which includes the date of each verification and the carrier involved.

6. Since TSA began conducting verifications, how many instances have there been in which
carriers have failed the verification? What are the consequences for carriers who fail the
verification, if any? How many TSA personnel are responsible for conducting the
verifications?

We appreciate your responses to these questions regarding passenger and cargo screening, and
stand ready to support effective policies that you may propose to improve the security of our
aviation industry. Please provide responses within 15 business days, or no later than October 16,
2004.

Sincerely,
Edward J. Ma& : 2' Jim Turner
cc:
Admiral David Stone
Administrator

Transportation Security Administration
601 South 12th Street
Arlington, VA 22202-4220









Congress of the United States
WHashington, BE 20515

October 26, 2004

The Honorable Tom Ridge
Secretary

Department of Homeland Security
Washington, DC 20528

Dear Secretary Ridge:

We are writing to urge you to immediately require all cargo being placed
on passenger airplanes to be screened for explosives in light of the recent
revelation that more than 300 tons of high explosives are missing in Irag. We are
particularly concerned about cargo packages weighing less than 16 ounces,
since published reports have suggested that less than 16 ounces of the type of
explosives missing destroyed Pan Am Flight 103 over Lockerbie, Scotland, and
since packages weighing less than 16 ounces are currently not subjected to any
screening requirements whatsoever.

On October 10, 2004 Irag’s Ministry of Science and Technology officially
reported that 377 tons of the explosives HMX, RDX and PETN from the site Al
Qagaa are gone and likely in the hands of terrorists’, despite IAEA warnings to
the U.S. that the sites containing these materials needed to be secured. The
explosives can be used to detonate nuclear bombs, but HMX and RDX are also
the key components used in plastic explosives, which have been widely used in
car bombings in Iraq to kill U.S. and lraqi forces.?

Unfortunately, this is not the only situation where a well-known risk to our
security from such explosives has been left unaddressed despite repeated
warnings. The same explosives that disappeared from the unguarded facility in
Iraq could end up in the cargo hold of a passenger plane in the United States
because, as you know, with respect to the threat from packages weighing less
than 16 ounces, our passenger planes are essentially unguarded.

This is a well-known threat. Plastic explosives weighing less than 16
ounces brought down Pan Am Flight 103 over Lockerbie, Scotland when
terrorists planted them in unscreened baggage. We have long been concerned
that packages weighing less than 16 ounces are not even subject to the
inadequate known shipper program, which your Department has insisted can be
securely applied to larger cargo packages in lieu of actual screening. While we
continue to believe that aff cargo should be screened for explosives, the fact that
less than 1 pound of the more than 300 tons of sophisticated explosives that are
missing couid destroy an aircraft is particularly alarming.

' “Huge cache of explosives vanished from site in Iraq,” The New York Times, October 25, 2004.
% “Tons of Iraqi explosives missing,” BBC News, October 25, 2004,
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After the tragic terrorist attack in Beslan, the Transportation Security
Administration (TSA) began screening cargo placed on some passenger flights
entering the U.S. from Moscow. We believe the theft of these explosives in Iraq
should be treated with an even greater sense of urgency and responded to
accordingly by immediately commencing the screening of all cargo being placed
on passenger airlines. Failure to do so would subject millions of Americans to
unnecessary risk.

Thank you very much for your attention to this important matter. Please
provide your response no later than Friday October 29, 2004, and please ensure
that your response includes a complete description of the steps you are taking or
have already taken to close this gaping security loophole. If you have any
questions or concerns, please have your staff contact Michal Freedhoff in Rep.
Markey’s office at 202-225-2836 or David Grannis of the Homeland Security
Democratic staff at 202-226-2616.

, Sincerely,
oy h .
Edward J. Markeyz k Turner




NOV 10 2004

The Honorable Edward J. Markey
U.S. House of Representatives
Washington, DC 20515

Dear Congressman Markey:

Thank you for your letter to Secretary Ridge of October 26, 2004, cosigned by
Congressman Jim Turner, expressing concern about the reported disappearance of
explosives in Iraq, and requesting the Transportation Security Administration (TSA)
to screen 100 percent of all cargo transported on passenger aircraft.

The availability of explosives throughout the world continues to be a concern for the
Department of Homeland Security (DHS) and TSA. Every day TSA’s Transportation
Security Intelligence Service tracks and reports on existing threats and intelligence
received from our intelligence community. This intelligence is used to make threat-
based, risk mitigation decisions.

At this time, there is no increase in the risk posed by terrorists in using explosives in
attacks against transportation, specifically aviation, assets.

As you know, TSA has been working diligently to enhance the screening of air cargo and
to strengthen security across the entire supply chain. TSA’s Air Cargo Strategic Plan is
the cornerstone of the Department’s approach to ensuring that 100 percent of cargo
deemed to be of elevated risk is inspected, and to ensure that the entire air cargo supply
chain is secure. To accomplish this goal, TSA has developed an automated known
shipper database to verify shipper information and is developing a freight assessment
system that will use analytical tools to compare shipper information with relevant threat
data. The Air Cargo Strategic Plan will be supported by a notice of proposed rulemaking
and accompanying security program revisions in the coming months.

In the interim, TSA continues to evaluate the applicability of current explosive detection
technology in the air cargo environment by expanding the number of pilot programs
being tested. TSA also continues to operationally test explosives detection canines under
all conditions and deploy hundreds of inspectors focused on air cargo compliance. Over
the past several months, these inspectors have begun targeted “cargo strikes” (the
deployment of numerous cargo inspectors to conduct compliance inspections) at major
U.S. cargo facilities.

Working closely with Congress, TSA will soon implement a provision in the FY 2005
DHS Appropriations Act (P.L. 108-334) that triples the percentage of cargo inspected by
the air carriers on passenger aircraft and will expand its aggressive research and



development program by $75 million to provide effective and efficient methods of
detecting and mitigating air cargo threats (including hardened containers).

TSA’s air cargo security mission is to provide the most effective security regime possible
while responsibly stewarding resources and without unduly impeding the flow of
commerce. TSA will continue to work closely with air cargo stakeholders, Congress, and
other Federal agencies to strike this critical balance.

I appreciate your interest in the Department of Homeland Security, and look forward to
working with you on future homeland security issues. An identical letter has been sent to
Congressman Turner. If we may be of assistance, please contact the Office of Legislative
Affairs at (202) 205-4412.

Sincerely,

Pamela J. Turner
Assistant Secretary for Legislative Affairs



The Honorable Jim Turner
U.S. House of Representatives
Washington, DC 20515

Dear Congressman Turner:

Thank you for your letter to Secretary Ridge of October 26, 2004, cosigned by
Congressman Edward J. Markey, expressing concern about the reported disappearance of
explosives in Iraq, and requesting the Transportation Security Administration (TSA)

to screen 100 percent of all cargo transported on passenger aircraft.

The availability of explosives throughout the world continues to be a concern for the
Department of Homeland Security (DHS) and TSA. Every day TSA’s Transportation
Security Intelligence Service tracks and reports on existing threats and intelligence
received from our intelligence community. This intelligence is used to make threat-
based, risk mitigation decisions.

At this time, there is no increase in the risk posed by terrorists in using explosives in
attacks against transportation, specifically aviation, assets.

As you know, TSA has been working diligently to enhance the screening of air cargo and
to strengthen security across the entire supply chain. TSA’s Air Cargo Strategic Plan is
the cornerstone of the Department’s approach to ensuring that 100 percent of cargo
deemed to be of elevated risk is inspected, and to ensure that the entire air cargo supply
chain is secure. To accomplish this goal, TSA has developed an automated known
shipper database to verify shipper information and is developing a freight assessment
system that will use analytical tools to compare shipper information with relevant threat
data. The Air Cargo Strategic Plan will be supported by a notice of proposed rulemaking
and accompanying security program revisions in the coming months.

In the interim, TSA continues to evaluate the applicability of current explosive detection
technology in the air cargo environment by expanding the number of pilot programs
being tested. TSA also continues to operationally test explosives detection canines under
all conditions and deploy hundreds of inspectors focused on air cargo compliance. Over
the past several months, these inspectors have begun targeted “cargo strikes” (the
deployment of numerous cargo inspectors to conduct compliance inspections) at major
U.S. cargo facilities.

Working closely with Congress, TSA will soon implement a provision in the FY 2005
DHS Appropriations Act (P.L. 108-334) that triples the percentage of cargo inspected by
the air carriers on passenger aircraft and will expand its aggressive research and



development program by $75 million to provide effective and efficient methods of
detecting and mitigating air cargo threats (including hardened containers).

TSA’s air cargo security mission is to provide the most effective security regime possible
while responsibly stewarding resources and without unduly impeding the flow of
commerce. TSA will continue to work closely with air cargo stakeholders, Congress, and
other Federal agencies to strike this critical balance.

I appreciate your interest in the Department of Homeland Security, and look forward to
working with you on future homeland security issues. An identical letter has been sent to
Congressman Markey. If we may be of assistance, please contact the Office of
Legislative Affairs at (202) 205-4412.

Sincerely,

Pamela J. Turner
Assistant Secretary for Legislative Affairs












/4892 /

11/23/2004 14:268 FAX 2022264489 m002/003
et "
A% TURNER, TEXAS.
b e S

JENRHER QUNK, WARIINGTON,
AN

Pt
CW QUL YOUNG, FLOMOA
OUND,

Lo Ay g s pored o ::%m EW YO
e BRI
= ®ne Hundred Eightly Gongress R
o .5, House of Representatives B RS i S
PRTER 7. NG, MW YORK
Pty oy Helect Committee on Homeland Security Bt St o me
MAAS THORIEARY, TEXAS SEN CHANDUSK, RENTUCKY
svm%% 'all!iugtnu. BOI 2“5 1 5 %’m“
JOMN | SWEENEY. NEW YOI fme

pobron sl November 18, 2004 e acoune Geru reee e
.m:‘:v‘mn

s oo

Mr. Mel Bemstein, Director
University Programs

Office of Research and Development
Science and Technology Directorate
U.S. Department of Homeland Security
Washington, DC 20528

Dear Mr. Bemstein:

I am writing in support of a grant application submitted by Texas A&M
International University in Laredo, Texas to the Homeland Security Center for
Behavioral and Social Aspects of Terrorism and Counter-Terrorism.

Texas AZM International’s application includes two critical projects that would
belp improve the ability of first responders to respond more quickly to terrorist attacks or
natural disasters occurring along the U.S.-Mexico border. The first project involves
developing a Geographic Information System (GIS) information database to map the
location of informal rural settlements, called colonias, along the U.S.-Mexico border.
This GIS database would provide first responders - and any other state or federal agencies
responding to a disaster - with information about the location and critical infrastructure
for each colonia. The second project would provide training in conjunction with the City
of Laredo’s local fire department to enhance neighborhood response capabilities in the
event of a local disaster or terrorist attack.

Texas A&M International University already has an outstanding reputation in
South Texas due to its advanced graduate programs and extensive ties to the community
and local, state, and federal agencies. Because many of these agencies are concerned
with Homeland Security, they have made their personnel and assets available for the
University’s Border Security Center to fulfill its mission and bolster their own
performance. These two projects would expand on the assets available to the University
to continue strengthening homeland security preparedness in the border region, That is
why I support Texas A&M International’s grant request for $218,638 to implement the
GIS database project and the community training project.

Hetp:Ahec.house.gov
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Thank you in advance for your consideration of their application. If you have any
questions, please do not hesitate to contact me or py staff.
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Assistant Secretary for Legislative Affairs

U.S. Department of Homeland Security
D EC 2 2 2004 Washington, DC 20528

Homeland
Security

The Honorable Jim Turner
U.S. House of Representatives
Washington, DC 20515

Dear Representative Turner:

Thank you for your letter of November 18, 2004, regarding the Department of Homeland
Security Centers of Excellence competition on Behavioral and Social Aspects of
Terrorism and Counter-Terrorism in support of Texas A&M International University in
Laredo, Texas, one of the partners in the proposal submitted by Michigan State
University.

Selection of the Centers of Excellence is a highly competitive process and since the
competition on this center is currently underway, this letter serves as an interim response.

The Department’s Science and Technology Directorate uses a three-tiered meritorious
review process to ensure the selection of the most qualified university. Following the
announcement and closing of a Broad Agency Announcement, the directorate convenes a
team of expert external evaluators to review all the proposals focusing on scientific merit,
management, and educational outreach strategies. The most meritorious proposals are
then reviewed internally by the directorate and its interagency partners for scientific merit
and mission-relevancy of the specific program of work proposed. Through a site review,
the directorate confirms the strengths and weaknesses found in the external and internal
reviews leading to an award recommendation and ultimate selection. This review process
ensures that Texas A&M and all other universities receive a fair assessment and that DHS
and the nation receive the best talent and desired results.

Please be assured that upon completion of the selection process, you will receive a final
reply announcing which university will house the new center.

I appreciate your interest in the Department of Homeland Security, and I look
forward to working with you on future homeland security issues. If I may be of
further assistance, please contact the Office of Legislative Affairs at (202) 205-4412.

Sincerely,

g

Pamela J. Turner
Assistant Secretary for Legislative Affairs
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Mr. Mel Bernstein, Director
University

Programs
- Office of Research and Development

Science and Technology Directorate
U.S. Department of Homeland Security
Washington, DC 20528

Dear Mr. Bernstein:

1 am writing in support of a grant applicstion submitted by Texas A&M
International University in Laredo, Texas to the Homeland Security Center for
Behavioral and Social Aspects of Terrorism and Counter-Terrorism.

Texas AZM International’s application includes two critical projects that would
help improve the sbility of first responders to respond more quickly to terrorist attacks or
natural disasters occurring along the U.S.-Mexico border. ‘The first project involves
developing a Geographic Informstion System (GIS) information database to map the
location of informal rursl seitlements, called colonias, along the U.S.-Mexico border.
This GIS datsbase would provide first responders - and any other state or foderal agencies
responding to a disaster - with information about the location and critical infrastructure
for each colonis. The second project would provide training in conjunction with the City
of Laredo’s local fire department to enhance neighborhood response capabilities in the
ovent of a local disaster or terrorist attack.

Texas A&M Internstional University already has an outstanding reputation in
South Texas due to its advanced graduate programs and extensive tics to the community
and local, state, and federal agencies, Because many of these agencies are concerned
with Homelsnd Security, they have made their personnel and assets available for the
University’'s Border Security Center to fulfill its mission and bolster their own
performance. These two projects would expand on the assets available to the University
to continve strengthening homeland security preparedness in the border region. That is
why I support Texas AXM International’s grant request for $218,638 to implement the
GIS database project and the community training project.
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Mr. Mel Bemstein, Director
University Programs

Office of Research and Development
Science and Technology Directorate
U.S. Department of Homeland Security
Washington, DC 20528

Dear Mr. Bemstein:

I am writing in support of a grant application submitted by Texas A&M
International University in Laredo, Texas to the Homeland Security Center for
Behavioral and Social Aspects of Terrorism and Counter-Terrorism.

Texas AZM International’s application includes two critical projects that would
belp improve the ability of first responders to respond more quickly to terrorist attacks or
natural disasters occurring along the U.S.-Mexico border. The first project involves
developing a Geographic Information System (GIS) information database to map the
location of informal rural settlements, called colonias, along the U.S.-Mexico border.
This GIS database would provide first responders - and any other state or federal agencies
responding to a disaster - with information about the location and critical infrastructure
for each colonia. The second project would provide training in conjunction with the City
of Laredo’s local fire department to enhance neighborhood response capabilities in the
event of a local disaster or terrorist attack.

Texas A&M International University already has an outstanding reputation in
South Texas due to its advanced graduate programs and extensive ties to the community
and local, state, and federal agencies. Because many of these agencies are concerned
with Homeland Security, they have made their personnel and assets available for the
University’s Border Security Center to fulfill its mission and bolster their own
performance. These two projects would expand on the assets available to the University
to continue strengthening homeland security preparedness in the border region, That is
why I support Texas A&M International’s grant request for $218,638 to implement the
GIS database project and the community training project.

Hetp:Ahec.house.gov
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Thank you in advance for your consideration of their application. If you have any
questions, please do not hesitate to contact me or py staff.
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