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I ' TSA 51 TI2005 Jet Diverted to Maine to Check Passenger
§/712005 £ b ¥ b2 down for 15 Minutes May 7
Calls for Hackers
Plane enters “No Fly Zone”
§/10/2005 Nhite House and Capitol Evacuated Plane fly's though *NFZ"
*Hi-Tech Hale" siogans on 62 nations Web Sites
World Economic Forum Personal information Stolen
Major Software Provider Systems Source code Stolen )
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General internet Users
0C Metra CNA
DC Metro CNA
US Military CNA
Port of Yacoma CNA
Port Panama City CNA
Port of San Diego CNA
Burnside Buik Marine Terminal (La CNA
USTRANSCOM (GTN) CNA
DoD - CNA
© o USs. CNA
USTRANSCOM (GTN) CNA
. DHS all Nodes
US/Canada '
- US. PSYOP
[VR:% PSYOP
Canada PSYOP
us. PSYOP
us PSYOP
_ US Military
USTRANSCOM (GTN) CNA
USTRANSCOM (GTN) CHNA
USTRANSCOM {GTN) CNA
USTRANSCOM (GTN} CNA
u.s. PSYOP
STATE DEPARTMENT PEYOP
us. PSYOP -
DoT NC PSYOP
FAA
us.

DC Melro Website Hacked and Posts Future Threats
Unusual Traffic at US Military Websites and NIPRNET

Port Malnframe Shut Down

Port Mainframe Shut Down

Port Mainframe Shut Down

Pori Mainframe Shut Down

Unusual Login Activity
Trojan Horse E-mail
Reports of Compromised Major Operating System Patches
Non-Working Password issues
Homatand Security information Netwark Difficuitles
Disruption in Moniana Law enforcement Radio Networks (SummitNet)
Madia Reports 4 ports Security Scresning Compromised .
Medla Questioning Do) CND Efforts
U.S. Bliminaling French Culture
Hacker Pracautions Taken
Media Reports Global Capltalist Atrocities
US Military “intarnet Café's™ overoaded
SMTP Port Searches
SNMP Port Scans
USTRANSCOM Website Delacernant
NGA Comarcial imagery Graphics Diarupted
Sympathstic Anti-Globai Protesting
US Experigncing Websight and Global Embassy Probes
Media Quaestions on DoD Computer Security
Location of HAZMAT freight Cars sent 1o severai Blog sites

Tower Dlimptlon at Chicago and Phliadeiphia Airports
Commercial Aitine Computer Compromise

Military Seallft Command
Military Sealift Command
Military Sealift Command
Military Sealift Command

T L e e T AR %‘h"! erﬁm"ﬂﬁﬁ*ﬁ&:“ﬂ”ﬁ
Trojan Horse E-mail Paich and security companies pumping out paiches/upd
DC Metro Shut Down
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r""] us. CHDrER/eRtA Tinpémmputer Problems
u.s. ' Rall Switching Fallures
USTRANSCOM (GTN) CNA GTN Possible Compromise
USTRANSCOM (GTN) GNA GTN Compromise Confirmed
US Military CNA Hacker Claims received and posted on DoD sites
DoD Websiles CNA Unusuat E-mail being recaived
USTRANSCOM (GTN) CNA ASIM Reporting Extendad Log-in Session
USTRANSCOM (GTN) CNA Windows NT Problems
USTRANSCOM CNA Surtace Deploymant & Dislribution Command (50oc) Map Found
Air Mobility Command CNA ACFP (Automate Computer Flight Plan} Compromised
USTRANSCOM CNA Confirms ACFP compromise is foreign and maticious
USTRANSCOM CNA E-mail Classification Problems
USTRANSCOM CND ASIM Monitoring Of Other Ports
Air Mobility Command CNA Unauthorized Login Attempls Detected
USTRANSCOM CND E-mail Rejection Problems
DaD CNA Ciassitied Data tn Unclassified E-mail
USTRANSCOM CNA Trojan Horse E-mall
London PHYSICAL Liquid Found in Subway .
CNA DC, NC, NYC Yoliow Bus Dispatch "Protect the Children” Post
White House CNA Unidentified Alrcratt has entered restricted Alrspace
DoT CNA . Alaska plpeline leak detection system compromised
! NI iivr."%ﬂ T R L T L e R L S s o R ] By S
CNA GPS Gu!ded System: expertence abnoma!lties
Local DC, Miami, NYC area school delays and ciosures
2nd Unidentified Aircraft has entered restricted Alrspace
PSYOP Detalied Plans of US Refinery Sites & NYC Tunneis Distributed
General Public/Gov't Sites Unable to Download Major Operating System Patches
41 Catskill Aqueduct Water Treatment Plant Computers Compromised
Montana Water Treatment Plant Computers Compromiased
-0 Chester Water Authority (PA) Water Treatment Plant Computers Compromised
Los Angeles Water Treatment Plant Computers Compromised
. PSYOP Anti-Globalization Movernent Denial of Water Tampering
us CNA . Hundreds of “Watch List” and “No Fiy" people fiood U5 airports
us PSYOP Report of Walch List and No Fly lrregularities
Federal Govemment enacts "Liberal Leave® policy for DG area
DC Metro Metro sysiems on line. Physical threats stll being investigated
DoT CNA * Critical Infrastructure Remote Sensing Experiencing Attacks
DoT Resuits of NCRST-H posted as *chellenging” on Hacking Sites Nationai Consortium on Safety, Hazards and Disastar A:
DoT Montana Highway Border Security checkpoint computers go offiine
Report of Border Security Problems
PSYOP Repont of llegal Watch List Entrles/Atternpls
Port Auth ol NY & NJ "Spokesman” announce ntagrity of system
NYPA CNA Denial of Service attacks begin on Port Authority of NY & NJ “

Major News Network Will not revenl sources of reporis

B A R ﬁ D I I o T A e L T T

~ Continuaed Background Notse



N | | TRANSFERRED TO OTHER AGENCY
) . | TRANSFER FOR DIRECT REPLY - DHS

Scenario Overview

Transportation

= Aviation

“Watch List” Irregularities

= Tower Disruption |
Security and Cargo

“No Fly Zones” Breached/Tested
GPS Guidance Systems

= Waterborne Commerce
= Port Closures / Disruptions
» Security and Cargo |
= GPS Guidance Systems

= Rail :
« SCADA Systems
» HAZMAT




Scenano OverV1ew (Contmued)

Transportation

= Mass Transit
= DC Metro
= NY/NJ Port Authority
= NC/MT Disruptions
» PSYOP Threats
= Power Outages

= Highways
» “Watch List” Border Issues
= Oil and Commerce Transpovrt

= Pipelines (Cross Sector) |
~ = SCADA Systems (flow and dlstnbutaon)
~ » Water Authority Disruptions

PAREacs,
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Transportation Thread

= What indications would you have, if any,'of an impending cyber
aﬁack? |

* Indication specifics (what is the indicator, ‘when is it noticed,
who is notified, etc...)

ey Homeland




Transportation Thread

= What level of attack would involve federal notification? Is this
dependent upon the number of plants shut down? The area
covered? Or is it because a group claims responsibility for the
attack? ~ S |




Transportation Thread
* How would commumcatlons work once somethmg has |
occurred? - .
» When an incident occurs, who is notified? How? o

= Communication with Canada if cross-border? Who initiates?
- What is the chain? |

Ag#: Homeland
™ Security



Transportatlon Thread

= Would you issue any RFIs? What would you request and who
would you ask? What would the White Cell need to prepare
~ ahead of time to be able to answer the RFls coming into the

White Cell? What would those requests and responses |ook
like?




Scenario Timeline

Major Events

DECISION
POINTS

b
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% Security

| I L1 1
?Ctg |stkCall Power plant shut Claims of
O Facxers downs / Blackouts Responsibility
: Anti- | “Watch List"
ncreased Globalization Air Traffic Irregularities
Protesting Rall Disruptions
4 . , Continued Minor Cyber
Roi Activity (Copycat?)
Increased ~ Port S C:g) A
Probing / Testing Disruptions ‘
of Networks and ‘ . Pipeline-
Security State and Disruptions
Local Attacks
Sy, 1Background Noise Throughout
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Scenario Overview (Continued)
Transportation (Wednesday — Thursday)
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Scenario O<2<6<< (Continued)
Transportation (Thursday)
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Scenario Overview (Contmued)
Transportatlon (Friday)
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Expected MPC Outcomes
Proposed final player list -
Initial Communications Survey
Scenario framework complete; vwriting assignments identified

Action plans with milestones for scenario completion

Confirmed Final Planning Conference date
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Lobl b2- 3
From: & b6 bz ; |
Sent:  Friday, September 23, 2005 2:20 PM
To:

Le &2
Ce:

" Subject: Cyber Storm 2005: Data Call on IT Systems

i have had conversations with many of you concerning the participation of the IT infrastructure and incident
response teams of your department or agency in the Cyber Storm Exercise. As part of the exercise, among the
other scenario events we will be simulating cyber attacks directly on State and Federal Government IT
infrastructures. If this kind of direct attack falls within the training objectives of your organization, the Final
Planning Conference will be one of the iast times for you to indicate this requirement. Also, as part of the
breakout sessions in next week's conference, we will be meeting to discuss these nature and extent of these
simulated attacks. if your agency would like to participate in this portion of the exercise we will need some
additional information in order o prepare the scenario. Please come to the FPC with answers to as many of
these questions as possible in order to speed development process in this area.

I'm looking forward to meeting with ail of you this coming Monday.

Thanks,

Cbe ba 3

NCE Exercise Director
L6 a

in Support of DHS/NCSD

Office &

Mobile E & ]

L 632 bo I dhsgov

4/13/2006
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From: C bbb bz
Sent: Friday, October 07, 2005 11:14 AM
To: ' Vi
be b2 e
" Subject: Corrected -- Cyber Storm National Cyber Exercise

On Behalf of Andy Purdy
Acting Director, National Cyber Security Division
Department of Homeland Security

Cyber Storm Stakeholders and Participants:

First, thank you for your contributions to a very successful planning
conference two weeks ago. We made tremendous progress and the scenario
is well in hand.

oOne fact of life is that the real world events of today take precedence
over training for the events of tomorrow. Unfortunately, the recent
hurricanes significantly impacted a number of ocur key federal and
private sector players. As a consequence they have been forced to
devote their energy toward recovery efforts and cannot fully participate
in the Cyber Storm exercise. The absence of these stakeholders and
participants would undoubtedly impact the ability of the exercise to
meet all of its key objectives.

For this reason, we have decided to delay Cyber Storm until February
6-10, 2006. This will provide sufficient time to reprogram the
regsources and efforts required to make Cyber Storm a success for all
participants. .

In support of the new timeline, we will host an additional Scenario
Plannina Conference on November 15-16 at /., b2

23 Our Final Master Scenario Event List (MSEL)
Conference (a line by line walk through with exercise control cell and
SMES) will be held January 19-20, also at [ {,2. During the MSEL
Conference we will also have the control cell training on NXMSEL system.

We appreciate your commitment to Cyber Storm and look forward to your
continued participation.
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From: <& bé bz ) a
Sent:  Wednesday, October 19, 2005 9:35 PM
To:

Lt bz

Subjaét: Scenario Planning Conference invitation

October 17, 2005

MEMORANDUM FOR: Exercise Cyber Storm Stakeholders

FRCM: Andy Purdy, Acting Director, National Cyber Security Division
SUBJECT: Exercise Cyber Storm Scenario Planning Conference

You are invited to participate in the Scenario Planning Conference (SPC) for Exercise Cyber Storm, the National
Cyber Exercise sponsored by the Department of Homeland Security — National Cyber Security Division (DHS-
NCSD). The SPC will be held on November 15-16, 2005 at the T b2

!

Exercise Cyber Storm is designed to exercise, evaluate, and improve communication, coordination, and
procedures between DHS, other government agencias, the public and private sector, and with select foreign
partners to gain an understanding of critical cyber security weaknesses and capabilities in the homeland security
environment. Specifically, Exercise Cyber Storm will exercise and evaluate the National Cyber Alert System,
coordinate Federal response under the Cyber Annex to the National Response Plan, emphasize public/private
cooperation and communications, and examine mechanisms for intra-govemmental coordination with state and
international governments in a scenario of cyber incidents within the energy, information tachnology,
telecommunications and transportation sectors. Exercise Cyber Storm, which will be based out of Washington,
DC, will be held February 6-10, 2006. The current planning schedule is listed on the second page for your
reference.

The primary goals of the SPC are to continue to refine the scenario timing and coordination of events developed
during the September Final Planning Conferance as well as to develop and provide the detailed scenario event
implementers necessary to affect this scenario during the February exercise. This meeting will focus on scripting
the particular implementers and should be attended by trusted agents for each participating organization and
subject matter experts from key elements and organizations of the affected infrastructures. Discussions and
products for this conference are designated For Official Use Only, and shouid not be distributed beyond thosa in
attendance. The agenda and planning materials will be sent out prior to the planning conference.

Please RSVP using the event registration website [ b2 d no
iater than COB Thursday, November 10. Local lodging information is also posted at that site. if you have any
- questions, please T L b b2 !

Attachment: Exercise Cyber Storm Planning Schedule

A1 I
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EXERCISE CYBER STORM

PLANNING SCHEDULE

Shareholder input gathering January — Early February 2005
Development of sector-specific scgnario February 2005
themes reﬂécting sharsholder objectives

Initial Planning Conference March 1, 2005

Scenario development working group integrates April 2005
draft detailed scenario

Midterm Plaﬁning Conference May 24-25, 2005

Final Planning Conference September 7-8, 2005
First Dry Run October 3-4, 2005

Scenario Planning Conference November 15-16, 2005
MSEL Conference & Systems Test January 18-20, 2006
Conduct Exercise February 8-10, 2608

Develop After Action Report March-April 2006

AT Y IYONOEL
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December 12, 2005

MEMORANDUM FOR: Exercise Cyber Storm Stakeholders

FROM: Andy Purdy, Acting Director, National Cyber Security Division
SUBJECT: Exercise Cyber Storm Final MSEL Conference
Dear RECIPIENT, |

You are cordially invited to participate in the Final MSEL Conference (FMC) for Exercise Cyber
Storm, the National Cyber Exercise sponsored by the Department of Homeland Security — National
Cyber Security Division (DHS-NCSD). The FMC will be held on January 19-20, 2006 at the <
2
D'This is an invitation-only event and is intended for observer/controllers that will be working
from the Exercise Control cell at /. v 2. 1 or at their home organization location. If you cannot -
attend, please so advise and, if approprniate, include a nomination for your replacement.

Exercise Cyber Storm is designed to exercise, evaluate, and improve communication, coordination,
and procedures between DHS, other government agencies, the public and private sector, and with
select foreign partners to gain an understanding of critical cyber security weaknesses and capabilities
in the homeland security environment. Specifically, Exercise Cyber Storm will exercise and
evalyate the National Cyber Alert System, coordinate Federal response under the Cyber Annex to
the National Response Plan, emphasize public/private cooperation and communications, and
examine mechanisms for intra-governmental coordination with state and international governments
in a scenario of cyber incidents within the energy, information technology, telecommunications and
transportation sectors. Exercise Cyber Storm, which will be based out of Washington, DC, will be
held February 6-10, 2006. The current planning schedule is listed on the second page for your
reference.

The primary goals of the FMC are to continue to {inalize the timing and coordination of the MSEL
developed during the November Scenario Planning Conference. This meeting will focus on
reviewing the particular implementers as well as conduct exercise controller training in advance of
the exercise itself. Discussions and products for this conference are designated For Official Use
Only, and should not be distributed beyond those in attendance. A detailed agenda will be posted on
the Cyber Storm Portal for those who are attending the conference.

Please RSVPto Z bé b2 J3or . b2  bG 3 .dhs.govno later than
COB Friday, January 13. A block of hotel rooms has been secured at the government per diem rate
of $187 at the Embassy Suites, 900 10th Street, NW. To secure your room, you must call Embassy
Reservations at 1-800-EMBASSY and mention ‘National Cyber Exercise - Cyber Storm’ by
December 19, 2005. The block will be released after that date.
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Agenda for the NCRCG Preparation Exercise I1

January 05, 2006
L b 2 2 ~
0730: Participant check-in
r/“
/ b2 ]

L _
0800: Introductions and administrative remarks
0815: Exercise overview and review of SOP
0845: NCRCG stand-up triggers
0915: Break
0930: Begin Scenario 1
1100: Break
1115: Begin Scenario 2
1215: Break and working lunch service
1245: Begin Scenario 3
1330: Recap ofexercise £. b2 7]

" 1400: End of exercise
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December 16, 2005
MEMORANDUM FOR:
National Cyber Response Coordination Group
Interagency Incident Management Group
Director, Homeland Security Operations Center
FROM: Jeff Wright, National Cyber Security Division Exercise Program
SUBJECT: Cyber Storm Preparation Exercise, January 05, 2006

This memorandum is to invite your organization to participate in the Cyber Storm Preparation
Exercise II (PrepEx II), sponsored by the Department of Homeland Security — National Cyber
Security Division (DHS-NCSD). This tabletop exercise (TTX) is the fifth exercise in the National
Cyber Response Coordination Group (NCRCG) series and the second exercise specifically intended
to serve as a building block for Cyber Storm full scale exercise (FSE) scheduled for February, 2006.

PrepEx II will be held on January 05 2006, from 8:00 a.m. to 2:00 p.m., at the Department of

C b 2. _ 2 This TTX
will be a joint exercise with the National Cyber Response Coordination Group (NCRCG) and US-
Computer Emergency Readiness Team (US-CERT), as well as select representatives from the
Interagency Incident Management Group (IIMG) and Homeland Security Operations Center
(HSOC).

PrepEx II is focused on further development and coordination of the operational procedures and
standard operating processes that will be exercised during the Cyber Storm FSE in February 2006.
The TTX objectives are:

* Provide the NCRCG an opportumty to review and refine their initiation triggers and
procedures

Review the current Standard Operatmg Procedures (SOP)

Execute and evaluate NCRCG stand-up and initial procedures

Coordinate procedures with the IIMG and HSOC

Identify specific actions required prior to Cyber Storm FSE

Please provide the name, phone number, and email address of the individual(s) who will represent
your department or agency at the TTX to [ hle b 2
1 no later than COB December 29, 2005.

Attachment:
Agenda
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CYBER STORM
EXERCISE QUICK START GUIDE
February 6-10, 2006

EXERCISE KICK-OFF TELECONFERENCE: Mon. Feb. & at 1140 EST (1640 GMT)

Call-in Number: ,
Participant ID: Cez 3

DAILY SCHEDULE OF EXERCISE PLAY

Mon. Fch 6 Tue. Feb 7 Wed. Feb. 8 Thu. Febh. 9
Day 1 ay 3 Day 4
Observers /
Controllers /O 2z
Players/
Participants
T Cyvber Storm e tae Modig
An organization respond to inquiries on their
m%mm
2" m&u%ﬂm&w:&
as those to tha axercise iteelf, other
or DHS role, contact the
DHS Press Offfce at 202-282-8010.,

1.
2.

3.

CYBER STORM COMMUNICATIONS

1. The following should appear on all e-mail communications:
s nsetl. b2 3 .on all e-mail correspondence as a CC.
. Only send e-mail correspondence to or from Cyber Storm Exsrcisa Controt (ExCon) and between players and
other organizations. :
. include the - [_ & 2 2 anall originals, replies, and forwarded correspondence.
1. . bz T\ users participating in the Cyber Storm axercise
shouid include the following e-mail address in all correspondences: . b 2 a1
2. Other communications such as phone, secure phones, faxes, CWIN, HSIN Portal, and US-CERT portal should
be recorded by an ocbserver/controlier.
3. See the reverse side of this sheeat for communications protocol and guidelines.
Using a Cyber Storm E-mall Account NEED HELP?> . | Ad ) ih‘:”;;
: santal Adiiress 202-306-
1. Observer/Controller or Player: Use MS Outlook e-mail or call XXX
Waeb Access for all e-mail correspondence. Exercise Hal
2. Webaddress: .~ b 2 2 De:':“ elp
1 - B J PR
3. Domainname: [ b 2 Technical
4. User name; Support
[
Péssword

Participants staged atthe ‘€. Iy 2~ 1 in Washington, DC will receive a password at pre-STARTEX.
Participants staged at a location other than the Cyber Storm Exercise Control facility in Washington, DC, will receive
a password provided to them either by personal e-mail account or by telephone call.

Users who have not received a password should contact the network supportdeskat ¢ b2 3 orat
E bz 1 beginning Monday, February 8, 2006 at 0600 EST.




Communications Guidelines

At the official beginning of exercise play (STARTEX), ExCon will send the
following e-mail:

EXERCISE CYBER STORM HAS COMMENCED
At each PAUSEX and RESTARTEX, ExCon will transmit a message:

EXERCISE CYBER STORM HAS PAUSED, EXPECTED RESTART IS SET FOR
(0000 hours) ..... EXERCISE CYBER STORM HAS RESUMED

At end of active play (ENDEX 1630 EST), ExCon will send the message:
EXERCISE CYBER STORM HAS CULMINATED AS OF (0000 hours)
When contacting another party during exercise piay:

1. Locate the person's contact information provided in the exercise
directory (by name, sector, and organization).

2. To reach a party or organization outside of the exercise perimeter who
is not listed in the directory, call £ & 2. 1 Give the switchboard
operator the name of.the person and/or organization you would
normally contact in a real event. industry experts and agency
representatives will be connected to simulate the requested
organization’s response within the context of the game.

include the following subject line in all e-mail correspondence:
EXERCISE CYBER STORM

Begin and end all text messages with the banner:
EXERCISE EXERCISE EXERCISE

Cleary mark all written communications, such as faxes, paper memos,
presentation slides, etc., at beginning and end of each message with the
EXERCISE EXERCISE EXERCISE banner.
Start and end all phone conversations by saying:
THIS CALL IS PART OF CYBER STORM EXERCISE PLAY ......
THANK YOU AND THIS ENDS THE EXERCISE INJECT.

For all communications, aVoiq the use of participating company/entity

names in order to maintain anonymity, i.e., = & 2. A
For technical support, call the Exercise Help Desk at £ b2 1 ore-
mall £ ba |

For questions about exercise rules, play, and protocol, call Network Support
at L b2 1 ore-mail L b - a
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Amencan Red Cross

I bz D Liwz
b2 2
Communications ISAC
Department of Homeland Manager NCC
Security / National -
Communications System
{NCS)
Department of Homeland Operations Center
Security / National Cyber
Security Division / US-CERT
Information Technology ISAC* SME
- L. b6 2
L b6
b7’
bz
MS-ISAC* Operations Center
L
Cey 3 Cbe 1
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Primary Contact List

For the below organizations, please use the following information for their primary points of contact.

‘,‘ ; _.';M.,’ .».*;;:. ‘ 1:.';;; ‘.. “T - ‘ " ¥ :,ﬂ:&
Ny i B L A i
Subjoct Matter Expert r—_—ﬁ Q
m
MGR NCC

IT-ISAC Operations
Center

Loy &2 3
Technical Operations ’y

o Y
Subject Matter Expert
Subject Matter Expert
Subject Matter Expert

Subject Matter Expert

)
=

L b2 7N

L/
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Cyber Storm Player Directory

By ORGANIZATION
* denotes CWIN capability

FOR EXEMSE ONLY

. e ...:1
American Red Cross
American Red Cross

American Red Cross

American Red Cross

American Red Cross -

American Red Cross
American Red Cross
Australia

Australia

[ b2 !
L b2 3]
[ bx ]

[ ba 1

Canada

Canada,. € b2 2

| S P o

L/

Operations Center

I
Il b2 3
F—
hb

L\

PLAYER DIRECTORY BY ORGANIZATION

; RSl 4 W g .. ,.‘ ‘. -:.:;"g&
Subject Matter Expert m

Office of the Chief
information Security
Officer

Office of the Chief
information Security
Officer

Manager. £ b 2

System Admin

System Admin

NetOps Manager

All other roles ()/
All other rotes

o o SR

ORG-1{
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Canada "C.
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Canada L. ,
. b
Canada ¢
b1
Canada /it

3
Canada ¢
w¥a

b

Canada 'L,
bz D

Canada [T, LQ (4

bz 4
Canade € b2 =
Canada {_ g2 = 2
Canada I b2 2

Canada L. >
3
Canada T bz -

Canada ¢ bt L [

Canada & -
b 3

PLAYER DIRECTORY BY ORGANIZATION
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Central !ntethgence Agency/ ! X NCRCG
b2 bb i ( ‘
Central Intelligence Agency/ { NCRCG
L e 1
(b 22
v b2 - om
Communications ISAC
L by wa | / ] Public Affairs
{‘ ’ 7 NCRCG
L j,, = { NCRCG
- NCRCG ;
Department of Commerce NCRCG !
Department of Commerce / Acting DPAS .
Program Manager
L > SV, IZ/
Department of Commerce / \O}f b i
Lb> 3 bb v 4
Department of Commerce / Senior Staff Officer \0
L2 D
Department of Commerce / Chief, Emergency i
NTIA Ptanning & Policy
{COOP Director)
Department of Commerce / ] y NCRCG H
NTIA
Department of Defense DoD Other Subject Matter Expert
Department of Defense / L bé u NCRCG Q ’ J
OSD (NIHA , :
PLAYER DIRECTORY BY ORGANIZATION OR@G-3
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Departmentof Defense/JCS . 2 =i e

Lb2)
Department of Defense / JTF- & b ’ 4
GNO* l ’

Department of Defense / JTF- L./ ‘NCRCG
GNO*

Department of Defense / JTF- b2 1)
GNO*

Department of Defense / JTF- r—'—"“j NCRCG
GNO* b2\

Department of Defense / JTF- A NCRCG
GNO* Lwa 1y

Department of Defense / JTF- NCRCG
GNO* (b2 ]y L; L:
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L e bz 1 TRANSFER FOR DIRECT REPLY - DHS

Page 1 of 1

PS

From: [~ bé& b2 o
Sent:  Monday, February 06, 2006 12:35 PM
To:
) \o y
b b
Ce: . b2 bG A

Subject: Exercise Cyber Storm: Public announcements through open source

- ** EXERCISE Cyber Storm #9303 EXERCISE **
EXERCISE - EXERCISE - EXERCISE - EXERCISE - EXERCISE - EXERCISE

g

b2

** EXERCISE Cyber Storm #9303 EXERCISE **

4/13/2006
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From: [ b2 | 2 |
Sent:  Tuesday, February 07. 2006 §:12 AM
To:
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Subject: EXERCISE EXERCISE EXERCISE - Inject 9308 - 02
EXERCISE EXERCISE EXERCISE

I

EXERCISE EXERCISE EXERCISE
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L 66 b2 3 TRANSFER FOR DIRECT REPLY - DHS |
From: E’: b2 bb |

Sent:  Tuesday, February 07, 2006 9:37 AM

To! All Player; Al OC
Subject: Please do not Act directly against Exercise IP Addresses.

To all players:

IMPORTANTI

b2 |

E be 2
Cyber Storm Exercise Director
CS-Control Voice L b2 1

Moblle: T, L2 3
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Sent:  Tuesday, February 07, 2006 11:21 AM
 To: aliplayerC &2 3 allocl. b2 3

Ce: E \O 5 | J

Subject: Exercise Cyber Storm: /= b2 o |
** EXERCISE Cyber Storm #7017 EXERCISE **

EXERCISE EXERCISE EXERCISE

b &

EXERCISE EXERCISE EXERCISE

————

** EXERCISE Cyber Storm #7017 EXERCISE **

4/13/2006



P41A

Withheld in Full

b2

1 Page



P41B

Withheld in Full

b2

1 Page
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Withheld in Full

b2

4 Pages
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Withheld in Full

b2

2 Pages
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‘ TRANSFERRED TO OTHER AGENCY p
T be b2 5  TRANSFER FOR DIRECT REPLY - DHS Lf&

From: [ b2 héa

Sent:  Tuesday, February 07, 2006 1:48 PM

To: aliplayer [~ b 2. A

Cc: L bz 3
Subject: FW: Exercise Cyber Storm: MSV A announces Security Advisory

** EXERCISE Cyber Storm #4011.3 EXERCISE **

** EXERCISE EXERCISE EXERCISE ** Cyber Storm Major SW Vendor A' Security Résponse
Center has released a Security Advisory related to reported vulnerabilitics

gearm—

L2

L'_" % EXERCISE EXERCISE EXERCISE ** Cyber Storm
** EXERCISE Cyber Storm #4011.3 EXERCISE **

DISCLAIMER:
Exercise Exercise Exercise

4/13/2006
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TRANSFERRED TO OTHER AGENCY
_ TRANSFER FOR DIRECT REPLY - DHS

L bl b2

Page 1 of 1

ys.

From: [ [z bée

Sent:  Tuesday, February 07, 2006 2:28 PM

To: All OC; All Player
Subject: Addendum Directory

EXERCISE Administrative update.

.

As many of you know there have been a variety of corrections, deletions and updates to the player contact data
since STARTEX. The attached addendum is the latest update to the player directory. ‘This addendum in
conjunction with your original directory should now be considerad the official player directory until the next

addendum... or the ENDEX, which ever comss first.

Thank you.

[ 66 b21

Cyber Storm Exercise Director
CS-Control Voice: & b2 3
Maobile: .~ bz 3

-----Original Message-----
From: U bzbée 33
Sent: Tuesday, February 07, 2006 1:50 PM

To: "z he 3
Subject: addendum

Attached.

3271 UIONNA
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FOR EXE}}( USE ONLY

Cyber Storm Player Directory
By ORGANIZATION

The below player directory entries have been added or edited since the Cyber Storm Player Direcfory distributed via e-mail on February 6.
* denotes CWIN capability

| orgimaation . Niits
Cenada s
Canad
Canada
Canada i
Canada bj'
Canada

Canada

Canada f j

Canada

Canada - ; b (p

L b 2
Canada [ & 2 1 b L
r b 3 ' (L
Canada € 62 3 b &
Lbr)
Canada.-/ | \O‘V

[ o

ADDENDUM TO PLAYER DIRECTORY BY ORGANIZATION ADDENDUM-1




FOR EXER%USE ONLY

.ﬁ~ £ TN j"“ R >

Cana )

Canada /
Canada / .

Canada /
Canada

!
i
Canadac( 2
Canada . |
Canada | 1
Canada 2 t
Canada ! \0 |

i - |
Canada ' J

c“’Z;*} I bl b2

Canada }

Canada /
Canada . ’

{
!

Canada?
Canada .
Canada .
Canada :
Canada i
Canada :{
Canada ji
Canada }
Department of Energy l 9
Ch2a2

Department of Homeland \ /

Security / National Cyber ——

Security Division / US-

Cb2 )

ADDENDUM TO PLAYER DIRECTORY BY ORGANIZATION

.

ADDENDUM-2
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. )-x{;@;:)“.’,::im @'-,_",ﬁ;,ﬁlgm:} L
Departmentof Homeland /~ bl T} Infrastucture
Security / Office of Liaison (Day) -
Infrastructure Protection
Federal Aviation -, .

Administration* L b &+ j

United Kingdom L2 ]  Analyst] b2

ADDENDUM TO PLAYER DIRECTORY BY ORGANIZATION

ADDENDUM-3
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| TRANSFERRED TO OTHER AGENCY Pl
c 5. b2 3 TRANSFER FOR DIRECT REPLY - DHS

From: Media L 6 2. A
Sent:  Tuesday, February 07, 2006 3:42 PM
To: Allptayer 2 6 2. 3 alloc. &= jos |

¢ [ bz be | 3

Subject: Exercise Cyber Storm: Washington Daily News Report: Spouses of service members offended by
posting on Tricare website

** EXERCISE Cyber Storm #7015 EXERCISE **
EXERCISE EXERCISE EXERCISE .

(s

b 2

b= 'EXERCISE EXERCISE EXERCISE

** EXERCISE Cyber Storm #7015 EXERCISE **

4/13/2006



TRANSFERRED TO OTHER AGENCY
L b& 52 3 TRANSFER FOR DIRECT REPLY - DHS

Page 1 of 2

Pq1

From: [~ bz b6

Sent:  Tuesday, February 07, 2006 3.51 PM

To: aliplayer . &2 2

Ce: g bz a
Subject: Exarcise Cyber Storm: DeepSight Analysis Report

From: [ b 2 |

Sent: Tuesday, February 07, 2006 3:43 PM

To: alplayers &= 62 3 akc K2 A

Ce: [ b2 I
Subject: Exercise Cyber Storm: DeepSight Analysis Report

** EXERCISE Cyber Storm #4011.4 EXERCISE **

"THIS IS A MESSAGE FROM DEEPSIGHT" T

!

l

b?x

-

4/13/2006
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** EXERCISE Cyber Storm #4011.4 EXERCISE **

DISCLAIMER:
Exercise Exercise Exercise

4/13/2006



TRANSFERRED TO OTHER AGENCY
L bk b2z 3 TRANSFER FOR DIRECT REPLY - DHS

Page 1 of 2

Py

From: C b 2. b6 2
Sent:  Tuesday, February 07, 2006 3:53 PM
To: aliplayer &2 b 2. o

“Ce: c b2 '

Subject: FW: Exercise Cyber Storm: DeepSight Analysis Report

From: . b2 3

Sent: Tuesday, February 07, 2006 3:44 PM

To: allplayers .= |, 2

Ce: [ b2

Subject: Exercise Cyber Storm: DeepSight Analysis Report

+* EXERCISE Cyber Storm #4011.4-01 EXERCISE **

"THIS IS MESSAGE FROM DEEPSIGHT"

,}_
|
|

4/13/2006



** EXERCISE Cyber Storm #4011.4-01 EXERCISE **

DISCLAIMER:
Exercise Exercise Exercise

4/13/2006

Page 2 of 2



Page 1 of 2

TRANSFERRED TO OTHER AGENCY PL‘O]
T 6 62 o TRANSFER FOR DIRECT REPLY - DHS '

From: L. bz bob |
Sent:  Tuesday, February 07, 2006 3:55 PM

To: aliplayer . b2 |
" Subject: FW: Exercise Cyber Storm: DeepSight Analysis Report

From: T bz 3

Sent: Tuesday, February 07, 2006 3:44 PM

To: allplayers b2 bl =2

Cc O o o 2
Subject: Exercise Cyber Storm: DeepSight Analysis Report

** EXERCISE Cyber Storm #4011.4-02 EXERCISE **

"THIS IS A MESSAGE FROM DEEPSIGHT"

b’zf

4/13/2006
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** EXERCISE Cyber Storm #4011.4-02 EXERCISE **

DISCLAIMER:
Exercise Exercise Exercise

DISCLAIMER:
Exercise Exercise Exercise

. 4/13/2006
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TRANSFERRED TO OTHER AGENCY p‘j’O )
C be b2 21 . TRANSFER FOR DIRECT REPLY - DHS
From: (C bz b6 =
Sent:  Tuesday, February 07, 2006 3.56 PM
To: aliplayeri”. b 2. 2 .
Ce: c b2 3

Subject: Exercise Cyber Storm: In response to 3016 - Media response to anonymous threat posting on US
DoD mail website :

From: . b2 pu

Sent: Tuesday, February 07, 2006 3:52 PM

To: aliplayers <. b2 flon
L o I 5 b 2.

Subject: Exercise Cyber Storm: In response to 3016 - Media response to anonymous threat posting on US DoD
mail website

** EXERCISE Cyber Storm #7043 EXERCISE **
EXERCISE EXERCISE EXERCISE February 7, 2006

|

|

b2

EXERCISE EXERCISE EXERCISE
*» EXERCISE Cyber Storm #7043 EXERCISE **

DISCLAIMER:
Exercise Exercise Exercise

4/13/2006



TRANSFERRED TO OTHER AGENCY
c. o, b> 3  TRANSFER FOR DIRECT REPLY - DHS

Page 1 of 2

P3|

From: ( b2 beé >
Sent:  Tuesday, February 07, 2006 3:58 PM
To: . aliplayer £ b 2. 3

Subject: FW: Exercise Cyber Storm: DeepSight Analysis Report

From: b= n ]

Sent: Tuesday, February 07, 2006 3:44 PM

To: allplayers £~ b2 e |

Ce: b2 s
Subject: Exercise Cyber Storm: DeepSight Analysis Report

** EXERCISE Cyber Storm #4011.4-03 EXERCISE **

"THIS IS A MESSAGE FROM DEEPSIGHT" EXERCISE EXERCISE EXERCISE Technical Cyber

Security Alert EXERCISE _

4/13/2006
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b?.’,

et

Téchnical Staff EXERCISE EXERCISE EXERCISE
** EXERCISE Cyber Storm #4011.4-03 EXERCISE **

DISCLAIMER:
Exercise Exercise Exercise

DISCLAIMER:
Exercise Exercise Exercise

4/13/2006



RE: Exercise Cyber Storm: DeepSight Analysis Report Page 1 of 3

TRANSFERRED TO OTHER AGENCY P 57
£ bt o> a2 TRANSFER FOR DIRECT REPLY - DHS

From: [ bz bb |

Sent:  Tuesday, February 07, 2006 4.04 PM

To: C b2 2 AlPayer

Cc: C bz bbG A
Subject: RE: Exercise Cyber Storm: DeepSight Analysis Report

EXERCISE EXERCISE EXERCISE
Loz bo A
o ba 3

[bz be)
Major Hardware Vendor Z

EXERCISE EXERCISE EXERCISE

----- Original Message-----

From: / b2 b jon

Sent: Tue 2/7/2006 3:53 PM

To: All Plaver

Cec L bz 3

Subject: Exercise Cyber Storm: DeepSight Analysis Report

From: [, b2. 3

Sent: Tuesday, February 07, 2006 3:43 PM
To: allplayers 2.

Ce:r L b2

A

3
Subject: Exercise Cyber Storm: DeepSight Analysis Repornt

** EXERCISE Cyber Storm #4011.4 EXERCISE **
"THIS IS A MESSAGE FROM DEEPSIGHT" -

|

{

b%

4/13/2006



RE: Exercise Cyber Storm: DeepSight Analysis Report

Page 2 of 3
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|

|
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4/13/2006



RE: Exercise Cyber Storm: DeepSight Analysis Report Page 3 of 3

-~

[ :

** EXERCISE Cyber Storm #4011.4 EXERCISE **

DISCLAIMER.
Exercise Exercise Exercise

4/13/2006



TRANSFERRED TO OTHER AGENCY P Y
rb6 b= > IRANSFERFOR DIRECT REPLY - DHS : '

P
From: € ba 3
Sent: Tuesday, February 07, 2006 5:16 PM
To: L b2
Ce: aliplayer
' [ bo b= 3
Subject: , Re: Exercise Cyber Storm: DeepSight Analysis Report

** EXERCISE Cyber Storm #4011.4 EXERCISE #*v
Based upon the email bellow the FAA CSIRC did the following steps:

CSIRC Actions:

L 2

L"“-\#j

t
** EXERCISE Cyber Storm #4011.4 EXERCISE **
Verv Respectfully

3
FAA CSIRC Resgponse Group ’

(PH)
[: é} J (FAX)
{87U)

{:Ioz ]

, To
<allplayer@cs-control.com>
Sent by: ce
£ b bz ] [ bz /
Subject
02/07/2008 03:53 Exercise Cyber Stoxm: DeepSight
PM Analysis Report
From: ¢ b2 2 .
Sent: Tuesday, Februarv 07, 2006 31:43 PM
To: allplayers & ba -
cc: L': b 2 3



L wa 2
Subject: Exercise Cyber Storm: DeepSight Analysis Report
** EXERCISE Cyber Storm #4011.4 EXERCISE **

"THIS IS A MESSAGE FROM DEEPSIGHT”

[
e

e e
SO



R —

** EXERCISE Cyber Storm #4011.4 EXERCISE *~*

DISCLAIMER:
Exercigse Exercise Exercise

DISCLAIMER:
Exercise Exerc¢ise Exercise
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TRANSFERRED TO OTHER AGENCY P 55
C be b2 a2  TRANSFER FOR DIRECT REPLY - DHS

From: Control [T bz 2

Sent:  Wednesday, February 08, 2006 8:15 AM

To: aliplayer{_.. b 2. a3

Ce: C bz bt 3

Subject: [ lo == ) Meetings Open

** EXERCISE Cyber Storm #2022 EXERCISE **
C b |

** EXERCISE Cyber Storm #2022 EXERCISE **

4/13/2006
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TRANSFERRED TO OTHER AGENCY P,j- 2
o 66 b2 3 TRANSFER FOR DIRECT REPLY - DHS :

From: [ ba 2
Sent:  Wednesday, February 08, 2006 8:18 AM
To: All OC; All Player

Cc: csemail

Subject: EXCERCISE CYBER STORM. DeepSight Increased ThreatCon from [, b 2~ 7
EXERCISE EXERCISE EXERCISE
THIS IS A MESSAGE FROM DEEPSIGHT

—--BEGIN PGP SIGNED MESSAGE—-—
i

L.

CYBERSTORM
—-END PGP SIGNATURE——

EXERCISE EXERCISE EXERCISE

4/13/2006
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Withheld in Full
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2 Pages
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TRANSFERRED TO OTHER AGENCY P% :
c. b2 b TRANSFER FOR DIRECT REPLY - DHS

From: [ b2 s
‘Sent: Wednesday, February 08, 2006 8:38 AM
To:

Ce:
Subject: 189.2 FM Washington D.C. Hourly traffic report
*+ EXERCISE Cyber Storm #7006 EXERCISE **

EXERCISE EXERCISE EXERCISE Traffic on the hour report
[ -

4/13/2006



= b2
EXERCISE EXERCISE

** EXERCISE Cyber Storm #7006 EXERCISE **

4/13/2006

Page 2 of 2

3 cXERCISE



Page lof2

TRANSFERRED TO OTHER AGENCY PG
bt b= = TRANSFER FOR DIRECT REPLY - DHS
From: & b2 b& ‘

s |
Sant; Wednesday, February 08, 2006 8:39 AM
Jo: aliplayerl. b 2 3
Cc: C b2

Subject: Exercise Cyber Storm: Major Hardware Vendor A Announces Major Vulnerability

** EXERCISE Cyber Storm #4531 EXERCISE **

b 2

4/13/2006



** EXERCISE Cyber Storm #4531 EXERCISE **

DISCLAIMER:
Exercise Exercise Exercise

4/13/2006

Page 2 of 2



TRANSFERRED TO OTHER AGENCY

£oLg bz > TRANSFER FOR DIRECT REPLY - DHS

Pl,0 -

From: C b2 be -
Sent: Wednesday, February 08, 2006 8:55 AM
To: )

Cc:
Subject: SITRep EXERCISE

EXERCISE EXERCISE EXERCISE

DHS-NCSD/US-CERT will be proposing on 9 am Co-Chair Conference Call that
a NCRCG meeting be converned this morning.

Please stay tuned for more details. SITREP from US-CERT below.

EXERCISE EXERCISE EXERCISE

----- Oriainal Messaqe-----
From: & b2 o |
To: & b2 bé s

Sent: Wed Feb 08 08:04:17 2006
Subject: SITRep EXERCISE

Federal Space / GPIRST

Co-Chair conference call

v &






Page 1 of 1

TRANSFERRED TO OTHER AGENCY PG

C b¢ b2 = TRANSFER FOR DIRECT REPLY - DHS

CFrom: b2 3
Sent:  Wednesday, February 08, 2006 9:01 AM

To: aliplayer £ b2
Cc: E b2

4
g

Subject: Exercise Cyber Storm: Washington Daily Media Report - Report extottionof I b4¥ b2 3

** EXERCISE Cyber Storm #7011 EXERCISE **

EXERCISE EXERCISEEXERCISE - L

] EXERCISE EXERCISE EXERCISE

** EXERCISE Cyber Storm #7011 EXERCISE **

4/13/2006



TRANSFERRED TO OTHER AGENCY
r b¢ bz 13 TRANSFER FOR DIRECT REPLY - DHS

LA

From: C bz bé
Sent: Wednesday, February 08, 2006 9.27 AM
To: et ATt A
E
‘
!
Ce: - .
Subject: RE: SITRep EXERCISE
Importance: High

EXERCISE EXERCISE EXERCISE
ALL NCRCG MEMBERS CALL INTO CONFERENCE CALL AT 9:30.
CALL-IN INFO:

C bz 21

EXERCISE EXERCISE EXERCISE

2.
= J

----- Oriaginal Message-----

From: T b2 bl 3

Sent: Wednesday, February 08, 2006 B8:55 AM
- To:s




Subject: SITRep RXERCISE
EXERCISE EXERCISE EXERCISE

. )

DHS-NCSD/US-CERT will be proposing on 9 am Co-Chair Conference Call that

a NCRCG meeting be convened this mornlng
Please stay tuned for more details.

EXERCISE EXERCISE EXERCISE
-

----- Original Message~----
From: [ b 2 o
To: b2 b =
Sent: Wed Feb 08 08:04:17 2006

Subject: SITRep EXERCISE

Federal Space / GFIRST

\nZ-

SITREP from US-CERT below.



NN
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TRANSFERRED TO OTHER AGENCY oLy
7 . t». o TRANSFER FOR DIRECT REPLY - DHS -

From: L 62_ 3
Sent:  Wednesday, February 08, 2006 9:29 AM
To: all players; All OC

Cc: [ b2 A
Subject: RE-SEND: Exercise Cyber Storm: Major Hardware Vendor Z Announces Major Vulnerability

Exercise Exercise Exercise

i

w2

(IR

Respectfully yours,

L b2 ]
++ EXERCISE Cyber Storm #4531 EXERCISE **

Exercise Exercise Exercise

4/13/2006



TRANSFERRED TO OTHER AGENCY . Po3A
TRANSFER FOR DIRECT REPLY - DHS

EXERCISE Hardware Vendor “Z” Security Advisory: Mishandled Evil Bit Denial of Service
EXERCISE Document ID: 65537 Revision 1.0

EXERCISE For Public Release 2006 February 08 08:00 AM US/Eastern

Summary

L&

EXERCISE Pagelof 3 | EXERCISE



EXERCISE EXERCISE EXERCISE

EXERCISE Page 2 of 3 EXERCISE



EXERCISE EXERCISE EXERCISE

End of Notice

EXERCISE Hardware Vendor “Z” Security Advisory: Mishandled Evil Bit Denial of Service

EXERCISE Document ID; 65537 Revision 1.0
EXERCISE For Public Release 2006 February 08 08:00 AM USIEastern '

' EXERCISE Page3of3 EXERCISE



RE: Exercise Cyber Storm: Major Hardware Vendor Z Announces Major Vulnerability Page 1 of 3

TRANSFERRED TO OTHER AGENCY p(afg’ :
¢ b2 3 TRANSFER FOR DIRECT REPLY - DHS |

From: [ p2 b6 a

Sent:  Wednesday, February 08, 2006 9:36 AM

To: C.b2 3 AllPiayer

Cc: [ b2 be ]

Subject: RE: Exercise Cyber Storm: Major Hardwére Vendor Z Announces Major Vulnerability

EXERCISE EXERCISE EXERCISE

b2

Sorry for any inconvenience,

Ebe 3

Major Hardware Vendor Z PSIRT

EXERCISE EXERCISE EXERCISE

—~---Original Message----

From: Lo b2 6& o

Sent: Wed 2/8/2006 8:41 AM

To: All Player

Ce: & pz bo 3 .

Subject: Exercise Cyber Storm: Major Hardware Vendor A Announces Major Vulnerability

** EXERCISE Cyber Storm #4531 EXERCISE **

EXERCISE Hardware Vendor "Z" Security Advisory:
F“‘T!;?

bz

4/13/2006



RE: Exercise Cyber Storm: Méjor Hardware Vendor Z Announces Major Vulnerability Page 2 of 3

L, &

SV N

*+ EXERCISE Cyber Storm #4531 EXERCISE *#*

DISCLAIMER:
Exercise Exercise Exercise

4/13/2006



TRANSFERRED TO OTHER AGENCY

. g s o TRANSFER FOR DIRECT REPLY - DHS Pl
From: C. b2 b6 a
Sent: Waednesday, February 08, 2006 9:40 AM
To: t:: b 2 |
Ce: I bz bp 3
Subject: Re: EXCERCISE CYBER STORM. DeepSight Increased ThreatCon from/~ b 2.

Exercise Exercise Exercise

So i@ Dept. Of Commerce claiming that they have control systems or operator control panels
ag it relates to OPC protocol on your networks?

Please reply to US-CERT /~ & 2. e}
Exerc igse Exercisge ercise

Cb2be
US CERT Operations

r bz bé =

Incident Hotline: (¢ & 2. o |

el b 2. - |

e S e W Wk a s W M W W e e e e e e e T e e e e e T e e e e e e e e W e e e . e e e e

T.ét. ......... b2 \’%)Cv

Sent: Wed Feb 08 09:25:05 2006
Subject: Re: EXCERCISE CYBER STORM. DeepSight Increased ThreatCon from b2 h

EXERCISE EXERCISE EXERCISE

The Dept of Commerce acknolwedges receipt and has taken the following actions: .

Action coordinated through DoC Federation of I_ b2

EXEPrTaR EXERCISE EXERCISE

>»> [ . bz J 2/8/2006 8:14 AM >>>
EXERCISE EXERCISE EXERCISE

THIS IS A MESSAGE FROM DEEPSIGHT

~~~~~ BEGIN PGP SIGNED MESSAGE-~----
Haah: SHAl

Name: Increased ThreatCon from [ b 2- -J
Location:
nttps:// . b 2- =3



Summary: ’

The DeepSight Threat Analyst Team is elevating the ThreatCon to b2 3in response to
multiple unspecified vulnerabilities that are reported to exist in various clieat and
server implementations of OPC protocols.The exact nature of these vulnerabilities have not
been publicized at the time of writing, customers are recommended to review the following
alert.

OPC Protocols Alert
il b2 3

View public key at:

C_ b2 . -

----- BEGIN PGP SIGNATURE-----
Version: & o 2 2

CYBERSTORM

EXERCISE EXERCISE EXERCISE
DISCLAIMER:
Exercise Exercise Exercise

DISCLAIMER:
Exercise Exercise Exercise
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Cyber Storm Tabletop Exercise
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TRANSFERRED TO OTHER AGENCY
TRANSFER FOR DIRECT REPLY - DHS ?&K’J

Cyber Storm Tabletop Exercise
~ August 9, 2005

Agenda

0730 Registration

0830  Opening Remarks and Exercise Overview

0845 Move 1: Intelligencé and Threat Assessment
0945  Break | | o

| 1000 - Move 2: Incident Response

1130  Working Lunch .

1200  Move 3: Recovery

1300 [ b2 13

1400 ENDEX

Homeland
w9 Security




Cyber Storm Tabletop Exercise

Overview
TRANSFERRED TO OTHER AGENCY PRYD
TRANSFER FOR DIRECT REPLY - DHS

1.

3.

Background

The National Cyber Response Coordination Group (NCRCG) will hold a Cyber
Storm Tabletop Exercise (TTX) to enhance its overall preparedness and response
capabilities in the event of a potential or actual Incident of National Significance
involving the Nation’s critical cyber infrastructure. This exercise is the fourth in a
senies of building block exercises leading to Cyber Storm 05, the national full-
scale cyber exercise (FSE) scheduled for November 14-18, 2005. The FSE will
require activation of all Federal departments and agencies having respousibility to
respond to a cyber Incident of National Significance.

Purpose

The purpose of Cyber Storm TTX is to enhance the operational framework of the
NCRCG with its supporting U.S. Computer Emergeny Response Team (US -
CERT), and mutual interaction with the Interagencylncident Management Group
(IIMG) and the Homeland Security Operations Center (HSOC) in the event of a
Cyber Incident of National Significance potentially or actually affecting the U.S.
critical cyber infrastructure. In addition, the exercise will provide insight into

required NCRCG operational capabilities for efficient and effectzve response to a
cyber incident of national significance.

The exercise is‘schc'dule"d for August 9, 2005, = L2

Scope

The tabletop discussion will involve the full membership of the NCRCG and

1IMG, relevant participants from the HSOC and the US-CERT, and select key

organizations under the National Response Plan and National Infrastructure
Protection Plan.

The exercise will focus on managing the consequences of a cyber attack while
providing appropriate coordination with the IIMG and other operational entities.

This is an unclassified exercise.

v9/ August 3, 2005
Page |



Cyber Storm Tabletop Exercise
Overview

4. Exercise Objectives

The objectives of this exercise are to:

» Establish operational linkages between and reqmrements in support of the:
NCRCG and IIMG

o Establish communication protocols between the [IMG, NCRCG US-
CERT and HSOC

« Validate the current NCRCG concept of operations

« Establish a process for Federal departments and agencies to support the
NCRCG mission *

« Determine the lateral linkages to other interagency activities and
operations/incident response centers (e.g., National Infrastructure
Coordination Center, Nationa] Response Coordination Center) under the
National Response Plan framework

By meeting the above objectives, the organizations involved in this exercise will
- be better prepared to participate in Cyber Storm 05 FSE in November.

v9/ August 3, 2005
Page 2



Cyber Storm Tabletop Exercise
Overview

v9/ August 3, 2005
Page 3



Cyber Storm Tabletop Exercise
Overview

v9/ August 3, 2005
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Cyber Storm Tabletop Exercise
Overview

10’2,,

P

b')

v9/ August 3, 2005
Page 5



ITRKANSFERKED 1O OIHER AGENCY
TRANSFER FOR DIRECT REPLY - DHS

Cyber Storm Tabletop Exercise Participants

As of Friday, August 05, 2005

Alphabetical Listing

PRAE

Organization

DHS

DOJ/CCIPS

NSC

DHS

DoD/JTF-GNO

[ b2 i

DoD/OASDNII

DOT

HSOC

DHS

HSOC

USSS |

DoD/ITF-GNO /- b1

DOJ Lz

FBI

DoD/JTF-GNO

DOYCCIPS

DHS

HSOC

NCSD/US-CERT

DHS/NCS

_NRC

DHS

DOJ/CCIPS

DHS/NCSD b2 2

DoD/JTF-GNO' b2 1

DHS

HHS
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DoD/NORTHCOM

L b2 >

DHS



Cyber Storm Tabletop Exercise Participants
As of Friday, August 05, 2005
Alphabetical Listing

Name Organization

T ( NCSD/US-CERT

CIA

NCSD/Cyber Storm Exercise/Z- o2 11

USCG '

Commerce/NTIA CbzA

DHS

DoD/OASDNII

DHS

DHS

Commerce’ . b2 2

OMB

[ k2]

b % DHS/NCSD/Cb 2 1

NCSD/Cyber Storm Exercise/ b2 2

) XD(O DHS/NCSD

DHS/NCSD/NSA
DHS o

DHS/OGC

DHS

[z

DHS/USSS

b2

DHS

DHS _,
DHS '

DoD/JITF-GNO/r . b2 A

o2 3

DoD/OASDNII

DHS

DOS

DHS/NCSD/LE

DOT TCIRC

L ‘[ DHS/NCSD £6 2. &




Cyber Storm Tabletop Exercise Participants
As of Friday, August 05, 2005
Alphabetical Listing

Name. Organization

e AL

DHS

Lb1.d

Lo 2

DHS/NCSD/LE

Chbz. T

Lo 2 3

L2

NCSD/US-CERT

DOJ/CCIPS

DHS

DoD/STRATCOM

Treasury

- b 7 DoD/NORTHCOM
L bz 3

] Q)C DHS

r bz 3

DHS

DOE

) . DHS/NCSD : ~

Lb2zl

- NCSD/US-CERT _

DOD

DHS

FBI

DHS/USSS

DOS

LA

[b23
Dos

DHS

FEMA

L

DHS/NCS

DoD/JITF-GNO[_ b 2. 13
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Cyber Storm Tabletop Exercise Participants

As of Friday, August 05, 2005

Alphabetical Listing

Organization

DHS

DoD/JTF-GNO = bz1

T L bz S

DoD/ICS 4, 51

DHS

DoD/JTF-GNO £ b2]

DHS/USSS

L2 >

C o 3

DHS/NCSD

DHS/USSS

HSOC

NCSD/US-CERT

DHS/IP/NCSD

DOE



Cyber Storm Tabletop Exercise Participants
As of Friday, August 05, 2005
Interagency Incident Management Group (IIMG)

Organization Name

_ARC E—

DHS ’
DHS

_DHS

DHS

DHS

DHS

DHS

DHS

DHS

DHS

DHS ' ' 7
DHS | b
DHS

DHS . . 30(0
DHS '

DHS

'DHS

DHS

DHS

DHS

DHS

DHS

DHS/OGC

DOD

DOE

" DOl

DOJC b2 A

DOJ Cb2 3

[ br DO

DOT

e D

[ b2 A | J




Cyber Storm Tabletop Exercise Participants
As of Friday, August 05, 2005
Interagency Incident Management Group (IIMG)

Organization Name
FBI B
FEMA ; B
L2y ‘

_HHS

| | b &
. — ble
LA

Treasury -

USCG

[b2D

o2 o

USSS

Loz R ,

Cb2d - L J




Cyber Storm Tabletop Exercise Participants
As of Friday, August 05, 2005
National Cyber Response Coordination Group (NCRCG)

Organization Name
~ ClA ~ m_w_
Commerce/NTIA £ b2l ‘ n /
Commerce/OCIO ‘
DHS/NCS
DHS/NCS
DHS/NCSD
DHS/NCSD L o232
DHS/NCSD [ 2.3
DHS/NCSD [ 2.3
DHS/NCSD/LE b
DHS/NCSD/LE
DHS/NCSD/NSA 6 (ﬂ
DHS/USSS
DHS/USSS
DHS/USSS
DHS/USSS
T.b2
T o>
DoD

22>

DoD/ICS clo 2D !
DoD/JTF-GNO A ;
DoD/JTF-GNOL &+ !
DoD/JTF-GNO Clo22 '

"DoD/JTF-GNO: (L .

DoD/JITF-GNO [ 2.

DoD/ITF-GNO C br
[ oo A
DoD/JITF-GNO L+ 22 !

DoDATF-GNO [ e
DoD/NORTHCOM
DoD/NORTHCOM
DoD/OASDNII




Cyber Storm Tabletop Exercise Participants
As of Friday, August 05, 2005
National Cyber Response Coordination Group (NCRCG)

Organization Name
DoD/OASDNII )

DoD/OASDNII /
DoD/STRATCOM

DOE

DOE

DOJ/CCIPS

DOJ/CCIPS

DOJ/CCIPS b 72
DOJ/CCIPS

DOS | bﬁg
DOS

DOS

DOT TCIRC
FBI

L2
Lib2 1

NSC
L b2 3




Cyber Storm Tébletop Exercise Participants
As of Friday, August 05, 2005

Organization

Others

Name

HSOC

]

Y

US-CERT

Other
DHS -

DHS

DHS

DHS

DHS/EPR/FEMA

DHS/IP/NCSD

'DHS/NCSD

DHS/NCSD

Eb2 3

NCSD (b2 2

NCSD Coz D
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TRANSFERRED TO OTHER AGENCY
TRANSFER FOR DIRECT REPLY - DHS
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Cyber Storm Tabletop Exercise

9 August 2005

FOR OFME ONLY

0730
0830
0845
0945
1000
1130
1200
1300
1400

~ Agenda

‘. ‘FOQ WM&O’JLY
Cyber Tabletop Exercise (TTX) Overview
Registration
Openipg Remarks and Exercise Overview

Move 1: Intelligence and Threat Assessment
Break

Move 2: Incident Response

Working Lunch

Move 3: Recovery

[Lb2z 2
ENDEX
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Purpose

= The purpose of the Cyber Storm TTX is to enhance the overall
preparedness and response capabilities of the federal
government in the event of a potential or actual Cyber Inmdent
of National Significance.

‘s Key organizations involved in preparedness, response and
recover from a cyber incident inciude:
= National Cyber Response Coordination Group (NCRCG)
* Interagency Incident Management Group (IIMG)
» Homeland Security Operations Center (HSOC)
* U.S. Computer Emergency Readiness Team (US-CERT)

% Homeland
p Secunry FOR OF USE ONLY

FOR 3 II;SE ONLY
Objectives
= Establish operational linkages between and requirements in

support of the NCRCG and HMG.

= Establish communications protocols between the {IMG, NCRCG
HSOC and US-CERT.

= Validate the current NCRCG Concept of Operations.

= Establish a process for Federal departments and agencies to
support the NCRCG mission.

= Determine lateral linkages to other sector interagency activities
and operations/incident response centers under the National
Response Plan (NRP) framework.

Homeland '
Sceurity FOR wﬁuse ONLY ‘.
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Key Players’ Responsibilities

= {IMG: Federal headquanters-ievel multi-agency coordination entity thét
facilitates strategic Federal domestic incident management for incidents
" of National Significance.

= NCRCG: Principal federal interagency mechanism for managing cyber
Incidents of National Significance and other cyber related issues
affecting national interests.

* HSOC: Primary national hub for domestic incident management,
operational coordination and situational awareness. Standing 2477
interagency organization fusing law enforcement, national intelligence,
emergency response and private sector reporting.

= US-CERT: Coordinates cyber waming among Federal departments and
agencies. Maintains 24/7 operations center with connectivity to Federal
cyber operations centers, internet service providers and private sector IT
vendors. In concert with HSOC, acts as focal point to collect and
disseminate cyber related information. Provides technical and
operational support to the HMG.

Homeland
Securiry - ~ FoROF EoNLY ‘ s

FOR E ONLY

Exercise Presumptions

« The secjuence of events may include exercise artificialities.

* Events ma z’occur s:multaneously but the discussion of those events
may need to be sequenced

* Response to Cyber Incidents of National Significance will be based
upon the NRP, National incident Management Systemn (NIMS), and
the Cyber Incident Annex.

* The cyber threat scenario will be discussed in the NRP taxonomy of
prevention, preparedness, response, and recovery.

* Recognizing that cyberspace is largely owned and operated by the
private sector, the authority of the eral government to exert direct
control over activities in cyberspace is limited.

Homeland '
Security FOR o?é useonLY : °
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Guiding Authorities

* Homeland Security Presidantial Directives (HSPDs)
¢ HSPD.S Managemant of Domestic inciderts
+ HSPD-7: Criicat Inirastructurs Kentficabon, Pri ion, and Prot

* National Strategy Documents

+ National Strategy For Homeland Securty, July, 2002
= Nationat Strategy To Secwe Cyberspace, Febiruacy 2003
= Interim National Infrastructure Protection Plan, February 2005

*  NRP, December 2004
* Cyber Incident Annex

*  NIMS, March 1, 2004 (Slide extract)

»  Standanrd Operating Procedures
*  [IMG: interagency hitegrated Standest Operating Pr , MG Activation wnd Operations, March 2005
* HROC: Standwed Opersting Procadres, April 2008

. Concom of Operations

mcmdwwsmcwsmwmmm
* NCRC{ NCRCG Concept of Operations, June 2005

“Al arw inciuded in the player book, r«mm

Homeland
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Move 1: Intelligence/Threat Assessment

Thursday, 4 August 2005

Homeland
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Move 2: Incident Response
Tuesday, 9 August 2005
Homeland
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Move 3: Recovery and Reconstitution

Friday, 12 August 2005
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TRANSFERRED TO OTHER AGENCY
TRANSFER FOR DIRECT REPLY - DHS

References for Cyber Storm Tabletop Exercise \(\D&\\/Cy

Homeland Security Presidential Directives
1.  HSPD-5: Management of Domestic Incidents

2. HSPD-7: Critical Infrastructure ldentification, Prioritization, and
Protection

National Security Documents

3. National Strategyor Homeland Security - Executive Summary
4. National Strategy to Secure Cyberspace

5. Interim National Infrastructure Protection Plan

National Response Information
6. National Response Plan — Front pages, and Cyber Incident Annex

7. National Incident Management System (NIMS) - extract of general slides
8. Interagency Incident Management Group (IIMG) Overview

9. National Cybet; Response Coordination Group (NCRCG) Overyiew

10. Draft Cyber incident Response Flow Chart |

Concgpts of Operations

11.U.S. -Computer Emergency Readiness Team (US-CERT) Concept of
Operations for Federal Cyber Security Incident Handling .

12.National Cyber Response Coordination Group (NCRCG) Concept of
Operations

Standard Operating Procedures

13.Homeland Security Operations Center (HSOC) Standard. Operation
Procedures

14.Interagency Incndent Management Group (IIMG) Standard Operatmg
Procedures
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TRANSFERRED TO OTHER AGENCY —
TRANSFER FOR DIRECT REPLY - DHS % -
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From b2 b =
Sent;  Thursday, August 04, 2005 9:30 PM - )
To: ' ‘ o

B

b2 b

Ce: - b2 be )
Subject: NCRCG TTX: Advance packel for Cyber Starm Tabletop Exercise, 9 Aug 05 -

All,

Please see the message beiow and attachments for additional information concemning the 9 August NCRCG TTX.

. Thanks,
Efoz. bt 7
from: o b2 b s}

Sent: Thursday, Auqust 04, 2005 7.06 PM

To:r" 2]91 é@ | | | "

Cc: £ L2 bt =
Subject: Advance packet for Cyber Storm Tabletop Exercise, 9 Aug 05

Thank you in advance for your participation in the Cyber Storm Tabletop Exercise (TTX), scheduled for Tuesday,
August 9th. The TTX will involve members of the Interagency Incident Management Group (IIMG), Nationat
Cyber Response Coordination Group (NCRCG), U.S. Computer Emergency Readiness Team (US*CERT) and
the Homeland Security Operations Center (HSOC) Please find attached:

o TTX overview
overviews of the IMG and NCRCG
NRP Cyber Incident Annex
seating arrangement
player book Table of Contents
directions to the Transportation Security Operahons Center C b 2

3

¢ & 5 & =

in aaaition to the attachments mentioned above, a DRAFT flow chart depicting the respoﬁse and information
sharing process during a cyber related Incident of National Significance has been developed and is provsded as
another too! to assist in the TTX discussion. .

As a reminder, the exercise is for the principal representative of your Department/Agency to the IIMG and

NCRCG, along with other specifically invited offices/personnel. if additional altendance or representation is
desired, please send your request to your group POC in order to coordinate available space. Requests will be

8/8/2005
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Page 2 of 2

considered on a space available basis.

Although the exercise is unclassified, the {~

b v 3
The schedule ig as follows: . '

7:30 Check-in (fo; 100+ peogple) will begin - YOU MUST BE PRE-REGISTERED! Addntlonal security staff will
be added, but they advise arriving at least 20 mmutes early. Morning refreshments will also be avaalable
beginning at 7:30 a.m. .

8:30 STARTEX

11.30 Working lunch |

2:00 ENDEX ‘

Thank»yob and we look forward to your participation in the Cyber Storm TTX.

Jeffrey H. Wright S . .
Director, Exercise Program
National Cyber Security Division
. US Department of Homeland Security
r 7 "office)
2‘ {mobile)
(fax)

8/8/2005
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/ N Washington, DC 20528
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\ o Security |

N Cyber Storm 2005
, v\_/ ~ Final Planning Conference
* September 26-27, 2005
’ U.S. Department of Homeland Security
National Cyber Security Division

PR -

[ bz A
Agenda TRANSFERRED TO OTHER AGENCY
Day1l TRANSFER FOR DIRECT REPLY - DHS
0730-0830  Sign-in ,
0830-0845  Welcome & Opening Remarks ' Mr. Andy Purdy
- Acting Director, NCSD
: 0845-0850  Conference Overview : - Mr. Jeff Wﬁght :
- ' ‘ Exercise Program Director, NCSD
0850-1000  Exercise Design & Policy Update : < oG |
Introductions and Logistics Cyber Storm Exercise Director
Brief Overview of the Exercise '
Exercise Update

. Participation/Scbpe Management

* Information Protection & Security
‘= Public Affairs
* ' After Action Review 21
=  White Cell Composition . b2
n

Communications Support
1000-1015  Break

1015-1130  Scenario Overview . bée 2

MSEL Management (NXMSEL)
Breakout Group Plan

1130-1215 Lunch

1230-1600  Scenario Development & Inject Building Breakout Teams Team Leads
: = Intelligence/Law Enforcement

Information Technology/Telecommunications

Energy Infrastructure

Transportation Infrastructure

1615-1630  Wrap-Up (all assemble) : : Mr. Jeff Wright



( J FPC Agenda (continued)

AN

Day 2

0730-0830 '

0830-0945

~ 0945-1000

1000-1130
1130-1230

 1230-1415

1415-1430
1430-1530

1530-1600

Arrival

Breakout Teams Inject Development Completion (team rooms)
Break |
Team Composite Scenario Review (team rooms)

Lunch

Plenary Composite Scenario Review

BreakA

Plenary Cbmpositc Scenario Review

Wrap-Up/Way Ahead

~ Page?2

Team Leads

Team Leads

bk bz 1

Mr. Jeff Wright
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> National Cyber Security Division
National Cyber Exercise: Cyber Storm 2005 |

Final Plannmg Conference

~ September 26-27, 2005
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Cyber Storm 05 Overview
Exercise Objectives

» Exerclse the national cyber incldent response community with a focus on::

= [nteragency Coordination through the lnteragency Incident Management Group (IIMG) and National
Cyber Response Coordination Group (NCRCG

* Intergovernmental coordination and incident response vertically (Federal-State) and horizontally
(international)

= |dentification of policies/i ssues that hinder eﬁecttve cyber response & recovery

» |dentification of critical information sharing paths and mechanisms;

= Identification and improvement of public-private collaboration, procedures and processes for:
- Establishmg situational awareness
— Supporting critical and time sensitive decision making
- Communicating appropriate information to key stakeholders and the public

-~ Planning and implementing appropriate response and recovery activities in conjunction with the
private sector :

» Highlight avallable tools and analytical capability that can be employed for cyber
incldent response and recovery

[ 2 ks ]

» Ralse awareness of the economic and national secunty lmpacts associated with a
significant cyber incident

@) Homeland

P
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Cyber Storm 05 Overview
Exercise Design | .
» CYBER STORM 2005 will be:

—

|2

]

Homeland |
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Cyber Storm 05 Overview
Context and Scope |

-» Large-scale cyber incident affecting multiple critical infrastructure
sectors: ‘ |

L b2 bS !
* |T and Telecommunications
» Transportation
» "Energy

» Cyber Storm 2005 WILL include:

= Cyber attacks and potentially complimentary physical attacks disrupting
transportation and energy infrastructure elements

» Cyber attacks targeted at the IT infrastructure of State, US Federal and other .
national Government agencies intended to degrade government .
operations/delivery of public services, diminish the ability to remediate impacts on
other infrastructure sectors, and undermine public confidence

> L bz :_j

Exercise Sensitive, Pre- | Material, Not for Dissemination
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Cyber Storm 05 Overview
Scenario Elements

» Adversary: Non-terrorist, politically motivated “hack-tivist”

» Coordinated, Campalgn-Level Cyber Attack to achieve a specific political agenda
(economic and public trust Impact)

e 3
]

&> Homeland - |
~‘.£9 SeCurltY ) Exercise sm,?%ﬁiﬁh& for Dissemination . !
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Cyber Storm 05 Overview
Exercise Timeline |

[ b S /1

r _

\

- b2 K

»  Will include build-up, crisis, and response/recovery phases
» Exercise play in real-time with time jumps to allow full crisis lifecycle

» Five-day'phased, distributed exercise that includes a 36-hour period of 24x7 play

FOR OFNOIAL USE ONLY .
Exercise Sensitive, Pra-Ds Material, Not for Dlasemination



Cyber Storm 05 Overview

Stakeho!ders and Partucupants
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- Cyber Storm 05 Overview |

Stakeholders and Participants -
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Cyber Storm 05 OverV1eW

Planning Schedule
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Information and Security
Policy and Procedures
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DHS Office of Public Affairs (OPA)
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Public Affairs Working Group (PAWG)

» DHS Public Affairs will establish a Public Affairs Working Group (PAWG) to assure that all
“participating offices/organizations are prepared together to work and function as a team
during the exercise. Activities include but are not limited to: A

b S

» The PAWG will include public affairs representatives from all exercise counterparts,
including International, interagency, State, and private sector
» The PAWG will meet as coordinated by OPA.
b3

» Anticipated first meeting / teleconference NLT Oct. 14

"

¢ Homeland | -
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Public Affairs Pre-Exercise Effort

» OPA will coordinate and execute a pre-exercise public affairs incident
communications rehearsal for all participants’ public affa!rs representatives. This
rehearsal will:

« ldentify communications methods and,channels
- Define roles and responsibilities at all levels

» Develop a cooperative publyic affairs team effort among International, Federal, State and
private sector participants

» Refine public affairs coordination processes

» Anticipated date: first week of November (Proposed ~Nov 2)

Homeland S
TR Securlty Exercise Sensitive, Z?Qmm USE"C:;JL Nyouarotssemmaﬁon
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VIP Observer Program Overview

» The VIP Observer Program will provide an opportunity to
» Observe the Cyber Storm exercise

» Understand how it will further the public and private sectors’ ability to more
effectively and efficiently respond to a cyber attack

» Any Stakeholder or Player organization may sponsor VIP visitor(s)

[ b5 )

9 Homeland :
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Areas for Consideration
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After Action Review

b=

&) Homeland
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Final After Action Report

» Final Report will cover all aspects of exercise development and desrgn
execution, findings and recommendations

-
L bs |
- » DHS-specific findings and recommendations will be reviewed

v

| bs B
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White Cell Composition & Requirements

Functions

» Provide response for simulated offices/exercise control
« National (POTUS, SecDHS) [ LS
» Sector (ISACs, Threads)
* SMEs (IT, States, Foreign)

» Guide agency participation to meet specific Goals & Objectives
» Scenario injects |
» Respond to Requests For Information (RFI)

Homeland

V . | 30
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White Cell Composition & Requirements »

Composition
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White Cell S.truéture
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White Cell Structure
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- White Cell Composition & R,equireme_nts

o

P

o>

Mechanics
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Communications Support
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‘Scenario Overview
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* MSEL Management
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' POINTS OF CONTACT

Jeff Wright

Exercise Program Director, NCSD
[ pz ke >
[

L bl b2 3 ‘
.Exercsse Program Coordinator, NCSD

L b2 Le B

L br 66D
Cyber Storm Exercise Director

L 0(4]

L b k4] ,
Cvber Storm Program Manager

Lz bbb 1
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Cyber Storm 2005

Stakeholders and Participants

—

Points of Contact

s Department of Commerce « Office of Mamigamem & Budget . Dopar!ment of Homeland
o National Telecommunications & + National Security Council Security
information Administration + Homeland Security Council o gpﬁmﬁ _(_}"yge?“’“y
IR o - » American Red Cross ViISiol e
+ Depariment of Defense « Multi-State ISAC Smergengogwpins;o Team
A o OASD Nil . Michigan o ng ‘ munications
o Joint Staff « Montana, | b2 ‘
o NORTHCOM . New York! L A O spontation
o STRATCOM « Intormation Technology ISAC Safety Opﬂmﬁﬂm Center
o Joint Force Cemponent Command — y—ef -1 & US Sacret Service
Net-Wartare— L Y b2 o Homeland Security
o Joint T?Sk Force ~ Global Network + Telecommunications ISAC Oper ations Cﬁﬂtel'
© Operations L b2 3 o- Homeland Security
‘| » Departmant of Energy information Network
o OHice of Energy Reliability [_ b2 ] o rrfote(t;rggh?mﬁi .
nfrastructure Information
o 2 0 o Eiectric Sector ISAC Program
» Department of Justice . o Infrastructure Coordination
o Computer Crime and Intellectual Trans;:ortn%lon P ""“t‘ Sector Division
Property Section ) o Information Analysis
o Federal Bursau of Investigation b y ©Z o Protective Services Division
* Department of State ) lé;:‘fmtgration ta{ié! S&sioms 4
: ; . orcement (Customs an
o Rursau of Diplomatic Security « International Participants o Border Protection)
[ b2 2 o ganada P%b!ic Satety and o Scienca & Technology
« Department of Transportation '“9'33“‘“"’ recaradness ° mer?argeﬁ?nnemsgmmm
o Crisis Management Centar o UK — National Infrastructure o Office of Legislative Aftairs
o Federal Aviation Administration _Security Co-Ordination Centre
« Department of Tre Australia — Attomey General's o Offica of Public Aftalrs
P : bm'z.\ r asur;); ° O‘fjﬁce a - Aftomey Lieneral’s o Office of intemnational Aftfairs
dew ac Office of General Counsel
» Central inteliigence Agency o New Zealand — Centre lor Critical o Offica of State and Local
+ National Sscurity Agency o me:_“’mmm Protection ° Govamment Goordination
o ﬁan‘onal ‘éhr‘aag 0 %ﬁo?eé Cente  ° ¢ Jag;:ng' C)ibar Response and Preparedness
National Securky ncident Response @ Q8 Y o
'« Faderal Deposit Insurance Corporation o g‘t_g{;gsncy incident Management '

Lobie ke ] { bz be
Exercise Program Director, NCSD Cyber Storm Exercise Director
b2 bl ‘ i b 2
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National Cyber Exercise - Cyber Storm 2005

Final Planning Conference
September 26-27, 2005

Conference Qbjectives

Finatize-and-integrate Scenario

»  Finalize Player List and Level of Play
Identify Trusted Agents

0730-0830 Registration -
0830-0850 Welcome and 0730-0830 Arrival -

- Opening Remarks 0830-1130 Breakout Groups
0850-1130 Exercise Update

1130-1215 Lunch

. o2
1230-1600 Breakout Groups o LS
e, 1130-1230 Lunch
v >

1230-1530 Scenario Review

1530-1600 Closing Remarks
1615-1630 Day 1 Wrap-Up
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December 16, 2005

MEMORANDUM FOR:
. National Cyber Response Coordination Group
Interagency Incident Management Group
Director, Homeland Secunty Operations Center

FROM: Jeff Wright, National Cyber Security Division Exercise Program
SUBJECT: " Cyber Storm Preparation Exercise, January 05, 2006

This memorandum is to invite your organization to participate in the Cyber Storm Preparation
Exercise I (PrepEx II), sponsored by the Department of Homeland Security — National Cyber
Security Division (DHS-NCSD). This tabletop exercise (TTX) is the fifth exercise in the National
" Cyber Response Coordination Group (NCRCG) series and the second exercise specifically intended
to serve as a building block for Cyber Storm full scale exercise (FSE) scheduled for February, 2006.

PrepEx II will be held on January 05 2006, from 8:00 a.m. to 2:00 p.m., at the Department of
Homeland Security National Cyber Security Division, [ >z 1 ThisTTX
will be a joint exercise with the National Cyber Response Coordination Group (NCRCG) and US-
Computer Emergency Readiness Team (US-CERT), as well as select representatives from the
Interagency Incident Management Group (IIMG) and Homeland Security Operations Center
(HSOC).

PrepEx (I is focused on further development and coordination of the operational procedures and
standard operating processes that will be exercised during the Cyber Storm F SE in February 2006.
The TTX objectives are:

« Provide the NCRCG an oppommnty to review and refine their initiation triggers and
procedures ,

Review the current Standard Operating Procedures (SOP)

Execute and evaluate NCRCG stand-up and initial procedures

Coordinate procedures with the IIMG and HSOC

Identify specific actions required prior to Cyber Storm FSE

Please provide the name, phone number, and email addrcss of the individual(s) who will represent
your department or agency atthe TTXtc £ b2 b
3 no later than COB December 29, 2005.

Attachment:
Agenda
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Agenda for the NCRCG Preparation Exercise {1
January 05, 2006

[ k2 B

0730: Participant check-in

=

L

0800: Introductions and administrative remarks

0815: Exercise overview and review of SOP

0845: NCRCG stand-up triggers 7~ /\‘\

0915 Break
0930: Begin Scenario 1. ' \
1100: Break _ - /
1115: Begin Scenario 2

1215: Break and workihg lunch service
1245: Begin écenario 3

1330: Recap of exercise and L » 2 7]

. -1400: End of exercise
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CYBER STORM
EXERCISE QUICK START GUIDE
February 6-10, 2006

EXERCISE KICK-OFF TELECONFERENCE: Mon. Feb. € at 1140 EST (1640 GMT)
Call-in Number: [. b2 =3
ParticipantI1D: C-b2 ]

DAILY SCHEDULE OF EXERCISE PLAY

Mon. Feb. 6 Tue. Feb. 7 Wed. Feb. 8 Thu. Feb. 9 Fri. Feb. 10
Day 1 Day 2 Day 3 Day 4 Day §

Observers / Al
Controliers | \0 L

Players/
Participants

A ) . 5 - |

Cyber Storm in the Media

An organization may respond to inQuiries on their
participation during the exercise. Responses should
be channeled through the organtzations public
affalrs office. All other medis inquiries such as those
pertaining to the sxarcise itsaif, other participants,
or DHS role, contact the DMS Press Office at
202-282-8010.

I TR L

Cyber Storm Commumcations ‘
1. The following criteria should. .appear on all email communicatlons

» insen & b2 2 on alt email correspondence as a CC. :
. Email shall be sent only to of from Cyber Storm ExCon and between players and othef orgamzahons
. The b2 2 email should be mduded on alt ongmal emails, replies and forwarded email
‘correspondence. L
2" L b 2 - , ’]) users parﬁapanng in the Cyber Storm exercise
- should include the following email address in all correspondences: £ b 2 3

3. Other cornmunications such as phone secure phones, faxes, CWIN, HSIN Portal, and US—CERT portal should be
recorded by an observer/controller.

4. See the back of this sheet for communications protocol and guidelines.

-Using a Cyber Storm Email Account

1. Observer/Controller or Player: Use MS NEi:Ea?i ZE:;:? Emall address Tetephone
Cutlock Web Access for all email
correspondence. Exercise Heip Desk [ Lz ] C L2 ]
2. Webaddress: [ L2 3 ‘ .
L. b2 s )
3. Domain name: Technical Support C L2 j E bz 3
4. User name: d :
E‘ fg 7 1 Exercise Status HotLine: [ H 2~ 3

Password

1. Participants staged atthe [ L2 7 in Washington, DC will receive a password at pre-STARTEX,
2. Participants staged at a location other than the Cyber Storm Exercise Cantrol facility in Washington, DC, will receive
a password provided to them either by personal email account or by telephone call, ’
3. Users who have nof received a password should contact the network supportdeskat ¢ b2~ 1 orat
L. bz 2 beginning Monday, February 6, 2008 at 0600 EST.




Exercise Participant General Guidelines

F

You will receive an official message from ExCon indicating that the exercise has begun. The
text of that message will read:

— EXERCISE CYBER STORM HAS COMMENCED.
At each PAUSEX and RESTARTEX you will receive a message:

'— EXERCISE CYBER STORM HAS PAUSED, EXPECTED RESTART IS SET-FOR
—~ EXERCISE CYBER STORM HAS RESUMED.

ENDEX for active play is scheduled for .... and you will receive a message from ExCon that
includes the text:

—~ EXERCISE CYBER STORM HAS CULMINATED AS OF (TIME) _
When exercise play dictates the need to contact another party, the player should

1) . Look in the directory to se if there is a listing for that party or organization in the

directory. If so, contact that person using the contact information provided in the
~ directory

2)  If that party or orgamzatlon is not llsted in the exercise directory, that indicates they are
" - outside the exercise perimeter.. -

- a. Contact - bz 2 and tell the switchboard operator the name and
organization of the party that you would have contacted if the event is real.

- b. Exercise control using industry experts and agency representatives will simulate
that party’s response to the best of their ability within the context of the game.

All e-mails must have a subject line that begins with .EXERCISE CYBER STORM. .
The text message must begin and end with the words: EXERCISE EXERCISE EXERCISE

-----

~ Any other written communications (FAX, paper memo's, presentation slides, etc.) should also
" be clearly marked at the beginning and end of the commumcahon with the EXERCISE

EXERCISE EXERCISE banner.

All phone conversations must begin and end with the wcrds "Thxs call is part of Cyber Storm
Exercise Play.”

The Exercise Help Desk can be reached at & ba 2 oremail & &2 ]
L b2 2

For questlons about exercise rules, play , and protocol, please ca!l & bz~ 3, ore-mall
L b2 =1

For Injects Originating from Exercise Control the following prot0c0| will be

used:
=  Phone “This is your name from “Cyber Storm”/ “National Cyber Exerctse” and
this is an inject for the exercise...... Thank you and this ends the exercise inject”

= Fax Top and Bottom EXERCISE EXERCISE EXERCISE
=  Email Top and Bottom EXERCISE EXERCISE EXERCISE
= Simulated Reports Top and Bottom EXERCISE EXERCISE EXERCISE

For all communications, avoid the use of participating company/entity names in order to
maintain anonymity, i.e., Major Software Vendor

Simulated if a player is not part of the exercise or listed in the directory, do not choose
the next best option. Contact Exercise Control (email, phone, etc.), state who you are

brm sl b bbb mm A Tl e aall cirarilata tha rala
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Executive Summary

The Department of Homeland Security (DHS)/National Cyber Security Division (NCSD) has
been central in sponsoring the National Cyber Exercise (NCE) Cyber Storm. Congress has
provided specific directions for implementation of Fiscal Year 2005 appropriations for full
execution of this program in coordination with the DHS National Exercise Program
implementers. To this end, Cyber Storm, a large-scale, functionally based exercise is scheduled
to take place at [ L 3 on February 6-10, 2006." Cyber
Storm draws participation from a multitude of organizations within public, private and
international sectors.

The NCE Cyber Storm is mandated under authorities and references as provided within this
document. In addition, the exercise will emphasize and provide necessary enhancements to the
Cyber Incident Annex of the National Response Plan (NRP) as a result of policy determinations
on preparedness and protection of critical cyber infrastructures across all sectors.

Stakeholders and participants will gain a necessary understanding of critical cyber security
response and recovery processes and the cyber response community’s coordination,
communications, and cooperatlon capabilities through a controlled environment as provided by
Cyber Storm. Participants, i.e., players and planners, include a range of subject matter experts
and staff from Federal dcpartments/agencxes (D/A), including defense, civil, intelligence and law .
enforcement communities; State governments; private industry; and select international partners.

This document includes a listing of participating organizations. '

 Further, several DHS organizations have been integrally involved in the coordination and
implementing of policy and planning, as well as assuming the role of exercise control support
‘and exercise players. Through stakeholder interviews and several planning conferences and
meetings, planners have developed the npecessary strategies; methodology, and operational
processes and procedures in preparation for Cyber Storm’s execution.

The Cyber Storm Exercise Plan (EXPLAN) is the principal plannmg document and guide for
govemment, public, and private sector personnel who will participate in Cyber Storm.
Collaboration of leadership, stakeholders, planners, players, and controllers is essential to
achieve a common baseline in execution of homeland security cyber response and recovery
mechanisms. The EXPLAN annexes serve both as a resource and information guide required to
carry out all the techmcal operational and logistical aspects of the exercise.

* NCSD has been preparing and coordinating efforts for this international and national exercise since August 2004.
The Cyber Storm exercise was originally scheduled for November 2005; however, the devastating events of the

hurricane season prompted exercise participants and stakeholders from private and government sectors to request a
postponement until February 6~10, 2006.

' i
Nl
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GOALS AND OBJECTIVES

As identified in the Concept of Operations (CONOPS), the primary goal of Cyber Storm as
articulated by its governing leadership and identified stakeholders is to:

Exercise, within the context of a cyber incident of national significance, the national
cyber incident response community’s policy; information sharing mechanisms; and its
procedures and processes. for establishing situation awareness, supporting public and
private sector decision making, communicating appropriate information to the public, and
planning and implementing appropriate response and recovery activities.

Secondary goals of the exercise are to:

« Identify and publicize specific tools and analytical capability that the cyber community as
a whole can take advantage of in the preparation for and response to incidents; and

~® Raise awareness, both inside and outsxd.c of thc cyber commumty, the nattonal security
and economic impacts agsociated a cyber incides .

e e

EXERCISE SCOPE
Cyber Storm is an objectives-driven, no-fault exercise.

)ﬂZ«

Cyber Storm s scope is ::aor-)‘bcusei The scenario involves actusl Mcxpat:on'by a wide

-range of organizations. By definition at the highest level, the exercise will concentrate

exclusively on the cyber implications of incidents occurring’ within the sectors: energy,
information technology (l'l')/telecommumcatwns {combined for purpose of this exercise only)

and transportation.

The Cyber Storm scenario is inject-driven. The exercise is based on plausible, real-world
attacks and has been limited to four distinct attack vectors that (1) target and disrupt the cyber
and physical critical infrastructure of the sectors; (2) reduce and degrade public confidence in
State and Federal government and their operations; (3) reduce ability of local governments to
remediate impacts of specific attacks. The DHS Office of Public Affairs will have a key role in
formulating responses to the injects as they evolve during the exercise.

e e T

e b

\
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CYBER STORM EXPLAN

1. Introduction

The Department of Homeland Security (DHS)/National Cyber Security Division (NCSD) has by
congressional mandate been tasked and funded to develop and conduct the National Cyber
Exercise (NCE) Cyber Storm. The National Cyber Exercise, Cyber Storm, is being planned in
accordance with authorities mandated under Homeland Security Presidential Directive 8 (HSPD-
8), the National Response Plan (NRP), and the President’s Strategy to Secure Cyber Space
(National Cyberspace Strategy), as well as by several government authorities and regulations, as

listed in Section 10 of this document, and draws participation from public, private and
mtematxonal sectors =

- bz'
=

As stated within the DHS/NCSD Cyber Storm Concept of Operations (CONOPS) (see Annex
A), the primary goal for Cyber Storm is to exercise, within the context of a cyber incident of

national significance, |
» National policies relating to cyber incident response
e Information sharmg mcchamsms
s Procedures and processes for estabhshmg situation awareness
e Public and private sector decision making
e Communication of appropriate mformauon to the pubhc
. Response and recovery activities.

Secondary goals of the exercise are to:

« Identify, publicize, and capitalize on specific tools and analytical capabilities for the
community as a whole

¢ Raise the community’s awareness on national security and economic impacts associated
with a cyber incident of national significance.

This approach will help stakeholders and participants to gain a necessary understanding of
critical cyber security response and recovery processes and the cyber response community’s
coordination, communications, and cooperation capabilities. Participants include Federal
departments/agencies (D/A), including defense, civil, intelligence and law enforcement
communities; state agencies; private industry; and select international partners. Annex B contains
the current listing of D/As, private sector organizations, state and international participants.

? Originally scheduled for execution in November 2005, the events of Hurricanes Katrina and Rita prompted the
decision by key Federal and private sector players to postpone Cyber Storm to February 6-10, 2006.

5
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The Cyber Storm Exercise Plan (EXPLAN) is the principal planning document and guide for
government, public, and private sector personnel who will participate in Cyber Storm. This
document also serves as a resource outlining objectives, roles and responsibilities, schedule,
exercise management organization of various constituents within the interagency cyber
community, and other pertinent information required to ensure the success of the exercise. The
EXPLAN will be distributed to exercise leadership, stakeholders, planners, players, and
controllers to ensure a common baseline is met to exercise homeland security cyber response and
recovery mechanisms. The EXPLAN contains resource annexes relevant to the execution of
Cyber Storm.

2. Purpose of the Exercise

The public and private sector’s increasing reliance on cyber infrastructure has increased the risk
of a potential attacker conducting cyber-based attacks with impacts on our national defense and
economy. _

\nl L2

i

wr g w———

A key purpose of Cyber Storm is to exercise and evaluate policy and procedures in response to

these attacks, and identify where further planning and process improvement may be needed. It
will exercise key organizations within the Federal response infrastructure by activating both the
National Cyber Response Coordination Group (NCRCG), comprised of senior representatives
from Federal agencies; and the Interagency Incident Management Group (IIMG) per their
standard opcrahng procc:d'cm and as called for under the NRP and its Cyber Incident Annex.

v

b’Z/

- -

3. Cyber Storm Objectives

Cyber Storm is an objectives-driven, no-fault exercise. Exercise parameters and scenario details
arc based on b

ey - b’}_/ ,_)

J
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MW“ — " Achievement of exercise objectives and goals will be measured ob]cctwely through observatxons,
. ~ lessons learned, and examination of policy and procedures

b2

4. Scope
Cyber Storm unplcmenters will stmulatc a large—scale cyber incident affecting or dig g
mulnple crmcal mfrasn‘ucture elements primaxi h pergy, infOrMALoN technology (IT)
5 5, and secondarily within telecommxmxcatxons
L2

The adversary(ies) will stage primary cyber attacks and, in certain circumstances, may include
complementary physical attacks against energy, transportation, and IT/telecommupications
sectors. These attacks are intended to disrupt certain elements of critical infrastructure,
potentially leading to cascading effects within other facets of the nation’s economic, societal, and
governmental structures. Cyber attacks will also be levied simultaneously against Federal, state,
and international government infrastructure as a means to disrupt government operational
capabilities, hinder their ability to respond to the impact of the primary artacks, and,
subsequently, undermine public confidence in the government(s).

e A
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5. Scanario

The design of sector—spacxﬁc scenario injects 'mll enable the testing, evaluation, and ultimal
the improvement of the abi
ows public and private sectors to participate in simulated attack scenarios. Each scenario will
compel exercise players to notify government authorities as appropriate, provide and/or receive
guidance, activate and deploy interagency/private sector coordination groups, and respond to and
récover from the simulated cyber attacks. Stakeholders will gain an understanding of critical
cyber security weaknesses and the homeland security commumty s cyber rcsponse am_m

capabilities, underlining policy and-reseurce requirements.

\O’?f

o~

The scenario timeline is in real-time with exercise play over a five-day period. The approach is
implemented within three phases: (1) build-up, (2) crisis, and (3) response/recovery.

w2

S
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Figure 1. Exercise Scenario Timeline

The start of exercise (STARTEX) is on Monday, Feb. 6, 2006 at (. & 2 2 The

end of exercise or end of active play (ENDEX) is Thursday, Feb. 9, 2006 at ~ o2z

GMT). “Full-stop” ENDEX (i.e.,, immediately after the scheduled tabletop exercise) occurs at
- . on Friday, Feb. 10, 2006. L2 =

S

e s
e

6.1 Exercise Play

Cyber Storm, per its goals, objectives, and guiding authorities, will focus exclusively on the
cyber implications which arise from a cyber incident. ‘

—— A — o o S o < 7
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7. Interagency Roles and Responsibilities

The interagency cyber response and recovery community will share responsibilities for the
development, execution, and assessment of Cyber Storm within the framework of the purpose
and objectives identified in this EXPLAN. Roles and responsibilities are described thhln the
following sections as well as identified in the CONOPS.

7.1 Department of Homeland Security

7.1.1 NATIONAL CYBER SECURITY DIVISION

As the exercise sponsor, NCSD will develop, implement, and coordinate all aspects of Cyber
Storm, including the creation of exercise policies in compliance with Federal and DHS exercise
guldelmes to protect stakeholders and national secunty xnterests C o ’]

- . - L~

i .

-

,.d

‘7.12 OFFICE OF PUBLIC AFFAIRS

The DHS Oﬂice of Public Affairs (OPA) wxll ensure proper coordmanon of pubic affairs aspects
~ for the exercise by working closely with international, Federal, state, and private sector
counterparts. < ] b2

> Annex C provides additional details on
* the handling of public affairs by agencies. L T , o

| )
L 2 J
7.1.3 OFFICE OF LEGISLATIVE AFFAIRS

DHS Office of Legislative Affairs (OLA) will serve as the Department’s primary interlocutor
with Congressional members and entities as well as coordinate with the Office of Public Affairs.

oo )
|
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7.1.7 US-CERT

The focal point within the Federal government for the National Cyberspace Security Response
System under the National Cyberspace Strategy, US-CERT manages the National Cyber Alert
System by relaying cyber security update and warning information to users across the public and
private sectors. The system provides all citizens with free, timely, actionable information to
better secure their computer systems. Office of Management and Budget (OMB) Memorandum
M-04-25 identifies US-CERT as the Federal Information Security Incident Center for Federal
agencies. In addition, US-CERT provides direct input to the Homeland Security Operations
Center (HSOC) and the Homeland Security Advisory System (HSAS) for cyber-related issues.
US-CERT is the operational arm for the Federal government that deals with cyber vulnerabilities
and threat warnings, as well as protection, detection, response and recovery actions for cyber
incidents.

y 12
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7.2 Stakeholders

The exercise stakeholders include those from Federal, State, private and international sectors.
r N
| =
I

7.3 State Government

The NCSD is working collaboratively with the States of Michigan, Montana, and New York
within the construct of Cyber Storm to enhance collective performance in protecting the nation’s
critical infrastructure. The Cyber Storm exercise will be conducted in coordination with
members of the Multi-State Information Sharing and Analysis Center (MS-ISAC), sector-
spec;ﬁc Information Shanng and Analysxs Centers (ISAC), and state offices of homeland

a 7 4 Private Sector Organizations -
Private sector participation is in targeted infrastructure sectors and is being coordinated tbrough
- sector-specific departments and industry assocxatxons : xy

s vz

7.5 International Sector

" International play will revolve around cyber incident response organizations in the public and
private sector. The Department of State has invited and confirmed participation of Australia,
Canada, New Zealand (NZ), and the United Kingdom (UK) in Cyber Storm.

13
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Several teams of individuals are required for the maintenance and execution of Cyber Storm.
The following sections describe the overall team structure and composition.

8. Exerciée Structure

8.1 Exercise Management Tea‘m

The Cyber Storm Exercise Management Team (EMT) has the chief responsibility for defining,
designing, planning, and implementing all aspects of this exercise. Through the planning of
several information gathering conferences, the team has worked closely with the Cyber Storm
stakeholders to define their requifements and establish an overarching purpose, concept,
structure, and objectives and goals. The preliminary knowledge gained from these efforts was
used to build a framework, design the scenario, and establish an exercise observation and data
collection process. The team is also responsible for fulfilling the exercise’s administrative,
logistical, safety, and security needs.

‘8.2 Players

C L .- . )
o & S Participants will take part in the Cyber Storm
scenario ‘experience and respond to scenario injects through the course of the exercise.

=

bz J/

“Players are practitioners and experts who understand the interdependence of cyber systems and
the negative impact that cyber attacks can release upon critical infrastructure.

[ : . | :

/ 14

"FOR Exencﬁ.ase ONLY




b2

Pages 15 - 17



FOR OFFI(XL USE ONLY
/

10.

~ Authorities and References

The development of the Cyber Storm exercise is mandated within the following authorities and
references as identified below:

Department of Homeland Security, National Strategy to Secure Cyberspace, February
2003.

DHS, Homeland Security Act of 2002.

DHS Infrastructure Analysis Information Protectorate (LAIP), National Cyber Security
Division, Concept of Operations (CONOPS), Aug. 15, 2005.

DHS Interagency Incident Management Group (IIMG), Interagency Integrated Standard
Operating Procedures, Mar. 14, 2005.

DHS, Interim National Infrastructure Protection Plan (NIPP), v. 1 February 2005.

DHS, Livewire Baseline Exercise After Action Report: An Assessment by the IAIP
Exercise Management Program, June 18, 2004.

DHS, National Response Plan (NRP), Essential Support Function (ESF) 1,
Transportation; ESF 2, Communications; ESF 5, Emergency Management; ESF 12,
Energy; ESF 15, Emergency Public Information and External Commumcanons and
Cyber Incident Annex, June 30, 2004.

DHS, National Strategy for Homeland Security, 2003.

. DHS, National Cyber Response Coordmat:on Group (NCRCG) Concept of Operanons

(CONOPS), v.3.0, February 2005.
DHS NCRCG Standard Operating Procedures (SOPS), v.4.0, Deccmber 2005
DHS IAIP, Natiopa! Cyber Security Division, CONOPS, Aug. 15, 2005.

Federal Information Security Management Act of 2002, Pubhc Law 107-347, December
2002. http://csirc.nist.gov/policies/FISMA -final. pdf

Homeland Security Presidential Directive (HSPD) 5, Management of Domestic Incidents,
Feb. 28, 2003.

'HSPD-7, Critical Infrastructure Identification, Prioritization, and Protecnon, Dec. 17,

2003.

National Institute of Standards and Technology (NIST) 800-34 (draft), Guide to Single
Organization IT Exercises, 2005.

OMB Memorandum M-04-25, Federal Information Security Incident Center, Aug. 23,
2004,

U.S. Computer Emergency Readiness Team (US-CERT), Concept of Operations for
Federal Cyber Security Incident Handling, v.2.4, February 2005.

N/ V 18
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13. Key Milestones

Several conferences and key activities have been instrumental in the development and structuring
of the Cyber Storm exercise. Collaboration among stakeholders, planners, participants, and
potential players was a key issue in establishing exercise structure, policy, and procedures.

Fovent  Auotivity

Initial Planning Conference Mar. 1, 2005

Mid-term Planning Conference May 23-24, 2005

NCRCG / IMG Tabletop Exercise | Aug. 9, 2005

Tnteruational Planning Confereace ST I —
~——————"""""|'NCRCG/ DOD Tabletop Exercise Sept. 20, 2005

Requirements and Scape Lock-Down Date Sept. 27, 2005

State participatioxi finalized : Continuous I

_ |« Private sector participation finstizad— e T

I '« Participant objectives and expected outcomes complete

Final Planning Conference Sept. 26-27, 2005 -

First Dry Rum (Exercise Staff Internal) ' Oct. 3-4, 2005

| Scenario Planning Conference ' Nov. 15-16, 2005

VIP Invitations Jan. 10, 2006

Fina! Master Scenario Event List Conference Jen. 19-20, 2006

Exercise Cyber Storm Feb. 6-10, 2006

After Action Report Conferences Feb. 2006

Final After Action Report Published Apr. 28, 2006

I T T T n
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Annex A: Concept of Operations

This annex contains the approved version of the Concept of Operations (CONOPS) for the NCE
Cyber Storm exercise. This document was drafted and approved in coordination with DHS
executive leadership and defines the scope, objectives, and participants (see Annex B for current

listing), as well as provides the baseline design concept and plan of action leading to the
development of Cyber Storm.
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Department of Homeland Security
Preparedness Directorate
National Cyber Security Division

Concept of Qperaﬁons (CONOPS)

National Cyber Exercise:
Cyber Storm

December 7, 2005

3 Z
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Annex B: Participating Stakeholders and
Organizations (as of 27 Jan 2006)

Department of Commerce
| National Telecommunications & Information Administration

Bureau of Industrial Standa.rds

Department of Defense
Joint Staff :
National Military Command Center
U.S. Northern Command

~ U.S. Strategic Command
Joint Force Component Command ~ Net Warfare
Joint Task Force - Global Network Operanons
; Nanoual Secunty Agency : , .
‘National Threat Operations Center/National Security Incident Response Center
; Department of Energy .
‘ Office of Electnclty Delivery and Bncrgy Reliability

Office of the Chief Information Officer -
Regional Power Administrations

Department of State
Bureau of Diplomatic Security
Bureau of Political-Military Affairs

Depamnent of Transportation
Crisis Management Center
Federal Aviation Administration
Transportatibn Cyber Incident Response Center
Pipeline and Hazardous Materials Safety Administration

Department of Treasury

\ B-1
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Department of Homeland Security

National Cyber Security Division/US Computer Emergency Readiness Team

National Communications System

Transportation Security Administration/Transportation Security Operations Center

U.S. Secret Service

Homeland Security Operations Center

Protected Critical Infrastructure [nformation Program

Homeland Security Information Network

Immigration and Customs Enforcement (Customs and Border Protection)

Infrastructure Protection Division (NICC, CWIN)
Information Analysis |
 Science & Technology (DETER Testbed)
Integration-Staff/Incident Management Division
- Office of Legislative Affairs |
 Office of Public Affairs
Office of International Affairs
Ofﬁcc of General Counsel

 Office of State and Local Govemment Coordmanon and Prcparedness

Dcpartmcnt of Justice .
Computer Crime and Intellectual Property Section
Federal Bureau of Investigation
Director for National Intelligence
Central Intelligence Agency
Intelligence Community Incident Response Center
Federal Deposit Insurance Corporation
Federal Reserve Bank of New York
Office of Management & Budget
National Security Council
Homeland Security Council
American Red Cross

S

FOR EXERC{SE USE ONLY

B-2



FOR OFEKS,(L USE ONLY

S

Mutlti-State ISAC
State Government of Michigan
State Government of Montana
State Government of New York
[ b2 N
Information Technology ISAC
Microsoft Corporation
Loy o2 o
Symantec Corporation
. McAfee Inc.

}\

[ ey b2
!
j

B

L

VeriSign, Inc.
Intel Corporation -
Telecommunications ISAC |
Coer
Encrgy Private Sector.
C by b2 Y

- Electric Sector ISAC

LY bz

Transportation Private Sector

b?Y b&

AY
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Intemational Lead Participants
Canada — Public Safety and Emergency Preparedness Canada F
UK — National Infrastructure Security Co-Ordination Centre
Australia ~ Attorney General’s Office |
New Zealand - Centre for Critical Infrastructure Protection
Interagency
National Cyber Response Coordination Group
Interagency Incident Management Group

FOR EXER%JSE ONLY
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Annex C: Office of Public Affairs

This annex provides guidance for public affairs personnel, specifically their interaction with the
media before and during the exercise. The release of information about the exercise to the media
and general public will be coordinated by or through OPA. This office will distribute guidance
on/procedures for the handling and release of information to the media to all participating D/As.

Overview of Public Affairs Activities

Cyber Storm Public Affairs Working Group

OPA will establish the Public Affairs Working Group (PAWG) to ensure that all participating
organizations afad representatives are prepared to work and function as a team. The PAWG will

i 3
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Press Office
U.S. Departmeant of Homeland Security

oL

Agy» Homeland
™7/ Security

Fact Sheet

Cyber Storm Exercise

Contact; Press Office 202-282-8010

Cyber Storm is a nationwide cyber security exercise that is expected to take place in early
February 2006, to assess preparedness capabilities in response to a cyber incident of national
significance. Cyber Storm is the Department’s first cyber exercise testing response across the
private sector as well as international, federal, and state governments. The exercise is an
~ initiative that meets Homeland Security Presidential Directive 8 "National Preparedness”

requirements found in Homeland Security Presidential Directive 8, is coordinated under the DHS
National Exercise Program, and is in accordance with Congressional appropriations to conduct
‘exercises that test response to cyber attacks on critical infrastructures. Cyber Storm is intended to
act as a catalyst for assessing communications, coordination and parmershxps across critical
infrastructure sectors.

Goals and Objectivgs

. Within the context of a large-scale cyber incident affecting the energy, information technology
* (IT), telecommunications, and transportation critical infrastructure sectors, the goal of Cyber -
Storm is to exercise the national cyber incident response community with focus on:

e Interagency coordination through the National Cyber Response Coordination Group
(NCRCG) pursuant to the Cyber Annex to the National Response Plan; :
Identification of policy issues that affect response and recovery;

o Identification of critical mformanon sharing paths and mechanisms among public and
private sectors; and

e lIdentification, improvement and promotion of public and private sector interaction in
processes and procedures for:

o Establishing situational awareness;

o Supporting public and private sector decision making;

o Communicating appropriate information to key stakeholders and the public; and
o Planning and implementing appropriate response and recovery activities.

Secondary goals of the exercise include:

\ ) c-4
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» Highlighting specific tools and analytical capability that may be used in preparation for,
response to, and recovery from cyber incidents; and

¢ Raising awareness of the economic and national security impacts associated with a
significant cyber incident.

Farticipants

¢ Participants include members of the public sector (federal and state agencies), the private
sector (IT, telecommunications, energy and transportation), and international government
partners.

e Participants provided additional support staff to help plan and control the exercise to
ensure it meets their organizations’ training needs and supports the interests of their
constituents.

The Scenario

Cyber Storm simulates a sophisticated cyber attack scenario. All “attacks” are pre-scripted and
executed in a closed and secure environment, elnmnanng any external distress to parﬂcxpants
. day -to-day systems dunng the exercise.

Scenanos may include: :
- ®  Cyber attacks disrupting energy and transportation infrastructure elements; and
¢ Cyber attacks targeted at federal, state and international governments with the intent of
. disrupting govcmment operanons and degradmg pubhc confidence.

- . Scenarios to gcncrate par’acxpant actions through

o ldentification and efficient use of all communications channels; :

-+ Escalation to a series of interrelated incidents that, combined, represent a significant
enough threat to require (per the terms of the Cyber Annex) the stand-up and operation of
the NCRCG ;

¢ The stand-up and operation of Interagency Incident Management Group (IIMG) while
testing the communication relationship between the NCRCG and the IIMG; and

+ Continued coordination of all public and private participants through the planning and
recovery activities.

C-5
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Note: This directory will be expanded, and an update version will be provided via electronic mail the morning of Monday, February 6, 2006.
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Depaament of Energy
Off’ ice of Energy Refiability

Depertment of Health and
Human Services '

Department of Health and
Human Services

Department of Homeland
Security / Infrastructure

Partnerships Division (IPD) -

Depariment of Homeland
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Partnerships Division (IPD)

Department of Homeland
Security / Infrastruciure
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(ICAO)
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Aviation Organization
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Department of Homeland
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- Department of Homeland
Security / International Civil
Aviation Organization
(ICAD)

Dapartment of Homeland
Security / National
Communications System
{NCS)

Department of Homeland
Security / National
Communications System.
(NCS)

Depariment of Homeland
Security / National
Communications System
(NCS)

Department of Homeland
Security / National
Infrastructure Coordinating
Center (NICC)

Department of Homeland
Security / National
Infrastructure Coordinating
Center (NICC)

Department of Homeland
Securlty / Office of
Intelligence & Analysis

Department of Homeland
Security / Office of
Intelligence & Analysis

Department of Home!and
Security / Office of
Intelligence & Analysis
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Department of the Treasury
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