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1 MS. BALLARD: Good afternoon. My nane is Shannon
2 Ballard. | am the Designated Federal O ficial for the
3 Data Privacy and Integrity Advisory Conmttee.
4 And | want to say that everything nowis on the
5 record, and I'd like to turn it over to Lisa Sotto, the
6 chair, and have a great neeting.
7 Thank you.
8 MS. SOTTO.  Thank you very nmuch, Shannon. Thank
9 you, Shannon.
10 | amdelighted to welconme this commttee to what
11 is the third neeting of this 2012 fiscal year for the
12 Governnent. |'d like to just rem nd everybody at this
13 early stage to silence your cell phones. | just turned
14 m ne off.
15 And I would like to extend a special welcone to
16 our new conmm ttee nenbers: Suzanne Barber, Jeewon Kim
17 Mel odi Gates, Linda Koontz, Marjorie Weinberger. Let's
18 see, going this way --
19 MS. BALLARD: Tracy.
20 M5. SOTTO. Tracy Pulito, JimByrne, Craig
21 Bennett, and everybody el se is an extant nenber.
22 So, really, this is a very inportant conmmttee,
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1 and we have inportant work to do to assist Mary Ellen
2 and her crew. | think you'll find it to be also

3 personal ly rewardi ng, as | have over the | ast several

4 years.
5 We do expect lots of input fromyou and a good
6 commtnment to the work we do. | know |'ve seen sone of

7 you in action this norning, and |I have no doubt that

8 your commtnent is real. So thank you very nuch for
9 t hat .
10 We engage on this commttee in really open

11 di al ogue, free-flow ng dial ogue. So, typically, what

12 we do is if you have a question, weput up our table

13 tents on the desk, and I'Il call on you in order of
14 lifting -- of raising your table tents.
15 For any interested parties, the Federal Register

16 notice to apply for DPI AC nenmbershi p was published on
17 June 22nd. | know that sonme nmenbers of the conmttee
18 need to reapply if they want to be on the commttee
19 again. The process closes on July 23rd. So | would
20 urge you to go ahead and reapply.

21 We have reserved time for public comments from

22 3:45 p.m to 4:15 p.m So if you're interested, please
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1 sign up. There's a table. | think it's right at the
2 end of the room Keep in mnd that the public comment
3 period m ght begin earlier if our discussion is
4 accel erat ed.
5 So, with that, | would like to welcone and it
6 gives ne real pleasure to welconme Mary Ellen Call ahan
7 Mary Ellen is the Chief Privacy Oficer of the
8 Departnment of Honel and Security. |In her role as Chief
9 Privacy O ficer, Ms. Callahan is responsible for
10 eval uati ng departnent-w de progranms, systens,
11 t echnol ogi es, and rul e-maki ngs for potential privacy
12 i npact and for providing mtigation- strategies to
13 reduce any privacy inpact.
14 Prior to joining the departnment in March of '09,
15 Ms. Cal |l ahan specialized in privacy and data security
16 wth the law firm of Hogan & Hartson, and she was al so
17 co-chair of the Online Privacy Alliance. In addition,
18 she was vice chair of the ABA's Antitrust Division
19 Privacy and Information Security Comm ttee.
20 Together with the Privacy Ofice, Ms. Callahan is
21 responsi ble for privacy across DHS and al so has the
22 honor of serving as the departnent's Chief Freedom of
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1 Information Act Officer.
2 Wth that, | would ask you please to proceed and
3 t hank you very nmuch for joining us.
4 MS. CALLAHAN: Thank you very nuch, Lisa. Mc's
5 okay?
6 I want to thank all of the conm ttee nenbers who
7 are here today, particularly the new ones. | want to
8 wel conme you aboard. It is -- we have new nenbers here.
9 This is also a new |l ocation for the DPIAC. It is for

10 t he past several years, the departnent has |ooked to
11 use exclusively Federal facilities. And so, we have
12 been on quite a sojourn throughout the District of

13 Col unbi a and, actually, Virginia, now that | think

14 about it.

15 And we have gone to many |ocations, but | think
16 this is actually a really great space. So | really
17 appreci ate the Access Board's flexibility in allow ng
18 us to be here today, and | |look forward to working in
19 this space.

20 In addition, this is, | believe, Lisa's first

21 official nmeeting as chair, and we also have a new

22 Desi gnat ed Federal Official with Shannon Ballard, and
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1 so we appreciate all of you. And so, for the new
2 menbers, don't think that, oh, nmy God, everyone knows
3 what's goi ng on.
4 Not necessarily. Lisa has been, actually, one of
5 the original nmenbers of the DPI AC and so has been
6 | ongst andi ng and was vice chair earlier. But we're
7 thrilled to have her on in her newrole as chair.
8 | also wanted to nention that in slightly
9 i nconsi stent practice fromthe previous fewtines, this
10 nmeeting will be transcribed. So it will be both
11 transcri bed, and there will also be mnutes. So |I'm
12 just nmentioning that for transparency because that's
13 part of nmny job.
14 But | wanted to thank you all and to wel come you
15 all. For those who are interested in the audience, the
16 new nmenbers' biographies, brief synopses are avail able
17 at the registration table or just adjacent to it.
18 So, for your information, | give kind of an
19 overvi ew of what's happened in the departnment and
20 specifically with the departnent and privacy since
21 we've | ast met, which was in early Decenmber 2011. And
22 so, I'lIl be going through a series of different issues.
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"Il try to tie it together with things we've done in
the past. But if you have questions, again, as Lisa
said, this is a very free-flowing conmttee, and
expect to see table tents go up as | speak.

Foll owi ng ny ordinarily |ong-w nded di scussi on of
what the departnent does and is doing in privacy, we'll
have ny col | eague Don Triner, who is the Director of
Operati ons Coordination for the departnent's O fice of
Oper ati ons Coordi nation and Planning, will be joined
wth the Associate Director for Privacy Conpliance
Revi ews Jam e Danker. They're going to talk to you
about the National Operations Center Social Media
Si tuati onal Awareness Initiative.

So we've tal ked about this a couple of different
times. Don was supposed to testify, if you renmenber,
in Decenber. But due to the debate on the paper, we
had to postpone it.

The social nedia initiative, just for your
information, is a process by which the National
Operations Center, or NOC, works together to go and try
to | everage social nmedia for situational awareness of

honel and security issues. Don is going to talk about
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that and al so tal k about the privacy protections
enbedded into that process, and Jame is going to talk
about the recently conpleted privacy conpliance review.

We' ve done four different conpliance reviews of
the social nedia situational awareness that are
avai | abl e on our Web site so that we can tal k about
ki nd of how we enbed privacy into the life cycle of the
departnent's activities.

And then continuing with our schedul e of having
conmponent Privacy O ficers appear before the DPI AC,
we'll be joined by nenmbers of the U S. Coast Guard.
Commander Pat Dibari, who is Deputy-of the Ofice of
Command, Control, Communications, Conputers,
Intelligence, Surveillance, and Reconnai ssance -- and
apparently, it's C4I SR -- and Commandant Marilyn Scott-
Perez, who is the Chief of the Ofice of Information
Managenment, aka the conponent Privacy Oficer and the
conmponent FOI A officer, are going to discuss maritine
bi ometrics and sone of the work that the Coast Guard
has done specifically with regard to their Bionetrics
at Sea program

So we're going to have that to do.
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1 So now I'mgoing to turn to the Privacy Ofice's
2 acconpl i shnments, ongoing activities, and future plans.
3 If you may recall, last year | nentioned that we had

4 | aunched an initiative to exam ne the Privacy Ofice's
5 strategic plan to assess how we are aligned with the

6 departnent's Quadrenni al Honel and Security Review,

7 known as QHSR.

8 And |'m sorry. For the new people, there will be
9 a |lot of acronyns, but I'll try to define them ahead of
10 time. But the Quadrennial Honmel and Security Review

11 ki nd of every 4 years takes a snapshot and | ooks at

12 what honel and security's mssion is.

13 So we launched an initiative with the Privacy

14 Office to align our strategic plan with the Quadrenni al
15 Honmel and Security Review and to basically chart a

16 course for future acconplishnents. As part of that

17 process, | had a working group that worked on the

18 strategic plan | ooking across the departnent and across
19 the Federal Governnment in ternms of how to position our
20 of fice.

21 | also surveyed ny entire staff to ensure that al

22 their views and all the different | evels were
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consi dered as the old version of the plan was revised.
| also held an offsite with nmy senior |eadership to
revise the office's strategic goals and objectives.

And we have subsequently released the strategic
plan. | believe there are copies in the back. |If
there are not, they're available on our Wb site.

VWhat we've done is we've realigned our goals for
our fiscal year and beyond to be harnonized with the
QHSR, but also to show that we clearly communi cate our
aims going forward. There is a copy at the
regi stration and on the Web site, as | nentioned, and
I'mgoing to define what it is.

We have five major goals. And throughout ny
presentation, I'Il define it. So we were working on
t hat .

So in addition to the strategic plan, which we
| aunched on January 20th of this year, we also began to
exam ne the staff structure to ensure that it was
organi zed as effectively as possible to carry out these
new goal s and, candidly, to be ninble enough to deal
with the departnment overall. The structure had not

been | ooked at in a few years. And candidly, this has
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1 been ki nd of an evolutionary process with the

2 depart nent.

3 My office in particular, | said this when |

4 started, it felt a little bit like a start-up, and it

5 was kind of structured a little bit |ike a start-up,

6 | i ke so-and-so cane in. So, okay, this is what they're
7 doing, and this is who they're reporting to.

8 So what we tried to do is to redesign the new

9 organi zati onal structure to acconplish three

10 objectives. First, to establish new teans allying with
11 each of the five strategic goals. W then were able to
12 have our supervisors and our staff quickly map out the

13 current projects and policy initiatives and have them

14 be prioritized associated with the strategic plan.

15 We al so | ooked to del egate supervisory

16 responsibility anong existing senior staff. | have an
17 incredibly rich, diverse, talented group of senior

18 staff in nmy office. And the changes we'll nmake are

19 SES, or Senior Executive Service, |eadership be nore
20 ni nbl e, which are the Privacy O ficer and the Deputy
21 Privacy O ficer and the Deputy Chief FOA O ficer.

22 Al'low us to be nore ninble and all ow the deputies
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1 to spend nore tinme coordinating with partners outside

2 of our office while allowng, as | said, several

3 seasoned GS-15 enpl oyees to have increased managenment

4 skills and a chance to diversify their own skills.

5 Furthernore, the third goal was to create new

6 | eadership opportunities and increase staff

7 accountability.

8 The new reporting structure has clarified and

9 brought increased focus to the portfolios of each of

10 our Privacy Ofice staff. |It's also created

11 opportunities for nore junior staff to take additional
12 responsibilities and expand their skills with cross-

13 cutting working groups on subject nmatter expertise,

14 i ncl udi ng social nedia, information sharing,

15 i nternational issues, the types of issues that cut

16 across several of the different groups, but that we

17 al so have the ability to have new | eaders charging with
18 t hat .

19 So, as | nmentioned, there are five strategic goals
20 that are associated with our four divisions, which are
21 the first strategic goal is to encourage privacy policy

22 devel opnent and growt h.
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1 The second strategic goal is advocacy. This is
2 part of the advocacy, actually. But also to reach out

3 with privacy advocates and al so reach out

4 internationally and to our interagency coll eagues.
5 The third strategic goal is conpliance. And by
6 that, | nmean both privacy conpliance and maki ng sure

7 that we're consistent privacy policy, but also FOA

8 transparency conpli ance.

9 The fourth strategic goal is a new one that |I'm
10 going to spend sone tinme talking about a little bit,

11 but it's privacy oversight. How do we nmake sure what
12 we're saying is the truth? How do we make sure what we

13 prom se is what we're doing? And to take a | ook at

14 t hat .
15 And then the fifth goal | think is an inportant
16 one that | hope you guys will recognize, which is how

17 do we devel op our enployees? How do we work on

18 enpl oyee devel opnent, enpl oyee sustainability, enployee
19 growt h and opportunities?

20 And so, with those five goals, we've reorganized
21 the office to have -- to kind of follow along in the

22 order of the goals. The first one is actually privacy
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1 policy and advocacy teamthat's conmbi ned because a | ot
2 of the policy is going to influence the advocacy and

3 Vi ce versa

4 That teamis |led by Helen Foster, and its main

5 responsibilities include fostering a culture of privacy
6 and transparency, denonstrating |eadership through

7 policy and partnershi ps, and providi ng outreach,

8 education, training, and reports in order to pronote

9 privacy and openness in honel and security.

10 The second group aligns with the third goal of the
11 strategic plan, which is privacy conpliance. That's

12 | ed by Becky Richards, our Senior Di‘rector for Privacy
13 Conpliance. And its main responsibilities are ensuring
14 that DHS conplies with Federal privacy |laws and

15 policies and adheres to the fair information practice
16 princi pl es.

17 The fourth group is also associated with the third
18 goal of the strategic plan, which is the Freedom of

19 I nformati on Act portion of the office, |ed by Deputy
20 Chief FOA Oficer Delores Barber, who is in the
21 process of hiring a Senior Director for FOA to match

22 the others in the office. The FO A team has the main
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1 responsibilities for ensuring that DHS conplies with

2 Federal disclosure | aws and policies.

3 The fourth group is oversight, |ed by Mrtha

4 Landesberg, whose main responsibilities include privacy

5 conpliance reviews, sonme of which you'll hear about

6 t oday, privacy investigations, privacy incident or data

7 breach responses, and privacy conpl aint handling and

8 redress.

9 The fifth group is our adm nistrative team known
10 as the PACT, which goes and knits us all together, and
11 it's also where our fifth goal in ternms of enployee
12 responsibility will also be housed.

13 So we're very excited about the strategic plan.
14 It's been -- from an operational inplenmentation

15 perspective has been great, and | think it's really

16 hel ped mature the office and get into a circunstance
17 where the office and its responsibilities are |ess

18 personality driven and nore subject matter driven. So
19 we're really excited about that.

20 We have other initiatives associated with

21 efficiency and sustainability. Small as ny office is,
22 with 45 full-tinme enployees, we have anot her
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1 opportunity to identify savings in the next year, which

2 is that we're going to be relocating our offices to

3 downt own Washi ngton, D.C., effective August 1st. It's

4 where the Technol ogy Commttee net earlier today.

5 It is -- we're very excited about it. [It's going

6 to be good. We're going to be sharing space with nore

7 DHS entities. W won't have to walk 6 blocks to get to

8 a SCIF. And it's going to be a good circunstance.

9 We currently have nore space than we need for our
10 staff, and that's made us have to pay nore for it. But
11 we al so can't downsize because it's a full floor in
12 Rosslyn. But we're going to be able to reduce our
13 office footprint, contain costs by noving to a smaller
14 and nore nodern space, and we're going to be able to
15 | everage sone of the DHS synergies as well. So we're
16 really excited about that.

17 Speaki ng of sustainability and strategic plan,
18 several of you may know that ny |ongtinme deputy John
19 Kropf departed Federal service at the end of January,
20 shortly after we |launched the strategic plan. And |
21 actually couldn't have gotten the strategic plan done

22 wi t hout John and wi thout ny chief of staff, Jordan
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1 Gottfried.

2 But John had a phenonenal opportunity to take in

3 the private sector and so has |left Federal service.

4 And it was sad for us, but it was a great opportunity

5 with the strategic plan coming in to have sone of the

6 nore senior staff take real |eadership roles. And then
7 we al so went out and solicited to get a new senior

8 executive status person to cone in.

9 We' ve been incredibly fortunate to hire Jonat han
10 Cantor, the fornmer Chief Privacy O ficer of the

11 Department of Conmerce and the fornmer Chief Privacy

12 Officer for the Social Security Adm'nistration, to cone
13 and join the departnent as ny deputy. So we're really
14 excited about that, and we think it's going to be a

15 great opportunity.

16 And we're looking to learn from Jonathan, and |

17 know he's excited about working with our office as well
18 on the conplex issues that the departnent deals wth

19 every day.

20 So, speaking of that, let's talk a little
21 substance for a second. |I'mgoing to tal k about what
22 the office is doing in order of the strategic plan. |If
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you notice a theme here, we're going to tal k about
policy and advocacy first.

First, with regard to training, right? That's
kind of a core elenent. You've got to nake sure that
peopl e know what they're doing before we can go and
make sure that they're conplying with it.

So we have a new online privacy course. W've
tal ked about this a few tinmes, but we're very happy
that we finally were able to inplenment a brand-new
mandat ory online privacy awareness course across the
departnment. We just launched it in early June, and
it's been very successful.

Partici pant survey results have been very
positive, and we've had a | ot of people indicate that
it, indeed, is both informative and relevant to their
job. So that's what we want to do is really make it
rel evant to the user

We' ve al so been able to work on sone interagency
training and processes. Under the aegis of the CIO
Council Privacy Commttee, of which | ama co-chair,
Steve Richards, our Associate Director for

Communi cations and Training, co-presented a workshop on
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1 privacy training and awareness best practices in May to
2 over 135 privacy staff from across the Federal

3 Gover nment .

4 Steve also created a Wb site on an internal

5 Governnment portal to go and provide the training and be
6 able to | everage best practices for all the Federal

7 Privacy Oficers to share and obtain resources so that
8 they can all create cultures of privacy within their

9 agenci es without having to reinvent the wheel.

10 Particularly in a fiscally constrai ned environnment, we
11 t hought that that was a very good use of our tine.

12 We are also in the process of devel oping a

13 conpr ehensive review of all privacy-related training

14 here at DHS to identify gaps and to devel op new and/ or
15 | mprove existing course work. We want to make sure

16 t hat we standardi ze the training across the agency and,
17 where possible, make it available online. AlIl good

18 goal s, hopefully, that you'll agree.

19 We al so worked on sone privacy conpliance training
20 for the departnent and also for the Federal Governnent.
21 On June 20th, we held our sixth annual conpliance

22 wor kshop that was attended by 221 people from 40
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1 different agencies. It was a really great opportunity.
2 It's the only annual training avail able to Federal
3 practitioners that focuses on Federal privacy
4 conpliance -- on the Privacy Act, on the E-Gov Act, on
5 FI SMA -- and maki ng sure that we understand that.
6 Qur conpliance group offered training on those
7 i ssues. It also tal ked about, in addition to the

8 statutes, the new N ST 800-53 Appendix J, which |'m

9 going to nmention briefly, and provided practical

10 training on howto read a system of records notice,

11 whi ch | probably should have sat in on that training on
12 t hat one.

13 We' ve al so been active with some public outreach.
14 As you know, | have quarterly outreach neetings with

15 privacy advocates and held two of those, one in March

16 and one in June of this year.

17 We al so have an annual Privacy O fice speaker
18 series to tal k about energing privacy issues. |If you
19 recall, this past year was the first tine we had a

20 t heme that ran throughout the entire year, which was
21 cybersecurity. And we opened up the series to all

22 Federal workers and contractors. |It's been quite
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1 successful, with over 100 people attendi ng each event.
2 And there have been two wor kshops since Decenber.
3 One on January 11th, which provided an overview of the
4 oper ati onal cybersecurity program and system known as
5 Ei nstein, or NCPS, and the planned strategy for the

6 future of cybersecurity protections across the Federal
7 Governnment. One of the speakers at that event was

8 Brendan Goode, who the Cybersecurity Subcomm ttee knows
9 quite well. And that was very well received.
10 And then on April 15th, we had three experts on
11 virtual worlds discuss the many applications of virtual
12 worl ds and their inpact on privacy, ‘as well as a
13 hi story of a real Panopticon prison in Phil adel phi a,

14 which is the old prison that is in the m ddle of

15 downt own -- what is downtown Phil adel phia now. And
16 it's -- what's it call ed?
17 Eastern St at e. Eastern State Prison that was

18 built in the 1700s, and it was this really interesting
19 soci ol ogi cal theory on kind of if everyone is in

20 solitary, will they get better? But they're watched
21 all the time. That's the Panopticon elenent of it.

22 It's a really interesting presentation and really
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1 i nteresting way of thinking about how has privacy

2 evol ved and what did it nean in the 1700s and what does
3 it mean now. So it was really very interesting

4 presentations.

5 We're going to continue the speaker series next

6 year with new thematic topics.

7 W also -- as this coomittee is aware, we've been
8 working with State and | ocal fusion centers for quite
9 some time, and that work continues. Since our |ast

10 meeting, our in-person training programhas visited

11 fusion centers in Al aska, Col orado, Connecticut, |owa,
12 M nnesota, Oregon, Wsconsin, and rirght here in D.C.,
13 training over 200 State and | ocal fusion center

14 representatives on privacy and civil rights and civil
15 liberties, conmbining with our Office for Civil Rights
16 and Civil Liberties.

17 And we have hit nore than half of the fusion

18 centers with this kind of in-depth training while we
19 al so, as you may recall, have trained all of the
20 i ndi vidual privacy and civil liberties officers in the
21 71 operational fusion centers.

22 We are also going to be planning on a conference
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1 here in Washington to work with those privacy and civil
2 i berties officers there in the fusion centers to help
3 updat e, again, share best practices, see how things are
4 goi ng on. There has been sone turnover since we |ast
5 saw t hem about 14 nont hs ago.
6 We al so participated for the fifth year in a row
7 in the national fusion center conference in Phoenix,
8 Arizona. This year, the conference was scal ed back to
9 focus on training. Therefore, our Privacy Ofice staff
10 participated in a nunber of the training sessions,
11 anong ot her things, on the chall enges of inplenenting
12 their privacy policies and on the use of social nedia,
13 which is a very worthwhile inplenentation on our part.
14 Wth regard to our work internationally, we have
15 several results of note that | want to highlight. On
16 June 28th, in coordination with the Departnent of
17 Justice, Public Safety Canada, and Justice Canada, ny
18 office led efforts to devel op and now | aunch a joint
19 statenment of privacy principles that will guide and
20 informthe U S./Canadi an i nformation-sharing
21 initiatives.
22 As you all may recall, the U S./Canada Beyond the
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1 Border decl arati on was announced in February 2011 and
2 articul ated a shared vision where both countries work
3 together to address threats at the earliest point

4 possible while facilitating the legitinmte novenent of
5 peopl es, goods, and services into our countries and

6 across our shared border.

7 The joint privacy principles, as | said, announced
8 | ate | ast nonth, are based on comonly understood

9 privacy protections and fair information practice

10 princi ples, such as the OECD privacy guidelines, and
11 are consistent with the laws in each country.

12 My office will continue engagenent with

13 st akehol ders to ensure effective inplenmentation of the
14 principles to all the Beyond the Border initiatives.
15 We think it's a very inmportant statenent with regard to
16 t he Beyond t he Border program

17 In addition, we've tal ked about the U S./EU

18 passenger nanme record agreenent. We had the Deputy

19 Secretary appear before this commttee [ast year. On
20 Decenber 14th, Deputy Secretary Lute signed a new

21 passenger name record agreenment with the United States

22 and t he European Uni on.
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1 The agreenent passed the Council of the European
2 Uni on with strong support and was ratified by the
3 Eur opean Parliament on April 19, 2012. Having been

4 t hen approved by the Justice and Honme Affairs mnisters

5 on April 26, 2012 -- and if anyone wants to tal k about
6 EU process, cone and let nme know. [It's byzantine at

7 best .

8 But the PNR agreenent reaffirms our commtnent to

9 extend essential security arrangenents and protect
10 i ndi vidual liberty across the breadth of the U S./EU

11 relationship. M office, CBP privacy, and CBP overall

12 wll continue to ensure conpliance with our conmm tnents
13 in that agreenent.
14 Ot her ongoing projects in the international space.

15 The Privacy O fice continues to work on the interagency
16 negoti ation sessions on a U S./EU unbrell a agreenent

17 that would provide a framework for nutual recognition
18 of our privacy systens to facilitate the exchange of

19 | aw enf orcenent i nformation.

20 The Privacy O fice also continues to contribute to
21 the departnment discussion on the devel opnment of

22 i nformation-sharing initiatives under the five country
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1 conference, which is a forum of cooperation for

2 m gration and border security between the countries of
3 Australia, Canada, New Zeal and, the UK, and the United
4 St at es.

5 Privacy O fice staff reviews the five CCs. That's
6 what it's called, the information-sharing agreenents,

7 to ensure consistency with privacy |l aw and policy, as

8 wel | as transparency through anmendnents to the privacy
9 I npact assessnents.

10 The Privacy O fice also continues to support the
11 departnment’'s inplenentation of preventing and conbating
12 serious crines agreenents, which are required for any
13 country who's participating in the Visa Wiiver Program
14 We're al so engagi ng those partners to enhance the

15 under standing of U.S. privacy framework and DHS privacy
16 policy regarding information sharing under the

17 Preventing and Conmbating Serious Crines Initiative.

18 We al so have been making significant contributions
19 to the OECD s Working Group for Information Security
20 and Privacy and adjacent volunteer group, which is
21 reviewi ng the 1980 OECD privacy gui delines, cooperation

22 on enforcenent of privacy |law, and the upcom ng review
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1 of the OECD guidelines on information and network

2 security, which is essentially cybersecurity. And

3 we' ve been working to make sure that any changes be
4 consistent with FO A, the Privacy Act, the E-Gov Act,
5 and OMB gui dance for the public sector.

6 We are also | eading a privacy training group under
7 the CIO International Privacy Subcommi ttee, where

8 efforts are underway to create a briefing on

9 I nternational privacy issues for the interagency

10 communi ty and consi der ways to push out privacy best
11 practices to our international partners.

12 We've al so had a series of neetings with

13 i nteragency and international partners on privacy

14 framewor k, including from Canada, the EU, Finland,

15 Germany, Ukraine, and Article 2 working group. So

16 we're still working on outreach el enents on that as
17 wel | .
18 I n August, we're going to be participating in the

19 first Departnent of Homel and Security sponsored
20 training program titled "Understandi ng and
21 Representing DHS Overseas.” As | nentioned in previous

22 updat es, over the past 18 nonths, the Privacy Ofice
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1 has been contributing to the devel opnent of this
2 training session targeted at DHS officials being
3 depl oyed overseas.
4 The Privacy Ofice will use the opportunity to

5 convey a conbi nati on of knowl edge and skills to enhance
6 on-the-job performance to allow internationally posted
7 enpl oyees to spot potential foreign policy issues

8 br ought about by m sunderstandi ngs about the U. S.

9 privacy framework, DHS privacy policies, or other

10 m spercepti ons about DHS information-sharing wit

11 | ar ge.

12 Qur goal is to provide a high-level overvi ew of
13 U.S. privacy law and policy to those outbound attaches
14 and to rai se awareness of the global privacy policy

15 I ssues that could inpact DHS m ssions and objectives.
16 In addition to sone of the international work,

17 we' ve had a | ot of donestic revisions and maturations
18 on that side. In March, we published a conpletely

19 revised version of our handbook for safeguarding

20 sensitive personally identifiable information, which
21 sets m ni mum standards for how departnment personne

22 shoul d handl e sensitive PIl in paper and el ectronic
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1 formduring their everyday work activities at the
2 depart nent.
3 Included in this revision are best practices for

4 handl i ng sensitive PIl while tel eworking, which, of

5 course, as you know, has becone nore conmon throughout
6 the Federal Governnent.

7 Later this nonth, | will testify on the state of

8 Federal privacy and data security |aw before the Senate
9 Subcomm ttee on Oversi ght and Governnment Managenent,

10 which is under the Senate Honel and Security and

11 Governnment Affairs Commttee. The hearing will exam ne
12 the Privacy Act, the E-Governnent Act, and related

13 privacy laws to ensure that they effectively protect

14 privacy in the 21st century. |'ve been invited to

15 provi de cont ext based on ny experience serving as the
16 departnent's Chief Privacy Oficer.

17 That was all policy and advocacy. Now we're going
18 to switch briefly to conpliance, which is I'"'mgoing to

19 qui z you what goal is conpliance?

20 Renar d?
21 MR. FRANCO S: To make sure that we conmply with --
22 MS. CALLAHAN: No, what's the nunber? 1It's three.
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1 It's the third one. W got the third one. |'m going
2 to quiz you.
3 MR. FRANCO'S: |'Ill |eave the room
4 (Laughter.)
5 MS. CALLAHAN: Since our |last neeting in Decenber,
6 t he conpliance group has approved 475 privacy threshold
7 anal yses. | also have approved 29 PI As and published 2
8 system of records notices.
9 Overall, our FISMA privacy score has increased to
10 82 percent for privacy inpact assessnents and 95
11 percent for SORNs. The scores that are reported to OVB
12 are not static because new systens cone online, and old
13 ones are retired and so on. But we have seen an
14 increase in the PIAs, 2 percent in this cal endar year.
15 We're also very pleased to highlight that during
16 this reporting period, FEMA got 100 percent conpliance
17 for both its PIAs and its SORNs, thanks to the
18 | eadership of the FEMA Privacy O ficer Eric Leckey, who
19 is famliar to many of you.
20 We have continued to build privacy into the
21 departnment’'s security process. In June, the reporting
22 for I T security has begun to col or code the privacy
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scores for PTAs. The coding of the PTAs wi Il highlight

where i nprovenent is needed for conponent executives.

In October, the PIA score will start to be color
coded. Scores below 70 percent will be red, 80 percent
for yellow, 90 percent for green. | don't know what
color Eric will be, and I have a coupl e other

conponents that 1'd like to give thema color. So --

(Laughter.)

MS. CALLAHAN: | want to highlight two key privacy
I npact assessnents that | think will be of interest to
t he departnent or, excuse ne, to the commttee. W
spent a lot of time devel opi ng where the Custons and
Border Protection, CBP. | realized | used that acronym
earlier without defining it. But Custons and Border
Protection, their automated targeting system and their
anal ytical framework for intelligence.

Both of these systens pose new and interesting
privacy issues because they ingest data from source
systenms and then process that data. The departnent
very much used sone of the guidance that was provided
in the DPIAC s 2011 paper on information handling to

hel p i nform sonme of the decisions we are making in the
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1 systenms that we are ingesting.
2 But | would Iike just to note that the federated
3 search concept has not yet been | aunched by the
4 departnent. So it's not -- we did not take all of the
5 t houghts or recomendations in the paper.
6 Both the system of records notice were out for

7 comment. So we received comments on both progranms, and
8 we are in the process of responding to that through the
9 final rule process. Those should be published,

10 hopeful ly, shortly.

11 And finally, the Conpliance Ofice is in the

12 hiring phase. Two of our conpliance enpl oyees have

13 noved on. We've brought on a new enpl oyee, Dayo Si mrs,
14 from Social Security Adm nistration. And you notice

15 that I'mtaking the people from Social Security

16 Adm ni stration, and we're looking to hire two nore. So

17 havi ng the word out.

18 | turn nowto the FO A side of conpliance, which
19 is the, again, third goal in our new strategic plan. |
20 i ssued a nmenorandum in January, entitled "Governnment

21 Openness” -- the Departnent of Honmel and Security

22 applies both the letter and spirit of the Freedom of
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1 I nformati on Act -- which reaffirned the departnment's
2 comm tment to openness and transparency.
3 | also then issued a policy nmenorandumto help
4 support intra- and interagency collaboration on FO A
5 requests to how to inplenment the new Departnment of
6 Justice recomendati ons on how to handle referrals,
7 consul tations, and coordination. The policy encourages
8 conmponents to | everage opportunities to nore
9 efficiently handl e those consultations electronically
10 or establishing guidelines or protocols to nore quickly
11 deal with circunstances where nore than one conponent
12 or agency has material that's responsive to the FO A
13 In March, Secretary Napolitano announced the
14 departnent's recognition of Sunshine Wek by
15 recommtting to the letter and spirit of the FO A and
16 by pronoting -- continuing to pronote transparency and
17 openness.
18 The DHS FO A office has al so been working on a
19 series of training, including a February session to
20 mat ch nmy menorandum and to hel p i npl enent the
21 Department of Justice new guidelines on consultations,
22 referrals, and coordination. And we also in April

Alderson Reporting Company
1-800-FOR-DEPO



Meeting July 17, 2012
Washington, D.C.

Page 36

1 received an especially tailored training fromthe

2 O fice of Governnment Information Services, which is a
3 new or gani zati on scheduled in NARA to hel p the

4 onbudsman for FO A processing. The training was on

5 al ternative dispute resolutions, and a repeat session
6 I's scheduled for later this sunmer.

7 DHS FO A | aunched a new Web site in April with an
8 eye towards better educating the public about the FO A
9 process and reconceptualized to maxim ze usability.

10 The site featured a sinplified nmenu and graphic |inks
11 to rich content, and the reorgani zed DHS online FO A
12 library, which is a really inmportant el enent and has
13 really expanded significantly in the past 3 years,

14 hel ps bring together docunents by type, directives,

15 i nstructions, frequently requested records, with an

16 i ndex page that hel ps people find it.

17 Ten thousand one hundred eighty-five pages have
18 been proactively so far this year, including about 600
19 pages relating to Occupy Wall Street records, and about
20 600 relating to the Jones Act waivers.

21 |'ve talked a little bit about FO AXpress, which

22 i's, hopefully, going to be an enterprise-w de solution
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1 for processing FO A throughout the Departnment of

2 Honel and Security. As you know, as it currently

3 stands, each of the processing is done with several

4 di fferent databases, different processes, |limted

5 i nteroperability, and it's | aborious, tinm consum ng,

6 and obvi ously can conpron se data integrity.

7 So we are working to have the FO AXpress process
8 | aunched by the end of the fiscal year, and we think
9 that that is very reasonable. W' Il launch it first

10 wth the Privacy Ofice, go to headquarters, and then
11 roll it out very quickly to the conponents whose

12 licenses we're |l everaging, including nmy good friends
13 fromthe U S. Coast Guard. So we're |ooking forward to
14 havi ng an interoperable, enterprise-w de processing

15 sol uti on.

16 Candidly, an area of increasing concern in the

17 department is the FO A backl og, which we've been

18 wor ki ng to devel op best practices to manage, but the
19 scope is quite significant. W have been neeting with
20 FO A officers and officials from other agencies,

21 | ooki ng at technol ogy, training, and staff devel opnent

22 ways to manage the backlog. W' ve also been trying to
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1 have a surge approach to certain conponents who have a
2 signi ficant backl og.
3 The department's FO A, just to rem nd you, was
4 175,000 FO As received | ast year. W |ook to -- we'l
5 i kely break that record this year, and we've been
6 really trying to | everage a bunch of different
7 opportunities.
8 Wth that said, it's still a lot of people. 1It's
9 a |lot of people. It's a lot of nunmbers, |ot of things.
10 Turning to our |ast new group, which is the
11 Privacy Oversight Commttee, which is what goal nunber,
12 Howar d?
13 MR. BEALES: Five.
14 MS. CALLAHAN: Four. But you knew there were five
15 goals. That was good.
16 (Laughter.)
17 MS. CALLAHAN: The fifth one is enployee
18 devel opnent. So, so privacy oversight is our fourth
19 goal, and it's a new teamcreated fromthe strategic
20 review. But | think it's really inportant, and | think
21 this commttee will, hopefully, appreciate that the
22 synergies that are created by bringing together
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1 conpl ementary functions are already strengthening the
2 office's oversight role throughout the Departnent of
3 Honmel and Security.
4 Privacy conpliance reviews, you're going to hear a
5 little bit about a specific exanple of that when Don
6 and Jam e testify later on. Jam e Pressman Danker al so
7 testified on how we're rolling this out about 2 years
8 ago, and now we're going to talk about concretely how
9 we apply it.
10 We' ve been working on privacy conpliance reviews
11 and ranping up that function basically since Decenber,
12 since the commttee last met. Since then, the Privacy
13 O fice has rel eased three public reviews on privacy
14 conmpl i ance reviews, including the Einstein program the
15 departnment's use of social nedia for comunications and
16 outreach, and the biannual assessnment of the National
17 Operations Center publicly avail able Media Monitoring
18 and Situational Awareness Initiative.
19 The two privacy conpliance reviews conducted on
20 soci al nedi a uses are good exanples of how DHS enbeds
21 full life cycle protections into systens and prograns.
22 Specifically, the PIAs for these two initiatives
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explicitly include privacy conpliance review

requi rements in the PIAs thensel ves, thus enabling our
office to confirmthat protections built into the PIA
process are adhered to and to identify any
recomrendati ons of inprovenent.

The oversi ght team has an ongoi ng revi ew taking
pl ace of a classified multiagency information-sharing
envi ronnent and on DHS's participation in the |ISC
Suspicious Activity Report Initiative.

In addition to | ooking for opportunities to build
privacy conpliance reviews into the privacy inpact
assessnent process, we seek to spread privacy
conpliance reviews as a best practice for the Federal
Governnent. To date, we've provided briefings to the
Cl O Council Privacy Commttee Best Practices
Subcomm ttee and during our recent privacy conpliance
wor kshop, which was as | nentioned earlier.

And you will, of course, hear nore about the PCR
process and the social nedia situational awareness
| ater on today.

Speaki ng of social nedia, on June 8th, the

departnent becane the first departnent to have a
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depart ment -wi de managenent directive on privacy policy

for operational use for social nedia. This is not

communi cati ons and outreach, which we have a privacy

I npact assessnent, and this is not on situational

awar eness, which we have a privacy inpact assessnent.
But this is, instead, a managenent directive that

goes to each of the individuals in the departnment to

make sure that they have privacy protections in place

when social nmedia is used to carry out its authorized

m ssi on. The managenent directive and associ at ed

instructions detail specific steps conmponents nust take

bef ore engaging in the operational use of social nedia.
These steps include conpleting tenplates to

docunent their authority to engage in the operational

use, provide annual training to the departnment's

enpl oyees authorized to utilize social nmedia, and

creating specific authority-based rules of behavior

t hat enpl oyees nust follow while utilizing social nmedia

to inmplement their own authorities. And | think it's a

really inmportant step, and we're hoping to be rea

| eaders in this in the Federal Governnent.

Speaki ng of social nedia, on February 16th, |
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1 testified before the House Comm ttee on Honel and
2 Security Subcomm ttee on Counterterrorism and
3 Intelligence regarding the departnent's use of soci al

4 medi a. The testinony addressed the purposes and

5 appropriate privacy protections for which DHS uses

6 soci al nmedia through external comunications and

7 outreach via PIA situational awareness via PIA and

8 operational use. And that's where the managenent

9 directive will address that.

10 Wth regard to privacy incident handling or data
11 breaches, on January 30th, my office issued revised

12 privacy incident handling guidance, ‘the PIHG the

13 i nfamobus PIHG. The revised PIHG is streamined to

14 i ncl ude nore specific detailed guidance for all stages
15 of privacy incident handling fromincident reporting
16 t hrough escal ation, investigation, mtigation, and

17 notice of affected parties to closure.

18 The version contains nore rel evant exanpl es and
19 accurately represents the incident handling process as
20 it exists today. In January, the Oversight Ofice

21 hosted two privacy incident handling nmeetings with

22 conmponent Privacy O ficers, points of contacts, and
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1 security operations staff. And in addition, we plan to
2 conduct outreach on privacy incidents and how to

3 | ever age best practices.

4 As you know, one elenent of nmy authority that's

5 fairly unique anong Privacy O ficers is the authority
6 to conduct investigations. The 9/11 Comm ssion Act

7 explicitly expanded ny responsibilities to have

8 i nvestigatory authority, the power to issue subpoenas -
9 - so watch out -- the ability to conduct regular

10 reviews of privacy inplenentation, and greater

11 coordination with the Inspector Ceneral.

12 Pursuant to this authority, since Decenber, the
13 oversi ght team conducted two investigations that led to
14 findings of nonconpliance with DHS policy. One of

15 these investigations involved a conponent's use of

16 soci al nmedi a, speaking of social nedia, for operational
17 use without the appropriate oversight and protections
18 for collecting and using Pl

19 Based on these findings, the oversight team
20 devel oped the managenent directive that | just
21 mentioned to make sure that the entire departnent

22 conplies with the sanme standards.
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The second investigation was pronpted by a
referral fromthe DHS Ofice of Inspector General, and
the purpose of the investigation was to determ ne
whet her the DHS conponent's information-sharing pil ot
with an external agency was in conpliance with DHS
policy and the Privacy Act. The investigation resulted
in a statement of conclusions drawn fromthe
i nvestigations and steps to take to ensure that any
information sharing is inplenented in a privacy
protective way.

As you can hear, the privacy oversight team
al t hough very new, is certainly very active. And so,
we're |l ooking forward to the teamto continue to
coal esce and that we're going to develop a set of
standard operating procedures for the oversight team as
part of the strategic plan and the rollout of that.

So, with that said, Madam Chairman, | have one
final note, which is this is ny final DPIAC. | am --
after 3 1/2 years, 12 DPIACs, and 3 new committee
menbers -- departing the departnment as of July 31st.

The good news is |I've got to testify on ny | ast

day, as | nentioned. That's ny parting gift to the
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1 Congress. And it's also tinme because the office nove

2 I's scheduled for August 1st. So | don't want to have

3 to pack and unpack twice is really what it boils down

4 to.

5 But, no, it's tine. As you can hear, the

6 departnment and the office is in a great place. The

7 strategic plan is in a great place. W're really in a
8 wonder ful opportunity. And so, with that, ny report

9 concl udes.

10 M5. SOTTO. Well, with that last bit, let nme just
11 say it's been a deep, deep pleasure to serve with you

12 and for you, and we wi sh you enornmous |luck. Don't do

13 t hat .
14 We wi sh you enornous luck in your new career, and
15 you'll let us know where that is. And boy, it's going

16 to be tough w thout you.

17 Thank you.

18 MS. CALLAHAN: Thank you

19 (Appl ause.)

20 M5. SOTTO  You know, | will comment before

21 turning to questions. The |uxury of having privacy

22 oversight is not sonmething that we should take for
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1 granted. | just spent the | ast week in Serbia,

2 advising the data protection comm ssioner there.

3 can't tell you how many years they are away from

4 oversi ght because they don't have any of the prograns,
5 of course, to support even a vaguely effective program
6 So oversight conmes nuch later. That is, it really
7 behooves us not to take that for granted. So thank you

8 for doing that and for really putting in place an

9 i ncredi bly effective, well-oiled nmachi ne.
10 MS. CALLAHAN: Thanks. Thank you
11 The oversight, | really think it is in the

12 evol utionary stage. It kind of goes through that whole
13 process, right? Policy, advocacy, conpliance, and we

14 end with the oversight to nake sure as part of the

15 i nformati on governance, it's all part of the life
16 cycle.
17 And | think it's really -- it's a nice conbination

18 to have the privacy conpliance reviews that you're
19 going to hear about be nmerged with the investigations,
20 as well as the incidents, right? Because it's, okay,
21 have we done what we said we did? Have we net the

22 prom ses we've said?
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1 If we haven't, how do we mtigate that? How do we
2 aneliorate that? How do we |everage it and prove it

3 and have best practices going forward?

4 And so, it's a great team It's a small team

5 They're mni, but mghty, | believe is what Martha

6 calls them But | think it is kind of a maturation of
7 t he concept and, actually, the departnent’'s acceptance
8 of privacy as part of the whole process.

9 So I"mexcited about it. It will be fun to watch

10 t hat devel op

11 MS. SOTTO.  Thank you.

12 Joanne?

13 MS. MCNABB: It would be -- okay, press sonething?
14 MS. CALLAHAN: dClick it.

15 MS. MCNABB: |It's all changed since this new

16 little dealie got added. |Is that it?

17 M5. SOTTO It's near the nunber. Go down to the

18 bottom

19 MS. MCNABB: Now? Before | ask nmy question, which
20 is very mundane, Mary Ellen, |'ve been on this

21 commttee since the beginning, and |I've seen the

22 Privacy O ficers cone and go. And --
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1 MS. CALLAHAN: There have only been two others.
2 (Laughter.)
3 MS. MCNABB: |'ve seen themall.
4 MS. CALLAHAN: Right. Four in total, three
5 of ficial.
6 MS. MCNABB: So, yes. And | think what's

7 characterized your regi ne has been a real deftness in

8 bl endi ng the keeping the bureaucratic processes, the

9 stream of reports thing that have to be done, seriously
10 keepi ng that going and at the sanme tinme doing sone

11 really groundbreaking work on cutting issues, on

12 enmer gi ng, devel oping issues, and really building on

13 sone of your stronger -- sone of the stronger of your
14 predecessors, on their involvenent and the nmeat of it.
15 You' ve really bitten off nore of that.

16 I'"mgetting a bit of a nmetaphor here. But | think

17 you' ve done a lot to be proud of.

18 MS. CALLAHAN: Oh, thank you

19 MS. MCNABB: So thank you very nuch.

20 And ny question is --

21 MS. CALLAHAN:  Yes.

22 MS. MCNABB: | think |I've asked questions |ike
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1 this before and sonehow maybe | just don't follow up on
2 them About this new online training, would it be

3 possi ble for us to have access to that in some way? |
4 know it's probably on the intranet, but can we get it

5 on a CD or sonething?

6 MS. CALLAHAN: We can | ook into you guys getting

7 access to it. It is not available on the DHS public

8 Web site.

9 MS. MCNABB: Right.

10 MS. CALLAHAN: It is kind of a practitioner's

11 goal, but we can |look to see if we could --

12 MS. MCNABB: Through maybe HSIN - -
13 (Laughter.)
14 MS. CALLAHAN: Okay. We can talk about HSIN

15 offline. But it is, yes, we can see if we can get the
16 comm ttee menbers a DVD for it.

17 MS. MCNABB: | think it would be very useful. |
18 know that | and | assune other people maybe in their
19 organi zations are westling with inproving and

20 devel opi ng a better version of training.

21 MS. CALLAHAN: It's hard. You've got to kind of

22 take the bal ance of you want to nake sure you get the
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1 content there. You want to make sure you hold their
2 attention. | see Privacy Oficers nodding as |I'm
3 tal ki ng about this. Hold their attention, but make it
4 rel evant to them right?
5 They don't want to tal k about such and such
6 exenption of the Privacy Act. They want to know, okay,
7 what do | do when | have an incident? What do | do
8 when | deal with ordinary course information, and so
9 on? And that's what we've tried to do and nake it very
10 practical .
11 So the idea here is to have this kind of core
12 el ements because the departnent is required to train
13 all of its enployees and its contractors. And if you
14 | ook at nmy quarterly reports, the nunbers are really --
15 there are five digits every quarter in terns of
16 training.
17 But we're going to give this core training, kind
18 of what do | need to know, neat and potatoes stuff.
19 And then kind of the idea is to then to do concentric
20 circles.
21 So, okay, so if we're tal king about specific types
22 of training for |aw enforcenent, what should they know

Alderson Reporting Company
1-800-FOR-DEPO



Meeting July 17, 2012
Washington, D.C.

Page 51

1 that's different fromor nore in depth than the neat

2 and pot atoes overview training? And kind of go out

3 l'i ke that and work with the components because the

4 conmponent Privacy O ficers, of course, know the

5 responsibilities of their staff nmuch nore than we do

6 and to try to help tailor it. But again, |everage it

7 so we don't have 11 different trainings for 11

8 different Privacy Officers within the departnent.

9 So this is a first stage, but we're trying to help
10 build it.

11 MS. MCNABB: And to support ny request, | provided

12 the training that we prepared to Becky in devel opi ng

13 this.

14 MS. CALLAHAN: Duly noted, Ms. McNabb. Duly

15 not ed.

16 M5. SOTTO. Barry Steinhardt?

17 MR. STEI NHARDT: Thank you.

18 Li ke Joanne, | have a question. But first, | want

19 to offer my thanks to Mary Ellen for her extraordinary
20 service. She nentioned very quickly sonmething that |
21 think is an inmportant innovation, which is that she

22 nmeets periodically, |I guess quarterly, with the privacy
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1 advocacy conmmunity.
2 I know those neetings are not always pl easant for
3 you, Mary Ellen.
4 MS. CALLAHAN: Actually, they're fine. That's
5 okay. Thank you for thinking that they aren't
6 pl easant. They're not bad. | have worse internal
7 nmeeti ngs, Barry.
8 (Laughter.)
9 MR. STEINHARDT: | don't really want to be in
10 those. | know that neetings can sonetinmes surface

11 differing points of view, but | think they' ve been

12 extraordinarily inportant in allow ng the advocacy

13 community -- and here 1'll speak for the advocacy

14 communi ty, although sonme on this commttee nay want to
15 of fer another point of view But |I think they've been
16 extraordinarily inportant in allowing for free flow of
17 exchange of information between the departnment and the
18 advocacy community.

19 We've recently had one matter that 1"mgoing to
20 ask about a separate matter. W' ve recently had one
21 matter that we had an opportunity to strai ghten out

22 before it becanme controversy. | think that's the sort
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1 of inportant outcome of those neetings.
2 So nmy question is this. Can you offer us, offer

3 the commttee any sort of general information about

4 this matter? The Attorney General has issued a

5 directive on behalf of the President, | guess,

6 requiring that conponent agenci es which have persona

7 information related to possible terrorists or who are
8 suspected of terrorismnust give that information to

9 the National Counterterrorism Center, to oversinmplify
10 it here.

11 And | know that DHS has a | ot of such information,
12 and |I'mjust wondering what -- if you can tal k about

13 what the plans are of the departnment to conply with

14 that directive and what the process is for deciding

15 what information will be given and what for?

16 MS. CALLAHAN: Sure. No, |'m happy to do that. |
17 want to do a little bit of stage setting because | know
18 that was -- Barry spent sonme tine paying attention to
19 this. But just for the awareness of all the commttee
20 menbers.

21 The Attorney Ceneral is required under the

22 Executive Order 12333, also known as 12-triple-3, to
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1 approve the guidelines for information sharing for each
2 of the intelligence community agencies. So they're

3 call ed AG guidelines. So they're guidelines that he

4 approves in his capacity as the chief |awer for the

5 Federal Governnment. Each, as | said, intelligence

6 communi ty has these AG gui delines for handling of

7 i nformati on.
8 In March of this year, the National
9 Counterterrorism Center, which I'll define in a sec,

10 had new Attorney General guidelines that do not require
11 the sharing of information, but instead allow the

12 sharing of federally collected information that resides
13 i n Federal agencies if that information is reasonably
14 believed to contain terrorisminformtion

15 There is not a percentage associated with that.

16 There is not an adjective associated with that. But if
17 t he database itself is reasonably believed to contain
18 terrorisminformation.

19 The National Counterterrorism Center is an

20 organi zation that was stood up post 9/11 to do what?

21 To connect the dots, right? Right, we always heard

22 9/ 11, they didn't connect the dots. So NCTCis a
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1 relatively new entity that was designed to connect the
2 dots. It is also allowed to collect information on
3 U.S. citizens, unlike some of the other agencies, and
4 "Il stop there in ny description of NCTC
5 So the NCTC has its guidelines were approved by --
6 NCTC s gui delines were approved by the Attorney Ceneral
7 to allow information sharing, and the information
8 sharing can take place in three different ways. One
9 is, "Hey, what do you know about Chris Pierson? Here's
10 the information on Chris Pierson." Right? That's a
11 pretty straightforward information-sharing request. W
12 think Chris Pierson is a terrorist, ‘so could you give
13 us the informtion?
14 NCTC s authority and information to hold are for
15 any known or suspected terrorist or people with
16 terrorist ties. So if they ask for Chris Pierson's
17 information, that's pretty straightforward.
18 The ot her option is, "Hey, can | have access to
19 your database and search for people like Chris Pierson
20 if I have a reasonabl e predicate?" And NCTC has very
21 strict standards about what's a reasonable predicate to
22 be able to find it and so on.
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1 And then the third track of this type of
2 i nformation sharing approved by the Attorney General in
3 March is, essentially, I don't know who Chris Pierson
4 iIs. 1 don't know who he is, but | have reason to be
5 beli eve that he has certain indications, certainly
6 characteristics. And if | search for it, then I'm
7 gi ving away sone of ny classified information that you,
8 DHS, actually aren't authorized to see.
9 So, or I'mnot even sure | know how to search for
10 it, but what | do know | can do is bunp up ny data
11 agai nst your data to try to find people with inmutable
12 characteristics like Chris Pierson. * And that in short-
13 term parlance is bul k sharing.
14 And so, all three of those tracks have been
15 approved by the Attorney General for the National
16 Counterterrorism Center for Federal databases that are
17 reasonably believed to contain terrorisminformation.
18 The Attorney General has al so approved that the
19 Nati onal Counterterrorism-- so, again, NCTC is
20 aut horized to hold informati on on known or suspected
21 terrorists, KSTs, because | had to give another acronym
22 to you guys. But they also can tenporarily hold
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1 information on U. S. citizens while trying to detern ne
2 whet her or not they are a KST.
3 So the Attorney General has approved that the
4 tenmporary retention of information on U S. persons can
5 go up to 5 years in order to determ ne whether or not
6 they are a known or suspected terrorist. That
7 timeframe is an increase from 180 days, which was the
8 previ ous Attorney General guidelines from 2008 for
9 NCTC.
10 That's the basic framework of the NCTC guideli nes.
11 They are available online. | believe in Charlie
12 Savage's article on March 22nd, they are |inked. |
13 don't believe that NCTC has rel eased them They've
14 rel eased themto the reporter, the New York Tinmes. So
15 that's a way you can | ook at them
16 Let nme answer the question with regard as the
17 Privacy O ficer, the Departnent of Honmel and Security
18 Privacy O ficer. W, if you may recall |ast year, the
19 Privacy O fice updated five privacy inpact assessnents,
20 which said we're going to be sharing information with
21 the National Counterterrorism Center, and the Nationa
22 CounterterrorismCenter will be able to hold that
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1 information tenporarily for up to 180 days.
2 But what we did is we built in a series of

3 audi ting and oversight controls. W have quarterly

4 nmeetings with them and go and see how the i nformation

5 is being used. Are they abiding by the ternms of the

6 menor andum of under standi ng that we have with NCTC?

7 What have they found?

8 Have they, for exanple, shared it back with the

9 Department of Honeland Security so that we can

10 i npl ement? | f you know sonmebody is a KST and you know
11 they're on a plane today, it would be good for us to

12 know that, right? You know, that sort of thing and

13 maki ng sure that the information fl ow goes both ways.
14 That process actually in terns of, again, in terns
15 of review ng the standards, having the Privacy Ofice
16 and the Civil Rights and Civil Liberties Ofice there
17 toget her | ooking at these issues has been, by and

18 | arge, successful.

19 We, therefore, worked throughout the departnent to
20 try to have an articul abl e approach to dealing with

21 ki nd of a bl anket, blank check, so to speak. And the

22 departnent is in the process of finalizing a systematic
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1 approach that | ooks at several different factors of its
2 dat abases. And as you said, we have a | ot of

3 dat abases. And candi dly, probably al nost every

4 dat abase woul d neet the definition within the

5 reasonably believed to contain terrorisminformtion.

6 And so, we've done a variety of different factors,
7 not fully thought out, but just to kind of talk through
8 it. One is good guy data versus bad guy data. 1Is it

9 data that's collected in the ordinary course of

10 busi ness as you interact with the Federal Governnent?

11 If so, maybe consider a shorter retention period.
12 Does it have a lot of U S. persons information in
13 it, or is it primarily a non-U.S. person information?

14 Agai n, those could be factors.

15 Are there data restrictions associated with the

16 dat abase writ large? Does it have a short retention

17 peri od on behalf of the Departnent of Honel and

18 Security? |If so, again, how do we apply it?

19 VWhat are the other factors that we want to | ook

20 at? Is it sonmething, again, you're crossing a border,
21 or are you petitioning DHS in order to do such and such

22 or sone sort of element? So if you're making a
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1 proactive statement, maybe we have a little bit |onger
2 time period.

3 So to try to have a theory so that we don't have

4 to every tinme we're asked for data, we don't have to

5 say, "Oh, God, what nunber do we think for this

6 dat abase? What do we think of that database?" So

7 we're trying to frame this in a repeatable process and
8 a theory that takes into consideration the National

9 Counterterrorism s need and desire to have information
10 in a bulk capacity to do basically big data type of

11 conpari sons while also protecting our relationship with
12 the U S. public.

13 So we're working on that, and that's what we're

14 trying to finalize. And just to be clear, we have not
15 done new MOUs with NCTC. When we do the new MOUs, if
16 the data retention changes or any of the other handling
17 changes, we will update the PIAs.

18 And t he dat abases that we already have MOUs with
19 NCTC are SEVIS data, which is student visa information
20 data. ESTA data -- so that doesn't have a lot of U S.
21 person informati on. ESTA data, which is the electronic

22 information that's provided by visa waiver country
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1 program recipients who are com ng here on a short-term
2 basis. Also, it has no U S. person information, or
3 shoul dn't.
4 ADI S data, which is arrival and departure
5 information for non-U. S. citizens. So non-U S., so
6 visitors as well as |egal permanent residents.
7 RAPS data, which is refugee and asyl ee data for
8 people who are in the United States, but applying for
9 refugee benefits. And APIS data, which is airline
10 mani fests for all inbound and outbound flights to and
11 fromthe United States. Oh, sorry. To the United
12 States, not from Just to the United States.
13 MS. SOTTO. Okay. |I'mgoing to nove us al ong.
14 Sticking with the agenda, but | hope you'll hang around
15 | ater.
16 MS. CALLAHAN: Sure. Sure, sure.
17 MS. SOTTO. So we can all give you the big hugs
18 that you so richly deserve. Thank you very nuch, Mary
19 El | en.
20 MS. CALLAHAN:  Sure.
21 (Appl ause.)
22 M5. SOTTO.  Don Triner and Jam e Danker, please.

Alderson Reporting Company
1-800-FOR-DEPO



Meeting July 17, 2012

Washington, D.C.
Page 62
1 Thank you very nuch for joining us. Wile they're
2 getting seated, |I'll introduce our next w tnesses.
3 As Mary Ellen nmentioned, we are delighted to

4 wel come Don Triner and apol ogi ze for keeping you

5 hangi ng around last time. And we're delighted to have
6 you this tinme around.

7 M. Triner is the Director of the Operations

8 Coordi nation Division in the DHS O fice of Operations,
9 Coordi nation, and Pl anning. And Jam e Danker is the
10 Associ ate Director of Conpliance in the DHS Privacy

11 O fice.

12 M. Triner's responsibilities i'nclude the Nationa
13 Operations Center, as well as the DHS Crisis Action

14 Process, which is a 24/ 7 operations information flow
15 and assessnent for the Secretary, White House, and all
16 honel and security partners. M. Triner also provides
17 strategic | eadership to the DHS Current Operations and
18 Future Operations Branches. And before joining, he

19 served as a captain in the U S. Coast Guard, and is

20 that why | see your cronies here?

21 (Laughter.)

22 MS. SOTTO. Ms. Danker is responsible for

Alderson Reporting Company
1-800-FOR-DEPO



Meeting July 17, 2012
Washington, D.C.

Page 63

1 conducting privacy conpliance reviews for the DHS

2 Privacy O fice. Before joining DHS, Ms. Danker spent 6
3 years at the U. S. Government Accountability Ofice,

4 where she conducted Governnent-w de and agency-specific

5 reviews involving privacy issues.

6 Wel come to you both. M. Triner, please proceed.
7 MR. TRI NER: Thanks.

8 Jam e, you want to go first?

9 MS. DANKER: Sure. |I'mjust going to try to set

10 the stage a little bit before we get into the details
11 of the NOC media nonitoring initiative.

12 So al nost 2 years ago, | cane before the commttee
13 and tal ked about establishing a privacy conpliance

14 revi ew process. And now we're alnobst 2 years in, and
15 with Mary Ellen's support, we've published 9 public

16 reports on the results of privacy conpliance revi ews.
17 Many of themare related to this NOC nedia nonitoring
18 initiative.

19 But just want to put the PCR in context. W have
20 our privacy conpliance life cycle, which sonetines

21 begins with the privacy threshold analysis, which can

22 lead to a privacy inpact assessnent, a system of
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1 records notice, and the newer thing is the privacy

2 conmpliance review. 1In the case of the NOC nedi a

3 nmonitoring initiative, we built the requirenment for the
4 PCR directly in the PIA

5 So the initial interaction with Don's shop began
6 in 2010, and it was begun as a series of pilots. And
7 there were privacy inpact assessnents perfornmed for

8 each, each of the pilots, followed by privacy

9 conpliance review of the pilots.

10 Each of the PIAs are a FlI PPs-based anal ysis of the
11 program Again, transparency through publication of
12 the PIAs, data minim zation initially in the pilot was
13 not allowed to collect any PIl whatsoever. These

14 l[imtations were in place, only used for situational
15 awar eness and establishing a comopn operating picture,
16 and data quality and integrity, redacting any PIA

17 outside of discrete categories, and a very short

18 retention period, which | believe is 5 years, and then
19 auditing accountability is the PCR process.

20 So after the series of pilots and positive

21 assessnents of the privacy conpliance reviews, there

22 were sonme updates nade to the initiative that permtted
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1 limted PIl collection on seven narrow categories of
2 i ndi viduals. And when | say PlIl, I'm not talking about
3 a whol e dossier of information on individuals. [It's
4 just full name, affiliation, position title, and
5 publicly avail abl e user ID.
6 So I'lIl get into the nobst recent results of our

7 privacy conpliance review. But first, you're probably

8 wondering what is this NOC nmedia nonitoring initiative?

9 And so, I'll just hand it over to Don.
10 MR. TRINER: Thanks, Jam e
11 Madam Chair, thank you very nuch for inviting nme

12 here today.

13 Can everyone hear ne all right? Okay, super.
14 So, really, | think everyone has the slides on
15 their deck. |If not, they are behind you. | apol ogize

16 for that there. But this goes all the way back to 2005
17 as part of the lessons |earned after Katrina. One of
18 the things that we were criticized in the departnent at
19 that point in time, we only reported on things that

20 were actually confirmed by a Federal source.

21 So if things were in the TV or on the nedia and we

22 didn't actually report on those, even though you may be
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able to see themright there in your own |iving room
until sonmeone actually told us. So one of the mmjor
criticism we had was why aren't you using what's
available in the nedia as part of that responsibility
you have in statute, which the national operation has,
to provide situational awareness and the common
operating picture to all of the honeland security
enterprise -- Federal, State, local, tribal,
territorial, private sector -- all of our partners and
make sure that we know what's going on.

So we brought on this initiative to try to use
what was available to get the information fromthe
media. It's sort of like an early warning, like a
canary in a coal mne of what's going on. Then we can
further take action.

Because we know from our own research it takes
about 2 hours fromthe tinme sonething happens until one
of our Federal partners or State partners actually tell
us sonet hing happened. And we find that by using the
medi a, we actually can get a |leg up on what's goi ng on.

So, first of all, in case you don't know, the

Nati onal Operations Center is actually five elenents in
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three locations. So it includes not only the Nebraska
Avenue conpl ex, which has the National Operations
Center watch and our link to the intelligence community
t hrough watch and warnings, but it also includes the
Nati onal Infrastructure Coordinating Center, which is
our link to the private sector, as well as the National
Response Coordi nation Center, which is FEMA's link to
all of the enmergency operations centers in all of our
States and territories, as well as our planning

el ement, which really hel ps provide rapid crisis
planning in tinme of an event.

So that's really the requirenent of the NOC is to
be that hub for information into and out of the DHS for
all our honeland security partners. This is one small
pi ece of what we do every day.

And anytinme sonething is not clear or | use an
acronym or anything else, just please raise your hand
or ask ne a question, I'll be happy to answer that.

So, again, the key here and why | like sitting
wth Jame is that we really work very, very closely
with our privacy partners. W really are very, very

| ucky to have themto help us really be able to work
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t hrough issues to make sure that we don't make m st akes
because we really want to do this the right way and
really avoid m sperceptions.

We weren't totally successful in that endeavor,
but that was really our goal there. And we really
wanted to make sure that we worked with them And to
explain what we're trying to do, they've really been
very, very hel pful to make sure that we understood the
| aw and to make sure that we conply with all of our
privacy responsibilities fromearly in the start on
t here.

So, really, the focus was on not who is saying it,
but what's being said. What's happening? What's
burni ng? What's expl oding? What's being fired upon?
What ' s dyi ng? Those type of questions, not really
worried about who's saying it. That's really just the
i ndi cation that sonething is going on.

We can then use our Federal resources, our State
resources to find out what's going on. [It's just an
early indication that sonething is going on and what it
m ght be. As nost fol ks know, nost first reports are

fal se, but sonething is going on in there.
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1 So we find that 94 percent of the events that we
2 report on, we first find out about through the nedia,
3 t hrough both traditional and what we call new nedia or
4 social nmedia. And really focused on things that are
5 al ready commercially available to the public or that

6 are avail able for a subscription price.

7 We don't have any -- we haven't built any speci al
8 tools or any special search capacities. W're really
9 using what's already available on there. And then we
10 distribute to our honel and security partners, primarily
11 Federal -- we do have sone State and sone private

12 sector partners in there -- based strictly on their

13 request on there.

14 We produce information about every 30 m nutes

15 about sonething going on in the United States that

16 comes into the honeland security mssion. So a great
17 amount of information reporting that we're doing on any
18 gi ven day.

19 We're very, very proud of what we've done there
20 working with privacy because this is really not an

21 intelligence function. This is really not a |aw

22 enforcenent function. This is really about conplying
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1 with our privacy inpact assessnment and our system of

2 records notice to really get that information about

3 what's goi ng on.

4 We | earned in the process that it was hel pful

5 sonetinmes to be able to use nanes. And what | al ways
6 get is, actually, the privacy rules we applied first

7 were so strict we couldn't even talk about that person
8 who |ives at 1600 Pennsyl vani a Avenue because that was

9 the President and that was personally identifiable

10 i nformati on.
11 So we actually put in reports "unknown Feder al
12 official" or -- and it'd be |like, "Don, come on.

13 Real | y? You can't say the President?" O the news,
14 the nanme of a news reporter that nmay have certain

15 credibility to the report if one person is reporting
16 t hat versus another. And it would really get clunky

17 when we had to wite around sonme of those things.

18 O if we had a very fanpus crim nal who had been
19 maybe killed in a gunfight or a known -- when we
20 actually took down bin Laden. 1In the early partials,

21 we couldn't even tal k about that by name. We'd have to

22 say "sone fanously known terrorist” in there. So
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1 that's the level that we tried to -- but it really
2 brought our credibility into question with some of our
3 | ess privacy-savvy users about why we were doing that.
4 Is this sonme sort of ganme you guys are playing
5 with us to make us click on the |inks and | ook at
6 stuff? And it wasn't. So we get sonme very limted
7 exenmptions for us to actually collect personally
8 identified information and really is one you would
9 expect. You put sonething online because you're being
10 attacked in your house. You saw people walk into a
11 bank with guns. You saw bad peopl e doing things.
12 You'd want us and expect us to-'be able to tell
13 | ocal | aw enforcenent that this person has done this
14 and then investigate that. So that's the in extrem s
15 type situation. You're watching bad people do bad
16 things right now. Very, very rare, but |I'll give you
17 an exanple of one we actually had during Haiti.
18 During the Haiti earthquake, which is one of our
19 pilots, we actually had a privacy inpact assessnent.
20 We were operating under very strict rules there, but we
21 actually got a notice through new nedia that "I'm an
22 Anmerican diplomat, and I'"'mtrapped in the rubble in
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1 Port-au-Prince."
2 So we went to the State Departnment and told the
3 State Departnent, "Hey, we have this information.”™ The
4 State Departnment then went down range to Port-au-
5 Prince, and they had accounted for all of their
6 di pl omats. So, in fact, that wasn't true.
7 There were no reports issued. Nothing was
8 recorded. There was no database entry.
9 About 19 days | ater, we got another -- we picked
10 up again on social nedia, | think it was on Twitter,
11 that "I hear tapping in the rubble by this hotel." W,
12 once again, were able to get in touch with the State
13 Department through State ops into the consulate, into
14 the response team And |o and behold, they actually
15 found sonmeone in the rubble in Haiti, based on that
16 exenption in there.
17 So, renmenber, that was actually the very | ast
18 person they found, set all kind of records |ike you
19 never had anyone in the rubble this long in their whole
20 life. That was an exanple of that type up there.
21 The other thing we try to be very, very careful of
22 is quite often now, especially in new nedia, reporters
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1 in particular have their names as part of their link or
2 part of their post or entry. So we strip that
3 information out, and we stay away fromthat as well.
4 That's really been a chall enge for us.
5 And again, we're not generating any new
6 information. We're just packaging that which is
7 al ready avail able publicly for folks in there. So the
8 redress would be back to the source docunent, which
9 woul d be the reporting agency and not on the Nati onal
10 Operations Center in there.
11 We're not interacting directly with the nedia --
12 with the public either. So, in other words, we're not
13 goi ng back when sonmeone posts something on the Internet
14 or puts information on, we're not -- there's no back
15 and forth. There's only observation. There's only
16 review of that.
17 We're not asking them for information, asking them
18 for nmore information, asking themto do anything that
19 they aren't already doing other than reporting. So
20 we' ve been very, very successful in, first of all,
21 training all of our ops folks in how to handle
22 personally identifiable information to conply with all
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of our privacy responsibilities, to make sure that they
understand. This includes both classroom study aids,
as well as on-the-job training and review of that.

We have a very rigorous review process. | think
through this we've generated about 21,000 itens of
i nterest through NOC nedia nonitoring, and we have had
17 inadvertent releases of PIl. So that's 99.9992
percent success rate. Not good enough. W want to be
correct all the tinme. So we've instituted sonme nore
reviews on this so that we're really down to the last 2
nont hs we haven't had a single inadvertent rel ease of
PlI.

And just so you get a sense, it isn't like -- this
isn't like the person that's emailing had their nanme in
that. One of it was we thought the person had been a
known narco-terrorist in Mexico that was killed, and in
fact, he wasn't killed. So those are sone of the
exanpl es of some of the PIl releases that we nade
i nadvertently and then purged those from our system as
soon as we found those.

We've gone froma 6-nmonth review cycle to a nonth

review cycle to now every 2 weeks. We | ook at all the
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1 data, all the reports we have issued to nake sure we're

2 in conpliance with the PIA that oversees that.

3 Next slide for ne.

4 And then really, so | want to nmake sure you know
5 this is really about the -- so this is not a sumtotal
6 report. This is just an early information source to us

7 of something is going on. So we're going to be using

8 ot her information sources we have as we help give

9 seni or | eaders an early warning of the decisions they
10 may have to make, give sonme of our partners early

11 war ni ng of things that nmay be goi ng on.

12 Again, we're |ooking at things - that are expl oding
13 or burning, our traffic being inpacted, hospitals being
14 out of power. Those type of events that are going on.
15 And then really | everage our other data sources to

16 make sure we get a full story of what's going on. But
17 this is that early indication of how we're going to use
18 t hat and how we're going to work on that.

19 And then we also |look at -- every report we do, we
20 then cross-check it with all of our folks to make sure,
21 hey, why did you report on this? What does it have to

22 do? |Is Johnny always reporting on explosions? |s Jane
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1 al ways reporting on traffic jans?

2 So we really | ook across the whol e honel and

3 security enterprise to make sure that the information

4 that we're thinking is inportant to our honel and

5 security enterprise actually is fromthe whol e dat aset
6 of things that we want to see and not just one thing

7 that they're focusing on. To nmake sure they really are
8 doing the job of providing that situational awareness

9 across all of our m ssion areas.

10 The last thing that we wanted to make sure was

11 t hat we had, since our analysts have unfettered access
12 to the Internet, just |like you would at honme, we wanted
13 to make sure we knew where they were going. So we have
14 a very rigorous audit programthat tracks exactly where
15 t hey' ve gone, where their clicks have taken them and
16 we nonitor that against known bl acklists of bad sites
17 t hat you woul dn't want your enployees on, whether

18 that's ganbling or other type of things that are on

19 there, to nmake sure that we know exactly and we can say
20 exactly where they've been.

21 And we're also adding in a feature, an auto

22 feature that if soneone actually types in a search term
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1 that we actually know any searches they did against the
2 report database that we have. But again, it's free of
3 Pll, but we just want to make sure that we know exactly
4 and can show and prove exactly that we are in

5 conpliance with all of the requirenments that we have on
6 us because it's very, very inportant to us to make sure
7 that we're doing that.

8 So, really, that sort of ends ny prepared comments
9 on what we do with the National Operations Center.
10 "1l be happy to answer your questions after Jam e or
11 now, as the case nmay be.
12 MS. DANKER: Does anybody want ‘to ask any
13 clarifying questions about the capabilities before I

14 tal k about the conpliance review?

15 MS. MCNABB: | have one.
16 MR. TRI NER: Sure, nmm'am
17 MS. MCNABB: So you said that if you inadvertently

18 have pulled in PIl that you dunmp it right away?

19 MR. TRINER: Yes. As soon as we realize we have
20 I t.

21 MS. MCNABB: Yes. So then, and then | thought you
22 said that later on that you m ght -- one of the things
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1 you m ght be looking at in determ ning the potenti al

2 sort of accuracy is has Johnny or Jane been sendi ng

3 this kind of thing. How do you know who the sender is?
4 MR. TRINER: |'mtal king about nmy own anal yst, ny

5 own anal yst fol ks on one thread. Not --

6 MS. MCNABB: Oh, okay. Your analysts. Okay, got
7 It

8 MR. TRINER: -- what citizen Jane or citizen

9 Johnny.

10 M5. MCNABB: Got it. Thank you.

11 MR. TRINER: Yes, sir?

12 MR. NQJEIM You collect PIl on --

13 (Pause.)

14 MR. NOJEIM You collect PIl on reporters, right?
15 Peopl e who are reporting incidents, no?

16 MR. TRINER: Well, we are authorized under

17 circunstances where we think it would lend credibility
18 to have that reporter's nane in the report.

19 MR. NQJEIM If I'ma blogger and I am bl oggi ng
20 about sone incident, would you collect ny nane?

21 MR. TRINER: If your nanme lent credibility to the

22 report, yes. O herw se, no.
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1 MR. NQDEIM So if | ama reliable blogger, yes?
2 MR. TRINER: We don't collect information on
3 reliability on the blogger. So we wouldn't know that.
4 MR. NOJEIM Then how woul d you know whet her to
5 col l ect nmy nanme?
6 MR. TRINER: If you were on television. | don't
7 want to collect your nanme. It would only be using your
8 nanme in the reporting if it lent credibility. | can
9 think of no circunmstance would the reporter's nane from
10 a bl og that we have used.
11 MR. NQJEIM Let nme just summarize my concern.
12 MR. TRI NER:  Sure.
13 MR. NQJEIM It is that when you collect from
14 social nmedia information that a person puts out there,
15 there is a risk that you will chill that person from
16 continuing to put that information out there. And I
17 think that's one of the reasons why you have strict
18 rul es about not collecting PII.
19 The PIl of the speaker as well as of the victim
20 those are all inportant considerations. So | guess ny
21 question, my concern is when the speaker is a person
22 who is not, they're not a professional journalist --
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1 they're just doing this as their hobby -- how do you

2 deci de whet her their nane gets collected or not?

3 MR. TRINER: They woul d not be.

4 M5. DANKER: | would also refer you to the privacy
5 conpliance review report. W actually did a breakdown

6 for a 6-nonth period for all the reports that contai ned
7 Pll within the 7 perm ssible categories, what that

8 breakout was. And the copy | have in front of me is in
9 bl ack and white, but | believe that that reporter's

10 category was only 2 percent.

11 Two percent of all the reports that contained PII,
12 contained PIl on the category called "anchors,

13 newscasters, or on-scene reporters who are known or

14 identified as reporters.”

15 MR. NOJEIM So these -- | won't bel abor the

16 point. | think you get ny concern.

17 MR. TRI NER: | understand your concern. Just so
18 in the last 2 nonths, there were al nost 3,000 itenms of
19 interest. In only two cases did we use that where it

20 lent credibility, and it was people that you would

21 recogni ze the face and the name that it provides sone

22 sort of credibility to the report.
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1 So it's a very, very limted case we try to do

2 that. The other thing we try to protect and soneti nes,
3 again, their information shows up in their link to

4 their story or their report in there. But again, in

5 just 2 out of the |last 3,000 we used that exenption,

6 and in no cases would these be things that -- it really

7 has to lend credibility.

8 So we're really on the point to make sure that
9 it's not really -- it's the exception, not the rule.
10 And we're not really collecting on them It's really

11 part of the story.

12 MR. NOJEIM One other question, if I may?
13 MR. TRINER: Sure.
14 MR. NOJEIM So that the PIA says Federal |aw

15 requires the NOC, that's you, obviously, to provide

16 situational awareness and establish a common operating
17 picture for the entire Federal Governnment and for

18 State, local, and tribal governnents as appropriate and
19 to ensure that critical disaster-related information

20 reaches Governnment deci sion-nmakers.

21 To ne, that suggests that social nmedia nonitoring

22 occurs regardl ess of whether there is a natura
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1 di saster or an incident. That you're really nonitoring
2 to see whether one is occurring, not just when one has
3 occurred. Is that correct?

4 MR. TRINER: | don't -- ask nme the question again

5 because |'m not understanding the difference.

6 MR. NOJEIM There is one scenario where you would

7 noni tor social nedia because an incident has occurred.

8 MR. TRINER:  Yes.

9 MR. NQJEIM And so, you want to see what's going
10 on. You want to understand the extent of the problem
11 what people are saying about it.

12 MR. TRINER:  Yes.

13 MR. NQJEIM There is another way to nonitor

14 which is to nonitor to see whether an incident has

15 occurred. The latter requires that you nonitor at all

16 times. MWhich is it that you're doing?

17 MR. TRI NER: Bot h.

18 MR. NOJEIM So you are nonitoring at all times?
19 MS. CALLAHAN: Maybe | can clarify, Don?

20 MR. TRINER:  Sure.

21 MS. CALLAHAN: If you don't mnd. So on the slide

22 that's up there you can see is unfettered access
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1 restricted to mssion activities. So we're nonitoring
2 associ ated with the honel and security authorities and
3 specific mssion sets. So to the extent that we're

4 "monitoring all the tinme," it's only associated with

5 those equities that's referenced in that quote that you
6 said, associated with activities that the NOC is

7 required to report on

8 So, to your point, yes, we nay be nonitoring to

9 see if a fire happens, if an earthquake happens. But
10 we only analyze the information and possibly coll ect

11 and possibly dissem nate the information if it's

12 associ ated with those underlying honel and security

13 m ssi ons.

14 So we have to have a situational awareness for

15 24/ 7 because we don't know when the earthquake is going
16 t o happen.

17 MR. NQJEIM So as | read the PIA at all tines

18 you' re nonitoring Hulu, YouTube, Flickr, Twitter,

19 Facebook, and you're nonitoring for ternms |ike "ganes,
20 facility, flu, cloud, |eak, gas, burn, virus." |Is that
21 correct?

22 MR. TRINER: Yes.
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1 MR. NQJEIM Now the statutory charge reads a
2 little differently. When | | ooked at the statutory

3 charge, | thought that you m ght be nonitoring when

4 you're not nmeant to.

5 Here is the statutory charge, Section 515 of the

6 Honel and Security Act, as anended. "The NOC is the

7 princi pal operations center for the departnment and

8 shall, one, provide situational awareness and a conmmon
9 operating picture for the entire Federal Governnent and
10 for State, local, and tribal governnents as appropriate
11 in the event of a natural disaster, act of terrorism
12 or other manmade di saster."”

13 To ne, that sounds |ike you' re supposed to be

14 doing the nonitoring when the di saster happens, not al
15 the time. Am 1l msreading it? Were is the authority

16 to monitor at all tines?

17 MR. TRINER: The m ssion of the departnent is not
18 just a response. It is to prevent, protect, respond,
19 and recover. So it really is -- there are things that

20 happen before the boom occurs, and so | nean, it's not
21 just after it happens. You want people to be noving to

22 respond as soon as you could know.
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1 The exanple that Mary Ell en gave with the

2 eart hquakes with the U S. Geol ogi cal Survey. W have

3 an amazi ng USGS survey system So as soon as the earth
4 trenbles, we get notification that's happening.

5 For nmost of our other m ssion areas, nmanmade and

6 natural, we don't have the sanme early warning system

7 So we're really leveraging the first responders, the

8 folks on the ground to say what's going on in that

9 prevent, protect, respond, recover.

10 MR. NQJEIM So the section that | read, isn't

11 that the statutory authority on which you rely for

12 doi ng social nmedia nonitoring when there is a natural
13 di saster. Is that correct?

14 MR. TRINER: | don't know the answer to that

15 question. That is the statute. W're allowed to

16 provi de situational awareness, common picture to the

17 entire Federal famly across all of our m ssion spaces,
18 not just after sonethi ng happened.

19 MR. NQJEIM But the problemis that the statutory
20 charge refers to sonet hi ng happening. That that's when
21 you're supposed to be providing the situational

22 awareness, and it seens |ike you're doing that
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1 provi si on outside of that --
2 MS. CALLAHAN: So, Greg, Don is an operator, not a

3 | awyer. To answer the question about situational

4 awar eness, Section 515 is one of the authorities that
5 we did cite. That's absolutely correct. But as |

6 said, as Don alluded, the NOC has a variety of

7 di fferent conmmon operating picture opportunities that
8 t he NOC has to do.

9 So with regard to the life cycle and the

10 Quadrenni al Honmel and Security Review, right, those are
11 all of our different m ssions. W have the prevent,
12 protect, and ensure. And so, the process is to go do
13 it.

14 I want to clarify sonething where you go and you
15 use the word "cloud"” and all those sorts of things.

16 The way that the systemis set up and as Don descri bed
17 it is the only informtion we see are associated with
18 those -- the words that you identified and a series of
19 ot hers that have been in our privacy inpact assessnent
20 since June of 2010.

21 So we have these words out to be very clear, and

22 what it is, it's to filter, to only see the
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1 communi cations that may contain that word. Because it
2 may be about cloud conputing, and it may al so be a

3 cl oudy day. A cloudy day, we don't do anything farther
4 withit.

5 If it's about cloud conputing and sonme sort of

6 probl em and that sort of thing and it's germane to the
7 different m ssion sets that the NOC is entitled to keep
8 situational awareness about, they may go and anal yze

9 it. They may collect the information, and they may

10 summarize it into a report.

11 The reports, exanples of the reports, were

12 provi ded at one of the advocacy neetings and then

13 attached to the nost recent privacy conpliance review,
14 whi ch was published in May of 2012. But so | just

15 wanted to distinguish it's not that we | ook at

16 everything that has the word "cloud” in it. Wat we do
17 is only look at the words that are associated within
18 that that could possibly be about honel and security

19 m ssi ons.

20 So we use commercially avail abl e software that

21 narrows the search down. So we don't see the

22 extraneous stuff, and the stuff that we do see, by and
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1 | arge, is not germane. But the stuff that is gernmane
2 allows us to support our m ssion nore -- better.
3 Hopefully, that will help clarify it a little bit.
4 M5. SOTTO.  All right. 1'mgoing to nove this

5 al ong so others can get a chance to weigh in as well.

6 Howar d Beal es?

7 MR. BEALES: | just -- | nmean, it seenms to ne that
8 a big part of the value here is this finding out 2

9 hours earlier, that it's 2 hours before your other

10 systens report for this. Wat | want to understand is
11 you al so nentioned that nost of the reports that

12 sonet hi ng happened are fal se.

13 Are you putting out a lot of false reports, or are
14 we screening those first? How are we doing that?

15 MR. TRINER: Sure. So nost first reports are not
16 100 percent accurate is probably a better way to say it
17 than totally false. So what we do is once we have

18 information that sonething is occurring in a |locale,

19 first we'll notify our Federal partners, all of the

20 Federal operations centers, "Hey, we have this report
21 that this has just exploded. What do you have on this

22 i nfornmati on?"
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1 So that's the formof NOC reporting that we do in
2 that. And then if it was a specific State, we'd then

3 go through either the fusion center or the EOC to get

4 information. "Hey, are you aware of this? Wat do you
5 know about that?"

6 MR. BEALES:. But presumably, in that process,

7 you're passing on or you end up passing on and asking

8 about at least a lot of things that didn't actually

9 happen? Nothing blew up is the answer.

10 MR. TRINER: Not usually. So there is sone -- the
11 anal yst there in the nmeanwhile is going to | ook at

12 sonmething. So we're not going to run with one report
13 and run off with the report. They're going to |look to
14 see once they use sone of this, sonme of the newer

15 media, they may go to the traditional and see is it on
16 CNN? Is it on BBC? |Is there other corroborating

17 I nformati on goi ng on?

18 So it's not a rapid push-out. It's faster than we
19 woul d have been notified. But we really strive not to
20 put out the wong information, lest the truth is
21 changed.

22 MR. BEALES: Do you know anythi ng about, | nean,
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how often is it accurate? How often was there really
an incident?

MR. TRINER: We get very few that there aren't --
that the thing is totally false alarm

MR. BEALES: Okay.

M5. SOTTO. Barry Steinhart?

MR. STEI NHARDT: A question. You nonitor not only
for natural --

MS. SOTTO. Barry? You just turned yourself off,
| think.

MR. STEI NHARDT: You nonitor not only for natural
di sasters, but you al so have authori'ty to nonitor for
mannmade incidents in the formof terrorism Can you
tell me what the operational guidelines are to prevent
you from nonitoring lawful political activities, as
opposed to crimnal acts or acts of terrorism which
are, by their nature, crimnal acts?

MR. TRINER: So we're tal king about nmaking sure
that we're not nonitoring the First Amendnment rights of
our citizens?

MR. STEI NHARDT: Yes.

MR. TRI NER: W tell them not to nonitor the First
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Amendment rights of our citizens.

(Laughter.)

MR. STEI NHARDT: But how do you operationalize
t hat ?

MR. TRINER: Sure. We give themvery strict
gui delines on things. So even if there are First
Amendnment activities going on, we really only woul d be
concerned that, let's say, we're blocking access to a
hospi tal or bl ocking access to a Federal. So that's
operational information. A fire station can't respond.

| don't really -- I"mnot really overly -- I'm
really not going to be reporting onwho it is or what
they're doing, just what that would be. But as far as
peopl e exercising First Amendnent rights, they're
strictly forbidding to even report on that.

So, | mean, and then we can nmonitor and see what
sites they' ve been going to, our analysts. And then we
can al so | ook and see any searches they've been doing
on that. So that's part of the training. |It's part of
the review.

| get all of the reports. Mary Ellen gets all of

the reports. They're read to make sure that those
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1 activities aren't going on. And then our onsite,
2 they're supervised by a Federal senior watch officer
3 who has full oversight of what they're doing, the
4 activities they're involved in.
5 So, as far as nonitoring where they' ve been,
6 seeing what they're reporting, and then review ng
7 what's being produced, all underlying with the PIA the
8 SORN, and their training, that's the things that we try
9 to make sure that we are in full conpliance with that.
10 MS. DANKER: And as anot her exanple, as part of
11 the last privacy conpliance review, we've reviewed all
12 of their guidance to nmake sure that ‘it was explicitly
13 clear that nonitoring a First Amendnent activity is not
14 -- prohibited. | mean, that was very clear to the
15 anal ysts when we neet with them They wouldn't think
16 of that. They're focused on the what, not the who.
17 M5. SOTTO. Jeewon?
18 M5. KIM | have a question that is related, to
19 buil d upon the questions fromny colleagues. 1In the
20 | ast slide, it says that the data is coll ected using
21 t he COTS product, and then it goes through the
22 filtering process using the custom application.
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1 And Mary Ellen al so nentioned that you use a
2 commercially avail able software. Could you tell us a
3 little bit nore, to the extent that is possible, about
4 the technology that is used to filter if you are to
5 conply with the privacy policies and for data
6 mani pul ati on, for effectiveness, First Anmendnment rights
7 | ssues, et cetera?
8 MR. TRINER: Sure. Two different -- you asked ne
9 two different questions. So this is strictly about
10 wat chi ng where the analysts are going. So that's what
11 this is tal king about, making sure that as you do your
12 job and you click on different sites, you get this
13 I nformati on.
14 We know precisely where you've been, and we check
15 where you' ve been agai nst the known bl acklist and the
16 known pl aces that you shouldn't be going and those type
17 of things, you know, ganbling Web sites.
18 The ot her thing, what Mary Ell en was talking
19 about, TweetDeck is an exanple of a pretty relatively
20 known, publicly available, is the different mash-up
21 tools. Just bring a |lot of stuff together to say, hey,
22 what's the npost conmmon things being tal ked about ri ght
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1 now, and does that match agai nst any of the pre-
2 established words that we've used in this?
3 So we put in those pre-established words, and we
4 use those tools to see what's -- is that sonething that

5 we're interested in, based on our honel and security

6 m ssi ons.

7 MS. KIM | think | was going nore towards the

8 technology that is used. | nmean, nmaybe there isn't

9 sophi sticated technol ogy, but | guess what is the

10 process that you use by the analyst to filter? Because
11 there is a world of data out there.

12 But how do you know what is relevant, and how do
13 you really get it down to the data that is inportant?
14 MR. TRINER: Sure. This is the inportant person
15 part of the whole process in conplying with the privacy
16 rul es, but also being an air-breathing, thoughtful

17 person wat chi ng what's goi ng on.

18 So we do not have any specialized tools when it

19 comes to the use of traditional or social nedia on

20 there. We have sone subscription services that you're
21 famliar with. CNN provides subscription services.

22 Different news services on the I nternet have those.
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1 Mash-up tools that are available that it sort of

2 synt hesi zes, brings together a whole bunch of

3 information that's presently on the Web right now

4 that's there. Again, all framed around not just broad

5 in the wild west, but all |ocked in and franmed around

6 our privacy inmpact assessnent and the known search

7 terms and the known -- and the traditional news-type

8 Web sites that we're going to, to confirmthat.

9 But we're not -- so we have no specialized -- we
10 haven't built any tool. W're not in partner with any
11 member of the intelligence community in what we're
12 doing. It's really what's available to -- would be
13 avai l able to you.

14 MS. CALLAHAN: So if you want, the answer is

15 Tweet Deck. That's the software we use.

16 MR. TRINER: There's a nunmber of those. That's an
17 exanmpl e.

18 MS. CALLAHAN: There's a nunber of them That's
19 just the main one that kind of helps use the certain

20 terms to filter it out.

21 MR. TRINER: That's the one we use the npst.

22 MS. CALLAHAN: Yes. So | don't nmean to pronote
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1 Tweet Deck, but | know you were asking for the nane.

2 MR. TRINER: That's why | try to stay away from

3 t al ki ng about.

4 MS. CALLAHAN: You did say it. You said

5 Tweet Deck, and she was |ike, "Excuse nme?"

6 But that's the primary tool, but there are other

7 ones, as he said, to try to help filter to get to just

8 t he uni verse that we shoul d be addressing.

9 MS. SOTTO. Al right. Geg, why don't we give
10 you the last word, and then I'd |like to turn to you,
11 Ms. Danker.

12 MR. NOJEIM There was a slide-that you showed the
13 bottom|line --

14 M5. SOTTO. Mc, Geg.

15 MR. NOQJEIM The bottomline on one of the slides
16 you showed said that redress occurs through the public

17 media site. Could you explain what that nmeans?

18 MR. TRINER: Sure. This is part of the privacy
19 I npact assessnment where we're required to provide that
20 information publicly as far as what's the redress

21 process that's allowed there. And the privacy inpact

22 assessnent really points out, we're not gathering this

Alderson Reporting Company
1-800-FOR-DEPO



Meeting duly 17, 2012
Washington, D.C.
Page 97
1 information fromclassified sources. W're not
2 gathering -- we're gathering this fromthe source.
3 So this is what CNN is saying. So that's not --
4 if the individual citizen says, "I never did that, that
5 wasn't nme," it's really back to the source of that
6 report, not us.
7 MR. NOJEI M | see. | see.
8 MR. TRINER: That's what | was trying to get to.
9 I answered one right.
10 M5. SOTTO. Okay. Ms. Danker, why don't you go
11 ahead, pl ease?
12 MS. DANKER: Okay. So just to-‘recap, the
13 initiative began in early 2010 as a series of pilots,
14 and then there was a privacy conpliance review
15 conducted on the pilots. At that point, there was no
16 PIl collection permtted at all.
17 There was a positive assessnment and then
18 conmpl i ance got together with the program and they
19 tal ked about how there are circunstances where havi ng
20 limted PIl included in the reports lends credibility
21 to those reports. And so, for transparency, we updated
22 the PIAto allow limted PIl collection on seven
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1 di screte categories of individuals, those four data

2 el ements | nmentioned earlier.

3 And as part of that PIA, we built in biannual

4 privacy conpliance reviews. So the npbst recent we

5 started in March of 2012, and we published it in My

6 2012. And all of the privacy conpliance revi ews have
7 been available on this initiative, and | would highly
8 encour age everyone on this commttee to read the nost
9 recent report because | think it answers a | ot of the
10 guestions that are being asked today, including what
11 exactly these reports are.

12 We did a random sanple of | thi'nk we picked 4 days
13 at random of all the reports that were distributed out
14 during that time, and | think it will give you a good
15 sense of what we're actually tal king about here.

16 So for those of you who are new to the comm ttee,
17 | just want to spend a couple of m nutes tal king about
18 what privacy conpliance reviews are. Mary Ellen tal ked
19 about the creation of the new privacy oversight team
20 which | joined. Privacy conpliance reviews were

21 previously in the conpliance group. It is part of the

22 conmpliance life cycle, but it is an oversi ght aspect.
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1 But the key distinction here is privacy conpliance
2 reviews are a constructive nmechanismto assess
3 i npl ementation of protections. They are different than

4 i nvestigations. It's nore we're inplenenting a

5 program Let's go and see how you guys are doing.

6 Let's see how we can inmprove. So it's really done hand
7 in hand with the program

8 The outcones and benefits of the PCR are

9 recommendations to the programresulting in

10 i nprovenments. | think every privacy conpliance review
11 we' ve done for the NOC nedia nonitoring initiative,

12 while we found general conpliance, we've always found
13 areas for inprovenent.

14 Soneti mes you get updates to privacy docunentation
15 as the result of a review, and really one of the nost
16 beneficial things are informal discussions with

17 operators about the [ essons |earned. They can result
18 in a formal report, as in this case, or an internal

19 report. And just generally heightened awareness by all
20 partici pants about privacy and also early issue

21 identification and remedi ati on before you have the

22 | nspector General comng in and when there is really a

Alderson Reporting Company
1-800-FOR-DEPO



Meeting July 17, 2012
Washington, D.C.

Page 100
1 maj or issue. This is really to help themresolve any
2 i ssues early on.
3 And the basic steps of a privacy conpliance
4 review, you start off with collecting and review ng the
5 avai | abl e background i nformation, foll owed by
6 formul ati ng your review objectives. And for conpliance
7 reviews, one of the objectives is always to assess
8 conmpliance with existing privacy conpliance
9 docunent ati on.
10 Third step is notifying the program and buy-in is
11 really, really critical. | think we're the only
12 departnent right now that has this kind of process in
13 place. And it really takes buy-in fromthe programto
14 get these built in.
15 Step four is formulating the review questions and
16 docunent requests. For each NOC nmedi a nonitoring
17 review, we do a questionnaire and we provide that in
18 advance of the neeting. So if there are any foll ow up
19 questions that need to be clarified, we can have that
20 done before.
21 And just, again, a remnder that this is a
22 constructive process. Qur goal is not to say "gotcha."
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1 It's you want to maintain conmunication with the

2 program There really should be no surprises with the
3 types of things we're going to be asking for.

4 We conduct interviews and obtain supporting

5 docunents, analyze that information, conduct

6 interviews. We try to draw prelimnary concl usions,

7 and we review and confirmour findings with the

8 operators. And then if you're going to issue a public
9 product, we would let the programreview that report
10 before it gets released publicly.

11 So that process applied to the NOC nedi a

12 monitoring initiative. Qur objectives were to assess
13 conpliance with the 2011 PIA and the SORN. And anot her
14 obj ective that we added here, because there were

15 concerns about sonme of the guidance materials for the
16 initiative, was just to review them and nake sure that
17 they accurately reflect the scope of the initiative.
18 So, overall, I"mjust going to give you a brief
19 sunmary of what we found. W conducted this from-- |
20 believe it was from August 2011 through March 2012 were
21 the dates that we | ooked at for this biannual

22 conmpl i ance review. And basically, the questionnaire
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1 questi ons were devel oped based on the requirenents that
2 are contained in the PIA.
3 So we | ooked at collection of information. One of
4 the requirenents is that they are not to actively seek
5 Pll inits reporting. W found that that was the case.
6 They were not actively seeking PII
7 And we al so asked themto |ook at all of the
8 reports they issued for that 6-nonth tine period and
9 then identify those reports that contained PIl within
10 the 7 categories and then even do a further breakout of
11 how many reports within each category did you report
12 on? And there's a nice little pie chart in the privacy
13 conpliance review that will give you a sense of the
14 nost frequently used categories.
15 It's generally spokespersons from-- got it. Yes,
16 senior and U. S. Governnent officials who make public
17 statenments or provide public updates and U.S. and
18 forei gn governnent spokespersons who nmake public
19 statenments or provide public updates.
20 So, overall, for that 6-nonth period, 20 percent
21 of the reports contained PIl within the 7 permtted
22 categories. Only 5 reports contai ned unaut horized PII,
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1 and | think that's 0.0006 percent. So pretty good

2 conpliance rate there. And for those five reports,

3 there were redaction notices issued.

4 And then for use of information, they've

5 established reporting categories events consistent with
6 their statutory mandate, and the report specifically

7 will identify those 13 categories. Sonme of those are

8 terrorism natural disasters, hazmat, cybersecurity,

9 transportation security, just to nane a few.

10 And al so our review of randomy selected reports
11 for that period reflected the variety of topics within
12 the 13 categories, and PlIl included within those

13 reports was always within the 7 categories. And again,
14 I would refer you to the appendi x of the |l atest privacy
15 conpliance review to get a flavor for what the reports
16 actually | ook Iike.

17 Retention of information, the PIA states that they
18 wll retain all the reports distributed for a period of
19 5 years. W haven't reached 5 years yet, but one of

20 t he questions we did ask was when you did find PIl that
21 was i nadvertently included in a report for those 5

22 i nstances, did you nake sure to redact the reports that
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1 were in your reports database? And they did, indeed,

2 do that.

3 For internal and external sharing and disclosure,

4 t hey have a process in place to determ ne the need to

5 know for report distribution. And technical access and

6 security, Don tal ked about their audit capability, and

7 during the reporting period, they did 14 random audits

8 and did not find any inappropriate behavior.

9 And then privacy training, this one was actually
10 pretty interesting. W actually took a | ook at their
11 training materials, and they' re pretty conprehensive.
12 It's not a very easy test. All the-analysts
13 successful ly passed an annual PIl certification exam
14 So al t hough we found them conpliant, there's
15 al ways room for inprovenent, and so we identified three
16 recommendations in this report, two of which they've
17 al ready addressed. The |ast one, we will follow up
18 w th when we do the next privacy conpliance review.

19 The first one was related to the guidance and the
20 standard operating procedures to nore accurately
21 reflect the scope and purpose of the initiative. A |ot

22 to Barry's question about just clarifying that
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1 nmonitoring First Amendnment activities is not the
2 intent. It's not the intent. It was never the intent
3 of the analysts, but let's make sure that our
4 docunentation is very clear to that effect.
5 Al so we recomended they incorporate guidance into
6 SOPs about use of social nedia accounts. And the third
7 was to devel op and inplenment a | oggi ng nechanismfor
8 the reports database. That's the database where they
9 retain all the reports that were distributed for a
10 period of 5 years.
11 We wanted themto develop a log to further
12 denmonstrate that they're not maintai'ning a database of
13 reports on individuals. So if they actually devel oped
14 a log to track, an analyst is going to go into the
15 dat abase and do a search, meke sure that those search
16 terms do not include PIl and that they can provide us
17 with that | og when we do our privacy conpliance review.
18 So | think that provides us with greater
19 assurance. It provides the public with greater
20 assurance that they are focused on operationally
21 rel evant activities.
22 So the next PCR, they will get a visit fromne in
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1 Septenmber 2012, and all of our public reports on

2 conmpl i ance reviews can be found on our Wb site. And
3 |'"d encourage you to take a |look at all the NOC nedia
4 nmoni tori ng ones and the other ones that we have out

5 there on the Web.

6 If there are any questions, |'d be happy to answer
7 t hem

8 M5. SOTTO.  Thank you very nmuch, Ms. Danker.

9 "Il kick off the questioning. Wth respect to

10 PCRs generally -- and M. Triner, this is no comment on
11 your program -- what tools do you have in place if

12 there is an egregi ous violation and-you get only

13 limted cooperation fromthe programthat you' re

14 noni t ori ng?

15 MS. DANKER: Well, | fortunately have not

16 encountered that because | think one of the things I

17 mentioned is you want buy-in. W have discussed that.
18 | think there would be instances where if we found
19 an egregious violation, that mght kick into Mary

20 Ellen's investigative authority, and we'd kick that

21 over to conduct a formal investigation or refer it to

22 t he I nspector General if that had to happen.
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1 MS. SOTTO.  Thank you.
2 Yes, Suzanne?
3 MS. BARBER: This is a previous request around --

4 maki ng avail abl e sone of the training. Wat does the
5 Pll certification training look like? 1Is it educating
6 peopl e about what is PIl or --

7 MS. DANKER: Well, it educates on the seven

8 permtted categories that they're allowed to collect

9 Pl1, and then PIl would be, you know, nane,

10 affiliation, publicly available user ID, and | can't
11 remenber the fourth data elenent. But just so the

12 anal ysts know what they are allowed to collect on or,
13 l"msorry, what they're allowed to report on.

14 MS. CALLAHAN: It's pretty targeted, yes, for this
15 type of training. Probably not useful for you guys.
16 M5. SOTTO. 1'd |ike to ask anot her questi on.

17 VWhen you -- this is in reference to the retention of
18 data. When you del ete data that you shoul dn't have

19 taken in the first place, how do you ensure that you
20 securely deleted that data fromall sources, al

21 repositories? Because | find that quite to be a

22 chal | engi ng task.
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1 MR. TRINER: Roger. Because the analysts have
2 i ndi vi dual workstations that they share, so that
3 wor kstation is fine. |If they were working fromthe

4 | apt op, the laptop is brought in quarterly and then

5 checked agai nst anything that we had inadvertently. W
6 know t he size of our inadvertent rel eases are so small
7 that it's easy to check individually by the date and

8 time of that report and to make sure that they're out

9 of there, as well as go back into our own data systens
10 t hrough our IT folks to make sure that anyone el se who
11 it was distributed to has that renoved fromthat.

12 But again, part of the benefit ‘of being so

13 rigorous in what we're trying to do to nake sure we're

14 not going to really drive that, really question why we

15 even have PlIl in there. So even though we had 20
16 percent had sone sort of reporter nanme or -- |I'msorry.
17 Not reporter. Mostly senior officials or

18 spokesperson, even the last 2 nonths, that's trending
19 down to | ess than 10 percent have those senior

20 spokespersons or public affairs folks even nentioned in
21 t here.

22 M5. SOTTO. So you're follow ng the dissem nation
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1 of data so that you can conpletely elimnate it. What
2 about backup tapes?

3 MR. TRINER: That systemis also purged at the

4 sane tinme. That's the easier part than that because we

5 totally control those.

6 M5. SOTTO.  Thank you.
7 Okay, we have a comment.
8 MS. CALLAHAN: | actually want to nake one poi nt

9 about the four dates that are in the back of the
10 privacy conpliance review. Jame and | had talked
11 about having it be part of the conpliance review and

12 also to have it be part of the advocate neeting that we

13 had.
14 And so, the randomly selected reports is true.
15 It's random But the four dates that are chosen are

16 Novenber 16th, my birthday.

17 (Laughter.)

18 MS. CALLAHAN: Decenber 6th, the | ast DPIAC

19 meeting. January 16th was the day that we | aunched the
20 DHS portion of the DI B cybersecurity pilot, the JCSP,
21 because | was looking to see if it was in there. The

22 snapshot that we took actually didn't have it in there,
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1 but it was, indeed, disclosed.
2 And then 1 day after -- February 21st, so 5 days

3 after | testified, 2 work days after | testified, just
4 to show the simlarity, just to let you know. |'m sure
5 you didn't know what the dates were. But we were of

6 all dates, let's pick those dates as the exanple. So |

7 just want to |let you know you guys were part of it.

8 MR. TRINER: Sorry | m ssed your birthday, Mary
9 El | en.

10 (Laughter.)

11 MS. CALLAHAN: Seriously, Don.

12 M5. SOTTO.  All right. Thank you very nuch. W

13 really appreciate it.

14 Ch, we have anot her questi on.

15 MS. GATES: | just had anot her quick question

16 about redress. You tal ked about you've got to depend
17 on the individual to go back to the source of the data
18 for redress, and that certainly nakes sense. But in
19 your reports database, how are you mai ntai ning

20 integrity there that let's say sone inaccurate data

21 flowed into your reports, and then redress was taken

22 back at the source. How would you know that and dea
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with that situation?

MR. TRINER: Okay. So, first of all, renmenber the
Pl we have in there is the spokesperson for the U S.
Governnent, |arge corporations. The vast mpjority of
our reports are not individuals' nanes in there. So
when we go t hrough our process that when we woul d see
t hat whatever was reported that someone brought to our
attention that's not correct, we would then issue
anot her report, and then that would be in the database
as being correct.

It was still what was being reported in the nedia
at that tinme. So that's the way -- 'it's sort of it's
easier to issue an update than it is to try to go back
and correct all that. Because we're really talking
about was it maybe, perhaps was it Elm Street or was it
Main Street? Was it a five-story house or a three-
story house?

Because renenber we're tal king about the what, not
really the who. So that's the process that we use.

M5. SOTTO.  All right. Thank you very nuch, M.
Triner and Ms. Danker.

As a qui ck housekeeping item as a rem nder, we
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1 have a public comment period. |If you haven't signed up
2 and you would like to take part in our public comment
3 period, please do so in the back of the room
4 W will take a 9-m nute break. We have eaten a
5 bit into our break. So please be in your seats by 3:00
6 p.m so we can proceed. Thank you.
7 (Break.)
8 M5. SOTTO. If the commttee could pl ease take
9 their seats?
10 (Pause.)
11 MS. SOTTO. Would you please take your seats? W
12 are delighted to wel cone our Coast Guard
13 representatives. W have Conmander Pat Dibari, who is
14 Deputy in the U S. Coast Guard O fice of Command,
15 Control, Communications, Conputers, Intelligence,
16 Surveil |l ance, and Reconnai ssance. \Wew. Aptly
17 shortened to C41 SR. Not so short.
18 We'd also like to welcome Marilyn Scott- Perez,
19 Chief of the Ofice of Information Managenment. And Ms.
20 Scott-Perez is the Coast Guard's Chief Privacy Oficer,
21 Chi ef Records O ficer, and Chief FO A Manager. Ms.
22 Scott-Perez will talk to us about U. S. Coast Cuard
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1 maritime bionetrics.

2 Commander Di bari serves as the Deputy of the

3 O fice of C4, Under Deputy Conmandant for Operations in
4 t he Coast Guard. There are all kinds of other things

5 that are just hard to say. So | will let you do it

6 your sel ves.

7 | just want to note one thing that I am so proud
8 of. M firmhas just signed on to be the only pro bono
9 law firmfor the Coast Guard. So we'll be doing a ton

10 of pro bono work for the Coast Guard. So |I'm delighted
11 about that.

12 Wel come, and I'll turn the floor over to you.

13 MS. SCOTT- PEREZ: Can you hear nme? 1Is it on? |Is
14 it working yet? Okay, good.

15 Thank you, Madam Chair, commttee nmenbers, for

16 hosting the Coast Guard today. W're |ooking forward

17 to the di scussion.

18 As she said, ny nane is Marilyn. | have brought
19 my SMEs, ny senior mlitary experts with me. | have
20 only been in the Coast Guard for about a year. In

21 Coast Guard years, that's not a lot.

22 (Laughter.)
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1 MS. SCOTT- PEREZ: So | do also want to take this

2 opportunity to say fromthe Coast Guard and thank Mary

3 Ellen for her |eadership and her vision. It has been a
4 thrill for me to have her nentorship for the |ast year.
5 So we'll sorely m ss her.

6 And with that, I'"'mgoing to turn it over to

7 Commander Di bari .

8 COVMANDER DI BARI :  Madam Chai rman, | adi es and

9 gentlenmen, it's a privilege to be here to brief you

10 today. |1'mgoing to talk about our Bionmetric Enabl ed
11 Identity Program and in doing so, I1'd |like to provide
12 alittle bit of context first with respect to the Coast
13 Guard, recogni zing that not everyone encounters Coast
14 Guard every day.

15 So, in short, the Coast Guard has 41, 000, roughly
16 over 40,000 mlitary nenbers, 7,000 civilians, 8,000
17 Reservi sts, and approxi mtely 30,000 auxiliary menbers
18 that are volunteers for the Coast Guard to do search
19 and rescue primarily and boating safety.

20 We have over 200 cutters, 1,800 boats, and over
21 200 aircraft. W operate in the U.S. inland waters,

22 within our territorial seas out to 12 nautical ml es.
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1 We operate in the exclusive econom c zone, out to 200
2 nautical mles on the high seas, as well as in the

3 pol ar regions.

4 And historically, in 1790, we were part of the

5 U.S. Revenue Cutter Service. What you hear as the

6 noder n-day Coast Guard was nanmed in 1915, where it

7 conbined with the U. S. Lifesaving Service and 1939, the
8 U. S. Lighthouse Service. And then, in 1940s, basically
9 merged with the Bureau of Marine Inspection and

10 Navi gati on, and today, we're under the Departnent of

11 Honmel and Security.

12 So we've had quite a history, and the reason why
13 ["mbringing it up is because we do 11 m ssions, and
14 the C41 SR part that we have a hard tinme tal king about
15 really hel ps us connect the dots and provide

16 consi stent, repeatable maritinme safety and security

17 t hroughout our 95,000-m |l e coastal border. So just to
18 give a little context.

19 Today, |I'mgoing to talk about the maritine

20 domai n, our authorities, the Bionmetrics at Sea program
21 and the privacy analysis, as well as our intentions to

22 try to expand that within the operational context.
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1 So the use of bionetrics enhances our national
2 security. It provides a tool to help detect known or

3 suspected terrorists, national security threats while
4 enabling | aw enforcenent. Qbviously, since the 9/11

5 Comm ssi on report was published, there is a national

6 requi rement to defeat terrorismat hone and preenpt

7 threats to national security, help us connect the dots.
8 From t he Coast Guard perspective, we need to

9 identify and protect our Nation from dangerous people
10 and i nprove maritime safety and security throughout our
11 Nati on while | everagi ng HSPD-24 and other authorities.
12 Just to give you sonme context on Coast CGuard

13 annual interactions, we do 64,000 vessel boardings a
14 year. The Bionetrics at Sea systemis primarily

15 focused on alien mgration interdiction operations,

16 where over 6,000 mgrants are interdicted a year,

17 trying to illegally enter the United States.

18 We al so do over 73,000 TWC verifications. There
19 are 130, 000 vessel arrivals greater than 300 gross ton,
20 over 250 individual drug detainees, and over 6,000

21 fishing vessel boardings.

22 And as far as critical port entries and high-
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1 i nterest vessel arrivals carrying certain dangerous
2 cargos, this gives a |aydown of sone of the arrivals
3 per year. As you can see fromthe diagram our higher-
4 | evel arrivals are in the northern Gulf Coast, in the
5 port of Houston-Galveston, with 13,000 per year and 214
6 hi gh-i nterest vessels per year. W also get a |large
7 number in New Ol eans, and you can see the other ports
8 l'isted.
9 Now with respect to authorities, the Coast Guard
10 has authorities with respect to port waterways and
11 coastal security, drug interdiction, aids to
12 navi gati on, search and rescue, living mari ne resources
13 to protect our fisheries within the exclusive economc
14 zone, marine safety, defense readi ness, m grant
15 interdiction, marine environmental protection, |ICE
16 oper ati ons, and other |aw enforcenent.
17 We actually are officers of Custonms. So we have
18 Custons authority under U.S. Code 19.
19 So the use of maritinme biometrics, we first
20 conducted a pilot back in 2006, recognizing that we
21 were having a very big problemw th illegal mgration
22 of individuals from Dom ni can Republic into Puerto
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1 Rico, and a | ot of them were undocunented fol ks that

2 were trying to get over in unseaworthy vessels. And we
3 recogni zed that we need to evaluate the risk and intent
4 of these unknown individuals in the maritinme nexus and
5 use that to help defeat -- enforce our |aws and def eat
6 crimnal and terrorist activities.

7 In our process flow, we surveil, detect, classify
8 bi onetric capabilities used to identify and prosecute.
9 And specifically with our Bionetrics at Sea pilot, you
10 can see in the first portion of the process flow, Mbna
11 Pass, we typically have our 110-foot patrol boats

12 patrolling. You can see the diagramthere, the Mna

13 Pass i s between the Dom ni can Republic and Puerto Rico.
14 There was a |l ot of illegal mgration. W patrol
15 that area. W get aircraft support. They detect

16 over | oaded unseaworthy vessels, such as the picture you
17 can see in Nunber 2. When they arrive, it's not like
18 there's an i mmedi ate collection of bionetrics.

19 Basically, the first thing we do is take care of
20 t he people that we encounter. They're typically unfed,
21 exposed to the elenments, and they need to be checked

22 out. They're given a life jacket. So, typically,
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1 they're not com ng across on life jackets, and a | ot of
2 folks lose their lives trying to make this crossing not
3 just from Dom ni can Republic, but also from other

4 nati ons, such Haiti and Cuba.

5 So we are -- once we have the authority to

6 collect, once we identified -- the boarding officers
7 have identified that there's probable cause of ill egal
8 intent, we do a collection of bionetrics. It's

9 transferred onto a | aptop. There's biographical data
10 entry of the -- if there's -- if the person has, we

11 know t heir name, gender, date of birth, their

12 destination, intended destination. “That's basically
13 | oaded into the laptop and then transmtted via emails
14 to US-VISIT, where it's searched and rolled into the
15 dat abase.

16 And then, at that point, there's a response given
17 to the Coast Guard cutter as well as the Coast Cuard
18 command center in San Juan, and they're determ ned

19 whet her there's a hit against the database or not and
20 the reference nunber. W basically put bracelets on
21 the individuals with an I D nunber on it. And at that

22 point, there's what's called a regional concurrence
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1 team made up of the U S. attorney's office, Border
2 Patrol, and Coast Guard to determ ne disposition.
3 At that point, we determ ne whether to repatriate
4 or prosecute individuals. Typically, if there's a
5 first violation, we will repatriate back to their
6 origin -- in this case, Dom nican Republic -- and
7 provide them a notification that they have broken U S.
8 | aw and identified that their biometric has been
9 enrolled into the US-VISIT dat abase.
10 We advi se of any redress process via the
11 DHS. gov/usvisit Web site, and then -- and basically
12 repatriate according to the operational conmmander's
13 direction. And prosecution is done based on U S.
14 attorney's direction.
15 As far as operational policy, the Coast CGuard
16 personnel involved in | aw enforcenent operations may
17 only collect biometrics as part of the nationally
18 approved program or only approved on a case-by-case
19 basis by the Commandant. W do run into sone
20 situations that would require it to be el evated, but
21 primarily, we collect bionmetrics if there's a crossing
22 or attenpting crossing of the border or its equival ent,
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1 if we reasonably suspect crimnal conduct, or if
2 there's consent voluntarily.
3 This gives you a little bit of context as far as
4 the transit. From Dom nican Republic to Puerto Rico,
5 it's 71 nautical mles. And since the start of our

6 pi | ot program which has been operationalized, we've

7 had over 4,000 bionetric signatures collected and then
8 over 1,000 matches, 861 prosecutions. And it's

9 resulted in 80 percent reduction in illegal mgration
10 from Dom ni can Republic to Puerto Rico and roughly a 20
11 percent prosecution rate.

12 So we haven't collected very many bionetrics,

13 consi dering the nunmber of encounters that we have

14 annual ly. But the ones we have coll ected have been

15 very effective in us being able to enforce U S. [|aw

16 It's also enabled us to determ ne who the snugglers

17 are, who the bad actors are that are coordinating the
18 oper ati on.

19 And also it acts as a deterrent. So if we advise
20 folks that this is not a safe thing, if you see, when
21 you start the voyage, you nmay see it very cal m outside.

22 It could quickly whip up to high seas and overturn a
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1 vessel and create a deadly situation.
2 To give context with our partner agencies, you can

3 see CBP has approxi mately 80,000, 80,000 to 140, 000

4 travel ers per day. At 327 PCEs, 1,000 per day are

5 referred to secondary inspection due to bionetric

6 m smatch. USCIS, CBP, Border Patrol, |CE, and other

7 agenci es, you can see their nunbers. OQurs are a very

8 smal | percentage conpared to those. And as |'ve

9 menti oned, 20 percent prosecution rate.

10 So it's a proven capability, and it's hel ping us
11 to determ ne identity certitude in the execution of our
12 m ssi on.

13 Wth respect to privacy analysis, characterization
14 of the information, it's mnimally intrusive and

15 collected while the person is onboard the Coast CGuard
16 cutter. We don't do it while they're on their dinghy.
17 We take them onboard. We take care of them and then
18 we i nplenent the system

19 The use of the information is determned. |If the
20 persons interdicted at sea have been encountered within
21 t he | DENT database in the past, it's been very

22 effective in determ ning repeat offenders. The data is
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1 -- biometric information is retained only until the

2 appropriate information is confirmed and searched

3 agai nst the database.

4 So once we know that US-VISIT has received the

5 el ectronic fingerprint transmssion file, we sw pe that
6 data clean off the device and off the laptops. It's

7 cleared off of there. So we don't retain any PIl on

8 our devices or in our system |It's fully retained into
9 the US-VISIT | DENT system

10 Sharing and disclosure. Privacy risks are

11 m tigated through data-sharing agreenments via US-VISIT,
12 and audited access controls and reassuring limts and
13 controls are within that program External sharing is
14 based on policies at US-VISIT and MOUs and t he

15 i nformation-sharing agreenents we share with our

16 conmponent agencies within DHS for the purposes of DHS
17 m ssi ons.

18 And notice m ni mrum anount of information necessary
19 is collected, reviewed, and mai ntained. And access
20 redress, as | nentioned earlier, the redress procedures
21 are via US-VISIT, and only system of records to which

22 the U S. Coast Guard will submt data for enroll nent.
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1 So with respect to technical access and security, | DENT

2 is the only system of record where we'll submt this

3 data for enrollnment for the purposes of illegal

4 m gration.

5 And all portable storage devices that contain

6 bi onetric data are encrypted, and access to the

7 equi pment and data is strictly limted to need-to-know,

8 need-t o-use basis.

9 Now we're also in the mdst of a pilot project to
10 i nprove the capability. Right now, we're only able to
11 search the US-VISIT I DENT system We're not able to
12 search FBI's I AFIS or DoD' s ABIS system per HSPD- 24.

13 So we only collect two index fingers and a phot ograph.
14 We would Iike to expand that to the 10 fingerprint,
15 which is the m nimum standard for the | AFlI S dat abase.
16 And so, we're working on a pilot to do that.

17 We're examining iris collection in the cutter

18 environnent. Naturally, as you can inmagine, this is
19 not like a port of entry or an airport or seaport.

20 You're dealing with the direct sunlight. You're

21 dealing with the rolling and pitching in the sea.

22 You're dealing with sea spray.
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1 But we still have done well as far as collecting
2 quality prints with slaps on the devices. And the

3 search woul d be extended via IDENT. The intent, the
4 desired end-state is via IDENT to | AFI S and ABI S

5 dat abases, and we're also evaluating usability of the
6 SEEKI | device, which has been proven in the field by
7 ot her agencies as a good nobile bionetric capability.
8 So, as | nentioned, the other databases,

9 effectively, we plan to | everage these existing

10 nati onal technical capabilities -- effectively, 200
11 mllion records -- in order to perform our mssion.
12 And you can see the type of information that's stored
13 on each database.

14 IDENT is primarily visa applicants traveling to

15 the United States, inmmgration violators, et cetera.

16 | AFI S stores fol ks that are arrested donestically,
17 limted to a nunmber of individuals arrested
18 internationally, latent prints fromcrine scenes, and

19 ABI S are the bad actors and players overseas in Iraqg
20 and Af ghanistan, as well as latent prints froml|EDs and
21 ot her hostile actions.

22 And of course, HSPD-24 calls for the Federal
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1 agencies to "use nmutually conpati bl e nmethods and

2 procedures in the collection, storage, use, analysis,

3 and sharing of bionmetric and associ ated bi ographic

4 contextual information of individuals.” Right now,

5 there are interoperability chall enges between DoD ABI S
6 and US-VISIT | DENT that are being worked through by the
7 US-VISIT program

8 Qur goal is to basically nobily access that

9 capability and provi de feedback fromthese systens of
10 record nobily to our operators in the field so that we
11 can be effective in protecting our borders.

12 After we evaluated the pilot, we basically brought
13 our interagency partners together and | ooked at what

14 we' ve | earned, capability gaps, and how we can i nprove
15 that in the future, and this pictures provides a vision
16 for where we want to go. It starts right in the

17 m ddle, and really, as |I nentioned, 95,000-mle

18 maritime border is pretty difficult with only 244

19 cutters and over 200 aircraft.
20 So security is part of our vision, but it's
21 bal anci ng the need to nmove commerce, as well as protect

22 privacy and protect our Nation. So guided by our |aws,
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1 policies, business rules, and doctrine, when we

2 encount er sonmeone that we believe through probable

3 cause has violated, is intending to violate U S. |aw
4 and make an illegal border entry, we do collect the

5 bi ometric. We also do |ocal verification through the
6 TW C program which is indicated on there as well

7 The biometric matching is done through the three
8 dat abases via satellite, and then we do an identity

9 intelligence analysis as well with our partners, and
10 the col |l aborative course of action or prosecution are
11 eval uated through the interagency collaboration. It's
12 call ed the regional coordination team

13 And obviously, we're able to identify possible
14 known or suspected terrorists, national security

15 threats. We're able to nom nate new KSTs, if

16 applicable. It provide us that tactical intelligence
17 to the operator, and we have encountered fol ks that
18 have fal se identities.

19 And al so what we don't talk about often is the
20 need for force protection. So we'll encounter folks
21 that are previous felons, and we need to |l et our

22 operators know that are on scene right away that we do
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1 have dangerous folks. So force protection is a big

2 part of this as well.

3 And as far as our program planning, we're still

4 collecting, looking to mature our CONOPS, and currently
5 wor ki ng our m ssion needs statement and acquisition

6 docunentation to nove into a sustainable capability

7 long termwith integrated | ogistics support and so

8 forth. And | ook to expand it beyond the current

9 depl oynent .

10 Ri sk of inaction is m ssed opportunity to identify
11 dangerous individuals along our maritinme border, m ssed
12 opportunities to identify and apprehend recidivist

13 absconders and stowaways, and its potential of

14 extendi ng trust and access to the wong persons or

15 denying trust and access to the right persons. And it
16 i ncreases duration of operations, delays of comerce,
17 as well as international trade.

18 A lack of threat awareness of Coast Guard forces,
19 public safety, and national security, and nonconpliance
20 wth the Coast Guard Authorization Act, which requires
21 DHS to inplenment a maritime biometrics programin the

22 mariti me donmmain.
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1 That concl udes ny presentation. 1'd be happy to
2 answer any of your questi ons.
3 MS. SOTTO. Thank you very nuch, Comrander Di bari
4 You may know that we -- half of this commttee is

5 taking a | ook at or thinking about privacy
6 consi derations and the use of bionetrics for nati onal
7 security activities. So | think we'll have a | ot of

8 interest by this group.

9 Chris Pierson?

10 MR. Pl ERSON: Thanks.

11 First of all, thank you very much for your

12 service. | appreciate that.

13 A quick question. In terns of the Coast Guard's
14 m ssion is here, but also abroad. It does have

15 depl oynments overseas. When it's working on those

16 depl oynents in other hostile waters, is this bionmetric
17 program bei ng i npl emented al ongside the mlitary's

18 program of bionmetric identification? O is this nore
19 | ocalized to the North Anmerican coasts?

20 COMMANDER DI BARI:  We do have bionetric capability
21 depl oyed with our patrol force in Southwest Asia under

22 NAVCENT control, and we do coordinate with the Navy as
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1 far as CONOPS, concept of operations, and our
2 enterprise architecture very closely.
3 MR. PIERSON: And that's all as a part of -- |
4 mean, when the Coast Guard is deployed, it's deployed
5 under Honel and Security, but deployed in concert with
6 the mlitary forces. But the Commandant's edict as
7 wel | as the authorization for the biometric still
8 extends out to those territorial waters as well?
9 COVMANDER DI BARI: Wthin the AORs that the Navy
10 and Coast Guard jointly operate in, that's correct.
11 MR. PI ERSON: Thank you.
12 M5. SOTTO. 1'd like to ask a questi on about
13 consent. You nentioned that consent is one of the
14 three ways that you collect prints. How does -- what's
15 the formof the consent? And do you informthe folks
16 who provide consent of the reason that you're talking
17 the prints and what you're going to be doing with the
18 prints?
19 COVMANDER DI BARI: |I'"mgoing to |let our resident
20 | awyer answer that question. Lieutenant Aaron
21 Casavant.
22 (Laughter.)
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1 LI EUTENANT CASAVANT: Yes, ma'am Thank you.
2 The Coast Guard recogni zes that informed consent
3 is -- at tines, it's a very factual dependent

4 situation, and so we tend not to rely on individual

5 consent. Although we recognize that if you were to

6 fully explain the reason for collecting bionetrics, why
7 you were doing it and what you intended to do with the
8 information that you could potentially get through

9 i nformed consent, it's our intent not to use infornmed
10 consent as a basis for collection.

11 Al t hough we don't want to |limt ourselves and say
12 not address it, because | do think there's fairly clear
13 authority that if you inform sonmebody about what you' re
14 doi ng and then ask for perm ssion to do that particular
15 techni que and you get to a point where you have

16 i nformed them about what you're doing, we don't want to
17 limt ourselves. But we don't base our operations off

18 of a consent basi s.

19 MS. SOTTO. Thank you.
20 G eg?
21 MR. NQIEI M Does the Coast Guard encounter U. S.

22 citizens or people who claimthey are U S. citizens
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trying to enter the country? And do you ever coll ect
bi onetric informati on about those peopl e whose clains
of U S. citizenship you question?

COMMANDER DI BARI :  We handl e that on a case-by-
case basis. The intent of the programis not to
collect on U S. citizens for the purposes of illegal
m gration. The | DENT database is not set up to store,
and I'mgoing to |l et Aaron answer that as well.

(Laughter.)

LI EUTENANT CASAVANT: Yes, sir. We do recognize
that the | DENT database is a border control database.
And as a result, again, if we have a suspicion of a
person who is a U S. citizen presents perhaps
identification docunents, passport, et cetera, or who
clains to be a U S. citizen, in other words, nmakes a
cl ai m but provides no docunentation, at that point,

t hat individual would be investigated |likely w thout
the use of bionetrics to determ ne -- any database
checks we do, for exanple, we'll take the individual's
nanme and run them agai nst ot her databases, not using

bi onetrics, but using the biographic information that's

provi ded.
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1 Under st andi ng that there may be additional risk.
2 In other words, the individual could provide you with a
3 fal se nanme or sonething along those lines. But again,
4 the claimof U S. citizenship, the program as it's
5 currently deployed, is intended to address our border
6 control and border crossing authorities, sir.
7 MR. NQJEIM Let nme ask you a little nore
8 pointedly. |If a person clainms that they are a U S.
9 citizen, do they get a free pass so that their
10 bi onetric identification is not collected?
11 LI EUTENANT CASAVANT: | think, sir, the concept of
12 operations that we guide our forces by in the Mna
13 Pass, in the South Florida AOR, if they were to
14 encounter an individual on a boat of mgrants, and
15 there are, for exanple, 9 Haitians, 3 Dom nican
16 Republicans, and then 1 U S. citizen, that individual's
17 bi onetrics would not be collected, but we would still
18 i nvestigate that individual as a potential snuggler,
19 m grant snuggl er, taking advantage of his status in the
20 U S. to perhaps purchase a vessel, or otherw se, we've
21 encount ered situations where people steal vessels to do
22 the m grant snuggling runs.
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1 So that individual would still be investigated,
2 but we would investigate that U S. citizen the way we

3 woul d investigate any suspicious U S. citizen.

4 So, sir, to answer that question pointedly, no.
5 MS. SOTTO. O her questions? Suzanne?
6 MS. BARBER: Have you assessed the reliability of

7 t he bi ographical information that you gather that you

8 associate with the bionetric? The data you collect, ny
9 friends and | just say ny nane is Jane. Do | get away
10 with that?

11 COVMANDER DI BARI: Yes, | think in sone cases we
12 determ ne through the identity anal ysis and

13 intelligence analysis that the person basically falsely
14 gave their information or has nultiple false

15 identifications. So, yes, we do assess that through

16 the other pieces, which is the identity intelligence

17 check against |aw enforcenment and foreign intelligence
18 open source dat abases.

19 MS. BARBER: The security around the emai

20 transm ssion. So just -- you just say you email the

21 prints back?

22 COMMANDER DIBARI: It's basically within the Coast
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1 Guard network, which is a secure network.
2 MR. NOJEIM One nore question. Gve us the
3 numbers that in an ideal world you would want to be
4 able to bionmetrically identify. Are you | ooking at
5 tens of thousands, or are you | ooking at just
6 t housands?
7 Ri ght now, you identify how many in a year
8 bi onetrically? You, neaning Coast Guard.
9 COVMANDER DI BARI: So the nunbers show roughly
10 4,000. We've done this for 6 years. So under 1,000 a
11 year. But it's not |ike we have a projection that we
12 shoot for. W go out and do our operation, and we
13 determne if -- first of all, the boarding officers do
14 an initial safety inspection and try to determ ne who
15 we're encountering and where they're comng from where
16 t hey' re goi ng.
17 And build, if we suspect illegal activity, we try
18 to build probable cause if there's illegal activity
19 happeni ng and then use the capability to certify
20 identity if our -- consistent with our business rules.
21 MR. NQJEIM |Is the 4,000 roughly the scope that
22 you need, and you don't really need to scope up a | ot
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1 hi gher than that?
2 COWANDER DI BARI:  Well, we don't know what we
3 don't know. | think right now in the past, we've used

4 t he bi ographi cal nmethod that Lieutenant Casavant

5 menti oned, and nulti nodal bionetrics enables nore

6 identity certitude.

7 So do we need to scope up further? There could be
8 ot her threat factors where fol ks have -- are trying to
9 illegally enter the United States or conduct ot her

10 illicit activities, such as on the northern border or

11 sout hwest border.

12 MS. GATES: You tal ked about redress being through
13 typical the US-VISIT procedures and on the Wb site.

14 But on a practical |evel, these individuals that are
15 pi cked up on these kinds of boats, how do you provide
16 that sort of notice and help themto understand what

17 their rights m ght be?

18 COMMANDER DI BARI :  Practically speaking, we

19 basically provide them a piece of paper that's got that
20 notice on it. And on the opposite side, it's in

21 Spanish. So it's English and Spani sh.

22 M5. SOTTO.  Linda, then Marjorie.
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1 MS. KOONTZ: Can you tell ne how often individuals
2 have sought redress under this program and what the
3 results of those actions were?
4 MS. SCOTT-PEREZ: If | can turn my m crophone on,
5 can you hear nme?
6 We woul dn't have insight into that because it has
7 to go directly to US-VISIT for the redress. So the
8 Coast Guard woul d not know that.
9 MS. CALLAHAN: So US-VISIT has redress
10 opportunities where people would anend the records. It
11 could go two different ways. One through FO A by
12 | ooking at their record and asking about it and then
13 realizing that there's a problem and one by saying I'm
14 havi ng a problem at the border.
15 M. Dibari pointed out that Coast Guard or, sorry,
16 CBP may have referrals to secondary because of
17 m smatches. US-VISIT has about hundreds of tinmes where
18 t hey had m smat ches where peopl e have sought redress
19 each year, approximately. But it's in that spectrum
20 M5. KOONTZ: Thank you.
21 MS. CALLAHAN: And they're obviously not al
22 related to the Coast Guard, which is just a small
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1 percent age of that.
2 MS. WVEI NBERGER: Okay. Here we go. Not that |
3 need it because, honestly, | can be heard.
4 I thank you for your patience and your answers to
5 questions. |I'msure this is not the best part of your
6 day.
7 I do have a quick question to you. | noticed the
8 bi onetrics you are obtaining include not just
9 fingerprints, but photographs as well. |"m assum ng
10 you' re using that for sonme kind of facial recognition
11 input. |s that correct?
12 COMMANDER DI BARI: No. It's just for context.
13 MS. WEINBERGER: So it's not being used for any
14 ot her cross-referenci ng dat abases?
15 COMVANDER DI BARI: It could be accessible from
16 other inquiries into the tied-in database, based on the
17 i nformati on-sharing agreenent.
18 MS. WEI NBERGER: Used, say, with other entities.
19 They woul d be able to access, say, that photograph and
20 run it through visual recognition for their own
21 | egiti mate purpose under the MOU?
22 MS. CALLAHAN: Hel | o.
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1 (Laughter.)
2 COMMANDER DI BARI :  No.
3 MS. CALLAHAN: This is a US-VISIT question. US-
4 VI SI T's dat abase does not -- can you hear ne,

5 transcriber? Transcriber, you' re okay? Good.

6 US-VI SIT's dat abase does not utilize visual

7 recognition tools. And so, neither the Coast Guard

8 when they receive it or US-VISIT when they're | ooking

9 at it, the only bionmetric that they' re conparing in an
10 automat ed fashion is the fingerprints, whether it's 2
11 print or 10.

12 They do do an ID check. Like irf M. Dibari's

13 fingerprints were associated with Ms. Scott-Perez, then
14 you go and say, well, that actually doesn't ook |ike
15 that matches. And that's sonme of the redress that we
16 have i s husbands and wives will get sw tched up, people
17 who are in line one after the other nay get sw tched

18 up, and that's the type of redress.

19 But it's only for kind of optic reasons to go and
20 | ook does this person physically resenble? There is

21 not facial recognition utilized within IDENT. So no

22 MOU woul d have authorized that on their own.
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1 MS. WEI NBERGER:  Ckay.
2 M5. SOTTO. Howard Beal es?
3 MR. BEALES: |I'minterested in the scope question.
4 It sounds like you're only using this in the border
5 crossing context. Is -- | nean, suppose you encounter
6 a boat that's got potential illegal immgrants. It's
7 also got U S. citizens. |[It's also got drugs.
8 Do the U S. citizens, under what circunstances do
9 you fingerprint the U S. citizens in that kind of
10 encount er ?
11 LI EUTENANT CASAVANT: Yes, sir. Thanks for the
12 guestion. It is a good question because we recently
13 had an issue where there was a vessel in the Mona Pass
14 that was initially suspected.
15 A mgrants' nonment, but instead turned out that it
16 was smuggling drugs. And what were originally thought
17 to be mgrants' personal effects were, in fact, 300
18 ki | ograms of cocaine, necessitating a switch froma
19 m grant response framework to a counterdrug response
20 framewor k.
21 So the question is an excellent question. W are
22 not restricted to one way to break the U S. | aw.
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1 (Laughter.)
2 LI EUTENANT CASAVANT: So, in that context, it's
3 likely that if we do discover drugs, the Maritinme Drug
4 Law Enforcenment Act framework would be initiated. And
5 so, if you did have U S. citizens, which those
6 i ndi viduals are subject to the Maritinme Drug Law
7 Enforcenent Act, at that point, those individuals would
8 be subject to processing just the way we woul d handl e
9 suspected, other suspected U S. citizens.
10 So that would be, in effect, separated because
11 t hose individuals woul d be subject to prosecution in
12 the U S. anyway. |In other words, the collection of
13 bi onetrics is not assisting the Coast Guard because the
14 | aw enf orcenent operations are already proceeding.
15 Your vessel is subject. You are subject to the
16 Maritime Drug Law Enforcenent Act.
17 There is no benefit to be derived through
18 collecting bionmetrics at sea because it's not hel ping
19 us arrive at a disposition decision. This is unlike
20 the bionmetrics at sea in the Mona Pass, where we
21 collect bionmetrics at sea and it hel ps our partners,
22 the U S. attorney's office, decide whether or not we
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want to prosecute this individual for repeat violations
of the U.S. immgration |aw.

So | would say that in separating the two -- we
woul d separate the two, and we woul d say, okay, we've
got folks that are suspected of violating mgrant
smuggling | aws and perhaps drug snuggling |aws at the
sane tinme, engage with the interagency partners to see,
okay, is everybody suspected of drug snuggling, or
we're doing two separate type of investigations?

And that would also be largely determ ned by the
boardi ng officer and boarding team what their on-scene
i nvestigation reveals as well. So does that help, sir?

MR. BEALES: Ckay. Just to make sure |
understand. So, basically, what woul d happen is you
find drugs. You investigate the U S. citizens as you
woul d any other U.S. citizen. At sone point, there nmay
be a decision to arrest or prosecute, or is it do you
not have arrest authority? O is it anal ogous to
arrest?

LI EUTENANT CASAVANT: Sir, what we do is we detain
at sea in lieu of arrest. And so, how that works is

it's largely driven by the flag state of the vessel.
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1 Qur jurisdiction is tied to the flag of the vessel.

2 Under international |aw, vessels exercising

3 freedom of navigation on the high seas are subject only
4 to the jurisdiction of the flag state. And so, when we
5 take [ aw enforcenment action against a particul ar

6 vessel, one of the key things that we focus in on is

7 what is the flag state of that vessel?

8 So if it's a U S. vessel registered in the United
9 States or one of the 50 States, if it's a U S. vessel,
10 t he Coast Guard has jurisdiction over that vessel

11 anywhere on the high seas. You heard Conmander Di bari
12 menti on sonme of the jurisdictional zones -- territorial
13 seas, contiguous zone, exclusive econom c zone, and

14 t hen hi gh seas.

15 So regardl ess of where that vessel is |ocated, we
16 have jurisdiction over that vessel, and the Maritine
17 Drug Law Enforcenent Act subjects the entire vessel to
18 t he operation of the MDLEA such that when we tell our
19 DQJ partners about this particular case that we have
20 ongoing, they will likely be interested in prosecuting
21 this case under the MDLEA.

22 MR. BEALES: Okay. And then when it gets to that
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1 poi nt, presumably, that person is fingerprinted and
2 checked agai nst --
3 LI EUTENANT CASAVANT: And again, the Coast Guard
4 woul dn't be doi ng that.
5 MR. BEALES: | see.
6 LI EUTENANT CASAVANT: Because there is a desire to
7 bring them back for prosecution. And again, there
8 woul d be no purpose for the Coast Guard to do that at
9 t hat point because we're not driving any kind of
10 di sposition determ nation at sea.
11 MR. BEALES: Ckay. When you say there were 1,000
12 or so matches out of these 4,000 or ‘so bionetrics
13 col l ected, that means basically a hit against a US-
14 VI SIT dat abase?
15 COWWANDER DI BARI :  Yes, sir
16 MR. BEALES: Okay. Thanks.
17 M5. SOTTO.  Joanne?
18 M5. MCNABB: Were the other 3,000 then put into
19 t he dat abase?
20 MS. CALLAHAN: So, Joanne, | think it's 1,000 of
21 the 4,000 collected are repeat collections. Right,
22 Commander Di bari? So you have a recidivist percentage
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of 25 percent.

COVMANDER DI BARI: That's correct.

MS. CALLAHAN: But all 4,000 go into | DENT

MS. MCNABB: All of them go.

MS. SOTTO.  Suzanne, did you have anot her
guesti on?

Any additional questions?

(No response.)

MS. SOTTO. Al right. W're very grateful for
your time. Thank you very nmuch for joining us.

COVMANDER DI BARI:  You're wel cone. Thank you.

MS. CALLAHAN: Madam Chair, for the record, 1,356
requests for redress to US-VISIT | ast year overall. So
in the hundreds, but 1,300 is -- 1,356, and it will be
i n Jonat han's annual report, which will come out in
Sept enber.

MS. SOTTO.  All right. W are now at the public
comment portion of our day. |If there are any nenbers
of the public who would |ike to address the comm ttee,
| would ask that you come forward at this point.

Do we have anybody who is signed up? No.

(No response.)
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1 MS. SOTTO. Okay. And if there's nobody who wants
2 to come forward with public comments, then | will thank

3 all of our speakers for the day. We very much

4 appreci ate your attending and hel ping us understand the

5 prograns that are so inportant to you

6 Thi s concludes the public portion of today's

7 neeting. We are grateful for all of your interest in

8 our work and the work of the Privacy O fice.

9 The m nutes of the neeting will be posted on the
10 Privacy Ofice's Wb site at ww. dhs. gov/ privacy in the
11 near future, and we certainly encourage you to foll ow
12 the commttee's work and to check back frequently. W
13 do good things, and we are prodigious in our witing.
14 I would ask nenbers of the public to now take
15 their leave. The commttee is going to begin a brief
16 adm ni strative session. So please, commttee, sit
17 tight.

18 Once again, | extend our commttee's thanks to the
19 speakers and want to applaud Mary Ellen's great work.
20 (Appl ause.)

21 (Wher eupon, at 3:51 p.m, the neeting was

22 concl uded.)
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