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Abstract

The Department of Homeland Security United States Coast Guard Academy (USCGA or
Academy) uses College Board’s Recruitment PLUS™ (Recruitment PLUS) software application for
college admissions and enrollment activities. The Recruitment PLUS system does the following things:

1. Collects and stores prospective applicants’ biographic and educational data,
2. Collects USCGA admissions staff’s and volunteers’ biographical data,

3. Facilitates and tracks the application process, and

4. Aligns admissions staff and volunteers to prospective applicants.

The purpose of this PIA is to document how Recruitment Plus collects and uses personally
identifiable information (PII).

Overview

USCGA Admissions (Admissions) uses the Recruitment PLUS application for USCGA college
admissions and enrollment activities in furtherance of 14 U.S.C. 8181 and §211. Students who are
interested in or who are applying to the USCGA are managed in the Recruitment PLUS system.
Admissions uses this system to manage communications with prospective applicants as well as track their
progress through the application process. Recruitment PLUS is a business system that helps Admissions
automate individualized communication to prospective applicants. Most middle school and high school
freshman inquiries consist of general requests for information for reports or class projects. Starting in the
prospective applicant’s sophomore year, Admissions begins sending information to interested students;
this information is generic in nature and focuses on the missions of the U.S. Coast Guard and relates those
missions to the USCGA. During the prospective applicant’s junior year the focus of information is on
military service academies and contains detailed information on majors, faculty, and athletic opportunities
available at the USCGA. Admissions encourages prospective applicants to visit the USCGA through one
of the many campus based programs offered throughout the year. Throughout the USCGA Admissions
process, the following four Recruitment PLUS modules are utilized:

e Student Module
e Admissions Staff Module
e Volunteer (Admissions Partners) Module
e Report Builder Module
Student Module

Prospective applicants provide information to the USCGA through personal, online, and postal
recruitment efforts. The Admissions staff along with their USCGA Admissions Partners (volunteers)
visit high schools and attend local and national college fairs to gather information from prospective
students. In addition, prospective applicants provide their contact information directly to the USCGA so
an Admissions staff member, with system privileges, can enter the information into Recruitment PLUS.
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This information includes their name, mailing address, phone number(s) and email address Once that
occurs, prospective applicants begin to receive information about the USCGA and its admissions process.

Admissions Staff Module

The Admissions Staff Module consists of admissions staff’s basic biographical data, which is
used to align staff with prospective applicants. This module consists of:

o Data a user can view, add, update and delete (at the tab or data group level)

e Actions a user can perform (including sending letters, running reports, etc.)

e Administrative actions a user can take (including the creation of letters, reports, and
communications roles, as well as execute an import or export, etc.)

Volunteer (Admissions Partner) Module

The Volunteer Module contains biographical data on USCGA admissions partners. This datais
used to connect prospective applicants to admissions partners within the region. Admissions partners
meet, interview, and refer prospective applicants to USCGA admissions officers. USCGA admissions
partners voluntarily provide the information maintained in this module of the Recruitment PLUS system. .
Admissions Partners are comprised of USCGA alumni, parents of current and former cadets, members of
the USCG Auxiliary, members of the Association of Naval Services Officers (ANSO), members of the
National Naval Officers Association (NNOA), USCG civilian personnel, USCG active duty and reserve
members, and members from other military services. Individuals interested in becoming an admissions
partner must first submit an online registration request to USCGA. The registration is reviewed by the
admissions staff. Acceptance is based on an individual’s background investigation, geographical area,
and the particular needs of the service. This review is independent of Recruitment PLUS. Admissions
partners are differentiated by their level of engagement with the admissions program, training status, and
their membership status. Membership status is established as follows:

e Inactive Members: admissions partners who fail to complete mandatory training in specified time
frame or have not done any volunteer activities since completing the initial background check and
training;

e Inquiry: Prospective admissions partners who have expressed interest in the program but not yet
completed the online registration request, background check, or training;

e Members: Prospective admissions partners who have successfully completed the online
registration request, but have not completed the background check and training processes;

e Provisional Members: Prospective admissions partners who have successfully completed the
online registration request, but not completed the background check and training processes;

e Rejected Inquiry: Prospective Admissions Partners who have been denied admissions partner
status; and

e Withdrawn/Cancelled Memberships: Admissions partners who have requested to be removed
from the active partner program rolls. Recruitment PLUS maintains this data because members
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who withdrawor cancel their membership frequently renew their active status due to health- or
work-related situations.

Report Builder Module

The Report Builder Module consists of unique prospective applicant files. Either the prospective
applicant or admissions personnel can update these files by entering new data into the USCGA webpage
or a Recruitment PLUS prospective applicant report, respectively. Report Builder Module data is created
from information provided voluntarily by a student at a college fair, high school visits by admissions staff
and partners, and Congressional events. Once the admissions staff member receives a prospective
applicant’s information, the student’s data is entered into Recruitment PLUS, which creates a student
record. Alternatively, a prospective applicant can visit www.uscga.edu to complete a voluntary profile
for more information. Upon completion of the voluntary profile, the web-based Inquiry to Enrollment
application (i2e) passes the prospective applicant’s information to Recruitment PLUS, which generates a
new student record. Recruitment PLUS’s data export utility allows Admissions to upload data to the
web-based i2e so that prospective applicants can view their application status.

Additionally, Recruitment PLUS includes an import package that allows data to be imported from
the USCGA'’s existing Academy Information System (ACADIS) via electronically transmitted files, but
does not allow Recruitment PLUS data to be transmitted to the ACADIS system. This process is outlined
further in the ACADIS PIA." Additional data that is input into the Recruitment PLUS system originates
from the Department of Defense Medical Exam Review Board (DODMERB), and SAT/ACT admissions
tests.

During a prospective applicant’s senior year, he is sent mailings and invitations to participate in
campus-based programs to provide students with an in-depth look at USCGA. Programs consist of day-
long and overnight programs and enable the prospective applicant the opportunity to meet with cadets,
faculty, and staff to learn more about the USCGA and determine if USCGA is the right choice for them.
Additionally, admissions staff and partners travel throughout the Unitied States and host informational
sessions for prospective students and their families. In those instances, students are sent email invitations
to the off-campus events, which are also posted on the USCGA web site.

Once a senior determines that USCGA is their school of choice, the student goes to the USCGA
website and completes an online application. Once the online application is completed, the applicant’s
data is exported into Recruitment PLUS via the i2e program. Throughout the admissions process (which
runs from September through June of the prospective applicant’s senior year), applicants are able to
update their application with SAT/ACT scores, additional high school transcript data, and letters of
recommendation.

A typical record in Recruitment PLUS is generated in one of three ways. First, admissions can
receive student information provided voluntarily by a student at a college fair or Congressional event. An
admissions staff member then enters this student data into Recruitment PLUS and a student record is

! Privacy Office, DHS, United States Coast Guard Academy Information System (2010),
https://www.dhs.gov/xlibrary/assets/privacy/privacy _pia_uscg_acadis.pdf.
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created. Second, a student can voluntarily completes a profile for more information at www.uscga.gov.
The web-based application i2e then passes this information to Recruitment PLUS and a new student
record is created. Third, informaton in Recruitment PLUS can be passed from ACADIS once an
application for admission is started by the student.

Recruitment PLUS supports the appointment of permanent commissioned officers in the regular
Coast Guard from the USCGA as authorized by 14 USC § 211. The authority to operate the USCGA is
contained in 14 USC § 181.

Section 1.0 Characterization of the Information

The following questions are intended to define the scope of the information requested and/or
collected as well as reasons for its collection as part of the program, system, rule, or technology being
developed.

1.1 What information is collected, used, disseminated, or
maintained in the system?

Prospective applicant/student, admissions staff and admissions partner information is collected,
used, disseminated and maintained in Recruitment PLUS.

The following fields are part of a student’s record, although many students have only the most
basic information as part of their student record. As a student moves along the application process, more
information, provided by the student, is made a part of his electronic record in Recruitment PLUS.

Student
e Full name (first, middle, and last name);
e Nickname;
e Social Security number (SSN) (collected only after student starts the application process);
e Birth date;

e Rating (based on admissions activities, system-generated);

e Application status, including Applied, Application iomplete, Application incomplete,
Admitted with conditions, and Admitted without conditions;

e 12E identifier (CGA web generated);

e Student type (e.g., Freshman, or International);

e Gender;

e Citizenship;

¢ Race/ethnicity category;

e Prior last name (if applicable);

e Geographic market (system generated based on student’s address): Recruitment PLUS’s
“Geomarkets” define State-based geo-demographic areas, which is used to track and focus
recruiting efforts and data;

o Addresses (including home, work, email, and previous schools/colleges);

o Telephone/fax numbers;
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e Activities (completed by the student or admissions): includes student’s interests, sports
participation, and extracurricular activities;

o Standardized test scores: reflects results of individual test components (critical reading, math
and writing), as well as SAT, ACT, and other required test scores;

e Student ID: this can be either a system-generated ID or an ID created by the USCGA,;

e Official correspondence: All letters related to the prospective applicant. Letters can include
responses to inquiries for information; a request for additional information to complete the
application; or a decision letter that could indicate that the prospective students has been
admitted, rejected or placed on a waitlist for admissions to the Academy.

Staff

Recruitment Plus collects much of the same information from USCG staff in the admissions staff
module as the student module:

e Full name (first, middle, and last name);

o Suffix;

e Nickname;

e Title;

e Network ID;
e SSN;

o Race/ethnicity category;
e Marital status;

e Gender;
e Birth date;
o Citizenship;

e Telephone number;
o Relationship;

e Username;
e Work street address, city, state, zip, email,
e Activities.

Academy Admissions Partners (Volunteers)

Academy admissions partners are used to connect prospective applicants to admissions partners within
their respective region. Academy admissions partners are comprised of USCGA alumni, parents of
cadets (current and former), CG Auxiliary members, Association of Naval Services Officers (ANSO) &
Naval Officers Association (NNOA )members, CG active duty, reserve, civilian personnel as well as
individuals from other branches of military service.

o Full name (first, middle, and last name);
e Suffix;

e Nickname;

e Birth date;
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o Marital status: (admissions does not ask for the marital status of admissions partners-- this is
a default Recruitment PLUS field, but is left blank in each record);

e Type of volunteer (USCGA Alumni, USCG Active Duty/Auxiliarist, etc.);

e Prior name (if applicable);

e Gender;

e Race/ethnicity type (to ensure members are representative of the population and occasionally
provide stats on the composition of the program, in aggregate);

e Citizenship;

e Geographic market (system generated based on volunteer’s address);

e Home address (including city, state, zip, county, and country);

e Phone numbers (home, cell, work, and fax numbers);

e Email addresses;

e Activities (those completed by the admissions partner or those completed by Admissions
relating to the volunteer);

e Type of graduate degree (MA/BS, PhD, etc.): although the field is present, USCGA does not
collect this information for our mission, and therefore this field is left empty for USCGA'’s
use of Recruitment PLUS;

o Employment status;

Membership status.

1.2 What are the sources of the information in the system?

Student information is voluntarily provided by middle school, high school, and college students
interested in applying to the USCGA. Student information also comes from the purchase of student
names from commercial organizations such as College Board, College Bound Student Services (CBSS),
and National Research Center for College University Admissions (NRCCUA).

Admissions staff information is voluntarily provided when staff members join the admissions
Division.
Admissions partner information is required as part of the admissions partner application process.

1.3 Whyis the information being collected, used,
disseminated, or maintained?

Prospective applicant’s information is collected, used, disseminated and maintained to screen
students interested in applying to the USCGA. The information is used to communicate by mail and
electronically as they move through the application process.

Staff information is collected to maintain user accounts and to link Admissions Officers with
students in their areas of responsibility,

Admissions partner information is used to help connect students interested in applying to the
Academy with local area volunteers for applicant interviews and outreach. Admissions partners are
notified by email or phone when interview or outreach activities need to be completed in a specific
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geographic area. Additionally, admissions partners can utilize the Recruitment PLUS system to view a
list of upcoming college fairs which they may request to attend as a USCGA representative.

1.4 How is the information collected?

Information is collected voluntarily online at www.uscga.edu as well as at college fairs, high
school visits, Congressional events, and in person during Academy visitation programs. Admissions staff
provide their information when they join the Admissions Division. Admissions partners provide their
information as part of the application process.

1.5 How will the information be checked for accuracy?

Admissions staff checks information for accuracy during the course of mailings and email
communication. Invalid mailing addresses are corrected when the mail is returned to the USCGA.
USCGA Admissions uses “Return Service Requested” to identify returned mail and obtain updated
address information, which is entered into Recruitment PLUS. The original mailing is then re-sent to the
correct, updated address.

Additionally, admissions staff members with sufficient access can update student, staff and
admissions partner informationwhen advised of the need for a correction by the subject of the record. If
an email address is determined to be invalid, an admissions staff member contacts the student by
telephone or mail requesting an updated email address. Once an updated email address has been
provided, an admissions staff member with the proper permissions updates the data in the Recruitment
PLUS system.

All SAT/ACT test scores entered in Recruitment PLUS system are official scores received either
directly from a College Board/ACT score import or from data imported from the USCGA’s ACADIS
system. An applicant’s identity is not confirmed until they are actually tendered an appointment to the
USCGA. Additionally, the admissions staff works with the USCGA cadet Administration office to enter
all incoming cadets into the Office of Personnel Management’s e-QIP system in order to verify
citizenship and initiate a background/security investigation. High schools are not routinely contacted to
verify information provided on an official transcripts. However, schools are contacted if the academic
information submitted, such as SAT/ACT scores, are received from the student and not forwarded directly
from the testing services or are not on an official high school transcript.

Recruitment PLUS validates data at its front-end as well as back-end database. Some validation
rules are derived from business logic and some are data-driven. Additionally, because Recruitment PLUS
uses Microsoft Structured Query Language (SQL), referential integrity is implemented through foreign
keys.

When an individual is approved to complete the registration process to become an academy
admissions partner, the USCGA sends a volunteer disclosure/authorization form and a request form.
While completion of both forms is strictly voluntary, they must be completed and returned to the
USCGA’s employment screening service in order to initiate a background check.
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The employment screening service, which is conducted by Lexis/Nexis Employment Screening,
conducts an SSN validation and verification check to confirm that the potential partner holds a valid SSN,
and to provide an accurate name and address history. That history is critical to the screening service’s
second step, a thorough criminal background screen involving a 50-state search of criminal records from
multiple sources.

The USCGA is not interested in credit history or any other data unrelated to a criminal history
screen and Lexis/Nexis Employment Screening will not be searching that data.

The USCGA uses the criminal background data it receives from Lexis/Nexis Employment
Screening solely to adjudicate an individual’s Academy admissions partner application. Generally, an
arrest or conviction for a crime against a minor, a violent crime (including domestic assault or abuse), or a
sex crime will be disqualifying, as will an arrest or conviction for driving under the influence (DUI),
driving while intoxicated (DWI1), or reckless driving within the last 5 years. This is not an exhaustive list
and other arrests or convictions will be reviewed on a case-by-case basis.

It is, of course, a purely voluntary decision on the individual’s part whether to provide the
required personal information to Lexis/Nexis Employment Screening. However, due to USCGA’s
commitment to providing the safest possible environment for our prospective cadets, if the individual
decides not to provide information, USCGA is unable to maintain him or her as an admissions partner.

1.6 What specific legal authorities, arrangements, and/or
agreements defined the collection of information?

The appointment of permanent commissioned officers in the regular Coast Guard from the
USCGA is authorized by 14 USC § 211. The authority to operate the USCGA is contained in 14 USC §
181.

1.7 Privacy Impact Analysis: Given the amount and type of
data collected, discuss the privacy risks identified and how
they were mitigated.

Privacy Risk: High school/college transcripts may be lost or misrouted to another USCGA
office. All students seeking admissions to the USCGA must submit an official high school transcript
from their high school or current college. The USCG can only receive transcripts in paper form as CGA
does not have a mechanism to receive them electronically.

Mitigation: All transcripts are mailed directly to the Admissions Office. Only trained members
of the Admissions staff are authorized to handle student transcripts. All transcripts are reviewed to verify
that the record is an official transcript. Transcripts are deemed official if there is an embossed seal from
the high school along with the signature from the principal and/or guidance counselor. If there is any
guestion to the validity of the transcript, the admissions staff member will contact the high school and
request a new official transcript be sent directly from the high school to the Admissions Office. The
Admissions Office does not upload high school transcripts into Recruitment PLUS since we do not
receive any electronically.
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Section 2.0 Uses of the Information

The following questions are intended to delineate clearly the use of information and the accuracy
of the data being used.

2.1 Describe all the uses of information.

Recruitment PLUS data is used to communicate with prospective cadets in the years leading up to
the submission of an application and throughout the application process. USCGA communicates with
prospective students using a multi-channel, multimedia strategy which encompasses direct mail, email,
USCGA website, outside websites, banner ads, and online marketing campaigns.

The admissions staff and admissions partner data component of Recruitment PLUS is used during
the period of the staff’s and Admissions Partners active admissions work. Once a staff member or
admissions partner departs for another position or withdraws from the admissions partners program, his
information is retained for limited, discrete historical purposes. These purposes include year-end
recruiting activity reports and tracking historical recruiting practices and efforts. Once a student has
either been accepted, rejected, withdrawn, or is no longer is interested in applying to the USCGA, he can
amend or update Recruitment PLUS data by direct mail, email or via telephone.

2.2 What types of tools are used to analyze data and what type
of data may be produced?

The Report Builder function of Recruitment PLUS is used to analyze data. For example, the
Report Builder function is frequently used to separate and examine applicant data by geographical
markets or educational neighborhoods. This analysis helps shape the annual recruiting plan and
determine admissions officer travel schedules.

Recruitment PLUS’s Report Builder uses Microsoft Access report creation tools to develop report
templates. These reports are instantly available to admissions staff members through Recruitment PLUS.
Additionally, Recruitment PLUS administrators have the ability to use these standard reports as templates
for creating customized reports.

In addition to the Report Builder tool, Recruitment PLUS has the ability to create data analyst
reports. These real-time reports use pivot tables to stratify and display USCGA admissions data in
graphical and statistical ways by summarizing Recruitment PLUS data.

2.3 If the system uses commercial or publicly available data
please explain why and how it is used.

The USCGA uses criminal background data it receives from Lexis/Nexis Employment Screening
to adjudicate an individual’s Academy admissions partner application. Generally, an arrest or conviction
for a crime against a minor, a violent crime (including domestic assault or abuse), or a sex crime will be
disqualifying, as will an arrest or conviction for driving under the influence (DUI), driving while
intoxicated (DWI), or reckless driving within the last 5 years. This is not an exhaustive list and other
arrests or convictions will be reviewed on a case-by-case basis. Within Recruitment PLUS, Admissions
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documents the results of the screening service summary (green, yellow, red status) but not the content of
the screening. Details are only available through the employee screening service.

The Recruitment PLUS system captures both SAT/ACT exam data and student name data
purchased from commercial organizations such as College Board, CBSS, and NRCCUA. USCGA uses
SAT/ACT exam scores to determine the academic quality of USCGA applicants. Prior to taking the
SAT/ACT exams, College Board asks students whether they would like to release their scores to colleges
and universities. If the student chooses, official scores reports are then sent by SAT/ACT directly to
USCGA to be incorporated into a student’s application. The purchased student name data is used to
identify potential USCGA applicants and focus admissions recruiting efforts.

For the Academy Admissions Partner Program, which is charged with hiring admissions partners,
USCGA uses publically available data from an employee service. Partners voluntarily authorize
Admissions to review the publicly available data. The USCGA uses the criminal background data it
receives from the employment screening service to make a decision to complete the process in making the
individual an Academy Admissions Partner.

2.4 Privacy Impact Analysis: Describe any types of controls
that may be in place to ensure that information is handled
in accordance with the above described uses.

Privacy Risk: There is a potential risk of misuse of Recruitment PLUS information.

Mitigation: Only trained admissions staff members are granted access to College Board’s
Recruitment PLUS. These staff members must complete annual Privacy Act training. In addition, all
users attend a four day training session by the College Board to assist staff members in learning about
Recruitment PLUS and how to effectively utilize the information. When Admissions Staff members and
Admissions Partners depart, withdraw, or become inactive in the USCG Admissions process, their
accounts are disabled. Student/applicant information is not available to anyone not associate with the
Admissions Division.

Section 3.0 Retention

The following questions are intended to outline how long information will be retained after the
initial collection.

3.1 What information is retained?

The information in the student, admissions staff, and admissions partner records is retained for
historical purposes and trend analysis. This includes name, DOB, SSN, ethnicity, address, and citizenship
and whether the application was admitted, or rejected. USCGA uses this for year-end recruiting activity
reports and tracking historical recruiting practices and efforts.
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3.2 How long is information retained?

Electronic records are retained for approximately four years. However, because these records are
used to both account for and track historical recruiting efforts and shape prospective recruiting efforts, the
USCGA Records Management Program is working with the USCGA to determine the business need of
records in this system.

3.3 Has the retention schedule been approved by the
component records officer and the National Archives and
Records Administration (NARA)?

The retention schedule has not yet been approved by the CG Records Officer or NARA.

3.4 Privacy Impact Analysis: Please discuss the risks
associated with the length of time data is retained and how
those risks are mitigated.

Privacy Risk: USCGA Admissions Division keeps data for historical purposes, such as tracking
historical recruiting efforts and analyzing trends. Because Admissions retains information for long
periods of time there is a privacy risk that data may become out-of-date or lost.

Mitigation: College Board’s Recruitment PLUS access is only available to trained admissions
staff members. Admissions staff receives annual Privacy Act training. When admissions staff members
and admissions partners depart, withdraw, or become inactive in the USCGA admissions process, their
accounts are disabled. Further, student/applicant information is not available to anyone but admissions
staff. When reviewing the data retention schedules, USCGA admissions will strive to keep the minimal
amount of data needed to perform its mission.

Any out-of-date information does not impact the Admissions Division for their analysis of
admissions trends.

Section 4.0 Internal Sharing and Disclosure

The following questions are intended to define the scope of sharing within the Department of
Homeland Security.

4.1 With which internal organization(s) is the information
shared, what information is shared and for what purpose?

This information is not shared with any other organization within the Department of Homeland
Security.

4.2 How is the information transmitted or disclosed?

Not applicable since information is not shared with other DHS organizations.
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4.3 Privacy Impact Analysis: Considering the extent of internal
information sharing, discuss the privacy risks associated
with the sharing and how they were mitigated.

Not applicable since information is not share with other DHS organizations.
Section 5.0 External Sharing and Disclosure

The following questions are intended to define the content, scope, and authority for information
sharing external to DHS which includes Federal, state and local government, and the private sector.

5.1 With which external organization(s) is the information
shared, what information is shared, and for what purpose?

Recruitment PLUS data is not routinely shared, but is stored on The College Board’s domain with
Equinox Managed Services Data Center located in Northern Virginia. Infrequently, Recruitment PLUS’s
proprietor, The College Board, must access the Recruitment PLUS system to correct system failures or
restore data. As with all access to Recruitment PLUS, user authentication is required. This activity is
recorded in security logs and with USCG natification.

5.2 Is the sharing of personally identifiable information outside
the Department compatible with the original collection? If
SO, is it covered by an appropriate routine use in a SORN?
If so, please describe. If not, please describe under what
legal mechanism the program or system is allowed to
share the personally identifiable information outside of
DHS.

PIl is not shared substantively outside the Department, but rather IT personnel who maintain the
Recruitment PLUS servers occasionally require access to Recruitment PLUS data files to correct system
failures or restore data. The System of Records Notices that govern the collection of the data within the
Recruitment PLUS system.

o Admissions partner records are covered by DHS/ALL-003 Department of Homeland
Security General Training Records (73 FR 71656, November 25, 2008).

e Staff records and system maintenance personnel records are covered by DHS/ALL-004
Department of Homeland Security General Information Technology Access Account
Records (74 FR 49882, September 29. 2009).

e Student records are covered by DHS/USCG-027 Recruiting Files (73 FR 77804,
December 19, 2008).
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5.3 How is the information shared outside the Department and
what security measures safeguard its transmission?

As described above, personnel who maintain the Recruitment PLUS servers occasionally require
access to Recruitment PLUS data files to correct system failures or restore data. All Recruitment PLUS
data manipulation and modification within the Recruitment PLUS system is handled by stored procedures
in SQL Server. No ad-hoc queries are allowed. The database server is placed behind firewalls and can
only be accessed by Recruitment PLUS Web Services. These configurations protect the Recruitment
PLUS database from unauthorized probing and data destruction. Recruitment PLUS stores dates and user
IDs of changed records for tracking purposes.

Recruitment PLUS uses both application-level security and database-level security to manage
authentication and authorization. At the application level, users are authenticated based on a user table
maintained by the application. Users are assigned to one or many roles with various access levels
managed by the application. Recruitment PLUS authenticates every user request through web service
calls. All access to Recruitment PLUS requires user authentication. Transactions from the web server to
the database are authenticated through SQL Server user authentication. Network data encryption can be
achieved at the transport layer through SSL and Secure IP.

Recruitment PLUS encrypted user passwords are stored in the database. In the hosted
environment, the Recruitment PLUS Web service component is setup inside a DMZ while the database
server is placed behind firewalls. Communications between the Recruitment PLUS client and the web
service component are protected using SSL. Recruitment PLUS uses industry standard security
guidelines to prevent security breaches like SQL injection, cross site scripting, etc.

5.4 Privacy Impact Analysis: Given the external sharing,
explain the privacy risks identified and describe how they
were mitigated.

Privacy Risk: There is a possible risk of unauthorized or improper access to USCGA
Admissions Recruitment PLUS data.

Mitigation: While the proprietor of the Recruitment PLUS application, The College Board,
requires infrequent access to the Recruitment PLUS system to correct system failures or restore data,
strict policies and procedures are in place to ensure proper handling and destruction of USCGA data. The
College Board requires explicit approval from customers to directly access customer databases.

Section 6.0 Notice

The following questions are directed at notice to the individual of the scope of information
collected, the right to consent to uses of said information, and the right to decline to provide information.
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6.1 Was notice provided to the individual prior to collection of
information?

Prospective USCGA applicants are informed through both an online notice on the USCGA
website, as well as told in person when they request information that the information they provide
USCGA is voluntarily. Moreover, when a prospective USCGA applicant starts an online application,
they must affirmatively acknowledge the Privacy Act Statement. OMB No. 1625-0004 is also displayed.
If the applicant elects not to provide the information, he can withdraw from the process. Students are
notified that information they provide is voluntary and will be shared in performance of duties of officials
and employees of the USCG in managing and contributing to the admissions process and appointment of
USCGA cadets. Admissions partners and staff also acknowledge the Privacy Act statement before
submitting PIl. Additionally, notice is provided pursuant with 5 U.S.C. 8§8552a in the DHS/ALL-003
General Training Records, DHS/ALL-004 General Information Technology Access Account Records,
and DHS/USCG 027 Recruiting Files SORNS.

6.2 Do individuals have the opportunity and/or right to decline
to provide information?

Yes, information is provided voluntarily by prospective applicants and admissions partners.
However, if information is not provided, the USCGA will not consider the applicant for admission to the
Academy or to the Academy Admissions Partner program. Data provided by admissions staff is
incidental to the staff’s official duties. Staff failure to provide information would result in the staff’s
inability to perform their official functions and may require transfer or termination.

6.3 Do individuals have the right to consent to particular uses
of the information? If so, how does the individual exercise
the right?

The information provided is only used for the admissions and appointment process of USCGA
cadets and aligning admissions partners and staff with prospective applicants.

6.4 Privacy Impact Analysis: Describe how notice is provided
to individuals, and how the risks associated with
individuals being unaware of the collection are mitigated.

Students or admissions partners who did not understand why they were providing information or
if they have changed their mind are able to contact Admissions and request to be withdrawn and no longer
contacted. Student and volunteer records can then be permanently deleted by a staff Recruitment PLUS
administrator.
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Section 7.0 Access, Redress and Correction

The following questions are directed at an individual’s ability to ensure the accuracy of the
information collected about them.

7.1 What are the procedures that allow individuals to gain
access to their information?

Students and volunteers are able to review information they provide online at www.uscga.edu by
logging into their account. Students and volunteers may obtain a copy of their information by submitting
a Freedom of Information Act (FOIA)/Privacy Act request to: Commandant (CG-611), 2100 2"° Street,
SW, Washington, DC. 20593-001, Attn: FOIA.

7.2 What are the procedures for correcting inaccurate or
erroneous information?

Students and volunteers can make edits to their personal information through the USCGA
website, which electronically houses the data in a queue so the designated import package can transfer the
data from i2e to Recruitment PLUS. Further, once a student has either been accepted, rejected,
withdrawn, or is no longer is interested in applying to the USCGA, s/he can contact the Admissions
Division by direct mail, email or via the telephone to amend or update Recruitment PLUS data The
prospective applicant cannot directly add or change his information through Recruitment PLUS, but can
update personal information through the USCGA Admissions website, which is, in turn, updated in the
Recruitment PLUS system. Prospective applicants may contact an admissions staff member who, with
proper permissions, can update the student data.

Additionally, students and volunteers may obtain a copy of their information by submitting a
Freedom of Information Act (FOIA)/Privacy Act request to: Commandant (CG-611), 2100 2"° Street,
SW. Washington, DC. 20593-001, Attn: FOIA.

7.3 How are individuals notified of the procedures for
correcting their information?

Students and volunteers are advised online on how to make corrections to their information.
They are also provided contact information to Admissions where a staff member may make the correction
to their record.

7.4 If no formal redress is provided, what alternatives are
available to the individual?

Redress is provided.
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7.5 Privacy Impact Analysis: Please discuss the privacy risks
associated with the redress available to individuals and
how those risks are mitigated.

Privacy Risk: There is a risk of Admissions staff inadvertently mishandling student and
volunteer information.

Mitigation: Only trained members of the admissions staff are authorized to handle student and
volunteer information. Before information is entered into Recruitment PLUS, it is reviewed by the
admissions staff to ensure accuracy. An admissions staff member with authorized permissions may
correct discrepancies at any time. Additionally, students and volunteers are advised online on how to
make corrections to their information.

Section 8.0 Technical Access and Security

The following questions are intended to describe technical safeguards and security measures.

8.1 What procedures are in place to determine which users
may access the system and are they documented?

User data is maintained in the staff module of Recruitment PLUS. Recruitment PLUS uses both
application level security and database level security to manage authentication and authorization.

At the application level, users are authenticated based on a user table maintained by the
application. User names, salt and the corresponding hashed password values are stored in the user table.
Users are assigned to one or many roles with various access levels managed by the application.

Recruitment PLUS authenticates every user request through web service calls. All access to
Recruitment PLUS requires user authentication. Transactions from the web server to the database are
authenticated through SQL Server user authentication. Network data encryption can be achieved at the
transport layer through SSL and Secure IP.

Recruitment PLUS allows the USCGA to create permissions based on user role through the client
at the field, data and functional levels. Only users who are assigned an Administrator role, or a custom
role that includes the right to modify Staff Roles, can use this utility. This functionality will help protect
the USCGA against unauthorized usage, introduction of fraudulent records, and alteration or destruction
of information in files.

The admissions staff component of the Recruitment PLUS™ security system was designed with
three major goals. The first goal is to support the concept of sharing Recruitment PLUS data with
authorized admissions users. The second goal is to prevent admissions and other users from unauthorized
access and use of Recruitment PLUS data. The third goal is to categorize types of users to create custom
permission roles.
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8.2 Will Department contractors have access to the system?

Yes. Although most users are federal employees, there is currently one contractor. Contractor
users are subject to the same training and user rules as employees..

8.3 Describe what privacy training is provided to users either
generally or specifically relevant to the program or
system?

Privacy training is provided to admissions staff members on an annual basis. Refresher training
and reminders are also provided throughout the year regarding safeguarding student information.

8.4 Has Certification & Accreditation been completed for the
system or systems supporting the program?

Recruitment PLUS is a minor system supported by the ACADIS general support system. No
separate C&A is pending for this application. Recruitment PLUS is/will be covered under the General
Support System C&A effort.

8.6 Privacy Impact Analysis: Given the sensitivity and scope of
the information collected, as well as any information
sharing conducted on the system, what privacy risks were
identified and how do the security controls mitigate them?

For Managed Service implementations, rather than allow outside entities to scan The College
Board public-facing IP, security firms perform independent security scans several times a year.

Section 9.0 Technology

The following questions are directed at critically analyzing the selection process for any
technologies utilized by the system, including system hardware, RFID, biometrics and other technology.

9.1 What type of project is the program or system?

Recruitment PLUS application is a Win32 client that accesses the database via web services
(https.) After the initial setup of the client, all deployments are performed from the web services. The
Recruitment PLUS application can be configured as a 3-tier architecture which includes a smart client,
web services and the database. Recruitment PLUS operates in a Windows environment and utilizes
Microsoft SQL Server 2005 to create a table-driven, relational database design with primary, secondary
and tertiary table structure. SQL Server Integration System can be used to combine and join data from
various data sources.
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9.2 What stage of development is the system in and what
project development lifecycle was used?

Recruitment PLUS has been available since 1994 and version 10.0 was released on July 14, 2009.
Currently, new releases are issued annually as new versions of the software. Scripts for smaller
enhancements and patches are deployed as needed throughout the year. Recruitment PLUS users are
notified via email, electronic newsletter, the client list-serve and postings on the Recruitment PLUS
Support Website.

The Recruitment PLUS Program team in partnership with the College Board Regional and
National Account Services, and College Board Enrollment Software Support, solicit current users for
feedback on enhancements. Enhancement requests can be made at any time throughout the year by
calling, emailing or submitting them through the Recruitment PLUS Support Website. The College
Board also works with a client advisory group that advises the College Board in product updates and
enhancements, and service needs within the Support and Implementation process.

Recruitment PLUS software engineering practice includes rigorous controls for ensuring quality.
Reported defects are prioritized during the release planning process to ensure that higher impact issues are
prioritized for correction in the system earlier than less severe issues. During the actual development
cycle the software is verified first via test cases and test procedures defined for new features,
enhancements, and defect corrections. Thereafter, the system is subject to both manual and automated
regression testing.

Throughout the development process, a highly-skilled quality assurance team works with College
Board Enrollment Software Services to ensure user acceptance. In some cases, members of the Client
Advisory Group are asked to conduct beta testing in their Recruitment PLUS environment.

Currently, new releases are issued annually as new versions of the software. Scripts for smaller
enhancements and patches are deployed as needed throughout the year. After initial setup of the client,
all deployments are performed via the Web Services.

9.3 Does the project employ technology which may raise
privacy concerns? If so please discuss their
implementation.

No, this is a commercially available package based on commercially available Microsoft
technology and tools. At this point, USCGA is not aware of any risks in the underlying technology.
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