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SECTION 1 - SCHEDULE OF SUPPLIES/SERVICES
(CONTINUATION OF SF 1449, BLOCK 20)

Al General Description

The contractor shall provide the ILS services as described in Part C, Performance Work
Statement, in accordance with the pricing set forth in Section 1 of Part A, Schedule of
Supplics/Scrvices.

A.2  Contract Pricing

The coniract line items numbers (CLINS) in accordance with the CLIN Numbering
Structure in Paragraph A.2.1 of this Section shall be used for development of invoices in
accordance with B.3.4.5, Development of Invoices, of Part B, Contract Clauses. Sustainroent
services shall be based on fixed unit pricing, sustainment suppeort shall be fixed price, and
provisional line items for ancillary logistics services may be issued on a fixed price or time and
naterials (T&M) basis, as appropriate.

A.2.1 Pricing Schedule and CLINs

CLIN Description Quantity Unit Unit Price Extended Price
001 TRANSITION 4 LA H1,193,034 B7T2,135
CLIN Deseription Quantitvl LUlnit Lnit Price Estended Price
1001 SUSTAINMENT OF TSE
Technology Manufacturer Model
Advaneed (b))
Imaging | i 8 | 13 PROVISION 6al EA
Technology
(AITY
100IB | L3 AT2 a2 A
1001C | RAPISCAN G200V 501 A
Advanced 601 | RAPISCAN DVAT2 501 EA
Technology CRITTTE
(AT) X-Ray : S Y
) Y 00IE | e oToN SMITIIS DT 441 FA
SMITHS -
WOTE | e TION ATIX2 299 EA
Bottled 001G | CEIA BLS 00 EA
Lguid SMITHS RESPONDE
Scanner LY 3 sp 407 :
(BLS) 0OMH | perperion R 492 EA
Enhanced | 19011 | CFIA (PPNI) 1402 EA
Metal
Detector 10011 GARRETT PDesa 43 FA
(EMI)
001K | MDI ITEMISER 700 EA
10010 | MDI DX 2800 EA
) SMITHS [ONSCAN )
Fplusise | 1O | ey SO0DT 200 RA
Trace SMITHS TONSEAN
rz;‘:f?g‘\"‘ HOIN T heriecTioN JO0B 700 FA
) SMITHS
7 4 bl ;
10310 DETECTION SABRE 4000 204 EA
SMITHS
10011 DETECTION MMTD 24 [£7:Y




Integrated Logistics Suppart (ILS)

Part A -- Standard Form 1449

Contract No. H5T504-13-C-CT3067

Section 1 « Schedule of Supplies/Services

CLIN Description Quantity’ Unit Unit Price Extended Price
1001€) | RAPISCAN 5208/ TRRU 213 A o)

T')lziegd\ 1001R | RAPISCAN 5228 / TRXU 33 EA

(TRX) 1S | SMITHS HEIMAN A0401 175 EA
OIT | SMITHS HEIMAN 15550 35 EA
Subtotal | [V
10024 2:1;?: ;l;:f:;l!iupport Program 12 Month h)id)
10028 | TSRC Operations 12 Month
PROVISIONAL [TEMS
1003 Ancillary Logistics Services NSP NGB
O et mpes
1005 DHE Sustainment Sapport NSP NSP
1046 Consumables . N3P Sce ALS
INCENTIVE POOLS

1007 | Pans Availability Incentive ool - N&P NEP
1008 | DTAT Incentive Paol . NSP NSP

Option Period 1 Sultotal

$110,067,350

1, Quantities listed for CLIN 1001 represent estimated quantity counts for Option Period 1. Payment will be based on
actual quantities deployad and operated in tha figld in accordance with Section B.3.4.6, Development of Invaices, of

Part B.
CLIN Deseription Quantityl Lnit [/nit Price Extended Price
2001 SUSTAINMENT OF TSE
Technnlopy Mawudacturer Maodel
Advanced RIS
Imaging 2
2000A | L3 PROVISION 641 EA
Technology
(AT} -
20008 | L3 AT2 52 EA
2000C | RAPISCAN 6200V 501 EA
Tf"dl"““;”d 01D | RAPISCAN DVATZ 501 EA
L R L] e ey e s e [
- SMITHS
AlTY X-R: i ; 4 |
tAT) ay | 20016 DLTECTION SMITHS DT 141 EA
SMITHS
)
2001F DETECTION ATIX2 299 EA |
B““"}d 201G | CEIA BLS 800 E A
Liquid SMITHS RESPONDE B
Scariner ! - - - - Iy ;
LS 20001 H DETECTION R 492 EA
Enhanced | 20011 | CEIA 02PN2D 1402 EA
Meslal [ e e
Detector 20011 GARRETT PRGSO 43 EA
(FRITY) ||
Explosive | 2001K | MDI ITEMISER 700 EA u
Trace 2001L | MDI DX 2800 EA




Part A - Standard Form 1449
Section 1 « Schedule of Supplies/Services

Integrated Logistics Suppart (ILS)
Contract No, H5T504-13-C-CT3067

CLIN Description Quantity’ Unit Unit Price | Extended Price
Detestor N SMITHS [ONSCAN - [y
(ETD) 2001M DETECTION A000T 1200 EA
SMITHS [IONSCAN
2 :
200IN DETECTION 4008 700 EA
200010 | 5MITHS DECTION SABRE 4000 204 EA
2000P | SMITHS DECTION MMTD 24 EiA
20000 | RAPISCAN 208/ TRX 218 FA
TipReady | opgiR | RAPISCAN 522B/ TRXU 58 EA
XeRa
(TRX}; 20008 | SMITHS HEIMAN H0400 1758 FEA
20017 | SMITHS HEIMAN 78550 i3 EA
TRTTA 1“"){4) l'
20024 Sustainment Support Program 12 EA {4
Management
20028 | TSRC Operations 12 EA
PROVISIONAL [TEMS
o)
2003 | Ancillary Logistics Services . NP NS 2
2004 Catasteaphic Response and
i N N&P NSP
Additional Support
2008 NHS Sustainment Support . NS NS
2000 Consumibles NSP See A6
INCENTIVE POGOLS
20007 Parts Availability Jncentive Pool NSP NSP
2008 | DTAT Jncentive Pool NSP N&P
Option Period 2 Subtotal | $112,0058,714

1. Cuantities listed for CLIN 2001 represent estimated quantity counts for Option Period 2. Payment will be based on
actual quantities deployed and operated in the field in accardance with Section B 3.4 6, Development of Invaices, of

Part B.
CLIN Description Quantity' Unit Unit Price Extended Price
3001 SUSTAINMENT OF TSE
Technology Manufactorer Model
Advanead {b)(‘”
Imaging 30014 | L3 PROVISION 61 EA
Technology
(ALT)
0018 | L3 AT2 A2 FA
FNNC | RAPISCAN 6200DY 501 FEA
Advanced s 1y RAPISCAN DVAT2 501 EA
Technology SMITHS
(AT) X-Ray | 30018 ‘DETEC:I‘ICIN SMITHS DT 441 LA
- SMITITS - N
RIS DETECTION ATIX2 201 EA
Bottdled | 30016 | CEIA BLS 300 BEA
[Aguid N "
Seanter SMITHS RESPONDE 199 .
1 S) 3001H DETECTION R 492 EA
Enhanced 30011 CElA (2PN20 1402 EA




Integrated Logistics Suppart (ILS)

Part A -- Standard Form 1449

Contract No. H5T504-13-C-CT3067

Section 1 « Schedule of Supplies/Services

CLIN Description Quantity’ Unit Unit Price Extended Price
Detecior 30011 GARRETT PIIGSOM 43 EA
(EMLY) ||
JO0IK | MDI ITEMISER 00 EA
J001L | MDI DX 1800 EA
Explosive SMITHS TONSCAN - \
Trace | O™ | perecTION SHODT 1200 EA |
Deteclor SMITHS IONSCAN
(ETD) OTN DETECTION 4005 ou FA
30010 | SMITHS DECTION SABRE 4000 204 EA
30010 | SMITHS DECTION MMTD 24 EA
3001Q | RAPISCAN S20B /TRXU 215 EA
Tig ';mdy 0IR | RAPISCAN 522B 7 TRXL 55 EA
Falntidi B
(TRX) NNIS | SMITHS HEIMAN 0401 175 EA
30T | SMITHS HEIMAN 72551 35 EA
Subtotal
- ; . e
30024 | Sustainment Support Program 12 A (b)i4)
Management
30028 | TSRC Operations 12 EA
PROVISIONAL [TEMS
3003 Ancillary Logistics Services - NTE NS p o))
3004 Catastrophic Response and s .
Additional Support NTE NP
3008 | DAY Susiginment Rupport - NTE NG
3046 Consumables - NTE See ALH
INCENTIVE POOLS
o7 I*arts Availability Incentive 'ool - KTE NS
3008 DAY Incentive ool - KTE NS
Option Period 3 Sobtotal | $109,854,474

1. Quantities listed for CLIN 3001 represent estimated quantity counts for Option Period 3. Payment will be based on
actual quantities deployed and operated in the ficld inaccordance with, Section B.3.4.6, Developroent of Tnvoices, of

Purt B.

Unit Price

CLIN Deseription Quantity' | Unit per month) Extended Price
A SUSTAINMENT OF TSE
Technplogy Manufacturer Maodel
Advanced ()(4)
R T PROVISION 6 EA
Technology
(AL
4K B L3 A2 52 EA
Advanced | 1U01C | RAPISCAN B0V 501 EA
Technology | 40011 | RAPISCAN NVAT2 501 EA
(AT) X-Ray SMITHS
A001E | NerpeTion SMITHS DT 441 EA




Integrated Logistics Suppart (ILS) Part A - Standard Form 1449

Contract No. H5T504-13-C-CT3067 Section 1 « Schedule of Supplies/Services
" . L . Unit Price " | .
CLIN Deseription Quantity Unit (per month) Extendud Price
T sviThS . ) : Y]
4001 DETECTION ATIX2 294 EA (b){d) i
Baottled 40016 | CLIA BLS 500 EA
Liquid SHMTTHS RESPONDE [ |
Scanner ; ; g 8 :
Ly, | "M peTECTION R a9z EA
Enhanced | 40011 | CEIA D2PN28 1402 EA
Mextal 1
Detector 40011 | GARRETT PDGA00I 43 A
(EMID)
001K | M ITEMISER 0 A
4000 | MIN [3X 2800 EA
Exp]c&sivc ] SMITHS TONSCAN -
Trace | 0N perECcTION S00DT 1200 EA |
Detegtor SMITHS JTONKCAN '
| 9N ppreeTion 400B 700 EA |
A0010 | SMITHS DECTION SABRE 4000 204 EA
A4001P | SMITHS DECTION MMTD 24 A
4001Q | RAPISCAN 5208/ TRXU AN EA
Tif( lﬁcudv 4001R | RAPISCAN $208 1 TRXU 54 EA
Ray 1
Xy | ACOIS | SMITHS HEIMAN | 6040i 175 EA
A001T | SMITHS HEIMAN 73550 33 EA
Subtotal
4002a | Sustainment Support Progrion 13 EA (i)
Management
0028 | THREC Qperations 12 EA
PROVISIONAL [TEMA LS
4003 | Ancillary Logistics Serviees - NTE NS P
4004 Cutastrophic Response und [ "
Additional Suppart ) NTE NSI
4045 | DHS Sustainment Support . NTE NSP
40440 Consomnahles - NTE Soe ALG
INCENTIVE PO
4047 | Parts Availability Incentive Pool . NTF MSP
4008 | DTAT Incentive Pool - NTE NSP
Option Period 4 Subtotal | $105534,458
Total Condract Value 5437, 762,026

1. Quantities listed for 4001 represcot estimated quantity counts for Option Perlod 4. Payment will be based on
actual quantitics deployed snd operated in the ficld in accordance with Seetion 3.3,4.6, Development of Invoices, of
Puart 3.

A.2.2 Fixed Unit Price CLINs (CLIN X001)

The contractor shall provide the labor, materials and equipment to provide sustainment of
TSE in accordance with the requirements s forth in Part €, Performance Work Statement. All

6



Integrated Logistics Suppart (ILS) Part A - Standard Form 1449

Contract No. H5T504-13-C-CT3067 Section 1 « Schedule of Supplies/Services

maintenance, repair and other related actions to sustain TSE shall be included in the fixed unit
pricing established in Section A.2.1, Pricing Schedule and CLINs, of this Part. It is the
Government’s intent that the fixed unit pricing for TSE Sustainment Services include all
estimated costs for preventive and corrective maintenance as defined in Paragraph C.8.1,
Preventive Maintenance (PM), and C.8.2, Corrective Maintenance (CM), of Part C, respectively,
during the period of performance identified. Fixed-unit pricing for sustainment of T'SE shall not
include requirements as defined in C.8.3, Catastrophic Response and Additional Support (CLIN
X004), of Part €.

The sustainment services fixed unit price CLIN structure is designed to provide flexibility
1o the Government in order to aceommodate dilfering quantity amounts throughout the life of the
contract. Unit pricing for CLIN X001 shall anly apply to deployed, in-service TSE that are not
covered under the manufactarer’s warranty and unit quantity totals may fluctuate at any given
month. The TSA continues to evaluate the use of all TSE deployed in the field and reserves the
right 1o move, remove, or add aty technelogy/model of equipment 10 any federal aimport or TSA
designated facility required to meet TSA's constantly evolving screening objectives and policies.
For example, older models of technology will gradually be rednced as newer versions of the
same technology are acquired and deployed. This is just one example of how the quantity of a
particular technology may (luctuate with the evolving security needs of TSA and the individual
airports. The Government reserves the right to modify or discontinue the phase out process as it
deems necessary in such instances. Accordingly, Contractors shall provide fixed unit prices for
the TSE identified in Section A.2.1, Pricing Schedule and CLINs, of this Part, accounting for this
dynaric and shall invoice using the pracedures set for in Section B.3.4.6, Development ol
Invaices, of Part B,

TS A reserves the right to modify the contract to include provisions for new equipment
and {uture technelogies not listed in Section AL2.1 as they are procured and deployed.

A.2.3 Firm-Fixed Price CLINs (CLIN X002A and CLIN X002B)

The Government intends to eslablish Firm-Fized Price (FEP) CLINs for sustainment
support services.

{a) CLIN X002A shall include all program management related costs required to perform
the requirements in Section C.7, Sustainment Support Program, of Part C, including submission
of Contract Data Requirement Lists (CIDRLs) as required in Section €.3, Document Submission
and Compliance, of Part C. This CLIN shall also includc costs for other sustainment support
requirements, such as management of the consumables ordering system set forth in Section
C.8.4.2, Preventive Mainlenance Consumables, ol Part (.

(b} CLIN X002B shall include all costs to support call center operations in accaordance
with Section C.8.11, TSA Service Response Center, of Part C.



Integrated Logistics Suppart (ILS) Part A - Standard Form 1449

Contract No. H5T504-13-C-CT3067 Section 1 « Schedule of Supplies/Services

A.2.4 Provisional CLINs
A24.1  Ancillary Logistics Services (CLIN X003)

The Government intends to ¢stablish a provisional CLIN for logistics related angillary
services that may be ordered on an as needed basis via maodification to this contract. The
Contracting Officer may use FFP and T&M pricing as appropriate for each order. The
Contractor shall provide labor in accordance with the fully bordened Fixed Labor Rates
gstablished in Section A 2.5, Labor Categorics for Services, on a FFP or T&M basis, which shall
be specified by the Contracting Officer as set forth in Section B.3.5.24, Ordering — Provisioned
(CLIN X003, of Part B, The Contractor shall utilize the unit pricing established in Section
A.2.6, Consumables Pricing, to the maximum cxtent practical, as appropriatc.

For T&M orders, the Contractor will be reimbursed for all allowable, allocable and
reasonable costs for Matenials and Travel in accordance with Federal Acquisiden Regulation
(“FAR™) 312, Contracts with Commercial (rganizations, and Scction B.3.5.1, Travel and Per
Diem, of Part B. No profit or fee will be paid on costs for Materials and Travel.

A24.2  Catastrophic Response and Additional Support (CLIN X004)

The Government intends to establish a provisional CLIN in the event TSA requires the
contractor to respond to events outside the scope of CLIN X001, Sustainment Services. The
scope of this CLIN is limited to catastrophic cvents, acts of vature, and additional support
required for special events set forth in Section C.8.3, Catastrophic Response and Additional
Support (X004), ol Part C. The purpose of this CLIN is to allow the Government 1o quickly
respond 1o emergency situatons and major evenis where requirements could not be reasonably
planncd for but scrvices are required immediately. The CO will determing whether the nature of
the occurrence does or does not provide the opportunity to estimate accurately the extent or
daraton of the work, Based on the time available 1o reasonably anticipale costs, the CO niay
authorize the Contractor to perform services on a FFP or T&M basis,

The Contractor shall provide labor in accordance with the fully burdened Fixed Labor
Rates established in Section A.2.5, Labor Categories for Services, and utilize the unit pricing
established in Section A.2.6, Consumables Pricing, to the maximum extent practical, as
appropriate. The Contractor will be reimbursed for all allowable, allocable and reasonable costs
for Materials and Travel in accordance with 31.2, Contracts with Commercial Organizations, and
Section B.3.5.1, Travel and Per Diem, ol Part B. No profit or fee will be paid on costs [or
Materials and Travel.

A2.4.3  DHS Sustainment Support (CLIN X005)

The Government intends to establish a provisional CLIN in the event DHS Components
require sustainment support services. If determined to be in the best interest of the Government,
equitnnent sustainment services for DHS Components may be procured throughout the life this
contract. All orders under this CLIN shall be approved by the TS A Contracting Officer. Any
additional DHS Component requirements will be negotiated at the time when requirements are
known.
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Contract No. H5T504-13-C-CT3067 Section 1 « Schedule of Supplies/Services

A.2.5 Labhor Categories for Services (CLIN X003 and CLIN X004)

The {ollowing labor rates are fully burdened with Overhead, General and Adniinisirative
Costs, Profit/Fee and any appropriate Escalation charges. These rates shall apply for the base
year and all option periods commencing with the date the Contract 1s awarded by the
{jovernment.

Labor Category Base | Option 1 | Option2 | Option 3 | Option 4
Maititenance & Support &)
Technician

Maintenance & Support Manager

Project Manager

Program Managcr

The Government reserves the right to add additional labor categories as necessary and 1o
issue FFP and/or T&M priced orders under CLIN X003 and X0U04. The final CLIN type will be
speciticd 1o cach individual order (Sce Section B.3.5.24, Ordering — Provisioned (CLIN X003),
of Part B for ordering procedures).

A.2.6 Consumables Pricing (CLIN X006)

The following fixed unit prices shall apply when ordering preventive maintenance
consumables, 10 accordance with Section €C.8.4.2, Preventive Mainienance Consumables, ol Part

C.
DSA
Description Defection | Manufacturer | Base | oy | ovz | ova | ova
Number
Smiths Detection 4008 ETD
Cotton Gloves GL7500 | MPO75000 (o)
Saturated Wipes SW7501 | MPO75001
Saturated Swabs 887502 MRPO75002
Carned Air CA7503 MFQ75003
Sample Swabs (200 ¢t) SEWEBE3 | 15883
Verification Tokens (100 ¢f) SVT2602 | 2812602
APU Indicating Bottle, 2 Pack BIB1333 | 6811333
léléﬁﬁu Indicating Bottle with Drierite SLK4599 | 6814509
Printer Fapar (10 Pack) SPPOB0OO | 7040800
Printer Bibbon SPR3800 | 7042017
Exhaust Fan Filter Assembly with Filter SFKO230 | 15153
Exhaust Fan Filter SFF1654 [ 11654
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DSA
Description Detootlon | Hanufacturer | Dase | oy1 | ov2 | ova | ova
Number
Fan Filler Assembly with Filter N/A 7040279 i)
Smiths Detection Sabre 4000
KIT, APC (3} - (Air Purification Cartridge) oy 034-A 3
Vapor Sealing Gaskets 6812022
EXP - Standard Vearification 1812092
NG Vapor Verification 1812736
CW-Vapor Standard Verification 8212919
4-Hour Battery 8818310
Fower Supply Charger 7043319
Kit, Maintenance 8815035
Tool, Rrum Remaval 2815030
Kit. Drum Gleaning 2813610
MDI ITEMISER Il ETD
Fan Filters FF3214 MPO0O3214
Cotton Gloves GL.7500 MPO75000
Saturated Wipes SW7501 MPO75001
Sawrated Swabs 887502 MPO75002
Canned Air CA7503 MPQ75003
Stainless Steel Filter (Sample Filter) 5F3223 MPO03223
Rubber Washer for Sample Filter FWab56 | MPOG9b56
Calibration Trap, E-Mode CT1142 MQ001142
Thermal Print Paper FAOO5060
Manual, temiser 2 Maintenance Leg PAQOS065
Sample Trap (100¢t) M0001140-E
Smiths Detection 5000T ETD
Velero double shaper 1818944
Verification Standard (pen) 1821883-A
Sampling Wand Frame 2020508
T Tube Liner 2818925
Sample Assy, 5000T 3820603
Air purification cartridge set a817727
Frinter Rikabon 7044728

(0
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DSA
Description Detootlon | Hanufacturer | Dase | oy1 | ov2 | ova | ova
Number
Printer Roll BRI80AT (SIEN
CEIA 02PN20 EMD
Battery for backup power 14
MDI temizer DX ETD
Calibration Traps (25¢t) Cr1317
Calibration Traps (100¢1) CT1319
Verification Traps (100ct) VT1336
Verification Traps (25¢1) VT1337
Clearing Spray {(1ea) GCS1831
Filter, Rear Fan {12a) FF3222
Catton Gloves (12pk) (GL7500
Chemswabsg {25¢t) KE7502
Canned Air (1ea) CATH03
Alcohol Wipes (50ct) SWTB07
Thermal Printer Paper (1ea) PRS00S0
Smiths Detection RespondeR
BL.S
Safety Enclosure Cleaning Cloth 024-4003

A2 Disincentives and Incentives

{a) The Reliability, Maintainability, and Availability (RMA) performance of TSE is
critical to 'TSA., Therefore, performance disincenfives and incentives will be imposed to ensure
that the Contractor mects the Scrvice Level Agreement set forth in Scction C.8.9, CLS Service
level Agreement Performance Requirements, of Part C. TSA will caleulate RMA data as
applicable in accordance with Attachment 3, Reliability, Maintainability, and Availability Terms
and Defimitions. Any disincentives and/or incentives will be applied to invoices in accordance
with Scction B.3.4.6, Development of Invoices, of Part B.

(bY Operational Availability (Ao} The following shows the amount (in percentage terms)
of the downward adjustment of the CLIN X001 unit price if the contractor is not able to meet the
threshold set forth in Scetion C.8.9, CLS Service level Agreement Performance Requirements, of
Part .
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Operational Availability (A,)

Performance Level Disincentive

A, <98% 10%

TSA will adjust the [1nal value of the Sustainment CLIN {X001) 1l the Contractor fails to
meet this wop level performance requirement. For example, if A, for the Explosive Trace
Detector (ETD) Systems located at Baltimore Washington International (BWI) Airport for the
month of October 2014 is 979, the Contractor shall apply a 10% reduction in the unit price for
all ETDs locaed a1t BWT in Ociober 2014,

(c) Incentives may be carned for meeting the requircments of C.8.9.2, Parts Availability
Supporting Performance Metric, and C.8.9.4, Depot Turn Around Time (DTAT). of Part C.
Separate tneentive pools are established in Section 2, Contract Pricing, of Part A [or paymeni of
incenfives. Incentives may not be earned during the base year of this Contract. Incentives may
be invoiced in accordance with Scction B.3.4.6, Development of Invoices, of Part B,

(d) Parts Availabiliny: The Contractor shall calculate average parts [ulfillment time (or
all critical mantenance actions requiring parts quarterly and compare the values against the SLA
requirement identified in Section C.8.9.2 of Part C. The Contractor will carn an incentive in any
quarter where parts availability time meets the performance levels below:

Parts Availability Time

Performance Level Incentive
Purts Availability Time < 17.5 hours 105 of annual incentive pool
Parts Availability Time < 15 hours 25% of annual incentive pool

(e) DTAT: The Contractor shall calculate average DTAT for all depot maintenance
actions quarterly and compare the values against the SLA requirement identilied in Section
C.8.9.4 of Part C. The Contractor will earn an incentive in any quarter where DTAT meets the
performance levels below;

Depot Turn Around Time (DTAT)

Performance Level Incentive
DTAT < 300 hours 105 of annual incentive pool
DTAT « 240 hours 25% of annual incentive pool
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A3 Period of Performance

The total period of performance of the effort required by this contract shall be ene (1)
basc period and four {4} option periods from date of award as described below. The base period
shall represent the transition period for this contract.

Period of Performance CLIN(s) Start date of Performance End Date of Performance
Transition Period 0001 9/30/2013 01/31/2014
Option Period | 1O01-1004 2/01/2014 a1/31/2015
Option Penod 2 2001-2004 20112015 014312010
Option Period 3 3001-3004 2012016 0173172017
Option Period 4 400 1-4004 20012017 O1/31/2018

A4 Place of Performance

The Place of Performance is the locations of deployed security screening equipment
identified in Attachment 2 of Part D.

(End of Section 1, Part A}
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Integrated Logistics Suppart (ILS)
Contract No, H5T504-13-C-CT3067

PART B - CONTRACT CLAUSES
(CONTINUATION OF SF 1449, BLOCK 27)

SECTION 1 - FEDERAL ACQUISITION REGULATION (FAR)
CLAUSES
52.252-2

This cantract incorporates one or more clauses by reference, with the same force and
effect as if they were given in foll text, Upon request, the Contracting Officer will make their full

Clauses Incorporated by Reference (Feb 1998)

text available. Also, the Tull text of a clause may be accessed electronically at this/these

address(es):
hteps://www.acquisition.gov/fat/
{(End of clause)

Clause Title Date
52.204-7 Central Contractor Registration Dec 2012
52.204-9 Personal Identity Verification of Contractor Personnel Jan 2011

. Contract Terms and Conditions — Commercial Items (with Feb 2012
52.212-4 _

Allernate 1)
57915.2] Requirements tor Certified Cost or Pricing Data and Data Oct 2010
A Other Than Certified Cost or Pricing Data—Maodificarions.
57 317.7 Optien for Increased Quantity -- Separately Priced Line Mar 1989
Co Item

Option to Extend Services [fill in; “The Contracting Officer Nov 1999
52.217-8 may exercise the option by written notice to the Contraclor

within thirty (30) days”]
52.227-17  [Rights in Data ~ Special Works Deg 2007
52.246-1 Contractor lnspection Requirements. Apr 1984

52.212-5  Contract Terms and Conditions Required te Implement Statutes

or Executive Orders—Commercial Items (Nov 2012)

{a) The Contractor shall comply with the following Federal Acquisition Regulation (FAR)

clauses, which are incorporated in this contract by reference, to implement provisions of Jaw or

Executive orders applicable 1o acquisitions of commercial items;

(1) 52.222-50, Combating Trafficking in Persons (Feb 2009) (22 U.S.C. 7104(g)).

Alternate 1 {Aug 2007) of 52.222-50 (22 U.S.C. 7104(g)).

14
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(2) 52,233-3, Protest After Award (Aug 1996) (31 U.S.C, 3553,

(3) 52.233-4, Applicable Law [or Breach of Contract Claim (Oc¢t 2004) (Pub. L. 108-
77, 108-78),

(b) The Contractor shall comply with the FAR clauses in this paragraph (b) that the Contracting
Officer has indicated as being incorporated in this contract by reference (o implement provisions
of law or Executive orders applicable to acquisitions of commercial items;

X (1) 52.203-6, Restrictions on Subcontractor Sales to the Government (Sept 2006),
with Alternate 1 (Oct 1995) (41 U.S.C. 253g and 10 11.5.C, 2402).

X (2) 52.203-13, Contractor Code of Business Ethics and Conduct t Apr 2010) (Pab. L,
110-252, Title VI, Chapter 1 (41 U.S.C. 251 note)).

— (3)52.203-15, Whistleblower Protections under the American Kecovery and
Reinvestment Act of 2009 (June 2010) (Section 1353 of Pub, L. 111-8). (Applics to
contracts funded by the American Recovery and Reinvestment Act of 2009.)

A (4)52.204-10, Reporting Executive Compensation and First-Tier Subcontract Awards
(Aug 2012) (Pub. L. 109-282) (31 U.S.C. 6101 notc).

_{5)52.204-11, American Recovery and Reinvestment Acti—Reporting Requirements
(Jul 20107 (Pub. L. 111-5).

X (6) 52.209-6, Protecting the Government’s Interest When Subcontracting with
Contractors Debarred, Suspended, or Proposed lTor Debarment. (Dec 2010) (31 U.S.C.
01 note).

2 (1) 52.209-9, Updates of Publicly Available Information Regarding Responsibility
Matters (Feb 2012) (41 U.8.C. 2313).

X (8) 52.209-10, Prohibition on Contracting with Inverted Domestic Corporations (May
2012) (section 738 of Division C of Pub. L. 112-74, section 740 of Division C of Pub. L.
111-117, section 743 of Division D of Pub. L. 111-8, and section 745 of Division D of
Pub, L. 110-161).

M 32.219-3, Notice of HURZone Set-Aside or Sole-Source Award (Nov 200 11 (13
U.S.C. 657a).

(100 5221944, Notice of Price Evaluation Preference for HUBZong Small Business
Cancerns (Jan 2(11) (if the offeror elects to waive the preference, it shall so indicate in

its offer) (15 U.S.C. 657x).

__{11) [Reserved]
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{12y 52,219-6, Notice of Total Small Business Sci-Aside (Nov 2011) (15 U1.8.C.
644).

A1) Alternate T(Nov 201 1.

. (ii) Alternate IT (Nov 2011},

U3 52.219-7, Notice of Partial Small Business Set-Aside (June 2003) (15 U.S.C.
644,

(1) Alternate I(Qct 1995) of 52.219-7.

(i1 Alternate I {Mar 2004) of 52.219.7,

X (14) 52.219-8, Unlization of Small Business Concerns (Jan 201 1) (15 U.8.C.
637(d)(2) and (3)).

25 (15X 52.219-9, Small Business Subcontracting Plan (Jan 2011) (15 U.S.C.
637(d(d)).

(i1 Alternate 1(Qe¢t 2001) of 52.219-9,

X_(iif) Alternate 1T (Oct 2001) of 52.219.9.,
(iv) Alternate T (Jul 2010} of 32.219-9,

_{16) 52.219-13, Notice of Ser-Aside of Orders (Nov 201 1)(15 U.5.C. 644(1)).
__{17)52.219-14, Limitations on Subcontracting (Nov 2011) (15 U.S.C. 637(a)(14)).

2 (18)52.219-16, Liguidated Damages—Subcontracting Plan (Jan 1999) (15 U.5.C.
637(d)(4)(FHi)).

_ {90y 52.219-23, Notice of Price Evaluation Adjustment for Small Disadvantaged
Business Concerns (Qct 2008) (10 U.5.¢C. 2323) (af the offeror elects to waive the
adjustment, it shall so indicate in its offer).

_{i) Alternate | (June 2003y of 32.219-23.

X (20)52.219-25, Small Disadvantaged Business Participation Program—
Disadvantaged Statws and Reporting (Dee 2010) (Pub. L. 103-333, section 7102, and 10
U.8.C.2323).

__(21) 52.219-26, Small Disadvantaged Business Participation Program— Incentive
Subcontracting (Oct 2000) (Pub, L. 103-355, section 7102, and 10 U.S.C. 2323).

L (22)52.219-27, Notice of Service-Disabled Veteran-Owned Small Business Set-Aside
(Nov 2011) (15 U.S.C. 657 ).

(15 U.S.C. 632(2)(2)).

(247 52.219-29, Notice of Sct-Aside for Economically Disadvantaged Women-Qwned
Small Business (EDWOSB) Concerns (Apr 2012) (15 U.S.C. 637(m)).

1o
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_(25) 32.219-30, Notice of Set-Aside tor Women-Owned Small Business (WQOSEB)
Concerns Eligible Under the WOSB Program (Apr 2012y (15 U.S.C. 637 (m)).

X (26)52.222.3, Convict Labor (June 2003) (E.O. 11735).

X (27)52.222-19, Chld Labor-—Cooperation with Aothorities and Remedies {Mar

2012y (E.0.13120).

X (28) 52.222-21, Prohibition of Segrepated Facilities (Feb 1999),

X (29) 52.222-26, Equal Opportunity (Mar 2007) (£.0. 11246).

25 (30) 52.222-35, Equal Opportunity for Veterans (Sep 201038 U.S.C. 4212),

X (31)52.222-36, Affirmative Action for Workers with Disabilities (Oct 2010) (29
LL.S.C. 793).

X (32)52.222-37, Employment Reports on Veterans (Sep 2010) (38 U.S.C. 4212).

K (33) 52.222-40, Notification of Employec Rights Under the National Labor Relations
Act (Dec 2010) (E.O. 13496).

e 134) 52.222-54, Employment Elgibility Verification (Jul 2012). (Executive Order
12989). (Not applicable to the acquisition of commercially available oft-the-shelf items
or certain other types of conumercial items as prescribed in 22.1803))

o (33)(1) 52.223-9, Estimate of Percentage of Recovered Material Content for EPA~
Designated Ttems (May 2008) (42 U.S.C. 6962(¢)(3)(A)i1)). (Not applicable to the

acquisition of commercially available off-the-shelf items.)

.. (1) Alternate I (May 2008} of 52.223-9 (42 U.S.C. 6962(1)(2)}(C)). (Not applicable
to the acguisition of commercially available oft-the-shelf items.)

{361 52.223-15, Energy Efficiency in Energy-Consuming Products (Dec 2007) (42
U.5.C. 8259b).

3N 52.223-16, IEEE 1680 Standard for the Environmental Assessment of Personal

Computer Products (Dec 2007) (E.O. 13423).
{1y Alternate 1 (Dec 2007) of 52.223-16.

Driving (Aug 2011) (E.O. 13513).

. 139) 52.225-1, Buy Amcrican Act—Supplics (Febh 2009) (41 U.S.C. 10a-1(d).

17
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{4y 52,225-3, Buy Amgrican Act—Free Trade Agreements—Isracli Trade Act
(Nov 2012) (41 U.S.C. chapter 83, 19 U.S5.C. 3301 note, 19 U.S.C. 2112 note, 19 U.S.C.
3805 note, 19 U.5.C. 4001 note, Pub, L. 103-182, 108-77, 10878, 108-286, 108-302,
109-53, 109-169, 109-283, 110-138, 112-41, 112-42, and 112-43).

__{(11) Alternatc I (Mar 2012) of 52.225.3.

A1) Alternace 1 (Mar 2012) of 52.225-3.

_(v) Alternate I (Nov 20123 of 82.225-3.

o (A1) 52.225.5, Trade Agreements (Nov 2012) (19 US.CL 2501, et seq., 19 US.C
3301 note).

X (42)52.225-13, Restrictions on Certain Foreign Purchases (June 2008) (E.().’s,
proclamations, and statutes administered by the Office of Foreign Assets Control of the
Department of the Treasury).

{43y 52.226-4, Notice of Disaster or Emergency Area Set-Aside (Nov 2007) (42
LIL.S.C. 51500,

_ {44 52.226-5, Restrictions on Subcontracting Outside Disaster or Energency Area
(Nov 2007) (42 U.S.C. 5150).

_{45) 52.232-29, Terms for Financing of Purchases of Commercial Items (Feb 2002}
(41 U.S.C. 25500, 10 UK.C 23070,

. (46) 52.232-30), Installment Payments for Cornmercial Items (Oct 1995) (41 U.S.C,
28500, 10 UR.C. 2300,

X (47)52.232-33, Payment by Electronic Funds Transter——{entral Contractor
Registration (Oct 2003) (31 U.S.C. 3332).

o481 52.232-34, Payment by Electromic Funds Transfer-—Other than Central
Contractor Registration (May 1999) (31 U.S.C. 3332).

{49 52.232-36, Payment by Third Party (Feb 2010} (31 U.S.C. 3332).
X (50) 52.239-1, Privacy or Security Safeguards (Aug 1996) (5 U.S.C. 552a).
3Dy 52.247-64, Preference for Privately Owned L.S.-Flag Commercial Vessels
(Feb 2006) (46 U.S.C. Appx. 1241(b) and 10 U.S.C. 2631).
0 Alternate 1 (Apr 2003) of 52.247-64.
(c) The Contractor shall comply with the FAR clauses in this paragraph (c), applicable to
commercial services, that the Contracting Officer has indicated as being incorporated in this

contract by reference o implement provisions of law or Executive orders applicable to
acquisitions of commercial items:

18
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X (2)52.222-42, Stalement of Equivalent Rates for Federal Hires (May 1989) (29
U.S.C. 200 and 41 ULS.C. 351, et seq.).

X (3) 52.222-43, Fair Labor Standards Act and Service Contract Act—Price Adjustment
(Mualiple Year and Opuon Contracts) (Sep 2009y (29 ULS.C. 206 and 41 U.5.C. 351, ¢t
5€4.),

X (4) 52.222-44. Fair Labor Standards Act and Service Contract Act—Price Adjusument
(Sep 2009) (29 11.5.C. 206 and 41 1.8.C. 351, et seq.).

. (5152.222-51, Exemption from Application of the Service Contract Act 1o Contracts
for Maintenance, Calibration, or Repair of Certain Equipment—Requirements (Nov

2007) (41 351, et seq.).

e 107 52.222-33, Exemption from Application of the Service Contract Act to Contracts
for Certain Services—Requirements (Feb 2009 (41 U.S.C. 351, et seq.).

e {7) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations {Mar
20097 (Pub. 1. 110-247),

_ {8)52.237-11, Accepting and Dispensing of $1 Coin (Sept 2008) (31 US.C.
SI12{(px 1)).

(dy Comptroller General Examination of Record. The Conmractor shall comply with the
provisions of this paragraph {(d) if this contract was awarded using other than sealed bid, is in
excess of the simplitied acquisition threshald, and dees not contain the clause at 52.215-2, Audit
and Records—Negotiation,

(1} The Comptroller General of the United States, or an authorized representative of the
Comptroller General, shall have access to and right to examine any of the Contractor’s
dircetly pertinent records involving transactions related to this contract.

{2} The Contractor shall make available at 11s offices at all reasonable times the records,
rnaterials, and other evidence for examination, audit, or reproduction, until 3 years after
final payment under this contract or for any shorter period specified in FAR Subpart 4.7,
Contractor Records Retention, of the other clauses of this contract, If this contract is
completely or partially terminated, the records relating o the work terminated shall be
made available for 3 years after any resulting final termination settlement. Records
relating to appeals under the disputes clause or to litigation or the settlement of ¢laims
arising under or relating to this contract shall be made available until such appeals,
litigation, or claims are finally resolved.

(3) As used in this clause, records include books, documents, accounting procedures and
practices, and other data, regardless of type and regardless of form. This does not require
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the Contractor to create or maintain any record that the Contractor does not maintain in
the ordinary course of business or pursuant to a provision of law.

(¢)(1) Noarwithstanding the requirements of the clavses in paragraphs (a), (b), (¢), and (d) of this
clause, the Contractor is not required to flow down any FAR clausc, other than thosc in this
paragraph (e)(1) in a subcontract for commercial items. Unless otherwise indicated below, the
extent of the (Tow down shall be as required by the clause—

(i) 52.203-13, Contractor Code of Business Ethics and Conduct (Apr 20 10) (Pub.
L. 110-252, Title V1, Chapter | (41 U.S.C. 251 note)).

(1) 52.219-8, Utilization of Small Business Concerns (Dec 2010) (15 U.S.C.
637(d)(2) and {3)), in all subcontracts that offer further subcontracting
opportunities. If the subcontract (except subcontracts to small business concerns)
exceeds $630,000 ($1.5 malhion [or construction of any public [acility), the
subcontractor must include 32.219-8 in lower tier subcontracts that offer
subcontracting opportunitics.

(ii1) [Reserved]
(iv) 52.222-26, Equal Opportanity (Mar 2007) (E.Q. 11246).
(v) 52.222.35, Equal Opportunity for Veterans (Sep 2010) (38 U.8.C. 4212,

(vi} 52.222-36, Affirmative Action for Workers with Disabilitics (Qet 2010} (29
U.S.C.793).

(vii) 52.222-40, Notification of Employee Rights Under the National Labor
Relations Act (Dec 20103 (E.O. 13496). Flow down required in accordance with
paragraph (f} of FAR clause 52.222-40.

{viii}y 52.222-41, Service Contract Act of 1965 (Nov 2007y {41 U.S.C, 351, et
s¢q.),

(1x) 52.222-30, Combating Trafficking in Persons (Feb 2009 (22 U.S.C.

7104{g)).
e Alternate T (Aug 2007) of 32.222.50 (22 U.S.C. 7104(g)).

{x) 52.222-51, Exemption {from Application of the Service Contract Act to
Contracts for Maintenance, Calibration, or Repair of Certain Equipment-
Requirements (Nov 2007y (41 U.8.C. 357, ¢t seq.).

(x1) 52.222-533, Exemption from Application ol the Service Contract Act to
Contracts for Certain Services-Requirements (Feb 2009) (41 1L.8.C, 331, et seq.).

(xii) 52.222-54, Employment Eligibility Verification (Jul 2012).
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(xiii) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations
(Mar 2009 (Pub. L. 110-2473. Flow down reguired in accordance with paragraph
(e) of FAR clause 52.226-6.

(xiv) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels
(Fab 2006) (46 U.S.C. Apps. 1241(b) and 10 U.S.C. 2631}, Flow down required
in accordance with paragraph (d) of FAR clanse 52.247-64.
(2} While not required, the contractor may include in its subcontracts for commercial
items a minimal number of additional clauses necessary to satis{y 1ts contractual

obligations.

{End of Clause)

(End of Part B, Section 1)
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SECTION 2 - HOMELAND SECURITY ACQUISITION
REGULATION (HSAR) CLAUSES

3052.204-70  Security requirements for unclassified information technology
resources (Jun 2006)

(a) The Contractor shall be responsible for Information Technology (IT) security for all
systems connected to a DHS network or operated by the Contractor for DHS, regardless of
location. This ¢lause applies to all or any part of the contract that includes information
technology resources or services for which the Contractor must have physical or clectronic
access to sensitive information contained in DHS onclassified systems that directly support the
agency’s mission,

(k) The Contractor shall provide, implement, and maintain an IT Sccurity Plan. This plan
shall describe the processes and procedures that will be followed to ensure appropriate security
ol IT resources that are developed, processed, or used under this contract.

(1) Within 60 days after contract award, the contractor shall submit for approval its
IT Security Plan, which shall be consistent with and further detail the approach contained in the
olferor's proposal. The plan, as approved by the Contracting Officer, shall be incorporated into
the contract as a compliance document.

(2) The Contractor’s I'T Security Plan shall comply with Federal laws that include, but
are not limited to, the Computer Security Act of 1987 (40 U.S.C. 1441 et seq.); the Government
Information Security Reform Act of 2000 and the Federal Information Security Management
Act of 2002; and with Federal policics and procedures that include, but are not limited to, OMB
Circular A-130.

(3) The security plan shall specifically include instructions regarding handling and
protecting scnsitive information at the Contractor’s site (including any information stored,
processed, or transmitted using the Contractor’s computer systems), and the secure management,
pperauon, maintenance, programming, and system administration of computer systems,
networks, and telecommunications systems.

(¢c) Examples of tasks that require security provisions include--

(1) Acquisition, transmission or analysis of data owned by DHS with significant
replacement cost should the contractor’s copy be corrupted; and

(2) Access to DHS networks or computers al a level beyond that granted the general
public {e.g., such as bypassing a firewall).

3052.204-71  Contractor employee access (Jun 2006)

(a) Sensitive Information, as used in this Chapter, means any information, the loss,
misuse, disclosure, or unauthorized access to or imodification of which could adversely affect the
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national or homeland security interest, or the conduct of Federal programs, or the privacy o
which individuals are entitled under section 5524 of title 5, United States Code (the Privacy Act),
but which has not been specifically authorized under eriteria established by an Executive Order
or an Act of Congress to be Kept secret in the interest of national defense, homeland security or
forcign policy. This definition includes the following categorics of information:

(1) Protected Critical Infvastructure Information (PCID as set out in the Critical
Infrastructure Information Act of 2002 (Title I, Subtitle B, of the Homeland Security Act, Public
Law 107-296, 196 Stat. 2135), as amended, the implementing regulations therete (Title 6, Code
of Federal Regulations, Part 29) as amended, the applicable PCII Procedures Manoual, as
amended, and any supplementary guidance officially communicated by an authorized offlicial of
the Department of Homeland Security (including the PCI Program Manager or his/her
designec),

(2) Sensitive Security Information (SS1), as defined in Title 49, Code of Federal
Regulations, Part 1520, as amended, “Policies and Procedures of Safeguarding and Control of
SS1 as amended, and any supplementary gmdanee officially communicated by an anthorized
official of the Department of Homeland Secnrity (including the Assistant Secretary for the
Transportation Security Administration or his/her designee);

(3) Information designated as “For Official Usce Only,” which is unclassificd
information of a sensitive nature and the unauthorized disclosure of which could adversely
impact a person’s privacy or welfare, the conduct of Federal programs, or other programs or
operations essential to the national or homeland security interest; and

(4) Any information that is designated “sensitive” or subject to other controls,
safeguards or protections in accordance with subsequently adopted homeland security
information handling procedures.

(b “Information Technology Resources™ include, but are not limited to, computer
equipment, networking equipment, telecommunications equipment, cabling, network drives,
computer drives, network software, computer software, software programs, intranet sites, and
inteenet sites,

() Contractor employees working on this contract must complete such forms as may be
necessary for security or other reasons, including the conduct of background investigations to
dererming suitability, Completed forms shall be submitted as directed by the Contracting Officer,
Upon the Contracting Qfficer's request, the Contractor’s employees shall be fingerprinted, or
subject to other mvestigations as required. All contractor employees requiring recurring access (o
Goavernment tacilities or access to sensitive information or [T resources are required to have a
favorably adjudicated background investigation prior to commenging work on this contract
unless this requirement is waived under Departmental procedures.

{d) The Contracting Officer may require the contractor to prohibit individuals from
waorking on the contract if the government deems their initial or continued cmployment contrary
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to the public interest for any reason, including, but not limited to, carclessness, insubordination,
incompetence, or security concerns.

{e) Work under this contragt may involve access to sensitive information, Therefore, the
Contractor shall not disclose, orally or in writing, any sensitive information to any person unless
authorized in writing by the Contracting Officer. For those contractor employees authorized
aceess 10 sensitive information, the contractor shall ensure that these persons receive training
cancerning the protection and disclosure of sensitive information both during and after contract
performance.

(N The Contractor shall include the substance of this clause in all subcontracts at any tier
where the subcontractor may have access to Government facilities, sengitive information, or
ICSOUICEs.

3052.215-70  Key personnel or facilities (Dec 2003)

(a) The personnel or facilities specified below are considered essential 1o the work being
performed under this contract and may, with the consent of the contracting parties, be changed from
time to time during the course of the contract by adding or deleting personnel or facilities, as
appropriate.

{b) Before removing or replacing any of the specified individuals or facilities, the Contractor
shall notifly the Contracting Officer, in wriling, belore the change becomes ellective. The Contractor
shall subimit sufficient information to sapport the proposed action and to enable the Contracting
Officer to evalvate the potential impact of the change on this contract. The Contractor shall not
rernove or replace personnel or facilities until the Contracting Officer approves the change.,

The Key Personnel or Facilities under this Contract:

Program Manager: Rick Hayes

3052,219-70  Small Business subcontracting plan reporting (Jun 2006)

{a) The Contracior shall enter the information for the Subcontracting Report for
Individual Contracts {formally the Standard Form 294 (SE 294)} and the Summary Subcontract
Report (formally the Standard Form 295 (SF-295)) into the Electronic Subcontracting Reporting
System (e8RS} al www.esr8.40v.

{b)} The Contractor shall include this clavse in all subcontracts that include the clause at
{(FARY48 CFR 52.219.9,

3052.219-71  DHS mentor-protégé program (Jun 2006)

{(a) Large businesses are encouraged to patticipate in the DHS Mentor-FProtésé program for
the purpose of providing developmental assistance to eligible small business protégé entities 1w
enhance their capabilities and increase their participation i IDXHS coniracts.

(b) The program consists of:

(1) Mentor lirms, which are large prime contractors capable ol providing
developmental assistance;
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(2} Protégé firms, which are small businesses, veteran-owned small businesses,
service-disabled veteran-owned small businesses, HUBZone small businesses, small
disadvantaged businesses, and women-owned small business concerns; and

(3) Mentor-Protégé agreements, approved by the DHS OSDRUL

{e) Mentor participation in the program means providing busingss developmental assistance
10 aid protégés in developing the requisite expertise to effectively compete for and successfully
perform DHS contracts and subcontracts,

{(d) Large business prime contractors serving as mentors in the DHS Mentor-Protégé program
are eligible for a post-award incentive for subcontracting plan credit. The mentor may receive credit
for costs it incurs to provide assistance to a protége firm. The mentor may use this additional credit
towards attaining its subcontracting plan participation goal ander the same ar another DHS contract.
The amount of credit given to a mentor firm for these prowgd developmental assistance costs shall be
cadeulated om a dollar fer dollar basis and reported o the Summary Subcontract Report via the
Elcctronic Subcontracting Reporting System (¢SRS) at www csrs.gov. For example, a mentor/large
business prime contractor would report a $10,000 subcontract (o the prolégé/small business
subcontractor and $5,000 of developmental assistance to the protéed/small business subcontractor as
515,000, The Mentor and Protége will submit a signed joint statement agreeing on the dollar value of
the developmental assistance and the Summary Subcontract Report.

(e) Contractors interested in participating in the program are enconraged to contact the DHS
OSDBU for more information.

3052.222-70  Strikes or picketing affecting timely completion of the contract
work (Dec 2003)

Notwithstanding any other provision hereof, the Contractor is responsible for delays
arising out of labor disputes, including but not limited to strikes, if such strikes are reasonably
avoldable, A delay caused by a strike or by pickeung which constines an unfar labor pracuice is
not excusable unless the Contractor takes all reasonable and appropriate action to end such a
strikc or pickcting, such as the filing of a charge with the National Labor Relations Board, the
use of other available Government procedures, and the use of private boards or organizations for
the settlement of dispules.

3052.223.70  Removal or disposal of hazardous substances — applicable
licenses and permits (Jun 2006)

The Contractor shall have all licenses and permits reguired by Federal, state, and local laws
to perform hazardous substance(s) removal or disposal services. If the Contractor dogs not currently
possess these documerus, it shall obtain all requisite licenses and permits 90 days after date of award.
The Cantractor shall provide evidence of said docurnents to the Contracting Officer or desigoated
Gavernment representative prior to commencement of work under the contract,

(End of Part B, Section 2)
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SECTION 3 - SPECIAL CONTRACT REQUIREMENTS
B.3.1 Packaging and Marking

{a) Any products or materials shall be packaged, packed, and marked in accordance with
the contractor’s standard commercial practices as well as Sections B.2.1.1, Deliverables and
Other Reports, and B.3.1.2, Required Contractor Property Delivery Reporting, 8s appropriate.
The contractor is fully liable for all damage, deterioration, or losses incurred during shipment
and handling, unless the damage, deterioration, or losses are due to the fault of the Government.

(b} The contractor shall preserve, pack, and mark for shipment all items deliverable under
this contract in accordance with MIL-STD-2073-1E, “Standard Practice for Military Packaging”
and Ouiginal Equipment Manufacturer (OEM) standards™ to ensure acceptance by common
carrier and sale transportation at the most economical rate(s).

(¢) Classified reports, data, and documentation shall be prepared for shipment in
accordance with National Industrial Security Program Operating Manual (NISPOM), DOD
5220.22-M dated January 1995 with change 1 dated 31 July 1997 and change 2 dated 1 May
2000 and, when applicable, NISPOM Supplement 1 dated February 1993
{http://nsi.org/Library/Govt/Nispom himl)

B.3.1.1  Deliverables and Other Reports

All reports the Contractor is required to submit to the Government shall be marked with
the following information:

Contract Number

Report Title

Task Numnber (if applicable)
Date of subamital
Distribution

Document Contral Number

R

The Government prefers to receive all reports electronically in standard MS Office (e.g.
Word, Excel, ete.) or compatible file format either via e-maitl or on a standard disk (Z1F, CID,
DVD, cte.) that is readable on a PC. Hard copy rcports and other documentation are to be
packaged, packed and marked to ensure arrival at destination in a satisfactory condition.
Containers and wrapping are 10 conform to best commercial practice.

B.3.1.2  Required Contractor Property Delivery Reporting

When applicable, the Contractor shall coordinate all mbound and outbound shipments
and moves of Government property with the Government Property Administrator specified in
Section B.2.4.3, Other TSA Points of Contact, of this Part, The Contractor shall provide the
Government Property Administrator a copy of the DD 1149, Shipping Document, (Attachment 6)
when shipping equipment. The contractor shall submit the required lorms for each movement
for approval before shipment. Expendable and/or consumable items delivered by the Contractor
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(items consumed in use or which arc an integral part of another system, office supplies, paper,
printer cartridges, etc.,) should not be submitted via this form.

All equipment and parts delivered under this contract shall be preserved and packaged in
accordance with the most economical and best commercial practices to assure delivery at the
destination and to prevent deterioration and damage due to shipping, handling and storage
hazards. In addition 1o information provided with shapping instructions, all delivexables shall be
marked on the outside of the packaging as referenced in Paragraph B.3.1 of this Section.

B.3.2 Inspection and Acceptance

B.3.2.1  Quality Assurance Sarveillance Plan (QASP)

The Contractor is responsible for assuring only confoerming produets/services are offered
to the U.S. Government for acceptance. The CGovernment will use Attachment 3, Quality
Assurance Surveillance Plan, to monitor and evaluate contractor’s performance.

B.3.2.2Inspection and Acceptance of Contract Data Requirement List (CDRLs)

All deliverables uoder the Contract arc subject to review and approval by the Contracting
Ofhicer {(CO) and/or the Contracting Ofticer’s Representative (COR). Unless otherwise
specifically provided in this contract, the CO and/or COR 15 the person authorized to make final
Government acceptance of all deliverables called for in the CIDRLs and all reviews specified in
Part C, Parformance Work Statement, Final aceeptance of all deliverable items will be made, in
writing, by the CO and/or COR.

B.3.2.3Permits and Responsibilities

The Contractor is responsible for abtaining any necessary licenses and permits, and for
complying with any Federal, State, and municipal laws, codes, and regulations applicable 1o the
performance of the work. The Contractor is also responsible for all damages to persons or
properties that occur as a result of the Contractor’s fault or negligence arising from these
responsibilities. The Contractor is responsible for all materials delivered and work performed
until completion and acceptance of the entire work, except [or any completed unit of work which
may have been accepted under the contract,

B.3.3 Deliveries or Performance

B.3.3.1  Supplies and Equipment
All supplies and equipment shall be shipped F.O.B. Destination under this Contract.

B.33.2  Notice of Delay

If the Contractor becomes unable 1o complete the contraet work at the time(s) specilied
because of technical difficulties, notwithstanding the exercise of geod faith and diligent efforts in
the performance of the work called for hercunder, the contractor shall give the Contracting
officer written notice of the anticipated delay and the reasons therefore. Such notice and reasons
shall be delivered promptly after the condition ¢reating the anticipated delay becomes known to
the contractor, but in no event less than forty-five (45) davs before the completion date specitied
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in this contract, unless otherwisc directed by the Contracting Officer, When notice is so
required, the Contracting officer may extend the time specified in the Schedule for such period as
deemed advisable.

B.3.3.3  Original Equipment Manufacturer (OEM) Management Requirements

The prime contractors shall be responsible {or the management of suppliers and
subcontractors during the term of the contract. Attributes of such responsibility are expected to
involve the asscssment, coordination, and management of the QEMs, supplicrs, and
subcontractors who provide the products and/or services.

B.3.4 Contract Administrative Data

B.34.1  Contracting Officer (CO)

The Contracting Officer is the only person authorized to make any changes, approve any
changes in the requirements of this contract, issue orders, obligate funds and authorize the
expenditure of funds, and notwithstanding any term contained elsewhere in this contract, such
authority remaing vested solely in the Contracting Otticer. (For further information, the
Contracting Officer s a federal government employee who is specifically authorized and
appointed in writing under specified agency procedures and granted the authority to enter into,
administer, and/or terminate contracts and make related determinations and (indings.) In the
event, the Contractor makes any ¢hanges ot the direction of any person other than the
Contracting Officer, the change will be considered to have been without authority and no
adjustment will be made in the contract price to cover any increase in costs ineurred as a result
thereol.

The following Primary Contracting Officer is assigned to this confract. Alternate Contracting
Officers may be assigned:

TSA Contracting Officer

NAME: Ms, Hally Hamilton Bolger

PHONE NUMBER: 3712271

EMAIL: [F®

ADDRESS: Transportation Security Administration,

701 S. 12th Street
Arlington, VA 20598

B.3.4.2  Contracting Officer’s Representative (COR) and Technical Monitor (TM)

1. The principle role of the COR is to support the Contracting Officer in managing the
contract. This is donc through furnishing technical direction within the confines of the contragt,
monitoring performance, ensuring requirements are met within the terms of the contract, and
maintaimng a strong relatonship with the Contracting Officer. As a team the Contracting
Officer and COR must ensure that program requirements are clearly communicated and that the
agreement is performed to meet them. The principle role of the Technical Monitor (TM) is Lo
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support the COR on all work orders, tasks, dcliverables and actions that require immediate
attention relating to the approved scope and obligated funding of the contract action.

2. The Contracting Officer hereby designates the individual(s) named below as the
Contracting Officer's Representative(s) and Technical Maonitor(s). Such designations(s} shall
specify the scope and limutations of the authority so delegated.

TSA COR

NAME: Mr. Craig_Hamilton

PHONE NUMBER: 571-227{"¢

EMAIL: o)) |
ADDRESS; Transportation Security Administration

One West Post Office Road
Arlington, VA 20598-6025

TSA Alternate COR

NAME: Ms. Elena Kutney

PHONE NUMBER: 571-227f08 ]

EMAIL: (X

ADDRESS: Transportation Security Administration

Onc West Post Office Road
Arlington, VA 20598-6025

3. The COR(s) and TM(s) may be changed at any time by the Government without prior
notice to the Contractor, but notification of the change, including the name and phone numbet of
the suceessor COR, will be promptly provided to the Contractor by the Contracting Officer in
wriing.

4. The responsibilitics and limitations of the COR are as follows:

* The COR is responsible for the technical aspects ol the project and technical liaison with
the Contractor. The COR is also responsible for the final inspection and acceptance of all
reports and such other responsibilities as may be specified in the contract.

¢  The COR may designale assistant COR(s) to act for him/her by naming such assisiant in
writing and transmitting a copy of such designation through the Contracting Officer to
the Contractor.

¢ The COR will maintain communications with the Contractor and the Contracting Oflicer.
The COR must report any obscrved fraud, waste, or opportunitics to improve
performance of cost eftficiency to the Contracting Officer.

¢ The COR will immediately alert the Contracting Officer 10 any possible Contractor
deficiencics or questionable practices so that corrections can be made before the
problems become significant,
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e The COR is not authorized to make any commitments or otherwise obligate the
Government or authorize any changes which affect the contract’s price, terms or
conditions. Any Contractor request for changes shall be referred 1o the Contracting
Officer directly or through the COR, No such changes shall be made without the
expressed prior authorization of the Contracting Officer.

» The COR is not authorized to direct the Contractor on how to perform the work.

e The COR is not anthorized to issue stop-work orders. The COR may recommend the
authorization by the Contracting Oflicer to 15sue a stop work order, but the Contracting
Officer is the only official authorized to issue such order.

o  The COR is not authorized o discuss new proposcd ¢fforts or encourage the Contractor
to perform additional efforts on an existing contract or order,

5. The responsibilities and limitations of the TM are as follows:

¢ Coordinating with the COR on all wark orders, task, deliverables and actions that require
immediate attention relating to the approved scope and obligated funding of the contract
action,

e Monitoring the Contractor’s performance in relation to the technical requirements of the
assigned functional area of the contract to ensure that the Contractor’s performance is
strictly within the contract’s scope and obligated funding,

¢ Ensoring that all recommended changes in any work under the contract are coordinated
and submitted in writing to the COR. for consideration.

» Informing the COR if the Contractor is not meeting performance, cost, schedule
nilestones.

¢ Performing technical reviews of the Contractor’s proposals as directed by the COR,

¢ Performing acceptance of the Contractor’s deliverables as directed by the COR.

¢ Reporting any threats 1o the health and salety of persons or potential for damage to
Government property or critical national infrastructure which may result from the
Contractor’s performance or fallure to perform the contract’s requirements.

B.A4.Y  Other TSA Points of Contact

The Government Property Administrator’s name and contact information is lsted below:

TSA Government Property Administrator

NAME: Ms. Annette Cuyler

PHONE NUMBER: 57 l«22‘7{(b){6’ _

EMAIL: [ |
ADDRESS: Transporiation Security Administration

One West Post Office Road
Arlington, VA 20598-6025
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B.34.4  Contractor Representatives

The Contractor shall identify helow a Contract Administrator and Program Manager who
shall have the authority to make contract and technical decisions respectively regarding this
contracl. These individuals will act for the Contracior for the duration of this confract or until
the Contracting Officer has been notified by the Contractor in writing of their replacement,

(a) Contract Administrator

The Contract Administrator to be contacted for all contract administration matters;

NAME: ]

PHONE NUMBER:

EMAIL:

ADDRESS: 11251 Reger Bacon Drive

Reston, VA 20190

The Contract Administrator shall be responsible for all contract administration issues
and shall act as the central peint of contact with the Government for all such issues,
The Contract Administrator shall have full autherity to act for the contractor in all
contractual matters, including negotiation.

(b) Program Manager

The Program Manager 1o be contacted [or all service related issues:

NAME: (o)

PHONE NUMBER:
EMAIL:

ADDRESS:

The contractor shall appoint a Program Manager who will be the contractor’s
authorized representative for technical and administrative performance of all praducts
and services required hersunder. The Program Manager shall provide the single point
of contact through which all contractor/Governiment communications, work, and
technical dircction shall flow. The Program Manager shall reccive and execute, on
behalf of the contractor, such technical direction as the Contracting Officer and
his/her designated representative may issue within the terms and conditioms of the
contract. All administrative support of the contractor’s technical personnel, and all
interface and interaction with subcontractors, OEMSs, and suppliers uscd by the
contractor in performance of this contract, shall be the responsibility of the contractor.
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B.34.5  “SUBMISSION OF INVOICES - Commercial”

(a) Background; The Transportation Security Administration (TSA) partners with the
United States Coast Guard Finance Center for financial scrvices in support of TSA gperations,
including the payment of contractor invoices. Therefore, all contractor invoices must he
submitted 1o, and will be paid by, the U.S, Coast Guard Finance Center (FinCen),

(b} Tnvoice Submission Mcthod: Invoices may be submitted via facsimile, U.S. Mail, or
email. Contractors shall utilize ONLY ONE method per invoice submission. The submission
information for each of the methods is as [ollows in order of preference:

13 Facsimile nurnber is: 757-413-7314

The facsimile number listed above shall be used by contractors for ORIGINAL
invoice submission only. If lacsimile submission is utilized, contractors shall not subrmnit hard
copies of invoices via the U.S. mail. It is the responsibility of the contractor to verify that
invoices are reecived, regardless of the method of submission used. Contractors may inguire
regarding the receipt of invoices by contacting the U.S. Coast Guard Finance Center via the
methods listed in subparagraph (d) of this clause.

2y U.S. Mail;
United States Coast Guard Finance Center
TSA Commercial Invoices
P.Q. Box 4111
Chesapeake, VA 23327-4111

3y Email Invoices:
FIN-SMB-TSAlInvoices @uscg.mil or www.fincen.uscg.mil

(¢) Invoice Process: Upon receipt of contractor invoices, FinCen will electronically ronte
invoices 1o the appropriate TSA Contracting Officer’s Technical Representative and/ar
Contracting Officer for review and approval. Upon approval, the TSA will electronically route
the invoices back o FinCen. Upon reecipt of ¢ertified invoices from an Authorized Cortitying
Official, FinCen will initiate payment of the invoices.

Note for discounts offered:

Discounts on invoices. If desired, the Contractor should offer discounts directly upon
the invoice submitted, clearly specifying the terms ol the discount. Contractors can structure
discounted amounts for payment for any time period less than the usual thirty day payment
period specified under Prompt Payment requirements; however the Contractor should not
structure terms for payment of net amounts invoiced any sooner than the standard period
required under FAR Subpart 32.9 regarding prompt payments for the specified deliverables
under contract,

Discounts offered after invoice submission. If the Contractor should wish to offer a
discount on a specific invoice alter its submission for payment, the Contractor should submil a

letter to the Finance Center identifying the specific invoice for which a discount is offered and
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specify the exact terms of the discount offcred and what time period the Government should
make payment by in order to receive the discount. The Contractor should clearly indicate the
contract number, voice number and date, and the specific terms of the discount offered.
Contractors should not structure terms for net amount payments any sooner than the standard
period required under FAR Subpart 32.9 regarding prompt payments for the specified
deliverables under contract.

(d) Payment Status: Contractors may inguire on the payvment status of an invoice by any
of the following means:
(1) Via the internet: https Asww. fincenuscg.mil

Contacting the FinCen Customer Service Section via telephone at 1-800-564-
5504 or (737 523-6940 (Voice Option #13. The hours of operation for the
Customer Service line are 8:00 AM to 5:00 PM Eastern Time, Monday through
Friday. However, the Cusliomer Service line has a voice-mail [eature that is
available 24 hours per day, 7 days per week.

(2) Via the Payment Inquiry Form: https://www fincen.nscg.mil/secnre/payment.htm

(e) Invoice Elements: Invoices will automatically be rejected if the information required
in subparagraph (a)(2) of thc Proropt Payment Clanse, contained in this Scction of the Contract,
including EFT banking information, Taxpayer Identification Number (TIN), and DUNS number
are not included in the invoice. All invoices muost clearly correlate invoiced amounts 1o the
corresponding contract line item number and funding citation. The Contractor shall work with
the Government to mutually refine the tormat, content and method of delivery for all invoice
submissions during the performance of the Contract.

(f) Supplemental Invoice Documentation: Contractors shall submit all supplemental
invoice documentation (¢.g. copies of subcontractor invoices, travel vouchers, cte.} necessary to
approve an invoice along with the original invoice. The Contractor invoice must contain the
inlormation staled in the Prompt Payment Clause in order to be received and processed by
FinCen. Supplemental invoice decumentation required for review and approval of invoices may,
at the written diveetion of the Contracting Officer, be submitted direetly to cither the Contracting
Officer, or the Contracting (Mfficer’s Technical Representative. Note for “time-and-material”
lype contracts: The Contractor nust submil the following statement with each inveice for labor
hours invoiced under a “time-and-materials” type contract, order, or contract line item: “The
Contractor hereby certifics 1t accordance with paragraph (¢} of FAR 52,232.7, that cach labor
hour has been performed by an employee (prime or subcontractor) who meets the contract’s
specified requirements for the labor category invoiced.”

(g) Additional Invoice Preparation Instructions for Software Development and/or
Hardware. The Contractor shall clearly include a separate breakdown (hy CLIN) for any
software development activities (labor costs, subcontractor costs, ele.) in accordance with
Federal Aceounting Standards Advisory Board Statement of Federal Financial Accounting
Standards Number 10 (Prcliminary design costs, Development ¢osts and post implementation
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costs) and cite payment terms. The contractor shall provide make and model descriptions as well
as serial numbers for purchases of hardware and software (where applicable.)

(h} Frequency of Inveice Submission: See Section B.3.4.6, Development of Invoices, of
Part B.

B34.6  Development of Invoices

(1} The Contractor shall develop a monthly invoice which separately identitics, per
technology and model, the number of systers sustained for the given invoice period, the fixed
unit price being applied, and any disincentive applicable for not meeting the requirements of
Section C.8.9.1, Operational Availability (A,), of Part C. Disincentives shall be calculated in
accordance with Scction A.2.1.1, Disincentives for Failing to Meet Serviee Level Agreement, of
Part A as follows:

(a) Sustainmment Services

Payment to the Contractor for sustainment services (X001) rendered during any
given invoice petiod will be based on the praduct of the number of deployed, in-
service machines that are not covered under manufacturer’s warranty and the unil
pricing cstablished in Section A.2, Contract Pricing, of Part A, For example, 1f the
Contractor performed sustainment services for [(0) Itemiser DX Explosive Trace
Detector (ETD) Systerms located at Reagan National Airport (DCA) at $10 per unit in
February 2014, the Contractor shall invoice $1,000 total for ltemiser DX ETDs at
DCA for February 2014,

The Contractor shall invoice for actual days in scrvice, applying a prorated amount, as
appropriate, for those units taken out of service or added for service at any given
month. For example, in the scenario described above, 1f 50 ETD systems located at
DCA were only maintained for 15 days (30% of the month) during February 2014, the
Contractor shall invoice at half the unit price, which comcs to a total of $500 for
lterniser DX ETDs at DCA for Fehruary 2014,

{(b) Operational Availability (A,)

The Contractor shall calculate the monthly A, for each techneology at each airport
and evaluate each against the Service Level Agreement (SLA) specified in Section
C.8.9.1 of Part C. In any month when A, of an individual technology at an airport
falls below the contract SLA requirement, the Contractor must decrement the monthly
invoice for that 1echnology at that airport as follows:

Operational Availahility (A,)

Performance Level Inveice Adjustment

Below SLA Reguirement ~10% for each technology by airport
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For cxample, in the scenario described in Paragraph (a) above, if the Itemiser DX
ETDs located at DCA achieved 97% A, in February 2014, the Contractor would
invoice $900 1o rellect a 10% penalty for missed perlormance.

(2) The contractor may submit an invaice quarterly for payment of incentives earned for
meeting the requirements of C.8.9.2, Parts Availability Supporting Performance Metric, and
C.8.9.4, Depot Turn Around Time (DTAT), ol Part C. Incentives earnad may be paid from
separate incentive pools established in Section A.2, Contract Pricing, of Part A. The invoice
period for incentives shall be quarterly and bascd on the prior three month reporting period.
Incentives may be invoiced in accordance with Paragraphs (B} and (¢).

(b)Parts Availability

Beginning 90 days after the start ol option period 1, the Contractor shall caleulate
average parts fulfillment time for all critical maintenance actions requiring parts over
the previous 3 months and compare the values against the SLA requirement identified
in Section C.8.9.2 of Part C. The Contractor will earn an incentive in any quarter
where parts availability time meets the performance levels below:

Parts Availability Time

Performance Level Incentive
Parts Availability Time < 17,5 hours 10%: of annual incentive pool
Parts Availability Time < 15 hours 25% of annual incentive pool

(e)Depot Turn Around Time (DTAT)

Beginning 90 days after the start of option period 1, the Contractor shall calculate
average DTAT for all depot mantenance actions over the previous 3 months and
compare the values against the SLA requirement identified in Section C.8.9.4 of Part
C. The Contractor will earn an incentive in any quarter where DTAT meets the
performance levels below:

Depot Turn Around Time (DTAT)

Performance Level Incentive
DTAT = 300 hours 105 of annual incentive pool
DTAT < 240 hours 25%: of annual ingentive pool

(3) The Government will review applicable disincentives and incentives submitted by the
Contractor for accuracy using the data provided under CIDRL, A0O4 and its associaled DID (see
Section C.7.5). The Government will also review Contractor logs for changes altered after the
fact that may misrepresented performance when applying disincentives and incentives. In the
event of conflict between the contractor’s application and the Government’s review of

[V
e
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disincentives and incentives, the Contractor is advised that the Government's review 15 final
when applying any disincentives and incentives.

B.3.4.7  Post Award Conference

The Contracting Officer will establish the date of the Post Award Conference to be held
within 30 calendar days of contract award. The contractor will prepare the agenda, invite
stakeholders, and prepare and distribute the minutes of the conference. The conference will be
co-chaired by the Contracting Officer and the Contractor’s program manager. The location of
the conference will be held at a place mutually agreeable to the Government and the contractor.
The minutes of the conlerence will document all discussions that wok place, as well as all
information and guidance provided to the contractor. Any change(s) to the contract will be made
only by a contract modification referencing the applicable provisions of the contract. Tt is
anticipated that, at a minimum, the contractor will brief its business/transition plan, program
schedule, progrant management, and organization.

B.3.5 Other Contract Requirements

B.3.5.1  Travel and Per Diem (Applicable to Cost Reimbursement and T&M Type
Contracts Only)

The Contractor shall be reimbursed for travel costs associated with this contract. The
reimbursement for those costs shall be as follows:

o Travel subsistence reimbursements will be anthorized under the rates and conditions
under the Federal Travel Regulations.

¢ Per diem will be reimbursed, at actual costs, not to exceed, the per diem rates set torth
in the Federal Travel Regulations prescribed by General Services Adnmunistration and
when applicable, Standardized Regulations Section 925 — Maximum Travel Per Diem
Allowances tor Foreign Areas — prescribed by the Department of State.

¢  Travel of more than 10 hours, but less than 24 hours, when no lodging is required, per
diemn shall be one-half of the Meals and Incidental Expenses (M&IE) rate applicable
to the locations of temporary duty assignment. 1 more than ona temperary duty point
1s invelved, the allowance of one-half of the M&IE rate is prescribed for the location
where the majority of the time is spent performing official business, The per diem
allowance shall not be allowed when the period of official travel is 10 hours or less
during the same calendar day.

¢ Airfare costs in excess of the lowest rate available, offered during normal business
howrs are not reimbursable,

» All reimbursable Contractor travel shall be authorized through the issuance of a task
order executed by the Contracting Officer.

Local Travel Costs will not be reimbursed under the following circumstances:
o Travel at Government installations where Government transporiation is available
e Travc] performed for personal convenicnce/crrands, including commuting to and
[rom work; and
s Travel costs incurred in the replacement of personnel when such replacement is
accomplished for the Contractor’s or employee’s convenience,
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B.3.5.2  Disclosure of Information

Information furnished by the Contractor under this contract may be subject to disclosure
undcr the Freedom of Information Act (FOIA). Therefore, all items that are confidential o
business, or contain trade secrets, proprietary, or personally-identifiable information must be
clearly marked.

Any information made available to the Contractor by the Government must be used only
for the purpose of carrying out the requirements of this contract and must not be divulged or
made known in any manner Lo any person excepl as may be necessary in the performance of the
contract.

In performance of this contract, the Contractor assumes responsibility for protection of
the confidentiality of Government records and inlormation and must ensure that all work
performed by its Subcontractor(s) shall be under the supervision of the Contractor or the
Contractor’s employees.

B.3.5.3  Contractor's Responsibility for Assigned Space, Equipment, and Supplics

If, duc to the fanlt or neglect of the Contractor, his agents, or employeces, damages are
caused to any Government property, equipment, stock or supplies, during the performance of this
contract, the Contractor shall be responsible for such loss or damage and the Government, at its
option, may either require the Contractor to replace all property or to reimburse the Government
for the full value of the lost or damaged property, The Contractor is responsible for maintaining
all assigned space(s) in a clean and orderly fashion during the course of this contract. All
telephones are for conducting official Government business only.

B.3.54  Interrelationship of Associate Contractors

The TSA may enter into contractual agreements with other Contractors (i.e., “Associate
Contractors™) in order to fulfill requirements separate from the work to be performed under this
contract, yet having a relationship to performance under this contract, ltis expected that
contractors working under TSA contracts will have to work together under certain conditions in
order (0 achieve a commen sclution [or TSA., The Contractor may be required o coordinate
with other such Contractor(s) through the cognizant Contracting Officer (CO) and/or designated
representative in providing suitable, non-conflicting technical and/or management interface and
in aveidance of duplication of effort. Information on deliverables provided under separate
contracts may, at the discretion of the TSA and/or other Government agencies, be provided to
such ather Contractor(s) for the purpose of such work.

Where the Contractor and an associate Contractor fail to agree upon action 1o be taken in
connection with their respective responsibilities, each Contractor shall promptly bring the
matters to the attention of the cognizant CO and furnish the Contractor’s recommendations for a
solution. The Contractor shall not be relicved of its obligations to make timely deliveries or be
entitled to any other adjustment because of failure of the Contractor and its associate to promptly
refer matters 1o the CO or because ol Tailure to implement CQ directions.
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Where the Contractor and Associate Contractors are required to collaboraic to deliver a
service: the Government will designate, in writing and prior to the definition of the task, to both
Contraciors, a “lead Contractor™ [or the project. In these cases the Associale Contractors shall
also be contractually required o coordinate and collaborate with the Contractor, TSA will
facilitate the mutual execution of Non-Disclosure Agreements.

Compliance with this Special Contract Requirement is incloded in the contract price and
shall not be a basis for equitable adjustment,

B.3.5.5  Non-Personal Services

“Personal services” are those in which contractor personngl would appear to be, in effect,
Government employcees via the direct supervision and oversight by Government employees. No
personal services shall be performed under this contract. No Contractor employee will be
directly supervised by a Government employee.  All individual Contractor employee
assignments, and daily work direction, shall be given by the applicable employee supervisor of
the Contractor. If the Contractor belicves any Government action or communication has been
given that would create a personal services relationship between the Government and any
Contractor employee, the Contractor shall promptly nonfy the Contracting Olflicer of this
communication ot action,

The Contractor shall not perform any inherently Governmental actions as defined by
FAR 7.500. No Contractor employee shall hold him or hersell out 1o be a Government
employee, agent, or representative. No Contractor etnployee shall state orally or in writing at
any timge that he or she is acting on behalf of the Governmient, To all communications in
connection with this contract, Contractor employees shall identify themselves as Contractor
employees and specify the name of the company for which they work. In all connmunications
with other Government Contractors in connection with this contract, the Contractor employee
shall statc that they have no authority to 1n any way change any contract and that if the other
Contractor believes this communication ta be a direction to change their contract, they should
noti{y the Contracting Oflicer {or that contract and not carry out the direction until a clarilication
has been issued by the Contracting Officer.

The Contractor shall ensure that all of its employees working on this contract are
inlormed of the substance ol this clause. Nothing in this special contract requirement shall limit
the Government's rights in any way under any other term of the contract, including those related
to the Government’s right to inspect and accept the services to be performed under this
contract. The substance of this special contract requirement shall be incloded in all subcontracts
al any ner,

B.3.5.6  Contractor Responsibilities

The Contractor shall provide all managentent, adminisirative, clerical, and supervisory
functioms required for the effective and efficient performance of this contract.

The Government shall not be liable tor any injury to the Contractor’s personnel or
damage (0 the Conlractor’s property unless such injury or damage 15 due to negligence on the
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part of the Government and is recoverable under the Federal Torts Claims Act, or pursuant to
another Federal statutory authority.

A smoath and orderly transition between the Contractor and a predecessor or sUCcessor
Contractor is nceessary to ensure minimum disruption to vital Government business, The
Contractor shall cooperate fully in the transition.

The Contractor shall adhere to the same professional and ethical standards of conduct
required of Government personnel. The Contractor shall not:

» Discuss with unauthorized persons any information obtained in the performance of work
under this contract,

e (Conduct business not directly related to this contract on Government premiscs.

» Llse computer systems and/or other Government facilities [or company or persenal
busincss other than work related; or

e Recruit on (jovernment premises or otherwise act to disrupt oftficial Government
business.

B.3.5.7  Qualification of Employees

The Contracting Officer may require dismissal from work under this contract and/or
removal of access to government facilities, property, information and/or information systems of
those employces which the Contracting Officer deems contrary to the public interest or
incansistent with the best interest of national security.

B3.58  Noon-Disclosure Agreements

Non-Dhsclosure Agreements are required to be signed by all Contractor personnel when
their rele requires them to come into contact with Sensitive But Unclassified, Government
procurement sensitive information, and/or other sensitive information, or proprictary business
information from other Contractors (e.g., cost data, plans, and strategies). The recipient certifies
in writing that they will take the necessary steps to prevent the unauthorized disclosure and use
of information. The Contracting Officer will provide the prescribed non-disclosure forms as
nceessary to the Contractor when circumstances warrant.

B.3.5.9  Obscrvance of Legal Holidays, Other Abscncees, and Necessary Contract
Performance Offsite

The Government observes the following holidays:

New Year’s Day

Martin Luther King Birthday
President’s Day

Memorial Day
Independence Day

Labor Day

Columbus Day

Veteran's Day

Thanksgiving Day
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Christmas Day
[mauguration Day (Washington, DC metropolitan area)

In addition 1o the days designated as holidays, the Government observes also the
following days:

¢ Any other day designated by Federal Statute, and

*  Any other day designated by Executive Order, and

*  Any other day designated by President’s Proclamation, such as extreme weather
conditions.

When the Government grants excused absence to its employees in a specific location,
assigned Contractor personnel at that same location may alse be dismissed. The Contractor
agrees to continue to provide sufficient personnel to perform critical tasks already in operation or
scheduled, and shall be guided by the instructions issued by the Contracting Olficer or the
Contracting Officer’s Technical Representative, Observance of such holidays by Government
personnel shall not be a reason for the Contractor to request an extension of the period of
performance, or enfitlement of compensation except as set forth within the contract.

In the event the Contractor’s personnel work during the holiday or other excused
abscnees, they may be compensated by the Contractor, however, no form of holiday or other
premium compensation will be considered either as a direct or indirect cost, other than their
normal compensation {or the time worked. For cost reimbursable and time and material {T & M)
contracts, the government will only consider as direct and/or indirect costs those etforts actually
performed during the holiday or excused absences in the cvent contractor personncl are not
dismissed. This provision does not preclude reimbursement for authorized overtime work if
applicable tw this contract.

Otherwise, the management responsibility for contractor functions approved by the
Contracting Officer for offsite work, in the event of inaccessibility of federal workplaces are the
sole responsibility of the contractor. The contraclor may propose telework or other solutions
when critical work is required, however, the Contractor is solely responsible for any cost
differential in performance, all liabilitics that may be due to perforroance at an alternate location
and all resources necessary to complete such performance.

[ the event of an actual emergency, the Contracting Officer may direct the contractor to
change work hours or locations or (nstitute tele-work, utilize personal protective equipronent or
other mandated items.

B.ASAG  Suitability Determination for Contract Employees

All contrictor employees seeking 10 provide services to TSA under a TSA contract are
subject 10 a suitability determinaton (0 assess whether their initial employment or continusd
employment on a TSA contract protects or promotes the efficiency of the agency. TSA, by and
through the Office of Sceurity, Personnel Sceurity Division (PerSce), will allow a contractor
employee o commence work on a TSA contract only if a review of the contractor employee’s
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preliminary background check is favorable. Contractor employees with unfavorable preliminary
background checks will not be allowed to work on a TSA contract.

A suirability determination involves the following three phases,

Phase 1. Enter On Duty Suitability Determination: a review of a contractor employee’s
consumer credit report, eriminal history records, and submitted security forms o determine, 10
the extent possible, if the contractor emplovee has bad debt and/or criminal oftenses and/or
falsification 1ssucs that would prohibit employment as 2 TSA contractor. This determination will
inclade verification of citizenship for contractor ermplovees born outside of the United States. A
favorable Enter on Duty Suitability Determination is not a final suitability determination; rather,
it 1s a preliminary review of external data sources that allows the contractor employee to
commence work prior to the required background investigation being completed.

When a contractor employee 1s deemed suitable to commence work on a TSA coniract,
TSA PerSec will notify the appropriate Contracting Officer’s Representative (COR) of the
favorable determination, Similar notifications will be sent when a contractor cmployee has not
passed the preliminary background check and has been deemed unsuitable,

Phase 2: Background Investigation: Once the contractor employee commences work on a
TSA contract, TSA PerSce will process all submitted sceurity forms to determine whether the
contractor has previously been the subject of a federal background investigation sufficient in
scope 10 meet TSA minimum investigative requirements, Contractor employees who have a
federal investigation sufficient in scope will immediately be processed for final swtability
adjudication. Those contractor craployees who do not have a previous federal background
investigation sufficient in scope will be scheduled for the appraopriate level background
investigation through the submission of their security forms to the Office of Personnel
Management (OPM).

Phase 3: Final Suitability Adjudication: TSA PerSec will complete the final suitability
determination after receipt, review, and adjudication of the completed OPM background
investigation, The final suitability determination is an assessment made by TSA PerSec to
determine whether there is reasonable expectation that the continued employment of the TSA
contractor will or will not protect or promote the efficiency of the agency. An unfavorable final
suitability determination will result 1n a noufication to the COTR that the contractor eniployee
has been deemed unsuitable for continued contract emnployment and that he/she shall be removed
from the TSA contract,

B.3.5.11 Seccurity Requirements for Contractor Employces Performing at Airport
Locations

Contractor employees are required to meet all airport security screening requirements
which include criminal history, background and fingerprint check. Contracior employees
working in this facility will be required to obtain, possess and display a Secure Identification
Display Arca (SIDA) badge in accordance with the airport’s physical and personncl sccurity
requirements. The Contractor is responsible for any fees associated with lost hadges.
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B.3.512 Insurance for Contractor Performance at Airport

The Contractor must have approved insurance on file with each federal airport where
work is required. The Contractor is required to procure at its own expense, and keep in cffeet at
all times during the term of the Contract [the types and amounts of insurance specified. Air
Carmier Operating Permits and Leases will have additional insurance coverage raquirements, The
actual types and amounts of insurance required will be set on an individual basis by cach federal
airport where work is required bascd upon the company’s scope of work and airport access
required. For further information regarding Insurance Requirements, please contact the
Contracting Oflicer.

B.3.5.13  Advertising of Award

The contractor shall not refer to contract awards in commercial advertising in such a
manner as to state or imply that the product or service provided is endorsed or preferred by the
Federal Government or is considered by the Government to be superior to other products or
services.

B.3.5.14 Major Breach of Safety or Security

(1) Safety is the freedom from those conditions that can cause death, injury,
occupational illness, damage to or loss of equipment or property, or dantage to Lthe environment.
Safety is essential to TSA and compliance with safety standards and practices is a material part
of this contract. A major breach of safcty may constitutc a breach of contract that cntitles the
Gaovernment to exercise any of its rights and remedies applicable to material parts of this
agreemenl, including termination for default. A major breach ol safety musi be related direcily
to the work on the agreement. A major breach of safety is an act or omission of the Contractor
that consists of an accident, incident, or exposure resulting in a fatality, scrious injury, ot mission
failure; or in damage to equipment or property equal to or greater than $1 million; or in any
"willful” or "repeat” violation cited by the Occupational Salely and Health Administration
(OSHA) or by a state agency operating under an OSHA approved plan.

(k) Security is the condition of safegnarding against espionage, sabotage, crime
(ncluding computer erime), or allack. A major breach of securily may constitute a breach of
contract that entitles the Governmnent to exercise any of its rights and remedies applicable to
material parts of this agreement, including termination for default. A major breach of sccurity
may oceur on or off Government installations, but must be related directly to the work on the
agreement. A major breach of securily is an act or omission by the Centractor that results in
compromise of classified information or sensitive security information or sensitive but
unclassified information, including contractor proprictary information, 1llegal technology
transfer, workplace violence resulting in criminal conviction, sabotage, comprorise or denial of
information technology services, equipment or property damage from vandalism greater than
250,000, or theft greater than $250,000,

NOTE: Breach of Security for the purposes of this definition should not be confused with breach
ol securily in screening operations.
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() In the event of a major breach of safety or security, the Contractor shall report the
breach to the Contracting Officer. If directed by the Contracting Officer, the Contractor shall
conduct ats ewn investgation and report the results to the Government, The Contractor shall
cooperate with the Government investigation, if conducted.

B.3.5.15 Contractor Staff Training

The contractor shall provide fully trained and experienced personnel. Training of
contractor personnel shall be performed by the contractor at its cxpense, exeept as directed by the
Government through written authorization by the Confracting Officer to meet special
requirements peculiar 1o the contract. Training includes atlendance at sentinars, symposia or
user group conferences. Training will not be authorized for the purpose of keeping contractor
personnel abreast of advances in the statc-of-the-art or for training contractor cmployces on
equipment, computer languages and computer operating systems that are available on the
commercial market or required by a contract. This includes training o obtain or increase
proficiency in word processing, spreadsheets, presentations, and electronic mail.

B.3.516 Emplovee Termination

The contractor shall notity the Contracting Officer and the Contracting Officer’s
Technical Representative within 48 hours when an employee performing work under this
contract who has been granted access to government information, information systems, property,
or government [acilities access terminates employment, no longer 1s assigned o the contract, or
no longer requires such access. The contractor shall be responsible for returning, or ensuring
that cmployces return, all DHS/TSA -issued contractor/employee identification, all other TSA or
DHS property, and any security access cards to Government offices issued by a landlord of
commercial space.

B.3.5.17  Standards of Conduct and Restrictions

The contractor shall adhere to the same prolessional and ethical standards of conduct
required of Government personnel. Personnel performing work under this contract shall not:

a) Salicit new business while performing wark under the contract;

by Conduct business other than that which is covered by this contract during periods paid by
the Government;

¢) Conduct business not directly related to this contract on Government premiscs;

dy Use Government computer systemns or networks, and/or other Government facilites for
company of personal business;

e) Recruit on Government premises or otherwise act to disrupt official Government
business.

B.3.5.18 Electronic Information Technology to Accommodate Users with Disabilitics
{Section 508 of the Rehabilitation Act)

Section 508 of the Rehabilitation Act prohibits tederal agencies from procuring,
developing, maintaining, or using electronic and information technology (EIT) that is
inaccessible o people with disabilities. The applicable standards in Section 508 of the
Rchabilitation Act, as amended, shall apply to this contract and any items, or services covered by
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or provided in connection with this requirement, The Contractor shall provide items and services
that comply with Section 308 requirerments and the Electronic and Information Accessibility
Standards at 36 CFR Part 1194,

B.3.5.19 Substitution of Key Personnel

The Contractor shall notify the Contracting Officer (CO) and the Contracting Olficer’s
Representative (COR) prior to making any changes in Key Personnel, No changes in Key
Personnel will be made unless the Contragtor can demonstrate that the qualifications of
prospective replacement personnel are equal to or better than the qualifications of the Key
Personnel being replaced or otherwise meet the standards applicable in the contract, All proposed
substitutes shall have qualifications equal to or higher than the qualifications of the person to be
replaced. The CO shall be notified in writing of any proposcd substitution at Icast fiftcen (15)
days, or forty-five (45) days if either a background investigation for building or information
system access and/or a security clearance (due 1o ¢lassified contract requirements that velaie
specifically to personnel) must be obtained to meet the contract’s requirements, in advance of the
proposed substitution. Such notification from the contractor shall include:

(a) an explanation of the circumstances necessitating the substitution;

(b} a complete resume of the proposed substitute; and

(c) any other information requested by the CO to enable him/her to judge whether or not
the Contractor is maintaiming the same high quality of personnel that provided the partial basis
for award.

The CO and COR will evaluate substitution requests and promptly notify the Contractor
of his/her approval or disapproval in writing. All disapprovals will require resubmission of
another substitution within 13 calendar days by the Contractor.

B.3.520  Controlled Unclassified Information Data Privacy and Protection

The Contractor shall be responsible for the security of: 1) all data that is generated by the
contractor on behalt of the Government ii) Government data transmitted by the contractor, and
i) Government data otherwise stored or processed by the contractor, regardless of who owns or
controls the underlying systems while that data is under the contractor’s cantrol. All Government
data, including but not limited 1o Personal Identifiable Information {PII), Sensitive Security
Information (8513, and Sensitive But Unclassified (SBU), and/or Critical Infrastructure
Information (CI1), shall be protected according to Department of Homeland Seeurity information
security policies and mandates.

At the expiration of the contract, the contractor shall return all Governmient information
and 1T resources provided to the contractor during the contract.

The contractor must satisfy requirements to work with and safeguard Sensitive Security
Information (881D, and Personally Identifiable Information (PII). All support personnel muost
understand and rigorously follow all applicable DHS Component Agency’s requirements,
policies, and procedures for safeguarding SS81and P11 Contractor personnel will be required to
complete online training for $81, Informational Security and Privacy training, if required by the
DHS Component Agency

44



Integrated Logistics Suppart (ILS) Chapter B - Cantract Clauses

Contract No. HSTS04-13-C-CT3067 Section 3 « Special Coniract Reguirements

The Contractor, and those operating on its behalt, shall adhere to the requirements of the
non-disclosure agreement unless authorized in writing by the Contractng Officer.

The Government will identify I'T systems transmitting unclassificd/SSI information that
will require protection based on a risk assessment as applicable. If encryption 18 required, the
following methods are acceptable for encrypung sensitive information:

a. Products Advanced Encryption Standard (AES) algorithms that have been validated
under FIPS140-2.

b National Security Agency (NSA) Type 2 or Type 1 encryption.

¢. Public Key Infrastructure (PKI) (see paragraph 5.5.2.1 of the Department of
Homeland Security (DHS) IT Sceurity Program Handbook (DHS Management Dircctive
(MD) 4300A) for Sensitive Systems).

The contractor shall maintain data control according to the applicable DHS Component
Ageney’s seeurity level of the data. Data separation will include the use of discretionary aceess
control methods, VPN encryption methods, data aggregation controls, data tagging, media
marking, backup actions, and data disaster planning and recovery. Contractors handling PII must
comply with TSA MD 3700.4 if applicable,

Users of Government IT assets shall adhere to all system security requirements to ensure
the confidentiality, integrity, availability, and non-repudiation of information under their control.
All users accessing Government IT assets are expected to actively apply the practices specified
in the TSA Information Technology Sccurity Policy (ITSP) Handbook, Chapter 3, Section 6,
Privacy and Acceptable Use, or similar DHS Component Agency’s guidance or policy.

The contractor shall comply with the all data disposition requirements stated in the
applicable DHS Component Agency’s Information Sceurity Policy. For all TSA orders the
contractor shall comply with Information Security Policy Handbook Chapter 3, Section 17
Computer Data Storage Disposition, as well as TSA Management Directive 3700.4.

B.3.5.21 Contingency and/or Continuity of Operations in support of Transportation
Security Administration Operations

(9) Background. The Transportation Security Administration (TSA) is a component of
the Department of Homeland Sceurity (DHS) and is responsible for the security of the nation’s
transportation system.  This includes not only the security screening operations conducted for
passenger air ravel, but also securily operations protecting adr cargo and shipping, surface and
other transportation modes including rail, and pipelines and other transportation infrastructure,
To thosc ends, the TSA must be able to respond quickly to incidents, and increase and re-
constitute its operational posture (“continuity of operations”) in response 1o threats and the
possibility of actual attacks upon or disruplion 10 government operations or nanonal
infrastructure, The TSA has an internal capacity to establish and operate Critical Incident
Management Groups in responsc Lo a specific, TSA-only incident, or as a part of larger DHS
operation due to orders from the DHS Secretary, or due ta increased threat levels under the
National Terrorism Advisory System, or federal operations up 1o and including responsibilities
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assigned under the National Response Framework. To these ends, the TSA must be able to count
upon a correlated contractor capability to surge capacity in response to incidents or quickly re-
constitule capability 1o recover from a calastrophe. Accordingly, TSA contraciors nust be
prepared and able to provide surge capacity and 1w reconstitute operational capability to perform
under contract as required in responsc to an emergency,

(b} Defininions, The meamnyg of specific contingency or emergancy-relaled terms herein
proceeds from those definitions within the National Response Framework and are available from
the National Response Framework Resource Center glossaty at
http://www fema.goviemergency/nrf/.

(c) Force and effect of this clause. Without regard to the extent that the Contractor’s
actual responscs in order to meet the requirements of this clause may be necessitated by
occeurrences or conditions as described in the “Excusable Delays™ paragraph ot FAR 52.212-4,
“*Contract Terms and Conditions—Commercial ltems”™ clause or those described in the FAR
§52.249-14, “Excusable Delays™ clause (or such related conditions as described in other ¢lauses,
such as the FAR 52.,249.8 “Default (Fixed-Price Supply and Scrvice),” 52,249.9 “Default
(Fixed-Price Research and Development),” and/or FAR 52.249-10 (Fixed-Price Construction),”
if in¢ludad in the contract), the Contractor shall provide surge capacity, re-establish [unctions,
and reconstitute capability and performance under this contract as quickly as possible in response
to an incident and/or as ordered by the Contracting Officer.

(d} Response [unctions and capabilities. The Contractor shall establish and maintain the
following capabilities as a requirement of this contract,

(1) Continuity of Operations (COQP) Plan. The Contractor shall establish a written
conlinaity of operations plan in accordance with “Continuity Guidanee Circular 1 (CCG1),
Continuity Guidance for Non-Federal Agencies” of January 2009, In general, COOP plans must
be designed in order to:

i.  Minimize loss of life, injury, and property damage.

1. Mitigate the duration, severity, or pervasiveness ol disruptions thal do occur.

iii. Achieve the timely and orderly resumption of essential functions and the
return to normal operations.

iv. Protect essential facilities, equipment, records, and assets.

v. Be executable with or without warning.

vi. Meet the operational requirernents of the TSA. Continuity plans need to be
operational within minutes of activation, depending on the cssential function or service, but
cerfainly should be operational po later than 12 hours after activation.

vii. Meet the sustainment needs of the TSA. An organization may need to plan for
sustained contnuaty operations for up to 30 days or longer, depending on resources, support
relationships, and the respective continuity strategy adopted.

viil.  Ensure the continuous performance of essential functions and operations
during an emergency, including those such as pandemic inlluenea that require additional
considerations beyond traditional continuity planning.
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ix. Provide an integrated and coordinated continuity framework that rakes into
consideration other relevant organizational, governmental, and private sector continuity plans
and procedures.

The Contractor’s COOP Plan is intended to be executed in response to an incident, and the
COOP Plan shall address each of the following requirements in depth, in addition to the essential
functions described in CCG1:

(A) Communications. In the case of an applicable incident or a netification
per paragraph {¢) “Response Requirement” below, the Contractor shall maintaio or be able to re-
establish active, real-time communication with its employees under the contract during the 24~
hour day period on all days during the week such that the Contractor can ensure performance
undcr the contract will continue at such alternate locations under the contract to mect specificd
deliverables and/or response to surge capacity, Likewise, the Contractor shall ensure that
effective commumication about its contract performance can continue with the Confracting
Officer, taking into account the operational profile or location of TSA facilities or assets in
response to an incident in order to mect specificd deliverables and/or response 1 surge capacity
orders trom the Contracting Officer.

(B) Facilities. In the case of an applicable incident or a notification per
paragraph (c) “Response Reguirement” below, the Contractor shall be able to re-constitute
contractor presence at self-provided facilities or at Government-provided facility space as may
he required in order (0 meel specified deliverables and/or response 1o surge capacity orders from
the Contracting Officer.

(C) Information Systems/Network. In the case of an applicable incident or a
notification per paragraph (e) "Response Requirement” below, the Contractor shall maintain and
be able to re-constitute an information systems network at its facilities or for use at alternate
facilitics as may be necessary in order to meet specified deliverables and/or respond to surge
capacity orders from the Contracting Officer.

(D) Annuval or Periodic COOP Exercise. Under the monitoring of the
Contracting Officer and Contracting Officer’s Techinical Representative (COR), the Contractor
shall conduct an annual exercise to test the capabilities of its COQOP Plan, or the Contractor may
be included in periodic TSA COOP exercises as a means of fulfilling this requirement.
Typically, a simulated scenario for the exercise will be developed, and the contractor’s
management tcam will place the scenario 1nto action on a simulated basis. As with all excrcises,
responses to the exercise must he based on the known capacities and capabilities of the
contractor’s personnel and assets and take the actual disposition and locations ol personnel and
assets into account at the intiation and during the conduct of the exercise. Thus, while the
exercise’s seenario is simulaied, the contractor’s ability to initiate and to plan the execution of a
response to the scenario via the COOP Plan is actual and will be assessed by the Government.
The Contractor shall implement recomrmendations as a consequence of the Government's
assessment of 1ts performance in response to the exercise. The Government's assesament of
COOP plan practice may be likewise included at the Government’s discretion as a portion of the
“management” element assessed under the Contractor Performance Assessment Reporting
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System. Initiation of an exercise in response o the requirements of this clause does not entitle
the Contractor to an equitable adjustment or otherwise constitute a change to this contract.

(E) Surge capacity and Continuity of Operations (COOQP). The Contracior
may be required to provide either surge capacity and/or a COOP response to conditions related to
this clause. “Surge capacity” means that the volume and pace of the contractor’s performance is
required 1o increase W meet the TSA s increased volume of work and tempo of operations in an
emergency sitnation, “COOP” means that the contractor may have to conduct various activities
to re-establish or reconstitute operations in response to an incident, which could also 1nclude a
necessity to provide for surge capacity,

(e) Response Requirement. The Contractor shall provide surge capacity to implement an
increased workload within 24 hours of notification by the Contracting Officer in the event of:

(1) a specific declaration of national emergency by the Executive Office of the
President and/cr the occurrence of an Incident of Natonal Significance or Major Disaster:

(2) a contingency operation initiatcd by DHS and/or the TSA;

(3) a continuity of operations re-gstablishment of DHS and/or its components'
locations, deployments, or operational profiles;

(4) an emergency or event that affects DHS or TSA operations requires a specific
response as dirceted by the President, Scerctary of Homcland Sccurity, or Principal Federal
Official so designated, and/or actuates part or all of the requirements within the National
Response Framework

(5) an increase in the Threat Levels published via the Homeland Security Advisory
System, cither on a national or an industry/sector specific basis (especially with respect to the
Threat Conditions of “High,” and/or “Severe™); and/or

(6) the establishment of a specific TSA Critical Incident Management Group related
to the functional area supported by this contract.

Staffing requirements may increase dramatically during such contingency operations or
events. During the beginning of a contingency, the contractor shall be prepared (o augment
staffing for the duration of the contingency in order to not impact the timeliness of other tasks,
which may also be erntical during a contingency.

() Ordering Surge Support. When the contractor’s support 10 provide surge capacity in
response to the requirements of this clause is required under the contract, a duly appointed and
warranted Contracting Officer will order such support in writing. Only such a designated
Contracting Officer 1s authorized to direct Contractor’s performance in support of the
requirements of this clause.

(g} Annual Statcment Affirming Compliance. During cach year of performance while
this contract is in force, the Contractor is required to submit to the Contracting Officer, on the
first day of December or the next following business day, a statement alfirming the contractor’s
intent to comply fully with the requirements of this clause and to indicate sufficient internal
capacity to do so,
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(h} Right to an Equitable Adjustment. This clausc in no way diminishes or aliers the
right of the Contractor to an equitable adjustrent for performance initiated in response to the
Contracting Officer’s direction from paragraph (e) above.

B.3.5.22 Reserved
B.3.5.23 Reserved

B.3.5.24  Ordering - Provisioned (CLIN X003}

{(a) Provisioned Items and Other Requirements to be Furmshed When Ordered by the
Government. The Contractor shall furnish services or other requirements under the item(s) set
forth in thig clanse when a contract modification is issucd by the Government in accordanoe with
the procedures specified herein. The Government shall not be Jiable for uny expenses incurred by the
Contractor under any Item set forth herein until a contract modification is issued by the Government.

(b} Contractor Proposal - Requirements being Ordered. When required by the Contracting Officer
(C0), the Contractor shall submit a proposal tor the requirements the Government contemplates ordering
hereunder. Such proposal may be supported by other than cost or pricing data, as divected by the
Contracting Officer, unless such requirement has been waived, as applicable,

(¢ Ordering Period and Terminal Date for Delivery or Performance. Contract modifications for

ancillary logistics support services or other requirements may be issned during the period covered by this
contract including the period of exercised options, Contract modifications issued in accordance with this
clause shall not exceed the period of performance identified in Section A3, Period of Performance, of
Part A,

(d) Ordering. Only the Contracting Officer may issue orders, providing specific authorization or
direction to perform work within the scope of the contract, The CO will issue contract modifications
for services or other requircments to be furnished by the Contractor in accordance with
requirements specified in CO’s Request for Quote (RFQ) or Request for Proposal (RFP). Each
contract modification issued in accordance with
paragraph (e) below shall--

{i) be prepared on Standard Form 30 {Amendment of Solicitation/Moditication of
Contract);

{i1) be numbered as a modification to this contract;

(i11) idendify the Item number set forth in Scetion | of Part A under which the
services or other requirements are being procured;

(v) set forth in full detail the services or other requirements and the quantities
heing procured (deliverabile requirements shall be set forth in a contract exhibit);

(v} set forth packing and marking requirements for required supplics;

(vi} set forth the delivery or performance dates,

(vii) sel forth the applicable accounting and appropriation data (1o be provided
1o the CO by the cegnizant provisioning or requiring activity),

(viii} be given the same distribution as this contract, except that distribution of
voluminous contract exhibits shall be Timited to: (1) the Contractor, (2) the contract
administration oflice, (3) the cognizant provisioning or requiring activity, {4) the paying oflice,
and (3) the accounting office.

49



Integrated Logistics Suppart (ILS) Chapter B - Cantract Clauses

Contract No. HSTS04-13-C-CT3067 Section 3 « Special Coniract Reguirements

{e) Issuance of Supplemental Asreements Covering Priced Orders. The CO will issue a
supplemental agreement (o this contract in the form of & priced order when services or other
recuirements are o be furnished by the Contractor. Such supplemental agreement shall set forth
the price for the supplics or ather requirements being procured and be atherwise definitive at the
time of 1ssuance and shall be signed by the Contractor and the CO.

(f) Modifications to Priced Orders or Unilateral Orders. Additions to priced orders shall
be elfected in accordance with the procedures for issuing contract modifications specified herein.
Any claim for charges resulting from a decrease in the supplies or other requirements ordered by
thc Government shall be processed in accordance with the termination procedures of this
contract. The applicable contract line item numbers or exhibit line item numbers cited in priced
orders shall be cited in appropriate modifications 1o such orders.

B.3.525 Publicity and Dissemination of Contract Information

Publicity releases or commercial advertising in connection with or referring 1o this
contract or effort shall not be made by the Contractor unless prior written approval has been
received from the Contracting Officer,

The Conwractor shall not publish, permit to be published, or distribute for public
consumption, any information, oral or written, concerning the results or conclusions made
pursnant to the performance of this contract, withoeut the prior written consent of the Contracting
Officer. Two copies of any material proposed to be published or distributed shall be submitted
10 the Contracting Officer.

A minimurm of five full business days™ notice is required for requests made in accordance
with this provision.

(End of Part B, Section 3)
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PART C - PERFORMANCE WORK STATEMENT (PWS)
C.1  Scope

This Performance Work Statement (PWS) defines the requirements for the ¢stablishment,
implementation, and maintenance of an Integrated Logistics Support (ILS) program to sustain
Government Transportation Security Equipment (TSE) owned and operated by the
Transportation Security Administration (TSA), The TSE covered by this Contract are deployed
at Catcgory X through 1V aurports and other Government-designated facilitics throughout the
United States and its territories. This Section includes program management, Quality Assurance
(QA), Contractor Logistics Support (CLS ) services, TSA Service Response Center (TSRO)
services, and the associated Information Technology (IT) infrastructure to support all the
required serviees.

C.1.1 Background

TSA was cstablished as a result of Public Law 107-71, Aviation and Transportation
Security Act. TSA is charged with countering threats to security with technologies and
procedures that will prevent, deter, or render ineffective any atternpt to sabotage domestic public
transportation. TSA uses TSE technologies to assist with these responsibilities and must
maintain the operational availability of these systems to ensure complete seeurity. The Office of
Security Capabilities {OSC) is the TSA olfice responsible for procurement, deployment,
integration, and life-cycle management of the TSE.

TSE are typically procured with a two year warranty period, during which the Original
Equipment Manufacturer {OEM) is responsible [or all required logistics support and
maintenance activities, Following the expiration of the warranty period, TSA must acquire full
logistics and sustainment support to ensure operational availability of the TSE. This support
involves TSE at over 448 locations as described in Attachment 1.

C.1.2 Objective

The objective of this procurement is to obtain a performance based Contractor Logistics
Support (CLS) contract with a Maintenance Service Provider (MSP or Contractor), relying on
the Contractor’s experience and expertise to determine the best maintenance and support
structure that mcets or exceeds the porformance requirement speciticd in Paragraphs .7 through
C.8.13 of this PWS. The Contractor shall be responsible for all elements of TSE sustainment and
logisties support, which mcludes, but is not limited to:; corrective and preventive maintenance;
maintenance planning: supply support; tools, test equipment and calibration; parts and parts
obsolescence; subcontract agreements; and the TSRC,

C.2  Applicable Documents

The documents listed in C.2.1. Government Documents, are provided for relerence in
performance of the technical requirements herein. While every effort has been made to ensure
the completeness of this list, contractors are cautioned that they must meet all requiremients of
this PWS, whether an invoked reference is listed here or not. The following specifications,
standards, handbooks, documents, and drawings of the exact revisions listed below form a part of

31



Integrated Logistics Suppart (ILS)

Part C - Perfarmance Work Statement {PWS)

Contract No. H5T504-13-C-CT3067

the technical requirements to the extent noted hercin, Where a revision is not specificd, the
applicable editions of these documents are those in effect at the time of the contract award.

C.2.1 Government Documents

The following Government documents will provide further guidance for the

implementation of the required services.

Title 10 Code of Federal Regulations {(CFR),
Chapter 1, Part 3¢ NRC Regulations,
http:/fwww.nre.gov/reading-rm/dog.
collections/clr/partQ39/

Licenyse and Radiation Safety Requirements For Well Logging

Title 21 CTR, Part 1020
hittp:/fwww.aceessdat fda gov/seriptsfedrb/etdoes/et
efr/etrsearch.ofim

Perfarmance Standards for Ionizing Radiation Emitting
Produces

Title 40 CFR, Parts 260, 26l and 263
hitp:H/www.epa gov/waste/laws-regs/reps- haz.hum

Hazardous Wasie Regulations

Title 49 CFR, Part 15 and 1520

Pratection of Sensitive Security Information 1 S51)

Department of Homeland Security (IHS)
Management Directive (ML) 11000-6 Form (08-04)

Sensitive but Unclaysified nformation Non-Disclosare
A reenent (N4 )

DHS MD 110421

Safeguarding Sensitive Bur Unclassified (For Official Use
Only) Information

DHS M3 11044

Prorecotion of Classified Nationad Security fnformation
Classification Management

DHS MD 11050.2

Personnet Security and Suitability Progran

DHS MD 11056

Sensitive Security Information (55T} Policy & Procedures
Guide

DHS M 4300A v6.1

IS Sensitive System Policy Directive

DHS 4300A vO.1

Sensitive Svstems Heandbook

[HS 430013 Policy Directive

DS National Security System Policy Directive

DHS 43008

Nettional Securiry Svstent flandbonk

HS Performance Plan

DS Performanee Plan (2013}

Department of Detense (Dol Military {MIL)
Standard (ST MIL-STD-973

Afitirary Standard: Canfiguration Managemend, Interive Notice
3, 13 Jameary 993

TAD SOP 1402

TSA Informatien Assurance and Cyber Security Division (FTAD)
SOP 1402

DeD DD Form 1149

Requisition ard Invoice/Shipping Docuinent

e-QIP Systems

LS Office of Persounel Management

Federal Acquisition Regulation (FAR)

Federal Acquisition Regularion
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National Institute of Standards and Technology
(NIST) Special Publication §00-37

Guidelines for Security Certification and Acereditation of

Federal Informarion Sysrems

NIST Special Poblication 800-53 vov3

Recommended Securitv Contvols for Federal Informotion
Svstemy and Organizations

NIST Special Publication 800-88

Guidelines for Media Sunlization

SSIDG Version 2.0, Aug 2008

Security Sensivive Information Ideniification Guide (SSIDG)

TSA, Configuration Management Plan, Ver C 1.0,
Oct. 22, 2008

Configuration Management Requirementy Plan

T5A Management Directive (MDy) 1400.3

TSA information Security Policy

T5A MD [400.3

nformation Technology Security

T8A MD 37004

Handling Security Fersonally ldentifiable Information

TSA S51IDG Version 2.0

Sensitive Security Information (§51) Reviewers Guide

C.2.2 Other Applicable Documents

Reference

Title

American National Standards [nstitute ANSI/HPS
N43,17-2009

Radication Safeiy For Persormel Security Screening Syyteiny
Usirg X-ray

ANSI/ISO/ASQ Q9001:2008

Aimerican National Standard Quality Managemen! Systemy
Reguirements.

DHS MDD 4300A Sensitive Systems Handbook

TSA MDD 14003 TSA Information Security Policy

DHS IT Security Architecture Guidance Volumes 1,

2and 3

TSA MDD 1400.3 TSA Informarion Securiiy Policy

DHSTSA System Development Lifecycle (SIILLY)

TSA MD 1400.3 TSA Information Securite Policy

C.2.3 Document Requests

Requests [or copies ol Government and Non-Governmeni documents not covered in this
PWS should be addressed 1o the Contracting Officer (CQ). Requests should fully identify the
matcrial desired and the associated contract number,

Military Standards, Handbooks, and Specilications can be ordered {rom the Department
of Defense Single Stock Point (DODSSP), Building 4/Section I, 700 Robbins Avenue,
Philadelphia, PA 19111-5098. Information is also available at hitp://dodssp.daps.dla.mil/.

Copies of ANSIASQ Q9000 series standards can be oblained [rom the following source:
American Society for Quality Control, 600 North Plankinton Avenue, Milwavkee, Wisconsin

33




Integrated Logistics Suppart (ILS) Part C ~ Perfarmance Work Statament (PWS)

Contract No. H5T504-13-C-CT3067

53203, Phongcs: (414) 272-8575. The Fax is; (414) 272-1734, Information is available at their
website, http:/fasq.ore/.

.24 Order of Precedence

In the event of conflict between the text in this PWS and the references cited, the text of
this PWS takes precedence. Unless there is a specific written exenplion, nothing in this PWS
supersedes applicable laws and regulations.

C.3 Document Submission and Compliance

Data itemns referenced by their Contract Data Requirements List (CDRL) titles shall be
performed in accordance with the CDRL of the same name (Reference” Attachment 2). All data
deliverables are to be prepared or updated and delivered in accordance with the corresponding
CDRL items specified in this PWS.

In general, the Contractor shall perform in accordance with the documents and other
deliverables developed in response to the technical requirements stated in this PWS as approved
by thc Government, The Contractor shall update as required and submit for approval prior to
implementation of any changes. All reference to the "Government” in this PWS will mean by
authority of the Contracting Gfficer,

The Contractor, using Security Scnsitve Information Identification Guide (8S1DQG) as
guidance, shall make recommendations to TSA regarding any data or information the contractor
generates, including deliverables and other submission requirements, which should be considered
Security Sensitive Information (S51). Upon approval by the Government, the Contractor shall
label any documents containing $S31 as defined in 49 CFR Parts 15 and 1520 as follows:

Warning: This record contains Sensitive Security Information that is controlled under 49
CHR Parts 15 and 1520. No part of this record may be disclosed to persons without a
“negd-to-knew”, as defined in 49 CFR Parts 15 and 1520, exeept with the written
permission of the Administrator of the Transportation Security Administration or the
Secrelary of Transportation. Unauthorized release may resull in eivil penalty or other
action, For U.S, government ageneies, public disclosure is governed by 3 (U5, Code)
U.S.C. 552 and 49 CFR Parts 15 and 1520,

Electronic version of the deliverables containing 81 shall be submitied on a secare,
password-protected Web site.

The Contractor shall use the following software programs or similar state-of-the-market

software that is compatible with TSA software., The (ollowing software rellects the minimum
standard of compatibility with TSA:
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Word Processing Microsoft Word (Version must be compatible with MS
Office Swite 20100

Spreadsheet/Grapls Microsoft Excel {Version st be compatible with M$
Office Swite 20100

Presentations Microsoft PowerPoint (Version must be compatible with
MS Office Suite 2010)

[atabases Microsaft Access (Version must be compatible with M5
Otfice Suite 2010}

Scheduling Microsoft Project {Version must be compatible with MS
Office Suite 2010)

C.4  Government Furnished Information

All Government Furnished Information (GFT) 1s isted in Attachments 1- 7 ol Part .
TSE manuals (operator, maintenance, etc.) are not considered GFIL and must be obtained from the
Original Equipment Manufacturers (OEM) as appropriate.

C.5 Contractor Furnished 1tems

The Coutractor shall:

o Provide all equipment, materials, parts, supplies, components, and facilities 1o per{orm
the requirernents of this contract;

¢ Be responsible for removing and replacing retrograde material, including hazardous
material (e.g. lead curtains, solvents, or chemicals used in the performance of
maintenance), at no cost to the Government;

« Not bring matenials containing ashestos and polychlorinated biphenyls (PCB) to TSA
sites; and

¢ Usc energy efficient tools and equipment when available.

C.6  Standards and Code Requirements

The Contractor shall ensure that all work performed is in compliance with all applicable
local, state, and federal standards, codes, and regulations; including obtaining any required
licenses, permits, approvals, and/or authorizations.

C.7  Sustainment Support Program (CLIN X002A)

Under the requirements of this contract the Contractor provides the full range of program
management, quality assurance, and sccutity to meet the requirements of the contract, The
Contractor manages the total work effort associated with the services required to meet the
performance objectives and standards. Such management includes, but is not linnted 1o,
planning, scheduling, cost accounting, repott preparation, establishing and maintaining records,
quality assurance, and sceurity, The Contractor must cstablish and maintain an organization (o
manage this Integrated Logistics Support {ILS) contract and associated subcontracts to
efficiently and eflectively execute the requirements of this PWS. The Contractor must provide a
staft with the necessary management expertise to ensure performance objectives and standards
arc met.

The Govenrment requires a Program Manager (PM) who:
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Is a “Ke¢y Personnel™ in accordance with Scction 2 of Part B;
o Posscsscs relevant expericnee at a comparable level of responsibility in projects of
similar size, scope, and complexity;
o Has full authority to act for the Contractor on all contract matters relating to this
contract;
o Is dedicated to this contract;
Is responsible for accomplishment of all tasks required by this PWS;
Serves as technical and programmatic liaison to the Government with the authority to
commit the Contractor’s resources as necessary to ensure efticient and timely program
exXeeution;
o Organizes, plans, schedules, implements, controls, analyzes, and reports on all
elements of the contract: and
Presents and discusses the status of contract activities, requirements, and problems
during program reviews and in response 1o requests [rom the Government.

[

The PM, unless otherwise unavoidable, should not be changed trom the designhated
assignment until at least 12 months from date of award. Unavoidable situations include sudden
illness, death or termination of employment.

C.7.1 Program Management Plan

The Contractor shall prepare and deliver an all-inclusive Program Management Plan
(PMP) in accordance with the following relerenced CIDRL and updated and delivered as
required:

CDRL. A0OT, Program Management Plan

C.7.2 Program Control

The Contractor shall implement program control procedures that demonstrate a clear line
ol project authority among organizational elements. This information shall be prepared and
delivered each mounth through each Program Management Review (PMR) and a Program Status
Report (PSR) in accordance with the following CDRL:

CDRL A002, Program Status Report

C.7.3 Risk Management/Assessment

The Contractor shall perlorm risk management throughout the performance of this
Contract including:

Developing and maintaining a list of program risks.

Classifying program risks as low, moderate, or high, and notifying the Government of
High Risk iterns within 24 hours of identification.

o Preparing mitigation plans for risks considered low, moderate, or high,
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o Planning and coordinating a recurring mecting with the Government to discuss risks
and mitigation status.

The contractor shall include its risk management plan in CDRL A0Q01, Program
Management Plan,

C.7.4 Requirements Traceability

The Contractor shall prepare and deliver a Requirements Traceability Report in
accordance with the following CDRL to document and map the status of all contract
requirements and resulting deliverable requircments to the underlying processes for
implementation

CDRL A003, Requirements Traceability Report

C.7.5 Transportation Security Equipment Dalabase

The Contractor shall establish and maintain 8 web-based TSk Database and deliver an
extract of the TSE Databasc cach month in accordance with the following CDRL., The
Contractor shall provide designated Government personnel read only access to the web-based

TSE Database.
CDRL AQO4, Transportation Sccurity Equipment Databasc

C.7.6 Program Document Library

The Contractor shall maintain a web-based Program Document Library (PDL) that is
accessible to authorized Government personnel. The library consists of a physical repository of
all program documents/data generated by the Conlractor that were contract CDRL deliverables 10
the Government in performance of the contract, other major deliverables requested by the
Government in performance of the contract, and documents provided to the Contractor by the
Government during the performance of the contract. It also consists of a list of all Contractor
internal documens, referred 1o as a Data Accession List (DAL), required by the Contactor [or
implementation of this contract. A PDL Index (PDLI) shall be maintained and delivered in
accordance with the following CDRL:

CDRL A003, Program Document Library Index
C.7.7 Reserved

C.7.8 Subcontractor Management

The Contractor shall provide the Government copies of each subcontract or partnering
agreement and inform the Government on the status of these agreements during Project
Management Reviews in accordance with the following CDRL.:

CDRL A006, Subcontractor Management Report
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.7.9 Meeting and Reviews

The Contractor shall conduct meetings and reviews in accordance with the requirements
of this PWS and the following CDRLs, Meetings and reviews arc not considered final until the
Government has approved the minutes.

CDRL AOO7A, Meeting Agenda and Presentation Materials
CDRL AOO7B, Mccting Minutes

C.7.9.1  Program Management Reviews

The Government requires monthly Program Management Reviews (PMR) which are
typically conducted monthly at the Contractor site, TSA, or alterate site(s) specilied by the
Government. The Contractor shall submit the proposed agenda and PMR slides five (5) working
days priot to the scheduled PMR in accordance with CDRL AOOTA, to include the following
topics, as necessary:

o Areview ol all pertinent technical, schedule and cost aspecis of the contract,

O

Current perlformance measurement information.

Current and anticipated technical and implementation problems.

Risks and mitigation actions taken as addressed in Paragraph C.7.3.

Review of each subcontractor’s techimcal progress on all assigned tasks.

Substantiation  of  assumptions made and methodologies used in amving  al
recommendations or conclusions.

O

&

The Government reserves the right to change the location of the PMR, to incrcasc or
decrease the frequency of the PMRs, and/or to require that a PMR be held via teleconference
instead of an in-person meeting, The Government will provide the Contractor with sufficient
notice of any such changes to the PMR. The Government further reserves the right te add, delete
or modify the PMR agenda items at its discretion.

C.7.9.2  Technical Interchange Meetings

When requested by the Government, the Contractor shall conduct and administratively
support Technical Interchange Meetings (TIM) at the Contractor's [acility or govemment-
designated locations. TIMs may be held by teleconference at the discretion of the Government.
During the TIM, the Contractor and the Government will discuss specific technical activities
associated with ILS that require attention prior to the next scheduled PMR to ensure continning
Government visibility into the technical progress of the contract,
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C.7.10  Continuity of Operations Plans

The Contractor shall establish, implement and maintain a Continuity of Operation Plan
(COOP) for cvery contractor facility operated and Ficld Scrvice Technician (FST) location
supported under this contract, and develop and deliver a COOP, consistent with DHS 4300A
Sensitive System Handbook and Section B.3.5.21, Contingency and/or Continuity of Operations
in support of Transportation Security Administration Operations, in accordance with the
following CDRL:

CDRI. A008, Continuity of Operations Plan (COOP)

C.7.11 Integrated Support Plan

The Contractor shall establish and implement an Integrated Logisucs Support (TLS) and
Caontractor Logistics Support (CLS) organization and program that will be employed 1o
accomplish the contract ILS and CLS requirements, and develop and deliver an Integrated
Support Plan {(ISP) in accordance with the following CDRL.

CDRL A009, Integrated Support Plan (ISP)

C.7.12 Quality Management Plan

The Contractor shall:

e LEstablish, implecment, and maintain a quality management system in accordance with
ANSVISO/ASQ QRO01:2008,

¢ Flow down appropriate contract requirements (¢ 1ts sub-suppliers and subcontractors and
ensure they have a documented quality management system that controls the qualiry of
the services and supplies they provide under the contract; and

¢ Document its quality management system in a Quality Management Plan (QMP) 1n
accordance with the following CDRL:

CDRL A010, Quality Management Plan

C.7.13  Security Policy

The Contractor shall ensure that its employees follow all policies and procedures
governing physical, environmental, and information sccurity described in the various TSA
regulations pertaining thereta, good business practices, and the specifications, directives, and
manuals [or conducting work to generate the products as required by this contract, Personnel
will be responsible for the physical security of their area and Government Fumished Equipment
{GFE) issued to thern under the provisions of the contract.

The Contractor solution shall follow all current versions of TSA and DHS security
policies, procedures, guidelines, and standards to include, but not limited to, thosc listed in C.2.1.
All services, hardware and/or software provided vnder this task order must be compliant with
DHS 4300A DHS Sensitive System Policy Directive, IDHS 4300A Sensitive Systems Handbook.,
TSA MDD 1400.3 Information Technology Security Policy, TSA IT Security Policy Handbook
and Tcchnical Standards,
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Authorized use of TSA [T systems and resources shall be in accordance with the TSA
Information Security Policy Handbook.

C.7.13.1 Data Security

The Contractor shall be responsible for the security of: 1) all data that is generated by the
contractor on behalt of the TSA, ii) TSA data transmitied by the contractor, and itiy TSA data
otherwise stored or processed by the contractor, regardless of who owns or controls the
underlying systems while that data is under the contractor’s control, A1l TSA data, including but
not limited to Personally Identifiable Information (PID), sensitive security information (SSI),
sensitive bur unclassitied (SBL), and critical infrastructure information {CII), shall be protected
according to DHS and TSA sceurity pelicics and mandates.

Al the expiration of the contraet, the Contractor shall return all TSA information and IT
resources provided to the contractor during the contract, and provide a certification that all assets
containing or used to process TSA informalion have been sanitized or destroyed in accordance
with TSA Management Directive (MD) 1400.3 Information Technology Security Policy, related
TSA IT Security Policy Handbook and Technical Standards. The Contractor will certily in
wriling that sanitization or destruction has been performed. Sanitation and destruction methods
arc ontlined in the NIST Special Publication 800-88 Guidelines for Media Sanitization. The
Contractor shall email signed proof of sanitization to the Contracting Officer’s Representative
(COR). In addition, the Contractor shall provide a master assel Inventory list that reflects all
assets, government furnished equipment (GFE) or non-GFE that were used to process TSA
inforroation.

C.7.13. 1.1 Data Stored/Processed ar Contractor Site

Unless otherwise directed by TSA, any storage of data must be contained within the
resources allocated by the Contractor to support TSA and may not be on systems that are shared
with other commercial or government clients.

(.7.13.1.2 Intercannection Security Agreement (ISA)

Interconnections between DHS and non-DHS IT systerns shall be cstablished only
through controlled interfaces and via approved service providers, The controlled interfaces shall
be accredited at the highest security level of information on the network. Connections with other
Federal agencies shall be documented hased on interagency agreements; memoranda of
understanding/agreement, service level agreements or intcreonnection serviee agreements,

[SAs shall be reissued every Lhree (3) years or whenever any signilicant changes have
been made to any of the interconnected systems.

ISAs shall be reviewed and updated as needed as a part of the annual Federal Information
Security Management Act (FISMA) sell-assessment.

C.7.13.1.3 SBU Data Privacy and Protection

The Contractor must satisty requirements to work with and safeguard Sensitive Security
Information (8S1), and PIL. All support personnel roust understand and rigorously follow DHS
and TSA requirements, policies, and procedures for safeguarding $S1I and PII. Contractor
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personnel will be required to complete onling training for SS1 and Informational Sccurity, which
take one hour each, as well as TSA online Privacy training,

The Contractor shall be responsible for the security of 1) all data that is generated by the
contractor on behalf of the TSA, ii) TSA data transmitted by the Contractor, and 111) TSA data
otherwise stored or processed by the Contractor regardless of who owns or controls the
underlying systems whiale that data 15 under the Contracton’s control.

TSA will identify [T systems transmitting unclassificd/SSI information that will require
protection based an a risk assessment. € encryption is required, the following methods are
acceptable [or encrypting sensitive information;

L. FIPS 197 (Advanced Encryption Standard (AES)) 236 algorithm and

cryptographic modules that have been validated under FIPS 140-2. {current
version)

a2

National Security Agency (NSA) Type 2 or Type | encryption. (currenl version)

3. Public Key Infrastructure (PKI) (see paragraph 552 of the Department of
Homeland Security (DHS) 4300A  Sensitive Systems Handbook)., (current
version)

The Contractor shall maintain data control according to the TSA security level of the
data, Data scparation shall include the use of discretionary access conirol methods, VPN
encryption methods, data aggregation controls, data tagging, media marking, backup actions, and
data disaster planning and recovery. Contractors handling PII must comply with TSA MD
37004, Handling Sensitive Personally ldentifiable Information (current version).

Users of TSA [T assets shall adhere to all system security requirements to ensure the
confidenuality, integrity, availability, and non-repudiation ol information under their control. All
users accessing TSA IT assets are expected 1o actively apply the practices specified in the TSA
Information Tcchnology Security Policy (ITSP) Handbook and applicable IT Security Technical
Standards.

The Contractor shall comply with Sensitive Personally Identifiable Information
{Scnsitive PN disposition requirements stated in the TSA [T Sccurity Policy Handbook.
applicable Technical Standards and TSA MD 37004, Hasdling Sensitive Personally ldentifiahle
Informarion.

The Contractar shall ensure that source code 15 protected from unauthorized access or
dissermination,

Al the expiration of the contract, the Contractor shall veturn all TSA information and 1T
resources provided to the contractor during the contract, and provide a certitication that all assets
containing or used to process TSA information have been sanitized in accordance with the TSA
MD 1400.3, TSA IT Security Policy Handbook and Technical Standards. The Contractor shall
certily in writing that sanitization or destruction hag been performed. Sanitation and destruction
methods are outlined in the NIST Special Publication 800-88 Cuidelines for Media Sanitization,
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The Contractor shall cmail signed proof of sanitization to the COR, In addition, the Contractor
shall provide a master asset inventory list that reflects all assets, Government Furnished
Eguipment (GFE) or non-GEFE (hat were used 1o process TSA information.

C.7.13.1.4 Interconnectivity and Remote Access Requirements

Unless otherwise directed by TSA, any storage of data must be contained within the
resources allocated by the Contractor to support TSA and may not be on systems that arc sharcd
with other commercial or government clients,

The Contractor remote access connection to TSA networks shall be considered a
privileged arrangement for both Contractor and the Government te conduct sanctioned TSA
business. Therefore, remote access rights must be expressly granted, in writing, by the COR,

The Contractor remote access connection to TSA networks may be terminated for
unauthorized use, at the sole discretion of TSA.

C.7.13.2 Certification and Accreditation

The Security Autherization Process in aceordance with the National Institnte of
Standards and Technology (NIST) Special Publication (SP) 800-37 (current version) and the
DHS5 Performance Plan, for unclassified systems, or the Department of Defense (Dol))
Intormation Assurance Certification and Acercditation Process (DIACAP) for classiticd systems,
is a requirement for TSA information systems, including general support systems (e.g., standard
TSA desklop, general network infrastrocture, electronie mail, ete.), major applications and
development systems (if connected to the operational network or processing, storing, or
transmitting government data). Al NIST and DIACAP guidance are publicly available; TSA
and DHS security policy is disclosed upon contract award. A written anthority to operate
(ATO), granted by the TSA Authorizing Oflicial (AO), 15 required prior to processing
operational data or connecting o any TSA network, The Contractor shall provide all necessary
system information for the security authorization ¢ffort.

The Security Authorization Package (SAP) contains documentation required for security
authorization. The package will contain the following security documentation: 1) Security
Asscssment Report (SAR) 2) System Sceurity Plan (SSP) or System Sceurity Authorization
Agreement {SSAA), 3) Contingency Plan, 4) Contingency Plan Test Results, 3) Federal
Information Processing Standards (FIPS) 199 Categorization, 6) Privacy Threshold Analysis
(PTA), 7) E-Authentication, 8) Security Test and Evaluation (ST&E) Plan, 9)Authorization to
Operate (ATO) Letter, 10Y Plan of Action and Milestones (POA&M)Y, and 11) Annual
Assessments, The Security Authorization package shall document the specific procedures,
training, and accountability measures in place {or systems that process personally identifiable
information (PII) and sensitive security information (S8I). All security compliance docutments
will be reviewed and approved by the Chief Information Sceurity Officer (CISO) and the
Infarmation Assurance and Cyber Security Division (1AD), and accepted by the Contracting
Officer upon creation and afler any subsequent changes, before they go into eflect.
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TSA will assign a sccurity category to cach IT system compliant with the requircments of
Federal Information Processing Standards (FIPS) 199 and assign security controls to those
systems consistent with FIPS 200,

Unless the AO specifically states otherwisce for an individual system, the duration of any
Accreditation will be dependent on the FIPS 199 rating and overall residual risk of the system:
the length can span up 1o 36 months.

The Contractor shall comply with requests to be audited and provide responses within
three business days to requests for data, information, and analysis from the TSA Information
Assurance and Cyber Security Division (IAD) and management, as directed by the Contracting
Officer,

CDRL AO11, Security Authorization Package

C.7.13.3 Access Security

The Contractor shall coordinate with the local TSA to acquire identification badges for
access to controlled locations where TSE is deployed, and adhere to personnel security policics
in aceardance with Section B.3.5.11, Security Requirements tor Contractor Employees
Performing at Airport Locations, of Part B,

C.7.13.4 Non-Disclosure Agreements

All TSA Contractors and subcontractors muost execute a DHS Form 11000-6, Sensitive
but Unclassificd Information Non-Disclosure Agreement (NDA), upon initial assignment to TSA
and before being provided access to TSA “sensitive and/or mission critical information.” The
original NDA will be provided to TSA for retention for the duration of the contraet.

C.8 Sustainment Services Technical Requirements (CILIN X001)

The Contractor shall provide CLS services to meet the requirements of this contract
including labor for preventive and corrective maintenance and associated logistics support
resoutces including repair parts, training, and tools and test equipment.

The Government requires the Contractor to provide the required sustainment services set
forth i Section for all deployed and operated TSE not under the manufacturer’s warranty located
at the federal airports identified in Attachment | (Note: While every etfort has been made to
ensure the completeness of Attachment 1, itis the Contractor’s responsibility to provide the
required services set forth herein at all active federal airpart locarions. Updates to this list will be
provided by the Contracting Officer’s Representative (COR) identified in Section B.3.4.2 as
changes are made to Attachment 1). Unless otherwise directed, all TSE in the TSA warehouse is
excluded from sustainment support requirements, except for required radiation tests in
accordance with Paragraph C.8.1.2. Maintenance and support for TSE under warranty with the
OEM will be provided under separate contracts with the Government and are also exluded [rom
sustainment support recuirernents. The Contractor may supplement an OEM s repair capability
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at no cost or detriment to Government serviges under this contract during the warranty period
through outside arrangements with the OEMs.

C.8.1 Preventive Maintenance (PM)

TSA considers twa discrete levels of PM for this contract;

Level T PM - This is primarily performed every shift (1-3 times a day). daily, and
weekly, Level T PM is performed without the need to open the machine.  These
activities are currently performed by TSA personnel and are not a part of this
contract. See Paragraph C.8.4.2 for Level I PM consumables requirernents.

Level 11 PM - These activitics arc primarily performed monthly, quarterly, or annually by
traiied maintenance techniciang. These activities are included under this contract.

In providing Level II PM, the Gavernment requires:

e Perform PM in accordance with QOEM recommended schedules
Coordinate all Level I PM scheduling with local TSA staff
» Schedule PM actions:
o During non-operational hours or non-peak operational hours with approval of
local TSA officials
o Ta occur within ten (10) calendar days before or after the regularly scheduled
PM event during the same month. If unable to reschedule, the Contractor will
request relief from the COR
» Provide any required consumables (cleaning supplics, filters, ctc.)
e Notify the COR if the OEM-provided schedule for preventive maintenance will not
support other contract requirements
e  Recommend adjustments to PM schedules, with supporting rationale, that have the
potential to inprove TSE rehabiliy or reduce Contracior and/or Govermment costs
without degrading TSE reliability
¢ Perform required radiation tests in accordance with applicable regulations on all
applicable fielded TSE

C.8.1.1 Cabinet X-ray and Direct X-ray Exposure Systemy

Cabinet x-ray systems are gystams with an x-ray tube that emits jonizing radiation
installed in an cnclosure (cabinct) which is intended to contain at least that portion of a material
being irradiated, provide radiation attenuation, and exclude personnel from its interior during
generation of x-ray radiation. Direct X-ray exposure syslenis mean an x-ray system in which
people are intentionally exposed to very low doses of ionizing radiation. The cabinet x-ray
systems are eurrently governed by Code of Federal Regulations (CFR) Tide 21, Velumce 8,
Section 1020.40 (21 CFR Part 1020.40) and direct x-ray exposure systems are governed by
American National Standards Institute ANSI/HPS N43.17-2009,

The Government requires the Contractor to;
» Perform and record radiation surveys on each applicable unit at least once every twelve
(12) months, after any maintenance that affects the radiation shielding or x-ray
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production compeonents, after system rclocation, and after any incident that may have
damaged the systemn such that unintended radiation emission could oceur;

» Document the radiation surveys using the radiation survey form provided as Government
Furnished Information (GFT} upen award;

¢ [nvestigate and record all unusually high emission readings identified on the surveys and
correct any conditions on the systems that caused the ¢levated readings;

« Perform a follow up radiation survey to verify the effectiveness of a corrective action if
repairs were made to address elevated readimgs;

¢ Designate a Contractor Radiation Survey Officer or qualified individoal to review cach
radiation survey, perform a quality check, and sign the form confirming it has been
completed correctly. Electronic signature is permissible;

o Following signature by the RSO, deliver the radiation surveys each month to the COR or
designated representative by the 15th of cach month for all surveys conducted during the
past month;

»  Measure radiation readings before and after any service call that js related to suspected
and unplanned radiation cxposure. Before and after radiation surveys must be recorded
and reported to the COR and local TSA (contact information provided upon award)
following comection of the problem associated with the radiation exposure eveni once
internal review is completed by the Contracter;

e Notify the COR and local TSA immediately if there is an emission level confirmed on
any unit above the 21 CFR 102040 or ANST43.17.2009 emission limits. Local TSA will
ensure the equipment is removed from service immediately (1.e., not used for security
sereening) until the device is repaired and verified by the Contractor to be within the 21
CFR 1020.40 or ANSL43.17.2009 emission level linits;

s Adhere 1o the electronic product raciation control provisions of 21 CFR 1002.20 and/or
21 CFR 1003.10, and ANSI 43.17.2009, if applicablc, if a radiation survey rcading is
confirmed to have exceeded the emission limit.  The Contractor must document the
incident in the TSE Database and provide the COR with, at mimimum, the unit serial
number, unit location, explanation of why the radiation reading is high, action to resolve
the issue, and a completed radiation survey when the issuc is resolved;

s  Securely attach a radiation survey sticker to the system upon completion ot each
survey. The label will include the following: performed by, dawe of survey, next
radiation survey due, Systern Mects FDA Reguirements of 21 CFR 1020.40 or ANSI
43.17.2009, as applicable;

s  Store all completed radiation surveys on a Contractor Web-based database that is
available 1o TSA; and

s Return a copy of the radiation survey to the airport of origin for their records after the
survey has been reviewed by the Contractor’s radiation safely olficer.

The contractor shall prepare and deliver the radiation survey in accordance with the following
CDRL.:

CDRL A012, Radiation Survey Subrnittal
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C.8.1.2 Sealed Radiation Source Systems

Sealed radiation source systems are systems with the radiation source encased in a
capsule to prevent leakage or escape of the radiation material and a source holder (housing or
assembly) in which the sealed source is placed to facilitate the handling and use of the source.
The sealed radiation source systems are governed by NRC Regulations, Title 10 CFR, Chapter 1,
Part 39.

The Government requires the Contractor to:

e Perform and record Radioactive Leak Test (RLT) on each required unit in accordance
with Part 39,35 unless the OEM has received an NRC RLT cxemiption from the NRC for
the specific sertal numbers. This exemption notification should be identified on a label
on each unit;

» Conduct the RLTs on all applicable units in the field and at the TSA Logistics Center
(TLCY;

o Ensure the wipe of a sealed source 1y performed using a leak test kit or method approved
by the NRC or an Agrcement State.  The wipe sample must be taken from the nearest
accessible point to the sealed source where contamination might accumnulate. The wipe
sample must be analyzed [or radiocactive contamination. The analvsis must be capable of
detecting the presence of the regulatory limits of radioactive material on the test sample
and must be performed by a person approved by the NRC or an Agrcement State to
perform the analysis;

o Notily the COR and local TSA 1l a test reveals the presence of removable radioactive
matcrial that exceeds the regulatory limits so the sealed seurce may be removed from
service immediately and have it decontaminated, repaired, or disposed of by an NRC or
Agreement State licensee that is authorized o perform these [unciions. The Contractor
must submit a report to the appropriate NRC Regional Office listed in Appendix 1D, Part
20, Chapter 1 of Title 10 CFR, and COR within five (5) calendar days of receiving the
test results. The report must deseribe the equipment involved in the leak, the test results,
any contamination which resulted [rom the leaking source, and the corrective actions
taken up to the time the report is made;

o Keep a record of leak test results and retain the record for inspection by the NRC for 3
vears after the Jeak test is performed. Each sealed source systern must be tested at
intervals in accordance with the goverming regulation. In the absence of a certilicate
from a transferor that a test has been made within the six {6) months before the transfer,
the scaled source may not be used until tested;

» Provide the CO access to the test reports upon request;

o« Condoct a semi-annual physical inventory to account for all sealed source TSE in
accordance with Title 10 CFR, Chapter [, Part 39.37; and

o Retain records of the inventory as part of the TSE Database for three (3) years from the
date of the inventory for inspection by NRC. The inventory must indicate the quantity
and kind ot TSE, the location of the licensed material, the date of the inventory, and the
name of the individual conducting the inventory., Physical inventory records may be
combined with leak test records,
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C.8.2

Corrective Maintenance (CM)

Corrective maintenance consists of unscheduled maintenance activities performed to

repair or otherwisc restore failed T'SE to operational condition. These actions usually e¢xpend
consumable and repair parts. TSA considers three discrete levels of corrective maintenance:

C.8.2.1

Level 1 CM — This is corrective maintenance that is performed as needed to effect minor
repairs to the TSE that do not require trained FSTs (e.g.. bag jams, PC rchoots, cte.).
These activities are normally performed by TSA personnel or their designees

Level II CM — This is unscheduled corrective mamtenance activities performed as needed
to cffect repairs that always require trained FSTs. These activitics are performed on site
with the TSE in Level 11 CM status in accordance with Attachment J-3. The Contractor
should apply high priority to returning all TSE experiencing critical failures (non-
operational) to operational status, whether the failure 1 relevant or non-relevant, 1o
ensure the expeditious return of TSE not able to perform its assigned mission,

Level 11 Depot Maintenance (IDM) ~ This consists of unscheduled corrective
maintenance activities performed by wained technicians to repair @ failed TSE by
shipping the End Item (EI) to a depot facility for repair. This can include repairs within
the normal maintenance strategy or damages to TSE that exceed normal corrective
maintenance that can be performed on site,

Level I Corrective Maintenatice

The Government requires the Contractor to:

-

Perform CM actions for all covered ficlded TSE to meet the CLS performance
requirements identified in Paragraph C.8.9 of this PWS. CM shall include any repair
requirements necessary to bring inoperable TSE back to operational status, This
includes, but is not hmited to, repair after liquid spills on TSE, broken parts duc 1o
operator misuse, unintentional damage during passenger screening, and other similar
damages as a result ol operator error. Other actions, such as replacement of all batteries
requiring periodic or on-demand replacement shall be considered CM;

Record all CM activitics in the TSE Database in accordance with Paragraph C.7.5 and
Attachment 3, and assign a Failure Mode Indicator (FMI) in the TSE Database in
accordance with Paragraph C.8.5;

Coordinate all Level 11 CM with Tocal TSA staff/ awport Coordination Center,

Notily the assigned Field Service Technicians (FST) within 15 minutes of receipl of a
maintcnance scrvice request (Low-Level metric M, as defined in Attachment 3) to the
THA Service Response Center (see C.8.11),

Notily the aimort’s Coordination Center or other point of contact, if identitied, by e-mail,
that the repairs are complete and that the TSE has been returned to service; and
Coordinate with the OEMs to ensure parts obsolescence during the contract period of
performance does not affect the Contractor’s ability o meet CLS service level
requirements. See Paragraph €.8.4.1 concerning parts obsolescence reporting.
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C.8.2.2 Level HHI Depot Maintenance (DM)

Level III DM is maintenance by the Contractor for a technology that requires oft-site
corrective maintenance within scope of the unit price in accordance with Paragraph C.8.9.4 of
this PWS.,

The Government requires the Contractor 1o:

s Track all TSE undergoing depot maintenance by make, model, serial numbet,
government propéerty bar code, date sent to depot maintenance, date returned [rom depot
maintenance, and depot repair location (e.g. OEM);

¢ Submit a monthly rcport (sprcadsheet) to the Government Property Administrators
identilied 1n Section B.3.4.3, Other TSA Points of Contacts, of Part B including the data
above for all TSE in depot maintenance; and

» Document all depot maintenance in the 'TSE databasc (CDRL AQ04).

C.8.3 Catastrophic Response and Additional Support (CLIN X004)

On oceasion, TSA must respond to, or take precautionary actions for, emergencies, such
as acts of nawure (e.g. earthquake, hurricane, or llood damage), criminal aclions (e.g. terrorist
attacks), facility mishaps (e.g. water pipe breakage damage or facility fires), major sporting or
pelitical events (c.g. Super Bowl or Presidential Tnauguration), and other events that may require
increased TSE sustainrment services outside of the requirements set forth in C.8.2 of this PWS.
When such suppont is required, the Contracting Officer (CO) will separately authorize the
Contractor to provide services on an as needed basis in accordance with Section B.3.5.25
Ordering — Provisioned, of Part B, It is the Contractor’s responsibility to track any TSE
maintenance action and update the TSE Database to show current status of such actions,

The Contractor shall confirm with the local TSA that the need Tor correction still exists
prior to cxecution of the work and upon completion of work validate the completion with the
local TSA. The Contractor shall not perform any actions not authorized in writing by the CO, or
start any actions that would not be covered by the authorized lunding. Repairs performed under
this requirement are e¢xcluded from RMA metrics calculations when determining SLA
compliance for invoices or incentive fee eligibility (sce Section B.3.4.6, Developrient of
Invoices).

C.8.4 Supply Support

The Contractor shall be responsible for all parts and materials used for preventive and
corrective maintenance actions performead in accordance with Paragraphs C.8.1 and C.8.2 of this
PW5S. The Contractor shall establish a robust supply chain management process that includes the
appropriate levels of repair parts, distribution procedures, and shipping modes to support the
Service Level Agreement (SLA) requirements of this PWS as detined in Paragraph C.8.9 of this
PWS, For all preventive and corrective maintenance actions, the Contractor shall record parts
data associated with each maintenance or repair in the TSE Database in accordance with
Paragraph C.7.5 of this PW5.
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Parts availability has been determined as the largest contributor to TSE downtime. TSA
has established an incentive performance parameter as defined in Paragraph C.8.9.2 to address
this issue.

C.8.4.1  Parts Obsolescence

The Contractor (s responsible for coordinating with the Original Equipment
Manufactarcrs (OEMs) and implementing selutions for all parts obsolescence issues. The
Contractor shall submit a Parts Obsolescence Report in accordance with the following CDRL:

CDRL A013, Parts Obsolescence Report

C.8.4.2  Preventive Maintenance Consumables

The Contractor shall order Lovel [ PM consamables for TSA from a TSA approved
supplier. The Contractor shall establish a consumable ordering process for TSA to submit orders
via email or web based ordering system. Consumable orders shall be processed in no more than
five (5) calendar days upon receipt of the order and delivered to airports using standard
commercial shipping. This quantity will normally not cxceed a one month supply per machine at
the airport. Depending on geographical location and environmental condition, a 3 month supply
per machine may be provided. The Contractor shall evaluate each TSA order [or reasonableness
of quantity. If the Contractor determines that an order is unreasonable, the Contractor shall
notity the COR for disposition. The Contractor shall evaluate and consider cost-cffeetive
alternatives to OEM-provided consumables where appropriate. The Contractor shall notify the
COR prior to providing alternative consumables. The list of authorized consumables 1s provided
in Attachment J-8 of this contrast.

The Contractor shall prepare and deliver the Consumables Cost and Consumption Report
in accordance with the following referenced CDRL:

CDRL A014, Consumables Cost and Consumption Report

C.8.5 Failure Mode Indicators

The Contractor shall create or develop robust Failure Mode Indicator (FMI) codes that
can ¢learly identify the cause(s) of each failure and allow effective trend analysis of failure
causes. The Contractor shall caplure the FMI codes in the TSE Database. One or more FMIs
will be assigned for each CM or DM maintenance action documented in the TSE Database. The
FMI codes shall identify the failure cause, sub-system part(s) consumed in the repair, and
detailed resolution or action code(s) that would restore the TSE to operational condition. The
Contractor shall submit the proposed FMI codes 1o the Government for approval prior 10
implementation. The Contractor shall ensure only the approved FMI codes are used in
maintenance reporting. The Contractor shall supply the TSA Service Response Center (TSRC)
with a list of standardized problem codes, definitions, and priority ratings for trouble ticket
generation and apply the codes in a consistent manner.

The Contractor shall develop and deliver the FMI codes in accordance with the following
CDRL.
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CDRL AQ13, Failure Modc Indicator Codes

C.8.6 Integrated Logistics Support Status Dashboard

The Contractor shall develop a web-based dashboard accessible by authorized TSA
personnel that provides near-real-time status of TSE io the field. The dashboard must, at
minimurm, allow TSA users to view all priority one open work orders, with the ability 10 obtain
detailed information about each open ticket, including the TSRC work order number, non-
operational TSE (scrial nurmber), unit location, hours down, issucs, repair status, and a
description of the current problem, and estimated repair date. The intent of this dashboard is to
allow TSA management 1o obtain a daily overview of the status of fielded equipment, with the
ahility 1o obtain additional details immediately,

.87 Field Data Reporting System Data

The Contractor shall collect from each individual technology/model of TSE all raw Field
Data Reporting System (FDRS) data in accordance with the CORL below, if applicable. This
data should be collected as part of the monthly Level 1I PM or in conjunction with a maintenance
activity 1o minimize cost. All data collected and all data rights are the property ol the
Government.

CDRL A017, Field Data Reporting System Data

C.8.8 Disposal
C.83.8.1 Waste Disposal

The Contractor is responsible for the proper disposal of any and all equipment or
components removed during preventive and corrective maintenange. With the exeeption of
Government property with a TSA property barcode, all replaced parts that have been removed
from Government screening equipment become property of the Contractor and the Contractor is
responsible for removing said parts from the site, The Contractor shall provide all labor,
materials, equipment, and coordination of logistics activities to load, transport, and off-load
waste materialz. The waste materials must be properly packaged, crated, and prepared for
shipment. The Contractor should. when practicable, take full advantage of reuse, reutilize, and
recycle options as the first method of disposition or disposal. The Contractor shall properly
dispose of any and all hazardous waste resuliing from a maintenance action (¢.g. lcad curtains,
ete.) in accordance with and as defined by 40 CFR Parts 260, 261, and 263, The Govermmnent
reserves the right (o direct the Contractor (o an alternate disposition of removed equipment and
components.

C.8.8.2 Hard Drive Sanitization

TS A information tcchnology assets, including computers, hard drives (ingluding
magnetic and solid-state), and media with persistent memory that contain S81 and are determined
10 be beyond repair capability at the unit location shall be shapped back (¢ the Contractor’s TSA
autharized depot facility for repair or refurbishment. The item shall be shipped via any traceable
mecans (i.c,, tracking number) through a mail or parcel carrier (¢.g,, U.S. Postal Service, Federal
Express) and packaged in a way that does not disclose its contents or the fact that it contains
sensitive information (double-wrapped in a non-opaque wrapper) in accordance with Attachment
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L of TSA MD 1400.3, TSA IT Sccurity Handbook. The Contractor shall comply with all data
disposition requiremnents stated in the TSA IT Security Policy Handbook, applicable Technical
Standards and TSA MD 3700.4, Handling Sensitive Personally Identifiable Information,

Hard drives that arc determined to be beyond repair capability or refurbishment {on-site
or at the Contractors depot facility) shall be sanitized of SSI data by TSA at the TSA Logistics
Center. The Contractor shall complete Sections 1, I1 and X of the TSA Form 1412 TSA Media
Sanitization Certificate dated April 2009 (Attachment 4) for each hard drive and shall email it to
the OSC APO at CtoPropertyManagement @dhs. gov. The Contractor shall ship the inoperable
hard drives, with a copy of the completed and signed TSA Forrm 1412, via any traceable means
(1.e., tracking number} through a mail or parcel carrier {(e.g., U.S. Postal Service, Federal
Express) packaged 1in a way that does not disclose 1ts contents or the fact that it contains sensitive
information (double-wrapped in a non-opague wrapper) to the Transpottation Logistics Center at
the address below;

TLCI
4265 Trade Center Parkway
Grapevine, TX 76051

C.8.9 (LS Service Level Agreement (SLA) Performance Requirements

This section provides top level performance measures and supporling metries {or this
contract. Disincentives and incentives may apply for failing to meet ot exceeding the required
SLA, as desceribed in Section A2 1] of Part A and B.3 4.6 of Part B the Time Points (T-Values)
and low level metrics (M-Values) identified in the CDIRL ADD4 TSE Database for each
maintenance action documented in accordance with Attachment 3. These T-Values and M-
Values will be calculated for the SLA performance metrics in accordance with Attachment 7,

C.8.9.1  Operational Availubility (A,)

The Government will measure overall Contractor performance using Operational
Availability (A,). A, 15 the percentage of airport eperating hours a TSA system s available to
perform its required mission, The Contractor shall provide CLS services for fielded TSE to meet
the following A, requirement.

Operational Availability - A,

Reguirement Value

A, for each technology at each airport,

ORGE
measured monthly "

C.8.9.2  Parts Availability Supporting Performance Metric

The Government seeks to minimize system downtime associaled with parts availability.
As defined and measured in accordance with Attachment 3, this includes low level metrics M.
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and Ms. The Contractor shall develop a supply chain to support CLS services that meet or
exceed the requirement below:

Parts Availability Time

Measurement Valne

For total monthly critical maintenance
actions requiring parts (M4 & M35 = 0), the
average time in hours for the sum of M4 &

M5

20 Hours or less

C.89.3 Field Service Technician Site Response Time

The Government seeks to minimize sysient downtime associawed with technician
response time. As defined and measured in Attachment 3, this includes low level metric M.
The Contractor shall develop a statting plan to support CLS scrvices that mect or excecd the
requirements below:

FST Site Response Time
Measaurement Yalue
For total menthly critical maintenance CAT X airports = 3 hours
actions, the average time in hours tor
M2 All ather airport categories = 5 hours

C.8.9.4 Depat Turn Around Time (DTAT)

The Government seeks to minimize system downtime associated with Depot Turn
Around Time as defined in Attachment 3, Currently, only ETD and BLS technologics arc
subject to depot repair. The Contractor shall develop a depot maintenance plan to support CLS
services that meet or exceed the requirements below. New technologies added (o this contract
which require depot repair will have a 360 hour requirement unless separately negotiated with
TSA.

Depot Twrn Arvound Time (DTAT)

Measurement Value
For total monthly depot maintenance actions, the average 360
time in hours for M11 )

C.8.10 Reliability, Maintainability, Availability Metrics

Attachment 3 of this Contract defines and describes the TSE RMA metrics that the
Government uses lo monitor TSE performance. The Contractor shall caleulate all TSE RMA
metrics for each fielded TSE technology/model at each site, cumulative for each supported
technology/madel by each category of airports, cumulative for all supported technology/models
by each categary of airports, and cumulative for each supported technelogy/model across all
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sites, using Attachment 2 and Attachment 3. The TSE RMA metrics shall be reported monthly
through the last day of each month in accordance CDRL AQ[8. The Contractor shall also deliver
the CDRL AQ04 TSE Database maintenance data which inclades T-values or time points, and
M-Values or low level metrics, which TSA uses to validate all metrics. All reported metrics
shall be reported for the month in which they are incurred. In those cases when a low-level
metric spans a period longer than the reporting period, only that portion of the maintenance
action acwally taking place daring the reporting penod shall be calculated and included in the
calculations of higher-level metrics for the reporting period (See Attachment 3 for an explanation
of these procedures). The exception to this is Depot Turn Around Time which is measured from
case initiation through closure,

The Contractor shall prepare and submit the TSE RMA Metrics Report in accordance with the
following CDRL:

CDRL AOI8, TSE RMA Metrics Report

C.8.11 TSA Service Response Center (CLIN X002B)

The Contractor shall establish, operate and maintain a TSA Service Response Center
(TSRC) as the single peint of contact for all maintenance service requests, including receiving
rouble calls, generating trouble tickets, referring to the appropriate Maintenance Setvice
Provider (MSP) Dispatch Contact Facility for disposition, coordinating maintenance, updating
work order statuses and providing technical support during the life ¢ycle of all TSE owned by
TSA, including TSE maintained by other MSFs or TSE covered under the manufacturer’s
wartanty. As TSA procures and deploys new technologies, the TSRC will be expected to scrve
as the central point of contact for all Level Il or Level IIl maintenance service requests received
from TSA.

C.8.11.1 TSA Service Response Center Availability

The TSR shall be reachable via toll-free telephone and email from everywhere within
the United States and its territorics. The Contractor shall coordinate and ensure that the current
TSRC toll-free number is transterred from the incumbent to ensure continuity in receiving all
incoming maintenance service requests, The transfer of the toll-free number shall be a seamless
and transparent transition for the customer with no service disruptions.

The TSRC shall provide 24-hour a day, seven days a week, year-round availability. The
Contractor shall establish a redundant Service Response Center 1o ensurg continuity of
operations in the event of natural disasters or other unforeseen events. The concept of operations
shall be explained in the TSA Scrvice Response Center Plan and the Continuity of Operations
Plan (Paragraphs C.8.11.4 and C.7.10 of this PWS),

C.X.11.2 TSA Service Response Center Responsiveness

The TSRC telephone hine capacity shall be capable of handling the volume of mcoming
calls so that no calls will encounter a busy signal, 80% of all calls are answered within 30
seconds, and 100% of all calls are answered within 60 scconds. The TSRC shall not use call
back or voice message systerms for TSA customer calls related 1o maintenance of airport security
equipment.
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The TSRC shall not use an automated email reply function. Email reception inbox shall
be capable of handling the volume of incoming emails, but il the inbox has reached storage
capacity the ingquiry shall bounce back to the TSA customer so they know their service request
was not received. The Contractor shall take immediate steps to correct this inbox deficiency.
The Contractor shall ensure that the response time on emails from TSA is less than 15 minutes.
The TSRC shall [ollow up with the onginator, providing status apdates on open tUckets every 24
hours after the initial call and document the ticket update.

The TSRC shall dispatch each TSA maintenance service request to the appraopriate
Maintenance Service Provider (MSP) Dispatch Contract Facility within 15 minutes, There are
currently several additional MSP Dispatch Contact Facilities not covered under this contract.
The TSRC shall ensure that it receives status updates and closure reports on all maintenance
service requests submitted to a MSP Dispatch Contact Facility for action, The TSRC shall
conduct follow-ups every 24 hours if information is not received rom an MSP Dispatch Contact
Facility on the status of maintenance service request. The TSRC shall notify the airport
Coordination Center or airport representative within 15 minutes after receipt of a closure report
to verify that the repair has been completed,

C.8.11.3 TSA Service Response Center Security

The TSRC shall comply with security requirements identified in Section C.7.13, Security
Policy, of Part C.

C.8.11.4 TSA Service Response Center Plan

The Contractor shall ¢stablish and maintain a TSA Scrvice Response Center (TSRC) Plan
in accordance with the following CDRL:

CDRL AQ19, TSA Service Response Center Plan

C.8.11.5 TSA Service Response Center Standard Operating Procedures

The Contractor shall establish, implement and maintain documented, repeatable
processes for the vperation ol the TSRC in accordance with the following CDRL:

CDRL AQ20, TSA Scrvice Response Center Standard Operating Procedures
C.8.11.6 TSA Service Response Cenier Dala Reporting

The Contractor shall collect metrics on the performance of the TSRC, and report these
metrics on a monthly, quarterly, and annual basis. These metrics will be used 1o track and
optimize TSRC operations.

The Contractor shall prepare and deliver the TSRC Metrics repart in accordance with the
following CDRL.:

CDRL AOQ21, TSA Service Response Center Mctrics Report
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(.8.12 Information Technology

The Contractor shall establish and maintain the Information Technology (IT)
infrastructurc necessary to support all its CLS, Dispatch Contract Facility, and TSA Service
Response Center (TSRC) operations (as contracted). The Contractor shall ensure the 1T structure
includes a mobile capability for the FST to capture and transmit the rgal clock time [or ¢ach
completed maintenance action (I-value) as defined in Attachment 3 and the capability to capture
and transmit the other maintenance data required into the TSE Database as required in Paragraph
C.7.5 of this PWS and associated CDRLs.

The Contractor shall describe in the PMP in accordance with Paragraph C.7.1 of this
PWS its plans for acquiring and implementing the required software to meet all the contract
requirements. This includes the Dispateh Contract Facility, TSRC, maintenance, ILS program
performance, and metrics soltware/database solution for data collection, analysis, and reporting.
The PMP shall identity a primary point of contact for IT and software engineering issues or
guestions.

C.8.13 Sccurity Technology Integrated Program (STIP)

To support STIP enabled TSE, the Contractor shall be responsible for ensuring TSE
hardware and software components are/remain configured properly to support STIP and STIP
connectivily. This maintenance action requires confirming the STIP configurations are correct
and that the TSE is placed back online with the STIF Enterprise Managet. Examples of
configurations are airport coxle, timeout scitings, DHCP settings, cic, The ¢ontractor may assume
that 93% of connectivity issues result from the replacement of the TSE computer.

The Gavernment requires the Contractor to:
¢ For any mainienance action that affects network connectivity, verify connectivity 1o STIP
Entcrprisc Manager by calling the STIP Help Desk.  Maintenance activities that affect
conncetivity arc limited to:
o Replacement of a CPU (changes the MAC address)
o Replacement of a NIC card
¢ Software changes that affect the STIP Axeda agent

STIP Help Desk Contact Steps:

1. Determine that the TSE should be back online. {(E.g., repair complcte and a link
light on the NI1C card.)
2. Contact the STIP Help Desk 860-997.40697 or STIPHelpdesk @ tsa.dhs.cov,
3. Provide:
a. TSE make/model
b. Serial number
¢.  Alrport code
d, If the CPU has changed, provide the new MAC address,
4. The STIP Help Desk will open a trouble ticket to confirm status and/or place the
TSE back online.




Integrated Logistics Suppart (ILS) Part C ~ Perfarmance Work Statament (PWS)
Contract No, H5T504-13-C-CT3067

e Respond to STIP connecetivity trouble tickets from the STIP help Desk when it is
detcrmincd that connectivity is an issuc rclated to TSE configuration or a hardware
failure {e.g., NIC card).

¢ Notify STIP Helpdesk when a TSE is undergoing maintenance that will causc it to be out
of service for more than 24 hours,

»  Ficld Scrvice Technicians (FST) are cncouraged to have direct communication with the
STIP Help Desk to resolve conneetivity trouble tickets.

Four models of TSE are currently STIF enabled. For planning, the schedule below shows the
projected timeline for named TSE types to be STIP enabled.

Est. STIP-Enablement

TSE Est. Number e
Date

Reveal CT-S0DR EDS 356 FY 1401
MDI 9000 EDS 350 FY 1402
MDI %400 EDS 86 FY 1402
MDI 9800 EDS TRBD FY14Q2
L3 6000 EDS 494 FY15Q1
1.3 6600 EDS 260 FY 1501
L3 eXaminer 3DX EDS TBD FY 15Q1
L3 eXaminer 3DX ES

EDS TBD FY [3Q1
Smiths 500DT ETD 1294 STIP-Enabled
Itemiser 2 ETI} 687 STIP-Enabled
Itemiser DX ETD 2665 STIP-Enabled
Smiths AT2 296 STIP-Enabled
Rapiscan AT?2 840 FY 1403
1.3AT2 TBD FY 1503
L3 AIT 736 FY14Q3

C.9 Provisional CLIN (CLIN X003)

C.9.1 Ancillary Logistics Support Services

When tasked by the CO, the Contractor shall perform ancillary logistics support
activities, such as Engineering Support, End of Life Cycle Support and Maintenance Training tor
TSA Personnel. Ancillary logistics support services will be separately approved and ordered on
an as needed basis in accordance with Section B.3.5.35, Ordering ~ Provisioned (X003), of Part
B.

C.9.1.1 Engineering Support
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The Government may require the services of engineers and technicians to perform
technical engineering support, analysis, and engineering-related tasks that will be specitied in a
statement of work, performance work statement, or statement of objectives as required by TSA,

C.9.1.2 End of Life Cycle Support

The Government may tequire the contractor to perform activities to assist with the
disposal preparation for TSE that 13 stored in TSA warchouses. These activitics clude, but are
not limited to, TSE disassembly; removal and shipment of radiation sources to designated
locations; removal and destruction of computer hard drives with 551 data; and TSE reassembly.

C.9.1.3 Maintenance Training for TSA Personnel

The Government may require the contractor to provide training for TSA personnel.
Training for TSA personncl would be nsed for the sole purpose of gaining and understanding
operational functions of the covered TSE to include PM and CM, and not be used to train other
personnel for the performance of maintenance activities. Each training session requirentent will
not include more than ten (10) TSA personnel. The Contractor rnust ensure training materials
arc approved by the Government prior to execution,

If required, the Contractor shall provide training [or TSA personnel in accordance with
the following CDRL:

CDRL A022, Training Materials

(End of Part C)
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PART D - CONTRACT DOCUMENTS, EXHIBITS, OR

ATTACHMENTS
(CONTINUATION OF SF 1449, BLOCK 20)

Attachments (Provided Separately)

1 - Airport Data

Federalized Airport List
Airport Operational Hours

2 - Contract Data Requirements Lists (CDRLs) and Data Trem Descriptions (12Ds)

CDRL

Associated DID

AD0]

OSC-ILS-001 Program Management Plan

A002

OSC-ILS-002 Program Status Report

AQ03

OSC-ILS-003 Requirements Traceability Report

AQ04

DID OSC-ILS-004 Transportation Sccurity Equipment
Database

AQ03

OSC-ILS-005 Program Document Library

A006

DID OSC-ILS-006 Subcontractor Management Keport

AQD7A

DID QSC-ILS-007A Meeting Agendas

A007B

DID OSC-IL.S-007B Meeting Minutes

AQ08

DID OSC-ILS-008 Continuity ol Operations Plan

A0D9

OSC-11.5-009 Integrated Support Plan

AQL0

OSC-ILS-010 Quality Assurance Management Plan

AO11]

OSC-IL3-011 Sceurity Authorization Package

AQ12

OSC-ILS-012 Radiation Survey Submuttal

AO013

OSC-IL5-013 Parts Obsolescence Report

A014

OSC-ILS-014 Consumables Cost

AQLS

QOSC-ILS-015 Failure Mode Indicators

A0L6

Reserved

ALY

OSC-ILS-017 Field Data Reporting System

AOLS

O8SC-TLS-018 Transportation Security Eguipment Reliability,
Maintainability, & Availability Metrics

A01Y

OSC-ILS-019 TSA Service Resportse Center Plan

AQ20

OSC-ILS-020 TSA Service Response Center Standard
Operating Procedures

A021

OSC-ILS-021 TSA Service Response Center Metric Reports

A022

OSC-IL5-022 Training Materials

3 - TSE Metrics Terms and Definitions and RMA Metrics
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4 - TSA Media Sanitization Certificate
5 - Quality Assuranee Surveillance Plan (QAST) for Integrated Logistics Support
6 — Form DD 1149 Requisition and Invoice Shipping Document

7 - Maintenance Service Provider (MSP) Service Level Agreement (S1.A) Performance Meirics

(End of Part D)
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