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Section B- Supplies or Services and Prices/Costs

B.1 General

The Contractor shall provide Security Equipment Systems Integration Support (SERIY services in
accordance with the General Scope contained in Section C. Individual Task Orders {TOs) will
be issued in accordance with the terms and conditions stated in Section H and 1. All services
provided under this contract will be purchased through the issuance of either a firm-fixed price
{FFP), or cost phus fixed fee (CPFF} orders. To the maximum extent practicable, orders under
this contract will be on a firm-fixed-price and should also include any travel costs or other direct
charges related 10 performance of the services ordered, unless the order provides for
reimbursement of travel costs al the rates provided in the Federal Travel Regulations. Pricing for
Task Orders will be based on firm fixed prices, and cost plus fixed fee rates proposed by the
contractor. The firm fixed unit prices are the contractor’s lully loaded labor rates.

Per FAR DHS Deviation 08-(32; Part 16.5 Indefinite Delivery contracts TSA intends to make (2}
awards or more from this RFP

B.2 Term of Contract

The term of this indefinite delivery indefinite quantity (1IDIQ) contract is five vears. Task orders
may be issued at any time during the five -year ordering period at the rates established for the
corresponding contract year, :

B.3 Contract Pricing

B.3.1 Firm Fixed Price Rates

All task orders issued on a FFP basis will be priced m accordance with the pricing set forth in
Section B4, Labor Rate Tables, and Agachment 3, Labor Category Descriptions. Adachment 3
is meant to provide a general understanding of the anticipated labor category descriptions and is
not intended to be the cumulative hist of [abor categories, Offerors are instructed 0 use this iist as
guidance for proposing labor categories. The labor rates in this section reflect the fully-burdened
rates for each labor category and will apply 1o all direct labor hours, The labor rates are detailed
in Section B.4 (1o be filled in by offeror} under labor categories. The application of (hese rates to
the wark required under each FFP task order shall result in the issuance of a FFP task order
reflecting a total price for performance of the work. No labor hour or time and material task
orders will be issued under this contract. The loaded hourly rates are ceiling price rates and the
Contractor may, at its discretion, elect to propose lower hourly rates on a task by task basis, The
contractor shall "map” their proposed labor categories to the Government provided Labor
Categories.

each skill classification. The fully-burdencd Iabor rates include all direct, indirect,
general and administrative costs and profit asseciated with providing the reguired skill.
The fully-burdened labor rates include all labor and labor-related costs, such as, but not
limited to, the following st of representative labor-related costs: salaries, wages,
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bonuses to include stock bonuses, incentive awards, emplovee stock options, stock
appreciation rights, employee stock ownership plans, employee msurance, fringe
benefits, contributipns to pension, other post-retirement benefits, annuily, employee
incentive compensation plans, incentive pay, shift differentials, overtime, vacation time,
sick pay, holidays, and all other allowances based upon a comprehensive employee
compensation plan. All hourly rawes are based on a 40-hour work-week {ex, 1,920 hours
per vear or in accordance with the Contractor’s corporate policyl.

Contractor Rates: During the performance of this contract, the Contractor shali fumish
fully-burdened labor rates which include loads for office space and all normal supplies
and services required to support the work. This inclodes, but is not Hmited to,
telephones, faxes, copiers, personal computers, posiage {10 fnclude courier services such
as Federal Express), ordinary business software (e.g., word processing, spreadsheets,
graphicg, ¢ic.), normal copying and reproduction cosis.

{b} Program Management Support Costs. Contract-leve! program management support
costs are included as a percentage of each individual labor category raiz, and encompass
support for contract-level management, reporting requirements and related travel and
meefing attendance costs associated with the Contractor’s program management staff, ag
it relates 10 overall management of the contract, As a resull, these program management
support costs are allocated across all of the task orders issued under this contract. These
“pregram management” support costs are differentiated from individual task order “Task
Order Manager™ or “Projeet Manager” support costs, which are billed as hourly labor
rates against individoal task orders for direct support to the effort performed under those
task ordess. This will result in direct billings at the task order level for labor heurs in the
“Task Order Manager™ or “Project Manager” categories, to specifically support project
management for the task arder.

B.3.1.1 Firm Fixed Price {FFP) type Task Orders

For FFP type task orders, the quanfify of each item or labor category ordered will be
mudtiplied against the rate(s) listed n this schedule, and the cumulative extended total of
all Hems ordered will define the lump sum fixed price for the TO. Travel costs will be in
accordance with the Federal Travel Regulations (FTR), if applicable, and may be
estimated for each T(Q and will be funded on a NTE basis, Travel shall remain separate
from the total fixed price for labor and QDCs.

B.3.1.2 Additional Labor Categories

At any time and throughout the life of the contract, at the request of either the Coniractor
or the Government, the Contractor may propose additional labor categories, rates and
descriptions in addition to the Government labor categones wdentified m Section B4.
‘These additional labor categories, rates and descriptions will be negotiated on a case-by-
case basis. The additional categories, rates and descriptions proposed, upon determination
by the Government that they are necessary for contract performance and both fair and
reasonable, will be Incorporated by modification into the Section B.4 Labor Rate Tables
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Note: Offeror should price as if the rates are for off-site only. Government will not be providing
any on site facilities.

8.4.1 Cost Reimbursable CLINs

CLIN Ne. Schedule of Supplies/Services Contract Type

GGG Program Management FFP
{SOW 3.0 -~3.10.3)

0002 wystems Integration and Ingtailation CPFF/FFP
{(SOW 4.0 -44.10)

003 Travel Rembursable
(SOW 5.0}

B.5 Contract Minimum/Maximom

{a) The Government intends to make multiple awards or to not make an award if deemed to be in
the best interest of the Government. The mintmurm guarantee for the base IDICQ contract will be one
miltion doliars ($1,000,000) aver the entire contract term/period.

{by  The specific products and quantities will be identified on gach Task Order issued under the
hase contract,

{c} A combined maximum ceiling of five hundred million doifars (8500,060,000) is
established as the camulative total of all orders for the life of the contract.
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Section C- Description/Specification/Work Statement
Security Equipment Integration Services

1.0 INTROPDUCTION

1.1 Background

The Transportation Security Administration (TSA}Y is charged with the mission of protecting the
Nation's transporiation systems to ensure freedom of movement for people and commerce, The
mission of TSA%s Office of Security Technology {OST) is to inplement the best security
technplogy solutions to further the overall mission of TSA.

In furtherance of ifs mission, TSA cousnters threats to seaurity with technologies and procedures
that will prevent, deter, or render ineffective any atterpt to sabotage transportation. TSA
cotlaborates with Department of Homeland Sgcurity (DHS) Science and Technology (S&1).
Each ageney within DHS has primary responsibility for discreet phases of the acquisition ¢yele.
TSA has primary responsibility for the program injtiation phase; and S&T has primary
responsibility for the concept and development phase, TSA then assumes primary responsibility
for the capability development and demonsiration phase, and all subsequent phases. The
foltowing chart illustrates these relationships,
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Currently there are several security technologies that are in ditferent phases of the acquisition
life~cyele. Key to the success of transition juto phase three of the acquisition cycle, and
supporting the operational requirements of the TSA, is the ability to rapidly integrate, test, and
evaluate a vancty of technologies, processes, and procedures in operstional environments in a
variety of locations; as well as redesign, modify, and update secunty installations to
accommodate securtly operations.

TSA supports alrports, common carriers, ports and terminals assoctated with all mean of
transportation and commerce, as well as law enforcement and governmental operations, policy,
and research and development entities. TSA is responsible for the deployment of security
technology equipment to ensure: (1) new technologies are deployed as they become available
based on a risk based model; (2) oid technologies are removed from service when they are at the
end of their life cycle and (3) systems are relocated as necessary to meet security needs.

In addition to its responsibilities for deployment of secwrity equipment for aviation, TSA is also
responsible for enhancing surface transpontation security by developing requirements for and
evaluating security technologies that protect employees and travelers, eliminate vulnerabilities,
mitigate damages, identify potential threats, provide decision support, and facilitate recovery
from intentional assault on commercial surface transportation modes and related infrastructure.

[DHS appropriation acts have provided direct funding for installation and implementation of
rechnologies for support of equipment for both aviation and non-aviation infrastructure. With
the implementation of Public Law 110.33 (5/11 Act), significan! inferest in strengthening the
security effort in the transportation of cargo is expected.  This is expecied to increase the testing
and deployment of security ¢equipment in suppost of the cargo program.

1.2 Scope

This contract encompasses the system integration needs for the Transportation Security
Administration, O87T. OS8T system integration projects support organizations including, but not
timited to: common carriers, ports and terminals associated with all means of transportation and
commerce, as well as law enforcement and governmental operations, policy, and research and
development entitics. The Contractor is responsible for all tasks associated with the instaklation,
and when directed the evaluation, of security technology equipment at geographically dispersed
airports, ports, terminals, cargo facilities and other Jocations within the Continertal United States
{CONUS) and its territorics {OCONUS). The contractor may be required to perform work at
more than 73 sites simultaneously within both CORNUS and QCONUS.

2.6 APPLICABLE DOCUMENTS

The following specifications, handbooks, orders, siandards, and drawings form a pant of this
SOW and are applicable 10 the extent specified herain or by relevant Task Order. The latest
version of these docurments as of the contract date shall apply.
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21 Government Bocuments

fxecutive Order 12356 National Security Information

Title 14, Code of Federal Regulations, | Withholding Security Information from

Part 191 Bisclosure Uinder the Air Transporiation
Security Act of 1974

SUSC section 552a Sensihve but Unclassified {(SBL)

49 CFR Part 1320 Protection of Sensitive Security Informalion

Department of Homeland Security
Explosive Detection Systems
[nformation and Data Security
Classification Guide

National Industrial Security Program
Operating Manual

Executive Order 12958, Classified National Security Information
dated April 20, 1995, as amended by
Executive Order 13292, dated March 28,

U.8. Department of Homeland Security
DHS SCG TSA-602
February 17, 2005

LYOD 5220-22-M, February 28, 2006

2003,

SF-1428 Standard Form (8F} 1428 Inventory Disposal
Schedule

TSA Form 281 — GPIS T8A Form 251 — Government Property

Informsation Sheet (GPIS)

DD-114% Department of Defense (DD-1149)
Reguisition and Invoice/Shipping Document

22 Military Standards

MiL-HDBK-614 Military Handbook, Configuration
Management Guidance

MIL-STI-2073-1D Standard Packaging for Military Packaging

JAN-P-100 Packaging & Packing for Overseas
Shipment

2.3 Other Documents

1

M3 200.55 Acceuntabilicy, Management and Control of
TSA Property in the Hands of a Coniractor

ANSISG 90012000 Quality Management Systems

STDO-SE-G0] Site survey Report

STDO-SE-002 Site Installation Plan

The Planning and Design Guidelines for | Guide for system design and zesting
Checked Baggage Inspection Systems huporas ww 1sg goviresearchiasac/index. shim
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ANSUEIA 64947, 1 Configuration Management
ISO 16067 Quality Management - Guidelings for
Configuration Management

2.4 Saurce of Documents

Copies of Government specifications and interface documents are widely available on the
Internet.

Requests for copies of documents that are not available on the Internet should be addressed 1o the
Contracting Officer {CO). Requests should fully identify material desired and cite the
salicitation or contract number,

Military Standards and Specifications can be ardered from the Department of Defense Single
Stock Point {DODSSP), Building 4/8ection D, 700 Robbins Averme, Philadelphia, PA 19111~
5098, Information is available a1 their website, hitpwew dodssp dansmil,

Copies of ANSVASQC Q9000 series standards can be obtained from the following source:
American Society for Quality P.O. Box 3008 Milwaunkee, Wisconsin 53241-3005 or 600 North
Plankinton Avenue; Milwaukee, W] 33203, hup/www.asq.org.

Copies of the Acquisition Management System Test and Evaluation Process Guidelines are
available at https:/akss. daw.mil

3.0 TASKS AND SPECIFIC REQUIREMENTS

3.1 General Program Management Requirements

The Contractor shall establish and maintain a formal organization to manage the contract and any
associated subcontracts. A clear iine of project authority shall exist among all organizational
elements, The contractor shall be fully responsible for the integration and coordination of the
work described in the SOW. The Contracior shall develop and implement @ Management
Program to efficiently and effectively execute the requirements of this contract required fo
perform al the activities successfully as required in this SOW and each individual task orders.
The Contractor’s management program shall be fully documented in a Program Management
Plan (PMP) {(A001).

The Contractor shall provide a draft PMP within thirty (30} catendar days after contracs award.
The TSA review comments shall be given to the Contractor within seven (7) calendar days after
receipt; and the document shall be finalized by the Contractor within five (3) calendar days
thereatier. Once the PMP is finalezed, the contractor shall perform in accordance with the
approved plan.

The contractor shali provide a program manager who will be designated as a “Kev Person” and
shall be responsible for all work performed under this contract and shall be a single point of




HETS0-68-R-CT1 57
Pape 11 of 7]

¢ontact for the Contracting Officer and designated representatives of the contracting officer. The
program management offices shall be located within 50 miles of TSA Headguarters. The name
of this person and the name of any alternate who shall act for the contractor when the program
manager is absent shall be submitted in writing to the Contracting Officer five {3} working days
prior to contract start date. During any absence of the pregram manager, only one alternate shall
serve as the Government contact point. The program manager, and any designated alterate(s),
shall have full authority to act for the contractor on all contract matters relating to daily operation
of this contract,

The contractor may be required to provide personnel to work on-site at locations designated by
task order. The Government will provide facilities for contractor employees assigned to work
on-site at the designated location. Personnel assigned to work onesite shall be knowledgeable of
the work being performed, and have access 1o all work products under this contract, Atthe
discretion of the COTR, on-site personnel may obiain access 10 TSA email and 1T systems.

The Contractor shall ensure that assignments are completed in a manner that is thorough and
within schedule and document all accompiishments that are directly relevant (o the contract or
awarded Task Order schedule(s}. The TSA reguirements in performing this contract demand that
the Contractor's engineering, technical, analytical, and admunistrative support and the level of
expertise, experience, and demonstrated performance of the Contractor personnel providing the
services must be commensurate with the scope and complexity of the contract or awarded Task
Orderis) to ensure quality support.

111 Key Personnel

The personnel specified a5 key personnel are essential to the work being performed in this
contract. The Program Manager shall be designated as the only key person who is essential to
the work being performed in the centract. This person, unless otherwise unavoidable, shall not be
changed from their designated assignment uniil at least 12 months bave lapsed. Unavoidable
sttuations include sudden illness, death or termination of employment  Key personnel shall be
fully dedicated 1o this contract. Ifa need arises for a change in key personnel:

The contractor shall provide 30 day written notice to the contracting officer of the necessity
to change key personnel, the reason for the change, and provide the nomination of the
replavement, Within 10 days. the Contracting Officer will review the Contractor's change
notification, and either accept or reject the proposed change. Only those substitutions that
are of equal or greater experience levels will be accepted by the contraciing officer. Key
personngi are Histed in section H of the contract.

32 Schedule Management
The Contractor shall develop and maintain the schedule of all systems intepration activities

performed under this contract. The Contractor shall provide sufficient desail to demonstrate that
the tasked effort is appropriately resourced, thoroughly planned, and proceeding according to
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contract requirements, Such schedule(s) shall be consistent with the Contractor’s PMP and the
associated Contract Work Breakdown Schedule (CWEBS)Y, and shall be developed using
Microsoft Project or other approved commercial-off-the-shelf (COTS) application software, The
schedule(s) shall identify subordinate-tier activities, ancertainty of task activities, dependencies
between task activities, and milestones required to demonstrate successful completion of the
Task Order. The schedule(s) shall identify the exit criteria required 1o satisfy milestone
requirements that enable the Contractor to proceed with {oliow-on activities. The scheduleds}
shall be base lined and updated weekly or as required by tasking,

The contractor shall thorouphly review the list of projects and update the schedule as new
information becomes availeble, The government will rely on the contractor to keep them abreast
of delays in schedule, so that the government can timely mitigate any other costs that may result
from delays. Because technologies from different programs will be deplayed simultaneously, the
contractor shail make recommendations to the Government where changes to the schedule may
reduce cost and disruption to operations. When the contractor provides recommendations for
changes fo the schedule, the contractor shall address any risk, advaniages, and changess in cost
that will be associated with the schedule change

The contractor shall provide a weekly summacy report of all projects. The sumunary repori shall
be severable by program and provide the status of each project at a minimum including status by
major task arga, changes to the schedule, and changes to cost estimates due to changes in the
schedule. The contractor shall recommend a format for this report. Onoe approved, the
gontractor shall provide the information in that format. A Program Management Review will be
held on a quarterly basis, The schedule(s) brisfed shall be current as of the date of the reporting
period. Changes fo scheduled baseling milestones must be authorized by both the Contractor and
the COTR.

33  Risk Management

The Contractor shall identify cost, schedule and technical visks and deseribe how i will
effectively manage these risks throughout the performance of this contract. Significant risks
shall be identified and discussed in the PMP.

The Contractor shall quantify risks with respect 1o the Impact on integration, installation,
performance, technical parameters, schedule, and cost, The Contractor shall idenufy risks and
assign a priority for developing a recommended course of action. The Contractor shall develop
and maintain 2 risk register that identifles, analyzes, and classifies program risks. Program risks
shall be classified as low, medium, or high. The Contractor shall conduct risk mingation
planning for risks considersd medium or high. The Contractor shall provide the status of and
mitigation actions for wdeniified program risks in the program status report.

3.3.1  Reporting Schedule and Cost Risks

The Contractor shall identify and report program schedule and cost celing risks 1o the
Government. The Contractor shall evaluate program schedule and cost ceiling risks and
formulate plans for the ¢limination or reduction of such risks. Newly identified risks and the
status of all previously identified risks shal be reviewed and discussad at each PMR. The nisk
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register shall be included as part of the weekly status report. A surmary of identified risks and
related progress on elimination or reduction of risks wdentified earlier shall be included in the
Monihly Program Status Reports to the Government,

3.4  Cost Performance Report

The contractor shall report contract cost and schedule performance for the previous maonth to be
inciuded in the monthly Program Status Report (CDRL A002). The cost performance
information shall address the following areas:

a. Cast will be broken down by Airport by Baggage installations and Passenger
{Checkpoint installations completed.

b. Cost will alse inchude forecast cost versus actual cost for Baggage and Checkpoint.

¢. Schedule will inchude Airporis and installations scheduled to be completed by the end
of the manth at the first of the month.

d. Schedule will include those Airports and installations comipleted by the end of the
month,

e. The report will include an analysis of the schedule and cost variance from planned
versus completed.

35 Project Status Repovting

The Contractor shall establish and maintain an automated management system that will provide a
real time assessment of all projects being managed under this contract, The system shall be able
to provide a real time snap shot by project, site, specific site location, or a rodl up view, The
system shall have the capability to provide cost for each project by major task area, schedule,
performance information in regard to baselines and milestones. The managerent system shall
be able to show all changes to schedules, changes in cost associated with changes to the baseline,
and performance.

35.1 Monthly Status Reports

The Contractor shall prepare and submit written monthly Program Status Reports (AD02) to the
Government detaifing progress and any pertinent technical, cost and schedule aspects of the
contract, site, and specific site projects per dirsction of the COTR. These reponts shall be as of
the end of the Contracter’s business/financial mouth, and submitted on the 3rd business day after

the period. The contractor shall propose a format for the report. Once approved by the
Government, the contracior shall submit the repart in the approved format,

382  Weekly Status Reports

The Comracior shall track the status of sites and specific sctivities identified in the task order.
Reports shall be provided weekly, or an demand as direcied by the Technical Officer {AB03).

26 Mueetings, Conferences, and Reviews

Meetings will be held regularly 1o ensure effective program management, efficient and effective
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resolution of problems throughout the life of the conmract. The types and frequencies of these
meetings shall inctude, as a minimum those described in the following subparagraphs. Whete
practical, at least five (3) workdays before any meceting, the contractor shall notify the
Government of the time, date, location and proposed agenda of the meeting (A004),

Periadically, the Contractor shall be required to attend conferences, technical interchange
meetings, and other meetings. If the meeting or conference requires travel to be charged against
this contract, the contractor shall notify the COTR and have travel approved in advance of
attending the meeting/conference. After attending a required canference, the Contractor shall
prepare a trip repor! that summarizes the conference and describes the pertinent information
gathered at the conference. Alfter attending a review mueeting, the Contractor shall prepare
mecting minutes or 3 summary of the meeting, as directed by the COR,

The Contractor shall conduct meetings and reviews in accordance with the Government
approved PMP and this SOW. The Contractor shall prepare and suboit roeeting agendas and
presentation materials for all scheduled meetings. The Contractor shall be prepared to
substantiate assumptions made and methadologies used in arriving at recommendations or
conclusions. The Contractor shall record meeting minutes during all meetings. The Contractor
shall prepare formal written minutes, accompanied by a summary of action items and all
presentation materials used, for Government approval. Meetings and reviews shall not be
considered finalized until the Government has approved the minutes (A005).

3.6.1 Program Management Reviews (PMRs)

The contractors PMP shall include quarterly PMRs at the Government’s office. The purpose of
the PMR s shall be for the Contractor to present a detailed contract status, review outstanding
action items, review potsntial and actual performance and programunatic problem areas, evaluate
performance relative 10 cost ceilings set forth in task orders and milestones set forth in the
Program Schedule, and provide a forum for highlighting activities planned for the next period.
The Contractor shall graph expenditures vs. work effort accomplished by task order and
summary level, with future projections. Hard copies and electronic coples of presentation
materials shall be made available at the PMR for all participants,

The Contractor shali prepare and submir an agenda for Government review at least five (5}
business days prior to the PMR. The PMR agenda shall include, as 2 minimum,
accomplishnents, action items, issues/problems, achedule, planned activities, and financial
reporting. The Contractor shall prepare and submit minutes of each PMR to the Government
within five (5) business days following the meeting,

3.6.2 Technical Interchange Meetings {T1Ms)

The Government may reguest TIMs when necessary between the Uontractor and the Technical
Officer and/or Technical Officer’s designated representative. The purpose of these TIMs shall
be to discuss any outstanding schedule, integration and/or installation engineering issues,
activities and related documentation, and resolve through mutual agreement, technieal, schedule
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or programuatic issues associated with this contract/task orders. 1he Contractor shalt submit
minutes and other documentation as required within five (3) workdays following the meeting.

3.7  Data Management

The Contracior shall establish and mainiain an antomated data management systern that will
provide a real time assessment of all projects being managed under this contract. The gystem
shall be accessible 1o users authorized by the government through a secure interngt pontal
designed and maintained in accordance with TSA’s Certification and Accreditation
requirements, ard be designed in accordance with open architecture concepts. The system shall
be able to provide a real time snap shot by project, site, specific site location, or a roll up view.

The contractor shail also maintain a data library. The library shall include site plans, technical
drawings {including as-built drawings), test and evalualion reports, site surveys and assessments,
daia collection and analysis material and pertinent documents clarifying technical matters. The
Contractor shall maiatam, and make available for TSA review and use, an elecironic media copy
of the critical documents and drawings produced for this contract including internal docurnents
and CORL items. Upon completion of the coniract, this data management system and library
shall be delivered to the Government in a format that is not proprietary to the contractor and
approved by the Government. If additional data is to be included in the data library from sources
external to those generated under this contract, the Government will provide them as GFI,
(CDRL AQ06 and ADO7)

3,71 Certification and Accreditation {C&A)

Cemification and Accreditation {C&AJ in accordance with the National Institute of Standards and
Technology (NIST) 800-37 for unclassified systems, or the Department of Prefense Information
Technology Security Certification and Accreditation Process (DITSCAP) for classified systems,
is a requirernent for TSA information systems, including general support systemns {¢.g., standard
TSA desktop, general network infrastructure, electronic matl, e1c.), major applications and pilot
systems (if connected 1o the operational network or processing, storing, or transmitling
govermment datal. A writlen authority o operate {ATO}, granted by the TSA Designated
Accrediting Authority {DAA), is required prior (o processing operational data or connecting to
any TRA setwork. The contractor shall provide all necessary system information for the C&A
effort.

The Security Certification Package contains documentation required for C&A. The package will
contamn the following security documentation: an Initial Risk Assessment, Systern Security Plan
{85P7 or System Security Authorization Agreement (SSAA), System Design Document - if
security architecture and information flows and network topology information in the SSP needs
augmentation, Contingency Plan and results, Self-Assessment results, Federal Information
Processing Standards (FIPS) 199 Assessment, Privacy Impact Assessment, and E-Authentication
as required. The C&A package shail document the specific procedures, training, and
accountability measures in place for systems that process personally identifiable mformation
(PIN). All security compliance documents — such as the Security Program Plan - will be reviewed
and approved by the Chief Information Security Officer (CISO) and IT Security, and accepted by
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the Comtracting Officer upon creation and after any subsequant changes, helore they go inio
efiect,

‘The Contracting Officer’s Techrnical Representative (COTR) and I'T Security will conduct
reviews and/or sudils to ensure that the security requirements in the conract are implomented
and enforced. The Contractor shall comply with requesis to be audited and provide timely
responses 1o requests for data, information, and analysis from the Depariment of Homeland
Security (DHS) Office of Inspector General (01G), General Accounting Office (GADS, and TSA
IT Securtty and management. Each group will bave thelr own timescale per the type of audit
performed; TSA 1T Security audits require 2 10 day response time.

3.8 Quality Program

The Contractor shall establish, implement and maintaio a documented guality assurance system
in accordance (with ANSEISO/AR( (39001:2000), as tasilored in the data em description (D1D),
as a means of assuning compliance with all requirements of the Contract. The Contractor shall
prass the appropriate Contract requirements down to its sub-suppliers to ensure compliance with
the Contract. The Contractor shall require that sub-suppliers have an appropriate documented
guality system that controls the quality of the services and supplies provided. The Contractor
shall identify a single point of contact for all communication on qualitv-refated issues. The
Contractor’s Quality manager shall be prepared at all imes to present and disouss the status of
quality activities, requirements, and problems. The contractor shall submit a Quality Systems
Plan in accordance with CDRL AD08.

3.9  Goverament Furnished Property {(GFP)

All GFP Transportation Security Equipment (TSE) shall maintain an authorized Transportation
Security Administration {TSA) barcode sticker (unique-itens identifier} located on the eguipment
designated by the Property Administrator (PA), Al identification of the TSE shall include the
scrial number and TSA Barcode sumber.

The Contractor will obtain information regarding GFP for cach project from the COTR. The
Government will furnish the Contractor with the various types of TSE for instatiation at
designated facilities. The TSE may be delivered at the factory of origin, at the terminal, or at
other designated sites as determined by the Government. The Contractor will make all the
arrangements for staging and positicning the equipment, as well as temporary storage in secured
facilites as required. The Contractor shall be responsible for shipping the equipment to the
instailation site,

The Contractor shall provide a datly GFP Transaction Report reflecting the status of all GFP.
This will provide the Property Administrator {PA} a current and auditable record of all
ANsacuons.

The Contracior 1s required, as delineated by specific task orders issued under this contract, to
install or oversee the ingtallation, integration and westing of GFP GFE at designated logations.
TSE will include all GFP designated within a task order for installation or integration. This may
include TSA-owned certified equipment, non-certified equipment, screener training and
evaluation equipment, automated passenger profiling equipment, and/or access control or other
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security related equipment.
CDRL ADGY Government Furmshed Property (GFP) Transaction Reports

3.10  Use and Sensitivity of Records

AlLTSA and other government forms, records, reports, and data to which contractor personnel
shall have access are the property of TSA and are to be used selely for performing the work
described in this SOW. Contracter personnel shall not use, disclose, or retain any materials
except as described in this SOW or as directed by the Contracting Otficer’s Representative
{COR).

3.1t Security and Privacy

When required, daia base firewalls and protections shall conform o Federal information security
standards regarding access and protection of classified information.

Any TSA information made available or to which access is provided, and which is marked or
shall be mzrked “Official Use Only,” shall be used only for the purpose of carrving out the
provisions of this contract and shall ot be divulged or made known in any manner o any person
except as may be necessary in the performance of the contract. [Disclosure to anyone other than
an officer or emplavee of the contractor or subcontractor at any tier shall require prior writien
approval of the TSA. Reqguests to make such disclosure should be addressed to the TSA
contracting officer.

Fach Officer or gmployee of the contractor or subcontracter at any tier to whom “Official Use
Only” information may be made available or disclosed shall be notified In writing by the
contractor that “Official Use Only” information disclased to such officer or emplovee can be
used only for the purpose and to the exient authonized herein, and that further disclosure of any
such “Official Use Only” informatios, by any means, for a purpose or to an extent wnauthorized
herein, may subtect the offender to criminal sanctions imposed by 18 U.S.C. Sections 641 and
3871, Bection 641 of 18 US.C. provides, in pertinent part, that whoever knowingly converts fo
his use or the use of another, or without authority sells, conveys, or disposes of any record of the
United States or whoever receives the samie with the intent to convert it to his use or gain,
knowing it fo hdave been converted, shall be guilty of a ¢rime punishable by a fine or imprisoned
up to 10 yvears or both,

TSA Security Policies shall be adhered 1o for development of all applications, data bases and
data integrity. Additienally, contractors must satisfy requirements to work with and safeguard
Security Sensitive Information {381, All suppart personnel must understand and rigorously
follow DS and TSA requirements, policies, and procedures for safeguarding SS1 The
following policy publications and directives apply:

DHS MD #4200, Information Technology Systems Security

DHS MDD #11050.1, Personnel Security Program

DHS MD#11056.1, Sensitive Security iInformation {88}

TSA IT Security Policy 1400.3 and I'T Security Policy Handbook
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These publications shall be adhered fo n support of Media Protection, Acgess Control, Auditing,
Network Security, Rules of Behavior, Personnel Security, Physical Security, Training and
Awareness, Security Incident Reporting, Contingency Planning, Security Review and Reporting
and Contract Close Out.

3.11.1  Data Security

The Contractor shall be responsible for the security oft 1) all data that is generated by the
contractor on behalf of the TSA, i1} TSA data transmitted by the contractor, and {11} TSA data
otherwise stored or processed by the contractor, regardless of who owns or controls the
underlying systemns while that data is under the contracior™s control, All TSA data, including but
not limited 1o PIL, sensitive security information {S81, and sensitive but unclassified (SBU3,
critical infrastruciore information (CI1), shall be protected according to DHS and TSA security
policies and mandates.

At the expiration of the contract, the contractor shall return all TSA information and 1T resources
provided to the contractor during the contract, and provide a certification that all agseis
containing or used to process TSA information have been sanitized or destroyed in accordance
with the TS A security policy. The contractor will certify in writing to that sanitization and/or
destruction has been performed.

3.11.2  Program Performance

The Contractor shall provige, implement, and maimtain a Security Program Plan (8PP} based on
the templates provided by TSA IT Security as part of the required security compliance
documentation. This plan shall describe the processes and procedures that will be followed 1o
ensure appropriaie security of IT resources that are developed, processed, or used under this
contract. The security controls contained 1 the plan shall meet the requirements listed in the
TSA, Security Policy Handbook « Chapter 3, Section 21, Information Security Documentation
anct the DHS Sensitive Systems Policy and Handbook 4300A (current version).

The SPP shall be submitted within 30 days after contract award. The SPP shall be considered a
living docurment; it will be reviewed and updated semi-annually to address new processes,
procedures, technical or federally mandaied security controls and other contract changes that
affect the security of [T resources under contract. It shall be consistent with and further detail
the approach contained in the offeror’s proposal or quote that resulied in the award of the
contract and be in compliance with the requirements stated in the security clause{s} in the
confract,

Hardware or software configuration changes shall be in accordance with TS As Configuration
Management policy, TSA Enterprise and Security Architecture standards. The TSA Chief
Information Security Officer (CISOY T Security must be informed of and involved in all
configuration changes to the TSA IT eavironment including systems, software, infrastruciure
architecture, mifrastructure assets, and end user assets. The contractor shall comply with requests
to be audited and support audit activities (such as requests for system access for penetration
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wsting, vulnerability scanning, ncident response, forensic response, e}
3113 Security Policy

The Contractor shall ensure that its employces follow all policies and procedures governing
physical, environmental, and information security deseribed in the various TSA regulations
pertatning thereto, good business practices, and the specifications, directives, and manuals for
conducting work to generate the products as required by this contract. Persomnel will be
responsible for the physical security of their area and government furnished equipment (GFE)
iszued to them under the provisions of the contract,

The government will require security clearances up to secrct for personnel designated as key
personnel, and may require clearances up o fop secret/SCH for selected personnel.

Each site may have different security requirements. The contractor shall coordinate in advance
with all sites to ensure all contractor personnel are familiar and comply with the security
requirements. Work delays that are caused by contractor personnel security wssues will be
considered inexcusable delays in performance.

4.0 TRANSPORATION SECURITY EQUIPMENT (TSE} INSTALLATION

4.1 (rverview

The Conteactor shall perform any or all activities associated with and manage installation,
integralion, sustainment, removal and sile restoration for all TSE as required. Contractor shall
plan for proper operation of existing equipment and subsystems when integrating new
gquipment. The Contractor shall perform all site preparation/restoration and logistics activities
o facilitate the OEMs ability o install, inteprate, relocate and remove all TSE when directed by
the TRA.

For each specitied site, Contractor shall obtain, as required, all necessary approvals, permits,
authorizations, ete. required for providing utilities (heating, ventilating, air-conditioning, and
power) for the TSE installation. The Government shall provide the site design package when
available as Government Furnished Information (GFI) prior to installation. The contractor may
be required to provide designs.

When directed, the contractor shall remoaove, prepare for redeploy and coordinate redeployment of
TSE in sccordance with all federal, state, and local laws, and GEM procedures.

System integration activities fall into five main categorics site planning, sile preparation,
deployment activities, on-site support for field experiments and T&E, and project completion.
When performing work under this contract, the contractor shall:

Minimize disruptions to normal passenger circulation activitics
Accommodate passenger and baggage queuing and space requirements
Accommodate site geometric, structural, and other constraints
Minimize eguipment acquisition and facilities modifications costs

.« * 2 %
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»  Minimize siaffing, operations and maintenance costs
s Minimize instaliation impacts o ongoing operations
s Provision for future expansion and upgrade of equipment and facilities

4.2 Sife Planning
4.2.1 Site Survey

The contractor shall coordinate and conduct site surveys with responsible stakeholders (ie.
gorporate and station air carrier representatives, local site represeniatives and local TSA security
personnel, etc) fo (nvestigate all appropriate configuration options for TSE installation, Site
assessment/survey teams shall travel 1o each site to determine the detailed site modifications and
jurisdiction approvals and/or equipment eertifications and requirements necessary to prepare the
site for TRE instaliation.

The contracior shall coliect passenger, baggage, cargo and other demand statistics to validate the
determined TSE requirements, develop alternative instaliation configurations, and recommend
the optimal configuration for each site. The contractor shall then present these assessment
results to TSA for approval prior 1 execuling the detailed site surveys and site designs, The
assessments shall recommend quantities, types, approximate locations and configurations of TSE
to be installed. Once completed, the proposed configorations shall be submitied for approval by
the TSA. The Contractor shall also fagilitate securing design concurrence with appropriate
stakeholders, as directed by the COTR or their designee.

The surveys of the site shall consider special service requirements for electrical power, climate
control, communication services, floor loading, equipment handling, and access clearance
requirgiments. The Contracior shall collect and analyze data, conduct necessary demand and
baggage flow modeling (static and/or dynamic), and consult with the site representatives to
determine any special operational or facility constderations including existing or planned
terminal madification or construction that must be accommaodated. The survey shall be
conducted in accordance with the most current edition of the Planning Gudelines and Design
Standards, At a minimum the survey shall include an assessment of:

s Infrastrocture - As part of the site survey_ the contractor shall ensure that the
infrastructure 18 assessed when considering placement of GFP. Some locations require an
infrastructure assessment as part of the installation process. This assessment shall
include consideration of structural strength, stresses, loading analyses, and all other
assessments or analysis required (o ensure that structurad integrity is not affected by any
installation factors. The contractor shall comply with any state and local requirements for
infrastructure assessments.

s Power requirernents — Power assessment must determine the erigination of power and
route of electrical yuns at the site. Power requirements of all equipment for the project
must be communicated immediately 1o the sife.

« Riggmyg requirements ~ The rigging path and associated structural requirements must be
wentified and agreed 1o by all project stakehnlders at least 60 days prior to shipment of
the equipment, All shinping must be arranged with the TSA PA for documentation to be
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prepared at least 30 days prior to dehivery. The site must be confirmed to be ready prior
to shipment. Any advance shipment must be approved by OST Project Managers.

e Designs - Provide layouts for installing new units {mainly stand-zlone configuration},
when necessary. I the contractor s provided designs as GFL the contractor shall validate
the designs, I changes 1o the drawings are necossary, the contractor shall red line the
GF1 drawings and subnit to the COTR for approval as part to the site survey package. In
many cases, the contractor will ot be provided designs especially for stand alone
configarations. [n this case, the contractor shall provide a drawing of the ¢quipment
installation with encugh detail fo assess all requirements to accomplish operation of TSE
in accordance with proposed CONOPS and consistent with specific integration activities.

Once the site survey 1s completed, the contractor shall submit a site survey reporl in accordance
with CORL BOG1 Site Assessment and Survey Report to the technical representative for review
and approval prior o proceeding with the final design and subsequent instaliation of TSE. The
site survey report shall deseribe the site preparation requirements, site specific deficiencies, and
provide detailed estimates of cost, schedule and major milestones to complete integration,
installation, acceptance testing and initial operational capahility. The survey report shall address
uncertainty associated with cost, schedule and performance. The contractor shall not perform
additional surveys at the same project site without explicit authorization from the TSA CO
and/or COTR.

The Contractor shall create 4 site requirements list for each project requiring OFM support. The
stte requirements list will include, but not limited to: project schedule for ali tasks required for
operational status of TSE, project points of contact, equipment configuration, and work hours
schedule. When establishing & schedule, the contractor shall include screening equipment
installation requirements and include services from the OEM for operational status {(placement,
testing support, integration, DA configuration needs).  The OLEM requirements are not part of
this contract and must be contracted for separate from this contract. The independent
verification and validation (IV&YV) is also excluded from this contract. The contractor shall
coordinate these actions with the COTR and OEM and TV&V leads 120 days prior to the
delivery date. The site requirements list will be submitted to the COTR 120 days prior to the
equipment delivery date to allow sufficient time for the OFEM contract award process

4.2.2 Design and Design Review

The Contractor shall be capable of creating designs for security system installations. Design
requiremenis will be ¢alied out by task order.

The Contractor shall provide detailed design review of site project TSE installation designs.
Degign review requirements will be called out by task order. For Checked Baggage Inspection
Systerns (CBIS), the contractor shall review against the most current version of the Planning
CGidelines and Design Standards for CBIS.

The Contract Deliverables for design analvsis work will be called oul by task order, Ata
mimmum, the contractor shall Intlude a recommendation lenter detatling ssues and risks related
ta the project design meeting operational goals and project requirements. The design analysis
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may incinde, bul not be limited 1o, the following areas: Integrated scourity system design,
wteriace design, and analysis for selection of equipment, number of units, mstaliation location
selected, and cost estimate and validation for installation and Integration of TSE.

The Contractor shall update design drawings and maintain the drawings 11 the program data
library. The frequency of updating siie drawings will be calied out by task order.

4.3  Site Preparation

The Contractor may be required to perform site modifications, including temporary
maodifications to support project requirements and operational goals. Any site modification must
be identified immediately and agreed to by the site project team prior to work commencing.

All shipping must be arranged with the TSA PA for documentation to be prepared at least 30
days prior 1o delivery. The site must be confirmed to be ready prior to shipment. Any advance
shipment must be approved by OST Projoct Managers.

The contractor shall review existing assessments or certifications provided by the facility owner
regarding the presence or absence of hazardous substances in areas where TSE will be installed
or where security screening will be conducted. If those assessments do not provide complete,
aceurate and current information, the contractor shall notify the COTR and coordinate with the
facility owner to ensure they conduct required hazard analysis for their facility.

The Contractor shall ensure that OEM physical environmenial guidelines are taken into acoount
including any special structural foundation and mechanical requirements, All TSE shall be
physically positioned in accordance with OEM tnstallation guidelines and site operational
requircments. Site preparation work shall adhere io all Federal, State and Local codes. The
squipment lavout shall, to the exient possible, provide clear and unrestrictad access to any rack
or sijuipment unit including consoles. This access shall permit maintenance or removal of part
of all eguipment at any rack or unit or censole location.

For each specified site, the contractor shall obtain, as required, all necessary approvals, permits,
authorizations, etc, required for providing utilities (heating, ventilating, air-conditioning, power,
and telecommunications) and space for the TSE installation.

4.3.1  Site Instaliation Plan {(81P)

After all major issues presented in the site survey report and TSE integration design documents
have been resolved, the Contractor shall prepare and submit a S8IP detailing all stepsio be
conducied througheut the installation and integration process. The Contractor shall coordinate
with site representatives at specific sites (0 obtain all necessary review, permits and approvals of
the design drawings and instalistion plan,

The Contractor shall use the site survey data to develop a detailed SIP for integration of the GHF
TSE into the existing passenger and baggage processing systems. The SIP shall be in accordance
with CDRL BOG2, Site Installation Plan, The systems enginecring and design analvsis shall
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include previously conductod andfoy additional munual or compuner analyvais, ag negded, w
determine the placement of GFP TSE, and other associated material handling equipment
{including additional baggage belting/handling devices purchased under this contract), to
optimize system performance based on demand data and facility layout. The designs shall reflect
the capability to handle peak demand. For Checked Baggage Inspection Systems (CBIS), the
contractor will ensure comphiance 1o the most current edition of the Planning Guidelines and
Design Standards for CBIS,

4.3.2 Stakeholder Coordination and Relations

Iustaliation, integration and testing of explosive detection squipment shall be coordinated to
minimize disruption or interfere with transportation operations. Installation, integration and
testing of TSE shail not, to the extent possible, disrupt, or interfere with site operations.
Contractor shall perform work outside of normal businessioperation hours {i.e. at mght, during
weekends, or other varied non-operational bours) when possible. Contractor shall coordinate
with TSA, vendors, and local authorities and stakeholders, for specific TSE installation sites
taking Into account access openings, clearances, floor ramps and other physical constraints. The
gontractor shall keep the stakeholders abreast of changes to the project and work with loeal
authorities and stakebolders to reduce the disruption of operations. In most ¢ascs, the contractor
is an extension of the government In regard to equipment nstallation. The condractor shall try to
resolve any stakeholder issues and alert the government of any potential problems that might
affect stakeholder relations,

The contractor is solely responsible for all coordination, and comrnunications directed at
contacting and presenting material to the key decision-makers who will determine the exact
location of the equipment at the site. The contractor is expected 1o function as an expediter and
troubleshooter for quickly resolving all installation related issues.

4.4  Svstems Integration

The Contractor shall plan, establish procedures for, conduct, and document integration of new
equipment and associated processes aind procedures, 1 include site preparations, specialized
engineering services including but not limited 1o, assessment of safety requirements,
environmentat analyses and certifications (1.e., equipment electrical safety standards, earthquake
vulnerability assessments, fire safety codes, ote), instaliation and testing of the GIFP TSE
furnished by the Government. Integrated installations shall be performed in conjunction with the
OEM({s) when directed by the TSA. The Contractor shall integrate and install the GFP TSE with
existing or new security or screening facilities. The Contractor shall ensure proper operation of
the subsysiems when connected to existing, baggage handling equipment, internal and external
interfaces. Tae Contractor shall provide engineering support, field integration and instaliation
personnel as required 1o perform assigned tasks, After TSA aceeptance of the TSE and the
security system becomes operational, the Contractor shall be able (o support the system
integration by oversecing or coordinating training and maintenance support as required until
pperation is fransferred to the appropriate autherity, The Confractor may be required to provide
sirifar support for previcusly installed equipment.
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The Contractor shall provide systems engineering integration expertisc to deveiop, document,
and report on accomplishment(s) as applicable. to ensure that the overall efforiz are consistent
with program objectives as follows:

a Heview technical publication packages in sufficient detail (o venly that &l
technical requirements for systems, components, devices, products,
processes, and materials are included. The review shall address te
adequacy and completeness of the packages.

b Perform information searches, data gathering, correlation, and
interpretation of the technical data required to support the preparation.
reviston, or verification of technical documentation including reports,
specifications, recommendation data sheets, and engineering change
proposals.

¢. Provide publications or presentations related 1o technical programs,
Typical products may include procedures, manuals, technical reports,
technical presentations and publications, instructions, training materials,
and guidelines.

d. Participate in equipment and installation design reviews related to
operational integration, technical discussions, engineering and briefing
meetings related  the program activities. Provide coordination and
develop briefings and status reports including the preparation of briefing
material, vimibility charts, and other program planning matenals as
required by the Government.

The ntegration contractor shall be required 1o conduct engineering and technical studies
associated with the program activities.

The Contractor shall collest and retain cost, schedule and performance data associated with the
installation and integration effort. As directed by the COTR, the Contractor shall produce a
Deployment Assessment, based on these data and other insights gleaned from the initial
installation and integration efforts, {0 support project management planning and future
deployment efforts.

The Contractor shall, as required by the TSA, integrate all security equipment in conjunction
with the GFE Contractor(s}, when directed. The Contracter shall ensure proper operation of the
subsysiems when integrated to existing equipment and external and internal interfaces.

4.4.3 Iastalation of equipment

The Contractor shall manage installation and integration of all TSE. Contractor shall plan for
proper operation of existing equipment and subsystems when integrating new equipment,
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fror each specified site, Contractor shall obtain, as required, all nceessary approvals, permits,
authorizations, ete, required for providing utilities (heating, ventilating, air-conditioning, and
power) and space for the 15 wnstallation. Installation, integration and testing of TSE chall be
coordinated 1o minimize distuption or interfere with transportation operations. Contractor shall
perform work outside of normal business/operation hours {L.e. at night, during weekends, or
ather varied non-operational hours) when possible. 1 dismantling of existing facilitiss or
equipment or other measures are necessary 1o complete the instailation, the Contractor shail be
responsible for the full restoration to pre-instaliation conditions of these varclated facilities or
eguipment as required by the TSA and local authorities,

The contractor shall provide all required engineering and support services to ensure suceesstul
systems integration, eguipiment installation, demonstrations, pilots, tests and evaluations, These
services shall be provided in any transportation security location designated by TSA in any of the
fifty states, US femritories and possessions, and may encompass any area of transportation under
TSA cognizance. The contractor shall have the ability to perform rapid deployment on short
notice and shall have adequate surge capabilities, including ability to work nationwide on
goncurrent projecs.

System safety requirements, markings, labeling, and the installation of required shiclding and
safety devices shall be verified and corrected as needed before final system testing cormmences
Installation activities may include, but are not limited to, the following:

Project management, including meetings and travel

Permiiting

Shipping and Rigging

Isclate the T3k and provide privacy for securily screencrs.

Development of equipment installation designs and schedule
Purchase/assembly/rehabilitation of material in support of site modification as
required

Placement of securily equipment and associated materials.

Install and maintain protective barriers, partitions and other temporary
structures/facilities to support the approved design

Initial testing of equipment and/or documentation of equipment paranicters
Trouble shooting/performance resclution and coordination

Facility clean-up {exclusive of regular janitorial services)

Removal and disposal of obsolefe cables, equipment, and structures, including
these activitics in conrection with facility decommissioning

Protect existing infrastructure and provide site restoration as required
Revision of drawings (“redline” and “as-buih™)

& % & 0 #
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Hf dismantling of existing facilities or equipment or other measures are necessary 1o complete the
installation, Contractor shall be responsible for the full restoration to pre-installation conditions
of these unrelated facilities or equipment as required by the TSA and local authorities.

Contractor shall coordinate with TSA, vendors, and local authonties and stakeholders, for
specific TSE installation sites taking into account access apenings, clearances, floor ramps and
other physical constraints.
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[n support of demonstrations, tests, and pilets, the Government may determine that certain
materials are necessary that affect human system integration. The contractor shall provide these
Hems as necessary o support these activinies. These items can be for example, but not limited to:
headsets, mats, bing, lighting, and matenals for environmental conditioning and ergonomic
oplitnization, The contractor shall also provide such supplies, equipment, and test support items
needed o successtully conduct tests and pilots,

4.4.2 Shipping

The Contractor shall provide complete shipping services including ail preparation, packaging,
preservation as required, transportation, recelpt, inspection, unpackaging, uncrating as needed,
and disposition of all packaging materials in the best interests of the Government. TSH shall be
shipped in accordance with the appropriate laws, regulations, and shipping requirements
meluding OEM approved shipping instructions. The GFP will be packaged in approved OEM
crates when transported from the OEM facility or TSA warchouse. The contractor is responsible
for any damage 1o the equipment sceurring during shipping from the originating location to the
final shipping destination.

The Original Equipment Manufacturer {3EM) shall provide a copy of the Government Property
Information Sheet (GPIS} to the Property Administrator, product COTR and the System
Integrator upon Factory Acceptance Testing and prior to the movement and/or shipment of any
GFP.

Prior o any movement and/or shipment of any GFP TSE, the Contractor shall complete a
separate DD-1149 (Government Shipping Document) for cach serialized/barcode GFP TSE. Al
completed Government documents shall be submitted to the Property Administrator prior to any
movement and/or shipment.

The Contractor will coordinate with the PA for all GFP. The GFP TSE will normally be
packaged in crates and may reguire unpackaging, repackaging and/or transfer to another vehigle
prior 1o detivery to the site. 1f any repackaging is to be performed by the contractor, the
maximum size of any individual system crate, or package, shall not exceed external dimensions
that altow for ease of transportability through the building from the equipment delivery powt to
ite final location at the site. When removing GFP equipment, the Contractor shall be responsible
for crating the equipment in the approved OEM crates for shipment to the TSA designated
destination.

4.4.3 Rigging

The contractor shall provide rigging for movement and placement of security equipment.
Rigging is a requirement during relocation, installation, removal and integration projects.
Rigging shall be performed in accordance with OFM site installation guides and loca!
requirements. Rigging ingress and ggress paths for equipment movemernt must be coordinated
between all project stakeholders and agreed upon by all stakeholders. A structural analysis of the
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path may be required at specific sites. The contractor Is responsible {or protecting existing
infrastructure, disposing of crating materials and restoring the site to pre-installation conditions.

If subcontracting rigging activities, the contractor shall make every effort to utilize experienced
and local riggers for a project. Any subcontractor shall be bonded and insured 1o the appropriste
fevel to perform the project. The Contractor is responsible for any damage to the equipment and
site during rigging and placement of the equipment.

4.4.4 Testing Support

As required, the Contractor shall witness system tests and final acceptance tests of security
squipment insialled at each site leading to transfer of ownership of the security ¢quipment. As
directed by the COTR, the contractor may be required to participate in and witness factory
testing of security equipment. Un-site testing shall be consistent across all sites for each security
egupmient ivpe.

The Contractor shall provide testing support to facilitate final equipment fest checkout for
equipiment installations. Testing support will consist of troubleshooting integrated sysiems
through coordination with the UM and other project stakeholders, pre-testing of integrated
systems prior to IV&V contractor festing and oversight of OEM equipment validation testing
(1. testing of OT&E equipment and redeployed equipment),

The Contractor may be required 1o witness and/or perform Operational Readiness Tests (ORT)
performed by the OEM for the Government. The ORT results shall be submitted to the IV&EY
gontractor for meorporation in the IV&Y testing data library,

Integrated testing shall require the Contractor to perform a Test Readiness Review {TRR) with
the site project team prior to Integrated Site Acoeptance Testing (iISAT) by the IV&V contractor,
The contractor shall issue a Test Readiness Notification (1RN} to the Governiment project fead
and IV&Y contractor when the site is ready for ISAT.

Relow is a table for reference:

Test Type and Action Systems Integrator | V&Y Contracior OEM

Factory Acceptance Test (SAT)

Perform X .
Witness _ X

Site Acceptance Test (FAT)

Perform B X

Witness b4

Operational Readiness Test

Perform X

Witness X A

Integrated Site Acceptance Test

Pre-Test X

Aceeptance Test X
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For OT&E Equipment, the Contractor may be regquired to witness FAT and SAT
44,5 Engincering Data Collestion and Systems Support & Fvaluation

The contractor shall conduct systems analysis, and engineering and functional evaluations of all
aspects of deployed equipment; and for demonstrations, pilots, tests and evaluation, The
contracior shall ensure that sufficient data are collected to support system evaluation
requirements, and institute quality control procedures o ensure that validated data are gvailable
for analysis purposes. The coniractor shall provide frequent and regular reports focusing on
equipment reliability, maintenance issues, operability and OEM support capabilities. The
contractor shal also conduet studies and analyses as needed to evaluate emergent issues that may
arsse, and provide either single or recurning seports with complete data and information.

The Contractor shall prepare comprehensive analysis or evaluation report inpuis on the
cumulative results obtained for any individual test or analytic effort. These inputs shall
summarize the data collection, reduction, and analysis process, and present the conclusions
obtained for the effort, The conclusions shall be aggregated for evaluation purposes. The
Contractor shall identify lessons learned,

When supporting tests, evaluation, or demeonstrations, the Contractor shall prepare a test and
gvaluation or analysis and evaluation report. The report shall consist of text documentation, files,
and analysis, If required, the Contractor shall provide relevant briefing package(s). In addition,
during the execution of defined tasks, the Contractor shail provide 'Quick Look’ reports 1o
include progress and metrics on a weekly or other basis as directed by the COTR and as
specified in the test plan,

4.4.6 Training Coordination

The Contractor shall ensure local TSA or other transportation authorities fully understand the
training requirements and provide specialized training as needed, unless training has been
requested. In the case of TSA staffs, it is local TSA’s responsibility to request training through
the TSA Training Office. The contractor shall coordinate training activities of the OEMg at
project sites and perform an oversight role for all training activities of other parties under
contracs 1o the Office of Security Technology. Training coordination reguirements will be
defined by 1ask order,

4.4.7 Site Restoration

At the conclusion of demonsirations, pilots, tests and evaluations, the contractor shall support
and assist government project personne] in planning, coordinating, and supervising removal of
installed equipment, and in restoration of installation sites. When the conlracior 18 installing or
removing equipment, the contractor shall ensure that the site is free of debris and restored and
ready for normal operations.
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4.48 As-Built

At the completion of an installation, the contractor shall provide a complete, accurate, and
validated set of installation drawings, which reflect the as-built configurations of each site where
the GFP TSE security equipment is installed.

4.4.9 Configuration Management

The Contractor shall support configuration management efforts for equipment under testing,
including conducting configuration audifs a5 may be necessary (o establish and/or confirm
system conflguration baselines, as well as monitoring systems under fest and evaluation W ensure
continued conformance with the configuration baseline. The Government will provide the
approved configuration baseline for each security technology to the Contractor, Prior to westing,
the Contractor shall verify that test sysiems are configured 10 the approved baseling through
visual inspection of equipment part number labels (that are visible without requiring
disassembly), system operator digplays showing configuration information (e.g. installed
softwares version), or other documentation provided with the system that describes its
configuration

4.4.10 On-Site Support

The Contractor shall support field experiment and OT& L equipment and instaliations throughouwt
the entire peried of the field experiment or T&E. This requirement may include supporting
maintenance, analysis, infrastructure support activities such as heating, electrical, telephone,
internet and other infrastructure requirements, and such other test support that may be required to
aceomplish project goals and objectives and ensure continuous operations,

4.5  Installation of Equipment

The contractor shall support the nstallation of security equipment. Equipment upgrades,
replacement of equipment and relocations of equipment are considered part of installation of
equiprent services. The installation may require any or all of the following services:
#  Site Survey
Design
Site Planning
Protect Stakeholder Coordination
Prisject Gversight
Siie Preparation and Restoration
Shapping and Rigging
Testing Support
Traintng Coordination
As-built

* & & # & 5 ¥ & &

4.3.1 Removal of Equipment

The contractor shall support the relocation of security equipment. The removal of equipment
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may require any or all of the following services:

*

. * B ¥ & »

Site Survey

Design

Site Planning

Project Sakeholder Coprdination
Project Oversight

Site Preparation and Restoration
Shipping and Rigging

As-builes

For all equipment that 1s decommissioned and removed, the contractor shall collect data,
perform on-site functional tests, and prepare a decommissioning report in accordance with
CDRL BOO3. A separate report is required for each serialized eguipment (e.g. Smiths 60441,
serial mamber 40377), including any Furniture, Fixtures & Eguipment (FF&E) required to
make the Transportation Security Equipment (ISE) operational. TSA will provide the
Contractor with Acceptance Test Procedures for performing TSE operational/ functional tests
nrior o decommissioning.  The Decommission Repert shall provide mformation necessary to
evaluate the condition of equipment that has been removed from service and whether, based on s
condition, it reguires repair or refurbishment, and i it is recommeaded for redeployment or disposal.

The Contractor shall be responsible for:

a. Coordinating with local assigned TSA POC n determining the time, date, and location of
atl equipment for decommissioning;

b. Al materials required by the TSE Acceptance Test Procedures

¢ Ensuring that testing is conducted in front of the local assigned TSA POC (if TSE is
located at TSA site), Testing will be monitored by a local assigned TSA POC holding the
position of Transportation Secunty Officer (150) Supervisor or higher (i TSE is located
at TSA site); and

d. Ensuring the Govermnment Shipping Document (DI-1149) 13 provided 10 the Government
Property Administrator (by email} prior to moving the decommissioned TSE.

The Contractor shall use the TSA-provided Transportation Sccurity Equipment (TSE) Field
Checklist form and counsolidate each report in a monthly submission of CDRL BO03, which
documents the condition of the following ltems:

a.  Visual Inspection—

1.

b

3

4.

Serial Number, Full TSA Bar Cade, Make, and Model,

mventory of the Transportation Securify Equipment (TSE} parts and manual list
provided on the Transportation Security Equipment (TSE) Field Checklist, meluding
their part/serial number,

inspection and Evaluation of the umt’s physical conditions; and

Latest Radiation Survey date;

k. (perational/Functional Test—

e e Led Bod omew

Software Version;

Convever Belt Movements;

Warning Lights;

image Enhancement Functions; and

Scanning Capabilitics {while belt 15 in motion)
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. NMote whether the TSE Is considered deployable oy non-depioyable

7.

Note whether the TSE has a property cade of A4 = used, A5 == missing parts & need
repair or X = Disposal {this includes all parts including FF&E)

o, Image Quality Test—

{

ASTM Standard F792-88.

The Decommission Report shall identify the preparer with signature and contact information,

The contractor shall support the relocation of security equipment. The removal of equipment
may require any or all of the following services;

S % % @ & 8 »

Site Survey

Design

Site Planning

Project Stakeholder Coordination
Project Oversight

Site Preparation and Restoration
Shipping and Rigging

As-builis

4.5.2 i[ntegration of Eguipment

The contractor shall support the integration of security equipment, The integration of equipment
may require any or all of the following services:

« B » % @& & B = »

Site Survey

Design

Site Plawng

Pragect Stakeholder Coordination
Site Preparation and Restoration
Shipping and Rigging

Testing Support

Traning Coordination

Az-bulis

453 OTXE Equipment Installations

The contractor shall support integration, installation and analysis of equipment in support of
pilats, field experiments, and test and evaluation. This support may require any or all of the
following services: ’

*

* # B £ * »

Site Survey

Besign

Site Planning

Protect Stakeholder Coordination
Site Preparation and Restoration
Shipping and Rigging

Testing Support
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»  Enginecring Data Collection and Systems Support & Evaluation
o  Traimng Coordination
» Configuration Management
On-site Support
*«  As-bunlts

80 TRAVEL

The Contractor shall travel as tasked o accomplish work directed by this SOW and individual
task orders. Work locations will primarily be at various transporiation sites and other locations
throughout the continental United States but may in¢clude other non-continental United States
locations. The TSA COTR shall approve all travel outside of CONUS in advance of its
occurrence. The Contractor shall not be reimbursed for any unauthorized travel. The contractor
shall detail all trave! within CONUS in invoices, and shall present a travel overview summary
during each monthly PMRE.

The Government will reimnburse the Contractor only for travel and per diem costs incurred in the
performance of this contract. Reimbursement will be at cost enly and in accordance with Federal
Travel Regulations of the Federal Government. The Governunent will not reimburse the
Contractor for travel costs incurred in the replacement of personnel when such replacement is
accomplished for the Contractor’s or employee’s convenience.

COrwverall travel cost avthorized per task order shall not be exceeded without authorization by the
{OR.

6.0 PERFORMANUE REQUIREMENTS

The Contractor i3 responsible for providing all products andfor services as required in the
Contract. The following Performance Requirements summarize the portions of the contracts on
which TSA surveillance efforts are focused. At the direction of the COTR, TSA reserves the
right to alter {bilaterally) the PRS at anynime during the contract 10 ensure the standards of
services required by the contracts are received.
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SOW
REQUIREMENT

PERFORMAMCE REQUIREMENT

ACCEFTABLE QUALITY LIMEEY
PERFORMANCE STANDARDS

SURVEILEANCE METHOD

3.7

Prata Management
establish, mainain,
provide critival documents
& drawings produced for
this contract IAW TSA
approved Configuration
Management Plan; system
is updated every 3 day or
SOURET.

§2% Maintained and
Accurate
Exceeds Rating: 57%

Kandom Sampling:
Records in the Data
Management System.

Customer Satisfaction -
Results from
implementation of the
SEIP,

No more than 2 vahd
customer’s complamts
during a month.

100% Inspection:
Customer Complamts
and Surveys

32,33 &
331

Schedule Management
performed in AW
paragraph 3.2; provided to
the COTR & PM weekly
{day of week TBDY; data
is accurate: used TSA
approved format and
includes a comprehensive
risk register,

503% On Time angd
Accurate
Exceeds Rating: 93%

100 %5 huspection

Plan for Each Installation
and Operation of
Equipment - developed
IAW CDRI 008 STDO-
SE-001 to include SOW
requirements; provided on
time; meets all
requirements for TSA
approval within 30 days of
date received; includes
considerations wdentified
in Paragraph 4.5 of this
SOW,

93% On Time, Approved
and Complese
Exceeds Rating: 96%

160% Inspection
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50w
REQUIREMENT

PERFORMANCE REQGUIREMENT

ACCEPTABLE QUALITY LIMIT/
PERFORMANCE STANDARDS

SURVEILLANCE METHOD

Site Preparation
performed JAW TSA
approved Site Installation
Plan, All site preparation

96% On Time, Approved

Random Sampling:
Site Installation Plan

Exceeds Rating: First
Pass — 93%

43,431 shall be completed with 3 and Complet‘e ) compareq to actual
Exceeds Rating: 98% effort at tirne of
days of agreed schedule :
. . completion.
with no rework required
due to Contractor error.
Site Installation performed
as defined by the TSA
proved S sl RandosSamping
 an. BquipiD . 96% On Time, Approved | Site Installation Plan
4.4,44.1, |installed within 3 working d y 4 )
442,443 |days of time designated by and Comp etle compared o actua
T Exceeds Rating: 98% cffort at time of
‘ the contractor/government completion
agreed schedule with no P '
rework required due to
Contractor error.
Site Restoration
performed as defined by
the TSA approved Site
Installation Plan. Random Sampling:
Restoration completed o Site Installation Plan
4.4.7 within 3 working days of 96% 4 . o compared to actual
time designated by the Exceeds Rating: 98% effort at time of
contractor/government completion.
agreed schedule with no
rework required due to
Contractor error.
First Pass — 88%
Second Pass — 92%
4.4.4 Testing/iSAT - Pass Test | Third Pass — 98% 100 % Inspection

7.0 DELIVERABLES

Each work product shall be submitted in draft for Government review and approval before
preparation of the final deliverable. Development or preparation schedules and Government
review periods shall be as defined in the specific Task Order. Written deliverables, charts,
graphs, schedules, spreadsheets, analytic products, and databases will be developed using the
Microsoft Office family of applications, or other standard commercial tools and applications if
approved for use by the COR. No proprietary tools, software, or applications shall be used
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unlegs approved by the COR. All deliverables shall be delivered in both clectronic and hard
copy formats. The contractor shall leverage its automated data wanagement sysiem to reduce the
cost assoctated with recurring reporis. The contractor shall recommend a standard report from
its data management system for approval by the government if the information provided by the
report is substantially the same as that required by the CDRL.,

Titl of Deliverable Number | DID Namber | DUPae | g
Draft 30
Prograin Management Plan Afd1 DI-E-01 DACA 3
Finai SDARC
| Program Status Report (PSR) A002 N/A Monthly 3.5.1
Weekly Status Report ADG3 Weekly 352
5 Business
Meeting Agenda AGG4 DIEG2] Days Prior o 36
Megting
3 Busingss
Meeting Minutes ADOS D3-E-003 Davs afier 3.6
Meeting
Document Library Index ADGO NAA Cuarterly 3.7
Data Accession List A7 N/A Quartérly 3.7
Quality System Plan (QSP) AlER DI-E-608 With Proposal 38
f?}()v ermment Fumished Property £000 NZA Daily 10
[ransaction Report § _
5 Business
Site Assessment and Survey Report 3601 DE-D-46G1 Days afier Site 42
Visit
5 Business
Site Instatlation Plan (STP) B002 DLD.ogz | PRSElerTSA 4,
Project
Approval
Decommission Report F003 DI-E-003 A;gg‘g;‘ii’? 452
| - _ , _ As Required by
Configuration Management Plan {CMP) BOG4 311001 Task Order 449 B

Section D — Packaging and Marking

D1 All supplies to be furnished under this contract shall be packed and marked in accordance
with standard commencial practices as defined in ASTM-D-3951 for the packaging of supplies
and equipment. The contractor shall ensure that packaging is sufficient to prevent damsge to
suppiies and that shipping costs are mimimized. The shipping doctmentation shall contain the

following information:
TSA conteact number

List of contenty
Delivery Order number

P oL

Contractor’s name and address
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e, Shipment Date

Section E - Iaspection and Acceptance
E.2  CLAUSES INCORPORATED BY REFERENCE

32.246-4 Inspection of Services — Fixed Priced (AUG 1996}
52.246-5 Inspection of Services - Cost Beimbursement (APR 1984)
52.246-16 Responsibility for Supplics (APR 1984)

E3  CLAUSES INCORPORATED IN FULL

52.246-13 Cenificate of Conformance {Apr 1984}

{a) When authorized in writing by the cognizant Contract Adminisiration Office (CAO), the
Contractor shall ship with a Certificate of Conformance any supphies for which the contruct
would otherwise require inspection at source. In no case shall the Government’s right 1o inspeet
supplies under the inspection provisions of this contract be prejudiced. Shipments of such
supplies will not be made under this contract until use of the Certificate of Conformance has
been authorized in writing by the CAD, or Inspection and aceeptance have occurred,

(b} The Contractor’s sigaed certificate shall be attached to or included on the top copy of the
inspection or receiving report distributed to the payment office or atiached 0 the CAC copy
when contract administration {Block 10 of the I3 Form 230} is performed by the Defense
{Contract Administration Services. In addition, a copy of the signed certificate shall also be
atiached to ov entered on coples of the inspection or receiving report accompanying the
shipimead.

{c) The Government has the right to reject defective supplies or services within a reasonable
time afier delivery by written notification to the Contractor. The Contractor shall in such event
promptly replace, correct, or repair the rejected supplies or services at the Contracior’s expense.

(d) The certificate shall read as follows:

Teertifvthaton  liwertdoel,the

supplies or services called {or by Contract No. vid [Carrierjon
(identify the bill of lading or shipping document| in accordance with all applicable
requirements. | further certify that the supplies or services are of the quality specified and
conform in al! respects with the contract requirements, including specifications, drawings,

preservation, packaging, packing, marking reguirements, and physical item identification
{part number), and are in the quantity shown on this or on the attached accepiance
document.






HETS04-08-RCY1157
Page 38 of 7t

(d) Invoices shall contain the following information:

»  Mailing address for Contractor

» Invpice date and invoice namber

« CLIN, Deseription, quantity, unil of measure, undt price, andd exiended price of
services delivered and accepted by TSA

« The appropriate line of accounting {or invoiced Contract Line Hems

»  Name and address of the Contractor official to whom payment is to be sent {must be
the same as that in the agreement or in a proper notice of assignment}

»  Name (where practicable), title phone number, and mailing address of person to
notify in the event of a defective inveice

»  Taxpayer [dentification Number (TIN)

« Elgctronic funds transfer (EFT) banking information

{¢} Supplemental Invoice Documentation: Contractors shall submit all supplemental
mvaice documentation {¢.g. copies of subcontractor invoices, travel vouchers, ei¢}
sreeessary 10 approve an invoice along with the eriginal invoice. The Contractor invoice
must contain the information stated in the Prompt Pavment Clause in order to be received
and processed by FinCen. Supplemental invoice documentation required for review and
approval of invoices may, at the written direction of the Contracting Gfficer, be
submiited directly to either the Contracting Officer, or the Contracting Officer’s
Technical Representative.

{(fy Payment Statos: Contractors may inquire on the payment status of an invoice by any of the
{otlowing means;
{1} Via the internet: hitpgiwww. fincenuseg i lisesure/PH menu im
{2 Contacting the FinCen Customer Service Scction via telephone at (737) 523-6946
{Voice Option #1). The hours of operation for the Customer Service line ave 8:00 AM 10
5:00 PM Eastern Time, Monday through Friday. However, the Customer Service line has
a voice-mail feature that is available 24 bours per day, 7 days per week.
{3) Via the Pavment Inquiry Form hups:www tincen. uscernil/secuie/ peyment.huo

. 3. Accounting and Appropriation Data
Accounting and appropriation data will be provided with the contract award.

(. 4. Mandatory Information for Electronic Fund Transfer (EFT) Payment ~ Central
Contractor Registration (CCR) (February 2003}

{(a) Method of payment. For any payment 1o be made after June 1, 2001, the Contractor shall
provide EFT information 1o the CCR database, Payments by the TSA under this contract,
including tavoice and contract financing payments, will be made by EFT, except as provided in
naragraph (2)(1). I pavment is made by EFT, the TSA may, &t its option, also forward the
associsted pavment information by electronic transier. As used in this clause, the term "EF T
refers to the funds wansfer and may also include the information transfer.

{1} In the event the TSA 1z unable 1o release one or more payments by EFT, the
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Contractor agrees to either:
(13 Accept payment by check or some other mutually agreeable method of
payment, of
{11} Request the TSA to extend the payment due date until such time as the TSA
can make payment by EXT {but se¢ paragraph {d) of this clause}.

{b) Mandatory subinission of Contractor's EFT information,
{1} The Contractor is required, as s ¢condition o any payment under this confract, to
provide the Central Contractor Registration {(CCR) database with the information
required in the CCR to make payment by EFT. The Contractor may register to the CCR
request the necessary registration forms. The Contractor must have a2 DUNS number to
begin registration, To obtain a DUNS number, call Dun & Bradstreet, Inc. at (800) 234-
3867. In the event that the EFT information changes, the Contractor shall be responsible
for providing the updated information to the CCR database.
(2 If the Contractor has identified multiple pavment receiving poiats (i.¢., more than oo
remittance address and/or EFT information set) in the CCR database, and the Contractor
has not notified the TSA of the payment receiving point apphicable to this contract, the
TNA shall make payvment 1o the first paynent receiving point (EFT information set or
remittance address as applicable} listed in the CCR database,

(¢} Mechanisms for EFT payment. The TSA may make payment by EFT through either an
Automated Clearing House {ACH) subject 10 the banking laws of the United States or the
Federal Rescrve Wire Transfer System at the TSA's option. The rules governing Federal
payments through the ACH are contained in 31 CFR part 210,

{d) Suspension of payment.
{1} Notwithstanding the provisions of any other clause of this contract, the TSA is not
required to make any payment under this contract unti] after the correct EFT payment
information from the Contractor has been provided to the CCR database, No mvoice or
confract financing request shall be deemed 1o be valid, as defined by the Prompt Pavment
Act, unti} correct EFT information is recetved into the CCR database.
{2} Changes made to an existing record in the CCR database will become effective not
later than the 30h dav after receipt in the CCR database. Howewver, the Contracior may
request that no further pavments be made until the changed EFT information is
implementad into the CCR database. If such suspension would result in a Iate payment
under the Prompt Payment clause of this contract, the Contractor's request for suspension
shall extend the due date for payment by the number of davs of the suspension,

{¢y Coniractor EFT arrangements. The Contractor shall designaie a single Hinancial agent capable

of receiving and processing the electronic funds transfer using the EFT methods deseribed in

paragraph {¢} of this clause. The Contractor shall pay all fees and charges for receipt and

processing of transfers.

{6y Liabitity for uncompleted or erroneous transfers,
{13 Tf an uncompleted or erroncous transier accurs because the TSA failed 10 use the
Contractor-provided EFT information in the CCR database in the correct manner, the



HSTSHE-08-R-CT 1157
Page 40 of 71

TSA remains responsible for
{i} making & correct payment,
(i1} paying any prompt payment penalty due, and
(i1} recovening any errongousty directed funds.
{2 If an uncompleted or erronepus tansfer occurs because Contractor-provided EFT
mformaticn in the CCR database was incomect, or was revised within 30 days at the time
of TSA release of the EFT payment transaction instruction to the Federal Reserve
System, and:
{1} If the funds are no {onger under the control of the payment office, the TSA s
deemed o have made payment and the Contractor 35 responsible for recovery of
any erroneously directed funds; or
(i1) If the funds remain under the control of the payment office, the TS A retains
the right 1o either make payment by mail or suspend the payment in accordance
with paragraph (d) of this clanse.

{g} EFT and prompt payment.
(1} A payment shall be deemed to have been made in a timely manner in accordance with
the Prompt Payment ¢lause of this contract if, in the EFT payment transaction instruction
given o the Federal Reserve System, the date specified for settlement of the pavment is
on or before the prompt payment due date, provided the specified pavment date is a valid
date under the rules of the Federal Reserve System.

2} When payment cannot be made by EFT because of incarrect EFT information
provided by the Contractor to the CCR database, no interest penalty is dug after the date
of the uncompleted or erroncous payment transaction, provided that notice of the
defective EFT information is issued 1o the Contractor within 7 days after the TSA is
notified of the defective EFT information,

{h} EFT and assignment of claims. If the Contractor assigns the proceeds of this contract as
provided for in the Assignment of Claims clause of this contract, the Contractor shall require as a
condition of any such assignment, that the assignee shall register in the CCR database and shall
be paid by EFT in accordance with the terms of this clause, In ali respects, the regairements of
this clause shall apply 10 the assignes as if it were the Contracior, EFT information, which shows
the ultimate recipient of the transter to be other than the Contractor, in the absence of a proper
assignment of claims acceptable to the TSA, s incorvect EFT information within the meaning of
paragraph {d} of this clause.

(i} Liability for change of EFT mformation by financial agent. The Contractor agrees that the
Contractor's financial agent may notify the TSA of a change to the routing transit number,
Contractor account number, or account type. The TSA shall use the changed data in accordance
with paragraph (8} (2) of this clause. The Contractor sgrees that the information provided by the
agent is deemed to be correct information as if it were provided by the Contractor. The
Contractor agrees that the agent's notice of changed EFT dats is deemed o be a request by the
Contractor in accordance with paragraph {d {2} that no further payments be made uniil the
changed EFT information is implemented by the payment office. The TSA is not hable for errors
resulting from changes to EFT information made by the Contractor's financial agent,
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{End of clauge)

Section H — Contract Special Terms and Conditions
H-1  Contracting Officer Anthority

In no event shall any anderstanding or agreement between the Contractor and any
Government employee other than the Contracting Officer on any contract, modification,
change order, letter or verbal direction to the Contractor be effective or binding upon the
Government. All such actions must be formaiized by a proper contractual document
executed by an appointed Contracting Officer. The Contractor is hereby put on notice
that in the event a Government empdoyee other than the Contracting Ofticer directs a
change in the work to be performed or increases the scope of the work to be performed,
it is the Contractor's respensibility to make inguiry of the Confracting Officer before
making the deviation. Payments will not be made without being authorized by an
appointed Contracting Officer with the legal authority (o bind the Government.

H-2 Authorized Changes Only By the Contracting Officer

(a3 Except ag specified 1n paragraph (b} below, no order, statement, or conduct of
Government personnel who visit the contractor's {facilities or in any other manner
communicaies with contractor personne! during the performance of this contract shall
constitute a change under the "Changes”™ clause of this contract.

(b} The Contractor shalt not comply with any order, direction or request of Government
personnel unless it is 1ssued in writing and signed by the Contracting Officer, or 18
pursuant to specific authority otherwise included as a part of this contract.

{¢) The Contracting Officer is the only person authorized w approve changes in any of
the reguirernents of this contract and notwithstanding provisions contained elsewhere in
this contract, the said authority remains selely the Contracting Officer’s. In the event the
contractor effects any change at the direction of any person other than the Contracting
Officer, the change will be considered to have besn made without authority and no
adjustment will be made in the contractor price to cover any increase in charges incurred
as a result thereof. The address and telephone number of the Contracting Officer 13

Name: Willam C. Dorwart

Address: Department of Homeland Security
Transporation Security Administration
Gifice of Acquisifion, TSA-25
701 South 27 Street
Arlington, VA 22202
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with this contract, Contractor emplovees shall identily themselves as Contracior employees and
specify the name of the company for which they work for, In all communications with other
Government Contractors in connection with this contract, the Contractor cmployee shall state
that they have no authority to in any way change the contract and that if the other Contractor
believes this communication 1o be a direction to change their contract, they should notify the CO
for that contract and not carry out the direction until a clarification has been issued by the CO.

{¢} The Contractor shall insure that all of its emplovees working on 1his contract wre informed of
ihe substanice of this clause. Nothing 1 this clause shall hmit the Government's right in any way
under any other provision of the contract, inchuding those related 1o the Government’s right to
inspect and accept the services to be performed under this contract, The substance of this clause
shall be included in all subcontracts at any tier.

H.6 Personnel Requirements

Clearances

All personnel shall have appropriate clearances prior to the commencement of work for work
performed at the contractor’s facility. The Contractor will adhere 1o TSA MD 280471 for
subraission of appropriate information before commencement of work., The Govenunent will vet
the Contractor’s personmel if a carrent ¢learance 19 not active. Some Contractor personnel may
access classitied materials; in inds case, the Contractors will require a current SECRET ¢learance,
TSA Personnel Security will review and process all proposed contractor employee clearance
infermation to ensure identification and compliance with security requirements and practices.

Training

This effort requires that all Coniractor personnel have appropriate DHS and TSA training.
Recurring training is also required, usually on an annual schedule. Training includes, but is not
limited to Information Security, Privacy/S81 Palicy and Procedures, TSA Privacy, and Physical
Recurity, The COTR and Program Security Officer will identify specific wraining requirements,

Privacy Training

All contractor personnel shall receive Program privacy training and Department of Homeland
Security privacy training as part of the en-boarding process and thereafier must complete annual
refresher privacy training. In addition, contractor personnel may be required to receive program-
specific role-based privacy training,

SSI Handling

In accordance with 49 U7.85.C. 114{s}, $81 is information obained or developed in the conduet of
security activities, inclding research and development, the disclosure of which TSA has
determined would:
» (onstibite an unwarranted invasion of privacy {including, but not limited o, information
contained in any personnel, medical, or sunilar file),
s Reveal rrade secrets or privileged or confidential information obtained from any persen,
» Be detrmental 1o the security of transportation.
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381 is a specific category of information that requires protection against disclosure, The
governing document that defines the scepe, categorization, handling and disposition of
information deermed SSIEis the 49 Code of Federal Regulations 1520 (hipy ooir ppoaceens.oon ).
Although it is subject to certain legal disclosore limitations, SSI is not classificd national security
wiormation subject to the handling requirements goveraing classified nformation.

All Federal employees and contractor employees possessing S81 are responsible for ensuring that
the information and records containing SSI are safeguarded at all times from disclosure to
unauthorized personnel. When the SSI for which an individual is respongible is not under the
ndividuai’s direct physical control, the individual s responsible for ensuring that it is
safeguarded and protected in such a way that it is not physically or visually accessible w persons
who do not have a need to know, for example: when unattended, SST must be secured in a locked
container or office, or other restricted access area.

Prior to 8 confractor gaining access 10 851, the contractor must mieet the processing requirsments
established by TSA Management Disective (MD) 2800.71.

Seetion SO8

Section 508 of the Rehabilitation Act, as amended by the Workforce Investment Act of 1998
{P.L. 108220 requires that when Federal agencies develop, procure, maintain, or use electronic
and informarion techuology, they must ensure that it is aovessible to people with disabilities.
Federal employees and members of the public who have disabilities must have egual access to
and use of information and data that is comparable fo that enjoyed by non-disabded Federal
employees and members of the public,

All BIT deliverables within this work statzment shall comply with the apphicable technical and
functional performance criteria of Section 308 unless exempt, Specifically, the following
applicable standards have been identified:

36 CFR 119421 — Software Applications and Operating Systems, applies to all EIT software
applications and operating systems procured or developed under this work statement including
byt not lmited to GOTS and COTS software. In addition, this standard is o be applied to Web-
based applications when needed to fulfill the functional perfermance criteria. This standard also
appiies to some Web based applications as described within 36 CFR 1194.22

36 CFR 1194.31 — Functional Performance Criteria, applies to all EIT deliverables regardless of
delivery method. All EIT deliverable shall use technical standards, regaydiess of technology. 1o
fulfill the functional performance criteria.

35 CFR 1194.4] - lnformation Documentation and Support, applies fo all documents, reports, as
well as help and support services. To ensure that documents and reports fulfill the required
“1194.3] Functional Performance Criteria”, they shall comply with the technical standard
associated with Web-based Intranet and Internet Information and Applications at a minitnum, In
addition, any help or support provided in this work statement that offsr telephone support, such
as, but pot limited o, 2 help desk shall have the ability to transmit and receive mesgages using
1Y,
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Exceptions for this work statement have been determined by DHS and only the exceptions
described herein may be applied. Any request for additional exceptions shall be sent to the
COTR and determination will be made in accordance with DHS MDD 4010.2, DHS has identified
the following exceptions that may apply:

36 CFR 1194.2(b} - (COTS/GOTS products), When procuring g product, each agengy shall
procure products which comply with the provisions in this part when such products are gvatiable
1 the commercial markeiplace or when such products are developed in response to a
Governmend solicitation. Agencies cannot ¢laim a product as a whole 1s not commercially
available because na product in the marketplace meets all the standards. If products are
coramercially avatlable that meets some but not all of the standards, the ageney must procure the
product that best meets the standards.

When applying this standard, st procurements of EIT shall have dosumentation of market
rescarch that identify a list of prodncts or services that first meet the agency business needs, and
from that st of products or services, an analysis that the selected product met more of the
accessibility requirements than the non-selected products as required by FAR 39.2. Any selection
of a product or service that meets less aceessibility standards due to a signtficant difficuliy or
expense shall only be permitted under an undue burden claim and requires approval from the
DHS Office on Accessible Systems and Technology (OAST) in accordance with DHS MD
40102,

36 CFR 1194.3() ~ Incidental to Contract, all EXT that is exclusively owned and used by the
contracter to fulfill this work statement does nof require compliance with Section 308, This
exception does not apply 1o any EIT deliverable, service or flem that will be used by any Federal
employee(s) or member{s} of the public. This exception only applies to those contractors
asstgnied to fulfill the obligations of this work statement and for the purposes of this requirement,
are not considered members of the public.

H-7  3.14.6 Pre employment Security Screening of Contractor Employees (July 2004)

A. All employees assigned to work in 8 Transportation Security Administration (TSA)
Facility, inclusive of all airports nationwide, under this contract will be required to
undergo a pre-employment securily screening investigation prior to being permitied to
report to work. The Contractor shall ensure that each employee meets the following
criteria;

13 Contractor emnployees must be US Citizens or Legal Permanent Residents. Only US
{itizens can access TSA's Information Technology (IT) Systems.

2} Contractor employees must undergo a favorable Background Investigation,
a1 The following Background Investigation Security Paperwork must be completed by

the contractor emplovee and ziven to the Contracting Officer’s Technical Representative
(COTRY at least thirty-five (351 davs prior to the employment start date:
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11 Standard Form (SF) 86, Questionnaire for National Security. {The SF R6 is
available at www.opm.gov under standard forms.}
23 Form FD 2358, Fingerprint Cards. (Two (2) original Fingerprint Cards are
required to be completed and signed by the petson taking the fngerprints.
Fingerprinis can be taken by local law enforcement agencies. )
3} TSA Form 2201, Fair Credit Reporting Act Form.
a) The COTR will submit the Background Investigation Security
Paperwork to the TSA Credentialing Program Gifice (CPO). This
subrmission must taks place at least thirty (303 days prior to the
employment start date.

b} When a contractor employee voluntarily or involuntarily leaves his/her employment
under a contract with TSA, the coniractor must obtain and return the contracior
employee’s badge to the COTR on the contractor employee's last day of work at a TSA
factlity, inclusive of all airports nationwide. The COTR will return the contractor
employee’s badge to the Office of Security, Physical Security Division.

B. As stated above, contractor employess requiring staff-like access to TRA facilities on
a recurring basis {more than 14 days per year} must have a favorably adjudicate
fingerprint based criminal history record check, credit check and search of the Office of
Personnel Management, Security/Sultability Investigations Index, priot to being issued a
Permanent TSA Headquarters photo access passes. COTRs should advise the Office of
Security, Physical Security Division, if the contract on which the contractor is working
will tast 94 days or less. Record checks may be conducted prior to or concurrently with a
National Agency Check and Inquiries and Credit (NACIC) investigation. The NACIC is
the minimum investigative standard for TSA contractor employees,

C. Contractor employees requiring temporary facility access for one te fourteen days or
facility maintenance, routine delivery, et require only a fingerprint check and/or
National Crime Information Center (NCIC) records check.

D). A contractor that parficipates in the National Industrial Security Program (NINP) may,
through their COTR certify, in writing, that their emplovees have met the standard
defined in Paragraph B. above,

{End of Clause}

-8 Task Order Procedures

a} Only the Contracting Officer may issuc Task Orders, providing specific authorization or
direction to perform work within the scope of the contract and as specified in the schedule, The
Confractor may incur costs under this contract in the performance of Task Crders and
modifications issued in accordance with this ¢clause. No other costs are authonized urdess
otherwise specified in the contract or expressly authorized by the Conracting Qfficer.

b} Prior to issuing a Task Order, the Contracting Officer will provide the Contractor with the
fellowing data:
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15 A funcuional description of the work identifying the objectives or resulis desired
from the contemplaied Task Order.

2} A request for a Task Plan from the Contractor 1o include the technical approach,
period of performance, appropriale cost information reguired to determine the
reasonableness of the Contractor’s proposal.

¢} Within 10 calendar days after receipt of the Contracting Gfficer’s request, the Condractor shail
submitl a Task Plan conforming to the request,

d} Afrer review and any necessary discussions, the Contracting Officer may issue a Task Order
1o the Contractor containing as a minimum, the following:

1. Date of the order

2. Contract number and order number

3. Appropriation and Accounting Data

4, CLIN{sY & Deseription of Services to Be Performed

5. Place of Delivery/Performance (as applicable)

&, Period of ime in which the services are to be performed, including start and
end dajes

7. Labor categories

8. The estimated price of the Order (FFP or CPAF}

9. A functional description of the work identifving the obiectives or
results desired from the Task Order, meluding special instructions
or other information necessary for performance of the task.

18, Government-Fumnished Information (GFTYGovermment-Furnished
Property (GFP)

e} If the Government approves the Task Plan as submined, the Contracting Officer may sign the
Task Order incorporating the Plan, resulting in a fully executed Task Order. If the Government
disapproves the Task Plan, the Contractor shall negotiate with the Contracting Officer in good
faith for 2 mutually acceptable Plan.

D) If agreement cannot be reached on a Task Plan, the Contracting Officer may unilaterally direct
the Conwractor to begm work on the Task Urder in accordance with the Plan tssued by the

Govemment. Fatlure to agree will constitute a dispute subject to contract clause “CONTRACT
DISPUTES™,

Section 1 — Contract Clauses
I.1 CLAUSES INCORPORATED BY REFERENCE

FAR CLAUSES & PROVISIONS
52.202-1 Defimtions. {(JUL 2004}
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32.203-3 Gramities. [APR 1984}
32.203-3 Covenant Against Contingent Fees, (APR 1954}
§2.203-6 Restrictions on Subcontractor Sales to the Government. (JUL 1995)
32.203-7 Anti-Kickbaek Procedures. (JUL 1095
$2.203-8 Cancellation, Rescission, and Recovery of Funds for Hlegal or Improper Activity, (JAN
1997}
§2.203-10 Price ur Fee Adjusiment for lllegal or Improper Activity. {JAN 1997}
32,203-12 Limuation oo Pavments 1o Influence Certain Federal Transactions. (SEP 2005}
52.204-2 — Secarity Requirements {Aug 1996)
52.204-4 Printed or Copied Double-Sided on Recyeled Paper. {AUG 2000)
2.204-7 Central Contractor Registration. (JUL 2006}
$2.209-6 Protecting the Government's Interest When Subconiracting with Contractors Debarred,
Suspended, or Proposed for Debarment, (JAN 26063}
52.211-5 Material Requirements. (AUG 2060)
Offerer32.215-2 Audit and Records-Negotiation (JUN 1999)
§2.215-8 Order of Precedence — Uniform Contract Formai {QCT 19973
52.215-16 Price Reduction for Defective Cost or Pricing Data (OCT 19973
2.215-12 Subcontractor Cost or Pricing Data (OCT 1997}
32.215-14 Integrity of Unit Prices. (OCT 1997}
52.215-14 Integrity of Untt Prices. (OCT 1997) - Alternate I {OCT 1997}
52.216-7 Allowable Cost and Payment (DEC 20023
§2.216-8 Fixed Fee (MAR 1997)
52.216-18 Ondering (Oct 1995
32.216-22 Indefinite Quantity (OCT 1893)
52.219-8 Utilization of Small Business Concerns. (MAY 2004}
52.219.9 Smatll Business Subcontracting Plan. (APR 2008)
52.215.% ALT 1I - Small Business Subcentracting Plan {OCT, 2001}
52.219-28 Post-Award Small Business Program Representation (June 2007}
52.222-3 Convict Labor. (JUN 2003)
52.222-19 Child Labor - Cooperation with Authorities and Remedies. {JAN 2006}
52.222.20 Walsh-Heuley Public Contracts Act. {DEC 1996}
$2.222.21 Prohibition of Segregated Facilities. (FEB 1999}
52.222-26 Equal Opporizmity, (APR 2002)
§2.222-26 Equal Opportunity, (FEB 1999) - Alternate | (FEB 19%29)
52.222-35 Equal Opportunity for Special Disabled Veterans, Veterans of the Vietnam Era, and
Other Eligible Veterans, (DEC 20613
$2.222-36 Affirmative Action for Workers with Disabilities. (JUN 1698)
52.222-37 Employment Reports on Special Disabled Veterans, Veterans of the Vietnam Fra, and
Other Eligible Veterans. (DEC 2001)
52.222-39 Notification of Emploves Rights Concerning Payment of Union Dues or Fees, (DEC
2004)
82 222-30 Combating Trafficking in Persons (AUG 2067y
52.223-6 Drug-Free Workplace. (MAY 2001)
87%.223-14 Toxic Chemical Release Reporting. {AUG 2003}
32.225-1 Buy American Act - Supplies. {JUN 2003}
52.225.3 Buy American Act - Free Trade Agreements - Israell Trade Act. (JUN 2006}
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§2.225-11 Restrictions on Certain Forelgn Purchases. (FEB 2046
§2.226-1 Utilization of Indian Organizations and Indian-Owned Economic Enterprises. {JUN
2000)
52.227-1 Auwthorization and Consent. (J1H, 1993}
32.227-2 Notice and Assistance Regarding Patent and Copyright Infringement. (AUG 1996)
32.227-14 Rights in Data — General (DEC 26073
$2.229-4 Federal, State, and Local Taxes (State and Local Adjustments), (APR 2003)
52.232-1 Payments. (APR 1984}
52.232-8 Discounts for Prompt Payment. (FEB 2002)
52.232-11 Extras. {APR 1984)
52.232-16 Progress Payments (APR 2003)
52.232-16 AL'T | Progress Payments (APR 2043)
32.232-17 Interest. {JUN 1996}
§2.232-19 Availability of Funds for the Next Fiscal Year. (APR 1984)
52.232-23 Assignment of Claims. (JAN 1986)
52.232-25 Prompt pavment. (OCT 2003}
52.232-33 Payment by Electrenic Funds Transfer - Central Contractor Registration, (QCT 2003)
§2.233-1 Dasputes. (JUL 2002)
52.233-1 Dasputes, (JUL 20023 - Alternate § (DEC 1991)
52.233-3 Protest After Award. (AUG 19943
52.233-4 Applicable Law For Breach Of Contract Claim (OCT 2004}
52.242-3 Penalties For Unallowable Costs (May 2061)
52.242-4 Certification of Final Indirect Costs. (JAN 1987352.242-13 Bankruptey (AUG }9%}
32.242-15 Stop-Work Order (Aug 1989)
52.243-1 Changes - Fixed-Price. (AUG 1987}
2.244-5 Competition 1n Subcontracting. {DEC 1996}
52.244-6 Subcontracts for Commercial ltems (FEB 2006)
52.245.1 Property Records, {APR 19843
52.246-23 Limitation of Liability. (FEB 1997}
52.249-2 Tenmination for Convenience of the Government (Fixed-Price). (MAY 2004
52.249-8 Default (Fixed-Price Supply and Service). (APR 1984)
§2.231-1 Government Supply Sources, {APR 19843
2.253-1 Computer Generated Forms, (JAN 1991}

HSAR CLAUSES

3052.219.70 Small Business Subcontracting Plan Reporting (JUN 2006}
3052 217-93 Subcontracts (USCG) {DEC 2003)

2052.223-70 Handling of Hazardous Material

3052.223-20 Accident and fire reporting (USCGY (DEC 20033
38221170 Index for specifications {(DEC 2003}

3052.242-72 Contracting Officer’s Technical Representative (DEC 2003)

iz CLAUSES INCORPORATED IN ¥ULL

52.216-1 Type of Contract, (APR 1984)
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The Government contemplates award of an Indefimte Delivery, Indefinite Quantity contract with
the ability 1o issue Cost plus Fixed Fee and Firm Fixed Price Task Orders resulting from this
sotigitation,

52.216-19 Order Limitations. (OCT 1595}

{a} Minimum order. When the Government requires supplies or services coverad by this coniract
in an amount of less $500.00 the Governmnent is not obligated to purchase, nor s the Contractor
obligated to furnish, those supplies or services under the contract,

{b) Maximam order. The Contractor is not obligated to honor -
{13 Any order for a single item in excess of $3,000,600;
(2} Any order for a combination of ttems in excess of $30,000,006; or

(3) A series of orders from the same ordering office within {30] days that together call for
guantities excecding the mitation in subparagraph (b){(1) or (2} of this section.

{c) If this is a requirgmments contract (7., includes the Requirements clause af subsection 52.216-
21 of the Federal Acquisition Regulation {FAR)}, the Government is not required to order a part
of any one requirement from the Contractor i that sequirement exceeds the maximum-order
limitations in paragraph (b} of this section,

{d} Notwithstanding paragraphs (b} and (c) of this section, the Contractor shall honor any order
exceeding the maximum order limitations in paragraph (b}, unless that arder (or orders) is
returned to the ordering office within | |days after issuance, wath written notice stating the
Contractor's intent not to ship the item (or items) called for and the reasons, Upon receiving this
notice, the Government may acquire the supplies or services from another source,

(End of clause)

52.217-8 Option to Extend Services. {(NOV 1999

The Government may require continued performance of any serviges within the Iimits and at the
raies specified in the coniract. These rates may be adjusted only gs a result of revisions o
prevailing labor rates provided by (he Secretary of Labor. The option provision may be exercised
more than once, but the fotal extension of performance hereunder shall not exceed 6 months. The
Contracting Officer may exercise the option by written notice to the Contractor within {75 days

of expiration).
{End of claused

52.219-8 Utilization of Small Business Concerns, (MAY 2064
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{a} 11 15 the policy of the United States that small business concerns, veterarn-owned small
Husiness concerns, service-disabled veteran-owned small business concerns, HUBZone
small business concerns, small disadvantaged busincss concerns, and women-owned
small business concerns shall have the maximum practicable opportunity to participate in
performing contracts let by any Federal agency, including contracts and subeontracts for
subsystems, assemblies, components, and related services for major sysiems. It is further
the policy of the United States that its prime contractors esteblish procedures o ensure
the timely payment of amounts due pursuant to the terms of their subcontracty with small
business concerns, veteran-owned small business concerns, service-disabled veteran-
owned small business concerns, HUBZone small business concerns, small disadvantaged
bhusiness congerns, and women-owned smnall business concerns.

(b} The Contractor hereby agrees to carry out thig policy in the awarding of subcontracts
to the fullest extent consistent with efficient contract performance. The Contractor further
agrees 10 cooperate in any studies or surveys as may be conducted by the United States
Small Business Administration or the awarding agency of the United States as may be
necessary to determing the extent of the Contractor's compliance with this clause,

{c} Definitions. As used in this contract -

HUBZone small business concern means a small husiness concern that appears on the List of
Qualified HUBZone Small Business Concerns maintained by the Small Business Administration.

Service-disabled veteran-owned small business conecern -
{1} Means a small business concern -

(1) Mot less than 51 percent of which 13 awned by one or more service-
disabled veterans or, in the case of any publicly owned business, not less
than 51 percent of the stock of which 13 owned by ane or more service-
disabled veterans, and

{ii} The management and daily business operations of which are controlled
by one or more scrvice-disabled veterans or, in the case of a service-
disahled veteran with permanent and severe disability, the spouse or
permanent caregiver of such veteran.

{2y Service-disabled veteran means a veteran, as defined in 38 US.C. 1012}, with
a disability that is service-connected, as defined in 38 LLS.CL 10116},

Small business concern means a small business as defined pursuant to Section 3 of the Small
Business Act and relevant regulations promulgated pursuant thereto.

Small disadvantaged business concern means a small business concem that repregents, as part of
1ts offer that -
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{1} It has received certification as a small disadvantaged businegss concern
consistent with 13 CFR part 124, Subpart B;

{23 Mo material change in disadvantaged ownership and control has occurred
since ils cerfification;

(3) Where the concern is owned by one or more individuals, the net worth of each
individual upon whowm the certification is based does not excecd $730,000 after
taking into account the applicable exclusions set forth at 13 CFR 124, 104(e)2);
and

(4) 1t is identificd, on the date of its representation, as a certified small
disadvantaged business in the database maintained by the Small Business
Administration (PRO-Net).

Yeteran-owned small business concem means a small business concern -

(1) Not less than 31 percent of which i3 owned by one or miore veterans (as
defined at 38 ULS.C. 18142} or, in the case of any publicly owned business, not
lzss than 51 percent of the stock of which 1s owned by one or more veierans; and

(25 The management and daily husiness operativas of which are controlied by one
0T Miote VEterans.

Women-owned small business concern means a small business concemn -

{1} That iz at least 51 percent owned by one or more women, or, in the case of any
publicly owned business, at least 51 percent of the stock of which is owned by
one of more women:, and

{2} Whose management and daily business operations are controlied by one or
MoTe WOInen,

{d) Contractors acting in good faith may rely on written representations by their
subcontractors regarding their status as 8 small business concern, a veteran-owned small
business concern, a service-disabled veteran-owned small business concern, 4 HUBZone
small business concern, a small disadvantaged business concern, or 8 women-owned
small business coneern.

(Engt of clause)
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{End of clause)

52.223-11 Ozone-Depleting Substances (May 20041)
{a) Definition. “Ozone~depleting substance,” as used in this clause, menns any substance the
Environmenial Protection Agency designates in 40 CFR Part 82 as—

{11 Class I, including, but not Bmired 10, chlorefluorocarbons, halons, carbon tetrachioride, and
methyi chioreform; ot

{23y Class 11, including, but not hinsited 1o, hydre chlorofiuorocarbons,
{b) The Contractor shall label products which contain or are manufactured with ozone-depleting

40 CFR Part 82, Subpart I, as follows:

Warning Contains (or manufactured with, applicable) * | a substance(s) which harnd{s)
public health and envirenment by destroying ozone in the upper atmosphere.

+ The Contractor shall insert the name of the substance(s).

(End of clause)

82.252-21 Clanses Incorporated by Reference (Feb 1998)

This contract incorporates one or more clauses by reference, with the same force and effect as
if they were given in full text, Upon request, the Contracting Officer will make their full text
available. Also, the full text of a clause may be accessed electronically ar this/these address(es):
WWW ARNET.GOV/FAR

(End of clause)
3052.204-71 Contractor employee access [JUN 2006)

(@) Sensitive Information as used n this Chapter, means any information, the loss, misuse,
disclosure, or unauthorized access 1o or modification of which conld adversely affect the national
or homeland security interest, ar the conduct of Federal programs, or the privacy fo which
indsviduals are entitled under section 352z of titde 5, United Sfates Code (the Privacy Act), but
which has not been specifically authorized under critena established by an Executive Order or an



HSTSO4-08-R-CT1157
Page 54 0F 71

Act of Congress 1o be kepl secret in the Interest of national defense, homeland security or foreign
policy. This definition Inchudes the following categories of information:

(1) Protected Critical Infrastructure Informanon {PCID as set cut in the Crineal Infrastructare
Information Act of 2002 {Tide i1, Subtitle B, of the Homeland Security Act, Public Law 107-
286, 196 Siat, 2135}, as amended, the implementing regulations thereto {Title 6, Code of Federal
Regulations, Part 29) as amended, the applicable PCH Procedures Manual, as amended, and any
supplemeniary guidance officially communicated by an authorized official of the Department of
Homeland Security (including the PCH Program Manager or his‘her designee);

(2} Sensitive Secwrity Information (881}, as defined in Title 49, Code of Federal Regulations,
Part 1320, as amended, “Policies and Procedures of Safeguarding and Control of 8 81,7 as
amended, and any supplementary guidance officially communicated by an authorized official of
the Department ef Homeland Security {including the Assistant Secretary for the Transportation
Security Admmistration or his/her designee];

{3) Information designated as “For Official Use Only,” which is unclassified information of a
sensitive nature and the unauthorized disclosure of which could adversely impact a person’s
privacy or welfare, the conduct of Federal programs, or other progeams or operations essential to
the national or homeland security inferest; and

{4} Any information that is designated “sensitive” or subject to other controls, safeguards or
protections in accordunce with subsequently adopied homeland security information handling
procedures,

{by “Information Technology Resources™ include, but are not limited to, computer equipmant,
networking equipment, telecommuntications equipment, cabling, netwark drives, computer
drives, network software, compuler software, software programs, intranet sites, and inlernet sites.

(¢} Contractor emnployees working on this contract must complete such forms as may be
necessary for security or other reasons, ncluding the conduct of background investigations to
determine suitability, Comuleted forms shall be submitted as directed by the Contracting Officer,
Upon the Contracting Officer's request, the Contractor's employees shall be fingerprinted, or
subjeet to other investigations as required. All contractor employees reqguiring recurring access o
Government facilities or access 1o sensitive information or IT respurces are required to have a
favorably adindicated background investigation prior to commencing werk on this centract
unless this requirement is waived under Departmemal procedures.

{d} The Contracting Officer may require the contractor 1o prohibit individuals from working on
the contract if the government deems thelr initial or continued employment contrary 1o the public
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interest for any reason, including, but not Hmited to, carclessness, insubordination,
ICoMpEtence, or security concern.

{e} Work under this confract may involve access 1o sensitive information. Therefore, the
Contractor shall not disclose, orally or in writing, any sensitive information to any person unless
augthorized In writing by the Contracting Officer. For those contractor emplovees authorized
access to sensttive information, the contractor shall ensure that these persons receive training
concerning the protection and disclosure of sensitive information both during and after contract
performance,

{f} The Contractor shall include the substance of this clause in all subcontracts at any tier where
the subgontractor may have access o Government facilifies, sensitive information, or resources.

ALTERNATE]

(JUN 2006)

When the contract will require contractor employees (o have access 1o Information Technology
{ITy resources, add the following paragraphs:

{g) Before receiving aceess to T resources under this contract the individual must receive a
security briefing, which the Contracting Otficer’s Techmical Representative (COTR) will
arrange, and complete any noandisclosure agreement famished by DHS.

(h) The contractor shall have access only to those areas of DHS information technology
resources explicitly stated in this contract or approved by the COTR 1p writing as necessary for
performance of the work under this contract. Any aftempts by contractor personnel o gain access
to any imformation technology resources not expressly authorized by the statement of work, othey
terms and conditions in this contract, or as approved in wnting by the COTR, 1s strictly
prohibited. In the event of viclation of this provision, DHS will take appropriate actions with
regard o the contract and the individual{s} involved,

(i} Contractor access o DHS networks from a remote location is a temporary privilege {or
mutual convenience while the contractor performs business for the DHS Component. ltis nota
right, a guarantee of access, a condition of the contract, or Government Furnished Equipment
{GFE}.
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{1} Contractor access will be terminated tor unauthorized use. The contractor agrees to hold and
save DHS harmless from any unauthorized use and agrees not to request additional time or
mengy under the contract for any delays resulting from unauthorized use or access.

(k) Non-ULS, citizens shall not be authorized 10 access or assist in the development, operation,
management or maintenance of Depantment [T systems under the contract, unless a waiver hag
been granted by the Head of the Component or designee, with the concurrence of both the
Department’s Chief Security Officer (C80) and the Chief [nformation Officer (Cl10} or their
designees, Within DHS Headquarters, the waiver may be granted only with the approval of both
the CSO and the ClO or thetr designees. i order tor a waiver to be granied:

{13 The mdividual must be 3 legal permanent resident of the U 8, or a oitizen of Ireland, Israel,
the Republic of the Philippines, or any nation an the Allied Nations List maintained by the
Department of State;

2) There must be a compelling reason for using this individual as opposed to a 1. 8. ¢itizen; and
{3) The watver must be in the best intercst of the Government.

{1) Contraciors shall identify in thelr proposals the names and citizenship of all non-U.S. citizens
propuosed to work under the contract. Any additions or deletions of non-U 8. ¢itizens afier
contract award shall also be reported to the contractng officer.

{End of ¢lause)

Section J- List of Attachments

Contract Data Requirements List {CDORLs)/ Data Item Description{s) (DI1Ds}
Task Order |

Firm Fixed Price Rate Detinition

DI 236 (May or may not be necessary for this contract)

Past Performance Questionnaire

Cost Proposal

2 LA fi tad Bl e

Section K — Representations, Certifications and Other Statement of Offerors
K-1 General Instractions for Use of ORCA

{a} It is the pelicy of the Transportation Security Administration to have offerors complete
annual representations and certifications via the Online Representations and Certifications
Application. Instructions {or aceessing ORCA and completing standard representations and
certifications via ORCA are contained in the provisions below,
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19. 20. 21. 22. 23. 24.
ITEM NO. SCHEDULE OF SUPPLIES/SERVICES QUANTITY | UNIT UNIT PRICE AMOUNT
base period of 12-months from the date of award;
and a 12-month option period.
C. The total value of task order 14 at the
conclusion of the period of performance is
expected to be $37,685,961.00; with a base year
value of $22,571,916.00; and the option year 1
value of $15,114,045.
Period of Performance: 07/20/2011 to 07/19/2012
00001 CLIN 0001, Program Management I( JB _ _

Base Year (July 20, 2011 through July 19, 2012)

The base year total of CLIN 0001, Program

Management is [{S G 2 irdicated below:

CLIN 0001A, General Prog. Mgmt
CLIN 0001B, Site Lead Support
CLIN 0001C, Add'l Site Support
CLIN 0001D, AWT Site Lead Supt
CLIN 0001E, Planning

Accounting Info:

Funded: NN

Continued

5AV101A000D2011SWEO30GE000423006200622CTO-62020000
00000000-251B-TSA DIRECT-DEF. TASK-D

32a. QUANTITY IN COLUMN 21 HAS BEEN

ACCEPTED, AND CONFORMS TO THE CONTRACT, EXCEPT AS

[] RECEIVED [] INSPECTED [ ] NOTED:
32b. SIGNATURE OF AUTHORIZED GOVERNMENT REPRESENTATIVE 32c. DATE 32d. PRINTED NAME AND TITLE OF AUTHORIZED GOVERNMENT REPRESENTATIVE
32e. MAIL NG ADDRESS OF AUTHORIZED GOVERNMENT REPRESENTATIVE 32f. TELEPHONE NUMBER OF AUTHORIZED GOVERNMENT REPRESENTATIVE
32g. E-MA L OF AUTHORIZED GOVERNMENT REPRESENTATIVE
33. SHIP NUMBER 34. VOUCHER NUMBER 35. AMOUNT VERIFIED 36. PAYMENT 37. CHECK NUMBER
CORRECT FOR
[ ] COMPLETE [ JPARTIAL [ ] FINAL
[ ] PARTIAL [ ] FINAL
38. S/R ACCOUNT NUMBER 39. S/R VOUCHER NUMBER  [40. PAID BY
41a.| CERTIFY THIS ACCOUNT IS CORRECT AND PROPER FOR PAYMENT 42a. RECEIVED BY (Print)
41b. SIGNATURE AND TITLE OF CERTIFY NG OFFICER 41c. DATE

42b. RECEIVED AT (Location)

42c. DATE REC'D (YY/MM/DD) 42d. TOTAL CONTAINERS

STANDARD FORM 1449 (REV. 3/2005) BACK
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NAME OF OFFEROR OR CONTRACTOR
Lockheed Martin Corporation (3632)

ITEM NO SUPPLIES/SERVICES QUANTITY |UNIT UNIT PRICE AMOUNT
(A) (B) (C) (D) (E) (F)
00002 CLIN 0002, PSP Integration & Installation Services I(JB
Base Year (July 20, 2011 through July 19, 2012) _ _

The base year total of CLIN 0002, PSP Integration

& Installation Services is _ as

indicated below:

0002A, Design

0002B, Site Preparation

0002C, Shipping

0002D, Equipment Moves

0002E, Rigging

0002F, Rigger's Warehouse
0002G, AWT Design

0002H, AWT Installation

0002I, Ad-Hoc CAD Services
0002J, Checkpoint Design Guide
0002K, Checkpoint Modifications
0002L, Site Prep. Supl. Activity

Accounting Info:
5AV101A000D2011SWEO30GE000423006200622CT0O-62020000
00000000-251B-TSA DIRECT-DEF. TASK-D

Funded: NI

00003 |CLIN 0003, Travel CRE

Base Year (July 20, 2011 through July 19, 2012)

Accounting Info:
5AV112A000D2011SWEO30GE000423006200622CT0O-62020000
00000000-251B-TSA DIRECT-DEF. TASK-D

Funded : (NCHN

00004 CLIN 0004, Fixed - Fee I( JB _ _

Base Year (July 20, 2011 through July 19, 2012)

Accounting Info:
5AV101A000D2011SWEO30GE000423006200622CT0-62020000
00000000-251B-TSA DIRECT-DEF. TASK-D

runded N

Continued

NSN 7540-01-152-8067 OPTIONAL FORM 336 (4-86)
Sponsored by GSA
FAR (48 CFR) 53.110
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PAGE OF
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NAME OF OFFEROR OR CONTRACTOR
Lockheed Martin Corporation (3632)

ITEM NO.
(A)

SUPPLIES/SERVICES
(B)

QUANTITY
(C)

UNIT

(D)

UNIT PRICE
(E)

AMOUNT
(F)

00005

00006

00007

CLIN 0004, Fixed - Fee
Base Year (July 20, 2011 through July 19, 2012)

Accounting Info:
5AV112A000D2011SWEO30GE000423006200622CT0O-62020000
00000000-251B-TSA DIRECT-DEF. TASK-D

Funded : NERN

CLIN 1001, Program Management
Option Year 1 (July 20, 2012 through July 19,
2013)

The option year (1) total of CLIN 1001, Program

Management is [(S G 2s irdicated below:

CLIN 1001A, General Prog. Mgmt
CLIN 1001B, Site Lead Support
CLIN 1001C, Add'l Site Support
CLIN 1001D, AWT Site Lead Supt
CLIN 1001E, Planning

Amount : _(Option Line Item)

07/20/2012

CLIN 1002, PSP Integration & Installation Services
Option Year 1 (July 20, 2012 through July 19,
2013)

The option year (1) total of CLIN 1002, PSP
Integration & Installation Services is

_ as indicated below:

1002A, Design

1002B, Site Preparation
1002C, Shipping

1002D, Equipment Moves
1002E, Rigging

1002F, Rigger's Warehouse
1002G, AWT Design

1002H, AWT Installation
1002I, Ad-Hoc CAD Services
1002J, Checkpoint Design Guide
Continued

I(

JB

JB

JB

NSN 7540-01-152-8067

OPTIONAL FORM 336 (4-86)
Sponsored by GSA
FAR (48 CFR) 53.110
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NAME OF OFFEROR OR CONTRACTOR
Lockheed Martin Corporation (3632)
ITEM NO. SUPPLIES/SERVICES QUANTITY |UNIT UNIT PRICE AMOUNT
(A) (B) (C) (D) (E) (F)
1002K, Checkpoint Modifications
1002L, Site Prep. Supl. Activity-
Amount : _(Option Line Item)
07/20/2012
00008  [CLIN 1003, Travel e DO (b) (4) |
Option Year 1 (July 20, 2012 through July 19,
2013)
Amount : (S NGO (Crtion Line Item)
07/20/2012
00009 |CLIN 1004, Fixed - Fee I DG -

Option Year 1 (July 20, 2011 through July 19,
2012)

Amount : _(Option Line Item)

07/20/2012

The total amount of award: $37,685,961.00. The
obligation for this award is shown in box 26.

NSN 7540-01-152-8067

OPTIONAL FORM 336 (4-86)
Sponsored by GSA
FAR (48 CFR) 53.110
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The Government hereby issues Task Order HSTS04-11-J-CT2096 (TO14) under contract number
HSTS04-09-D-ST2234 to obtain Program Management and Systems Integration Services for the
Passenger Screening Program (PSP) in accordance with Section C, Description/Specs/Work Statement
of the SESI base contract award; and as indicated in the detailed task order statement of work for the
East Region (Attachment 1).

Accordingly, the following applies:

1. Section B - Supplies or Services and Price/Cost
BASE YEAR - EAST REGION (July 20, 2011 through July 19, 2012)
Dual Award

CLIN Description Contract Type uantity | Unit | Unit Price Discount Total
0001 Program Management As Indicated Below JB

0001A General Program Management Support CPFF JB

0001B Site Lead Support CPFF JB

0001C Additional Site Support CPFF JB

0001D AWT Site Lead Support CPFF JB

0001E Planning CPFF JB

0002 PSP Integration & Installation Services As Indicated Below

0002A Design CPFF JB

0002B Site Preparation CPFF JB

0002C Shipping CPFF JB

0002D Equipment Moves CPFF JB

0002E Rigging CPFF JB

0002F Rigger's Warehouse CPFF JB

0002G AWT Design CPFF JB

0002H AWT Installation CPFF JB

00021 Ad-Hoc CAD Services CPFF JB

0002J Checkpoint Design Guide CPFF JB

0002K Checkpoint Modifications CPFF JB

0002L Site Preparation Supplemental Activity CPFF JB

0003 Travel Cost JB

0004 Fixed - Fee JB

Base Year Total (East Region): -j:-
OPTION YEAR 1 - EAST REGION (July 20, 2012 through July 19, 2013)
Dual-Award

CLIN Description Contract Type yantity | Unit Unit Price Discount Total
1001 Program Management As Indicated Below JB

1001A CPFF JB

1001B CPFF JB

1001C CPFF JB

1001D CPFF JB

1001E CPFF JB

1002 PSP Integration & Installation Services As Indicated Below JB

1002A CPFF JB

1002B CPFF JB

1002C CPFF JB

1002D CPFF JB

1002E CPFF JB

1002F CPFF JB

1002G CPFF JB

1002H CPFF JB

1002I CPFF JB

1002J CPFF JB

1002K CPFF JB

1002L CPFF JB

1003 Travel Cost JB

1004 Fixed - Fee JB

Option Year Total (East Region):

ENEN | NG | s |
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(3) The contractor shall submit proper invoices to the address below:
United States Coast Guard Financial Center
TSA Commercial Invoices
P.O. Box 4111
Chesapeake, VA 23326-4111

(4) The COTR is responsible for verifying and certifying that the items or services have been
inspected, accepted, and/or meet the requirements of the award.

(5) Invoices shall contain the following information:

« Mailing address for Contractor

« Invoice date and invoice number

« CLIN, Description, quantity, unit of measure, unit price, and extended price of
services delivered and accepted by TSA

. The appropriate line of accounting for invoiced Contract Line Items

« Name and address of the Contractor official to whom payment is to be sent (must be the
same as that in the agreement or in a proper notice of assignment)

« Name (where practicable), title phone number, and mailing address of person to notify in
the event of a defective invoice

« Taxpayer Identification Number (TIN)

« Electronic funds transfer (EFT) banking information

(6) Supplemental Invoice Documentation: Contractors shall submit all supplemental
invoice documentation (e.g. copies of subcontractor invoices, travel vouchers, etc)
necessary to approve an invoice along with the original invoice. The Contractor invoice
must contain the information stated in the Prompt Payment Clause in order to be received
and processed by FinCen. Supplemental invoice documentation required for review and
approval of invoices may, at the written direction of the Contracting Officer, be submitted
directly to either the Contracting Officer, or the Contracting Officer’s Technical
Representative.

(7) Payment Status: Contractors may inquire on the payment status of an invoice by any of the
following means:
(@) Via the internet: https://www.fincen.uscg.mil/secure/PH_menu.htm
(b) Contacting the FinCen Customer Service Section via telephone at (757) 523-6940
(Voice Option #1). The hours of operation for the Customer Service line are 8:00
AM to 5:00 PM Eastern Time, Monday through Friday. However, the Customer
Service line has a voice-mail feature that is available 24 hours per day, 7 days per
week.
(c) Via the Payment Inquiry Form https://www.fincen.uscg.mil/secure/payment.htm
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c. Accounting and Appropriation Data:

(1) The following Accounting and Appropriation Data is provided:

Base Year (East Region)

PR# 2111201CT2096
Contract Line
Item Number Contract
PR Line Number (CLIN) Description Type Accounting Code
00001 0001 Program CPFF 5AV101A000D2011SWE030GE000423006200
Management 622CT0O-6202000000000000-251B
Funded (PR Line 00001)
00001 0002 PSP Integration CPFF 5AV101A000D2011SWE030GE000423006200
and Installation 622CT0O-6202000000000000-251B
Services Funded: [{SHGHII (PR Line 00001)
00002 0003 Travel Cost 5AV112A000D2011SWEQ30GE000423006200
622CT0O-6202000000000000-251B
Funded (PR Line 00002)
00001 0004 Fixed Fee 5AV101A000D2011SWEQ30GE000423006200
622CT0O-6202000000000000-251B
Funded: (PR Line 00001)
00002 0004 Fixed Fee 5AV112A000D2011SWEQ30GE000423006200
622CT0O-6202000000000000-251B
Funded: [{SYIEHI (PR Line 00002)
TOTAL TASK ORDER 14 AMOUNT
(Base Year): | $22,571,916

5. Section H — Contract Special Terms and Conditions

a. In accordance with FAR 32.705-2(a), the following clause is hereby incorporated by
reference:

52.232-22, LIMITATION OF COST (APR 1984)

b. In accordance with FAR 17.208(g), the following clause is hereby incorporated in full text:

52.217-9, OPTION TO EXTEND THE TERM OF THE CONTRACT (MAR 2000)

(1) The Government may extend the term of this contract by written notice to the Contractor for
a period of one (1) year provided that the Government gives the Contractor a preliminary written
notice of its intent to extend at least sixty (60) days before the contract expires. The preliminary

notice does not commit the Government to an extension.

(2) If the Government exercises this option, the extended contract shall be considered to include

this option clause.

(3) The total duration of this contract, including the exercise of any options under this clause,
shall not exceed two (2) years from the date of contract award.

(End of clause)
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6. The amount of Task Order HSTS04-11-J-CT2096 (TO14) is expected to be $22,571,916 for the base
year and, if the option is exercised, $15,114,045 will be added for a total task order value of
$37,685,961.

7. The terms and conditions of the base IDIQ Contract Number HSTS04-09-D-ST2234 apply to the
award of Task Order, HSTS04-11-J-CT2096 (TO14).

END OF TASK ORDER
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19. 20.
ITEM NO. SCHEDULE OF SUPPLIES/SERVICES

21.
QUANTITY

22.
UNIT

23.
UNIT PRICE

24,
AMOUNT

base period of 12-months from the date of award;

and a 12-month option period.

C. The total value of task order 18 at the
conclusion of the period of performance is
expected to be $34,940,438.00; with a base year
value of $19,645,164.00; and the option year 1
value of $15,295,274.00.

Accounting Info:
5AV101A000D2011SWEO30GE000423006200622CTO-62020000
00000000-251B-TSA DIRECT-DEF. TASK-D

Period of Performance: 07/20/2011 to 07/19/2012

00001 CLIN 0001, Program Management
Base Year (July 20, 2011 through July 19, 2012)

The base year total of CLIN 0001, Program

Management is [S}NCHIEE 2 indicated below:

CLIN 0001A, General Prog. Mgmt
CLIN 0001B, Site Lead Support
CLIN 0001C, Add'l Site Support
CLIN 0001D, AWT Site Lead Supt
CLIN 0001lE, Planning

Continued

JB

32a. QUANTITY IN COLUMN 21 HAS BEEN

ACCEPTED, AND CONFORMS TO THE CONTRACT, EXCEPT AS

[ ] RECEIVED [] INSPECTED [ ] NOTED:

32b. SIGNATURE OF AUTHORIZED GOVERNMENT REPRESENTATIVE 32c. DATE 32d. PRINTED NAME AND TITLE OF AUTHORIZED GOVERNMENT REPRESENTATIVE

32e. MAIL NG ADDRESS OF AUTHORIZED GOVERNMENT REPRESENTATIVE

32f. TELEPHONE NUMBER OF AUTHORIZED GOVERNMENT REPRESENTATIVE

32g. E-MA L OF AUTHORIZED GOVERNMENT REPRESENTATIVE

33. SHIP NUMBER 34. VOUCHER NUMBER 35. AMOUNT VERIFIED 36. PAYMENT 37. CHECK NUMBER
CORRECT FOR
[ ] COMPLETE [ JPARTIAL [ ] FINAL
[ ] PARTIAL [ ] FINAL
38. S/R ACCOUNT NUMBER 39. S/IR VOUCHER NUMBER  |40. PAID BY
41a.| CERTIFY THIS ACCOUNT IS CORRECT AND PROPER FOR PAYMENT 42a. RECEIVED BY (Print)
41b. SIGNATURE AND TITLE OF CERTIFY NG OFFICER 41c. DATE

42b. RECEIVED AT (Location)

42c. DATE REC'D (YY/MM/DD)

42d. TOTAL CONTAINERS

STANDARD FORM 1449 (REV. 3/2005) BACK
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IREFERENCE NO. OF DOCUMENT BEING CONTINUED
HSTS04-09-D-ST2234/HSTS04-11-J-CT2095

PAGE OF

NAME OF OFFEROR OR CONTRACTOR
Lockheed Martin Co

rporation (3632)

ITEM NO.
(A)

SUPPLIES/SERVICES
(B)

QUANTITY

(C)

UNIT
(D)

UNIT PRICE
(E)

AMOUNT
(F)

00002 |CLIN 0002,

Base Year

00023,
0002B,
0002C,
0002D,
0002E,
0002F,
0002G,
0002H,
00021,
00024,
0002K,
0002L,

AWT
AWT

00003 CLIN 0003,

Base Year

00004 |CLIN 0004,

Base Year

00005 CLIN 1001,

2013)

The option
Management

CLIN
CLIN
CLIN
CLIN
CLIN
Continued

The base year total of CLIN 0002,

& Installation Services is _ as

indicated below:

Design

Site Preparation
Shipping

Equipment Moves
Rigging

Rigger's Warehouse

Ad-Hoc CAD Services

Checkpoint Design Guide
Checkpoint Modifications
Site Prep Supl Activity

Option Year 1

10014,
1001B,
1001c,
1001D,
1001E,

PSP Integration & Installation Services
(July 20, 2011 through July 19, 2012)

PSP Integration

Design
Installation

Travel

(July 20, 2011 through July 19, 2012)

Fixed - Fee

(July 20, 2011 through July 19, 2012)

Program Management
(July 20, 2012 through July 19,

year (1) total of CLIN 1001, Program

is _ as indicated below:

General Prog. Mgmt

Site Lead Support
Add'l Site Support
AWT Site Lead Supt
Planning

JB\

I(

JB

JB

.JB

NSN 7540-01-152-8067

Working Copy

OPTIONAL FORM 336 (4-86)
Sponsored by GSA
FAR (48 CFR) 53.110
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PAGE OF

NAME OF OFFEROR OR CONTRACTOR
Lockheed Martin Corporation (3632)

ITEM NO.
(A)

SUPPLIES/SERVICES
(B)

QUANTITY | UNIT UNIT PRICE

(C)

(D) (E)

AMOUNT
(F)

00006

00007

00008

Amount:_(Option Line Item)
07/20/2012

CLIN 1002, PSP Integration & Installation Services
Option Year 1 (July 20, 2012 through July 19,
2013)

The option year (1) total of CLIN 1002, PSP
Integration & Installation Services 1is

DI - dicated below:

10027, Design

1002B, Site Preparation

1002C, Shipping

1002D, Equipment Moves

1002E, Rigging

1002F, Rigger¢s Warehouse
1002G, AWT Design

1002H, AWT Installation

10021, Ad-Hoc CAD Services
10023, Checkpoint Design Guide
1002K, Checkpoint Modifications
1002L, Site Prep Supl Activity
Amount : _(Option Line Item)
07/20/2012

CLIN 1003, Travel
Option Year 1 (July 20, 2012 through July 19,
2013)

Amount : _(Option Line Item)

07/20/2012

CLIN 1004, Fixed - Fee
Option Year 1 (July 20, 2011 through July 19,
2012)

Amount : _(Option Line Item)

07/20/2012

Continued

|( JB

i D

i D

NSN 7540-01-152-8067 Working Copy

OPTIONAL FORM 336 (4-86)
Sponsored by GSA
FAR (48 CFR) 53.110



REFERENCE NO. OF DOCUMENT BEING CONTINUED PAGE OF
CONTINUATION SHEET |y 57504-09-D-5T2234/H5TS04-11-3-CT2095 5 0
NAME OF OFFEROR OR CONTRACTOR
Lockheed Martin Corporation (3632)
ITEM NO. SUPPLIES/SERVICES QUANTITY | UNIT UNIT PRICE AMOUNT
(A) (B) (C) | (D) (E) (F)

The total amount of award: $34,940,438.00. The
obligation for this award is shown in box 26.

NSN 7540-01-152-8067

Working Copy

OPTIONAL FORM 336 (4-86)
Sponsored by GSA
FAR (48 CFR) 53.110
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The Government hereby issues Task Order HSTS04-11-J-CT2095 (TO18) under contract number
HSTS04-09-D-ST2234 to obtain Program Management and Systems Integration Services for the
Passenger Screening Program (PSP) in accordance with Section C, Description/Specs/Work Statement
of the SESI base contract award; and as indicated in the detailed task order statement of work for the
Central Region (Attachment 1).

Accordingly, the following applies:

1. Section B - Suppliesor Servicesand Price/Cost

BASE YEAR —CENTRAL REGION (July 20, 2011 through July 19, 2012)

Dual-Award

CLIN Description Contract Type uantity | Unit Unit Price Discount Total
0001 Program Management As Indicated Below JB
0001A General Program Management Support CPFF JB
0001B Site Lead Support CPFF JB
0001C Additional Site Support CPFF JB
0001D AWT Site Lead Support CPFF JB
0001E Planning CPFF JB
0002 PSP Integration & Installation Services As Indicated Below

0002A Design CPFF JB
0002B Site Preparation CPFF JB
0002C Shipping CPFF JB
0002D Equipment Moves CPFF JB
0002E Rigging CPFF JB
0002F Rigger's Warehouse CPFF JB
0002G AWT Design CPFF JB
0002H AWT Installation CPFF JB
00021 Ad-Hoc CAD Services CPFF JB
0002J Checkpoint Design Guide CPFF JB
0002K Checkpoint Modifications CPFF JB
0002L Site Preparation Supplemental Activity CPFF JB
0003 Travel Cost JB
0004 Fixed - Fee JB

Base Year Total (Central Region): $19,645,164

OPTION YEAR 1- CENTRAL REGION (July 20, 2012 through July 19, 2013)

Dual-Award
CLIN Description Contract Type uantity | Unit Unit Price Discount
1001 Program Management As Indicated Below JB
1001A General Program Management Support CPFF JB
1001B Site Lead Support CPFF JB
1001C Additional Site Support CPFF JB
1001D AWT Site Lead Support CPFF JB
1001E Planning CPFF JB
1002 PSP Integration & Installation Services As Indicated Below JB
1002A Design CPFF JB
10028 Site Preparation CPFF JB
1002C Shipping CPFF JB
1002D Equipment Moves CPFF JB
1002E Rigging CPFF JB
1002F Rigger's Warehouse CPFF JB
1002G AWT Design CPFF JB
1002H AWT Installation CPFF JB
1002I Ad-Hoc CAD Services CPFF JB
1002J Checkpoint Design Guide CPFF JB
1002K Checkpoint Modifications CPFF JB
1002L Site Preparation Supplemental Activity CPFF JB
1003 Travel Cost JB
1004 Fixed - Fee JB

Option Year Total (Central Region): $15,295,274
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Summary Total (Base + Option) — Central Region
Dual-Award
CLIN Description Contract Type uantity | Unit Unit Price Discount
0001 Program Management CPFF JB
0002 PSP Integration & Installation Services CPFF JB
0003 Travel Cost JB
0004 | Fixed - Fee JB
Base + Option Year Combined Total $34,940,438
(Central Region):
2. Section C - Description/SpecsWork Statement
a. The Contractor shall provide all program management and systems integration and installation
services necessary for the deployment of new equipment; removal of existing equipment; and
checkpoint site surveys/design requirements for the Transportation Security Administration’s
(TSA) Passenger Screening Program. All work shall be accomplished at locations that include,
but are not limited to: common carriers, ports and terminals associated with all means of
transportation and commerce.
b. The contractor shall deliver the supplies and/or services in accordance with Section C of Contract
HSTS04-09-D-ST2234, as well as, the attached SOW for the Central Region (Attachment 1).
c. The terms and conditions of Contract HSTS04-09-D-ST2234 apply.
3. Section F —Déliveriesor Performance
The Period of Performance for this Task Order shall be a base year of 12-months from the date of
award; and one 12-month option period.
4. Section G —Contract Administration Data

a. Government Points of Contact:

Contracting Officer

Contract Specialist

Task Order COTR

Technical Lead

IDIQ Contract COTR / Invoices

b. Invoicing:

Susan M essina

(1) Task Order 18 contains cost-plus-fixed-fee (CPFF) and cost reimbursable (CR) CLIN(s). The
CPFF and CR CLIN(s) will be invoiced monthly and will include actual costs and proposed fee,

if applicable.

(2) Attention should be directed to Clause 52.232-25 entitled "Prompt Payment", which is
incorporated into this contract by the applicable general provision in Section I of Contract
HSTS04-09-D-ST2234. Furthermore, this provision shall be read and applied as modified

herein.
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(3) The contractor shall submit proper invoices to the address below:
United States Coast Guard Financial Center
TSA Commercial Invoices
P.O. Box 4111
Chesapeake, VA 23326-4111

(4) The COTR is responsible for verifying and certifying that the items or services have been
inspected, accepted, and/or meet the requirements of the award.

(5) Invoices shall contain the following information:

« Mailing address for Contractor

« Invoice date and invoice number

« CLIN, Description, quantity, unit of measure, unit price, and extended price of
services delivered and accepted by TSA

« The appropriate line of accounting for invoiced Contract Line Items

« Name and address of the Contractor official to whom payment is to be sent (must be the
same as that in the agreement or in a proper notice of assignment)

« Name (where practicable), title phone number, and mailing address of person to notify in
the event of a defective invoice

. Taxpayer Identification Number (TIN)

« Electronic funds transfer (EFT) banking information

(6) Supplemental Invoice Documentation: Contractors shall submit all supplemental
invoice documentation (e.g. copies of subcontractor invoices, travel vouchers, etc)
necessary to approve an invoice along with the original invoice. The Contractor invoice
must contain the information stated in the Prompt Payment Clause in order to be received
and processed by FinCen. Supplemental invoice documentation required for review and
approval of invoices may, at the written direction of the Contracting Officer, be submitted
directly to either the Contracting Officer, or the Contracting Officer’s Technical
Representative.

(7) Payment Status: Contractors may inquire on the payment status of an invoice by any of the
following means:
(a) Via the internet: https://www.fincen.uscg.mil/secure/PH_menu.htm
(b) Contacting the FinCen Customer Service Section via telephone at (757) 523-6940
(Voice Option #1). The hours of operation for the Customer Service line are 8:00
AM to 5:00 PM Eastern Time, Monday through Friday. However, the Customer
Service line has a voice-mail feature that is available 24 hours per day, 7 days per
week.
(c) Via the Payment Inquiry Form https://www.fincen.uscg.mil/secure/payment.htm
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(1) The following Accounting and Appropriation Data is provided:

Base Year (Central Region)

Amount

Accounting Code

PR#2111201CT2095
Contract Line
Item Number Contract
PR Line Number (CLIN) Description Type
00001 0001 Program CPFF
Management
0002 PSP Integration CPFF
and Installation
Services
0003 Travel Cost
0004 Fixed Fee

5AV101A000D2011SWE030GE000423006200
622CT0O-6202000000000000-251B
Funded: $19,645,164 (PR Line 00001)

TOTAL TASK ORDER 18 AMOUNT

(Base Year):

$19,645,164

5. Section H —Contract Special Termsand Conditions

a. In accordance with FAR 32.705-2(a), the following clause is hereby incorporated by
reference:

52.232-22, LIMITATION OF COST (APR 1984)

b. In accordance with FAR 17.208(g), the following clause is hereby incorporated in full text:

52.217-9, OPTION TO EXTEND THE TERM OF THE CONTRACT (MAR 2000)

(1) The Government may extend the term of this contract by written notice to the Contractor for
a period of one (1) year provided that the Government gives the Contractor a preliminary written
notice of its intent to extend at least sixty (60) days before the contract expires. The preliminary
notice does not commit the Government to an extension.
(2) If the Government exercises this option, the extended contract shall be considered to include

this option clause.

(3) The total duration of this contract, including the exercise of any options under this clause,
shall not exceed two (2) years from the date of contract award.

(End of clause)

6. The amount of Task Order HSTS04-11-J-CT2095 (TO18) is expected to be $19,645,164 for the base
year and, if the option is exercised, $15,295,274 will be added for a total task order value of
$34,940,438.

7. The terms and conditions of the base IDIQ Contract Number HSTS04-09-D-ST2234 apply to the
award of Task Order, HSTS04-11-J-CT2095 (TO18).

END OF TASK ORDER
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effort. TSE under test is frequently installed at a number of Federalized Transportation locations throughout the
United States and its territories. As such the contractor may be required to perform System Integration services
at a variety of locations throughout to U.S. ranging from small to large transportation facilities. The number of
installed systems at each location is typically few in number but can range from complex systems to single
stand alone devices. Typically these systems are installed for Operational Field Testing following completion
of qualification tests. These tests are frequently subject to delays, modifications, and even cancellation.

Installation and integration of TSE shall be coordinated to minimize disruptions to host operations and as such
the Contractor may be required to perform work outside of normal business/operation hours (i.e. at night, during
weekends, or other varied non-operational hours) when requested or required by local stakeholders.

4.1.1 Specific Task Order Requirements

To be accomplished in accordance with the general requirements of Statement of Work sections 4.2 through
4.5.3 of Solicitation HSTS02-08-R-CT1157 and related individual awarded contracts. The Contractor is
expected to handle any and all necessary activities to meet the technology installation requirements. This may
include Hazardous Material Abatement, HVAC issues or a variety of other requirements.

Depending on system operation and other factors it is not anticipated SI contractor personnel will be required
on-site during the entire OT&E event however if there’s a potential that failure or significant performance
degradation of the equipment under test could impact host operations negatively the contractor will provide a
single Point of Contact (POC) onsite whenever the equipment is operational. Minimum duties include but not
limited to the following: '

1. Keep local stakeholders and Test Leads informed of system status. Objective is to inform the Test
Lead within 3 minutes and local stake holders within 10 min of any event impacting host operations.

2. Maintaining a contact list of all on-site personnel to include OEM, Prime & Subcontractors
Objective is to contact the appropriate personnel within 3 minutes and, if locally available, having
them on-site within 30 minutes of the beginning of any event impacting host operations.

3. Maintain, provide and execute “Contingency” plans or procedures in the event of equipment failure
or significant performance degradation. Objective is to mitigate, minimize or eliminate impacts to
operations to less than 10 minutes or an interval determined by the COTR or Test Lead.

Depending on system perfohrmance and other factors it is not anticipated that SI contractor personnel will be
required on-site during the entire OT&E period for every test event as such some to all RMA and ILS data
collection shall be performed from the contractors facilities

Specific information concerning test locations and SI Contractor Duties will be provided in the System
Integrator Requirement Summary (SIRS), Attachment A, issued by the COTR. Updated versions or the SIRS
will be provided to the contractor as requirements and schedules change.

4.1.1.1 Advanced Imaging Technology (AIT) Qualified Product List {(QPL) Initial Operational Test and
Evaluation (IOT&E)

The Contractor shall provide systems itegration support mncluding, but not limited to preparing site survey
reports, preliminary and final design work, architectural drawings, permitting, site improvements — including
electrical work and developing temporary remote viewing locations, rigging, logistical support (including
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securing consumables, vendor maintenance, and operator training, as directed by the COTR), schedule
coordination, system acceptance testing, and test bed status monitoring and reporting during the operational
period), engineering analyses (including deployment analyses and reports, RM&A, and ILS assessments over
the test period), data collection, analysis, and reporting — including Quick-look reports and reporting of other
metrics, as directed, and site restoration for AIT passenger screening systems at four separate CAT X/I Airport
security checkpoint sites. At each site, up to three separate security technology systems, each from different
vendors, may be deployed at separate checkpoint locations (one unit per checkpoint, for a total of 12 units
deployed) as part of the IOT&E test bed. Field experiments at each site are scheduled to last 60 days each,
exclusive of site surveys, site preparation, system installation and restoration activities

4.1.1.2 Advanced Technology Qualified Product List (QPL} Initial Operational Test and Evaluation
(IOT&E)

The Contractor shall provide systems integration support (including, but not limited to preparing site survey
reports, preliminary and final design work, architectural drawings, permitting, site improvements — including
electrical work and developing temporary remote view locations, rigging, logistical support (including securing
consumables, vendor maintenance, and operator training, as directed by the COTR), schedule coordination,
system acceptance testing, and test bed status monitoring and reporting during the operational period),
engineering analyses (including deployment analyses, RM&A, and ILS assessments over the test period), test
data collection support and analysis, and site restoration for Next Generation / Advanced Technology
checkpoint carry-on item screening systems at three separate CAT X/ airport security checkpoint sites. At each
site, up to three separate security technology systems, each from different vendors, may be deployed at common
checkpoint locations (three units per checkpoint, for a total of nine units deployed) as part of the IOT&E test
bed. Field experiments at each site are scheduled to last 60 days each, exclusive of site surveys, site
preparation, system installation and restoration activities.

4.1.1.3 Exit Lane Breach Control (ELBC) Limited User Test (LUT). Because of Qualifying Test Resulis
this project was terminated on or before February 28th 2011 — all additional SI activities related to this

system evaluation are no longer required.

4.1.1.4 Shoe Scanner Qualified Product List (QPL) Initial Operational Test and Evaluation (IOT&E)

The Contractor shall provide systems integration support (including, but not limited to preparing site survey
reports, preliminary and final design work, architectural drawings, permitting, site improvements — including
electrical work and developing temporary remote viewing locations, logistical suppert (including securing
consumables, vendor maintenance, and operator training, as directed by the COTR), schedule coordination,
system aceceptance testing, and test bed status monitoring and reporting during the operational period),
engineering analyses (including deployment analyses and reports, RM&A, and ILS assessments over the test
period), test data collection support and analysis, and site restoration for Shoe Scanner passenger screening
systems at three separate CAT X/I aviation security checkpoint sites. At each site, up to three separate security
technology systems, each from different vendors (one unit per checkpoint and three units per airport, for a total
of nine units deployed) part of the IOT&E test bed. Field experiments at each site are scheduled to last 60 days
each, exclusive of site surveys, site preparation, system installation and restoration activities.

4.1.1.5 Automated Wait Time (AWT) Initial Operational Test and Evaluation (IOT&E)
The Contractor shall provide systems integration support, as directed by the COTR, schedule coordination,

system acceptance festing, and test bed status monitoring and reporting during the operational period, provide
engineering analyses (including deployment analyses and reports, RM&A, and TL.S assessments over the test
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period), test data collection support and analysis, and site restoration for Automated Wait Time passenger
screening systems at six CAT X/1, aviation security checkpoint sites. Three CAT X and three CAT I checkpoint
locations. At each site one or more separate security technology systems, each from different vendors, will be
deployed at separate checkpoint locations (one system per checkpoint and three systems per airport, for a total
of nine systems deployed)) as part of the IOT&E test bed. Field evaluations for each site are scheduled to last
45 days each, exclusive of site surveys, site preparation, system installation and restoration activities.

4.1.1.5.1 AWT SCOPE

This scope encompasses the actual sites where TSA plans on testing the AWT systems, as well as the wireless
security requirements that will be used where the site requires a wireless configuration.

4.1.1.5.2 AWT GENERAL REQUIREMENTS

The general requirements given below are the AW testing locations, and the additional requirements related to
wireless security.

4.1.1.5.3 AWT DESIGN

TSA will provide completed construction drawings and specifications for checkpoints in the airports referenced
above that will be finalized at a later date.

4.1.1.5.4 INSTALLATION OF AWT EQUIPMENT

Contractor shall manage and perform installation and integration of all security equipment. For each specified
site, Contractor shall obtain, as required, all necessary approvals, permits, authorizations, etc. required for
providing utilities (power, data cables) and space for the security equipment installation. Installation and
integration of security equipment shall be coordinated to minimize disruptions to airport operations. Contractor
shall perform work outside of normal business/operation hours (i.e. at night, during weekends, or other varied
non-operational hours) when requested by local stakeholders. If alterations of existing facilities, equipment, or
other measures are necessary to complete the installation the Contractor shall be responsible for the full
restoration to pre-installation conditions of the facility, as required by the TSA and local authorities.

Installation activities related to wireless security include, but are not limited to, the following:

¢ Wircless wait time detector installation shall include Wi-Fi Protected Access (WPA)-2 encryption
without Temporary Key Integrity Protocol (TKIP).

o  Mobile spectrum analyzers shall be used in the AW'T system to perform troubleshooting, traffic and
interference analysis, and unauthorized device detection to identify non-WLAN devices that operate
in the same frequency bands the Data Collection Device (DCD) units.

e The Contractor shall ensure that its employees follow all policies and procedures governing physical,
environmental, and information security described in the various TSA regulations pertaining thereto,
good business practices, and the specifications, directives, and manuals for conducting work to
generate the products as required by this contract. Personnel will be responsible for the physical
security of their area and government furnished equipment (GFE) issued to them under the
provisions of the contract.

» The Contractor solution shall follow all current versions of TSA and DHS policies, procedures,
guidelines, and standards including, but not limited to:

o DHS 4300A Sensitive Systems Handbook




SESI Contract Number: HSTS04-09-D-5T2234
Task Order Number: HSTS04-10-J-CT8501 (TO3)
PGOGOT

Page 8 of 14

o TSAMD 1400.3 and IT Security Policy Handbook
o DHS IT Security Architecture Guidance Volumes 1, 2 and 3
o DHS/TSA System Lifecycle (SLC)

4.1.1.5.5 EQUIPMENT MOVES

As part of the move, the Contractor shall perform a security evaluation on the new installation to verify that the
new installation and configuration is compliant with the security requirements listed in Section 4.1.1.5.4.

4.1.1.6 Explosives Trace Detection Qualified Product List (QPL) Initial Operational Test and Evaluation
(IOT&E)

The Contractor shall provide systems integration support (including, but not limited to preparing site survey
reports, preliminary and final design work, architectural drawings, permitting, site improvements — including
electrical work and developing iemporary remote viewing locations, logistical support (including securing
consumables, vendor maintenance, and operator training, as directed by the COTR), rigging, schedule
coordination, system acceptance testing, and test bed status monitoring and reporting over the operational
period), engineering analyses (including deployment analyses and reports, RM&A, and ILS assessments over
the test period), test data collection support and analysis, and site restoration for Explosives Trace Detection
passenger screening systems at six separate CAT X/I airports Each Vendor will provide 5 machines for test
resulting in the installation of 15 systems, across 6 airports, in appropriate locatzons at ether checkpoint and/or
checked baggage security locations.

4.1.1.7 Automated Explosives Detection Systems (AutoEDS) Dual Use Concept Demonstration Limited
User Test (LUT)

The Contractor shall provide systems integration support (including, but not limited to preparing site survey
reports, preliminary and final design work, architectural drawings, permitting, site improvements — including
electrical work and developing temporary remote viewing locations, logistical support (including securing
consumables, vendor maintenance, and operator training, as directed by the COTR), rigging, schedule
coordination, system acceptance testing, and test bed status monitoring and reporting during the operational
period), engineering analyses (including deployment analyses and reports, RM&A, and 11.S assessments over
the test period), test data collection support and analysis, and site restoration for AutoEDS passenger screening
systems at two to five separate CAT III/IV airport security checkpoeint sites. It’s anticipated two of these
airports will require full installation of new systems and the other three will require a swap-out of upgraded
equipment having the same electrical hook-ups, form and fit of the original equipment. Each airport will have
a single screening system deployed. Field evaluations for each site are scheduled to last 30days each, exclusive
of site surveys, site preparation, system installation and restoration activities.

4.1.1.8 Enhanced Metal Detection (EMD) II Initial Operational Test and Evaluation (IOT&E). SI
support related to this system evaluation are no longer required.

4.1.1.9 Explosives Detection System Competltlve Procurement (EDS CP) Initial Operational Test and
Evaluation (IOT&E)

The Contractor shall provide systems integration support (including, but not limited to preparing site survey
reports, preliminary and final design work, architectural drawings, permitting, site improvements - including
electrical work, cabling and other interoperability / telecommunications requirements, and improvements
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necessary for Baggage Handling System integration, logistical support (including securing consumables, vendor
maintenance, and operator training, as directed by the COTR), rigging, schedule coordination, system
acceptance testing, and test bed status monitoring and reporting during the operational period), engineering
analyses (including deployment analyses and reports, RM&A, and ILS assessments over the test period), test
data collection support and analysis, and site restoration for Checked Baggage Inspection Systems at seven
separate airports.. Up to eleven separate security technology systems (EDS), from different vendors, may be
deployed in one or two separate baggage handling facility locations (one EDS system per BHS) for a total of
eleven systems, as part of the IOT&E test bed. EDS will be integrated into the BHS in an operational mode
although not fully multiplexed EDS systems due to incompatible MUX interfaces. Major BHS mechanical
modifications are anticipated for the comparison of automatic alarm data between test units and certified units.
At a minimum, a multiple remote BVS will be required for On Screen Alarm Resolution simulation and level
three baggage resolution. Field experiments are scheduled to last up to 45 days each, exclusive of site surveys,
site preparation, system installation and restoration activities.

4.1.1.9.1 Data Acquisition Equipment

EDS CP OT&E requires the capability to automatically gather bag dimensions and throughput rates as such, the
TSA will require the use of three standardized portable Bag Dimensioning Arrays or BDAs system.

Following programming and acceptance testing these units will be shipped to and installed at ATL, DEN and
SNA. Upon complietion of data collection at ATL and SNA, these two units will be relocated to MHT and ROC
for additional data collection.

These units will be configured and tested at the TSIF where the OEMs will conduct onsite training for field
installation and configuration. If applicable the contractor will assign the appropriate personnel for this training.

s The Standard Baggage Dimensioning Array Configuration are as follows:

o Portable, non-redundant Bag Dimensioning Systems (BDS) for installation at various sites. The
BDS are expected to be fixed speed running mode with tachometer but no photo-eye will be
required. The BDS interface will be serial (belt speed, bag gap, length, width, height and volume)
and will also provide a “Pass/Fail/Status” AC relay interface for “Out-of-Gauge” (OOG) bags to the

control system.

» Each system will consist of:
¢ Two (2) dimensioning heads. (Sensors)
e All cabling will be supplied with Quick disconnects
e No side guard cut outs will be required
¢ A minimum of 54” of belt must be covered
e Maintenance and Operational Manuals
e Maintenance and Configuration Software

= The OEM is to provide three days of onsite support, installation and training. (This will be

conducted at the TSIF.)
¢ Compact industrial data acquisition PCs and Spares as follows:
o 40GB SATA HDD, Minimum Performance Model Celeron M 1 GHz , 1 GB DDR2 RAM

o 1 GB DDR2 SODIMM Memory

o Replacement Batteries
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the test period), test data collection support and analysis, and site restoration for integration and test of two
Analogic SX EDS units, one each in a standalone and fully integrated mode, at DCA and LAS respectively (or
similar CA'T X/I locations), for a total of two units deployed. Field experiments are scheduled to last 60 days
each, exclusive of site surveys, site preparation, system installation and restoration activities.

4.1.1.11 Reveal CT-80 Dual Row Initial Multiplexed Operational Test and Evaluation (I0T&E)

The Contractor shall provide systems integration support (including, but not limited to preparing site survey
reports, preliminary and final design work, architectural drawings, permitting, site improvements — including
electrical work, cabling and other interoperability / telecommunications requirements, and improvements
necessary for Baggage Handling System integration, logistical support {including securing consumables, vendor
maintenance, and operator training, as directed by the COTR), rigging, schedule coordination, system
acceptance testing, and test bed status monitoring and reporting during the operational period), engineering
analyses (including deployment analyses and reports, RM&A, and ILS assessments over the test period), test
data collection support and analysis, and site restoration for integration and test of one Reveal CT-80 Dual Row
system, fully integrated and networked, at ROC (or similar airport). Field experiments are scheduled to last up
to 60 days each, exclusive of site surveys, site preparation, system installation and restoration activities.

4.1.1.12 Checkpoint Improvements

The contractor shall provide systems integration and engineering data collection and analysis support including
site surveys for up to seven screening technologies and installations at three CAT X/1 aviation security
checkpoint sites. Field experiments are scheduled to last up to 60 days each, exclusive of site surveys, system
installation and site preparations.

4.1.1.13 Check Baggage Systems Improvements

The contractor shall provide systems integration and engineering data collection and analysis support including
site surveys for up to seven screening technologies and installations at three CAT X/1 aviation security checked
baggage inspection system sites. Field experiments are scheduled to last up to 60 days each, exclusive of site
surveys, system installation and site preparations.

4.1.1.14 Credential Authentication Technology / Boarding Pass Scanning System (CAT/BPSS)
Operational Test and Evaluation (I0T&E)

The Contractor shall provide systems integration support (including, but not limited to preparing site survey
reports, preliminary and final design work, architectural drawings, permitting, site improvements — including
electrical work, cabling and other interoperability / telecommunications requirements, and improvements
necessary for CAT/BPSS, logistical support (including securing consumables, vendor maintenance, and
operator training, as directed by the COTR), rigging, schedule coordination, system acceptance testing, and test
bed status monitoring and reporting during the operational period), engineering analyses (including deployment
analyses and reports, RM&A, and ILS assessments over the test period), test data collection support and
analysis, and site restoration for integration and test of between 24 & 36 systems fully integrated, at between 8
and 12, yet to be determined, separate Airport security checkpoint sites (three separate systems per airport).
Field experiments are scheduled to last up to 60 days each, exclusive of site surveys, site preparation, system
installation and restoration activities

4.1.1.14.1 Installation of CAT/BPSS Equipment
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Contractor shall manage and perform shipping from the TSIF to the test sites, installation and integration of all
security equipment. For each site, Contractor shall obtain, as required, all necessary approvals, permits,
authorizations, etc. required for providing utilities (power, data cables) and space for the security equipment
installation. Installation and integration of security equipment shall be coordinated to minimize disrupiions to
airport operations. Contractor shall perform work outside of normal business/operation hours (i.e. at night,
during weekends, or other varied non-operational hours) when requested by local stakeholders. If alterations of
existing facilities, equipment, or other measures are necessary to complete the installation the Coniractor shall
be responsible for the full restoration to pre-installation conditions of the facility, as required by the TSA and

local authorities.
Activities related to the CAT/BPSS installation include, but are not limited to, the following:

e Standalone or Handheld Reader ( mery weight 300 1hy per machine, Max Dinensions 307 height x
207 deprh x 287 widih per mochine). Systems have not been selected so dimensions and weights are
subject to change. This equipment should require only standard 110VAC power and no special
installation requirements.

e Spare Batteries and charger (24 to 36 haitery chargery - one per sysiem- ai abowr 10 1hs per unit with
possible dimensions 67 x 37 x 67 per uniz), Systems have not been selected so dimensions and
weights are subject to change.

¢ The Contractor shall ensure that its employees follow all policies and procedures governing physical,
environmental, and information sccurity described in the various TSA regulations pertaining thereto,
good business practices, and the specifications, directives, and manuals for conducting work to
generate the products as required by this contract. Personnel will be responsible for the physical
security of their area and government furnished equipment (GFE) issued to them under the
provisions of the contract.

4,1.1.14.2 EQUIPMENT MOVES

As part of the move, the Contractor shall perform a security evaluation on the new installation to verify that the
new installation and configuration is compliant with applicable security requirements.

4,1.1.15 CTX 9000/9400 Multiplex Server V2 (MUX V2) Upgrade Operational Test and Evaluation
(IOT&E)

The Contractor shall provide systems integration support {including, but not limited to preparing site survey
reports, preliminary and final design work, architectural drawings, permitting, site improvements — including
electrical work, cabling and other interoperability / telecommunications requirements, and improvements
necessary for MUX V2, logistical support ( may include securing consumables, vendor maintenance, and
operator training, as directed by the COTR), rigging, schedule coordination, system acceptance testing, and test
bed status monitoring and reporting during the operational period), engineering analyses (including deployment
analyses and reports, RM&A, and ILS assessments over the test period), test data collection support and
analysis, and site restoration for integration and test of one MUX V2 rack, related equipment and associated
upgrades at Metropolitan Oakland International Airport (OAK). Field experiments at this site will likely last
from 30 to 90 days, exclusive of site surveys, site preparation, system installation and restoration activities.

4.1.1.15.1 Installation of MUX V2 Equipment & Software

Contractor shall manage and perform installation and integration of MUX V2 equipment upgrade. This upgrade
includes installation of one computer equipment rack intended to upgrade existing CTX 9000/9400 EDS
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system’s primary Terminal Resolution Interface (PTRI) to the capability of the CTX 9800 system. The
Contractor shall obtain, as required, all necessary approvals, permits, authorizations, etc. required for providing
utilities (power, data cables) and space for equipment installation. Installation and integration of equipment and
software upgrades shall be coordinated to minimize disruptions to airport operations. Contractor shall perform
work outside of normal business/operation hours (i.e. at night, during weekends, or other varied non-operational
hours) when requested by local stakeholders. If alterations of existing facilities, equipment, or other measures
are necessary to complete the installation the Contractor shall be responsible for the full restoration to pre-
installation conditions of the facility, as required by the TSA and local authorities. These upgrades are mtended
to be permanent as such removal and site restoration are considered unlikely. Existing power, cabling and
HVAC may be suitable and installation of additional capacity may not be required.

Activities related to the MUX-V2 upgrade include, but are not limited to, the following:

Installing the MUX equipment, software and server rack (just ong)

Power - standard 110VAC service is anticipated and existing capacity may be adequate.
HVAC- existing capacity may be adequate.

Primary Terminal Resolution Interface (PTRI) for 8 stations

adb e

Equipment and dimensions are as follows:

Rack enclosure: 837 tall x 24” wide x 40” deep
Battery + UPS (combined): 10.5” tall x 19” wide
3 rain servers (combined): 5.25” tall x 19 *“ wide
1 keyboard: 2” tall x 19” wide

4 switches (combined): 77tall x 19” wide

DR

4.1.1.15.2 EQUIPMENT MOVES

As part of the move, the Contractor shall perform a security evaluation on the new installation to verify that the
new installation and configuration is compliant with applicable security requirements.

5.0 Travel

The Contractor shall travel as tasked in accordance with Solicitation HSTS02-08-R-CT1157 and related
individual awarded contracts. All travel must be approved by the Task Lead no later than three business days
prior to scheduled departure from originating designation. Any unplanned or emergency travel must be
approved by the Task Lead and or COTR at the earliest possible time however the Task Lead or COTR may
disapprove such travel if it deemed unnecessary or not a true emergency,

6.0 Performance Requirements

The Contractor shall be responsible for providing all products and/or services in accordance with Solicitation
HSTS02-08-R-CT1157 and related individual awarded contracts.

The Contractor shall obtain approval from the SEIS COTR for all accumulative, across all SEIS task orders,
Prime and Sub-contractor employee overtime greater than 45 hours per week no later than 7 business days prior
to scheduled work. Any airport related unplanned or emergency overtime, at or under 4 hours per individual
per day and less than 60 hours per week, required to meet test site schedules or objectives must be reported to
the Task Lead and COTR in the Weekly Status Report. All site specific unplanned or emergency overtime
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STATEMENT OF WORK
FOR

ENGINEERING AND INTEGRATION SERVICES
CENTRAL REGION

1.0 BACKGROUND

The Transportation Security Administration (TSA) is charged with the mission of protecting the Nation's
transportation systems to ensure freedom of movement for people and commerce. The mission of TSA’s
Office of Security Technology (OST) is to implement the best security technology solutions to protect the
nation’s transportation systems ensuring freedom of movement for people and commerce.

As a part of these solutions, TSA counters threats to security with technologies and procedures that will
prevent, deter, or render ineffective any attempt to sabotage transportation. Key to the success of this
program is the ability to rapidly integrate new technologies in operational environments in a variety of
locations; as well as redesign, modify, and update security checkpoints to accommodate the new
technologies.

20 SCOPE

The scope of this contract encompasses the system integration needs for deployment and decommission of
new and used Transportation Security Equipment/Attachment (TSE/A) including Furniture, Fixings &
Equipment (FF&E) in support of passenger screening for the Transportation Security Administration
(TSA). The locations are airport checkpoints with the specific airports detailed below. This task order’s
Period of Performance is 4 months from date of award.

3.0 GENERAL REQUIREMENTS

To meet the requirements of the TSA, the Contractor shall provide services as outlined in the SOW
including technology deployment/installation, program management, engineering, engineering analysis,
and integration support for coordination and supervision of TSE/A and FF&E installations. Further, the
Contractor shall provide engineering advice, assistance, and evaluation during conduct of these events; and
planning, coordination, and supervision during equipment removal and site restoration after completion of
installations. The engineering and integration support Contractor shall collaborate with various
stakeholders and equipment suppliers with regard to coordinating all site preparation and installation
activities.

3.1 DESIGN

TSA will provide completed construction drawings and specifications for all of the sites contained in this
SOW. Those sites are listed below. Contractor is required to install equipment and modify the checkpoint
according to the drawings. All construction administration shall be provided by the Contractor,

including permit and final redlines.

The Contractor must perform a site validation to ensure the accuracy of the TSA provided drawings. This
includes an analysis of the airport infrastructure, e.g. electrical loading, floor loading, ingress/egress paths,
design validation (on- site check of design drawings to confirm the design accuracy and feasibility as well
as compatibility with local municipality requirements. The site validation report should contain this
information. Should the drawings be determined to be inaccurate the Contractor is responsible for updating
the drawings appropriately. The Contractor is also responsible for providing all necessary site design
documentation to obtaining permits.
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(all sites and the number of sites are subject to change)

Airport Airport

ORD DTW
CvVG DFW
CMH TUL
IND

3.1.1 SYSTEM INTERGRATION

The Contractor shall plan, establish procedures for, conduct, and document integration of new equipment
and associated processes and procedures, to include site preparations and installation of the security
equipment furnished by the Government. Integrated installations shall be performed in conjunction with
the GFE vendor(s) when directed by the TSA. The Contractor shall integrate and install the GFE security
equipment with existing or new security or screening facilities. The Contractor shall provide engineering
support, field integration and installation personnel as required to perform assigned tasks.

Site preparation activities will be necessary to install the designated security equipment. The Contractor
shall provide the COTR with a data package consisting of a design validation, a cost estimate, and a
statement of work for the construction portion of the work. The Contractor shall oversee the work of its
subcontractor hired to perform site preparation activities to ensure installation and/or decommission is
completed per the schedule and accepted by the customer.

The Contractor shall perform all electrical work as well as any other site preparation/restoration activities
required for equipment installation according to the approved drawings. The Contractor is also responsible
for shipping and rigging activities required to bring in any new technology and decommission existing
technology and debris from the site. If the Contractor is unable to determine whether a portion of the
installation falls under its purview, the Contractor shall request clarification by the contracting officer’s
technical representative (COTR).

The Contractor shall be required to determine and incorporate lead times and durations associated with
each necessary and required work task. This will support the Contractor’s ability to coordinate installation
and decommissioning at each airport in accordance with the Government schedule.

The Contractor is expected to handle any and all necessary activities to meet the technology installation
requirements. This may include Hazardous Material Abatement, HVAC issues or a variety of other
requirements

An airport is a dynamic working environment. The Contractor must account for unforeseen situations that
may arise during various projects that could lead to delays or cost increases. These may include, but are
not limited to, extended badging processes, changes in the national security threat levels, multiple revisions
to Site Implementation Plans (SIP) due to operations, additional permitting requirements (electrical load
studies, floor load studies), delays in drawing approvals by stakeholders, changes in available work hours,
and potential additional TSA reporting requirements.
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Important Note: It is likely that not all of the equipment shown in the TSA provided drawings will be
available for installation. However, the site preparations will still be completed and the existing technology
will be moved into the new positions. The intent of performing full site preparation, as per the drawings, is
to enable TSA to ship and rig the technology into position easily when it does become available. Most
likely the AT and CAT/BPSS technologies will not be available during the performance of this project.

3.1.2 INSTALLATION OF EQUIPMENT

Contractor shall manage and perform installation and integration of all security equipment. For each
specified site, Contractor shall obtain, as required, all necessary approvals, permits, authorizations, etc.
required for providing utilities (power, data cables) and space for the security equipment installation.
Installation and integration of security equipment shall be coordinated to minimize disruptions to airport
operations. Contractor shall perform work outside of normal business/operation hours (i.e. at night, during
weekends, or other varied non-operational hours) when requested by local stakeholders. If alterations of
existing facilities, equipment, or other measures are necessary to complete the installation the Contractor
shall be responsible for the full restoration to pre-installation conditions of the facility, as required by the
TSA and local authorities.

Installation activities include, but are not limited to, the following:

e Project management, including meetings and travel.

e Permitting, Contractor will handle all permitting coordination.

¢ Construction Administration during permitting.

o Shipping of transportation security equipment (TSE) and ancillary equipment.

e Rigging will be the responsibility of the Contractor. A rigging report that identifies
ingress/egress path and structural considerations is required. Uncrating and site clean up should
be included as well as the crating of units being de-installed and shipped back to the TSA
warehouse.

¢ Development of Construction Bid Documents.
e Development of detailed Site Implementation Plan/Schedule.

e Develop and provide local TSA with detailed equipment requirements for order REMAG order
entry.

¢ Purchase/order/assembly of material in support of site modification as required to
install TSE and ancillary equipment as per approved drawings and perform site restoration.

= [nstallation of TSA provided glass. Contractor is responsible for becoming an expert
in KI Glass installation. These glass kits are provided by the TSA in most cases.
There may be cases where an airport insists on the movement or modification of
airport provided glass.

e All utility related site preparation activities necessary to install TSE and associated ancillary
equipment per approved drawings.

¢ Any required hazardous material abatement requirements, HVAC adjustments or other
requirements dictated by an airport authority.

¢ De-installation of existing TSE and shipping of that TSE to TSA Logistics Center.
¢ Final placement of security equipment and associated materials within the checkpoint.
e Coordination with OEM, IV&V Contractors, and all other stake holders to install equipment
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s In the event, because of the new designs, there is a need to de-commission TSE, the contractor
will:

o Perform operation assessments of existing technology in accordance with TSA provided
Decommissioning Checklist. Report submitted to OEM COTR.

o Coordinate OEM de-installation of existing equipment.
o Shipment of the equipment to the TSA warehouse in Grapevine, TX

o OEM approved shipping crates for some TSE may be available from the TSA warehouse for
use in shipping de-commissioned equipment. The contractor will be responsible to ship
these crates to the airport for use in de-commissioning. If crates are not available, the
contractor will be responsible for acquiring crates.

e (Coordinate with the OEM to determine the timing of the Site Acceptance Test

o Facility site restoration and clean-up (exclusive of regular janitorial services).
¢ Removal and disposal of obsolete cables, equipment, and structures where required.
¢ Final punch list creation and execution for site closeout.

e Revision of drawings (“redline” and “as-built™) to be submitted to TSA and Airport Authority
as required.

Contractor shall ensure that any proposed designs and schedules are acceptable to all airport stakeholders.
This coordination should be conducted in conjunction with local TSA staff members and TSA HQ points
of contact.

Contractor shall coordinate with TSA, vendors, local authorities and stakeholders, on specific security
equipment installations taking into account electrical infrastructure, access openings, clearances, floor
ramps, ceiling heights, rigging paths and other physical constraints.

Note: The Contractor should be able to manage airport through the design validation process, permitting
process, site preparation and ultimate final punch list. Finally, the Contractor must understand that no work
should begin at any airport without a notice to proceed from the TSA COTR or Technical Advisor.

3.1.3 RESTORE SITE

At the conclusion of installations the Contractor shall restore the site to the pre-project condition or to a
condition acceptable to all stakeholders. If closed circuit television cameras were installed at a checkpoint
prior to the project the Contractor must ensure that all views post-installation are equal to those of the
previous configuration, preferably without adding cameras. Also any data connectivity already existing
within the checkpoint infrastructure must be installed with any new technology unless specifically directed
otherwise.

3.2 PROGRAM MANAGEMENT

The Contractor shall establish and maintain a formal organization to manage this contract, and any
associated subcontracts. A clear line of project authority shall exist among all organizational elements.
The Contractor shall develop and implement a Management Program to efficiently and effectively execute
the requirements of this contract, and to successfully perform all the activities directed by this SOW. The
Contractor’s management program shall be fully documented in a Program Management Plan (PMP). The
Contractor shall identify the Program Manager who is responsible for accomplishment of all tasks required
by this Statement of Work (SOW), and who is authorized to commit the Contractor’s resources to perform
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the work. The Program Manager shall organize, plan, schedule, implement, control, analyze, and report on
all elements of the contract. The Program Manager shall have resources and authority to ensure efficient
and timely program execution, and shall be the Contractor's focal point for all required program tasks. The
Contractor's Program Manager shall be prepared at all times to present and discuss the status of contract
activities, requirements, and issues. The Program Manager is considered key personnel under this contract.

Program Management costs shall be clearly identified per airport location. Should TSA request
information regarding Program Management costs the Contractor shall be capable of clearly defining
exactly how much is allocated to each airport project.

3.3 SCHEDULE MANAGEMENT

The Contractor shall develop and maintain an Integrated Program schedule. The Contractor shall provide
sufficient detail to demonstrate that the tasked effort is appropriately resourced, thoroughly planned, and
proceeding according to contract requirements. Such schedule(s) shall be consistent with the Contractor’s
PMP and the associated Contract Work Breakdown Schedule (CWBS), and shall be developed using
Microsoft Project software. The schedule(s) shall identify subordinate-tier activities, dependencies
between task activities, and milestones required to demonstrate successful completion of the task. The
schedule(s) shall identify the exit criteria required to satisfy milestone requirements that enable the
Contractor to proceed with follow-on activities. The schedule(s) shall be base lined and updated
periodically, as required.

Required routine reporting on Program schedules and updates shall occur at least monthly, to coincide with
Program Management Reviews. The schedule(s) briefed shall be current as of the date of the reporting
period. Changes to scheduled baseline milestones must be authorized by the Contracting Officer’s
Technical Representative (COTR).

34 RISK MANAGEMENT/ASSESSMENT

The Contractor shall identify cost, schedule and technical risks and describe how it will effectively manage
these risks throughout the performance of this contract. Risks shall be identified and discussed in the
monthly PSR.

The Contractor shall quantify risks with respect to their likelihood of occurrence and their impact on
integration, installation, performance, technical parameters, schedule, and cost. The Contractor shall
identify risks and assign a priority for developing a recommended course of action. The Contractor shall
develop and maintain a risk register identifying, analyzing, and classifying program risks. Program risks
shall be classified as low, medium, or high. The Contractor shall conduct risk mitigation planning for risks
considered medium or high. The Contractor shall provide the status of and mitigation actions for identified
program risks at Program Management Reviews (PMRs) and in the Program Status Reports (PSRs).

3.5 DATA MANAGEMENT

The Contractor shall establish and maintain a library of all formally delivered products under this contract.
Where practical, products maintained in the library shall be maintained in both hardcopy and electronic
formats. The Contractor shall make the products produced under this contract available for Government
review and use.
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3.6 PROGRAM DOCUMENT LIBRARY

The Contractor shall maintain a digital Program Document Library (PDL) that contains all documents/data
generated by the Contractor or provided to the Contractor by the government during the performance of
this contract. The Contractor shall provide authorized government personnel access to the PDL. The list of
documents included in the PDL shall be listed in the Document Library Index (DLI). Documents/data
provided by Government in paper only formats are exempt from digital storage requirement.

3.7 PROGRAM STATUS REPORT

The Contractor shall report on cost, schedule, and technical progress in meeting reviews/status reports.
Monthly Program Status Reports shall address cost, schedule, performance and status of deliverables. The
reports shall address problems/risks in the Contractor’s Contract. The report shall describe the work
accomplished during the reporting period, and discuss problems encountered and corrective action taken,
pending issues and work planned for the next period. In particular, reports shall address the extent to
which any problems or circumstances will cause conflicts with program schedules.

The report shall present information on each project, to include technical progress presented in terms of
performance goals, exit criteria, schedule progress and/or cost impact. Thresholds for variance reporting
shall be established in individual requirements. The report shall specifically address reported elements that
fall outside specified thresholds. The Contractor shall propose a report format. The government will
review and approve the format. Once approved, the Contractor shall submit reports in the approved format.
Cost and schedule performance reporting and baseline reviews will be required for all PMRs. Contractor
will provide Cost and Schedule performance report five (5) business days prior to PMRs.

3.8 PERIODIC REPORTING

The Contractor shall provide data, information, and appropriate reports per the provisions of the basic
contract, or as requested by TSA. The Contractor will also provide at the request of TSA any additional
reports not specified in the provisions of the basic contract at the discretion of TSA. These reports may be
required at regular intervals or on an ad-hoc basis.

To facilitate accomplishment of the Contractor’s work, the Government intends to share with the
Contractor data, information, and reports that it develops. The government does, however, reserve the right
to, at its own discretion and without prior notice to the Contractor, sequester and/or not share with the
Contractor data, information, and reports which may pertain to a test incident or accident, forensics related
to a crime, material which becomes a matter of national security, and other such unforeseen circumstances
or occurrences. All test data and resulting analyses (including, but not limited to, test reports) are the
property of the TSA, and shall not be released without the written approval of the CO.

3.9 QUALITY PROGRAM

The Contractor shall establish, implement and maintain a documented quality system as a means of
assuring compliance with all requirements of the contract. The Contractor shall document the quality
program in a Quality Assurance Plan (QAP) tailored for services. The Contractor shall require that sub-
suppliers have an appropriate documented quality system that controls the quality of the services and
supplies provided.
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3.10 SUBCONTRACTOR MANAGEMENT

The Contractor shall be responsible for managing the quality of work and timeliness of performance
schedules of its subcontractors in the performance of all work under this contract.

3.11 MEETINGS, CONFERENCES, and REVIEWS

Meetings shall be held regularly to ensure effective program management, and efficient and effective
resolution of problems throughout the life of the contract. The types and frequencies of these meetings shall
include, as a minimum, those described in the following subparagraphs. Where practical, at least five (5)
business days before any meeting, the hosting office shall notify the other offices of the time, date, location
and proposed agenda of the meeting.

The Contractor shall conduct meetings and reviews in accordance with the Government approved PMP and
this SOW. The Contractor shall prepare and submit meeting agendas and presentation materials for all
scheduled meetings. The Contractor shall be prepared to substantiate assumptions made and
methodologies used in arriving at recommendations or conclusions. The Contractor shall record meeting
minutes during all meetings. The Contractor shall prepare formal written minutes, accompanied by a
summary of action items and all presentation materials used, for Government approval. Meetings and
reviews shall not be considered finalized until the Government has approved the minutes.

The TSA expect to conduct weekly conference calls for sites with deployment activity ongoing. These
calls will be lead by the PSP Deployment program office. It is the expectation of the government that
contractor’s primary site lead for a given site will be on all conference calls regarding their sites.

3.12 POST-AWARD CONFERENCE

A Post-Award Conference shall be held at a location designated by the Contracting Officer within ten (10)
calendar days after contract award. At the Post-Award Conference, the Contractor shall present their
understanding of the contract and identify any issues or questions about contract execution. The
Government will designate conference attendees and will identify any unique conference support
requirements.

3.13 PROGRAM MANAGEMENT REVIEWS (PMRS)

The Contractor shall conduct monthly PMRs at the Government’s office or the Contractor's facility
beginning with the Post Award Conference. The purpose of the PMRs shall be for the Contractor to present
a detailed contract status, review outstanding action items, review potential and actual performance and
programmatic problem areas, evaluate performance relative to cost ceilings set forth in this contract and
milestones set forth in the Program Schedule, and provide a forum for highlighting activities planned for
the next period. The Contractor shall graph expenditures vs. work effort accomplished by this contract and
summary level, with future projections. Hard copies and electronic copies of presentation materials shall
be made available at the PMR for all participants.

The Contractor shall prepare and submit an agenda for Government review at least five (5) business days
prior to the PMR. The PMR agenda shall include, as a minimum, accomplishments, action items,
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issues/problems, schedule, planned activities, and financial reporting. The Contractor shall prepare and
submit minutes of each PMR to the Government within five (5) business days following the meeting.

4.0 SPECIFIC REQUIREMENTS

The Contractor shall provide the following support. Note that the Contractor should assume that the
electrical infrastructure work will be required. Refer to attached checkpoint design guide (Attachment 4)
for electrical and data specifications required for each technology. The guide is not all inclusive but should
serve as a adequate resource for cost estimating purposes.

The Contractor shall assume for sites with existing Rapiscan AT units, 100% of the lanes with Rapiscan
AT units will have to be moved to accommodate the front-end-conveyor units and AIT installations, and
this may require relocation of electrical and data outlets. For all the other TRX lanes at these locations,
100% of lanes will have to be moved to accomplish full site-prep, and this may require relocation of
electrical and data outlets.

The Contractor shall assume for sites with existing Smiths AT units, 30% of the lanes with Smiths AT units
will have to be moved to accommodate the AIT installations, and this may require relocation of electrical
and data outlets. For all the other TRX lanes at these locations, 100% of lanes will have to be moved to
accomplish full site-prep, and this may require relocation of electrical and data outlets.

In 10% of the checkpoints that work occurs, the existing panel and/or transformer will be determined
inadequate to support the full complement of new technologies and a new panel/transformer will be
required.

Contractor shall assume an average conduit run length of 150ft for new runs only. Conduit typically is
required from the electrical panel as well as the TSA provided IT cabinet to each piece of equipment as
specified in the approved drawings.

The contractor shall perform all services to complete site prep for the for all of the technologies at each of
the airports listed in the SOW. The only new technology that the contractor will have to ship from the TSA
warehouse will be the AIT units, as well as all ancillary equipment needed for the site. All other quantities
of technology given are the estimated current number of units at each airport (all quantities subject to
change). Any or all of these units may need to be moved within the airport to accommodate the new
checkpoint designs. This will include moving of existing TSE and ancillary equipment at each lane to fit
the new design for each airport. The contractor will be responsible for all of these moves. For all of these
units, new electrical and data lines may be required. In some instances there may be equipment that will
need to be de-commissioned as a result of the re-designs. The contractor will be responsible for the de-
commissioning and shipping of any such equipment:

When moving TSE, the Contractor will comply with all OEM guidelines regarding equipment moves
unless directed otherwise by an authorized TSA HQ representative. The Contractor will be responsible for
the physical movement of the equipment to its final installation location as well as contracting an OEM
certified technician to perform the final installation requirements of the specific technology. The payment
of the OEM certified technician will be handled through this contract. Equipment moves may be required
for AT, AIT, ETD, CAT/BPSS, ETP, WTMD, Auto EDS, SOD or any other TSE used by TSA within the
checkpoint area.
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The following sites are locations where Rapiscan AT units were deployed and where it is expected that the
units will require retrofitting such that a front end conveyor and back end viewing monitor will be added.
The necessary electrical infrastructure must be installed and the equipment must be moved in order to
accommodate the additions to the AT unit. This may or may not also lead to relocations of ETD positions
and their associated electrical outlets.

| ORD - 55 existing AT units | CMH — 4 existing AT units |

Below is a listing of technologies to be deployed at each location:
(all sites and quantities subject to change)

Airport/Technology AIT AT BLS CAT/BPSS
ORD 44 55 28 30
installed*
CVG 17 16 9 10
CMH 10 12 8 8
IND L3 project See 4.3 N/A N/A
DTW L3 project See 4.3 N/A N/A
DFW L3 project See 4.3 N/A N/A
TUL L3 project See 4.3 N/A N/A

* 55 AT units are already installed at ORD. Contractor should estimate that 80% may have to be moved.
This could include electrical work.

Note: All figures above are subject to change depending on final designs.

Note 2: The projects above involving L3 are simple projects to move the L3 AIT unit from a secondary
position (post WTMD) to a primary position.

Schedule
The government intends to issue the notice to proceed for all airports listed in this SOW starting 10 davs

after date of award. The contractor should plan their IMS and staffing according to this schedule.

41 ADVANCED IMAGING TECHNOLOGY (AIT) DEPLOYMENT

The Contractor shall perform all services to install Advanced Imaging Technology (AIT). It is important
that the Contractor understand that a separate room is currently required for any AIT technology. Ifa
location within the existing airport infrastructure cannot be located then the Contractor will be required to
construct a room of TSA provided opaque glass. It is the Contractor’s responsibility to understand how to
install the glass as well as install any electrical and data requirements. One TSA glass enclosure can house
two TSOs and two AIT units.

All sites and quantities are subject to change):

ORD 44 CMH 10

CVG 17
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42 ADVANCED TECHNOLOGY (AT) DEPLOYMENT
The contractor shall perform all services to install AT for the CVG and CMH. Estimated quantities listed
in the table in section 4.0. AT units require a dedicated 20 amp circuit.

43 MOVING TO PRIMARY EXISTING ADVANCED IMAGING TECHNOLOGY (AIT)
UNITS

The Contractor shall perform all services to de-install/move/install already deployed Advanced Imaging
Technology (AIT) units at the following airports. These units were previously deployed in a secondary
screening position. The contractor will be required to move all of these units to accommodate the new
checkpoint design which places the units in a primary position. This contractor should assume that this
will require new power and data lines at all locations, and site restoration where the unit was previously
installed. Please refer to section 4.0 of the SOW for information about the TSA process on equipment
moves. Drawings will be provided by TSA for these projects. These are not full site preparations projects.
The intent of these projects is simply to move the L3 AIT units to the primary position.

Airport Units

TUL 2
IND 4
DFW 2
DTW 2

44 ADDITIONAL TECHNOLOGY INFORMATION

The following information is given for information purposes on technology. Some of this information may
not be included in the checkpoint design guide. This information pertains to the technologies referenced in
this SOW.

AIT
The Rapiscan AIT is not in the Checkpoint Design Guide. It requires a 20amp, 120 volt dedicated circuit
installed in existing floor utilizing a recessed poke-thru device. Installation must be flush with floor.

Provide two dedicated data outlets (RJ45-568B) from AIT to the TSA IT cabinet utilizing Cat 6 cable for
connection.

Resolution Room:
Install single data cable provided by AIT manufacturer from AIT to resolution room, up to 100 meters from
AIT.

Provide 20amp, 120 volt duplex receptacle installed in existing floor utilizing a recessed poke-thru device.
Installation must be flush with existing floor.

Provide two dedicated data outlets (RJ45-568B) from Resolution Room back to the TSA IT cabinet
utilizing Cat 6 cable for connection.

BLS
The contractor shall perform all services for full site preparation for Bottle Liquid Scanners (BLS) units.
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Note: The electrical and data specifications for the BLS are not included in the Checkpoint Design Guide.
Please use the same specifications as the ETD technology.

CAT/BPSS
The contractor shall perform all services for full site preparation for Credentials Authentication Technology
/ Boarding Pass Scanning System (CAT/BPSS) units.

Below are the electrical, data and size requirements of the CAT/BPSS that has yet to be awarded. This
information is not included in the Checkpoint Design Guide:

Electrical

The CAT/BPSS unit shall i)operate on commercially available 120 Volts Alternating Current (VAC)
power at 60 hertz (Hz) with up to [J 5% voltage tolerance and [0 3% frequency tolerance, at no more than
20 ampere service.

Networking

The CAT/BPSS interface shall (a) be equipped with at least one (1) USB 2.0 interface ports.
The CAT/BPSS shall (b) contain an RJ-45 Ethernet network interface port.
TSA has a goal (c) that the CAT/BPSS support [Pv4 and [Pv6 networking, with IPv4 enabled as default.

Physical

TSA intends to place the CAT/BPSS at the location of the current Travel Document Checker (TDC)
podiums. As a result, the CAT/BPSS size and weight are expected to be comparable to those of the existing
podiums to limit the impact on the current checkpoint configurations.

Size

TSA has a goal (1) that the footprint of the CAT/BPSS, including all system components required for the
CAT/BPSS to provide the full functionality defined in this procurement specification, be no larger than 50
inches (height) x 20 inches (depth) x 28 inches (width).

TSA has a goal (3)that the total weight of the CAT/BPSS, consisting of any components required for the
CAT/BPSS to provide the full functionality defined in this procurement specification, does not exceed 300
Ibs. for any CAT/BPSS contained in a single, mobile podium or cabinet on casters or wheels.

5. SHIPPING AND RIGGING

Shipping - The Contractor will be responsible for the shipping and rigging of all TSE as well as ancillary
equipment for new equipment installation projects, and for general routine requirements for local TSA
operations at airports around the country for items such as ADA gates, barriers, ETD cabinets, anti-fatigue
mats, etc. Responsibilities include all preparation, packaging (if required), transportation, receipt,
inspection, unpacking, and disposition of all packaging materials in the best interest of the Government.
Crating materials will be disposed of or sent to the warehouse according to TSA direction. TSE shall be
shipped in accordance with the appropriate laws, regulations and shipping requirements including OEM
approved shipping instructions. Government Furnished Property (GFP) will be packaged in approved
OEM crates when transported from the OEM facility or TSA warehouse. Crates for some TSE may be
available for the contractors use at the TSA warchouse. If crates are not available, the contractor will be
responsible for acquiring OEM approved crates for shipping. Shipping shall be FOB Destination, thus the
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Contractor is responsible for any damage to the equipment occurring during shipping from TSA
warehouse.

Prior to any movement and/or shipment of any GFP TSE, the Contractor shall complete a separate DD-
1149 (Government Shipping Document) for each serialized/barcode GFP/TSE. The Contractor shall
submit all completed Government documents to the Government Property Administrator (PA) prior to any
movement and/or shipment.

The Contractor shall coordinate with all affected stakeholders for all GFP shipments/removals. The GFP
TSE will normally be packaged in crates and may require unpacking, repackaging, and/or transfer to
another vehicle prior to delivery to the site. When removing GFP equipment the Contractor shall be
responsible for crating the equipment in the approved OEM crates for shipment to the TSA designated
destination. Equipment shall be removed from the building without damaging airport infrastructure.

Rigging — The Contractor shall provide rigging for movement and placement of new security equipment
within a checkpoint as well as the removal of outgoing security equipment. Rigging is a requirement
during relocation, installation, removal and integration projects. Rigging shall be performed in accordance
with OEM site installation guidelines and local requirements. The Contractor shall coordinate rigging
ingress and egress paths for equipment movement with all affected stakeholders. The Contractor may be
required to coordinate and/or perform a structural analysis of the ingress/egress path at some locations.
The Contractor is responsible for protecting existing infrastructure, disposing or returning crating materials
and restoring the site to the pre-installation conditions. The Contractor is responsible for researching the
requirements stipulated at each individual location with regard to shipping and rigging rules, including
dedicated delivery times, floor protection requirements, etc.

It is important for the Contractor to be aware that a rigger’s warehouse will be required in the majority of
the deployment projects. Equipment will typically be shipped from the TSA warehouse to the rigger’s
warehouse where it will be stored until it is time to rig the equipment onto a truck to be shipped to its final
destination within the airport checkpoint. Typically the rigger’s warehouse will be required for the
duration of the project. It is the Contractor’s responsibility to coordinate for and to pay for this rigger
warehouse. It is also the Contractor’s responsibility to ensure that all equipment and/or ancillary
equipment is removed from the rigger’s warehouse upon the completion of the project in a timely manner.

Rigging for a typical deployment project includes, but is not be limited to, rigging to and from a rigger’s
warehouse to the checkpoint. Work will be performed according to the site implementation plan. The
Contractor shall ensure an OEM certified technician is available for an installation/ de-installation.
Funding of the OEM technician services will be paid through this contract.

Contractor shall document an effort to obtain 3 quotes for both shipping and rigging and maintain these
quotes on file. The Contractor shall show the shipping costs and rigging costs broken out separately per
airport project.

Delivery of equipment shall occur within the timelines established within the site implementation plan.
The Contractor shall make arrangements such that short lead time requirements can be accommodated.
There will be situations where the Contractor must ship equipment and/or ancillary equipment to a location
within 24 to 48 hours. This quick turn-around scenario represents 10-15% of deliveries. These percentages
are provided for cost estimating purposes only and actual percentages may vary.
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For estimating purposes the Contractor should assume that all TSE and associated ancillary equipment
(excluding KI glass which is shipped directly from the manufacturer and paid for directly by the
Government) will be shipped from the TSA warehouse in Grapevine, TX. Only the Bottled Liquid
Scanners will be drop shipped from the manufacturer’s location which will be covered by OEMs.

*ATs will not be shipped from TSA warehouse during 4 month period of performance.

6. ORGANIZATIONAL CONFLICTS OF INTEREST AND PROPRIETARY
INFORMATION

The Contractor shall ensure that personnel are trained and aware of any potential organizational conflicts of

interest and actively safeguard proprietary information for the vendor.

7. TRAVEL

Contractor personnel shall travel as needed to accomplish work directed by this SOW. Work locations will
primarily be at various transportation sites and other locations throughout the continental United States but
may include other non-continental United States locations. The Contractor shall not be reimbursed for any
unauthorized travel.

The Government will reimburse the Contractor only for travel and per diem costs incurred in the
performance of this contract. Reimbursement will be at cost only and in accordance with Federal Travel
Regulations of the Federal Government. The Government will not reimburse the Contractor for travel
costs incurred in-the replacement of personnel when such replacement is accomplished for the Contractor’s
or employee’s convenience. The Contractor shall report all travel on a per airport basis.

It is the Governments expectation that the contractor assigned site leads at each location will be on-site to
manage the location. Telecommuting for site leads is not an acceptable practice.

8. DELIVERABLES

Each work product shall be submitted in draft for Government review and approval before preparation of
the final deliverable. Development or preparation schedules and Government review periods shall be as
defined in this contract. Written deliverables, charts, graphs, schedules, spreadsheets, analytic products,
and databases will be developed using the Microsoft Office family of applications, or other standard
commercial tools and applications if approved for use by the COTR. No proprietary tools, software, or
applications shall be used unless approved by the COTR. All deliverables shall be delivered in both
electronic and hard copy formats, and once approved by the government placed in the program library per
3.6.

9. GOVERNMENT FURNISHED PROPERTY

The Government may provide Government Furnished Property in the form of information, data,
documents, equipment or applications to the Contractor for use in providing defined services. The
Contractor shall implement a GFP management system which shall record, label, track and report all GFP
provided under any resulting contract. The Contractor shall be required to support periodic Government
audit of all GFP and shall provide monthly reports of GFP as part of the PMRs. The Contractor shall not
dispose of any GFP for any reason without the express written permission of the CO.
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Monthly Status Reports Monthly Sufficiently address cost, schedule, and 37
performance

. Once with Sufficiently addresses compliance with
Quality Systems Plan updates all contract and SOW requirements 3.9
Meeting minutes and Ad-Hoc Agendas will be submitted 5 days in 311
agendas advance of the meeting '
Program Management Monthly Provide sufficient detail of contract

3 A 3.13
Reviews status, action items, cost, and schedule

The above CDRLs list is not all inclusive. Other deliverables may be required by the Program Office or
per the overall contract

14. Performance Standards

Data Management —
establish, maintain, provide
critical documents &
drawings produced for this

92% Maintained and

Random Sampling:

3.7 contract IAW TSA Accurate Records in the Data
approved Configuration Exceeds Rating: 97% | Management System.
Management Plan; system
is updated every 3rd day or
sooner.
gustolm?' Satisfaction - No more than 2 valid 100% Inspection:

4.3.2 Sesu s rom customer’s complaints | Customer Complaints
implementation of the duri
SEIP. uring a month. and Surveys
Schedule Management
performed in IJAW
paragraph 3.2; provided to
3733 & the COTR & PM weekly 90% On Time and
’ 3’ 3'1 (day of week TBD); data is | Accurate 100 % Inspection

- accurate; used TSA Exceeds Rating: 95%
approved format and
includes a comprehensive
risk register.

Plan for Each Installation
and Operation of
Equipment - developed 93% On Time,
42,421, |IAW CDRL 008 STDO- Approved and 100% Inspection
422 SE-001 to include SOW Complete

requirements; provided on
time; meets all
requirements for TSA

Exceeds Rating: 96%
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approval within 30 days of
date received; includes
considerations identified in
Paragraph 4.5 of this SOW.
Site Preparation performed
[IAW TSA approved Site .
Installation Plan. All site | 96% On Time, R? ndom Sarr.lp ling:
. Site Installation Plan
43.43 1 preparation shall be Approved and compared to actual
T completed with 3 days of | Complete ffort at ti P
agreed schedule with no Exceeds Rating: 98% cttort at ime o
rework required due to completion.
Contractor error.
Site Installation performed
as defined by the TSA
approved Site Installation .
Plan. Equipment shall be | 96% On Time, l;a nciom ?larr'lp l"ll)%'
44,4.4.1, installed within 3 working | Approved and Ite nStz ation la n
442,443 | days of time designated by | Complete c?f{n pared to ac;ua
the contractor/government | Exceeds Rating: 98% ctfort at time o
agreed schedule with no completion.
rework required due to
Contractor error.
Site Restoration performed
as defined by the TSA
approved Site Installation
Plan. Restoration Random Sampling:
completed within 3 96% Site Installation Plan
44.7 working days of time E ds Rating: 98% compared to actual
designated by the xceeds Rating: 7870 effort at time of
contractor/government completion.
agreed schedule with no
rework required due to
Contractor error.
First Pass — 88%
Second Pass — 92%
444 Testing/iSAT - Pass Test | Third Pass — 98% 100 % Inspection
Exceeds Rating: First
Pass — 93%

c. The terms and conditions of Contract HSTS04-09-D-ST2234 apply.

3. Section F — Deliveries or Performance

The Period of Performance for this Task Order shall be four (4) months from the date of award.
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To be accomplished in accordance with the general requirements of Statement of Work sections 4.2 through
4.5.3 of Solicitation HSTS02-08-R-CT1157 and related individual awarded contracts. The Contractor is
expected to handle any and all necessary activities to meet the technology installation requirements. This may
include Hazardous Material Abatement, HVAC issues or a variety of other requirements.

4.1.1.1 Advanced Imaging Technology (AIT) Qualified Product List (QPL) Initial Operational Test and
Evaluation (JOT&E). The Contractor shall provide systems integration support (including, but not limited to
preparing site survey reports, preliminary and final design work, architectural drawings, permitting, site
improvements — including electrical work and developing temporary remote viewing locations, rigging,

“logistical support (including securing consumables, vendor maintenance, and operator training, as directed by
the COTR), schedule coordination, system acceptance testing, and test bed status monitoring and reporting
during the operational period), engineering analyses (including deployment analyses and reports, RM&A, and
ILS assessments over the test period), data collection, analysis, and reporting — including Quick-look reports
and reporting of other metrics, as directed, and site restoration for AIT passenger screening systems at four
separate CAT X/I Airport security checkpoint sites. At each site, up to three separate security technology
systems, each from different vendors, may be deployed at separate checkpoint locations (one unit per
checkpoint, for a total of 12 units deployed) as part of the IOT&E test bed. Field experiments at each site are
scheduled to last 60 days each, exclusive of site surveys, site preparation, system installation and restoration
activities. Task Order required data collection will occur during the OT&FE period unless the evaluation is
terminated early. Depending on system performance and other factors contractor personnel may not be required
on-site during the entire OT&E period as such some to all data collection may be performed from the
contractors facilitics

4.1.1.2 Advanced Technology Qualified Product List (QPL) Initial Operational Test and Evaluation
(IOT&E). The Contractor shall provide systems integration support {including, but not limited to preparing
site survey reports, preliminary and final design work, architectural drawings, permitting, site improvements —
including electrical work and developing temporary remote view locations, rigging, logistical support (including
securing consumables, vendor maintenance, and operator training, as directed by the COTR), schedule
coordination, system acceptance testing, and test bed status monitoring and reporting during the operational
period), engineering analyses (including deployment analyses, RM&A, and 1L.S assessments over the test
period), test data collection support and analysis, and site restoration for Next Generation / Advanced
Technology checkpoint carry-on item screening systems at three separate CAT X/1 airport security checkpoint
sites. At each site, up to three separate security technology systems, each from different vendors, may be
deployed at common checkpoint locations (three units per checkpoint, for a total of nine units deployed) as part
of the JOT&E test bed. Field experiments at each site are scheduled to last 60 days each, exclusive of site
surveys, site preparation, system installation and restoration activities. Task Order required data collection will
occur during the OT&E period unless the evaluation is terminated early. Depending on system performance
and other factors contractor personnel may not be required on-site during the entire OT&E period as such some
or all data collection may be performed from the contractors facilities

4.1.1.3 Exit Lane Breach Control (ELBC) Limited User Test (LUT). The Contractor shall provide systems
integration support (including, but not limited to preparing update existing site survey reports, confirm system
provider preliminary and final design work, architectural drawings, permitting, confirm system provider site
improvements — including electrical work and developing temporary remote viewing locations, rigging,
logistical support (including securing consumables, vendor maintenance, and operator training, as directed by
the COTR), schedule coordination, system acceptance testing, and test bed status monitoring and reporting
during the operational period), engineering analyses (including deployment analyses and reports, RM&A, and
ILS assessments over the test period), test data collection support and analysis, and site restoration for Exit Lane
Breach Control systems at multiple locations contained within two separate airport sites (DFW and SEA). At
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- each site, up to two each separate security technology systems, each from different vendors, may be deployed at
separate locations (one system per exit lane, for a total of four systems deployed) as part of the IOT&E test bed.
Field evaluations for each site are scheduled to last 30 days each, exclusive of site surveys, site preparation,
system installation and restoration activities and includes configuration audits, Site Acceptance Testing,
workmanship Quality checks to IPC/WHMA-A Standards and As-Built Drawing verification. The OEM may
provide shipping, rigging and perform most if not all of system specific installation work, depending on the
conditions of their final contract(s) as such the contractor shall coordinate with them and the Airport
stakeholders to ensure complete installation. Each Airport has the option to keep the system following OT&E as
a result removal and site restoration may not be required. In addition to the four airport exit lanes the contractor
may be required to provide similar system integration support services at TSA’s Test Facility (TSIF) located at
Reagan National Airport (DCA) for preliminary system evaluation prior to installation at SEA and DFW. Task
Order required data collection will extend 30 days beyond the 30 day OT&E period unless the evaluation is
terminated early. Depending on system performance and other factors contractor personnel may not be required
on-site during the entire OT&E period as such some or all data collection may be performed from the
contractor's facilities

4,1.1.4 Shoe Scanner Qualified Product List (QPL) Initial Operational Test and Evaluation (IOT&E).
The Contractor shall provide systems integration support (including, but not limited to preparing site survey
reports, preliminary and final design work, architectural drawings, permitting, site improvements — including
electrical work and developing temporary remote viewing locations, logistical support (including securing
consumables, vendor maintenance, and operator training, as directed by the COTR), schedule coordination,
system acceptance testing, and test bed status monitoring and reporting during the operational period),
engineering analyses (including deployment analyses and reports, RM&A, and 1LS assessments over the test
period), test data collection support and analysis, and site restoration for Shoe Scanner passenger screening
systems at three separate CAT X/I aviation security checkpoint sites. At each site, up to three separate security
technology systems, each {rom different vendors (one unit per checkpoint and three umits per airport, for a total
of nine units deployed) part of the IOT&E test bed. Field experiments at each site are scheduled to last 60 days
each, exclusive of site surveys, site preparation, system installation and restoration activities. Task Order
required data collection will occur during the OT&E period unless the evaluation is terminated early.
Depending on system performance and other factors contractor personnel may not be required on-site during the
entire OT&E period as such some or all data collection may be performed from the contractors facilities

4.1.1.5 Automated Wait Time (AWT) Initial Operational Test and Evaluation (IOT&E). The Contractor
shall provide systems integration support, as directed by the COTR, schedule coordination, system acceptance
testing, and test bed status monitoring and reporting during the operational period, provide engineering analyses
(including deployment analyses and reports, RM&A, and ILS assessments over the test period), test data
collection support and analysis, and site restoration for Automated Wait Time passenger screening systems at
six CAT X/I, aviation security checkpoint sites. Three CAT X and three CAT I checkpoint locations. At each
site one or more separate security technology systems, each from different vendors, will be deployed at separate
checkpoint locations (one system per checkpoint and three systems per airport, for a total of nine systems
deployed)) as part of the IOT&E test bed. Field evaluations for each site are scheduled to last 45 days each,
exclusive of site surveys, site preparation, system installation and restoration activities. Task Order required
data collection will occur during the OT&E period unless the evaluation is terminated early, Depending on
system performance and other factors contractor personnel may not be required on-site during the entire OT&E -
period as such some or all data collection may be performed from the contractors facilities

4.1.1.5.1 AWT SCOPE
This scope encompasses the actual sites where TSA plans on testing the AWT systems, as well as the wireless
security requirements that will be used where the site requires a wireless configuration.
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4.1.1.5.2 AWT GENERAL REQUIREMENTS
The general requirements given below are the AWT testing locations, and the additional requirements related to
wireless security.

4.1.1.5.3 AWT DESIGN
TSA will provide completed construction drawings and specifications for checkpoints in the airports referenced

above that will be finalized at a later date.

4.1.1.5.4 INSTALLATION OF AWT EQUIPMENT

Contractor shall manage and perform installation and integration of all security equipment. For each specified
site, Contractor shall obtain, as required, all necessary approvals, permits, authorizations, etc. required for
providing utilities (power, data cables) and space for the security equipment installation. Installation and
integration of security equipment shall be coordinated to minimize disruptions to airport operations. Contractor
shall perform work outside of normal business/operation hours (i.c. at night, during weekends, or other varied
non-operational hours) when requested by local stakeholders. If alterations of existing facilities, equipment, or
other measures are necessary to complete the installation the Contractor shall be responsible for the full
restoration to pre-installation conditions of the facility, as required by the TSA and local authorities.

Installation activities related to wireless security include, but are not limited to, the following:

¢  Wireless wait time detector installation shall include Wi-Fi Protected Access (WPA)-2 encryption
without Temporary Key Integrity Protocol (TKIP).

» Mobile spectrum analyzers shall be used in the AWT system to perform troubleshooting, traffic and
interference analysis, and unauthorized device detection to identify non-WLAN devices that operate
in the same frequency bands the Data Collection Device (DCD) units.

» The Contractor shall ensure that its employees follow all policies and procedures governing physical,
environmental, and information security described in the various TSA regulations pertaining thereto,
good business practices, and the specifications, directives, and manuals for conducting work to
generate the products as required by this contract. Personnel will be responsible for the physical
security of their area and government furnished equipment (GFE) issued to them under the
provisions of the contract. .

* The Contractor solution shall follow all current versions of TSA and DHS policies, procedures,
guidelines, and standards including, but not limited to:

o DHS 4300A Sensitive Systems Handbook

o TSA MD 1400.3 and IT Security Policy Handbook
o DHS IT Security Architecture Guidance Volumes 1, 2 and 3
o DHS/TSA System Lifecycle (SLC)

4.1.1.5.5 EQUIPMENT MOVES
As part of the move, the Contractor shall perform a security evaluation on the new installation to verify that the
new installation and configuration is compliant with the security requirements listed in Section 4.1.1.5.4,

4,1.1.6 Explosives Trace Detection Qualified Product List (QPL) Initial Operational Test and Evaluation
(OT&E). The Contractor shall provide systems integration support (including, but not limited to preparing
site survey reports, preliminary and final design work, architectural drawings, permitting, site improvements —
including electrical work and developing temporary remote viewing locations, logistical support (including
securing consumables, vendor maintenance, and operator training, as directed by the COTR), rigging, schedule
coordination, system acceptance testing, and test bed status monitoring and reporting over the operational
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period), engineering analyses (including deployment analyses and reports, RM&A, and ILS assessments over
the test period), test data collection support and analysis, and site restoration for Explosives Trace Detection
passenger screening systems at six separate CAT X/1 airports. Each Vendor will provide 5 machines for test
resulting in the installation of 15 systems, across 6 airports, in appropriate locations at ether checkpoint and/or
checked baggage security locations.. Task order required data collection will occur during the OT&E period
unless the evaluation is terminated early. Due to the simplicity of the technology it is not anticipated contractor
personnel will be required on-site during the entire OT&E period and that data collection will be performed
from the contractors facilities.

4.1.1.7 Automated Explosives Detection Systems (AutoEDS) Dual Use Concept Demonstration Limited
User Test (LUT). The Contractor shall provide systems integration support (including, but not limited to
preparing site survey reports, preliminary and final design work, architectural drawings, permitting, site
improvements — including elecirical work and developing temporary remote viewing locations, logistical
support (including securing consumables, vendor maintenance, and operator training, as directed by the COTR),
rigging, schedule coordination, system acceptance testing, and test bed status monitoring and reporting during
the operational period), engineering analyses (including deployment analyses and reports, RM&A, and ILS
assessments over the test period), test data collection support and analysis, and site restoration for AutoEDS
passenger screening systems at two separate CAT III/IV airport security checkpoint sites. Each airport will
have a single vendor screening system deployed. As part of the OT&E test bed. Field evaluations for each site
are scheduled to last 30days each, exclusive of site surveys, site preparation, system installation and restoration
activities. Task Order required data collection will extend 30 days beyond the 30 day OT&E period unless the
evaluation is terminated early. It is not anticipated contractor personnel will be required on-site following the
OT&E period and that data collection will be performed from the contractors facilities.

4.1.1.8 Enhanced Metal Detection (EMD) IT Initial Operational Test and Evaluation (IOT&E). The
Contractor shall provide systems integration support (including, but not limited to preparing site survey reports,
preliminary and final design work, architectural drawings, permitting, site improvements — including electrical
work and developing temporary remote viewing locations, logistical support (including securing consumables,
vendor maintenance, and operator training, as directed by the COTR), rigging, schedule coordination, system
acceptance testing, and test bed status monitoring and reporting during the operational period), engineering
analyses (including deployment analyses and reports, RM&A, and ILS assessments over the test period), test
data collection support and analysis, and site restoration for EMD 11 passenger screening systems at three
separate CAT X/I aviation security checkpoint sites. Up to three separate security technology systems, each
from different vendors, may be deployed at separate checkpoint locations (one unit per checkpoint) as part of
the IOT&E test bed. Field experiments at each site are scheduled to last 60 days each, exclusive of site surveys,
site preparation, system installation and restoration activities. Task Order required data collection will occur
during the OT&E period unless the evaluation is terminated early. Depending on system performance and other
factors contractor personnel may not be required on-site during the entire OT&E period as such some or all data
collection may be performed from the contractors facilities

4.1.1.9 Checked Baggage Inspection Systems (CBIS) Initial Operational Test and Evaluation (IOT&EK).
The Contractor shall provide systems integration support (including, but not limited to preparing site survey
reports, preliminary and final design work, architectural drawings, permitting, site improvements — including
electrical work, cabling and other interoperability / telecommunications requirements, and improvements
necessary for Baggage Handling System integration, logistical support (including securing consumables, vendor
maintenance, and operator training, as directed by the COTR), rigging, schedule coordination, system
acceptance testing, and test bed status monitoring and reporting during the operational period), engineering
analyses (including deployment analyses and reports, RM&A, and ILS assessments over the test period), test
data collection support and analysis, and site restoration for Checked Baggage Inspection Systems at seven
separate airports (BOI, TPA, ATL, DFW, DEN, MDT, SFO). Up to eleven separate security technology
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systems (EDS), from different vendors, may be deployed in one or two separate baggage handling facility
locations {one EDS system per BHS) for a total of eleven systems, as part of the [OT&E test bed. EDS will be
integrated into the BHS in an operational mode although not fully multiplexed EDS systems due to
incompatible MUX interfaces. Major BHS mechanical modifications are anticipated for the comparison of
automatic alarm data between test units and certified units. At a minimum, a multiple remote BVS will be
required for On Screen Alarm Resolution simulation and level three baggage resolution. Field experiments are
scheduled to last up to 45 days each, exclusive of site surveys, site preparation, system installation and
restoration activities. Task Order required data collection will occur during the OT&E period unless the
evaluation is terminated early. Depending on system performance and other factors contractor personnel may
not be required on-site during the entire OT&E period as such some or all data collection may be performed
from the contractors facilities

4.1.1.10 Analogic SX Initial Operational Test and Evaluation (IOT&E). The Contractor shall provide
systems integration support (including, but not limited to preparing site survey reports, preliminary and final
design work, architectural drawings, permitting, site improvements — including electrical work, cabling and
other interoperability / telecommunications requirements, and improvements necessary for Baggage Handling
System / airport lobby integration, logistical support (including securing consumables, vendor maintenance, and
operator training, as directed by the COTR), rigging, schedule coordination, system acceptance testing, and test
bed status monitoring and reporting during the operational period), engineering analyses (including deployment
analyses and reports, RM&A, and ILS assessments over the test period), test data collection support and
analysis, and site restoration for integration and test of two Analogic SX EDS units, one each in a standalone
and fully integrated mode, at DCA and LAS respectively (or similar CAT X/1 locations), for a total of two units
deployed. Field experiments are scheduled to last 60 days each, exclusive of site surveys, site preparation,
system installation and restoration activities. Task Order required data collection will occur during the OT&E
period unless the evaluation is terminated early. Depending on system performance and other factors contractor
personnel may not be required on-site during the entire OT&E period as such some or all data collection may be
performed from the contractors facilities

4.1.1.11 Reveal CT-80 Dual Row Initial Multiplexed Operational Test and Evaluation (IOT&E). The
Contractor shall provide systems integration support (including, but not limited to preparing site survey reports,
preliminary and final design work, architectural drawings, permitting, site improvements — including electrical
work, cabling and other interoperability / telecommunications requirements, and improvements necessary for
Baggage Handling System integration, logistical support (including securing consumables, vendor maintenance,
and operator training, as directed by the COTR), rigging, schedule coordination, sysiem acceptance testing, and
test bed status monitoring and reporting during the operational period), engineering analyses (including
deployment analyses and reports, RM&A, and ILS assessments over the test period), test data collection support
and analysis, and site restoration for integration and test of one Reveal CT-80 Dual Row system, fully
integrated and networked, at ROC (or similar airport). Field experiments are scheduled to last up to 60 days
each, exclusive of site surveys, site preparation, system installation and restoration activities. Task Order
required data collection will occur during the OT&E period unless the evaluation is terminated early.
Depending on system performance and other factors contractor personnel may not be required on-site during the
entire OT&E period as such some or all data collection may be performed from the contractors facilities

4.1.1.12 Checkpoint Improvements. The contractor shall provide systems integration and engineering data
collection and analysis support including site surveys for up to four screening technologies and installations at
three CAT X/T aviation security checkpoint sites. Field experiments are scheduled to last up to 60 days each,
exclusive of site surveys, system installation and site preparations. Task Order required data collection will
occur during the OT&E period unless the evaluation is terminated early. Depending on system performance
and other factors contractor personnel may not be required on-site during the entire OT&E period as such some
or all data collection may be performed from the contractors facilities
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4.1.1.13 Check Baggage Systems Improvements. The contractor shall provide systems integration and
engineering data collection and analysis support including site surveys for up to four screening technologies and
installations at three CAT X/I aviation security checked baggage inspection system sites. Field experiments are
scheduled to last up to 60 days each, exclusive of site surveys, system installation and site preparations. Task
Order required data collection will occur during the OT&E period unless the evaluation is terminated early.
Depending on system performance and other factors contractor personnel may not be required on-site during the
entire OT&E period as such some or all data collection may be performed from the contractors facilities

4.1.1.14 Credential Authentication Technology / Boarding Pass Scanning System (CAT/BPSS)
Operational Test and Evaluation (IOT&E). The Contractor shall provide systems integration support
(including, but not limited to preparing site survey reports, preliminary and final design work, architectural
drawings, permitting, site improvements — including electrical work, cabling and other interoperability /
telecommunications requirements, and improvements necessary for CAT/BPSS, logistical support (including
securing consumables, vendor maintenance, and operator training, as directed by the COTR), rigging, schedule
coordination, system acceptance testing, and test bed status monitoring and reporting during the operational
period), engimeering analyses (including deployment analyses and reports, RM&A, and ILS assessments over
the test period), test data collection support and analysis, and site restoration for integration and test of between
24 & 36 systems fully integrated, at between 8 and 12, yet to be determined, separate Airport security
checkpoint sites (three separate systems per airport). Field experiments are scheduled to last up to 60 days each,
exclusive of site surveys, site preparation, system installation and restoration activities. Task Order required
data collection will occur during the OT&E period unless the evaluation is terminated early. Depending on
system performance and other factors contractor personnel may not be required on-site during the entire OT&E
period as such some or all data collection may be performed from the contractors facilities

4.1.1.14.1 Installation of CAT/BPSS Equipment

Contractor shall manage and perform shipping from the TSIF to the test sites, installation and integration of all
security equipment. For each site, Contractor shall obtain, as required, all necessary approvals, permits,
authorizations, etc. required for providing utilities (power, data cables) and space for the security equipment
installation. Installation and integration of security equipment shall be coordinated to minimize disruptions to
airport operations. Contractor shall perform work outside of normal business/operation hours (i.e. at night,
during weekends, or other varied non-operational hours) when requested by local stakeholders. If alterations of
existing facilities, equipment, or other measures are necessary to complete the installation the Contractor shall
be responsible for the full restoration to pre-installation conditions of the facility, as required by the TSA and
local authorities.

Activities related to the CAT/BPSS installation include, but are not limited to, the following:

¢ Standalone or Handheld Reader ( i sweight 200 ihs per machine. Meax Dimensions 307 height v
207 depth x 287 widih per machine). Systems have not been selected so dimensions and weights are
subject to change. This equipment should require only standard 110VAC power and no special
mstallation requirements.

o Spare Batteries and charger (24 to 36 batrery chargers - one per svsteni- al about 1 1bs per unit wirh
possible dimensions 67 x 57 x 67 per unir). Systems have not been selected so dimensions and
weights are subject to change.

e The Contractor shall ensure that its employees follow all policies and procedures governing physical,
environmental, and information security described in the various TSA regulations pertaining thereto,
good business practices, and the specifications, directives, and manuals for conducting work to
generate the products as required by this contract, Personnel will be responsible for the physical
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security of their area and government furnished equipment (GFE) issued to them under the
provisions of the contract.

4.1.1.14.2 EQUIPMENT MOVES
As part of the move, the Contractor shall perform a security evaluation on the new installation to verify that the
new installation and configuration is compliant with applicable security requirements.

4.1.1.15 CTX 9000/9400 Multiplex Server V2 (MUX V2) Upgrade Operational Test and Evaluation
(IOT&E).

The Contractor shall provide systems integration support (including, but not limited to preparing site survey
reports, preliminary and final design work, architectural drawings, permitting, site improvements — including
electrical work, cabling and other interoperability / telecommunications requirements, and improvements
necessary for MUX V2, logistical support ( may include securing consumables, vendor maintenance, and
operator training, as directed by the COTR), rigging, schedule coordination, system acceptance testing, and test
bed status monitoring and reporting during the operational period), engineering analyses (including deployment
analyses and reports, RM&A, and ILS assessments over the test period), test data collection support and
analysis, and site restoration for integration and test of one MUX V2 rack, related equipment and associated
upgrades at Metropolitan Oakland International Airport (OAK). Field experiments at this site will likely last
from 30 to 90 days, exclusive of site surveys, site preparation, system installation and restoration activities.
Task Order required data collection will occur during the OT&E period unless the evaluation is terminated
early. Due to the nature of the system it is not anticipated that contractor personnel will be required on-site
during OT&E as such all data collection should be performed from the contractors facilities unless directed to
do otherwise by the COTR.

4.1.1.15.1 Installation of MUX V2 Equipment & Software

Contractor shall manage and perform installation and integration of MUX V2 equipment upgrade. This upgrade
includes installation of one computer equipment rack intended to upgrade existing CTX 9000/9400 EDS
system’s primary Terminal Resolution Interface (PTRI) to the capability of the CTX 9800 system. The
Contractor shall obtain, as required, all necessary approvals, permits, authorizations, etc. required for providing
utilities (power, data cables) and space for equipment installation. Installation and integration of equipment and
software upgrades shall be coordinated to minimize disruptions to airport operations. Contractor shall perform
work outside of normal business/operation hours (i.c. at night, during weekends, or other varied non-operational
hours) when requested by local stakeholders. If alterations of existing facilities, equipment, or other measures
are necessary to complete the installation the Contractor shall be responsible for the full restoration to pre-
installation conditions of the facility, as required by the TSA and local authorities. These upgrades are intended
to be permanent as such removal and site restoration are considered unlikely. Existing power, cabling and
HVAC may be suitable and installation of additional capacity may not be required.

Activities related to the MUX-V2 upgrade include, but are not limited to, the following:

Installing the MUX equipment, software and server rack (just one)

Power — standard 110VAC service is anticipated and existing capacity may be adequate,
HVAC- existing capacity may be adequate.

Primary Terminal Resolution Interface (PTRI) for 8 stations

Rl A

Equipment and dimensions are as follows:

1. Rack enclosure: 83" tall x 24” wide x 40” deep
2. Battery + UPS (combined): 10.5” tall x 19” wide
3. 3 rain servers (combined): 5.25” tall x 19 “ wide
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4. 1 keyboard: 2” tall x 19” wide
5. 4 switches (combined): 7tall x 197 wide

4.1.1.152  EQUIPMENT MOVES
As part of the move, the Contractor shall perform a security evaluation on the new installation to verify that the
new installation and configuration is compliant with applicable security requirements.

5.0 Travel

The Contractor shall travel as tasked in accordance with Solicitation HSTS02-08-R-CT1157 and related
individual awarded contracts. All travel must be approved by the Task Lead no later than three business days
prior to scheduled departure from originating designation. Any unplanned or emergency travel must be
approved by the Task Lead and or COTR at the earliest possible time however the Task Lead or COTR may
disapprove such travel if it deemed unnecessary or not a truc emergency.

6.0 Performance Requirements

The Contractor shall be responsible for providing all products and/or services in accordance with Solicitation
HSTS02-08-R-CT1157 and related individual awarded contracts,

The Contractor shall obtain approval from the SEIS COTR for all accumulative, across all SEIS task orders,
Prime and Sub-contractor employee overtime greater than 45 hours per week no later than 7 business days prior
to scheduled work. Any airport related unplanned or emergency overtime, at or under 4 hours per individual
per day and lfess than 60 hours per week, required to meet test site schedules or objectives must be reported to
the Task Lead and COTR in the Weekly Status Report. All site specific unplanned or emergency overtime
greater than 4 hours per person per day shall be reported to the Task Lead the following day unless otherwise
directed.

7.0 Deliverables

The Contractor shall submit all deliverable products in accordance with Solicitation HSTS02-08-R-CT1157 and
related individual awarded contracts.

Section E - Inspection and Acceptance

Supplies/services will be inspected/accepted at:

CLIN INSPECT AT INSPECT BY ACCEPT AT ACCEPT BY
0001 N/A N/A N/A Government
0002 N/A N/A N/A Government
0003 N/A N/A N/A Government
0004 N/A N/A N/A Government

Section F — Deliveries or Performance

The Period of Performance for this Task Order shall be twelve (12) months from the date of award.












