
SOLJCITATIONJCONT RACT/ORDER FOR COMMERCIA L ITEMS 11. P.EOUfSITION KlB.tea\ ___ _ J~· OF 

OFFEROR TO COMPlETC BLOCKS 11, 17, 23, 24, & 30 CT2021/07T006/Fh~M049 ·I 80 
2. C:ONll<ACI NO. 
!IS7S01-09-D-OS0900 SSIJE CATE 5FFEC TIVE DATE 

13· AWARD/ r ORDER ._UMBER 

02 /08/2012 HSTS01-12-J-OTT004 
r· SOUCITATION .'IUMOCfl r~ i;ou(..11 A I l<:N 

...... -....... 
t i..TC.1--.-.. • .-.. ... .- lYI'"' ... .-"" 

1

a. crrm cui: l1ATt:JLuCAL rn"i: 7. FOR SOLICI TATION 

~ 
IN<> «'tea "111•) 

INFORMATION CALL: I (b)(6) I I (b)(6) I 
9. IS5UCU f::l'f CCDE 1::rn 10. Tl':IS /\CQUISITION IS w mJw1o:;11{tC: I ~:J OR C SETASIOE. ·~'OR: 

Cfficc of AcquisiU..cn C m>'.l .L BUSlf\lf:SS 
WOMC:·~·OW.~t;~ SMALL t:iU!.ilNt::SS 

0 (WCSOJ i:uu:uu. UNOtH · 111: WOLlE'l-OW.'IEO 

701 s 12'I'H ST!l.EET n ... IJeZCNE S.\l .. ll S M.A.I I t"ltlHIN)•SSl-Jl•Ul(;H.4l.1 
NAICS. 

P.RLI!\<:TON 'IP.. 20 5 98 BUSINESS C F:GONONllCAl..LV Olf:ACiVNl?"AGEO 

Q SER'llCE O!SN!L.!!O 
WOMF."l~OlAl'Nf.'O $MALL OUSINCS.S 

VETERN-1 OVJNEO 
(~OW('~<;A) SIZE ST >J'IDAAO: 

SW>ll 3USINESS :::J 8:.-.J 

-- --- -· ·-" ·- - ~ . . - . -- , .•. 
fl t 3a. -:11f5CONTHACI l<; A 

-
-ION UNLESS BLOCK :S :-le': 31) 
MAAl<EC RATED OROiJ< UM~H 14. \'IQT'kOD OF SOLICIT.'\T;ON 
i&1 s: e SCl-iEDULE CPAS (15 Cf.:{ /CC) 

OR•Q D 1Fe :::J RFP 

15. JE- IVER TO CCOE I HS. ACJ\'11''.JJ~ 11:.Rl::.Ol:f< CODE )01 

~l t.:.l tipl.c Ocs ti:'..ation.:; Human Capital & Finani::e 
701 s :. n:::: S1'REF.T 
ART.TNG'T'C~ '.fA ?. IJ598 

17a . CCNTAAC-OR: COC£ AC.5/.5<?373 I F~~I 18'1 PAYUF.>IT .Mll ElE MAO[ OY COL:!: trsAl 
O»tROH 

Lo::khccc'. Mc.rt in Servi,:·~~ · Lnco.cyond ... ed GS Cea st G·..:.ard Financial Cf!nt.E;r 

Att:i.: I (b)(6) I 'T'SA Commercial Invoices 
70 ~ N 1 .. reneri ck Ave P .O. Box 4111 

Gai '::hcrsburg >ID 208793328 Chesapeake VA .?.Jl?.7 -ll : 11 

1\il.IYHONC NO. 856- 48t5156 
-- -·· 0' 7b. CHECK IF REMITTA.'ICE'. IS i'.lfl'FelF.Ni ANl: PllT SliCH /Vl"--Rl'.SS JN O'TDl 18b. SUEl\l, T nwo.ces -o .. DORESS SHOW'! JN BLOCK . 8> LNl.ESS 8loa< ea.ow 

IS C"tECJ(EO ns:e AOOE..CUM 

1n 2C. 21. 22. 23. 2<. 
ITFMHO SCli!J):JlC or SUf'f'·_J;,~·s1:fN1CES OU.AA TIOY UNIT UNIT PR:Ce MtOLNT 

Tax : o NJITber: 52-1813509 
DUNS Nurnb.;r: 80 5258373 
PRs used on th:. s Task OrdAr: ?.11 no2c1 202 :. , 
21122 020TT006, 21l 220 2HFU-!0 4 9 

'!'he purpose o[ t.h.:.::s Lu:.<k orde r is ::o prov::.de 
services to =.ss isst and surport t he Operational 
ond Tcchnlcul 'l'cu.i o .i.1:g, Ottic..:e o f Human Capital , 
ar.d Of fie_, of Sec:u -:- i r.y 'l'echnoloG' i n support of 
t ::-.c 'l .. :-.ce<:.L l.mug~ ? .::·o j ection {TIP ) Program, Imaqe 
Developne.nt f(;Y." r.r.i! ~ ni n1:;- and t es~ing, '.:'hrcat 

(Use R~verse and/or Attach Additional Sheets as Necessar;) 

25. ACCOUNTING AHO APPROl'KIA I ION UA I A r6. TOTAL A\NARD AMOUNT (For Govt. Use CP/y) 

8~f: .<:r.heriu le $2 "1 , 29i,412 .00 
:-1 21a. SCLICITATION INCORPOHAHiS tr:' Rt:.~tRl:.NCt: ~AR 52.212-1, 52.2· 2 4. F,\R 52.21 ?. 3 ANn 5? ' ' '-~ARE ATTACHED. ADDEND 

:xi 27b. CONTRACT/PURCHASE ORDER INCCRf'ORATES BY RErrnC:NCC: FAR 52.2'2-4.. FAR 52.212-6 IS Ali ACHt:.U. AUUE NUA 

n11RF. 

I]! ARE 

:::J ARF NOT ATTACH~O 

I. I ARE .'IOT .~TTACHED 

\)(] 28. CON r AAC rm~ IS Ht.QUIRED TO SIGN TI1\S DOCUME!'<T ANO RETURN 

COP!E S TO ISSUING OFFICE . CONTRACTOR AGREES TO FURNISH AND OEUVEi< 

ALL ITEMS SE T FORTH OR OTHF.RINISF. IOFNTIFIFO AROVF. ANO ON ANY ADDITIONAL 

SHEETS Sll8.JEC.T TO THE TFRMS ANO CONnlTl()NS sPJ:ClF IEu. 

30a. SIGNl\~e OF' OF'FE.'!OR.'COl'<T.'IACTOR 

(b)(6) 

30b. NAME A NO T ffiE 0" SIGNER {Type or print) 

(b)(6) lsr. Contracts Negotiator 

Ut.yf~~~!' k•<ief\o~wll 
· dr-r~.dtJAo.c~ &;.:.. .. !, dc:s KOOI, 
• l:N. o~usc is. (_Q:ew"1tn. ltoc~·ieit 

~·2012.0,01; IS:J4.S'l·OS'Oll 

30c. UA fE SIGt-.'ED 

02/03/2012 

0 2S. AWARD OF C01'TRACT: - - --------- 01-FER 
D!\TEO . YOUR OFFER ON SOLICITATION (BLOCK 5). 

m ON3CR CHANGESWHiCHAR.f:Stl ~OKI H 

AUTHORIZED FOR LOCAL REPRODUCTION 

PnEVIOUS EDITJON IS NOTUSASlE Wo rki ::-.q Copy 
STANOARD FORM 144!>jREV. 5/2011) 
Prescribed by GSA· FAR (48 CFR) SJ .212 

: 
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~ 
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"' ~ 
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?. of Su 

19. 20. 
JTEMNO. SCHFDULE' OF SIJPPLIESJSEfWTCES 

21. 22. 
OUANTTTY UMIT 

23. 
UNIT PRiCC 

!--------;-·---. ---­
AIAOUNT 

001201 

OQsigr_ anc: B.:.ild for :: ~·a i ni ng ar:d t~stir.q, Rap'...d 

·B.espo~1sc for ii;.mcrgir:g Threats, an.d other t:;;s:.Cs 

d'::![in'.'!cl .:..n the Statement of Work. 

'i.'he fc! !0•1ii:g f a<:ili ty address is regi s~ere<i 

undeL· LlJi:':S number 805258373, w!".ich was used t.o 

aware t~is contra8t: 

2339 l{ouLe 70 11icst, f:'.'..oor 3W 

Cher.:.r.y H.i..L, NJ 08002-33:S 

Period c.:: Perfc.::mance: 02/08/2012 to C2 /C7 /2C: l3 

- 1:·::·l:' - Tc.s-< A - G:obc.l Rec;:uirerr.er: ts: 

Pru~ ecL Mun.::.g<em•~::t, QA, G.?E Mgmt, Secur'..ty -

DD254, ·1·.:..e.c: 1-4 i:iclp Ccsk, SME, 'fII, TV:g:nt 

[.'Ql.': 02/08/2012 - l0/07 /2012 

Ac:c:o:.:.nLi:lg .:.n!'o: 

5AV ll 2A.000D2012SWE030GE0004 2300'j.?.006?.7.C'T'C:-6.?.0/.0000 

0008C000-2511:!-Ti;::A :JlRC:CT-D~F. ':'l\.SK-D 

Funded: ._I ___ (b_l_(4_) __ _.I 

FQB: U1;known 

OOOOlSUE 1 A.ddiLionul [und.i.ng fo:: CLI)f oo:. fron line of 

Cc.>:1::inued ... 

1 JB 

1 ,TR 3, 746, :56. 97 

' ! 
I 

(b)(4) I 

3, 746, 156. 97 

____ ....... _____________________________ _.__ ___ .J__L_ ______ _,__ ________ ,. _____ _ 

3'2.a. QUANTITY IN COLUMN 21 HAS B[EN 

__!:lJ::!....l~K:t:C:t':V:tLl:.._~~~LJ::!....:IN=S~P:EC:T~E=D~~~~[J~A~C:C:E:PT~E~D::._:A:ND:::...:::C~ON:F:O~R~M~S~T~O~Ttt.'..'.:'..'.E~C~ON::;::T~RA=C~T:.:_:::EX::::::,CE~P~T~A~S~N:O~TE~D~~~..:::=:=:=:=:=:=:=:=:=:=:==-~~~ I :;2c. DATE 3~1>. SIGNA'."URE OF AUTHORIZED COVERNMENT REPRF.SF~TATiVF 

32e. MAILING ADDRESS OF AlJrHOHll.:OLJ GOVt~NMtNT REPRESENTATIVE 

33. SHIP NUMBER 

D PARTll\l :-:J FINAL 

38. SIR ACCOUNT NUMBER 

J4. VOUCHER NUM9ER 

S9 SIR VOUCHER NUMBER 

:l5 AMOUNT VERIFIED 

CORR!=CTFOR 

G(),PAIOBY 

:l::>d. PRINTED NAME ANO TITLE OF AIJTt-:ORIZEO GOVERNMEN r Ht:l'KtSi::.N I A rlVE 

:l:>f THF.PHCNE NUMBER OF AUTHORIZED GOVERNMENT REPRE::iEN rAllVE 

:l7g F-Mf\11. OF Al ITHORIZEO GOVERNMENT REF~ESENI ATIVE 

36.PAYMENT 37. CHECK NUMBER 

Q COMJ'Lt;IE D PARTIAL n FINAL 

41a. r CERTIFY THIS ACCOUNT IS CORRECT ANO f'ROPF.R. FOR l'llYMFNT 42a. RECEIVED RY (Print) 

41b. SIGNATUREANDTHLE m· ct1u;;-v1NG O~HCER 41<: DATE 

42r> RECEIVED AT (Lcc.afiOllJ 

42e. DATE REC'D (YYIMMICD) l 42d. ro I AL CON fAINcRS 

S Ti>NOARO FORM 1.U9\REV.512011J.RACI( 



RFCFRF.NCf.' NO: Of OCCl...MLh. t>L.NG CON:INL!~t.; 

CONTINUATION SHEET S'l' SOl-0 9-1,;-0S0900 /ESTS:ll-12-J-OTTO 0 4 

NAM~. OF OFFFROR OR CO'ITRACTOR 

Lo9kheed Martin Servic~s Incorporffted 

I CUANTITY l.Nli 

(Ci ()) 
llt:MNO. 

(A) 
SUl'.,.:_IESISERVICE:S 

(B) 

c.ccour_ <.: ing·. 

I 
:11..c:con~t:inc; Tn~o: 

5AV1.?.3A080D2012S~EO~OTR100325005900590G'l'~-59J70005 
osoooooo-zr,21-Tsn 
;;unded :I (b)(4) 

prgrc-:i-c~t·. 

I 
'l'ASK-Ll 

FCR: Unkncwn 

000011\ OPTIONi".L CLIK OC011'1 - H'I:' - '!'ask A - Glcba:.. 

OC002 

l
;Req:uircmcnts: Project :•J.:..::.:19e1:tenL, QA, GFE 

Secur:.:. ': y - .:rn2:54, ·.::icr 1-4 Helf De.:;k, SME, 

r
gmt 
O~: 10/08/20-2 - 02/07//20~3 

mount: I (b)(4) ~pt ion .:...i.ne r Letc.) 

0/09/2:L2 

Myml, 
TIL 

Accountinq Infc: 
5AV:23AOOOD201/.S~F:0.?.0'T'El003?50059085900T'I-5907000~ 

OSOC0000-252:-TSA DTRRCT-D~~. TASK-C 
Funded: $0.8C: 
F03: De~tinatio~ 

CLUJ C002 - CDC RP.imb·1rsabl e - ~TE Other Di:-cct 
Costs (ODC.s) 

Acco~nt.:.ng Infc: 
5AV'_l2AGOOD2012SWE030GE000423005208\':22C'l'0-6?.D.?.OOOC 
OOOOOOOC-2Sl!3-T5P.. DIRECT-D:E.?. 'I'ASK-1';' 

Funded: $320,471.79 
;FOB: U.:::·mown 

OOC02.SU 1 P..dd.:.:.ior.al :·..:nd.:.nq for Cf.Tl\ OCH!.?. frorr. d' fferent 
!int of accountinq. 

Acco:.rnti.::.g Infc: 
C::AV123A0UOC20:2SWE02CTR1003250'.l5900.5900TT-59C70CO: 
o~oauooc 2~2l·TSA DIREC'I-D::!:::!. TASK-D 

E'unded: $6, ril, 067. 43 
FOB: Unf:nown 

:'.:o-:-:.:inued 

NSN 7540.01·152-eC67 

' 

; 

i 

l ,JB 

1 JB 

UN.TPRICE 

(!::) 

! 

320, 471. 791 

I 

'· 771,067.431 

! 

J 

I 
I 
! 

r>Ar.F OF 

3 BG 

A.II.CUNT 

(F) 

6,77:,067.43 

OPTIONAi.. FOR~l 3:)6 (4-86) 
Spoo>'>ro<f Oy GSA 
FAR (4S CFR) ~3.l 1C 



EFEl'e:Nce NO OF OOCU•·~·. r 951NG CO"-Tl'iUED 

CONTINUATION SHEET ?.Ell'SO 1-0 9-D-CS0900 /HST 501-.:!.2-J-OTTOO 4 

NMAE OF Ol'FE'!OR 01'! CONTRACTOR 

Loe k:-.eed t-:<:1rtin Se r:v .!..ce:; Incc.::pu .::<.tL-:tl 

IT~l\t NO. 

U\) 
SUPPLIES'SERVICES 

(B) 
.

1 

QUAHTf"Y 

1 

UNIT, 

{C) (C) 

00002A ;OPTIONAL CLUJ UUO:!A -· ODC :!:l.eimbu::::; <.1ble - N':'E 

ot:ie::: Di:::ec: Ccsts (QDC~) 

Amount: $1, 25:., 447 .5'? (:J;>tior. :.ir.e !terr.} 
02/08/2012 

!P.c cu u1•:. .i.no lr~ro: 

5AV12 3AOO G t.:2:) 12 SrJJW2 0 nu 00 32 5005 90 05 900'1''1'-~ 907 :JOO.:-

GSOO:JG00-252:-rsA L>.i.l.{J::C'i-l.l.'::t'. 'l'A.SK-LJ 

Funded: $0.:JC 

~OB: De:;L.inuL.i.o:: 

00003 lcLIN 0003 - 0LJC P-.t::lMl:lJR!)AHL~ - N'~'.:: r.l.{AVEL 

! 

'1\:=countin') Jn".'.o: 
.S!.Vl 121\C OOD?. 01?. S'N?:O 3OG~OO11 -1 ?..'.\ f)O 6?. C 06?. 2C1'0-62 ;') 2 000 0 

OOCOOOC0-?51R-TSA DTRRCT-DRF. TASK-D 
iFU::".ded: $30, 009. 00 
FOB: :.J:l :<n0wn 

00003su_: Add: ti on-9 l funci ng f6r. c:r:rn :JG03 fro:n ~i:fe:::ant 
line of accounti:-ig. 

J.l.ccou:i.ting Ir.to: 
5AV123AOO 002012SWE02 or::<.10 0; 2 !>i.! c ~ 900 ~ 9 :JOTT- ':J :'.l 0·1 c OQ -

0500C000-2521-TSA DIRECT-D:!.F. 'IASK C 

Fund.:d: $616, 95C. 65 
?8B; Unk:'lOt~~ 

C:OOC:1!>, .C:P':'IGNAL - c:..rN 0003A - O:::>C Reiroursable 
'T'r.av·f!l 

.n.monnt: P65,794.51(0ption Lina :tern) 
,0.?./08/2012 

Accounting Inic: 

NTE 

5AV 12.JAOO 0020:. 2SWE 02 JTR2. 0 032 5 00 5 9 005 900':"1'-5 9 07 0 00 c 

05000:!00· 2521 TSA DIREC':' ·C::EF. ':'.P.SK-.J 

Funded: $ J . 0 0 
FOD: Destination 

Ccnti:iued ... 

Workino:; Copy 

' 

i 1 Jli 

' 

.:.' JB! 

1 JD 

l J3 

I.NIT PRICE 

(E.) 

1, 251, 447. "i 
: 

: 

; 

36, 009. 001 

j 

616,95C.65 

"/6':J,'/94.':Jl 

PAGE Of 

4 80 

AMOUNT 
(F) 

..... - .. ·--· 

0.00 

36, C09. 00 

61E, 950. 65: 

CPI IONAl ~O~M 33fi (4·66) 
Sj.'.:101\SO«:d ~\' CSA 

FAR (4tl CF.~ !'13 11C 

C.00 

: 



E!'ERs .:ce ''°· OF OOCUl'bo • • oE NG CONlltlU!;? 

GONTIN~ATION S~EET H3TS01-09-C-0SC'3:10/:':STS:il ·· 12-J-OTTG04 

IWAE OF OHERCR OR CONT~oR 

Lockheed M<l:-L.:.u S~rv i.ce::J .l.ncoq:orat~d. 

lrFM .:O. Sl.PPllESISERVICES I (;UAN•IT'< I L:N1T 
:l\i (en (:;: ( l)) _ ...... _ 

00004 CL ff UUJ4 ODC Rei1:wu1:!.lu!Jle - '!.J.$k P·.: T!lrC.?. t 
MitigaLon Laboratory ('IML) - J:"a.cility 11.:..:..ntcnance 

AccuunLi.ug ln.'.:o : 

5AV123A00002012 ::it.vJ::020T.:UO;)l 25:J05 3:J0590C'r':'-!'>90700C ~ 
' OSCOOOC C- 2521-TSA :JlHJ::C'l'- DC F. T?,SK- D ' 

1fu::de<l : $634, 623. 0C 

OCO<J4.::.uJ1 _ - I Aud:.. :i.~Eul [urnl.i.ng fc~ C.:..l.N OOC4 fro:n ci :". f €!"Ern'." 

l i ne o t a.cc~-G :.i w,.J. 

CCO~L.1t ing I.:lfo: 

5AV123AOOOD2012SWE020TR100J~50059005900T'I-5507:JDO. 

CSOOC000- 2521 - TSA OJBRC':'-r,F. P . TASK- J 

l:'l.mdccl : $ 10 3 , 3 4 3 . 1 7 
i:·oB : Unkr·.owr: 

OOOC4S"J 2 Ac'.dit:..onal fu.:-,ding f.-:>r CT.TN C004 from differe nt 
line of accounting . 

. cccuntinq In::o: 

SAV12JACOOD2012SWE020TR10032~U0~9U0~9COTT- 3907 000: 

OSCOOOCC - 2521 - TSA ~IRECT-DE~. 1ASK ·D 
i-F.\1:--.ded: $i ~ 1 017.56 
·F.OR ; '.Jn :<nown 

i 
OC004J\ ioPTIONAT CT.TN 0()()-!A - ODC Reimbursable - Task I\ . 

':'hre2.t ~li tigati on ~.Ahoratory (TML) - ? ac:..l i.ty 
Maintenance 
l\mcu~t : $72, 017 . S(:{O?tio:; Li~e Item; 
C2/08/2012 

Accmrnt inq Info : 
.C:AVJ.23AOCOD2012 St-:IW 2 r;TR.:. 00 l~;:: 00 ~ 9 005 900T'1' -5 907 000 
050:10000-?.5?1 -rSA DIRECT - DEF. TASK J 
F\rndP.rl: $ 0. C 0 
FCR: ~estin~~io~ 

ConLi.uued ... 

~forking c~i?Y 

1 ,'JR 

; 

i 

I 
I 

1 JI3 

1 JB 

1 J.1:3 

UN·Tl'RICE I ( E ) 

634,623 .0C 

: 
: 

I 
. o·, ·;43· - ··I - ..) I ..,I ~ - I 

! 
I 

72 , 017.:»6 

I 
72 , 017 . sG! 

! 

...,..:..GC OF 

5 BO 

!'.MOUNT 

(Fl 
~·--

634, 62:3.0:j 

103, J43.:7 

7?., 01.'J. 56 

o;>.-ION•\L FORM 3:16 (4-06) 
Spo•>0•ed by GSA 
F.-.R (<SCF~ 53.11 l 

0.00 

! 

i 

i 
i 
: 

' i 



RFFFRFNCF NO OF oocu~ .. "r EEINGCON71NUEC. 

CONTINUATION SHEET fiSTS O 1.-0 9-D-ClS090C /HSTS 01-12-J-OT':'C 0 4. 

NAME Of OfFERCR OR C:ONT.~C:TOR 

Lo<":kheed Martin Serv:ces In:::orpora::ed 

ill:M~U. 

(A) 

00'.)0S 

~~JP?I JFR.'~FRVlCFS 

:BJ 

~
.T.IN OCOS - 1'0.1': - Task A - Rapid ?..esponso: 

.:::countinc Into: 
5AV12 3P..OO G 02 0 _ 2 SWE02 OTIU 0 '..13 2 ~,_: l)!:; Yt; O~ :! OOT'I 

'OSCOOOIJO ·2521 TSA DIRECT DE::'. TASK 0 
F::nded: (b)(4) 

FOG: Unkr:own 

JOOOSP. OPTIONAL CLIK 0005A T&E Task A Rapic: 
?.espons.-e _____ _ 

!Amour.:: :I (b)(4) toption Line Ite:rr.J 
02/08/2J12 

c~uunf • .i.ng !11!:0: • 

5AV::.2 3AOO O:J2 012 c;Jl~020':'Rl 0 0 3 2 50 0 59 0 0 5900':''1'-5 9 07 OC 0 ~ 
050000:)0-2521-'l'SA :J!H!::C'l'-Ol::L TAS:-::-lJ 
!<'unc!ed: $0. 00 
~':J!::l: lJesL.'..n<lticn 

00006 !CLUJ 0006 - r'r'l;' - '1'3sk H - 'l'hrc.::.t Ir:iagc 
~rojection (~IP: 

OOOC7 

~O~: 02/08/2012 - 02/07/2013 

iAccou:i ti :tg T:i fn: 

5AV112&000n2C12SW~030G~OOO~?JOn~)086??CTO-G?J~0800 

:J000800q-zs1 R-T:"A n-:-RP.C:'T'-DP.F'. ':'ASK-r:: 
Funded: ! (b)(4) I 
FOB: Un!<now:-. 

CI.IN 0807 - T&M - Task B - '!'hr.eat T':nage 

Projection (T'IPJ Program: Spedc.l Project Report._ 

Ac:o:':ountinG" Infc: 
5AV112AOOOD20l2SWE030GEOOJ423006200622CT0-6202000 
OOG00000-2~1B-TSA DIRECT-DEF. r.il,SK-:J 
Fu-:-ded: I (b)(4) I 
FOR: -:Jnknown 

~ontinueC. 

NSN 75AO.Q 1-l~-80GI Wo-::k.:..nq Copy 

UNiT PRIC:F 

(E) I CUANTITY , I.NIT 

(C) (D) 

l JB 

l JB (b)(4) 

l ~B 

1 .Jn 

OF 

(b)(4) 

(b)(4) 

(b)(4) 

OPTIONAL FORM J~e (4-ol6) 
Sponsored by GSA 
FAR (48 CF.~) 5~.110 

80 

0.00 



~F'E".RENC~ t\O. OF eiocu~iL ..• BE:NG CONTINUE:l 

CONTINUATION SHEET S'!'S01-09-D-OSC9CP/::STS'-1J -I /.-.J-O'T'T'OC4 
. . 7 80 

NAME Of OFFEROR OR CONTRACTOR 

Lockheed Mart.'..n Services I::corporatec 

ITCMNO. 

(A) 
SC ;PPI 'FSISF~'/ICFS 

(B; I 
CUANTITY UNlil UNITPRICE 

(C) (~) IE) 
1 JB; i-------(b-)(-4)------

AMOUNT 

:~i 

00005:! C::!..1.)4 0088 - T£M - T:.sk C - Im?.ge De•Je lopm<:!:i:-. & 

lrr:agc L.'..brary: l\.d-hcc Irn:.gc Dcvelop:nent. 

nccounting Tnfo: 
51"J'.:.~3P.C00JJ?G 1 ?.~1;JF.O/.OT?. T 0'.l3?.SCOS900590.0TT-590700G5 
050000C0-7.5/.1-T5A OTRR~T-DRF. TASK-D 
Funced:I (b)(4) I 

OOG08!', OP'IIO:t\l\L - c:..rN 0008.1\ - 'T.'.rn - Tn~k <-: - !raaq~ 

COOlG 

00011 
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HSTS01-09-D-OS0900 HSTS01-12:J-OTT004 
0210212012 Task Order 18 - TMI&E 

SECTION B - SCHEDULE 

B. I Contract Line Items, Descriptions 

Period of Performance: February 8, 2012- February 7, 2013, unless otherwise stated within 
the specific CUN. 

ITEM NO SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT 
0001 FFP - Task A - Global l Job I (b)(4) I 

Requirements: Project 
Management, QA, GFE Mgmt, 
Security -00254, Tier 1-4 Help 
Desk, SME, TIL Mgmt 
POP: 02/08/2012 - 10/07/2012 

OOOIA OPTIONAL CUN OOOlA - FFP l Job (b)(4) I - Task A - Global Requirements: 
Project Management, QA, GFE 
Mgmt, Security -00254, Tier 1-
4 Help Desk, SME, TIL Mgmt 
POP: I 0/08/2012-02/07/2013 

0002 ODC Reimbursable- NTE l Lot $7,091,539.23 NTE $7 ,091,539 .23 
Other Direct Costs (ODCs) 

0002A OPTIONAL CUN 002A - OOC l Lot $1,251,448.56 NTE $1,251,448.56 
Reimbursable - NTE Other 
Direct Costs (ODCs) 

0003 OOC Reimbursable - NTE l Lot $652,959.65 NTE $652,959.65 
Travel 

0003A OPTIONAL CLIN 003A - ODC l Lot $765,794.51 NTE $765,794.51 
Reimbursable - NTE Travel 

0004 ODC Reimbursable - l Lot $809,983.73 NTE $809,983.73 
Task A: Threat Mitigation 
Laboratory (TML)- Facility 
Maintenance 

0004A OPTIONAL CUN 0004A - l Lot $72,017.56 NTE $72,017.56 
ODC Reimbursable -
Task A: Threat Mitigation 
Laboratory (TML) - Facility 
Maintenance 

0005 T &M -Task A - Rapid Response l Lot I (b)(4) I 
0005A OPTIONAL CLIN OOOSA - l 

T&M - Task A - Rapid 1 JB 
Lot I (b)(4) I 

149,747.02 0.00 
Response 

0006 FFP - Task B - Threat Image 1 Job I (b)(4) I 
Projection (TIP) 

0007 T &M - Task B - Threat Image l Lot I (b)(4) I 
Projection (TIP) Program: 
Special Project Reports 
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HSTS01-09-D-OS0900 HSTS01-12:J-OTT004 
0210212012 Task Order 18 - TMI&E 

0008 T &M - Task C - Image I Lot I (b)(4) I 
Development & Image Library: 
Ad-hoc Ima~e Development 

0008A OPTIONAL - CUN 0008A - I Lot I (b)(4) I 
T&M - Task C - Image 
Development & Image Library: 
Ad-hoc Image Development 

0009 FFP - Task C - Image l Job I (b)(4) I 
Development & Image Library: 
TRX and AT Image 
Requirements; Auto-EDS 
Requirements 

0010 OPTIONAL- FFP-Task C- I Job I (b)(4) I 
Image Development & Image 
Library: OPTION A Reveal 
Fusion (CP) Assessment Image 
Development Pilot & Test 
Distribution 

0011 FFP - Task C - Image l Job I (b)(4) I 
Development & Image Library: 
EDS Requirements 

0012 T &M - Task C - Image l Lot (b)(4) I 
Development & Image Library: 
EDS Requirements 

0012A OPTIONAL CLIN 0012A- l Lot I (b)(4) I 
T&M -Task C- Image 
Development & Image Library: 
EDS Requirements 

0013 T&M -Task C- Image I Lot I (b)(4) I 
Development & Image Library: 
Assessment Image Pilots 

0013A OPTIONAL CUN 0013A - I Lot (b)(4) r 
T &M - Task C - Image 
Development & Image Library: 
Assessment Image Pilots 

0014 FFP - Task D - Image Simulator l Job I (b)(4) I 
Support: Image Simulator 
Support 

0015 T &M - Task D - Image l Lot I (b)(4) I 
Simulator Suppo1t: OEM 
Simulator Development Suooort 

0015A OPTIONAL CUN 0015A - l Lot (b)(4) I 
T &M - Task D - Image 
Simulator Support: OEM 
Simulator Development Support 

0016 FFP- Task E - Threat Kit I Job I (b)(4) I 
Program: Threat Kit Program 
Support, JED Accessory Kit 
Program, PSE Kits 

Page 13 



HSTS01-09-D-OS0900. HSTS01-12:J-OTT004 
0210212012. Task Order.18 -TMI&E 

0017 FFP - Task E - Threat Kit I Job I (b)(4) 

Program: OPTION B NHTP 
Prop Kit 

0018 T&M - Task E - Threat Kit I Lot (b)(4) 

Program: Threat PrototypinG 

0018A OPTIONAL CUN 0018A - I Lot I (b)(4) 

0019 

T &M - Task E - Threat Kit 
Program: Threat Prototyping 
OPTIONAL - FFP - Task E - I Job I (b)(4) 

Threat Kit Program: OPTION A 
Threat Kit Program: Upgrade 
IOOOTQC 

• Labor rates applied to all T &M CLINs shall be based on Attachment 20 of the IDIQ contract. 
• The Government reserves the right to exercise Optional CUN 00 I 0, 0017, 0019 at any time 

during the performance of this Task Order. Optional CLINs with a stated period of performance 
will be exercised prior to the stated effective date as necessary. 

I 

I 

• Contractor shall bill at the CUN level. Unexpended obligated funds applied to CUN 0002, 0003, 
and 0004 may apply to the subclin. 

8.2 Accepted Proposal 
The technical proposal, Volume I: Technical Approach (2nd Submission), dated 12/19/2011 and the price 
proposal titled Volume 2 Price Proposal (I" Submission), dated 12/1912011 are hereby accepted. 

8.3 Use of T & M CLINs 
Prior to pe1forming under a T &M CUN within this Task Order, except for CUN 0005, the contractor 
shall submit a request for approval to the Contracting Officer Technical Representative and applicable 
Technical Monitor and provide the estimated hours expected to be used. for CUN 0005, the estimated 
hour expected to be used shall be provided as soon as possible but no later than two (2) business days 
after performance begins. 

8.4 Associated Labor Categories 
The following table defines the labor categories that can be used under each T&M CLIN: 

CUN Number Labor Categories 
00005 # l 0 Classroom Instructor 

#36 Facilities Management Director 
#78 Functional Support Specialist 
#83 Jr. Threat Design Engineer 
#83 Jr. Threat Design Engineer 
#85 Threat Design Engineer 
#86 Principal Image Engineer 
#87 Senior Image Engineer 
#87 Senior Image Engineer 
#89 Principal Transportation Security Equipment Analyst 
#90 Principal Operations Research/Systems Analyst 
#9 l Senior Systems Integration Engineer 
#93 Senior NET/C++/PLSQL Programmer 
#95 Chemist 
#96 Associate Chemist/Lab Assistant 
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HSTS01-09-D-OS0900 HSTS01-12:J-OTT004 
0210212012 Task Order 18 - TMI&E 

#97 Senior Engineering Modeler 
#98 Lead Engineer/Modeler 
#101 Draher 
#103 Original Equipment Manufacturer (OEM-Engineer I) 
#104 Original Equipment Manufacturer (OEM-Engineer II) 
#105 Original Equipment Manufacturer (OEM-Engineer Ill} 
#106 Original Equipment Manufacturer (OEM-Field Svc. Engr.) 

0007 #10 Classroom Instructor 
#36 f'acililies Management Director 
#44 Image Technician 
#55 Configuration management Specialist 
#58 Senior Information Technology Specialist 
#78 Functional Support Specialist 
#83 Threat Design Engineer 
#86 Principal Image Engineer 
#88 Scientific Study Designer/ Analyst 
#:91 Senior Systems Integration Engineer 
#93 Senior NET/C++/PLSQL Programmer 
#95 Chemist 
#96 Associate Chemist/Lab Assistant 
#97 Senior Engineering Modeler 
#103 Original Equipment Manufacturer (OEM-Engineer I) 
#104 Original Equipment Manufacturer (OEM-Engineer II) 
#105 Original Equipment Manufacturer (OEM-Engineer III) 
#106 Original Equipment Manufacturer (OEM-Field Svc Engr.) 

CUN 0008 # l 0 Classroom Instructor 
#36 Facilities Management Director 
#43 Senior Image Technician 
#44 lmage Technician 
#58 Senior Information Technology Specialist 
#78 Functional Support Specialist 
#83 Threat Design Engineer 
#84 Associate Threat Design Engineer 
#85 Threat Design Engineer 
#86 Principal Image Engineer 
#87 Senior Image Engineer 
#87 Senior Image Engineer 
#91 Senior Systems Integration Engineer 
#93 C Senior NET/C++/PLSQL Programmer 
#95 Chemist 
#96 Associate Chemist/Lab Assistant 
#:97 Senior Engineering Modeler 
#98 Lead Engineer/Modeler 
#103 Original Equipment Manufacturer (OEM-Engineer I) 
#104 Original Equipment Manufacturer (OEM-Engineer II) 
#105 Original Equipment Manufacturer (OEM-Engineer Ill} 
#106 Original Equipment Manufacturer (OEM-Field Svc Engr.) 

CLIN 0012 #44 Image Technician 
#55 Configuration Management Specialist 
#58 Senior Information Technology Specialist 
#83 Jr. Threat Desijl;n Enjl;ineer 
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#85 Threat Design Engineer 
#86 Principal Image Engineer 
#87 Senior Image Engineer 
#87 Senior Image Engineer 
#91 Senior Systems Integration Engineer 

CLIN 0013 #44 Image Technician 
#55 Configuration Management Specialist 
#58 Senior Information Technology Specialist 
#86 Principal Image Engineer 
#87 Senior Image Engineer 
#88 Scientific Study Designer/ Analyst 
#91 Senior Systems Integration Engineer 
#97 Senior Engineering Modeler 
#103 Original Equipment Manufacturer (OEM-Engineer I) 
#104 Original Equipment Manufacturer (OEM-Engineer II) 
#105 Original Equipment Manufacturer (OEM-Engineer III) 
#106 Ori~inal Equipment Manufacturer (OEM-Field Svc Enjl;r.) 

CUN 0015 #IO Classroom Instructor 
#36 Facilities. Management Director 
#58 Senior Information Technology Specialist 
#78 Functional Support Specialist 
#84 Associate Threat Design Engineer 
#85 Threat Design Engineer 
#86 Principal Image Engineer 
#87 Senior Image Engineer 
#89 Principal Transportation Security Equipment Analyst 
#91 Senior Systems Integration Engineer 
#93 Senior NET/C++/PLSQL Programmer 
# 95 Chemist 
#96 Associate Chemist/Lab Assistant 
#97 Senior Engineering Modeler 
#98 Lead Engineer/Modeler 
#103 Original Equipment Manufacturer (OEM-Engineer I) 
#104 Original Equipment Manufacturer (OEM-Engineer II) 
#106 Original Equipment Manufacturer (OEM-Field Svc Engr.) 

CUN 0018 #10 Classroom Instructor 
#36 f'acililies Management Director 
#43 Senior Image Technician 
#43 Senior Image Technician 
#44 Image Technician 
#76 Assemhly Technician 
#78 Functional Support Specialist 
#83 Jr. Threat Design Engineer 
#83 Jr. Threat Design Engineer 
#84 Associate Threat Design Engineer 
#85 Threat Design Engineer 
#86 Principal Image Engineer 
#87 Senior Image Engineer 
#91 Senior Systems Integration Engineer 
#93 Senior NET/C++/PLSQL Programmer 
#95 Chemists 
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0210212012 

B.5 Overtime 

#96 Associate Chemist/Lab Assistant 
#97 Senior Engineering Modeler 
#98 Lead Engineer/Modeler 
#I 0 I Drafter 

HSTS01-12:J-OTT004 
Task Order 18 - TMI&E 

Under this Task Order, ove11ime shall only be allowed for the following non-exempt (WD) labor 
categories and at the following overtime rates. These rates are based on 1.5 base rate salary and applicable 
burdens per the original contract. Prior to performing any overtime under time and material CLINs, the 
Contractor shall submit a request for approval to the Contracting Officer Technical Representative and 
Technical Monitor and provide the estimated hours expected to be used. 

Labor Category Labor Rate 
43A-Senior Image Technician (Off-Site) 

(b)(4) -44A - Image Technician (Off-Site) 

8.6 Conditions and Assumptions 
The prices above are based on the conditions and assumptions stated in Attachment S that have been 
accepted by the Government and incorporated into this Task Order. 

(End of Section B j 
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SECTION C - ST A TEMENT OF. WORK 

l. Scope of Product, Service, or Outcome 
The contractor shall provide a broad range of services to assist and support Department of Homeland 
Security (OHS) Transportation Security Administration (TSA) Operational and Technical Training, 
Office of Human Capital, Office of Security Capabilities, and Office of Inspection in support of the 
following tasks. They include: 

Project Management 
Quality Assurance 
Government Furnished Equipment, Information, and Property (GFE/GFl/GFP) Management 
Threat Mitigation Laboratory (TML) 
Facilities Management 
Security Requirements 
Subject Malter Expert (SME) 
Help Desk (Tiers I, 2, 3, and 4) and Field Support 
Global Threat and Image. Support for TSA learning technology products. and the Threat 
Image Projection (TIP) Program 
Threat Image Projection (TIP) Program Support 
Image Development and expe1tise to analyze image. performance. and conduct analysis at the 
component, sub-component levels of the various types of threat items. 
Threat Design, Build or Acquisition of threat, non threat and alarm objects. 
Rapid Response for Emerging Threats 
Threat Image Library (TIL) Management 
Product suppo11, software development, requirements definition and management, and 
hclpdesk support for image based simulation products 
Development, pilot, analysis, and management of image assessments and tests for image 
based simulation products and other testing applications as required by TSA 
Threat Kit Program Support and Maintenance 

2. Period of Performance 

February 8, 2012 - February 7, 2013 

3. Definition of Terms 

Adaptive Learning 

Training that is managed by an algorithm to adjust difficulty, threat and bag mix based upon the 
individual TSO's training performance. 

Alarm Information File 

A human readable file which shows the Alarm item and insulation in both normal and x-ray form with 
call-outs to support training o~jectives. 

Alarm Object (AO) 

One or more objects put together that forces the EDS machine to interpret the object as a possible threat. 

Alarm (Object) Information File (AIF) 
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Human readable .JPG that has the x-ray image from the EDS machine with callouts of the items that 
make up the alarm object. Also in the file is. a picture of the. alarm object and the decision that makes. the 
alarm object either clear, suspect or obvious. 

AT-1 

First generation of dual-monitored x-ray units used for screening passenger bags at airport checkpoints. 

AT-2 

Second generation of dual-monitored x-ray units used for screening passenger hags at airp011 checkpoints. 

AIT Anomaly 

An item that appears in the AIT image that is inconsistent with normal body parts. These arc items which 
require secondary screening to resolve. 

Bad Actor 

A fictional threat image with performance at or below the false alarm level. Bad actors are routinely 
removed from image libraries until such time as additional training can be performed and they hecome 
viable for statistical analysis. 

Bag Information File. (BIF) 

JPG file that shows the. x-ray image of a bag with callouts of common objects within the x-ray image, also 
included in this file is a photo layout of the bag and its contents. 

Body Information File 

A human readable file which shows the model's body with face blurred, and anomalies placed on a 
mannequin as normal photographs and the corresponding AIT image all with call-outs to support training 
objectives. 

Canonical View 

The most common viewpoint that the threat is normally found in. 

Clutter 

Normal items carried by passengers in their luggage which '"clutter". an x-ray image. 

Combined Alarm Image (CAI) 

File of a bag constructed with one or more than one alarm objects and appropriate bag clutter. CAls 
contain a photo of the bag alarm o~ject,. ancillary alarms. and contents, along with a screen capture ... A 
fully documented CAI includes the energy files and screen shots from all EDS platforms supported. The 
combined alarm object (AOs plus clutter) must consistently alarm on all machines. 

Combined Threat Image (CTI) 

Image of threat that is placed in a bag and scanned on the TRX and Auto EDS platforms. 

Custom Session 

A collection of clear and threat images used for a specific training purpose. 

Data Complete 

This is. a conceptual point in time mutually agreed to between LM and TSA. . As TIP data is received it 
comes in varying levels of completeness. Analysis does NOT begin until TSA and LM have mutually 
agreed that it is "complete'" enough to hegin and conduct a worthwhile analysis. 

Energy File 
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A file native lo a specific piece of TSE which is generally in the form of encrypted, compressed binary 
data. 

Fictional Threat Image (Ffl) 

An image captured on the Transp011ation Security Equipment (TSE) without a bag to ultimately create a 
soft CTI or Combined Threat Image. Also the file extension of the Rapiscan 520 and 620 DV machines. 

File Format - (Cobra) 

A collection of files necessary to reliably reproduce the image on a simulator. Includes:. Multiple 
extensions 

File Format - (CT-80) 

A collection of files necessary to reliably reproduce the image on a simulator. Includes: high.tif, and 
low.tif 

File Format - (Fusion) 

A collection of files necessary to reliably reproduce the image on a simulator. Includes: Multiple 
extensions 

File Format - (GE CTX) 

A collection of files necessary to reliably reproduce the image on a simulator. Includes: ctimg.I, 
ctinspect, ctrecon, ctscan, spimg.1, spinspect, sprecon, and spscan 

File Format - (L-3 AIT) 

A collection of files necessary to reliably reproduce the image on a simulator. Includes: .mtx For 
calibration and can files, .txt (for scan and mark information) 

File Format - (L-3 Examiner) 

A collection of files necessary to reliably reproduce the image on a simulator. Includes: .uio.gz 

File Format- (Rapiscan AIT) 

A collection of files necessary to reliably reproduce the image on a simulator.. Includes: .img 

File Format - .ccob 

A combined EOB with all 18 images required by TRX Simulator contained in one file. 

File Format - .cti 

A Rapiscan native CTI file. This file contains header information about the iage and the image. Each 
generator and array combination creates a separate image. 

File Format - .eob 

A Rapiscan 3020 Native energy file. 

File Format - .fti 

A Rapiscan native. FTI file. This. file contains header information about the image and the image. Each 
generator and array combination creates a separate image. 

File Format - .hif 

A Smith's Detection native file. This file contains header information about the image and any alarms 
produced and each image captured by a specific set of arrays. 

File Format - .pxe 
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An L-3LS110-11 native energy file. 

File Format - .pxi 

An L-3LS110-11 energy file converted for use in TIP. 

File Format - . wim 

An L-3LS110-I native energy file. 

Globally Unique IDentifer (GUID) 

HSTS01-12:J-OTT004 
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A globally Unique IDentifier is a 32 character alpha-numeric name which is globally unique to all 
systems. 

Globally Unique Use ID (GUIDO) 

A TSA specific user ID assigned in concert with the STIP Help Desk. It is maintained and managed 
through the TIP User Management System (TUMS). 

Image Blending Algorithm 

Image blending is performed when two x-ray images (generally a threat and clear bag) are brought 
together through an OEM based proprietary algorithm. Unlike combining photos. using commonly 
available photo software, images arc blended at the data or energy level mathematically first, and then 
processed through the image presentation algorithm for pr~jection on the screen. 

Mimic Algorithm 

TRX Simulator uses a mimic algorithm to replicate blending and coloring, as well as user interaction with 
the system to replicate within the closest visual paramours to the real TSE. Mimic algorithms are 
approved by a joint working group of LM, TSL, and TSA personnel who assess the fidelity of the screen 
presentation against that produced by the actual TSE. 

On-Linc Learning Center (OLC) 

The TSA web-site where training is managed and tests are launched. The. single authority for training 
records. 

Orientation 

Orientation is a combination of the rotation of a threat in a specific viewpoint angle and its X/Y /Z 
placement in the bag. 

PASS On-Linc 

The web-site used by OHC to manage test data. This location holds and maintains item level detail on 
each image test provided. 

Scan Information File (SIF) 

Set of 56 scans/images associated with a single model containing photos, scan views, and call-out labels 
for both model and mannequin. 

Security Technology Integrated Program (STIP) 

The program that networks transportation security equipment to enhance HQ's ability to control settings 
and manage image libraries. 

SENSITIVE SECURITY INFORMATION (SSI) 
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As stipulated in 49Cf'R Pan 1520; SSI is information that TSNf'AMS has determined must be protected 
from improper disclosure in order to ensure. transportation security. Training on SSI will be conducted 
annually for all LMTT personnel. 

Soh CTI 

A CTI created through a systemic approach using data. The difference between a soft CTI and CTI is the 
CTI is an image file, and the soft CTI is a data file. 

STATEMENT OF WORK (SOW) 

This is the document that details the scope of work that the. Federal Government is expecting the 
contractor to provide during a specific period of performance. 

STIP Library Update 

A STIP Library Update package includes a full image library, command and control files in the format 
necessary to upload the STIP server and each type of STIP TSE. This includes a different format for each 
OEM and class of equipment. 

Task Order Manager/Assistant Task Order Manager (TOM/ATOM) 

A member of the contract team designated by the contractor to direct the administrative activities of the 
Task Order Programs and to perform the functions of the. Pr~ject Manager. 

Technical Direction 

Technical Direction (TD) is documented direction from the Government to the contractor on matters 
regarding execution of agreed-upon services or products as documented in the. Contract (Task Order). 

Technical Monitor (TM) 

An individual nominated by the COTR and designated by the CO to act as his/ or her authorized 
representative for the technical administration of specific task(s) as defined within the Task Order 
Statement of Work. The duties and limitations of the TM are contained in a written letter of designation. 

Test Bag 

A bag specifically created or assigned to a test or test library. The bag cannot be. re-used in training 
applications without express approval from OHC. 

Test Library 

A library of images specifically for testing that cannot be used in training until released by OHC .. 

Threat Image Library (TIL} Repository 

The TIL Repository contains all TIP, Training, and Testing images and data about the images and the 
threat or alarm items contained within them. Images are chosen from the repository to create libraries. 
Images with pe1formance data have that data available for library selection. 

Threat Information File (TIF) 

JPG file that shows the canonical view x-ray from the Rapiscan 620 DV. Also in the file is a picture of 
the threat object and the title describing the threat. IED TIFS have the P.I.E.S. callouts on them if present 
in the device. 

P - Power Source 

I - Initiator 

E - Explosives 
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S - Switch 

TILffKIT 

This is the. TME&I government contractor created/supported database that contains the Threat Image 
Lihrary (TIL) Repository, Threat Kit (TKlT) Database, and associated data from the TIP datahase. This 
TIL provides access to all threat items and images with association to their respective threat items. 
Additionally, Image performance data is captured from TIP and represented with image. data, and all kit 
activity is made availahle online. Data is updated regularly as work occurs allowing the government to 
follow progress in real time. 

TIP I A February Specification 

This is a specification, that has not been implemented, which changes category names specifically, IED to 
explosive. 

TIP I A November Specification 

The currently fielded TIP specification for legacy equipment. This specification continues to refer to 
explosives as IEDs in terms of category and supp01ts TRX-U .. TIP images released under this spec begin 
in number starting with 2000. 

TIP AT Library Update 

A TIP library update. focused on AT systems using TLUS. and TLU methodologies-but including images 
with all views supp011ed by the TSE. 

TIP Image Library 

A TIP image library is created based upon TSA requirements and tagged by month and year,. for example 
October 2007. The lihrary includes a collection of images selected based upon TSA priorities. The 
contractor attempts to normalize each threat category based upon available images. Bad actors and 
images. that provide little or no training value. are excluded from libraries. 

TIP Library Creation Software (TLCS) 

TIP library creation software is used to create TIP Library Update Software (TLUS). The software is an 
OEM provided custom application that allows LM to place images in specific folders and establish 
specific machine stetting by category airport and generate an auto installation package for the particular 
type of equipment. 

TIP Library Naming Convention 

The convention used to name a particular TIP library. This naming convention is governed by the most 
current specification for the TSE in question. Specifications currently affecting TIP library naming 
include the TIP lA, AT-I, STIP, and TRX-U specifications. 

TIP Library Update. 

A TIP library update. disk leverages on-board software from specific TSE to install and update TIP 
libraries and users. Typically, the on-board software will walk the user through the various screens 
required to facilitate system configuration. 

TIP Lihrary Update Software (TLUS) 

TIP library update software is an auto executing software application that automatically installs the TIP 
library and machine specific settings by the TIP administrator. 

TIP TRX Library Update 

A TIP library update focused on legacy TRX systems including TLUS and TLU update methodologies. 
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Training Library 

A group of images used in training that cannot be used in testing at any point. in future, unless. the image 
is of such a nature that it will appear in only one way regardless of presentation (e.g., empty bin). Once a 
CTI is deployed in training it can never be used in testing for that population of people. 

Training Support Center (TSC) 

The warehouse where all training aids and materials are stored until needed at training sites in the field. 

TRX Simulator Clear Bag 

A clear bag is a bag captured without any prohibited items in it. This bag should be determined by the 
TSO to not require secondary screening. 

TRX Simulator Fri 

An Fri that is captured on the Rapiscan 3D20 for legacy systems or the Rapiscan 620DV for AT and 

(b)(3) 49 ~,g Jegacy '1temsr Legacy F:rfaaro captured i{}ewpoi nt angles and then tli p~~(~ r external tool to .. 
(b)(3f i~t<~~.c ..... create th ············ iewpoints each in different onentations. AT Ffls are captured i viewp.oints:w.bic.h {R){3.J4.9 u.s.c. 
§ 114(r) include viewpoint and rotation! (b)(3)49 u.s.c. § 114(r) I § 114(r) 

TRX Simulator Test Distribution 

A test distribution is a separately installable test package for TRX Simulator. TRX Simulator may have 
one and only one test distribution at any time. When updated, all data associated with the prior 
distribution is archived until the next update, at which time the data is deleted. The test distribution also 
contains data to manage communications protocols with OLC and PASS On-Linc. 

TRX-U Library Update 

A TRX-U library update package is formatted consistent with the TIPlA November Specification and is 
peculiar to each OEM class of equipment... TRX-U will include command files and GUlDs as required by 
the OEM. 

Unique Threat Bag 

A unique threat bag is a combination of threat and clear bag in with the threat in a particular orientation 
and viewpoint angle. 

View Point Angle 

The positioning of a threat based upon the X and Y axis, TRX Simulator uscQpeeitic vicwle2!nLdlQL!9 u.s.c 
· n I s wh r · s TIP 1s : fr -form vi w in · ngles. An example of a viewpoint angle would be ·- . J(£.~~48lsc 

(b)(3)49 u.s.c. § 114(r) round the X axis and Y axis from the Canonical view. § n 4(r) 

4. Task A - Global Threat Mitigation, Engineering and Image (TME&I) Support 

4. I. Project Management (CUN 000 I Firm Fixed Price (FFP)) 

4.1. l The contractor shall provide project management oversight to include such tasks as 
scheduling, finance, milestones, deliverables, and overall program performance. 

4.1.2 The contractor shall develop and maintain program schedules and track/report progress for 
each separate Task within this SOW. This shall also include a combined Weekly Status Report 
for all Tasks. within this SOW. The. Weekly Status Report shall contain:. 

4.1.2. l Engineering Change Proposal/ Request for Deviation (ECP/RFD) Impact Report 

4.1.2.2 Current Pr~ject Schedule for each Task 
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4.1.2.3. Weekly Travel Report (task specific) 

4.1.2.4. Weekly Trouble Ticket Report 

4.1.2.5 Weekly Progress/ Activity Report (task specific) 

4.1.2.6 Weekly Pr~jected Activity Report (task specific) 

HSTS01-12:J-OTT004 
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4.1.3 The contractor shall work in close partnership with TSA Technical Monitors to develop 
effective schedules to meet TSA needs. 

4.1.4 The contractor shall monitor schedule, analyze critical paths, dependencies and provide 
recommendations. lo reduce. risk and ensure. schedule success .. 

4.1.5 The contractor shall support the. review of project plans for accuracy regarding cost, 
schedule and technical risks by providing analysis of proposed plans. 

4.1.6 The contractor shall identify and manage risks and changes to the plan (risk management 
and change control). The contractor shall also recommend actions to address deficiencies or 
reduce program risk. 

4.1.7 The contractor shall provide TSA project support, operations support, and analytical support 
to. the program to facilitate the. program's goal of maximizing security personnel performance in 
threat identification. 

4.1.8 The contractor shall conduct one ( l) monthly Program Management Review (PMR) per 
month to outline previous month's activities, issues, risks and forecasting on all projects within 
this. SOW, on a. Task by Task basis; with associated. CLINs. The. PMR shall include Task Order 
contract status, task activity by CUN, cost and financials; previous months Deliverable status, 
forecast of upcoming deliverables; Challenges and Risks and monthly performance review. 
Softcopy draft will be provided to the Task A Technical Monitor (TM) 24 hours before PMR. 
The TM will provide feedback within six (6) hours. The final will be provided to all participants 
via email NL T two (2) hours before the actual meeting. A Total of Six ( 6) unbound hardcopies 
will be provided to the PM and TMs at the meeting. 

4.1.9 The contractor shall provide online systems to update status on overall task management 
activities, initiate and track Technical Direction (TD), Program Project/Task/sub-task level 
reporting and data management. 

4.1. l 0 The contractor shall provide a detailed monthly reporting of ODC items procured. ODCs 
shall be mapped to Task and activity. 

4.1.11 The contractor shall create a detailed cumulative cost report for HSTSO 1-11-R-OOP 15 
(i.e., Task Order 12). 

4.2. Quality Assurance (CUN 0001 FFP) 

4.2. I The contractor shall ensure that all Task Order performance objectives and deliverables are 
of the highest achievable quality; to promote continuous improvement: and ensure best practices 
are employed at all times. Contractor processes and Standard Operating Procedures shall be 
followed and are auditable by TSA Quality Assurance personnel. 

4.2.2 The contractor shall provide a Task Order specific Quality Assurance Pr~ject Plan (QAPP). 

4.2.3 Inspection and acceptance of all deliverables required under this SOW will be performed by 
the Deliverable Recipient as specified within each Task. All deliverables are due by 12:00 pm 
EST on the day specified, unless otherwise agreed upon by the government. The Government will 
review the deliverable and provide the contractor with a notification stating whether the 
deliverable is acceptable or not acceptable. 
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4.2.4 TSA will provide a Quality Assurance. Surveillance Plan (QASP) within 20 business days of 
receipt of QAPP. 

4.2.5 The TSA TM will be the government quality assurance single point of contact. TSA will 
conduct QA for requirements conformance in accordance. with Task Order specific Government 
QASP. 

4.3. Government Furnished Equipment, Information, and. Property ( GFE/GFl/GFP} Management. ( CLIN 
0001 FFP, CUN 0002 Not To Exceed (NTE)) 

4.3.1 All GFE shall be tracked and reported under the base contract... All government equipment 
and. property assigned to the. contractor shall be managed within the. contractor property system; 
however,. spare. kits. and those. assigned to. entities. not. within the. control of the. contractor shall be. 
managed in the TSA Sunflower system and not the contractor property system as outlined in Task 
E. 

4.3.2 The contractor shall use Government Furnished Equipment (GFE) for all Tasks within the 
SOW. The. configuration. of any Transportation Security Equipment (TSE} systems. shall be. the 
same. as. fielded units. operating at the. TSA specification for U.S. airports unless. otherwise 
directed by the. Government.. Should a deviation (Request for Deviation (RFD)) to configuration 
be. required,. the contractor shall submit. the request to the. Government for approval.. TSA will 
approve. an RFD within two. business days .. 

4.3.3 The contractor may be required to purchase. equipment if GFE is not available .. TSA 
Contracting Officer approval will be required and a separate modification will be issued for these 
purchases ... All contractor-acquired. equipment subsequently becomes GFE as. defined by the. 
terms. of the. contract.. NOTE: This requirement docs. NOT affect the. procurement of firearms or 
other items below the GfE threshold that are tagged. 

4.3.4 In the course of general operations and support,. the. contractor shall procure consumable 
items and material to. maintain stock levels and supplies for threat creation and other support 
efforts .. Purchases. of material shall be. tracked and reported on a monthly basis ensuring that 
operational purchases maintain compliance with all FAR clauses and remain within the not to 
exceed funding levels for those items ... Contractor shall follow ODC rules as defined by the. terms. 
of the. base contract (to be provided) .. 

4.3.5 TSA will supply TSA propelty tags as. needed ... 

4.3.6 Prope11y records. shall be. managed by the. contractor and provided on a monthly basis for 
bulk upload. into the TSA Sunflower system or as otherwise mutually agreed to between the. 
contractor and TSA. 

4.3.7 The contractor shall provide a monthly Inventory Report .. 

4.3.8 The contractor shall provide. delivery and tracking information on kits, as well as inventory 
and. location to TSA on-demand within 3 business. days of request.. 

4 .4 Security Requirements (CUN 000 l FFP) 

4.4. l Access to classified information up to the TOP SECRET level is required to support the 
Threat Image Projection (TIP) Program, Threat Kit Program, and Image Development Program .. 
Only individuals. who require classified access. shall be. required to maintain. a minimum of a 
SECRET clearance and only those required to access TOP SECRET information shall maintain a 
TOP SECRET clearance ... 

4.4.2 The. contractor and sub-contractor personnel for this Task Order who require access. to 
classified information shall hold the. appropriate. security clearance or higher to support the 
necessary contractual requirements .. 
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4.4.3 The. contractor shall require access lo classified material at the. TML in Egg Harbor, NJ; the. 
contractors locations. in Crystal City, VA. and Moorestown, NJ; TSA HQ; TSTF; TSL; OEM 
Facilities; and at US Airports as required and approved by TSA. Visit requests. are required 
consistent with the NTSPOM. and. need. to know must be approved and ce1tified by TSA prior to 
any access. The. contractor shall submit all requests. for TSA approval. 

4.4.4 The. contractor shall require a DD254 based on the following specifications: 

4.4.4. l. Secret Information to be. stored at the Threat Mitigation Library in Egg Harbor, 
NJ and the LM site in Crystal City, VA .. 

4.4.4.2 Access to SECRET Information. 
4.4.4.3. Access to TOP SECRET Information at TSA facilities only. 

4.4.5 The. contractor facilities in Egg Harbor, NJ and Crystal City, VA shall procure and maintain 
security and classified storage. containers/cabinets. to securely house. materials rating a minimum 
classification of Sensitive Security Information (SSI} up to SECRET and firearms. 

4.4.6. The contractor shall store/safeguard classified SECRET documents. 

4.4.7 The. contractor shall view classified TOP SECRET information at TSA facilities. 

4.4.8 The. contractor shall require, at a minimum, access. to Transportation Security Equipment 
(TSE) vulnerabilities, threshold weights for explosive alarms,. and. net explosive weights used for 
training and testing transportation security officers. 

4.4.9 The. contractor shall require access to existing and emerging intelligence. data relating to 
terrorist training, designs for Improvised Explosive Devices, concealment tactics. and strategies, 
and other information necessary to replicate. the terrorist threat. 

4.4. l 0 Select contract and subcontract personnel shall require courier credentials issued by 
DHS/TSA to allow for the transpo11 of classified information. The contractor shall provide a list 
of trained classified couriers. to TSA to facilitate issuance. of the. appropriate credentials. 

4.4. l l. Select contract and subcontract employees. assigned to this task order shall require 
credentials. that indicate. that they work in support of TSA and frequently transport explosive 
simulants. that appear real without lab testing,. and. other weapons including real and inert replicas .. 

4.4.12 Select contract and subcontract employees assigned to this. task order shall require. TSA 
badges. that will allow them to be. issued TSA white package laptop computers .. Physical access 
to TSA headquaiters is not required. The. white. package laptop computers are. required to. allow 
these select contract and subcontract employees access to the TSA website. and the On-line. 
Learning Center (OLC) via Virtual Private. Network (VPN) .. 

4.4.13 The contractor shall retain copies of "Electronic Baggage Screening Program 
Requirements for Automatic Detection of Explosives" (Version 5.8, dated l January 2010, 
classification SECRET); '·Passenger and Carry-On Baggage Explosives Detection Systems 
Requirements. (Version 3.2 dated 5 December 2006, classification Confidential); IT Technical 
Checkpoint Screening Ops (Version 3. l .01, dated 17 July 2009, classification Confidential; and 
AT X-ray Detection Requirements Appendix. (Version. 2.0,. dated 5 March 2010, classification 
Confidential) .. 

4.4.13. I Contract personnel will be. briefed on these. documents. and. though they are. 
relatively short, the. content is not best memorized and needs to be available. for reference 
while performing the. duties of this task order. Therefore, the. contractor shall store one 
( l) copy at the TML and one. (I) copy in the Crystal City facility in a secure location .. 
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4.4.14 The contractor shall store and safeguard classified material in accordance with Executive 
Order 12958, as. amended, Classified National Security Information, and. it's. Implementing 
Directive. No. l at the SECRET level in support of program office requirements .. 

4.4.15. In accordance with. the Department of Defense (DOD) Manual 5220.22-M, "National 
Industrial Security Program Operating Manual (NISPOM) for Safeguarding Classified 
Information," Chapter 5, Section 5-502, the contractor is authorized to. disclose TSA classified 
information to cleared subcontractors when access is necessary to. pe1form tasks. or services for 
fulfillment of a prime. or sub-contract... 

4 .4 .16. In accordance. with. the. Department of Defense (DOD) Manual 5220.22-M, "National 
Industrial Security Program Operating Manual (NISPOM) for Safeguarding Classified 
Information," Chapter 5, Section 5-506, the contractor shall not disclose classified information 
received or generated. under this. TSA contract to. any other Federal agency unless specifically 
authorized in writing hy the TSA Program Office that. has classification management jurisdiction 
over the. information and. the TSA Contracting Technical Representative (COTR) .. 

4.4.17 .. In accordance with the Department of Defense (DOD) Manual 5220.22-M, "National 
Industrial Security Program Operating Manual (NISPOM) for Safeguarding Classified 
Information,", Chapter 5, Section 5-509, the contractor shall not disclose classified information 
to another contractor except. to support a contract, subcontract or other TSA purpose .. 

4.4.18. The Contractor will access. classified material at: 

4.4. l 8. l Lockheed Mmtin Services. Inc at 1800 South Bell Street Suite 1100, Arlington, 
VA22202; 

4.4.18.2 Lockheed Martin. Maritime. Systems & Sensors. at. P.O. Box 1027, Moorestown, 
NJ 08057-0927; and 

4.4.18.3 Galaxy Scientific Corporation at 2628 Fire. Road,. #304, Egg Harbor Township, 
NJ 08234. 

4.4.19. The. Contractor will store. and safeguard classified material in accordance. with Executive. 
Order 13526, Classified National Security Information, and its Implementing Directive 32 Cf'R 
Part 2001 at the SECRET level in support of program office requirements .. Additionally, in 
accordance. with the. Department of Defense (DOD) Manual 5220.22-M, "National Industrial 
Security Program Operating Manual (NISPOM) for Safeguarding Classified Information," 
Chapter 5, Section 5-502, the. contractor is. authorized to disclose TSA classified information to 
cleared. subcontractors when access. is. necessary to perform tasks or services. for fulfillment of a 
prime or sub- contract. In accordance with the NISPOM, Chapter 5, Section 5-506, the 
contractor shall not disclose. classified information received or generated under this. TSA 
contract. to. any other Federal agency unless. specifically authorized in writing by the TSA 
Program Office that has. classification management jurisdiction over the information and the 
TSA COTR. . In accordance with the. NISPOM,. Chapter 5, Section. 5-509, the contractor shall not 
disclose classified information to another contractor except to support a contract, subcontract or 
other TSA purpose. 

45 Threat Mitigation Laboratory (TML) (CLIN 0004 NTE) 

4.5. l The contractor shall provide the hardware, software, facility, materials and services. required 
to. manage, operate,. and maintain the TML to support TSA requirements for image and threat 
development, storage,. kit development and production, library management and field distribution. 

4.5.2. The contractor shall functionally operate the TML including the facility and. GFE equipment 
assigned .. NOTE:. OEM support for this. shall be provided. in CLIN 0005 .. 
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4.5.3 The TML shall provide the appropriate space and configuration to: 

4.5.3. l. Stage equipment for image creation, produclion, and review. 

4.5.3.2 Conduct Image. Reviews .. 

4.5.3.3 Create. Images (may. include. human models). 

HSTS01-12:J-OTT004 
Task Order 18 - TMI&E 

4.5.3.4 Develop or acquire lhreat and non threat devices and threat items. 

4.5.3.5 Develop Simulants. 

4.5.3.6 Develop lhreat training aids .. 

4.5.3.7 Store. Chemicals .. 

4.5.3.8. Mainlain training kits and training aids. 

4.5.3.9 Develop, manufacture, and deliver lraining. kits. and training aids. 

4.5.3. l 0 Develop training manuals for kit usage. and. other appropriate. documentation. 

4.5.3. l l. Conduct product reviews, demonstrations and training. 

4.5.4 The. TML shall be. required to maintain and store. materials rating a minimum classification 
of Sensitive Security Information (SSI) up to SECRET and firearms. 

4.5.5 The. contractor shall obtain and maintain proper licensing to obtain, maintain, and store a 
variely of legal and illegal firearms on-site. at the TML.. The TML shall meet TSA, Federal, Stale, 
and local requirements for the. storage. of firearms. The. TML facility shall he. required to render 
the firearms inert; and/or modify firearms. 

4.5.6 The. contractor shall maintain threat and non-threat items. at the TML 

4.5.7 The. contractor shall store in a climate. controlled environment explosive and detonator 
simulants, IED device. components, guns, knives, other threal and. prohibitive arliclcs,. luggage, 
normal passenger clutter for the luggage, addilional equipmenl/soflware and facility/support 
services. that are required to meet TSA TML requirements .. 

4.5.8. The. TML shall include. space for threat device and threat training item development, 
machine specific image production, and the storage. of all necessary threats, bags, and equipment. 

4.5.9 On rare instance (TSA expects two (2) times), when OSC is. unable to supply riggers for 
movement of TSE in or out of the TML, riggers shall be required. 

4.5.10 The. contractor shall ensure. maintenance. agreements. for GFE TSE are in place and that the 
Gf'E provided under this lask order is properly maintained .. 

4.5.1 l The contractor shall leverage TSA TSE maintenance. agreements. when possible. 

4.5. l 2 The facility maintenance shall be CLIN0004; and TSE Maintenance shall be CLIN002. 

4.6 Tier I. and 2 Help Desk and Field Support (CUN 001 FFP) 

4.6.1. The. contractor shall provide multiple tier (Tier I. and 2) Help Desk support for operational 
learning technology products. (e.g.,. Simulator, Threat Kits), OHC image tests. and assessments, 
and the. TIP Program •.. 

4.6.2 The contractor shall provide an initial response to a TSA request for assistance (trouble 
ticket) via phone or email within 24 hours ( l business day), unless. TSA has. directed re­
prioritization. of resources. in support of a release. or other priority. 
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4.6.2. l The point of entry for a trouble ticket shall be provided via the contractor online 
system and may require the. contractor to create. a ticket.. 

4.6.2.2 TSA will route the. trouble tickets. received by TSA Training to the. contractor for 
action by instructing the airport to open a trouble. ticket on the contract. system .. 

4.6.2.3 During periods of post deployment surges, the. contractor and TSA will identify 
mutually agreeable response times. based upon TSA priorities. For example: if resources 
are. focused on a national issue, individual tickets may be. deferred until such time as the. 
national issue is. resolved .. After which, the. contractor shall be provided a reasonable. 
amount. of time. to manage. individual tickets but not more than one week .. 

4.6.3. The. contractor shall resolve Tier I and 2 tickets. within 48. hours (2 business days) .. Tier l 
tickets are defined as. issues. that can be resolved without extended troubleshooting, such as:. Super 
User password reset, decoding a test result ... Tier 2 tickets are defined as requiring multiple calls 
and/or emails from the LM helpdesk to ticket creator.. NOTE:. See exception. to 48. hour 
requirement in Section 4.6.8 .. 

4.6.4 The. contractor shall notify TSA of any exception and provide. a follow-up phone call and/or 
email to the requestor to update the. status of the issue. The contractor shall not be held 
accountable for time waiting for an airport to respond with requested information (i.e. critical 
information related. to an error or files required to troubleshoot. an error). 

4.6.5 The. contractor shall provide. Tier land 2 support. for 40 hours. per week during the. normal 
business hours of 8 AM through 5 PM EST Monday through Friday; and shall complete trouble. 
ticket logs. each time a ticket is. accessed .. Log entries. shall be consistent, clearly understandable 
and outline. what. action is. or was. taken .. 

4.6.6 The. contractor shall. provide on-call suppo1t for emergency trouble tickets. Emergency 
trouble tickets are those which inhibit the Training Managers/Specialists or Security Training 
Instructors from administering a test or retrieving test results needed immediately, or those 
situations. tasked by the. TSA TM .. 

4.6. 7 The. contractor shall. provide technical customer service support to all TSA airports. 

4.6.7. l The contractor shall identify representatives to serve as the. field liaison for the. 
Emerging Technology Program and shall foster a collaborative working relationship 
between the contract personnel, OTT, and TSA field personnel. 

4.6.7.2 The representatives shall communicate technology training impacts to the airports 
and resolve. issues. when new releases of equipment or technologies occur( e.g., provide 
front line. communications. with. airports on new releases. to TRX Simulator .. pilot planning 
for software and on-site visits, and TIP library releases with or without on-site support). 

4.6.7.3 The. representatives. shall assist the. field with Threat Kit upgrades,. shipping,. 
contacts and schedule. rotations .. 

4.6.7.4 The representatives shall assist the field with TRX Simulator, EDS Simulators, 
AIT Simulators, LM laptops. and all other emerging technologies problems/issues .. 

4.6. 7 .5 The representatives shall provide on-site field support to airports for TIP, TRX 
Simulator, and other special pr~jects as. required .. 

4.6. 7 .6 The. representatives shall provide. TIP library upload support either remotely or on­
site. and also. support pre-clearance airports. as. required .. 
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4.6.7.7 The representatives shall serve as pilot proctors, software testers and maintain a 
solid interface between the. task order helpdesk and. other TSA (e.g., STIP, PASS, SPOC 
and. Siemens} helpdesks. 

4.6. 7 .8 The representatives shall provide property management support to airports. in 
support. of kit issues,. audits,. and other property questions. and interface directly with TSA 
DPMO staff .. 

4.6.8 Threat Kits. and. Threat Kit replacement items shall be. shipped to airport in next shipping 
cycle; and are. not required to. be. shipped within the 48. hour ti me frame specified within Section. 
4.6.3. 

4. 7 Tier 3 and 4 Help Desk Support (CLIN 00 l FFP) 

4.7.1 The contractor shall provide multiple tier help desk support. for simulator and technology 
products. 

4.7.2 The contractor shall provide an initial response. to a TSA request. for assistance. (trouble 
ticket) via phone or email within. 24 hours. (l business. day), unless. TSA has. directed re­
prioritization. of resources. in support of a release. or other priority. 

4.7.2.1. The point of entry for a trouble ticket shall be. provided. via the contractor online 
system and. may require. the. contractor to create. a ticket. . 

4. 7.2.2. TSA will route the. trouble tickets. received by TSA Training to the. contractor for 
action hy instructing the airport t0. open a trouble. ticket on. the. contract system .. 

4.7.2.3 During periods. of post. deployment surges,. the contractor and TSA will identify 
mutually agreeable response. times. based upon TSA priorities. For example: if resources. 
are. focused on a national issue, individual tickets may be. deferred until such time. as. the 
national. issue. is resolved .. After which, the contractor shall be provided a reasonable. 
amount of time. (but not more. than one (I). week) to. manage individual tickets .. 

4.7.J The.contractor shall notify TSA of any exception and provide a follow-up phone call aml/or 
email to the requestor to update the status of the issue. The contractor will not be held. accountable 
for time waiting for an airport to respond with requested information (i.e. critical information 
related. to an error or files required to. troubleshoot an error). NOTE: Severity of issues is defined 
within the Help Desk Standard Operating Procedure document. 

4. 7.4 The. contractor shall provide Tier J support. for 40 hours. per week during the. normal business. 
hours of 8 AM through 5 PM EST Monday through hiday; and shall complete trouble. ticket. logs. 
each lime a ticket is accessed. Log entries shall be consistent, clearly understandable and outline 
what action. is. or was. taken .. 

4. 7 .5 The. contractor shall provide on-call support for emergency trouble. tickets ... Emergency 
trouble. tickets are those which. inhibit the Training Managers/Specialists or Security Training 
Instructors from administe1ing a test or retrieving test resulls needed immediately, or those 
situations tasked. by the. TM .. 

4.7.6 Tier J support may require software changes to. correct a bug (i.e., when. a portion of the. 
sohware does not function as designed). The Contractor and. TSA shall mutually agree on. the. 
priority delivery timeframe of any emergency fix .. The. Contractor shall correct. and test any 
emergency fix. as. quickly as. possible. The. Contractor shall assist in the. certification testing. Non­
emergency fixes shall be scheduled into. a future software release. 

4. 7. 7 Tier 4. support is part of the change management process and. is. considered. recommended 
enhancements. or changes. to be captured and held for TSA direction .. The Contractor shall 
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maintain and keep up to date all enhancements or change requests, and TSA shall be able to 
retrieve these. at any time to review .. Prior to any major or minor upgrades, TSA shall identify any 
enhancements. or changes that may be considered for development and the Contractor shall provide 
an estimate on the level of effort to accomplish, and identify any synergies in combining any 
enhancements ... The. Contractor may be. required to support change management and requirements 
tracking on the LMSC. The Contractor shall support a T-1 line, router and server in their 
development facility and for their development team to use the Contractor's accounts for 
distribution and maintenance. of software packages. 

4.8. Threat and Image Support (CUN 000 I. FFP) 

4.8.1 The contractor shall enter information (e.g., full descriptive data about each image, 
including category, image outcome, and associative components of the. image,. including threat 
items, bags,. and. alarm objects. and clutter) into and maintain data in the Threat Image Library 
(TIL) .. 

4.8.2 The contractor shall analyze current images for obsolescence whenever libraries. are being 
designed or updated. 

4.8.3 The. contractor shall design and acquire threats and build threats. to support all the. Tasks 
within the SOW .. 

4.9. SME Support (CUN 000 I FFP and CUN 0005. Time. and Materials. (T &M)) 

The. contractor shall provide subject matter expertise in support of analysis reports. and program support 
with attention to the following areas: Original Equipment Manufacturers (OEMs), x-ray technology, 
Engineering, explosive technologies and threat analysis. NOTE: Support from OEMs shall be charged to. 
CLIN0005 .. 

4.10 Rapid Response (CUN 0005 T &M) 

4.10.1 The contractor shall provide rapid response capability to respond to sho11 notice high threat 
information. TSA expects a rapid response. event every other month, up to. a total of six (6) during 
this POP .. 

4.10.2 The contractor shall produce threat items and images. within 48. to 72 hours .. TRX 
Simulator training sessions. may be required .. The. contractor shall create. bag information files for 
any new TRX Simulator bags created .. 

4.10.3 The contractor shall suppmt IED accessory kit rapid response. activities within 72 hours. 
when OTT determines an emerging threat warrants action .. 

4.10.4 Rapid response deliverables. may be. various formats (e.g., Fictional Threat Images, 
Combined Threat Images, PowerPoint presentations, TRX Simulator Images, TRX Simulator 
Sessions, Threat Items, Threat blueprints, threat build instructions). 

4.10.5 Rapid. response. support is. a function of re-prioritizing resources. planned for image. capture .. 

4.10.6. Contract personnel shall be. contactable. 2417. via blackberry in support of Rapid Response 
Activities. These. include the TML team leader or designee, the Lead EOD Technician and key 
threat designers .. 

4. I 0. 7. TSA personnel will be. available. for consult within. 30 minutes, throughout the rapid 
response development activity. 
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4.1 l Travel (CUN 0003. NTE) 

4.11. l. The contractor shall support Domestic. and International Travel for this. task order. .. TSA 
estimates that the. contractor shall be. required to travel 50 domestic trips and five (5) international 
trips .. 

4.11. l. l. Reimbursement of travel. will be in accordance. with the. Terms and Conditions of 
the. lDlQ Contract. 
4.11.1.2 The contractor shall notify TSA of planned travel in weekly repotts. 

4.11.2 The contractor shall use Government supplied amount of $400,000.00 as estimate for 
CLIN 0003 travel for Task C CLIN 001 J pilot activity. TSA has provided this estimate based on 
historical data. 

4.12. Task A Deliverables 

Deliverable Due Date Deliverable Government Review 
Recipient • l Weekly Status Report 

Tuesday of every All TMs I Business. Day 
week 

Integrated Task Project 2/15/2012 
Task TM 5 Business Days 2 Schedule 

Task Order Kickoff 
02/15/2012 OR NLT 

3. 15. business days aher Task TM 5. Business Days 
Meeting award 
Monthly Program Monthly on Tuesday 

All TMs 5 Business. Days 4 Management Review closest to 15th of the 
(PMR) month 

5th of every month. or 
TSA Prope1ty 

5 Property records Manager & Task 5. Business Days 
closest business day TM 

5th of every month or 
TSA Prope1ty 

6 Inventory Report Manager & Task. 5 Business. Days 
closest business. day TM 

7. 
Help Desk Call Log 

Available. on Request 
AllTMs. N/A 

(Tier 1,2,J &4) 

8. 
Customer Service Field 

Available. on. Request 
AllTMs. N/A 

SuooortLo.e: 
Within. 48 hours. of Task TM &TSA 

9. Rapid Response. Product request or as agreed Requester 
I. Business Day 

upon 
10 Procurement ODC 2 business days after Task TM 3 business. days 

Report invoice. sent to TSA 

11 Task Order Quality 2/15/2012 AllTMs 5. Business Days 
Assurance Project Plan 
(QAPP) 

12 HSTSOl-l 1-R-00Pl5 4/18/2012 TM lO Business Days 
Cumulative Cost Repmt 
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4. 13 Inspeclion and Acceplance Crileria 

See. Section 4.2 

5 •. Task B. Threat Image Projection (TIP) Program. 

5.1. Scope. 

The Transporlalion Securily Administration (TSA) Office of Security Capabilities (OSC) procures and 
deploys security equipment to checkpoint and. checked baggage screening locations. nationwide. OSC also. 
develops and implements. a wide. range. of security officer's performance, training and testing activities. to 
support Congressional mandates .. The Threat Image Projection (TIP) Program measures image 
interpretation proficiency at the. national and. airport level in an operational environment.. TSA utilizes TIP 
data performance. analyses to determine performance. standards. for the security workforce .. The. contractor 
shall provide TIP program support, operations support, analytical suppott to the TIP program, and STIP 
and. special studies. support for OSC to facilitate the program's goal of maximizing TSA 's. image 
interpretation performance .. 

5.2 TIP Imaging. Support (CLIN 0006. FFP) 

5.2. I The Contractor shall procure or create. threat items required for TIP imaging based upon 
emerging threat. intelligence and procedural revisions .. 

5.2.2 The Contractor shall oroduce. Fictional Threat Ima~es. <FTDI (b)(3)49 u.s.c. § 114(r) 

(b)(3)49 U.S.C. § 114(r) 

(b)(3)49 u.s.c. § 114(r) I Threats will be based upon the prohibited items list. and 
emerging m1e111gence .. images srnm he distribuled across. lhreat calegories and difficulty levels; 
specific breakdown. will be provided by TSA upon. award. 5.2.3. The Contractor shall perform TIP 
image. development and. management. to include. image definition, capture,. archiving,. database. 
development and management.. 

5.2.4 The Contractor shall develop, implement,. and document. processes and. procedures to 
perform analyses of lhreal alerts and ensure coordination with other organizations (e.g., 
intelligence, law enforcement). 

5 .2.5 The Contractor shall catalog and photograph the. relevant characteri sties. of each image, 
· . of explosive! (bl(3l49 u.s.c. & 114(rl 1 

(b)(3)49 u.s.c. § 114(r) ower source. typcl (b)(3)49 u.s.c. § 114(r) I 

ata .. 
(b)(3)49 u.s.c. § 114(r) container! (b)(3)49 u.s.c. § 114(r) I 

5.2.6 The images shall meet the following criteria:. 
5.2.6. l The image. of threat item is complete .. 
5.2.6.2 The image will be of a high qualily lo ensure no dislortion due lo pixelation, 
snow, blurring, etc. 
5.2.6.3 IED and other threat article components. can be. identified .. (Depending on the 
level of IED difficulty, some components may not be visible. However, the explosive 
charge. will, at a minimum, be visible plus one. other component.). At the direction of the. 
TSA, the. TML shall also create. TIP images of individual IED threat components. or 
disassembled IEDs. 
5.2.6.4. Each image file will maintain consistent viewpoint angle and. rotation. across. TRX 
or AT Platforms. 
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5.2.6.5 No other object is creating an opaque area within the image (applicable to TBD 
situations for rapid response training items that may include CTls). 

5.2.6.6 The processed image is an accurate representation of the intended target difficulty 
level for the operator. 

5.2.7 The Contractor shall submit images to the TSA TIP program manager for review and 
approval as specified In 5.6. Task B Deliverahles Tahle Government Review column . TSA will 
utilize the criteria listed above to determine acceptance. If any images are rejected, the 
Contractor shall perform follow-up work to develop replacement images that conform to the 
general specifications of the rejected image(s), correcting any identified deficiencies in the 
process in the next scheduled volume. 

5.2.8 The Contractor shall conduct image reviews (not lo exceed two (2) during Period of 
Performance) upon TSA request. Image reviews will be conducted using the Threat Image 
Library (TIL) or mutually agreeable format. 

5.2.9 The Contractor shall audit and maintain the previously developed Configuration 
Management Plan, in addition to the analysis of images within the TIP Library. This includes a 
listing of all lihrary images and monthly volumes. The audit and configuration management 
should include a detail description of the changes, due to SOP or procedural changes, and issues 
found during the audit. Each audit report shall identify issues and a conecti ve action plan. 

5.3 TIP Library Management and Distribution (CLIN 0006 FFP) 

5.3.1 The Contractor shall support TIP library updates for both standalone and networked 
Transp011ation Security Equipment (TSE). This includes tasks such as development of image 
libraries, quality control and coordination with OEMs, production and distribution of library 
update packages to airports. 

5.3.2 The contractor shall produce one (I) library update annually. 

5.3.3 The library maintenance and updates shall supp011 the following platforms: 

5.3.3.1 RAPISCAN 520 LEGACY 
5.3.3.2 RAPTSCAN TRX-U 
5.3.3.3 RAPTSCAN STTP 
5.3.3.4 STIP SERVER 
5.3.3.5 SMITHS 604017555 LEGACY 
5.3.3.6 SMITHS STIP/TRX-U 
5.3.3.7 SMITHS aTiX 
5.3.3.8 RAPTSCAN 620DV 
5.3.3.9 L-3 ACXMV 

5.3.4 The contractor shall support all systems, including: 

5.3.4.1TIPLIB10012007 STIP/TIPlA/TRX-U (October 2007) 
5.3.4.2 TTPLTB07152008 LEGACY (July 2008) 
5.3.4.3 T1PLIB04 I 02009v I (April 2009 a Tix Library) 
5.3.4.4 TIPLIB20070920 Rapiscan TRX-U/STIP (October 2007) 
5.3.4.5TTPLTBOl172011 (Smiths AT-I) 
5.3.4.6LTIPLIBOl172011 (L-3 ACXMV April 2011 AT Library} 
5.3.4.7RTIPLIBOl172011 (Rapiscan AT-2 Library} 
5.3.4.8STIPLIBOl172011 (Smiths AT-2 Library) 
5.3.4.9 TIPLIB0630201 I 
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NOTE: Release of Technical Data • 
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No information, oral or written, conce1·ning TIP. made. pursuant under this contract shall he 
published or released to the public without the prior written approval of both the TSA Program 
Manager and the TSA Contracting Otlicer. 

The contractor shall NOT release. information within the government without prior written 
approval of the Technical Monitor (TM). 

5.4.1 The contractor shall manage, store, and analyze TIP data and provide project management 
support to OSC in the areas of imaging and explosive detection technologies. 

5.4.2. The Contractor shall develop program documents, plans, procedures, reports, studies, and 
analyses, to support TSA performance plans and to document results. 

5.4.3. The Contractor shall develop and maintain program schedules and track/report progress of 
program performance. The Contractor shall analyze critical paths and provide recommendations to 
reduce risk and ensure schedule success. The Contractor shall support the review of project plans for 
accuracy regarding cost, schedule and technical risks by providing analysis of proposed plans. The 
Contractor shall identify and manage risks and changes lo the plan (risk management and change 
control). 

5.4.4 The Contractor shall assist TSA with coordination of program plans and objectives with other 
organizations and stakeholders. 

5.4.5 The Contractor shall monitor efforts which will ensure proper execution of TSA approved 
projects and that project activities arc in line with the overall program plan. 

5.4.6 The Contractor shall develop and revise operational requirements and conduct special. studies 
and technical analyses in the development of requirements. 

5.4.7 The Contractor shall support TSA with the coordination between DHS and other domestic and 
international partner organizations to identify threats, vulnerabilities and operational considerations to 
improve TSA security officer image interpretation training and testing. 

5.4.8 The Contractor shall support the coordination and resolution of critical decisions and corrective 
actions. 

5.4.9. The Contractor shall develop and deliver presentations (e.g. PowerPoint), training, and other 
materials, as well as the duplication, and distribution of these materials. TSA estimates two (2) 
presentations a month. 

5.4.10 The Contractor shall analyze the TIP x-ray image library to identify perf01mance trends and 
provide recommendations. for library updates and performance improvements. (Semiannually). 

5.4.11 The Contractor shall provide x-Ray image library performance analysis to support library 
management decisions with regard to individual or groups of x-ray images. 

5.4.12 The. Contractor shall provide Su~ject Matter Experts (SME) to support theoretical research, 
object recognition, statistical design tasks. 

5 .4 .13 The Contractor shall collect, consolidate, and track program action items (e.g., capture actions 
from TIP IPT meetings) as well as actions assigned via email or telephone requests and consolidate 
them in an action item tracking spreadsheet.. 
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5.4.14 The Contractor shall be required to develop flyers/fact sheets, guides and manuals in support 
of TIP program objectives .. TSA estimates one. per month. 

5.4.15 The Contractor shall conduct TIP systems integration, TIP systems engineering, operations 
research, data modeling, human factors research and analysis. At a minimum, this will include. 
monthly importing of raw TIP data into the TIP database, checking for data inconsistencies and 
duplication of data, and reporting descriptive statistics on TIP performance and compliance. 

5.4.16 The Contractor shall coordinate and conduct field demonstrations and pilot projects evaluating 
technologies and image training effectiveness and suitability under realistic. operational conditions .. 
The contractor shall identify airports to be. visited, the purpose of the visit, and any administrative and 
other resource requirements of the airpot1s. 

5.4.17 The Contractor shall analyze TIP performance data and coordinate the training function with 
the technology deployment function to prepare. for the use of new technologies in the field, and 
suppo1t the evaluation and application of training on existing technologies. 

5.4.18 The Contractor shall assist in the coordination of pilot activities. with TSA and appropriate 
industry and government stakeholders/paitners. as requested .. 

5.4.19 The. Contractor shall develop two semi-annual reports which provide in-depth analyses on TIP 
performance at the national, area, category, and airport levels. Additionally, the report shall include 
list of Best, Most Improved, and Most Room for Improvement (MRFI) performance levels. The 
MRFl report shall be. delivered one ( 1} month after the. semi-annual report. 

5.4.20 The Contractor shall provide the. following reports each month. These reports (including their 
format) are SSL TSA will provide under separate cover a sample format for each report. TIP Monthly 
reports. shall be due on. the first Friday following 30 calendar days from when raw data is. received .. 
The contractor will provide the TSA TIP program manager with information regarding missing or 
incomplete data 5 business days prior lo rep011 completion. 

5.4.20.1 TIP Monthly Data Analysis Report - This report will consist of TIP compliance and 
performance data organized in the following sections: Introduction, Scope, Quality and 
Quantity of Data, Summary Analysis, Airport Analysis. Detail, and Privatized Airport 
Analysis .. 

5.4.20.2. TIP Performance Report for Security Operations (OSO):. Spreadsheet listing the. 
most recent month's. non-TIP alarm rates, TIP detection rates (overall and by threat type), and 
number of TIP presentations for each airport. 

5.4.20.3. Non-compliance list for Security Operations (OSO): Spreadsheet listing percent of 
each airpo1t's shifts exceeding 20, 30, and 40 minutes in duration; TRX/ AT machines where. a 
screener accounts for over half of all bags processed; and TRX/ AT machines that are not in 
compliance with TSA ratio guidelines. 

5 .4 .20.4 Data inventory list: . List showing files for each reporting TRX/ AT machine and 
indicating airport, airport category, and airport area to which the machine is assigned. Also 
includes detailed list of problems. noted in raw TIP data; pivot tables. showing number of 
TRX/ AT machines reporting by airport and by TRX/ AT type;. and summary table showing 
the number of reporting TRX/AT files by file number and TRX/AT type. 

5.4.20.5 TIP input to Key Metrics Repo1t:. Spreadsheet presenting national level non-TIP 
alarm and TIP detection rates. (overall and by threat type} for the past year.. Also includes. 
lists of the top and hottom ten airports in terms of detection performance. 
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5.4.20.6 Comparison data for the Screening Pa11nership Program (SPP):. Non-TIP alarm and 
TIP detection rates (overall and by threat type) for SPP airpo11s, airport category and area 
averages, and national averages. 

5.4.20.7 Ad hoc reports as requested by TSA. TSA estimates three (3) per month .. 

5.5 Special Proiect Reports (CLIM 0007 T &M) 

The contractor shall be required to provide special project reports,. conduct TIP related studies; design 
special studies; and provide support to special studies. TSA expects the contractor to perform these. 
activities four (4) times during chis POP. 

5.6 Task B Deliverables 

Number Item Due.Date Recipient Government 
Review 

l TIP Library Update TBD. Airports. 2 business days 
Disks 

2 TIP Monthly Data TIP Monthly repo11s TaskB TM 2. business days 
Analysis Report shall be due on the first 

Friday following 30 
calendar days. from when 
raw data is received. 

,, 
-' TIP Performance Report TIP Monthly repmts. Task B TM 2 business days 

forOSO shall. be due on the first 
Friday following 30 
calendar days from when 
raw data is. received. 

4 Non-Compliance List for TIP Monthly reports TaskBTM 2 business days 
oso shall be due on the first 

Friday following 30 
calendar days. from when 
raw data is. received. 

5 Data Inventory List TIP Monthly repo11s TaskB TM 2. business days 
shall be due. on the first 
Friday following 30 
calendar days. from when 
raw data is received. 

6 TIP Input to Key Metrics. TIP Monthly repmts. Task B TM 2 business days 
Report shall be due on the first 

Friday following 30 
calendar days from when 
raw data is. received. 

7 Comparison Data for TIP Monthly reports TaskB TM 2 business days 
SPP shall be due on the first 

Friday following 30 
calendar days from when 
raw data is. received. 
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8a, 8b, Special TIP 
8c, etc. Studies/Reports 

9 Configuration Audit 
Report 

IO. Corrective. Action. Plan 

11 Presentations 

12 Flyers/fact sheets, Guides 
and Manuals. 

13A&B TIP Semi-Annual Report 

14A&B MRFl (Best, Most 
Improved .. and Airports. 
with Most Room for 
Improvement) Report 

5. 7 Inspection. and. Acceptance Criteria 

See Section 4.2 

As. needed 

June4, 2012 

June4, 2012 

As. needed 

As. needed 

A April 2,.2012 

B October I, 2012 

A May I, 2012 

B November I, 2012 

6. Task C Image Development and Image Library 

NOTE: Release of Technical Data . 

HSTS01-12:J-OTT004 
Task Order.18 -TMI&E 

TaskB.TM 5 business days 

Task B. TM 5 business days 

Task B. TM 5 business days 

Task B. TM 2 business days 

Task B. TM 2 business days 

Task B. TM 5 business days 

Task B. TM 5 business days 

No information, oral or written,. concerning assessment data made pursuant under this contract 
shall be. published or released to the public without the prior written approval of both the TSA 
Program Manager and the TSA Contracting Officer. 

The. contractor shall NOT release information within the government without prior written 
approval of the Technical Monitor (TM). 

6.1. General 

6. I . I The overall structure of Task C is as follows: 

6. I . I. I Ad-hoc Image Development 

6.1.1.2 TRX and Advanced Technology (AT) Image Requirements 

6.1.1.2.1 TRX and AT Training Image Requirements 

6.1.1.2.2 TRX and AT Assessment Image Requirements 

6.1.1.3 Auto-EDS Requirements 

6.1.1.3.1 Auto-EDS Training Image Requirements 

6.1.1.3.2 Auto-EDS Assessment Image Requirements 

6. 1.1.4 Explosive Detection Systems (EDS) Requirements 

6.1.1.4.1 EDS Training Image Requirements 

6.1. l .4.2 EDS Assessment Image Requirements 
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6.1.1.5. Assessment Image Pilot Requirements 

6.1.2 Image development shall occur on multiple technologies and. machine types: 

6.1.2. l. TRX/ AT Machine Types. 

6.1.2. l.1 Perkin-Elmer (LS 110-1) TRX 

6. 1.2.1.2 L-3 Phase II (LS-110-ll) TRX 

6.1.2. l .3 Rapiscan (520 series) TRX 

6.1.2. l .4 Rapi scan TRX-U TRX 

6.1.2. l .5 Smiths Heimann TRX 

6.1.2. l .6 Rapiscan 620DV AT 

6.1.2. l .7. Smiths 6040 aTiX 

6.1.2.l.8.L-3 ACXMV AT 

6. 1.2.2 Auto-EDS Machine Types 

6.1.2.2. l Analogic Cohra (Boch CB and CP format) 

6.1.2.2.2 Reveal Fusion (Boch CB and CP format) 

6.1.2.3 EDS. Machine. Types (Legacy) 

6.1.2.3.1L33DX 

6.1.2.3.2 MDI 2555 & 9000 

6.1.2.3.3 Reveal CT-80 

6.1.2.4 EDS Machine Types (Emerging) 

6.1.2.4. l L3 6600 & 6600 ES 

6.1.2.4.2 Analogic XLB & SX 

6.1.2.4.3 MDI 5800, 9400, 9800 & 9800e. 

6.1.2.4.4. Reveal DR+ 

6.1.3 Attachment A, Task C Image. Requirements Matrix, provides. a detailed mapping of images 
to specific technologies. 

6.1.4 The contractor shall:. 

6.1.4. l Produce, acquire, and/or develop security screening training,. testing and 
assessment images. 

6.1.4.2. Provide. image development support for existing Threat Image Projection (TIP) 
Ready X-Ray (TRX), Advanced Technology (AT), Explosives Detection Systems (EDS), 
and/or Auto-EDS equipment. 

6.1.4.3 Schedule and pilot assessment images .. 

6.1.4.4. Distribute images via the appropriate administration platform. 

6.1.4.5 Provide. expertise to analyze image performance and. conduct analysis at the 
component, sub-component levels of the various types of threat items. 
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6.1.4.6 Package screening training, testing and assessment images into consolidated 
libraries, sessions, or distributions for use. in simulators or the appropriate administration 
platform. 

6.1.4.7 Provide library management suppo11 for existing Threat Image Projection (TIP) 
Ready X-Ray (TRX), Advanced Technology (AT), Explosives Detection Systems (EDS), 
and/or Auto-EDS equipment. 

6.1.4.8 Identify, classify, and manage images and associated data within the. Threat Image 
Library (TIL). Review the. images contained within the TIL and recommending the 
removal and archiving of obsolete images. 

6.2 Ad-hoc. Image. Development (CLIN 0008 T &M) 

6.2. I The contractor shall develop training images, as required by TSA, to support specialized 
security training programs, such as, New Hire Training Program, Basic Screener Training, 
Recurrent Training, Advanced Training, and Emerging Technologies. 

6.2.2 The contractor shall deliver images in human readable format (i.e. jpg or other common 
image format) via CD or other TSA approved media. 

6.2.3 Government Furnished Equipment (GFE): . The contractor shall assume that materials 
required for this effort are available. from Task A. 

6.2.4 The. contractor shall provide a labor category and labor hour breakdown for any technical 
direction requested under this CLIN, and receive TSA approval to proceed prior to commencing 
any work, unless. otherwise. directed by TSA. 

6.J TRX and Advanced Technology (AT) Image Requirements (FFP CUN 0009) 

6.3.1 TRX and AT Training Image Capture Requirements 

6.3.1. l The contractor shall capture I 000 clear bags. and 300 fictional threat images (FTI) 
for TRX Simulator to augment the TRX and AT training library. 

6.3.1.2 Images shall be. captured in volumes:. clear bags will be l 00 images per volume 
and FTis shall be captured in 30 image volumes. upon award .. Images shall be delivered 
monthly on CDs in .jpg format. 

6.3.1.3 Threat images shall be accompanied with Threat Information Files (TIFs) and 
clear bag images shall be accompanied with Bag Information Files (Bifs). 

6.3.1.4 The contractor shall augment the existing TRX Simulator training library with 
1,000 new clear bag images and 300 new fictional threat images (Ffis). 

6.3. l .5 The. clear bag images shall contain Bag Information Files (BIFs) that consist of a 
visual picture of the hag and its. contents, and a description of the. items. contained within 
the bag. 

6.3.1.6 The. threat bag images shall contain Threat Information Files. (TIFs) that consist of 
both a visual and x-ray picture of the threat,. and a description of the threat item. 

6.3.1.7 The clear bag and threat images. shall be accessible in all TRX and AT simulation 
modules. of TRX Simulator .. The contractor shall develop an Altiris. delivery package to 
upload the images. 

6.3.2 TRX and AT Assessment Image Requirements 

6.3.2.1 FY 201 J Test Distribution Requirements - TRX Simulator 
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6.3.2. l. l The contractor shall finalize FY 2013 Test Distribution based on TSA's. 
image analysis. The Test Distribution will consist of Image Interpretation Tests 
(IIT), Image Mastery Tests (IMT), and Image Mastery Assessments (IMA). TSA 
will provide final test design for TRX Simulator thirty calendar days prior to 
delivery. 

6.3.2.1.2 The. contractor shall provide a DVD solution for installing the TRX 
Simulator 2013 Test Distribution and an Altiris push. 

6.3.2.1.3 The contractor shall provide a translate data method that transmits all 
image test (IlT, IMT, IMA) results. to the PASS Online. 

6.3.2. l .4 The contractor shall provide a translate data method that transmits the 
IIT and IMT image test results to TSA's Online Learning Center (OLC). The 
OLC will launch TRX simulator using the current applet method and the 
contractor shall send the data to the return address provided by OLC without 
further logging or error checking. 

6.3.2. l .5 The contractor shall ensure that all llT/IMT/IMA assessment files arc 
transmitted and stored on the contractor's website. These assessment files may 
be removed to permanent storage and accessible for at least seven years. 

6.3.2.2 Technical Support Requirements 

6.3.2.2.1 The contractor shall provide technical support for TRX Simulator in the 
setup and delivery of assessments. 

6.3.2.2.2 The contractor shall track and report on Help Desk activity using 
already established tracking procedures. 

6.3.2.2.3 The contractor shall assist with OHC to ensure assessment results are 
recorded properly into PASS Online .. 

6.3.2.3 The FY2013 Test Distribution will consist of the following tests and quantities: 

6.3.2.3.1 Three (3) IIT tests for each machine type .. Each test. will contain the 
exact same images and testing criteria (i.e. image time, session time, scoring 
criteria, etc.), with only minor adjustments to communications settings if 
appropriate and will include. 75 images .. 

6.3.2.3.2 Five (5) IMT tests for each machine type. Each test will be exactly as it 
appears today with only minor adjustments to communications settings if 
appropriate and will include 100 images. 

6.3.2.3.3 Three (3) IMA tests. for each machine type. Each test will consist of 
l 00 images selected by TSA for that particular test. 

6.3.2.4 The contractor shall develop three (3) IMA tests using the three (3) extra TM As 
that were initially included in the. 2012 test distribution .. These IMA tests would need 
renamed for the. 2013 Test Distribution .. 

6.3.2.5 TSA will provide all optional settings required for the test distribution. 

6.4 Auto-EDS Requirements (ff'P CUN 0009, unless specified as OPTION A CLIN 00 l 0 in 6.4.2.2.2, 
6.4.2.2.5 and 6.7.2) 

6.4.1 Auto-EDS Checked Baggage (CB) Training Image Requirements 

6.4. l. l. Analogic Cobra (CB) Image Requirements 
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6.4.1 . l. l. Analogic Cobra (CB). Training Image Requirements 

6.4. l. l. l. l The contractor shall capture 420 Auto-EDS training images. 

6.4.1. l. I. I. I The contractor will provide CuITiculum Developers 
with 150 images for use. in developing training materials. These 
images should be delivered in human readable (i.e .. jpg or 
similar image format). 

6.4.1. l. I. I .2 One I 0-image demo session 

6.4.1.1.1.1.3 One 40-image training session 

6.4. l. l. I. I .4 Six 20-image training sessions 

6.4.1. l. l. I .5 One. hundred spare. images 

6.4 .... l. l .2 Images shall be as. follows:Gctear;j .,~uspect;f: H • :·:::::::::::),,,,J0.)'3J,:l'•~i~'C' 
obvwus. 

6.4.1.1. l .4 The contractor shall create the sessions. to be used via the. 
OEM simulator, or other appropriate platform. 

6.4. l. l. l .5 Threat images shall be accompanied with Threat Information 
files (Tlfs) and Bag images shall be. accompanied by Bag Information 
Files. (BIFs). 

6.4. l. l .2. Analogic Cobra (CB). Assessment. Image Requirements 

6.4. l. l .2. l The contractor shall capture 200 Auto-EDS assessment 
images t0. use for OQTs. 

6.4 .... l .~.2 Images shall be as. follm.vGlearGsuspect.f,,_ .. ,,,, .~:::::::l:::::Jeyti~,.~f}§;e; 
obvwus. 

6.4.1.1.2.J The hags used for image capture. shall closely match previous 
OQT images captured for Auto-EDS equipment,. using the catalogued 
inventory of bags and items .. 

6.4. l. l .2.4 The contractor shall work with TSA to. devise the. best. 
possible platform for delivery of images that are. not currently supported 
by a simulator. 

6.4. l. l .2.5 The contractor shall support TSA 's work with the OEM for 
the specific TSE to ensure images captured will reliably reproduce. on 
OEM provided simulators .. OEMs. will test the images as. they are. 
developed and confirm their suitability with the specific TSE and 
Simulator. 

6.4.1. l .2.6 The contractor shall. support TSA' s work with the OEMs to 
develop load protocols that effectively load the images into the. 
simulators and establish test protocols for OEMs to validate that the load 
protocol. works effectively with the TSE or associated simulators. To the 
maximum extent possible, limited by the. simulator or TSE, The 
contractor shall work to develop an auto-run DVD that retains images in 
encrypted form precluding users from viewing images. directly from the 
DVD .. 
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6.4. l. l .2. 7 Threat images shall be accompanied with Threat Information 
Files (TIFs) and Bag images shall be accompanied by Bag Information 
Files (BIFs). 

6.4. I. l .3 EDS Assessment Sohware/Hardware Requirements - OEM Simulator 

6.4.1.1.3.1 The contractor shall design, develop and implement software 
to capture assessment results on the OEM simulator and deliver the 
resulting data to a TSA approved repository (currently OLC). TSA will 
provide the contractor with a direct post method to the OLC or 
alternative storage site that currently accepts a direct post of data. The 
software development activity for this effort will be performed under 
CLIN 0018 (T&M) as the software to be integrated does not exist today. 

6.4.1.1.3.2 The contractor shall maintain under configuration control, 
master hard drives (one master and one backup) that can be replicated 
and installed on necessary simulator hardware. All simulator hardware 
will be Government Furnished Equipment (GFE). 

6.4.1.1.4 EDS Technical Support Requirements 

6.4.1.1.4.1 The contractor shall provide technical support to OTT for 
OEM Simulator in the setup and delivery of assessments. 

6.4.1.1.4.2 The contractor shall track and report on Help Desk activity 
using already established tracking procedures. 

6.4.1.1.4.3 The contractor shall assist with OHC and its Contractors to 
ensure assessment results arc recorded properly into PASS Online. 

6.4. I . l .5 OQT Delivery. After capturing the 200 assessment images, TSA will 
select 150 images to he used for developing the OQT: 

6.4. l. l .5. I The contractor shall develop three (3) OQT assessments 
consisting of 50 images each. TSA will provide the contractor with the 
final list of images to be included in each OQT. 

6.:r111·2 ~ach OQT will consist or.J.learimagesJ,,,,,,,,,~Jam:Umages.,.._Cb)(3nf 4~r~.c. 
anl:..J'bv1ous threats. l...J' 
6.4.1. l .5.3 The contractor shall create the assessment session to be used 
via the OEM simulator, or other appropriate platform. 

6.4. l. l .5.4 Since only 150 assessment images arc being captured to 
support the OQTs, any unused images will result in TSA using some 
assessment images in several OQTs. 

6.4.1.2 Reveal Fusion (CB) Image Requirements 

6.4.1.2.1 Reveal Fusion (CB) Training Image Requirements 

6.4.1.2.1.1 The contractor shall capture 420 Auto-EDS training images. 

6.4.1.2.1.1.1 The contractor will provide Curriculum Developers 
with 150 images for use in developing training materials. These 
images should be delivered in human readable (i.e .. jpg or 
similar image format). 

6.4.1.2.1.1.2 One l 0-image demo session 
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6.4.1.2.1.1.3 One 40-image training session 

6.4.1.2.1.1.4 Six 20-image training sessions 

6.4.1.2.1.1.5 One hundred spare images 

6.4. _I .2.1.2 Images shall be as followsG··········· dear:Gvspec.J.r-:J ~ ;;;;;;.~l{~j:t~ 4~f~§:S: 
obvious. L___:] f11•41t 

6.4.1.2.1.4 The contractor shall create the sessions to be used via the 
OEM simulator, or other appropriate platform. 

6.4.1.2.1.5 Threat images shall be accompanied with Threat Information 
Files (TIFs) and Bag images shall be accompanied by Bag Information 
Files (BIFs). 

6.4.1.2.2 Reveal Fusion (CB) Assessment Image Requirements 

6.4.1.2.2.1 The contractor shall capture 200 Auto-EDS assessment 
images to use for OQTs. 

6.4.1.2.2.2 Images shall be as followsGlear:Gsuspeet;[3,,,,.,,,.,,,.Jl»~,U 
4
1JS,C, 

obvious. § 1 (r) 

6.4.1.2.2.3 The bags used for image capture shall closely match previous 
OQT images captured for Auto-EDS equipment, using the catalogued 
inventory of bags and items. 

6.4.1.2.2.4 The contractor shall work with TSA to devise the best 
possible platform for delivery of images that are not cuffently supported 
by a simulator. 

6.4.1.2.2.5 The contractor shall suppmt TSA 's work with the OEM for 
the specific TSE to ensure images captured will reliably reproduce on 
OEM provided simulators. OEMs will test the images as they are 
developed and confirm their suitability with the specific TSE and 
Simulator. 

6.4.1.2.2.6 The contractor shall suppmt TSA · s work with the OEMs to 
develop load protocols that effectively load the images into the 
simulators and establish test protocols for OEMs to validate that the load 
protocol works effectively with the TSE or associated simulators. To the 
maximum extent possible, limited by the simulator or TSE, The 
contractor shall work to develop an auto-run DVD that retains images in 
encrypted form precluding users from viewing images directly from the 
DVD. 

6.4.1.2.2.7 Threat images shall be accompanied with Threat Information 
files (TIFs) and Bag images shall be accompanied by Bag Information 
Files (BIFs). 

6.4.1.2.3 EDS Assessment Software/Hardware Requirements - OEM Simulator 

6.4.1.2.3.1 The contractor shall design, develop and implement software 
to capture assessment results on the OEM simulator and deliver the 
resulting data to a TSA approved repository (currently OLC). TSA will 
provide the contractor with a direct post method to the OLC or 
alternative storage site that currently accepts a direct post of data. The 
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software development activity for this effort will be performed under 
CUN 0018 (T&M) as the software to be integrated does not exist today. 

6.4.1.2.3.2 The contractor shall maintain under configuration control, 
master hard drives (one master and one backup) that can be replicated 
and installed on necessary simulator hardware. All simulator hardware 
will he Government Furnished Equipment (GFE). 

6.4.1.2.4 EDS Technical Support Requirements 

6.4. l .2.4. I The contractor shall provide technical support to OTT for 
OEM Simulator in the setup and delivery of assessments. 

6.4.1.2.4.2 The contractor shall track and report on Help Desk activity 
using already established tracking procedures. 

6.4.1.2.4.3 The contractor shall assist with OHC and its Contractors to 
ensure assessment results are recorded properly into PASS Online. 

6.4.1.2.5 OQT Delivery. After capturing the 200 assessment images, TSA will 
select 150 images to be used for developing the OQT: 

6.4. l .2.5. I The contractor shall develop three (3) OQT assessments 
consisting of 50 images each. TSA will provide the contractor with the 
final list of images to be included in each OQT. 

(b)(3)•49~ ... !? .. <:: ......... . 
6.4,L2,5.2 ~ach OQT will consist oGlearimagesGlarm .. .image.s.... ,,, .. J..b,J(~t·f 4~r~.c. ant:_Jbv1ous threats. 

§ 114(r) 

6.4.1.2.5.3 The contractor shall create the assessment session to be used 
via the OEM simulator, or other appropriate platform. 

6.4.1.2.5.4 Since only 150 assessment images are being captured to 
suppmt the OQTs, any unused images will result in TSA using some 
assessment images in several OQTs. 

6.4.2 Auto-EDS Check Point (CP) Training Image Requirements 

6.4.2.1 Analogic Cobra (CP) Image Requirements 

6.4.2. l. I Analogic Cobra (CP) Training Image Requirements 

6.4.2. l. I. I Since all required images have been already captured, there 
are no image capture requirements. 

6.4.2.1.2 Analogic Cobra (CP) Assessment Image Requirements 

6.4.2.1.2.1 The contractor shall create an FY2012 Test Distribution for 
the Auto-EDS Analogic COBRA (CP) machine type using previously 
piloted IIT and IMT Auto-EDS COBRA (CP) images (the images were 
piloted for IlT/lMT test creation under the previous PoP). The FY2012 
Auto-EDS COBRA (CP) distribution will consist of the following tests 
and quantities: 

6.4.2. l .2. I. I Two (2) IIT tests. Each test will consist of 75 
images, and have already been developed under Task Order 12. 

6.4.2. l.2. l.2 Three (3) IMT tests. Each test will consist of 100 
images, and have already been developed under Task Order 12. 
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6.4.2. l.2. 1.3 Three (3) IMA tests. Each lest will consist of 100 
images selected by TSA for that particular test. 

6.4.2. l .2. l .4 The contractor shall develop the 3 IMA tests using 
the test design provided by TSA. 

6.4.2.1.2.1.3 TSA will provide all optional settings required for the test 
distribution. 

6.4.2.2 Reveal Fusion (CP) Image Requirements 

6.4.2.2.1 Reveal Fusion (CP) Training Image Requirements 

6.4.2.2. l. I The contractor shall capture 200 Auto-EDS training images. 

6.4.2.2. l. I. l The contractor will provide Curriculum Developers 
with 100 images for use in developing training materials. These 
images should be delivered in human readable (i.e .. jpg or 
similar image format). 

6.4.2.2.1.1.2 One I 0-image demo session 

6.4.2.2.1. l .3 One 40-image training session 

6.4.2.2.1.1.4 One 50-image training sessions 

6 4 2 2. I 2 Images shall be as fol!ows:Gtear[3tlH@atc:=J .. ,,~,,-.. ,,,.j~1{~~~ § © I (b)(3)49 u s c § 114(r) I n 
6.4.2.2.1.3 The contractor shall create the sessions to be used via the 
OEM simulator, or other appropriate platform. 

6.4.2.2. l .4 Threat images shall he accompanied with Threat Information 
Files (TIFs) and Bag images shall be accompanied by Bag Information 
Files (BIFs). 

6.4.2.2.2 Reveal Fusion (CP) Assessment Image Requirements (OPTION A 
CLIN OOIOFFP) 

6.4.2.2.2. l The contractor shall capture 750 Auto-EDS assessment 
images. 

6.4.2.2.2.1.2 Images should he captured for the Reveal Fusion. 

6.4.2.2.2. l .3 The images should he captured in Check Point (CP) 
configuration. 

6.4.2.2.2.1.4 Threat images shall he accompanied with Threat 
Information Files (TIFs) and Bag images shall be accompanied 
by Bag Information Files (BIFs). 

6.4.2.2.3 Auto-EDS Assessment Software/Hardware Requirements - OEM 
Simulator 

6.4.2.2.3. l The contractor shall design, develop and implement software 
to capture assessment results on the OEM simulator and deliver the 
resulting data to a TSA approved repository (currently OLC). TSA will 
provide the contractor with a direct post method to the OLC or 

Page 47 



HSTS01-09-D-OS0900 HSTS01-12:J-OTT004 
0210212012 Task Order 18 - TMI&E 

allernative storage site that currently accepts a direct post of data. The 
software development activity for this effort will be performed under 
CLIN 0018 (T&M) as the software to be integrated does not exist today. 

6.4.2.2.3.2 The contractor shall maintain under configuration control, 
master hard drives (one master and one backup) that can be replicated 
and installed on necessary simulator hardware. All simulator hardware 
will be Government Furnished Equipment (GFE). 

6.4.2.2.4 Auto-EDS Technical Support Requirements 

6.4.2.2.4. I The contractor shall provide technical support to OTT for 
OEM Simulator in the setup and delivery of assessments. 

6.4.2.2.4.2 The contractor shall track and report on Help Desk activity 
using already established tracking procedures. 

6.4.2.2.4.3 The contractor shall assist with OHC and its Contractors to 
ensure assessment results are recorded properly into PASS Online. 

6.4.2.2.5 Auto-EDS FY2013 Test Distribution Requirements (OPTION A CLIN 
OOlOFFP) 

6.4.2.2.5. l The contractor shall create an FY2013 Test Distribution for 
the Auto-EDS Reveal Fusion (CP) machine type. The FY2013 Auto­
EDS Reveal Fusion (CP) distribution will consist of the following tests 
and quantities: 

6.4.2.2.5. l. l Two (2) IIT tests. Each test will consist of 75 
images selected by TSA for that particular test. 

6.4.2.2.5.1.2 Three (3) TMT tests. Each test will consist of l 00 
images selected by TSA for that particular test. 

6.4.2.2.5. 1.3 Three (3) IMA tests. Each test will consist of I 00 
images selected by TSA for that particular test. 

6.4.2.2.5.1.4 The contractor shall develop the 3 IMA tests using 
the test design provided by TSA. 

6.4.2.2.5.1.5 TSA will provide all optional settings required for 
the test distribution. 

6.4.2.2.5.2 TSA will provide all optional settings required for the 
test distribution. 

6.5 Explosives Detection Systems (EDS) Requirements (FFP CUN 0011) 

6.5. l EDS/Auto-EDS Bag Preparation and Storage Requirements 

6.5. l. l The EDS Program requires that the same bag, contents, and configuration be used 
for the capture of images across all legacy EDS equipment and any emerging EDS 
equipment that is selected for use by TSA. 

6.5.1.2 The contractor shall prepare and storernrJ:iags for use in image capture in 
support of 6.5.2. This bag set must remain separate from the assessment image capture 
bag set. 
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6.5. l .3 The contractor shall prepare and stor~ags for use in image capture in 
support of 6.5.3 .. This bag set m1.1st remain separate from the training image capt1.1re bag 
set. 

6.5. l .4 The contractor shall make the following considerations: 

6.5.1.4.1 If a bag has been prepared and images have been captured for the. 
legacy eq1.1ipment, then the contractor sho1.1ld store for f1.1ture 1.1se in emerging 
platforms. 

6.5.1.4.2 If a bag has been prepared but images have not been captured, then the 
contractor sho1.1ld capture the images on the legacy eq1.1ipment, then store for 
future use in emerging platforms. 

6.5. l .4.3 If images have been captured on the legacy equipment, and the bag has 
been disassembled, the contractor should reassemble the bag, then store for 
future use or demonstrate the ahility to reliably reproduce the bag for use in 
emerging platforms. 

6.5.1.4.4 Upon completion of the above, the contractor sho1.1ld prepare and store 
any additional bags required in order to meet the quantities specified in 6.5. l.2 
and 6.5.1.3. 

6.5. l .6 Stored bags may be temporarily disassembled for use in other projects, but must 
be. reassembled prior to ret1.1rning them to storage. 

6.5.1.7 Bags shall approximate the following[=::J:lear~- ' ~uspectf·"•''""t).b.¥jqy~,,,,,,,,ii,,,,""t!U.~.f 4~r~,C, 
6.5.1.8 If the contractor is unahle to store the quantities requested in 5.5.1.2 and 5.5. l .3, 
then the contractor shall show how many bags may be stored, and propose. a viable 
alternative to ensure that the remaining images meet the needs of TSA in terms of image 
comparability. 

6.5.2 EDS Training Image Capture Requirements 

6.5.2. l The contractor shall capture 420 EDS training images. 

6.5.2. l. l The contractor will provide Ctmiculum Developers with 150 images for 
use in developing training materials. These images should be delivered in human 
readable. (i.e .. jpg or similar image format). 

6.5.2. l .2 One I 0-image demo session 

6.5.2.1.3 One 40-image training session 

6.5.2. l .4 Six 20-imagc training sessions 

6.5.2. l .5 One h1.1ndred spare images 

(b)(3)•49~ ... !? .. <:: ......... . 6 5 2 2 I h ll b t. ll EJc1 r-i.. .r-1.b . ....................... .• . . ... mages s . a ....... eas o ·· ows; ············ ear;~uspectt==:f ·· \'lOUS.c J~l@~f f 4~f)§ © 
§ 114(r) 

6.5.2.3 The contractor shall create the sessions to be 1.1sed via the OEM simulator, or 
other appropriate platform. The contractor shall work wilh TSA to devise the best 
possihle platform for delivery of images that are not currently supported by a simulator. 

6.5.2.4 All hag images shall he accompanied with Comhined Alarm Image (CAI) files. 
CA ls contain a photo of the bag alarm o~ject, ancillary alarms and contents, along with a 
screen capture. A fully documented CAI includes the energy files and screen shots from 
all EDS platforms supported. The combined alarm object (AOs plus clutter) must 
consistently alarm on all machines .. 
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6.5.2.5. Threat images shall be. accompanied with Alarm (Object) Information files 
(AIFs). An AIF is a human readable .JPG that has the x-ray image from the EDS 
machine with callouts of the items that make up the alarm object. Also in the file is a 
picture of alarm object and the decision that makes the alarm object clear, suspect or 
obvious. 

6.5.3 EDS Assessment Image Capture Requirements 

6.5.3. l The contractor shall capture 200 EDS assessment images to use for OQTs. 

6.5.3. l. l The contractor shall develop three (3) OQT assessments consisting of 
50 images each. TSA will provide the contractor with the final list of images to 
be included in each OQT. 

6.5.~.l.2 Each OQT will consist oQteadmageslH ........ JMarm-inutges;-andf,,,,;iiiiiiif,,,.=~·@MID~fU",'§,9, 
obvious threats. I () 

....................................... 6.5.3 .. 2 .. Imagesshall be as ... foUowsEJ··········· clear·G··········· ·uspectr:::lolwiom; ,,, ___ ,,,,,,,,_j~J(~)J~ LI.~.©. 
c::J lf14(J) 

6.5.3.3 The contractor shall create the sessions to be used via the OEM simulator, or 
other appropriate platform. The contractor shall work with TSA to devise the best 
possible platform for delivery of images that are not currently supported by a simulator. 

6.5.3.4 All bag images shall be accompanied with Combined Alarm Image (CAI) files. 
CA ls contain a photo of the bag alarm o~ject, ancillary alarms and contents, along with a 
screen capture. A fully documented CAI includes the energy files and screen shots from 
all EDS platforms suppo11ed. The combined alarm object (AOs plus clutter) must 
consistently alarm on all machines. 

6.5.3.5 Threat images shall be accompanied with Alarm (Object) Information Files 
(AIFs). An AIF is a human readable .JPG that has the x-ray image from the EDS 
machine with callouts of the items that make up the alarm object. Also in the file is a 
picture of alarm object and the decision that makes the alarm object clear, suspect or 
obvious. 

6.5.3.6 EDS Assessment Software/Hardware Requirements - OEM Simulator 

6.5.3.6. l The contractor shall design, develop and implement software to capture 
assessment results on the OEM simulator and deliver the resulting data to a TSA 
approved repository (currently OLC}. TSA will provide the contractor with a 
direct post method to the OLC or alternative storage site that currently accepts a 
direct post of data. The software development activity for this effort will be 
performed under CLIN 0018. (T &M) as. the. soft ware. to be. integrated does not 
exist today. 

6.5.3.6.2 The contractor shall maintain under configuration control, master hard 
drives (one master and one backup} that can be replicated and installed on 
necessary simulator hardware .. All simulator hardware. will be Government 
Furnished Equipment (GFE). 

6.5.3.7 EDS Technical Support Requirements 

6.5.3.7. l. The. contractor shall provide technical supp011 to OTT for OEM 
Simulator in the setup and delivery of assessments. 

6.5.3.7.2 The contractor shall track and report on Help Desk activity using 
already established tracking procedures. 
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6.5.3.7.3 The contractor shall assist with OHC and its Contractors to ensure 
assessment results are recorded properly into PASS Online. 

6.5.4 EDS OSARP Mastery Assessment (OMA) Image Capture Requirements 

6.5.4.1 The contractor shall prepare and capture 150 EDS assessment images to use for 
OM As. 

6.5.4. l. l The contractor shall capture the images across all four legacy platforms, 
and deliver 150 images (.JPG or .PNG format) per platform. 

6.5.4. l .2 The bag and threat requirements for each image set will be provided by 
TSA OHC and mutually agreed to prior lo the start of image capture. 

6.5.4.2 The contractor should store the bags in case images must be captured later to 
support emerging EDS platforms under 6.6. If the contractor is unahle to store the bags, 
then the contractor shall demonstrate the ability to reliably reproduce the bag for use in 
emerging platforms. Upon completion of the Period of Performance for Task Order 18, 
these bags will no longer need to be stored. 

6.6 Explosives Detection Systems (EDS) Requirements (T&M CUN 0012) 

6.5. l The contractor shall support for the following emerging platforms: 

6.5. I. I L3 6600 & 6600 ES 

6.5. 1.2 Analogic XLB & SX 

6.5. 1.3 MDI 5800, 9400, 9800 & 9800e 

6.5. 1.4 Reveal DR + 

6.5.2 The support for the platforms listed in 6.5. l shall be required only when the images files 
that have previously captured for legacy equipment cannot be used to support the new 
technologies. 

6.5.3 The contractor shall use the same bags 0074 that have been used and stored for previously 
captured EDS images under 6.5. 

6. 7 Assessment Image Pilot Requirements (T &M CUN 0013) 

6. 7. I The following platforms may require image assessment pilots: 

6.7.l.l Auto-EDS Machine Types 

6.7.1. l. l Analogic Cobra (CB format only) 

6.7. l. l .2 Reveal Fusion (Both CB and CP format) 

6. 7. 1.2 EDS Machine Types (Emerging) 

6.7.1.2.1 L3 6600 & 6600 ES 

6. 7. I .2.2 Analogic XLB & SX 

6. 7. I .2.3 MDI 5800, 9400, 9800 & 9800e 

6. 7. 1.2.4 Reveal DR + 

6.7.2 The assessment image pilots will consist of either: 

6.7.2. l llT/IMT/IMA (750 Images): Only for Reveal Fusion Check Point (CP) (OPTION 
A CLIN 0010 l<'l<'P) 
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6. 7 .2.2 OQT (200 Images): All other platforms listed in 6. 7. l. 

6.7.2.3 Whenever possible, multiple platforms will be piloted simultaneously in order lo 
reduce costs through synergy savings. 

6.7.2.4 Due to the currently unknown and undefined requirements, and the potential for 
synergy savings, the image assessment pilots will be priced under a Time & Materials 
(T &M) CLIN. Once the requirements are known, the contractor shall provide an 
estimate for each pilot. 

6.7.3 General Assessment Image Pilot Requirements 

6. 7 .3. l The contractor shall develop a pilot design document lo achieve the pilot 
objectives for TSA approval. The contractor shall price a pilot model consistent with 
past pilots assuming the ability to place resources where necessary, and when to achieve 
the desired results within the fixed price labor proposed. 

6.7.3.2 The contractor shall develop and pilot the assessments using an OEM simulator, 
or other suitable platform. Pilot design for this activity will be in collaboration with OTT, 
OHC and S&T experts. 

6.7.3.3 The contractor shall assist TSA in defining image requirements to support pilot of 
the assessment images. 

6. 7 .3 .4 The contractor shall provide the necessary software setup, hardware and logistics 
to support the pilots and the retrieval of results. The contractor shall utilize existing GfE 
in Task Order 18 and Task Order 15 inventory (e.g., OEM simulators) for use on the pilot 
when feasible. The contractor shall configure laptops, ship to airports, return to crystal 
city for data cleaning, and then return to the TSC. 

6. 7 .3.5 The contractor shall design and develop necessary reports for TSA to review pilot 
findings in order to determine images for use in assessments. TSA will approve the 
report design prior to nrnning the reports and no further report runs will be necessary. 

6. 7 .3 .5 TSA will provide the number and type of "pilot users" for each image test or 
assessment. TSA will provide the Test Demographic report as provided in previous pilot 
in support of pilot design one week prior to the pilot design meeting. 

6.7.3.6 TSA will designate one central location for administering the image assessment 
pilots, if possible. If this is not possible, then the image assessment pilot will take place 
at field airpo11s, with the following considerations: 

6.7.3.6.1 TSA will approve the pilot design while vetting the airports to 
participate and confirming the final list of airpo1ts and quantity and type of users 
for each airport that will be participating in the pilot. After airports have been 
identified, the contractor shall coordinate with the TSA airport POC to notify the 
airpo11 of their assigned pilot testing dates. 

6. 7 .3 .6.2 TSA OHC will verify with the airpo11 that the number and type of pilot 
users are available lo test al selected airports. 

6.7.3.7 The contractor shall be prepared to pilot the image tests within 12 business days 
from receipt of all of the following: approved tests, participating airports, and pilot users. 
The contractor shall develop mutually agreed to fully integrated schedule which shall 
govern all due dates throughout the pilot. 

6.7.3.8 The contractor shall score each test based on TSA supplied equations. Tests shall 
be conectly scored, defect free, and of good quality. 
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6.7.3.9 The contractor shall analyze pilot results and conduct a post pilot debriefing with 
report that details the results of the pilot. This report will include only data relevant to 
pilot goals and o~jectives and not include any test design materials. 

6. 7 .3 .l 0 The contractor shall determine the number of weeks required for proctor training 
and pilot preparation. 

6.7.3.11 The contractor shall provide image assessment supp01t to include: 

6.7.3.l I. I Scheduling, administering (proctor) and analyzing pilot test results. 

6.7.3.11.2 Technical expertise support during image review, development and 
test creation. 

6.7.3.l l.3 Pilot test support to include test administration, test equipment, test 
media, and reporting results for analysis. 

6.7.3.l l.4 Subject Matter Expe1t (SME) Image and equipment expertise in 
addition to analytical support of test results and data. 

6.7.4 Assessment Image Pilot Software/Hardware Requirements - OEM Simulator 

6.7.4.l The contractor shall design, develop and implement software to capture 
assessment results on the OEM simulator and deliver the resulting data to a TSA 
approved repository (currently OLC). TSA will provide the contractor with a direct post 
method to the OLC or alternative storage site that currently accepts a direct post of data. 
The software development activity for this effort will be pe1fonned under CUN 0018 
(T &M) as the sohware to be integrated does not exist today. 

6.7.4.2 The contractor shall maintain under configuration control, master hard drives (one 
master and one backup) that can be replicated and installed on necessary simulator 
hardware. All simulator hardware will he Government Furnished Equipment (GFE). 

6.7.4.3 Technical Support Requirements 

6.7.4.3.1 The contractor shall provide technical support to OTT for OEM 
Simulator in the setup and delivery of assessments. 

6.7.4.3.2 The contractor shall track and report on Help Desk activity using 
already established tracking procedures. 

6.7.4.3.3 The contractor shall assist with OHC and its Contractors to ensure 
assessment results are recorded properly into PASS Online. 

6.8 Task C Deliverables 

Deliverable # Item Due Date Deliverable Government 
Recipient Rt!view 

I TRX/AT-10 First volume 60 TaskC 10 Business Days 

(6.3.1.2) Monthly CDs days aft.er award, Technical 
monthly thereafter Monitor 

2 TRX/AT-TRX FY 13, Q2 (Jan- TaskC 10 Business Days 

(6.3.1.4) Sim Training Mar 2013) Technical 
Library ( 1000 Mo nit.or 
Clear Bags/300 
FTTs) 
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Deliverable # Item 

3 TRX/AT FY2013 

(6.3.2.3) Test Distribution 

4 A-EDS (CB) 

(6.4.1.1. l.l) Cobra Training 
Images 

5 A-EDS (CB) 

(6.4.1.1.5) CobraOQTs 

6 A-EDS (CB) 

(6.4.1.2.1.1) Fusion Training 
Images 

7 A-EDS (CB) 

(6.4.1.2.5) Fusion OQTs 

8 A-EDS (CP) Cobra 

(6.4.2.1.2.1) TM As 

9 A-EDS (CP) 

(6.4.2.2.1.1) Fusion Training 
Images 

IO A-EDS (CP) 

(6.4.2.2.5) Fusion 
IIT /IMT /lMAs 

l l EDS Training 

(6.5.2.1.1) Images 

12 EDS Assessment 

(6.5.3.4) OQTs 

13 EDS OMA Images 

(6.5.4. l) 

6. 7 Inspection and Acceptance Criteria 

See Section 4.2 

7. Task D - Image Simulator Support 

HSTS01-12:J-OTT004 
Task Order 18 - TMI&E 

Due Date Deliverable Government 
Recipient Review 

August 27, 2012 TaskC 15 Business Days 
Technical 
Monitor 

February 28, 2012 TaskC 15 Business Days 
Technical 
Mo nit.or 

March 28, 2012 TaskC 15 Business Days 
Technical 
Mo nit.or 

February 28, 2012 TaskC 15 Business Days 
Technical 
Monitor 

March 28, 2012 TaskC 15 Business Days 
Technical 
Monitor 

March 16, 2012 TaskC 5 Business Days 
Technical 
Monitor 

February 28, 2012 TaskC 15 Business Days 
Technical 
Monitor 

August 27, 2012 TaskC 15 Business Days 
Technical 
Mo nit.or 

As mutually agreed TaskC 15 Business Days 
to during kickoff Technical 

meeting Monitor 

As mutually agreed TaskC 15 Business Days 
to during kickoff Technical 

meeting Monitor 

June I, 2012 TaskC 15 Business Days 
Technical 
Monitor 
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7.1 TRX Simulator Family (CLIN 0014 FFP) 

The. Contractor shall maintain existing learning technology products (e.g., TIP Ready X-ray (TRX) 
Simulator, Test Development Utility (TDU) and Test Results Manager (TRM)). 

7.2 Data Management/Change Management (CUN 0014FFP) 

7.2. l The Contractor shall use a formal change management process. 
7.2.2 The Contractor shall make available documentation of the change management process to 
TSA upon request of the Technical Monitor (TM). 
7.2.3 The contractor shall maintain the existing Data Management Plan (DMP) that specifically 
outlines all data interface requirements. The contractor shall not be required to provide 
Proprietary System Database Design documentation. TSA will submit the DMP to Office 
Information Technology (OIT) Enterprise Data Management (EDM). 
7.2.4 All images and data within the database are property of TSA. 

7.3 Requirements Recommendations/Development (CLIN 0014 FFP) 

7.3. I The Contractor shall support collaboration with multiple developers and Original 
Equipment. Manufacturers (OEMs) and recommend changes based upon communications with 
various stakeholders; recommendations received from help desk support activity; and 
recommendations based on anticipated training or equipment changes. 

7.3.2 The Contractor shall deliver an updated functional requirements document via a Change 
Request Form (CRF) for all simulator software development, including but not limited to major 
version upgrades, minor releases, bug fixes, and OEM software modifications. 

7.3.3 A traceability matrix shall be developed linking each functional requirement to the 
associated test cases/steps. 

7.3.4 The Contractor shall analyze the. requirements to determine if any cost savings can be. 
achieved by leveraging common area development techniques. 

7.3.5 The Contractor shall participate in any TSA Integrated Product Team (IPT), as. required, to 
support the development of requirements. 

7.3.6 The Contractor shall provide technical expertise for requirements development, 
requirements analysis, change management evaluation, design, maintenance and update of 
training simulators for TSA approved Security Equipment in order to meet TSA training and 
testing needs .. 

7.3.7 The Contractor shall maintain requirements repository with all proposed requirements. 

7.3.8. The Contractor shall work in close partnership with TSA to develop requirements for fully 
or partially integrated solutions to ensure stand-alone systems have capability to communicate 
with existing critical TSA sites such as Pass On-Line. 

7.3.9 Any interface requirements for TRX Simulator to PASS Online, OLC and other TSA 
systems as outlined in the SOW will be developed under the guidance of TSA OTI with input 
from OIT; and with technical representation from each of these other system groups. 
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7.4 Training Laplop Configuration Management (CLIN 0014 ffP) 

The. Contractor shall maintain training laptop image ensuring the images contain the latest TRX Simulator 
software, training sessions, images, assessments, curriculum and updates. 

7.5 Software Upgrades (CUN 0014 FFP) 

7.5.1 The Contractor shall provide or support development of the following for TSA simulation 
software: 

7.5.l.lTRX SIM Software Management - One (l) Major Version Upgrade 

7.5.1.2 TRX SIM Software Management - One (I) Minor Service Release Upgrade 
(client/server). 

7.5.1.3 TRX SIM Software Management - One (I) parallel proof-of-concept pilot system 
in support of distributed training model (client-server/virtual desktop) effort. Deliverables 
shall consist of Microsoft Installer (MST) packages not to exceed three. (3) in number. 

7.5.1.4 TRX SIM Session Development-Two (2) TRX/AT custom sessions per month 
(fifty l50J bag max, one llJ weapons session, one llJ IED session) to be delivered 
packaged for Altiris delivery on a quarterly basis. 

7.5.1.5 TRX SIM Software Deliverables - Two (2) Software Upgrades and four (4) 
Additional Software updates packaged for Altiris delivery. 

7.5.1.6 TRX SIM Documentation - Three (3) On-Line User Guide Upgrades, three (3) 
Software Upgrade Announcements 

7.5.2 The contractor shall he required to make necessary modification to TRX system interfaces 
as required, within a mutually agreed to time frame between the contractor, TSA OTT and TSA, 
to comply with changes to PASS Online, OLC, and other TSA systems. These modifications 
may be. required within a short time frame to address data security issues (e.g., OLC replacing use 
of individual SSNs) . 

7.6. Software Testing (CUN 0014 FFP) 

7.6.1 The Contractor shall follow industry best practices for software testing for all software 
development. 

7.6.2 The Contractor shall deliver a Test Plan for each software release. The scope of testing shall 
be defined in the Test Plan. The Test Plan shall be delivered with 10 Business Days after 
acceptance of the baseline functional requirements for the release .. 

7.6.3 The Contractor shall provide support for independent testing efforts as requested during 
software development efforts. 

7.6.4 The Contractor shall provide documentation of test results. 

7.6.5 Any changes to TRX system interfaces with PASS Online, OLC, and other TSA systems 
shall be tested and approved with those systems prior to implementation. 
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7.7 Configuration Management/ Emerging Technologies Support 

7.7. l The Contractor shall provide the following for OEM simulation software and/or hardware 
(CUN 0014 FFP): 

7.7. l. I The Contractor shall support Configuration Management of Simulator Systems 
(e.g. TRX SIM, contract laptops, EDS SIMs, AIT Sims) and their respective Image 
Libraries. 
7. 7. l .2 Technical personnel shall work within TSA to analyze new Security Technologies 
as they are developed to determine impacts on training delivery tools (simulators) and/or 
procedures. 
7.7. l .3 The technology team shall function as liaison under the purview of the TM with 
Curriculum development, logistics, and training delivery within the Contractor team. 

7.7.2 The Contractor shall provide the following for OEM simulation soft.ware and/or hardware 
(CLIN OOIST&M): 

7.7.2.l OEM SIM Maintenance Management (This includes EDS and new Emerging 
Technology equipment.), including but not limited to troubleshooting of all OEM SIM 
issues, software engineering as required to support TSA mission needs, and replacement 
of defective hardware. 

7.8 The contractor shall comply with all security and privacy requirements as detailed within the base 
contract HSTSO l-09-D-OS0900 and Section T- Contract Clauses Terms and Conditions of this Task 
Order. 

7.9. Task D Section 508 Compliance Determination 

7.9.1 Accessibility Requirements (Section 508) 

7.9.1. l Section 508 of the Rehabilitation Act, as amended by the Workforce Investment 
Act of 1998 (P.L. l 05-220) requires that when Federal agencies develop, procure, 
maintain, or use electronic and information technology (ETT), they must ensure that it is 
accessible to people with disabilities. federal employees and members of the public who 
have. disabilities must have equal access. to and use of information and data that is 
comparable to that enjoyed by non-disabled Federal employees and members of the 
public. 

7.9.1.2 All EIT deliverables within this work statement shall comply with the applicable 
technical and functional performance criteria of Section 508 unless exempt. Specifically, 
the following applicable ETT accessibility standards have been identified: 

7.9.2 Section 508 Applicable EIT Accessibility Standards 

7.9.2. l 36 CFR 1194.21 Sohware Applications and Operating Systems, applies to all 
EIT software applications and operating systems procured or developed under this work 
statement including hut not limited to GOTS. and COTS. soft.ware. In addition, this 
standard is to be applied to Web-based applications when needed to fulfill the functional 
performance criteria. This standard also applies to some Web based applications as 
described within 36 CFR 1194.22. 

7.9.2.2 36 CFR 1194.22 Web-based Intranet and Internet Information and Applications, 
applies to all Web-based deliverables, including documentation and repot1s procured or 
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developed under this work statement. When any Web application uses a dynamic (non­
static) intetface, embeds custom user control(s), embeds video or multimedia, uses 
proprietary or technical approaches such as, but not limited to, Flash or Asynchronous 
Javascript and XML (AJAX) then 1194.21 Software standards also apply to fulfill 
functional performance criteria. 

7.9.2.3 36 CFR 1194.24 Video and Multimedia Products, applies to all video and 
multimedia products that are procured or developed under this. work statement. Any 
video or multimedia presentation shall also comply with the software standards ( 1194 .21) 
when the presentation is through the use of a Web or Software application interface 
having user controls available. 

7.9.2.4 36 CFR 1194.25 Self Contained, Closed Products, applies to all EIT products 
such as printers, copiers, fax machines, kiosks, etc. that are procured or developed under 
this work statement. 

7.9.2.5 36 CFR 1194.26 Desktop and Po1table Computers, applies to all desktop and 
portable computers, including but not limited to laptops and personal data assistants 
(PDA) that are procured or developed under this work statement. 

7.9.2.6 36 CFR 1194.31 Functional Performance Ciiteria, applies to all EIT deliverables 
regardless of delivery method. All EIT deliverable shall use technical standards, 
regardless of technology. to fulfill the functional performance criteria. 

7.9.2.7 36 CFR 1194.41 Information Documentation and Support, applies to all 
documents, reports, as well as help and support services. To ensure that documents and 
reports fulfill the required 1194.31 Functional Performance Criteria, they shall comply 
with the technical standard associated with Web-based Intranet and Internet Information 
and Applications at a minimum. In addition, any help or support provided in this work 
statement that offer telephone support, such as, but not limited to, a help desk shall have 
the ability to transmit and receive messages using TTY .. 
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7.9.3 Section 508 Applicable Exceptions 

7.9.3 l Exceptions for this work statement have been determined by DHS and only the 
exceptions described herein may be applied. Any request for additional exceptions shall 
be sent to the COTR and determination will be made in accordance with OHS MD 
40 I 0.2. OHS. has identified the following exceptions that may apply: 36 CFR l l 94.3(b) 
Incidental to Contract, all EIT that is exclusively owned and used by the contractor to 
fulfill this work statement docs not require compliance with Section 508. This exception 
does not apply t0. any EIT deliverable, service. or item that will be used by any Federal 
employee(s) or member(s) of the public. This exception only applies to those contractors 
assigned to fulfill the obligations of this work statement and for the purposes of this 
requirement, are not considered members of the public. 

7.9.3.2 DHS has reviewed this acquisition request and has determined that a Fundamental 
Alteration exception for the purposes of Section 508 applies and is thereby authorized. 
Fundamental Alteration Exception #4108 has been attached and included in the contract 
file. 

7.9.4. Section 508 Compliance Requirements 

36CFRl194.2(b) (COTS/GOTS products), When procuring a product, each agency shall 
procure products which comply with the provisions in this part when such products arc 
available in the commercial marketplace or when such products are developed in 
response to a Government solicitation. Agencies cannot claim a product as a whole is not 
commercially available because no product in the marketplace meets all the standards. If 
products are commercially available that meet some but not all of the standards, the 
agency must procure the product that best meets the standards. When applying this 
standard, all procurements of EIT shall have documentation of market research that 
identify a list of products or services that first meet the agency business needs, and from 
that list of products or services, an analysis that the selected product met more of the 
accessibility requirements than the non-selected products as required by FAR 39.2. Any 
selection of a product or service. that meets less accessibility standards. due to a significant 
difficulty or expense shall only be permined under an undue burden claim and requires 
authorization from the DHS Office of Accessible Systems and Technology (OAST) in 
accordance with DHS MD 40 l 0.2. 

7. l 0 Enterprise Architecture 

7. l 0.1. All solutions and services shall meet DHS Enterprise Architecture policies, standards, and 
procedures. Specifically, the contractor shall comply with the following Homeland Security 
Enterprise Architecture (HLS EA) requirements: 
NOTE: Reference for HLS EA: 
(http://dhsconnect.dhs.gov/org/comp/mgmt/cio/oat/Documents/EAPM O/HLS % 20EA % 2 
020 I 0/indcx.htm) 

7. l 0.1.l All developed solutions and requirements shall be compliant with the HLS EA. 
7. l O. l .2 All IT hardware. and/or software shall he compliant with the. DHS EA Technical 
Reference Model (TRM) Standards and Products Profile. 
7. l 0.1.3 Description information for all data assets, information exchanges and data 
standards, whether adopted or developed, shall be. submitted to the Enterprise Data 
Management Office (EDMO) for review and insertion into the DHS Data Reference Model 
and Enterprise Architecture Information Repository. 
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7. l O. l .4 In compliance with OMB mandates, all network hardware shall be. 1Pv6 compatible 
without modification, upgrade, or replacement." 

7.11 Task D Deliverables 

• Deliverable Due Date 

1 Major Version Upgrade FY2012 Q3 6/29/201 2 

2 Proof-of-Concept release As agreed upon by 
TSA and Comractor 

3 Minor Service Release FY 2012 Q4 

4 TRX Sim Documentation As agreed upon by 
TSA and Contractor 

5a, Four wrapped Alt.iris As needed 
Sb, releases outside major or 
5c minor releases 
etc. 
6 Quarterly TRX Simulator 60 Days prior to the 

Session Set ( l. IED & l beginning of each 
General Session per Quarter 
month) packaged for 
Altiris Delivery 

7 Update to existing TRX As agreed upon by 
Simulator Functional TSA and Contractor 
Requirements Document 
(for each release) 

8 Update to existing As. agreed upon by 
Requirements TSA and Contractor 
Traceability Matrix (for 
each release) 

9 Test Plan (for each As. agreed upon by 
software release) TSA and Contractor 

10 Test Results (for each As agreed upon by 
Test Plan) TSA and Contractor 

7.12 Inspection and Acceptance Criteria 

See Section 4.2 

8. Task E Threat Kit Program 

Deliverable Government Review 
Recipient 

Task Order TM 30 Business Days 

Task Order TM 30 Business Days 

Task Order TM 20 Business Days 

Task Order TM 10 Business Days 

Task Order TM 10 Business Days 

Task Order TM 10 Business Days 

Task Order TM 10 Business Days 

Task Order TM l 0 Business Days 

Task Order TM 10 Business Days 

Task Order TM IO Business Days 

8. l. TSA continually increases the overall quality of training to improve transportation security 
performance; OTT provides threat training kits and training aids that help to identify prohibited items, 
explosives, and other dangerous articles. The Office of Security Capabilities (OSC) uses threat tool kits at 
airp011s for all facets of checkpoint and checked baggage training. Additional users include the Aviation 
Screening Assessment Program (ASAP), the Office of Inspection (01) covert testing program, the 
Transpo11ation Security Specialist Explosives (TSS-E) program to identify vulnerabilities in 
transportation security systems. The Office of Human Capitol (OHC) Practical Skills Evaluation (PSE) 
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kits to access TSA PASS performance and the Office of Science and Technology (OST) by supporting the 
WTMD calibration test pieces. Tn support of this effort, the contractor shall: 

8.1. I Update existing threat kits that help security officers to identify prohibited items, 
explosives, and other dangerous mtides. 
8.1.2 Prototype, develop and acquire threat devices and threat items. 
8.1.3 Develop threat items. 
8.1.4 Develop threat training aids. 
8.1.5 Develop training manuals for kit usage and other appropriate documentation, 
8.1.6 Prototype, develop, manufacture, and deliver training and testing kits and training aids. 
8.1.7 Maintain all training kits and training aids. 
8.1.8 Maintain and ship WTMD calibration test pieces in accordance Bureau of Alcohol, Tobacco 
and Firearms (A TF} rules and regulations. 

8.2. Threat Kit Program Suppmt (CUN 0016 FFP) 

8.2.1. The contractor shall provide configuration management, properly management, and part 
number management for all phases of the manufacture and maintenance of the training kits/aids 
as listed as Task Order GFE/GFP in Base Contract HSTSOl-09-D-OS0900. Included with the 
kits/aid will be a printed document and CD containing instructions on how to use: and protocols 
for usage, security and control. Attachments B through Q contain Kit description, components 
and contents for each of the following kits: 

8.2. I. l. Modular Bomb Set (MBS) 2 (Attachment B) 

8.2. l .2. MBS 2A (Attachment C) 

8.2. l .3. Improvised Explosive Device (JED) Baseline Training Kit A (Attachment D) 

8.2. l .4. Liquid Explosives Training Kit (Attachment E} 

8.2. l .5. Technical Support Working Group (TSWG} Explosives Training Kit 
(Attachment F) 

8.2. l .6. JED Component Display Board (Attachment G} 

8.2. l .7. Weapons Training Kit (Allachment H) 

8.2. l .8. Thumbprint Quality Control (TQC) (Actachmem I) 

8.2.1.9. IED Accessory Kit (Attachment J} 

8.2. I. l 0. Bottle Liquid Scanner (BLS) Training Kit (Attachment K} 

8.2.1.11. Practical Skills Evaluation (PSE) Kit (Attachment L) 

8.2.1.12. Walk Thru Metal Detector (WTMD} Calibration Test Pieces (Three Gun Kit} 
(Attachment M} 

8.2.1.13. Generic TED Training Kit (Attachment N} 

8.2.1.14. Generic Weapons Training Kit (Attachment 0) 

8.2. l. l 5 PSE Wheelchair Kit (Attachment P} 

8.2.1.16 NHTP Prop Kits (Attachment Q} 

8.2. l. l 7 AIT Training Kits (Actachment R) 

8.2.2. The contractor shall provide maintenance on the following: 
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Kits requiring maintenance Count** I 
MBS II 
MBSllA 
IED Baseline Training Kit A 
Weapons Training Kit 
Liquid Explosives Training Kit 
TSWG Explosives Training Kit 
IED Component Display Board 
TQC 
E-WTMD Test Pieces: (b)(4) 

JA) 
················· 

BR) 
I (b)(3)49 U.S.C. § 114(r) l(NAA) 

PSE Evaluator Kits 
BLS 
PSE Wheelchair Kits 
NHTP Prop Kit 
AIT Training Kits 

NOTE: 

* * Count as of October 31, 20 l l. Contractor shall provide updated count in the Technical 
Approach. 

* * * This SOW adds an additional[fil]AIT Training Kits and 160 NHTP Prop Kits. 

8.2.3 The contractor shall perform acquisition, development and maintenance of threat and non­
threat items. 

8.2.4 The contractor shall provide failure analysis and parts life cycle analysis to increase the 
useful lifespan of kit parts. 

8.2.5 The contractor shall manufacture chemically based explosive simulants to exact laboratory 
standards. The contractor shall submit chemically based simulants to the Transportation Security 
Laboratory (TSL) for review and approvals hy batch produced and then track that batch for field 
level shelf life and performance. The Government will provide batch approval within l 0 business 
days from contractor submission. 

8.2.6 The contractor shall be required to provide research and development services for explosive 
simulants. In supp011 of this effort, the contractor shall: 

8.2.6. l. Conduct exploratory research to produce new knowledge and potential products; 
conceive, organize, promote, and execute ideas and plans to increase chemistry's role in 
and contribution to the discovery and chemical approaches to meet exploratory objectives 
in product discovery. 

8.2.6.2. Provide Analysis with recommendations for a technically and economically 
sound basis for developing and evaluating new or improved products, synthetic methods, 
processes, and analytical and physical testing techniques. 
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8.2.7. The contractor shall provide explosives and threat development experts (i.e., Explosive 
Ordinance Disposal (EOD) technicians) and well versed threat I alarm object designers for 
creation of Improvised Explosive Devices (IEDs) in support of kit development and maintenance. 

8.2.7. l. EOD technicians shall serve as principal technical contacts and subject matter 
experts for explosives, explosive material handling, IED design disarmament and 
concealment. EOD technicians shall he required to design, create, and handle IEDs and 
explosive materials in actual and simulated form; as well as design and catalog threat and 
bag items for systems scan and capture. 

8.2.7.2 EOD technicians shall be Certified and a graduate of either the Naval School 
EOD or FBI Sponsored Hazardous Devices School. 

8.2.7.3. Threat Designers shall create threat and alarm items to be captured in imaging 
equipment to include Improvised Explosive Devices (JED), Weapons of Mass 
Desttuction (WMD), false alarm objects, guns, knives, and other items prohibited on 
passenger aircraft. Designers shall design, create, and handle lEDs, explosive materials, 
guns, knives, hazardous materials, and other prohibited or threat items in actual and 
simulated form. 

8.2.7.4 Threat Designers shall design and catalog threats, false alarms, common items, 
and bag items for systems scan and capture. 

8.2.7.5 Threat Designers shall create true to form, functionally correct and functionally 
incorrect threat devices dependent upon TSA requirements. 

8.2.7.6 Threat designers shall he BS or Certified and a graduate of either the Naval 
School EOD or FBI Sponsored Hazardous Devices School: or a graduate of military 
CBRN or city police sponsored schools/programs (4 years experience shall substitute for 
BS). 

8.2.7.7 Threat Designers shall be experienced with x-ray, EDS, ETD, WTMD, AIT or 
other trace or imaging Transportation Security Equipment (TSE). 

8.2.8. The contractor shall maintain and update the illustrated parts breakdown; and develop 
animated drawings of TED construction for the program. This activity shall require the contractor 
to: 

8.2.8. l. Plan, layout, draw, and revise part, assembly, and installation engineering 
drawings from basic layouts, established references, notes and discussions with 
engineers, and standard data. 

8.2.8.2. Utilize computer-aided design equipment and or manual tools. 

8.2.8.3. Complete layout drawings prepared by others in accordance with standard 
engineering drafting practices: or develop complete major layouts of engineering 
drawings. 

8.2.8.4. Prepare specifications for parts, assemblies, and installations. 

8.2.8.5. Prepare complete production detail drawings. 

8.2.8.6. Contribute design modifications to improve quality of product or facilitate 
manufacturing operations. 

8.2.8.7. Develop 3D model for manufacturing data sheet, photographs, and physical 
equipment supplied. 
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8.2.9 The contractor shall procure or manufacture all required explosive and detonator simulanls, 
TED device components, guns, knives, other threat and prohibitive articles, luggage (if required to 
support rapid response training aid), normal passenger clutter for the luggage (if required to 
support rapid response training aid), additional equipment/software and facility/support services 
that are required to meet requirements within the Statement of Work In the event that an approved 
simulant is not available for a patticular explosive, the contractor shall exert its best effort to 
produce or acquire a substance that shall faithfully appear as that item and alarm on the detection 
technology. Such items shall be x-rayed and human readable images provided to TSA for final 
approval. The contractor shall work with the TSL to obtain similar images of the actual substance 
being simulated to ensure an effective review is performed. 

8.2.10 The contractor shall catalog and photograph the relevant characteristics of each threat and 
· · ·explosive (b)(3)49 u.s.c. § 114(r) 

,__ ______________ __,.......,o-.w_e-.r...-..source type b 3 49 u.s.c. 114 r 

(b)(3)49 u.s.c. § 114(r) container (b)(3)49 u.s.c. § 114(r) 

(b)(3)49 U.S.C. § 114(r) 

8.2.11. The contractor shall develop and deliver presentations (e.g. PowerPoint), training, and 
other materials, as well as the duplication, and distribution of these materials. TSA estimates two 
(2) presentations per month. 

8.2.12 The contractor shall provide configuration management of all kits and training aids. The 
contractor shall provide a spreadsheet identifying each kit case by barcode and the pan numbers 
or barcode of each item contained in that case upon kit development or delivery. The contractor 
shall provide this information to TSA Property Management for upload into the TSA property 
management system and inse1t a property transfer sheet into the case prior to shipping or via 
email after shipping with TSA approval. 

8.2.12.1. Kit content items containing simulants and/or detonators shall be coded using 
TSA provided serial numbers and bar codes for the kit unit as well as individual 
component serial numbers. Kil component bar codes and serial numbers will be tied lo 
the kit unit numbers in a parent/child relationship. 

8.2.12.2. TSA part numbers shall be mapped to TSL part numbers, if necessary. 

8.2.13. All changes to kit components require written TSA approval. 

8.2.14 The contractor shall create/maintain kit usage training and documentation. The training 
and documentation shall describe the purpose of the kit, content description, and procedures for 
maintenance and repair; TSA guidance on kit usage or handling procedures: and Material Safety 
Data Sheets (MSDS) sheets approved by the TSA Office of Occupational Safety and Health. 
MSDS sheets will he provided by TSA and contained on the Manual CD. Each kit shall contain 
the following documents when shipped to user, unless otherwise specified in each Kit as 
described in Task E Allachmenls B through Q: 

8.2.14. l Operational Directive OD-400-50-1-11, October 19, 2009, Procedures for use 
and Control of the IED and Weapons Training Kits (printed and CD). NOTE: This 
document is SSI and TSA will provide under separate cover to contract Task Order 
Manager upon award. 

8.2.14.2. Kit Operating Instruction Manual (print and CD) 

8.2.14.3 Property Hand Receipts 

8.2.14.4. Material Safety Data Sheets (MSDS) for simulants as required (CD) 
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8.2.15. The kits shall be provided in a lockable container (EXCEPTIONS; Kits 8.2. l .6; 8. 2.1.8 
and 8.2.1.12) similar to the containers presently used by TSA. Three or Four-digit combination 
locks shall be included in each kit. The containers shall be marked on the outside large white 
letters "Property of TSA" unless otherwise directed. 

8.2.16 A serial number sticker from the Sunflower inventory system shall be affixed to the 
outside of the container unless otherwise directed. All shipped cases shall contain a prope11y 
transfer sheet and lock. All shipments and property transfer shall comply with TSA Management 
Directive No. 200.55 TSA Property in the Hands of a Contractor per Base Contract HSTS01-0-
DOS0900. 

8.2.17 The contractor shall provide maintenance support for threat identification kits and training 
aids, such as repair and replacement of pans. 

8.2.17.1. The contractor shall provide website access to Training Managers and other 
approved system users to request replacement parts, maintenance actions, and/or 
additional kits. 

8.2.17.2 The contractor shall track kit configuration and replacement requirements. 

8.2.17.3. The contractor shall provide airports a return fedEx label for Kit replacements 
so the replace(l/damaged kit can be returned to the contractor and retrofitted to the current 
configuration. 

8.2.17.4. The contractor shall track mean time between failure and just in time sparing for 
those items as appropriate. 

8.2.17.5 The contractor shall maintain full parts and component level inventories of kit 
and simulant pai1s items to the lowest level sub-component. Procurement of parts in 
support of kit maintenance shall be provided in a repmt on a monthly basis within Task 
A. Kit parts required for manufacture or suitable substitutes will require prior approval 
of the TSA Technical Monitor. 

8.3 OPTION A - NHTP Prop Kits (CLIN 0017 FFP) 

8.3.I The contractor shall manufacturer 160 NHTP Prop Kits as described in Attachment 
Q. 

8.3.2. The kit shall be packaged in a sturdy container to resist damage. 

8.3.3 All requirements within Section 8. 2 apply, except for requirement 8.2.16. 

8.3.4 The contractor shall NOT assign a Sunflower property sticker or Sunflower serial 
number to the kit or any components. This kit will NOT be entered into the Sunflower 
Asset Management System (SAMS). 

8.3.5 The contractor shall provide the following documentation which shall be included 
with the kit: 

8.3.5.1 Operations Manual that covers the purpose of the kit, description of the 
components and operating instrnctions. 

8.3.5.2 Laminated Inventory Control Sheet 

8.3.5.3 Property Hand Receipts 

8.4 Upgrade TQC Kits (CUN 0018 T&M and CUN 0019 Option B FFP) 

8.4.1 The contractor shall provide a prototype of the proposed upgrade to the TQC kit. (T&M 
CLIN 0018 per Section 8.5.) 
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8.4.2 The following specifications shall apply to both the prototype and the production kits: 

8.4.2. l A number of explosive simulants shall be developed that will cause a positive 
indication for all possible detection capabilities on the Explosive Trace Detection 
machines (ETD). 

8.4.2.2 All simulants shall be produced in clay like consistency similar to the present 
TQC sinmlant. 

8.4.2.3 All simulants shall have a minimum two (2) year shelf-life extendable in one year 
increments by a simple operational test. 

8.4.2.4 Each simulant in the kit shall be packaged in a plastic container to hold 
approximately two (2) ounces of material. 

8.4.2.5 Each container shall be marked with the date of manufacturer and expiration date. 

8.4.3 Upon TSA approval of prototype, the contractor shall manufacturer 1000 kits. (OPTION B 
CLIN 0019 FFP) 

8.4.3.1. All requirements within Section 8. 2 apply, except for requirement 8.2.16. 

8.4.3.2. The kit shall be packaged in a sturdy container to resist damage and inadvertent 
cross contamination between simulants or the contamination of other surfaces or items. 

8.4.3.3 The contractor shall provide a training video covering the use, precautions, 
storage, decontamination and shelf-life extension procedures. The video shall be Security 
Sensitive Information. 

8.4.3.4 The contractor shall provide the following documentation which shall be included 
with the kit: 

8.4.3.4.1 TQC Operations Manual that covers the purpose of the kit, description 
of the components, operating instructions, contamination control and 
decontamination procedures. 

8.4.3.4.2 Material Safety Data Sheet (MSDS) for the TQC material 

8.4.3.4.3 Property Hand Receipts 

8.5. Threat Prototyping (CUN 0018 T &M) 

8.5. l The contractor shall be required to provide prototypes of threat and non threat items. (TSA 
estimates five (5) per Period of Performance.) EXCEPTION: JED Accessory Kit prototyping 
activity will he conducted under .F.FP CLIN 0016 in 8.6 requirement. 

8.5.2 Prototype threat and non threat items shall be submitted to the TSA program manager for 
review and approval before field distribution. 

8.5.3 If any items are rl'.jected, the contractor shall perform follow-up work to develop 
replacement images that conform to the general specifications of the rejected item(s), correcting 
any identified deficiencies in the process. 

8.6. JED Accessory Kit Program (FFP CUN 0016) 

8.6.1 .The contractor shall support the Transportation Security Specialist - Explosives (TSS-E), 
formally Bomb Appraisal Officer (BAO), program for local fabrications of IED Accessory 
Training Kits that contain new explosive simulants, lEDs and lED components to augment the 
existing IED training kits that are used for TSO training. 
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8.6.2 The contractor shall provide each member of the IED design group with an LM VPN 
account and GFE laptop and air card to support remote design activities using the LM network 
not to exceed a total of one ( 1) for TSA HQ and five (5) sets for field use. 

8.6.3. The contractor shall be required to design and prototype a new IED accessory kit every 
qum1cr: for a total of four ( 4) designs per year. 

8.6.4 In addition to 5.3 above, the contractor shall supply, on an annual basis, the TSS-Es at the 
hubs (approximately 130 airports) with explosive simulants and IED components to preposition 
airport on site stock to support TED Accessory Kit construction. 

8.6.5. The contractor shall participate as an active member of the TSA JED Accessory Kit Design 
Team for the design and fabrication of accessory kits. 

8.6.6. The contractor shall provide to TSA for approval, a list of IED components and related 
materials to be shipped to the TSS-Es at the hub airports, approximately 130 airports, as an 
annual shipment to augment existing supplies in support of the IED Accessory Kit program. 
Upon TSA approval, the contractor shall procure/manufacturer the agreed upon items and ship 
them to the TSS-Es at the hub airports. 

8.6.7. The contractor shall conduct up to two (2) annual live rapid response exercises. 

8.6.8 The contractor shall provide IED Accessory Kits for hub airports (not to exceed five (5) 
hubs) that do not have TSS-E supp011. 

8.6.9 The contractor shall provide the TSS-Es at the hub air 011s, approximately 130 airports, 
with IED simulants and components to build approximate! (b)(4) ED Accessory Kits quarterly. 

8.6.10 The contractor shall suppmt IED accessory kit rapid response activities within 72 hours 
when OTT determines an emerging threat warrants action. NOTE: CUN 005 T&M activity 
priced Under Task A 

8.7 Advanced Imaging Technology (AIT) Training Kit (CLIN 0016 FFP) 

8.7. l The contractor shall provid81T Training Kits, as described within 

Attachment R. 

8. 7.2 The AIT Kits shall be shipped to the airports. 

8.7. Task E- Deliverables 

# Deliverable Due.Date. 

IA lB IC Threat and non Threat per Technical Direction from 
etc ... Prototypes (T &M TSA 

CLIN) 

2 IED Accessory Kit 4/30/2012 
Components shipped to 
TSS-E at Hubs 
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,., 
-' IED Accessory Kit 7/31/2012 Lead TSS-E 2 business 

Components shipped to at Airport days after 
TSS-E at Hubs Hubs acceptance at 

Airport 

4 IED Accessory Kit 10/3 I /20 12. Lcad.TSS-E 2 business 
Components shipped to at Airport days after 
TSS-E at Hubs Hubs acceptance at 

Airport 

5 IED Accessory Kit 0 l/3 1120 13 Lcad.TSS-E 2 business 
Components shipped to at Airport days after 
TSS-E at Hubs Hubs acceptance at 

Airport 

6 Thumbprint Quality 4/30/2012 Task Order 10 business 
Control (TQC) Upgrade TM days 
Prototype (T &M CLIN) 

7 Thumbprint Quality. . 9/30/2012 Airport POC 2 business 
Control (TQC) for JED and days after 
Upgrade, Begin Field Weapons acceptance at 
Distribution Training. kits Airport 

OPTIONB 

8 (b)(3)49 U.S.C. § 114(r) I 4/30/2012 Airport POC 2 business 
End Field Distribution for JED and days after 

Weapons acceptance at 
Training. kits Airport 

9 Spreadsheet with Kit As. required to update TSAHQ 
Type and TSA Property Sunflower Inventory Property 
Serial Number Management 

Office 
(Sunflower) 
and Task 
Order TM 

10 Proposed list of JED 12/3/2012 Task Order 10 Business 
Components and TM Days 
Related Materials for 
Annual Shipment to the 
Hub Airports 

11 450 AIT Training Kits 6/29/2012 Airport POC 2 business 
days after 
acceptance at 
Airport 
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12 160 NHTP Prop Kits 5/8/2011 OTT PM for 5 business 
begin shipping Option 
A 

8.8. Inspection and Acceptance Criteria 

Sec Section 4.2 

8.9. Task E Applicable Documents 

Attachment B. - Modular Bomb Set (MBS) 2 

Attachment C - MBS 2A 

NHTP 

Attachment D - Improvised Explosive Device (IED) Baseline Training Kit A 

Attachment E - Liquid Explosives Training Kit ( 

Attachment f - Technical Support Working Group (TSWG) Explosives Training Kit 

Attachment G - IED Component Display Board 

Attachment H - Weapons Training Kit. 

Attachment l- Thumbprint Quality Control (TQC) 

Attachment J - JED Accessory Kit 

Attachment K - Bottle Liquid Scanner (BLS) Training Kit 

Attachment L - Practical Skills Evaluation (PSE) Training Kit 

days after 
receipt at 
location 

Attachment M - Walk Thru Metal Detector (WTMD) Calibration Test Pieccsl (b)(JJ ~W/ c § 

Attachment N - Generic IED Training Kit 

Attachment 0 - Generic. Weapons Training Kit 

Attachment P - PSE Wheelchair Kit 

Attachment Q- NHTP Prop Kit 

Attachment R - AIT Training Kil 

9.TSA Contacts: 

9.1 TSA Contracting Officer 

Marvin Grubbs 
Transpo11ation Security Administration 
Office of Acquisition 
60 I South 12th Street 2nd Floor, West Building 
Arlington. VA 20598 I (b)(6) 
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9.2 TSA Conlracting Specialist 

(b)(6) 1 
Transportation Security Administration 
Office of Acquisition 
60 I South 12th Street, 2nd Floor, West Building 
Arlington, VA 20598 

(b)(6) 

9.3 TSA Contracting Officer's Technical Representative 

(b)(6) I 
Transpo11ation Security Administration 
Office of Technical Training 
601 South 12th Street 2nd Floor, East Building 
Arlington. VA 20598 I (b)(6) 

9.4 TSA TME&I Program Manager 

(b)(6) I 
Transportation Security Administration 
Office of Technical Training 
60 I South 12th Street, 2nd floor, East Building 
Arlington .. VA 20598 

I (b)(6) 

9.5 TSA Task A Technical Monitor 

TBD 
Transpo11ation Security Administration 

9.5. TSA Task B Technical Monitor 

(b)(6) 1 
Transportation Security Administration 
70 I South 12th Street 
Arlington,. VA 20598 

I (b)(6) 

9.6. TSA Task C Technical Monitor 

(b)(6) 

Transpo11ation Security Administration 
60 I South 12th St HQE2- I I IS 
TSA/OSO/OTT 
Arlington, VA 20598 
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9.7. TSA Task D Technical Monitor 

I (b)(6) I 
Transportation Security Administration TSA-29 
601South12th Street HQE2-107S 
TSA/OSO/OOP/OTT, 
Arlington. VA 20598 
I (b)(6) k office) 

703 603-0825 fax 
(b)(6) 

9.8. TSA Task E Technical Monitor 

(b)(6) 1 
Transportation Security Administration TSA-29 
601South12th Street HQE2-125S 
TSA/OSO/OOP/OTT, 
Arlington, VA 20598 

I (b)(6) I< office) 
703 603-0825 fax 

(b)(6) 

(End of Section C) 
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SECTION D- PACKING, PACKAGING, AND MARKING 

D.1 Clauses of the IDIQ Contract HSTS01-09-D-OS0900 shall apply to this task order. 

SECTION E- INSPECTION AND ACCEPTANCE 

E.l Clauses of the IDIQ Contract HSTSO l-09-D-OS0900 shall apply to this task order. 

SECTION F - DELIVERY 

F.1 Delivery Requirements 

All materials ordered under this task order shall be shipped "F.O.B. Destination". 

F.2 Period of Performance 

02/08/2012 - 02/07 /20 I 3 

F.3 Delivery Schedules/ Deliverables/ Delivery Information 

Sec Section C for list of deliverables and deliverable schedule. 

SECTION G - CONTRACT ADMINISTRATION DAT A 

G.1 Clauses of the IDIQ Contract HSTSO l-09-D-050900 shall apply to this task order. 

G.2. Contractor shall provide,. to the. COTR and TM, invoice. backup documentation that includes. the. 
breakdown of labor categories and number of labor hours expended during the invoicing period of 
performance for each T &MCLIN as stated within Section B of this task order. This backup information 
shall provide. enough. detail for the. Government to. clearly understand the. effort completed during the. 
period of performance. 

G.3. Upon request by the. COTR and/or TM, Contractor shall. provide. with the. invoice. submitted to. 
HNCEN, backup documentation that includes finalized quotes/proposal for ODCs used in performance of 
this. Task Order .. 

G.4 Data, Data Management and Data-Pertinent Information: 

In addition lo the Federal Acquisitions Regulations (FAR) Subpart 27.4- 'Rights in Data and Copyrights' 
and Section 35.011 detailing technical data delivery, the contractor shall provide all TSA-specific data in 
a format maintaining pre-existing referential integrity and data constraints, as. well as. data structures. in an. 
understandable format to TSA. Examples of data structures can be defined as, but not limited to: 

• Data models. depicting entity relationships .. 
• Metadata information to define data definitions 
• Detailed data formats, type,. and size. 
• Delineations. of the referential integrity (primary key/foreign key) of data schemas 

All TS A-specific data shall be delivered in a secure and timely manner to TSA. Data security is defined 
within Section 1.4, 'Requirements for Handling Sensitive, Classified, and/or Proprietary Information,' 
within this. SOW .. This. definition complies with not only the delivery of data, but also maintaining TSA­
specific data within a non-TSA or DHS proprietary system. Alternative data delivery techniques may also 
be defined by TSA EDM project team. 
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As. part of the. necessary data structure, the contractor shall provide an Entity Relationship Diagram 
(ERO) to explain the. business relationships to TSA through graphically and textually detailing the data 
that is stored per each database and system/application. The preferred format for the ERD is CA Erwin; 
however other formats, such as Visio, DLL, database. scripts or format specified by TSA EDM project 
team shall be accepted. All additional known data models (e.g., Logical Data Model (LDM) Conceptual 
Data Model (COM), Physical Data Model (PDM), Data Flow Diagrams (DFD)) depicting TSA-specific 
data are required. Referential integrity also needs to he. addressed for all parent/child or primary 
key/foreign key relationships within these models. 

All metadata shall be pre-defined upon delivery to TSA. Metadata shall be delivered in a format that is 
readily interpretable by TSA (e.g. metadata shall be extracted from any metadata repository that is not 
utilized hy TSA and delivered in a TSA approved manner). Metadata shall also provide an indication of 
historical verses the most current data to be used, as well as frequency of data refreshes. 

The contractor shall adhere to providing a Data Management Plan (DMP), as. defined by the TSA 
Enterprise Data Management (EDM) project team, which includes conceptual and logical. data models, 
along with a data asset profile .. Any data exchanges with. other DHS Components. shall adhere. to DHS. 
data exchange standards using the National Information Exchange Model (NTEM). All required artifacts 
will be provided to the TSA EDM pr~ject team. 

Note: The followi11g dejlnitions pertain to tile previous pamgmphs: 

An ERD is a diagram used to ident{fy the topics of illferest ( ellfitiesj and their connections to each 
or her (relationships) . . 

An 1-DM in sys I ems engineering is a representalion of an organiwtion 's data, organi<.ed in terms of 
entiries and relationships and is independenr of any particular dara manageme11/. technology. 

'A C!JM is a high-level model that is considered a useful first step in documenting and describing 
the.fimdamental nature <?f the organizarion 's. data .. Jr. serves. as rhefoundationfor providing a 
common vocabulary andfor undersranding the. overall srrucrure. <~f' dala, and./(Jr normalizing data 
access to support improved in.formation sht1ring. In a CDM, jimdamental things of sign(/lcance 
to. the. business. organiz.ation are represented .. A CDM usually includes data ol~jects and rhe 
corresponding core. relationships in terms <4'the. business user .. 

A PDM is a represemarion <4 a dara asset design which rakes inro account. the.facilities and 
constraints <d' a. given database. management system (DBMS). It is typically derived.fi·om a 
logical dara model, rhouRh ii. may. be reverse-engineered.from a given database. implemenrarion. 
The PDM can usually be. used 10 ca/cu/are storage. estimates. and may. include spec(fic storage 
al/ocarion derails.for a given darabase system. There is no sharp dividing line between a CDM and an 
LDM. Similarly, rhere is no sl1wp dividing fine between an LLJM a11d a PDM. Depending on rhe. 
developers and their requirements, details may appear in. one. model or the. or her .. Each model should 
he consrrucred down ro the level o.f'detaif that makes the model use.fill to rhe intended audience.' 1 

1 
.. These. definitions. have. been defined through the. 'DHS. Enterprise Data. Management-: Data. Modeling 

Methodolo . Guidelines'. found on the. DHS. Connect DMWG Porta I. which can. be. found at 

(b)(3)49 U.S.C. § 114(r) 
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A lJFD is a diagram depicting tile.flow of dt1ta.from tile source to tile ttirget. systems, showing all 
i11teraclivns. made in bel~i'een. 

R<fl!rl!nlial imegrity is a datalw.w!. conct!/JI that t!n.rnrt!S tlua relr.aionships he111·t?en whit!.\' remain 
cm1sis1enl. When mw lahf e has a foreign key 10 m101her 1ahle .. 1he cm1cept <f r<fere111ial i111egri1y 
states. that yo11 may not add a record to the table. tlwr contains. thef(1reig11 key 1111/ess there is a 
col'l'l!spmuling record i11 tlw linknl 1al>/e. 

SECTION I - CONTRACT CLAUSES, TERMS, AND CONDITIONS 

I. l Clauses. of the. IDIQ Contract HS TSO 1-09-D-OS0900 shall apply to. this. task order .. 

I.2. Per the DHS Industrial Security Program instructions, the following. clause. is. being included in 
full text:. 

52.204-2. --Security Requirements (Aug.1996) 

(a) This clause applies to the extent that this contract involves access to information classified "Top 
Secret." 

(b) The. Contractor shall comply with --

( l) The. Security Agreement (DD Form 441 ), including, the. National Industrial Security Program 
Operating Manual (DoD 5220.22-M): and 

(2) Any revisions to that manual, notice of which has been furnished to the Contractor.. 

(c) If, subsequent to the. date. of this contract, the. security classification or security requirements under this. 
contract are changed by the Government and if the changes cause an increase or decrease in security costs 
or otherwise. affect any other term or condition of this contract, the contract shall be subject to an 
equitable adjustment as. if the. changes were. directed under the. Changes clause of this. contract.. 

(d) The. Contractor agrees. to insert terms that conform substantially to the language of this clause, 
including this. paragraph (d) but excluding any reference to the Changes clause of this contract, in all 
subcontracts under this. contract that involve. access to classified information. 

(End of Clause) 

I.3. All services, hardware and/or software provided under this task order must be. compliant with 
DHS 4300A DHS Sensitive System Policy Directive, DHS. 4300A Sensitive Systems Handbook., 
TSA MD 1400.J Information Technology Security Policy, TSA IT Security Policy Handbook 
and Technical Standards .. 

1.4. SECURITY OF SYSTEMS HANDLING PERSONALLY IDENTIFIABLE INFORMATION AND 
PRIVACY INCIDENT REPONSE 

(a). Definitions. 
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"Breach" (may be used interchangeably with "Privacy Incident') as used in this clause means the loss of 
control, compromise, unauthorized disclosure, unauthorized acquisition, unauthorized access, or any 
similar situation where persons other than authorized users, and for other than authorized purpose, have. 
access or potential access. to Personally Identifiable Information, in usable. form whether physical or 
electronic. 

"Personally Identifiable Information (PII)" as used in this clause means any information that permits the 
identity of an individual to be directly or indirectly inferred, including any other information that is. linked 
or linkable. to that individual regardless of whether the individual is. a citizen of the United States,. legal 
permanent resident, or a visitor lo the United States. 

Examples. of PH include:. name,. date. of birth,. mailing address,. telephone number, Social Security 
Number (SSN), email address, zip code, account numbers, certificate/license numbers, vehicle identifiers 
including license plates, uniform resource locators (URLs), Internet protocol addresses, biometric. 
identifiers (e.g.,. fingerprints),. photographic. facial images, or any other unique. identifying number or 
characteristic, and any information where. it is reasonably foreseeable that the information will be. linked 
with other information to identify the individual. 

"Sensitive Personally Identifiable Information (Sensitive PII)" as. used in this clause is a subset of 
Personally Identifiable Information, which if lost, compromised or disclosed without authorization .. could 
result in substantial harm, embanassment, inconvenience, or unfairness lo an individual. Complete social 
security numbers (SSN), alien registration numbers (A-number) and biometric. identifiers (such as. 
fingerprint, voiceprint, or iris scan) are considered Sensitive. PII even if they are not coupled with 
additional PII. Additional examples include any groupings of information that contains an individual's 
name or other unique identifier plus one or more of the following elements: 

(I) Driver's license number, passport number, or truncated SSN (such as last 
4 digits) 

(2) Date. of birth. (month, day,. and. year) 
(3) Citizenship or immigration status 
(4) Financial information such. as account numbers. or Electronic. Funds. 

Transfer Information 
(5) Medical Information 
(6) System authentication. information such as. mother's maiden name, 

account passwords. or personal identification numbers. (PIN) 

Other Personally Identifiable information may be. ·'sensitive" depending on its context, such as. a list of 
employees with less than satisfactory performance ratings or an unlisted home address or phone number. 
In contrast, a business card or public telephone directory of agency employees contains Personally 
Identifiable Information but it is. not sensitive .. 

(b) Systems Access .. Work lo be performed under this contract requires the handling of Sensitive PII. 
The contractor shall provide. the. Government access. to, and information regarding systems the contractor 
operates on behalf of the Government under this contract, when requested by the Government, as pan of 
its. responsibility to ensure compliance with security requirements, and shall otherwise cooperate with the 
Government in assuring compliance with such requirements .. Government access shall include. 
independent validation testing of controls, system penetration testing by the. Government, federal 
Information Security Management Act (FISMA) data reviews, and access. by agency Inspectors General 
for its reviews. 
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(c) Systems Security. In performing its duties related to management, operation, and/or access of 
systems containing Sensitive. PTT under this contract, the contractor, its employees and. subcontractors 
shall comply with applicable. security requirements. described in. DHS Sensitive. System Publication 
4300A or any replacement publication and rules of conduct as described in TSA MD 3700.4 

In addition,. use. of contractor-owned laptops. or other media storage. devices. to process. or store. PII is. 
prohibited under this. contract until the. contractor provides, and the. contracting officer in coordination 
with CISO approves, written certification by the contractor that the. following requirements are met: 

(l) Laptops employ encryption using a NIST Federal Information Processing Standard 
(FIPS) 140-2 or successor approved product; 

(2) The contractor has developed and implemented a process to ensure that security and 
other applications software are. kept ctment; 

(3) Mobile computing, devices utilize anti-viral software and a host-based firewall 
mechanism; 

(4). When no longer needed, all removable. media and laptop hard drives. shall be. 
processed (i.e., sanitized, degaussed,. or destroyed) in. accordance. with DHS security 
requirements. 

(5) The. contractor shall maintain an. accurate. inventory of devices. used in the. 
performance of this contract; 

(6) Contractor employee annual training and rules of conduct/behavior shall be 
developed, conducted/issued, and acknowledged by employees in writing. Training and 
rules. of conduct shall address. at minimum: 

(i) Authorized and official use; 
(ii) Prohibition against use of personally-owned equipment lo 

process, access, or store Sensitive PTT; 
(iii) Prohibition against access by unauthorized users and. 

unauthorized use by authorized users; and 
(iv) Protection of Sensitive. PTT; 

(7). All Sensitive. Pll obtained under this contract shall he removed from contractor­
owned. information technology assets. upon tennination or expiration of contractor work .. 
Removal must be accomplished in accordance with OHS Sensitive System Publication 
4300A, which the. contracting, officer will provide upon request. Ce1tification of data 
removal will be. performed by the contractor's Pr~ject Manager and written notification 
confirming certification will be delivered to the contracting officer within 15 days of 
termination/expiration of contractor work. 

(d) Data Security. Contractor shall limit access to the data covered by this clause to those employees and 
subcontractors who require the information in order to perform their official duties under this contract.. 
The contractor, contractor employees,. and. subcontractors. must physically secure. Sensitive. Pll when not 
in use and/or under the control of an authorized individual, and when in transit to prevent unauthorized 
access or loss. When Sensitive Pll is no longer needed or required to be retained under applicable 
Government records. retention. policies,. it must be. destroyed through means. that will make the Sensitive. 
Pll irretrievable .. 
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The contractor shall only use. Sensitive PII obtained under this. contract for purposes of the contract, and. 
shall not collect or use such information for any other purpose without the prior written approval of the 
contracting officer .. At expiration or termination of this contract, the contractor shall turn over all 
Sensitive. Pll obtained under the. contract that is. in its. possession to the. Government.. 

(e). Breach Response. The. contractor agrees. that in the. event of any actual or suspected breach of 
Sensitive. Pll (i.e., loss. of control, compromise, unauthorized disclosure, access. for an unauthorized 
purpose, or other unauthorized. access, whether physical or electronic), it shall immediately, and. in no. 
event. later than one. hour of discovery,. report the breach to the contracting officer, the Contracting 
Officer·s Technical Representative (COTR), and the TSA Director of Privacy Policy & Compliance 
(TSAprivacy@dhs.gov). The contractor is responsible for positively verifying that notification is 
received and acknowledged by at least one. of the foregoing Government. parties. 

(f) Personally Identifiable Information Notification Requirement. The. contractor has in place procedures 
and. the capability to promptly notify any individual whose Sensitive. PH was, or is reasonably believed to. 
have. been, breached, as. determined appropriate. The method. and. content of any notification by the. 
contractor shall be. coordinated with, and subject to the prior approval of the. Government, based upon a 
risk-based. analysis conducted by the. Government in accordance with DHS Privacy incident Handling 
Guidance ... Notification shall not proceed unless. the. Government has. determined that: (I). notification is 
appropriate: and (2) would not impede. a law enforcement investigation or jeopardize national security. 

Subject to Government analysis of the. breach and the. terms. of its. instructions to. the contractor regarding 
any resulting breach notification, a method of notification may include. letters to affected individuals sent 
by first class. mail, electronic means, or general public notice, as approved by the Government. At 
minimum, a notification should include: . (I). a brief description of how the. breach occurred; (2) a 
description of the types. of personal information involved in the breach; (3) a statement as to whether the 
information was encrypted or protected by other means; ( 4) steps an individual may take to protect 
themselves; (5). what the. agency is. doing, if anything, to. investigate the. breach, to. mitigate losses, and to 
protect against any further breaches: and (6) point of contact. information identifying who affected 
individuals. may contact for further information. 

In the. event that a Sensitive PH breach occurs. as. a result of the. violation of a term of this contract by the. 
contractor or its employees, the contractor shall, as directed by the contracting officer and. at no. cost to the. 
Government, take. timely action to correct or mitigate the violation, which may include providing 
notification and/or other identity protection services to affected individuals. for a. period not to. exceed 12. 
months. from discovery of the. breach ... Should the. Government. elect to provide and/or procure. notification 
or identity protection services. in response. to a breach, the contractor will be responsible for reimbursing 
the Government for those. expenses. 

(g) Pass-Through of Security Requirements to. Subcontractors. The contractor agrees to. incorporate the 
substance of this. clause, its. terms and requirements, in all subcontracts. under this contract, and lo require 
written subcontractor acknowledgement of same ... Violation by a subcontractor of any provision set forth 
in this clause will be attributed to the contractor. 

I.S. SUBMISSION OF. INVOICES - Commercial 

(a) Background: The Transportation Security Administration (TSA) partners. with the. United. States 
Coast Guard. Finance Center for financial services in suppon of TSA operations, including the 
payment of contractor invoices .. Therefore, all contractor invoices must be submitted to, and will 
be. paid by,. the. U.S. Coast Guard Finance. Center (FinCen). 
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(b) Invoice Submission Method: Invoices may be submitted via facsimile, U.S. Mail, or email. 
Contractors shall utilize. ONLY ONE method per invoice. submission. The. submission. 
information for each of the. methods is. as follows in order of preference:. 

I) Facsimile. number is:. 757-413-7314. 

The. facsimile numher listed. ahove. shall he. used hy contractors. for ORIGINAL invoice. 
submission only .. If facsimile submission. is. utilized, contractors. shall not submit hard copies of 
invoices via the. U.S. mail. It is. the. responsibility of the contractor to verify that invoices arc 
received, regardless of the method of submission used. Contractors may inquire regarding the 
receipt of invoices. by contacting the. U.S. Coast Guard Finance Center via the. methods. listed in 
subparagraph (c} of this clause. 

2) U.S. Mail: 

United States. Coast Guard. Finance Center 
TSA Commercial Invoices. 
P.O .. Box 4111. 
Chesapeake, VA 23327-4111. 

3) Email Invoices: 

FIN-SMB-TSAinvoiccs@uscg. mi I or www .finccn.usc~. mi I 

(c) Invoice Process: Upon receipt of contractor invoices, FinCen will electronically route. invoices to. 
the. appropriate TSA Contracting Officer's Technical Representative. and/or Contracting Officer 
for review and approval. . Upon approval, the TSA will electronically route. the. invoices. hack to. 
FinCen .. Upon receipt of certified invoices from a Authorized Certifying Official, FinCen will 
initiate payment of the invoices .. 

.. Note. for discounts offered: 

Discounts on invoices. If desired, the Contractor should offer discounts directly upon the invoice 
submitted, clearly specifying the. terms. of the. discount.. . Contractors can structure discounted 
amounts. for payment for any time period less. than the usual thirty day payment period specified 
under Prompt Payment requirements; however the. Contractor should not structure terms for 
payment of net amounts invoiced any sooner than the standard period required under FAR 
Subpart 32. 9 regarding prompt payments for the specified deliverables under contract. 

. Discounts offered after invoice submission. If the Contractor should wish to offer a discount on a 
specific invoice after its submission for payment, the Contractor should submit a letter to the 
Finance Center identifying the. specific invoice. for which a discount is offered and specify the. 
exact terms of the. discount offered and what. time period the. Government should make payment 
by in order to receive the discount. The Contractor should clearly indicate the contract number, 
invoice. numher and date, and the. specific terms. of the. discount offered .. Contractors. should not 
structure terms. for net amount. payments. any sooner than the standard period required under FAR 
Subpart 32.9 regarding prompt payments for the specified deliverables under contract. 

(d} Payment Status: Contractors may inquire. on the payment status. of an invoice by any of the. 
following means: 
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(l) Via the internet: hllps://www.fincen.uscg.mil 
Contacting the. FinCen Customer Service Section via telephone at 1-800-564-5504. or 
(757) 523-6940 (Voice Option.# l ). The. hours. of operation. for the. Customer Service line. 
are 8:00 AM to 5:00 PM Eastern Time, Monday through Friday .. However, the Customer 
Service line has. a voice-mail feature that is. available. 24. hours per day, 7 days per week .. 

(2) Via the Pavment Inquiry Form: https://www.fincen.uscg.mil/secure/pavment.htm 

(e) Invoice Elements: Invoices. will automatically rejected if the information required in 
subparagraph (a)(2) of the. Prompt Payment Clause, contained. in. this. Section of the Contract, 
including El-'T banking information, Taxpayer Identification Number (TIN), and DUNS. number 
are not included in the invoice. All invoices must he clearly correlate invoiced amounts to the 
corresponding contract. line item number and funding citation .. The Contractor shall work with 
the Government to mutually refine the. format, content and method of delivery for all invoice 
submissions. during the. performance of the Contract.. 

(f) Supplemental Invoice. Documentation:. Contractors. shall submit all supplemental invoice 
documentation (e.g. copies of subcontractor invoices, travel vouchers, etc) necessary to approve 
an invoice along with. the. original invoice .. The. Contractor invoice. must. contain. the. information 
stated in the Prompt Payment Clause in order lo be received. and. processed by FinCen. 
Supplemental invoice. documentation required for review and approval of invoices. may, at the 
written. direction of the. Contracting Officer, be. submitted directly to. either the Contracting 
Officer, or the Contracting Officer·s Technical Representative. Note for "time-and-material". 
type contracts: The Contractor must submit the following statement with each invoice for labor 
hours invoiced under a "time-and-materials" type contract, order, or contract line. item:. "The 
Contractor hereby certifies in accordance with paragraph (c) of FAR 52.232-7, that each labor 
hour has been pe1formed by an employee (prime or suhcontractor) who meets the. contract's 
specified requirements for the. labor category invoiced.". 

(g) Additional Invoice. Preparation Instructions. for Software Development and/or Hardware ... The 
Contractor shall clearly include. a separate breakdown (by CUN) for any software development 
activities. (labor costs, subcontractor costs,. etc) in accordance. with Federal Accounting Standards. 
Advisory Board Statement. of Federal Financial. Accounting Standards Number l 0 (Preliminary 
design costs, Development costs and post implementation costs) and. cite payment terms .. The 
contractor shall provide make. and model descriptions. as well as serial numbers for purchases. of 
hardware and software (where applicable.) 

1.6. Frequency of Invoice Submission 

For FFP CLTNs, contractor shall invoice. 1/12 of the. CUN amount for the. month prior efforts .. 
for T &M, contractor shall invoice the expended amount incuned. during the previous month(s). 
For ODCs, contractor shall invoice for only those ODCs. that have. been approved and 
purchased/expended. during the previous. month(s) .. Specifically for CLIN 0002 .. the. contractor 
shall provide with the invoice, a complete. list of the ODC purchased, the cost of each ODC .. and 
the accumulative cost for all ODCs .. 

(End of Section I) 
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SECTION .J - CONTRACT DOCUMENTS, EXHIBITS •. OR ATTACHMENTS 

J. I Contract Documents 

ATTACHMENT NO .. TITLE/ DESCRIPTION 
A If ask C:. Image Development & Image Lihrary Additional 

Information 
B-R rTraining Kit Information (SSI Document) 

(End of Section .J) 
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DEPARTMENT OF DEFENSE 1. CLEARANCE ANO SAFEGUARDING 

CONTRACT SECURITY CLASSIFICATION 
a. F ACIUTY CLEARANCE REQUIRED 

TOP SECRET 
SPECIFICATION 

(The requirements of the OoD Industrial Security Manual apply b. LEVEL OF SAFEGUARDING REQUIRED 

to all security aspects of this effort.) SECRET 

2. THIS SPECIFICATION IS FOR: (X and complete as applicable) 3. THIS SPECIFICATION IS: (X and complete as applicable) 
a. PRIME CONTRACT NUMBER < Dale { YYYYMMOO) 

x HSTS01-09-D-OS0900 HSTS01-12-J-OTT004 x a. ORIGINAL tComplete date in all Ci!laos) 
20120213 ! 

b. SUBCONTRACTNUMBER b. REVISED (Superaedes l Revition No. Date C l'YYYMMOO) 

' 
all previous specs) 

c. SOLICITATION OR OTHER NUMBER= Due Date ( l'l'YYMMDD) D..te ( YYn'MMDD) 
c. FINAL (Complet4 item 5 in all caaes) 

4. IS THIS A FOLLOW-ON CONTRACT? L!._ YES LJ NO. If YH, complete the following: 

Classified material received or gonerated under HST SO J -09-D-OS0900 HS TSO J. J J -J-00PO15. (Preceding Contract Number) ia "ansterred to ll>is foll-·On 
conlract. 

5. IS THIS A FINAL DO FORM 254? l YES L..!_J NO. If Y"9, complete the following: 

In Reoponse to the contractor's reQuesl dated ...... . retention al the identified claseified material ie authorized tor the period of ····-
6. CONTRACTOR (Include COMmercial and Governm&nt Entity (CAGE) Codel 

a N.e.ME. AODRESS. ANO ZIP CODE 8 CAGECODE C. COGNIZANT SECURITY OFFICE (Neme. Address. and Zip Code) 

LOCKHEED MARTIN SERVICES, INC. 77609 DEFENSE SECURITY SERVICE 
2339 ROUTE 70 WEST Atrium 1 1000 Atrium Way, Suite 310 
CHERRY HILL, NJ 08002-3315 

( 
Mt Laurel, NJ 08054-3906 

7. SUBCONTRACTOR 
II. NAME. ADDRESS, AND ZIP cooe B. CAGECOOE C. COGNIZANT SECURITY OFFICE (Neme, Addreu. and Zip Code) 

8. ACTUAL PERFORMANCE 
A. NAME • ADDRESS, ANO ZIP CODE B. CAGECOOE C. COGNIZANT SECURITY OFFICE (Name, Addre..,., and Zip Code) 

Department of Homeland Security (DllS) 
Transportation Security Administration (TSA) 
various DUS locations within the greater Washington, 

l DC metropolitan area (See Item 13). 
9. GENERAL IDENTIFICATION OF THE PROCUREMENT 

(U) TO PROVIDE A BROAD RA~GE 01" SER\' ICES TO ASSIST A~D SUPPORT THE DEPARTMENT OF H0'.\1ELAND 

SECURITY (DHS) TRA~SPORTATION SECURITY AD\1INISTRATION (TSA). 
10. THIS CONTRACT WILL REQUIRE ACCESS TO: YES NO 11. IN PERFORMING THIS CONTRACT, THE CONTRACTOR YES NO 

WILL: 

a. COMMUNIC.e.TIONS SECURITY (COMSEC) INFORMATION x •· HAVE ACCE&S TO CL..ASStF4£0 IN~ORMAT10NON'l.Y AT .ANOTHEACON'TRACTOR•s x 
FACILl1V OR A GOVEAHMENT AcnVIT"r 

b. RESTRICTED DATA x b. RECEIVE CLASSIFIED DOCUMENTS ONLY x 
c. CRITICAL NUCLEAR WEAPON DESIGN INFORMATION x c. RECEIVE AND GENERATE CLASSIFIED MATERIAL x 
d. FORMERLY RESTRICTED DATA x d. FABRICATE. MODIFY. OR STORE CLASSIFIED HARDWARE x 
e. INTELLIGENCE INFORMATION: ~r:t.~·. 

... . : 
e. PERFORM SERVICES ONLY x 

(1) Sensitive C°"'partmented lrdormalio" (SCI) x I. HAVE Access TQU.s. CUlSS"IEDINf'DRMATION OUTSIDE TME U.S., x PUERTO RICO U.S. POS$1'.S910NS AND TRUST TERRITORIES 

(2) Non·SCI x 9. 8E AUTHORIZED TO use THE SERVICES OF OEFEN8£ UCMNICAl INFORM•T•ON 
CENTER IDTICI OR OTHER SECONDARY OISTR18UTION ce NTEA x 

f. SPECIAL ACCESS INFORMATION x h. REQUIRE A COMSEC ACCOUNT x 
11· NATO INFORMATION x I. HAVE TEMPEST REQUIREMENTS ; x 
h. FOREIGN GOVERNMENT INFORMATION x j. HAVE OPERATIONS SECURln< (OPSEC) REQUIREMENTS x 
I. LIMITED DISSEMINATION INFORMATION x k. BE AUTHORIZED TO USE THE DEFENSE COURIER SERVICE x 
j. FOR OFFICIAL use ONLY INFORMATION x I. OTHER (Specify) See Block #13. x 
k. OTHER (Specify) x 

DD Form 254, DEC 1999 Previous edlbons are obsolete RESET 



12. PUBLIC RELEASE. Any information (classified or unclassified) pertaining to this contract shall not be released for public dissemination 
except as provided by the Industrial Security Manual or unless it has been approved for public release by appropriate U.S. Government il P.-opo"j l!"'>'j ,.,..,..shall be submitted for appro.al prior to,., • .,. 

Direct Through (Specify): 

X ~ONE AUTt.iQRIZED 

UNLESS CONTRACTOR HAS OBTAINED AUTHORITY TO RELEASE FROM THE DEPARTMENT OF HOMELAND SECURITY: 
CONTRACTOR SHALL COORDINATE WITH THE COTR AND THE OFFICE OF SECUIRTY (ASD) 202-447-5347 ON ALL 
CHANGES TO THIS GUIDANCE to the Directorate for Freedom of Information and Security Review, Office of the Assistant Secretary of 
Defense (Public Affairs)* for review. In the case of non-DoD User Agencies, requests for disclosure shall be submitted to that agency. 

13. Security Guidance. The security classification guidance needed ror this classified effort is identified below. If any difficulty is encountered in applying 
this guidance or if any other contributing factor indicates a need for changes in this guidance. the contractor is authorized and encouraged to provide 
recommended changes: to challenge the guidance or the classification assigned to any information or material furnished or generated under this contract; 
and to submit any questions for interpretation of this guidance to the official identified below. Pending final decision, the information involved shall be 
handled and protected at the highest level of classification assigned or recommended. (Fill in as appropriate for the classified effort. Attach. or forward 
under separate correspondence, any documents/guides/extracts referenced herein. Add additional pages as needed to provide complete guidance.) 

Reference Item 8a: Lockheed Martin Services, Inc, 1800 South Bell Slreet, Suite l l 0, Arlington, VA 22202 
CSO: Defense Security Service , 2331 Mill Road, 4th Floor, Alexandria, VA 22314 
Lockheed Martin Corporation. Maritime Systems & Sensors, 199 Borton Landing Road, Moorestown. NJ 08057 CSO: 
Defense Security Service, Atrium 1 1000 Atrium Way, Suite 310, Mt. Laurel, NJ 08054-3906 

Reference Item lOj: "Contractors shall control and safeguard FOUO in accordance 'hith DI IS Directive (MD 
11042. l) "Safeguarding Sensitive but Unclassified (For Official Use Only) Information," dated Jan 6, 2005. DI IS 
contractors must sign a special Non-Disclosure Agreement before receiving access to FOUO information. 
Contractors with questions on hand1ing DllS FOUO sha11 contact DIIS OCSO ASD at (202) 447-5341." 

Reference Item 1 lc & d: The contractor shall derivatively classify newly created information associated with this effort 
based on the classification guidance provided through existing classified sources. All classified information shall be marked 
in accordance with the NISPOM. The ISOO Pamphlet on ·'Marking Classified National Security Information dated 
December 20 IO" may be used as a guide on the proper marking of classified information. Questions relating to Marking 
Classified National Security lnfonnation can be addressed to OHS Office of Security Administrative Security Division. at 
telephone (20::!) 447-5341 

14. ADDITIONAL SECURITY REQUIREMENTS. Requirements identify the pertinent contracted clauses in the contract 
document itself, or provide an appropriate statement which identifies the additional requirements. Provide a copy of the 
requirements to the cognizant security office Use Item 13 if additional space is needed.) 

15. INSPECTIONS. Elements of this contract are outside the inspection responsibility of the cognizant security 
office. (lf Yes, explain and Identify specific areas or elements carved out and the activity responsible for 
inspections. Use item 13 If additional space is needed.) -·-

Yes 

Ye1 

x No 

-

x No 

16. CERTIFICATION AND SIGNATURE. Security requirements stated herein are complete and adequate for safeguarding the classified 

)tlformation to be released or generated under this classified effort. All questions shall be referred to the official named below. 
e. TYPED NAME OF CERTIFYING OFFICIAL 

l CHRISTAL FULTON 
I (bl(6l I 

d. ADDRESS !Include Zip Code) 

Department of Homeland Security 

Jot 7th & D Street S. W. 

Washington D.C. 20528 
e. SIGN 

(b)(6) 

DD Form 254, (BACK) DEC 1999 

b. TITI..E c. TELEPHONE (l"clude Area Code) 

Chief, Industrial Security Program I (b)(6) I 
Branch 

17. REQUIRED DISTRIBUTION 

X a. CONTRACTOR 

b. SUBCONTRACTOR 

x c. COGNIZANT SECURITY Off ICE FOR PRIME AND SUBCONTRACTOR 

d. U.S. ACTIVITY RESPONSIBLE FOR OVERSEAS SECURITY ADMINISTRATION 

)( e. AOMINISTffATIVE CONTRACTING OFFICER -X f. OTHERS AS NECESSARY 



AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT 

2. AMENDMENTiMODIFICATION NO. 3, Et'Ft:.C nvi; LlATc 

1?00002 See 3lock 16C 

,.1. CONTRACTIOCODE 

4. REQUISITION/PURCHASE REQ. NO. 

None 
15. PROJECT NO. (II app/icaofe) 

6. ISSUED BY CODC. 20 I. AOM1N;Srt:Kt:U tlY (lfOl/Jf;1 IMl!llem G) 

Human Capita.: &. 1:in~21.cc 

70: S 12TH STREET 
ARLINGTON VA 20598 

CODE IOl 
L-~~~~~~~~~~ 

Offic~ of A<:qnisition 
101 S 12TE STREET 
ARLINGTON VA .?.0598 

8. NAME AND ADDRESS OF CONTRACTOR ~f'lo .. w.et, tounty. Si.to •r.dZIPCm) 
~ 

\IA. AMf;NOMt:.N I OF SOLICJ r Al'JON NO. 

ockhecd L 

A 
Ma.rt.in 

ttn: I (b)(6) I 
10C N l:'r'<?der.i.ck. 

G aithersburg ND 

COLlc 80!:>2~83'/J 

Services lncc .:::po.ca Led 
9R OATFO (!;FF liFM i 1) 

Ave 
208793328 

!10A. MOlllFICATION OF CONTRACTIOROF.R NO. x [HSTSU 1-0 9- D·-OSC9QIJ 

HSTSO: ·-12-J-·O'IT004 
'.Otl. UAI !;l.l (SI;;/;; 11/;;M 1:j; 

I FACllllY CODE 02/03/201.2 
11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS 

c: T.'lC abff•C numbr.rcd sofici::>tion ;, ;imcr.dori "" ,;o: forth in Item 1.:.. T.O(l hot:r and <late specified~"' roc,c;pt of Offers o;s r.xlcncfod. :Ji& not cxtcnccd. 

Offers :m.st acknowle~e 'eceipt o!tr.is ame"dmer.t prior 10 Ille hour a1'1d date specf:ed in tie solicitation or as emended. by one cf the follcwin!I mel~ods: {a) 8'.(cotr.pleting 
llems a and 15, aod returning copies of 1he amendment; (b) By ad<nowledging receipt of •h's amendment Ofl each COM of the offer sutmilted; er (c) By 

separate le!ter or te:egram whi:h irc;udis a reference to t~e soli:itatio?'l and a;nendmenl rumters FAILURE OF YOUR ACKNOWLEDGEMENT TO BE RECEIVtU Al 
IHI:: f'LACt lJESIGNArEfJ l'OR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND Dl\TE. SPECIFIEC MAY RESULT IN HEJcCnONOf' YOUH OH'ER. If l>y 

virtue of t~·;s amendment you desi'e !o chans;e an ~e' a: ready s1.bm~1ed, such char.ge may be :nade ty telegram or :euer. ~rov1ced ead; teleg'<!m or 1$119' ma""s 
ret1Nence to :he s~l•c~fa~1on a.,d tnls amer;dment a~d is receivecl prior to the opening hour ar.O dat~ wec1fied. 

12.1\CCOUNTING ANO APPROPRIATION OATA(lfntquilNJ 

SP.Fl Sr.herlu le 

13. THIS ITEM ONLY APPLIES TO MODIFICATION OF CONTRACTS/ORDERS. IT MODIFIES THE CONTRACTIOROER NO. AS DESCRIBED IN ITEM 14. 

c~~£'5. ?~ A. THIS CHANGE ORDER IS ISSUE 0 PURSUANT TO (Specify avthOrity) THE CHANGES SET FORTH IN ITEM t 4 ARE MADE IN THE CONlRACT 
ORDER :llO IN ITEM 10A 

B. Tf!E ABOVE NUMBERED CONTRACT/ORDER IS MOOiF1ED TO REFLECT THE ADMINISTRATIVE CHANCES (such as changes in i;ayin!} office. 
approi;riation r:l8te. etc./ SET roRTH IN ITEM 1.:, PURSUl\NTTO THE AUTHORITY OF FAR 43. f03(b). 

C. THIS SUF'F'LEMENTAL AGREEMENT IS ENTERED INTO F'URSUANT TO AUTHORllY OF: 

X E".O.R 5'.!-.'.!12.4 - Cont!'act Term!! "r:d Cor.ditio1w - ~0:;i:::er(:L<1l. Jtcrn" !Oct :wo:;i p.or·.1<Jr.·1ph I~) 

D. OTHER (S~eofy i';pe of moelificelion snd iwthor!!y} 

E. IMPORTANT: Contractcr Dis net. (!;is rec.uired lo sign this doc~ment an<j return ______ l __ oopics to Hl€ ~SS:Jirig omce. 

14 DESCRIPTION OF AMENDMENTJMOOIFICATION (Crgc;nited t>y UCF seclior. .~eedlr19s. includi.ig solicitat1c;()fr;onfract svcj&cl m8'1sr w/)$<'$ f&~sible.) 

'i'<lX L.l Number: :>2-1813509 

DUN!J Klunber; 805258373 

The :;_:>1.:rposc o:: ::his modifi.caticn is to execute the fo 1 - ow~ ng cont.ra:::t actions: 

1. Remove and replace 1\ttachment 'I' w~_th a revi sP.<l v~!'s.i.on <::: the approved DD254. 

2. Modify Se:::tion c, Pacagra?h 1.6.7.A ar.d 8.2.12 of the St.atemer:': of Work. 

3 _ Modify deli veratle elates of r:-;isk C:, Pnragra-oh 6. 3 and Task E, ?arag:::c.ph 8. ·:. 

l\.ll other terms ancl ccnd' -:::i o-:ls rem:ain the same. Please see following pages for m;diflcaLlcn 

Continued. 
Ex~t as pro~ided ~rein, aM terms and coml1ijoc-s of the do~mer.t refere~ced in Item 9A or 1 OA, as :-ier~tofore c:iar.ged, remaifls :.nchatlged and i'1 l~ll fo~e ar.d etrecl 

1 SA. NAME AND TlllE OF SIGNER (Typ~ or print) 16A NAME AND I! OF CONTRACH.:G orr1CER (Type or prifll) 

(b)(6) I Senior Contracts Negotiator 

158 CONTRACTOR/OFFEROR 

(b)(6) 

Previ:>l.'S ea1t1on 1,1m:sable 

15G. DATE SIGNED 

3/22/2012 

16C. DATE SIGNED 

STANDARD FORM 30 [REV. 10-l\1) 

Prescril>ecl l>y GSA 
FAR (48 CFR) 53.243 



REFERENCE NO. OF DOCUMENT BEING CONTINUED 

CONTINUATION SHEET ~!S'!'S01-Q9-D-OSC900 dS'!'.SQl-12-J-O.:.'T00 1l I POU 802 

NAME OF OFFEROR OR CONTRACTOR 

Lockheed MeirtL; Services Inco:::-po:::·i:ited 

ITEM NO. SUPPLIESiSERVICES QUANTITY 

(A) (R) (C) 

deti::lils. 

ALLachmenL '!' - App:::cved CD2 StJ REVl 
~S'l'SQl-12-J-0~'!'001 (02/29/2012) 

Pay:-:ienl: 

:.J .s Coasl Guar:ci F.i.nanclal Ce.:Jler 

'!'.SP. Commer:c.:.al lnvo.i.ces 

P.O. l3ox '11 :.1 

Chesapea:~e 'v'A 23327-tJlll 

Pe:::.:.oci o[ Perfo.::·:-:iance: 02/08/2012 Le 02/07/28:.3 

NSN 7540·01·152-8067 ;,oJor:<:ing Copy 

UNIT UNIT PRICE 

(DJ ( F.) 

OF 

I 6 

AMOUNT 

( F') 

OPTIONAL FORM 336 (4-86) 

Sponsore<I by GSA 

FAR /49 CFRl S3 110 



HSTSO I -09-D-OS0900 HS TSO I- l 2-J-OTT004 

03/22/2012 Modification P00002 

The purpose of this modification is to: 

I. Remove and replace Attachment T with a revised version of the attachment. Attachment Tis hereby 
replaced with Allachmenl T - Approved DD254 (REVOOl) HSTS01-12-J-OTT004 (02/29/2012). 

2. Modify Section C, Paragraph 4.6.7.8 and 8.2.12 of the Statement of Work. 

Section C, Paragraph 4.6.7.8 is hereby removed and replaced with the following: 

4.6.7.8 The representatives shall provide property management support to airports in support of 

kit issues, audits, and other property questions and interface directly with the Office of Training 
and Workforce Engagement (OTWE) Accountable Property Officer (APO) and TSA Deputy 

Property Management Official (DPMO), TSA Office of Property Management staff. 

Section C, Paragraph 8.2.12 is hereby removed and replaced with the following: 

8.2.12 The contractor shall provide configuration management of all kits and training aids. The 

contractor shall provide a spreadsheet identifying each kit case by barcode and the part numbers 
or barcode of each item contained in that case upon kit development or delivery. The contractor 
shall provide this information to TSA Property Management OTWE APO and DPMO staff for 

upload into the TSA property management system and insert a property transfer sheet into the 
case prior to shipping or via email after shipping with TSA approval. 

8.2.12.1. Kit content items containing simulants and/or detonators shall be coded using 
TSA provided serial numbers and bar codes for the kit unit as well as individual 

component serial numbers. Kit component bar codes and serial numbers will be tied to 
the kit unit numbers in a parent/child relationship. 

8.2.12.2. TSA part numbers shall be mapped to TSL part numbers, if necessary. 

3. Modify the deliverable dates of paragraph 6.8 Task C - Test Distribution and paragraph 8.7 Task E -
Threat Kit Program. This is a no cost change. Paragraph 6.8 and 8.7 is hereby removed and replaced 
with the following: 

6.8 Task C Deliverables 

Deliverable# Item Due Date Deliverable Government Review 

Recipient 

l TRX/AT-10 Monthly First volume 60 days Task C 10 Business Days 

(6.3.1.2) CDs after award, monthly Technical 

thereafter Monitor 

2 TRX/AT-TRX Sim FY13, Q2 (Jan-Mar TaskC 10 Business Days 

(6.3.1.4) Training Library 2013) Technical 

(1000 Clear. Bags/300 Monitor 

FTls) 

Page 3 of 6 



HSTSO I -09-D-OS0900 HS TSO I- l 2-J-OTT004 

03/22/2012 Modification P00002 

Deliverable# Item Due Date Deliverable Government Review 

Recipient 

3 TRX/AT FY2013 Test August 27, 2012 Task C 15 Business Days 

(6.3.2.3) Distribution Technical 

Monitor 

4 A-EDS (CB) Cobra March 28, 2012 TaskC 15 Business Days 

(6.4.1.1.1.1) Training Images Technical 

Monitor 

5 A-EDS (CB) Cobra March 28, 2012 Task C 15 Business Days 

(6.4.1.1.5) OQTs Technical 

Monitor 

6 A-EDS (CB) Fusion March 28, 2012 Task C 15 Business Days 

(6.4.1.2.1.1) Training Images Technical 

Monitor 

7 A-EDS (CB) Fusion March 28, 2012 Task C 15 Business Days 

(6.4.1.2.5) OQTs Technical 

Monitor 

8 A-EDS (CP) Cobra As mutually agreed Task C 5 Business Days 

(6.4.2.1.2.1) IMAs upon by TSA and LM Technical 

Monitor 

9 A-EDS (CP) Fusion As mutually agreed TaskC 15 Business Days 

(6.4.2.2.1.1) Training Images upon by TSA and LM Technical 

Monitor 

10 A-EDS (CP) Fusion As mutually agreed TaskC 15 Business Days 

(6.4.2.2.5) llT/IMT/IMAs upon by TSA and LM Technical 

Monitor 

11 EDS Training Images 60 day cycle after Feb TaskC 15 Business Days 

(6.5.2.1.1) 8th Technical 

Monitor 

12 EDS Assessment 60 day cycle after Feb TaskC 15 Business Days 

(6.5.3.4) OQTs 8th Technical 

Monitor 

13 EDS OMA Images June 1, 2012 TaskC 15 Business Days 

(6.5.4.1) 
Technical 

Monitor 
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8.7 .. Task E- Deliverables 

# Deliverable Due Date TSA Government 

Recipient Review 

1A 1B lC Threat and non Threat per Technical Direction from Task Order 10 business 

etc ... Prototypes (T&M CUN) TSA TM days 

2 IED Accessory Kit 4/30/2012 Lead TSS-E at 2 business 

Components shipped to Airport Hubs. days after 

TSS-E at Hubs acceptance 

at Airport 

3 IED Accessory Kit 7/31/2012 Lead TSS-E at 2 business 

Components shipped to Airport Hubs days after 

TSS-E at Hubs acceptance 

at Airport 

4 IED Accessory Kit 10/31/2012 Lead TSS-E at 2 business 

Components shipped to Airport Hubs days after 

TSS-E at Hubs acceptance 

at Airport 

5 IED Accessory Kit 01/31/2013 Lead TSS-E at 2 business 

Components shipped to Airport Hubs days after 

TSS-E at Hubs acceptance 

at Airport 

6 Thumbprint Quality 4/30/2012 Task Order 10 business 

Control (TQC) Upgrade TM days 

Prototype (T&M CUN) 

7 Thumbprint Quality 9/30/2012 Airport POC 2 business 

Control (TQC) Upgrade, for IED and days after 

Begin Field Distribution Weapons acceptance 

OPTION B 
Training kits at Airport 

8. (b)(3)49 U.S.C. § 114(r) I As mutually agreed upon by Airport POC 2 business 

End Field Distribution TSA and LM for IED and days after 

Weapons acceptance 

Training kits at Airport 
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9 Spreadsheet with Kit As required to update TSAHQ 

Type and TSA Property Sunflower Inventory Property 

Serial Number Management 

Office 

(Sunflower) 

and Task 

Order TM 

10 Proposed list of IED 12/3/2012 Task Order 10 Business 

Components and TM Days 

Related Materials for 

Annual Shipment to the 

Hub Airports 

11 ~IT Training Kits 6/29/2012 Airport POC 2 business 

days after 

acceptance 

at Airport 

12 ~NHTP Prop Kits 5/8/2012 OTIPMfor 5 business 

begin shipping Option A NHTP days after 

receipt at 

location 
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DEPARTMENT OF DEFENSE 1. CLEARANCE AND SAFEGUARDING 

a. tACILITY CLEARANCE REQUIRED 

CONTRACT SECURITY CLASSIFICATION TOP SECRET 
SPECIFICATION 

(The requirements of the OoO Industrial Security Manual apply b. LEVEL OF SAFEGUARDING REQUIRED 

to all security aspects of this effort.) SECRET 

2. THIS SPECIFICATION IS FOR: (X and complete as applicable) 3. THIS SPECIFICATION IS: (X and complete as applicable) 
a, PRIME CONTRACT NU!lllBER Date I YYYYMMDO) 

x HSTSO 1-09-D-OS0900 HSTS01-12-J-OTT004 
•· ORIGINAL (Complete d•te in •II ce&ea) 

20120213 

b, SUBCONTRACTNUMBER b. REVISED (SuperMdet I Revision No. Date I YYYl?ltMDO) 

x all previou• •pees) 001 
20120229 

c. SOLICITATION OR OTHER NUMBER• Due Date ( YYYYMMOD) Date ( YYYYMMDO) 
c. FINAL (Complete item 5 in all casea) 

4. IS THIS A FOLLOW-ON CONTRACT? ~ YES L_JNO. If Yes. complete the fcllowir>g 

Cl•s•ified m•teriel received or gener•t•d under HST SO 1-09-D-OS0900 HS TSO 1-1 1-J-00 PO IS (Preceding Contract Number) is trensferred to tnis follow.on contrM:t. 

5. IS THIS A FINAL DD FORM 254? I YES L!_J NO. lfYel. complete the fellowin9: 

In R:esnonse to the contractor•• request dated • retention of the ;dent.ified cl•••ified m•t•rial i& authorized for the oeriod of 

6. CONTRACTOR (Include co .... merci.i end ao ... ,,, ...... t Entity (CAGE) Code) 

a. NA-.iE. ADDRESS, AND ZIP CODE B. CAGE CODE C. COGNIZANT SECURITY OFFICE (Name. Address. and Zip Codel 

LOCKHEED MARTIN SERVICES, l!'rC. 77609 DEFENSE SECURITY SERVICE 
2339 ROL'TE 70 WEST Atrium I 1000 Atrium Wa~·, Suite 310 
CHERRY HILL, NJ 08002-3315 Mt Laurel, ~J 08054-3906 

7. SUBCONTRACTOR 
a. NAME, ADDRESS, AND ZIP CODE B. CAGECODE C. COGNIZANT SECURITY OFFICE (Name. Address. and Zip Code) 

8. ACTUALPERFORMANCE 
A. NAME • ADDRESS. ANO ZIP CODE B. CAGECODE C. COGNIZANT SECURITY OFFICE (Name, Address. a11d Zip Ccdej 

Department of Homeland Security (DHS) 
Transportation Security Administration (TSA) 
various DHS locations within the greater Washington. 
DC metropolitan area and contractor's facilities (See 
Item 13). 
9. GENERAL IDENTIFICATION OF THE PROCUREMENT 

(U) TO PROVIDE A BROAD RANGE OF SERVICES TO ASSIST A~D SUPPORT THE. DE.PARTJ\.IE'.\T OF HOJ\.IELA'.\D 

SECl'.RITY (DHS) TRANSPORTATION SECURITY ADl\U:"iilSTRATION (TSA). 

10. THIS CONTRACT wn.L REQUIRE ACCESS TO: YES NO 11. IN PERFORMING THIS CONTRACT. THE CONTRACTOR YES NO 

WILL: 

a. COMMUNICATIONS SECURITY (COMSECI INFORMA TtON x •. HAiie •ccess TO C~SIFIEO INFORllUION ~LV .oT •HOTHEA CONTA•CTO<l'S x 
'•C•LIT"r OA .. C0\11.RNlll.NT ACT1vrrr 

b. RESTRICTEDOATA x b. RECEIVE CLASSIFIED DOCUMENTS ONLY x 
c. CRITICAL NUCLEAR WEAPON DESIGN INFORMATION x c. RECEIVE AND GENERATE CLASSIFIED MATERIAL x 
d. FORMERLY RESTRICTED DATA x d. FABRICATE. MODIFY, OR STORE CLASSIFIED HARDWARE x 
e. INTELLIGENCE INFORMATION: e. PERFORM SERVICES ONLY x 

(1) Sensitive Compartmentod Information !SCI) x I. HAVe Access TO U.S. Cl.A991FIED INFORMATION OUTSIDETHe U.$., x PU~RTO RICO U.S. POSSU910N9 ANO TRUST TERRITORIES 

121 No,..SCI x 11· DE AUTHORIZED TO USL THL SLRVICES OF DEFENSE TECHNICAL , .. FORMATION x CEl'#TER <OTIC• 011 OTHEll BLCONDARY DISTRIBUTION CENTER 

f. SPECIAL ACCE'SS INtORMATION x "· REQUIRE A COMSEC ACCOUNT x 
g. HATOIHFORMATION x I. HAVE TEMPEST REQUIREMENTS x 
"· FOREIGN GOVERNMENT INFORMATION x j. HAVE OPERATIONS SECURITY (OPSEC) REQUIREMENTS x 
I. LIMITED DISSEMINATION INFORMATION x k. BE AUTHORIZED TO USE THE DEFENSE COURIER SERVICE x 
J FOR OFFICIAL USE ONLY INFORMATION x I. OTHER (Specify) Soe Block #13. x 
k OTHER l$pec1fy) x 
DD Form 254, DEC 1999 Previous editions are obsolete RESET 



12. PUBLIC RELEASE. Any information (classified or unclassified) pertaining to this contract shall not be released for public dissemination 
except as provided by the Industrial Security Manual or unless it has been approved for public release by appropriate U.S. Government 

o;rect Tl"°"Uh (Spac:ifyJ: 

X NO_NE A\,JTH081ZED 

j""""1 • ..., ... i E""'j ,., .. ,.. •hall be submitted ... app<OVai P"°' to ,..,..,. 

to the Directorate for Freedom of Information and Security Review, Office of the Assistant Secretary of Defense (Public Affairsr for review. In 
the case of non-DoD User Agencies, requests for disclosure shall be submitted to that agency. 

13. Security Guidance. The security classification guidance needed for this classified effort is identified below. If any difficulty is encountered in applying 
this guidance or if any other contributing factor indicates a need for changes in this guidance, the contractor is authorized and encouraged to provide 
recommended changes: to challenge the guidance or the classification assigned to any information or material furnished or generated under this contract; 
and to submit any questions for interpretation of this guidance to the official identified below. Pending final decision. the information involved shall be 
handled and protected at the highest level of classification assigned or recommended (Fill in as appropriate for the classified effort. Attach, or forward 
under separate correspondence. any documents/guides/extracts referenced herein. Add additional pages as needed to provide complete guidance.) 

Reference Item Sa: Lockheed \1artin Services. Inc, 1800 South Bell Street. Suite 110, Arlington. VA 22202 
Cage Code: 4Q HJ3 CSO: ))efense Security Service , 2331 Mill Road, 4th Floor. Alexandria, VA 22314 
Lockheed Martin Corporation, Maritime Systems & Sensors, 199 Borton Landing Road, Moorestown, ~J 08057 

Cage Code: 02769 CSO: Defense Security Service, Atrium 1 1000 Atrium Way, Suite 310. Mt. Laurel, NJ 
08054-3906 

Reference Item lOj: ··contractors shall control and safeguard FOUO in accordance with DBS ))irective (MD 
11042.1) ''Safeguarding Sensitive but Unclassified (For Otlicial Lse Only) Information,'' dated Jan 6. 2005. DI IS 
contractors must sign a special Non-Disclosure Agreement before receiving access to FOlJO information. 
Contractors with questions on handling DHS FOlJO shall contact OHS OCSO ASD at (202) 447-5341." 

Reference Item llc & d: The contractor shall derivatively classify newly created infonnation associated with this effort 
based on the classification guidance provided through existing classified sources. All classified information shall be marked 
in accordance with the ~ISPOM. The ISOO Pamphlet on ''!\-forking Classified National Security Information dated 
December 20 IO" may be used as a guide on the proper marking of classified information. Questions relating to \1arking 
Classified National Security Information can be addressed to DllS OCSO Administrative Security Division. at telephone 
(202) 447-534 l. 

14. ADDITIONAL SECURITY REQUIREMENTS. Requirements identify the pertinent contracted clauses in the contract 
document itself, or provide an appropnate statement which identifies the additional requirements Provide a copy of the 
requirements to the cognizant security office. Use Item 13 if additional space is needed) 

15. INSPECTIONS. Elements of this contract are outside the inspection responsibility of the cognizant security 
office. (If Yes, explain and identify specific areas or elements carved out and the activity responsible for 
inspections. Use item 13 If additional space is needed.) -

Yes 

Yes 

x No 

-

x No 

16. CERTIFICATION AND SIGNATURE. Security requirements stated herein are complete and adequate for safeguarding the classified 

Information to be released or generated under this classified effort. All questions shall be referred to the official named below. 

d. ADDRESS (lnclud• Zip Code) 

Department of Homeland Security 

301 7th & D Street S.W. 

Washington D_C_ 20528 

. '"'f '"'" (b)(6) 

DD Form 254, (BACK) DEC 1999 

17. REQUIRED DISTRIBUTION ...__ 
X a. CONTRACTOR 

b. SUBCONTRACTOR 

-x e. COGNIZANT SECURITY OFFICE FOR PRIME ANO SUBCONTRACTOR 

d. U.S. ACTIVITY RESPONSIBLE FOR OVERSEAS SECURITY AOMINISTRA TION -X •· ADMINISTRATIVE CONTRACTING OFFICER -X f. OTHERS AS NECESSARY 



AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT 11· CONTRACT 10 CODt I PA:E 01 PAGES 

3 
2. AMl:NLlMEN fl.'YIOOIFICATICN NO. 3. EFFECTIVE DATE 4 HEQUISfftONIPURCHASE REQ. NO. Is. PROJECT NO. (lfappf1cat:le) 

!'00003 See 3luck 16C 
S. ISSUED BY CODE 20 7. ADMINISTERED BY (If alt.er I/Ian Item 6} C:OOE 101 

Office cf .!l.cq·.ii si:. ion HU:."nan Capital & Finance 
701 s l2TH STREET 701 s 12TH STREET 
ARI,1NGTCN VA 205S8 ARLil\GTON VA 20598 

l;l, NAMt; ANLlAL>LlRESS Of' CON 1·HJ1.CTOI-( (.'l<J .. •'Ir••'· wunty, St•I• •"<iZIP Co<i•J 
~ 

9A AMENDMENT OF SOLICIT J'.TION NO. 

ockhAed Martin Servi:::es Incor;:ior:'lted 
Lln: I (b)(6) I SB. DATED ($EE ITEM 11) 

co N Frederick Iwc 

L 

A 

7 
G aither:;burg Y.IJ 2C8793328 

! 
!X 10A MOOIFIGATION OF GONTRACT/OKDER NO. 

COOF 805258373 FACll ITY COOF 

HS?S01-09-D-OS0900 

HSTSOl 12 J OTT004 
)ice. DATED (SEE ITEM 13) 

02/03/2012 

11. THIS ITEl\f ONLY APPLIES TO AMENDMENTS OF SOUCITA TIONS 

jThe above n·•mbeted so·i~ita~or. 's amended as set fort:i in Item 14. The hO<.Jr ar<I da:e specified :or <ece'pt cl Offe~s l: is exte<ided, O is not extended. 

Offers must ~ci-_nowletlge receipt of :nis amendment p1i<;r to th<1 hou1 an<I date s,:iec~ied 1n the solicitation or as amended. by one of 111e 101:owi119 methods: (a) By completir>g 

llems 8 and 15, a:id retLming ccpies ol t~e amendmen~ (:>) By acknow:etl\jing re""ipt of tnis ""'"''<lnr.,nl en ""ch <JCPY of the alfc: su:imillcd; or (c) Ry 

$eparate letter or telegram wh:cn includes a refere'1ce to the solici:ation and ar:ier.dment r.umbers. FAILURE OF YOUR ACKNO'M.EDGEMENT TO BE RECEIVED AT 
TtlE Pl.ACE OESIGNAT[;O FOR TllC RCCE:IPT OF OFFE:RS PRIOR TO TtlE HOUR AND DATE S?ECJFIED MAY RESULT IN REJECTION OF YOUR Of+t=~. :! by 
~·l'llle of this amendmem you ttesire 10 ehan9El an offer already submined, su:h cnange may be matle by telegram er letter, prov•<led eac::n lelegra'lt or let:er makes 
reference 10 the sclicilation and 1r.:s amendment and is rece'.ved p~ior te tie openi'1g Mur ar.cl da:e spee1lie<:I. 

12. ACCOUNTING ANO APPROPRIATION DATA (Jfrequi1F1dj 

See Schedule 
13. THIS ITEM ONLY APPLIES TO MODIFICATION OF CONTRACTS/ORDERS. IT lllODIFIES THE CONTRACT/ORDER NO. AS OESCRJBEO IN ITEM 14. 

CHECKOl\E A. Tl us CllANGE ORDER IS ISSUED PURSUANT TO: (S,oecify au!l!ority) ['Ht; CHANGl:S St: I t-OtUH IN HEM c4 AKE MADE IN THE CONTRACT 
OROE;.R NO. IN ITEM 10A 

B. THE ABOVE NUMBERED CONTRACTIOROt;.H IS MOUll-IEU TO REFLECT THE ADMINISTRAT<VE CHANGES (such .as ch<trtJes in p<1yi11y office 
0PPl'O,Olia!io11 date, etc.) StT t-Otfl HIN Ir t:M 14, l'URSUANTTO THE AUTHORITY OF FAR 43.103(u). • 

C. I HIS SUPPLEMENTAL AGREEMENT IS ENTERED INTCfPUR'°:<iUllNT TO AUTHORITY OF· 

X fAF. 52-2:2.4 - Co:it:ract 'J'err.-.s and Condit.'.cns - Cctr-11'.0.rci;if r:.<~ms t0(:' '.~OIU) f>·lr'·J'l"·JPh (c) 

D. OTHER rspedfy fype of modificali<ln c;,1d aulhori/y/ 

E. IMPORTANT: Comrcetor '.]is nor. l>',I i• raquired to sign this doecment er.ct re:urn ______ l __ copies to ttte issuing office. 
-----------------------~· 
14. DESCRIPT>ON OF AMENDMENT/MOOIHCA I ION (01'anizec1 by UCI- sectio,1 lleadir.gs. inc!uoir.g soJif'j/a!'cmlr.~"'flac/ wb/cct m(lt/cr w;.ere feasible.) 

Tax ID NmnbP.r: .5?.-1813509 

DUNS K1.1:0::.>er: 8052583'/3 

'T'he purpose of this moC:ification is Lo udu [ive (5) <>.dditional labor categories under 

paragraph B.4 Associated Labor Cateqo.r.:.es fc= 'T'.vM CT.TN OOJ.3 in the task c:::dcr. Associated 

Labor Categories for ':'&M CLHJ 0013 .i.3 .r:epla<.:ed in its eD.tirety with Attachment A. 

The addition of tl:.c labOL' cuLegc:·.ie:; neit!:e,.; increases nc::.- C.ecreases ti:':.f! to::nl value of the 
task orc!e:::. 

All other terms a~d cond.:.tions :::cmain :.he $ane. 

Continued ... 

Excei::t as provit'ed here•r>. all lerms and cor.o:Jitior.~ of the document referenced in ;1.,.11 9A or ~ 01\, "~ herRtolorc ~nsnge .~ma·ns unc~an'1ed a.ill in full tore& and effect. 

15A. NAME ANO TrrL!: OF SIGNER {Type Ct ,:riri(j ' 16A. NAME / ITLE OF CONTRACTING OiOFICER (TVP6 or print) 

(b)(6) ~enior Contracts Negotiator Marvin (Grubos 
151!. CONTRACTORIOFFEROR 15C. DATE SIGNeo'--1-,6-B-.-U-N-IT-E+-S-T_A_r7~:s_o_F_A_M_t:._Hl_C_A ________ ...,....1_6C-.-D_A_T_E_S_IG_N_E_O __ _ 

(b)(6) 

NSN 7510-01-152-0070 
Previous edilion urn.1sab:~ 

4/23/2012 --·C .:td?~~~-~-· -- r/~ ;> ~ .. '/'J-" 
· 'M.UfeolCotttr~~gONICir) 7/~~u 

STANDARD FORM 30 (REV. 10~3) 
Prcsr.r'bO<l !:ly GSA 
FllR (4S CrR) 53 243 



B.4 Associated J,abor Categories 

CUN 
CLTN0013 

Labor Cate2ories 
#43 Senior Image Technician~ (b)(4) I 
#44 Image Technician 
#55 Configuration Management Specialist 
#58 Senior Information Technology Soecialist 
#78 fl'unctional Support Specialist~ (b)(4) I 
#86 Principal Image Engineer 
#87 Senior Image Engineer 
#88 Scientific Study Designer/ Analyst 
#90 Principal Operations Research/Systems Analyst~ (b)(4) I 
#91 Senior Systems Integration Engineer 
#93 Senior .NET/C++/PLSQL Programmer -I (b)(4) I 
#94 Principal .NET/C++/ PLSQL Programmer i (b)(4) I 
#97 Senior Engineering Modeler 
#103 Original Equipment Manufacturer (OEM-Engineer 1) 
#104 Original Equipment Manufacturer (OEM-Engineer II) 
#105 Original Equipment Manufacturer (OEM-Engineer III) 
#106 Original Equipment Manufacturer (OEM-Field Svc Engr.) 

Note: The items in bold print are the added labor categories and prices. 
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