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Message from the Secretary
November 18, 2004

| am pleased to provide the Department of Homeland Security’s Performance and
Accountability Report for fiscal year 2004. The report describes our progress in
protecting our Homeland while preserving the freedoms we cherish. Looking back
at the challenges of the past year, | am proud of what the Department has accom-
plished and excited about the security structure we are building for our nation. | can
unequivocally declare that the United States is better prepared and more secure
than it was one year ago. However, the progress is not just the Department’s prog-
ress, it's the Nation’s progress. For it is a strong record of accomplishment made
stronger by the shared commitment of ordinary, extraordinary citizens.

Together, as a nation, we reconstructed and unified programs, people and priorities
in a way that facilitated efficiency, openness and outcomes. We joined together to
seek out the most advanced technologies. We worked to reduce the vulnerabilities
that were exploited on September 11™ and think analytically about those that could
be exploited in the future. We examined our critical infrastructure, our transporta-
tion systems, our borders, our ports and, of course, the skies above. Nothing was
beyond our scope of analysis and review.

We took the challenge head-on, and, today, you can see and feel the difference in ways large and small. Permanent protections
are in place that did not exist a year ago. Some didn’t exist six months ago. And, these protections make it more difficult for ter-
rorists to attack us.

As the 9/11 Commission so accurately put it: “The need to know has been replaced by the need to share.” Widespread informa-
tion sharing is the hallmark of the Nation’s new approach to homeland security. That is why we have developed new tools for
communication and collaboration that reach horizontally across federal departments and agencies and vertically to our partners
at the state, local, territorial and tribal levels as well as the private sector and our international allies. Our success in improving
information sharing and coordination has enhanced the ability of first responders to maintain essential communications and

get the help they need; improved ability to identify potential terrorists and prevent them from entering the country; increased the
safety of our transportation systems; and raised port and border security.

This year we established the Homeland Security Operations Center, which facilitates the flow of information and helps coordi-
nate the actions of federal, state and local government, first responders, the private sector and our international allies. We also
established the Homeland Security Information Network. This real-time collaboration system is already being used by more than
1,000 first responders to report incidents, crimes and potential terrorist acts to one another and to the Department through

the Operations Center. It’s like an “instant messenger” system for law enforcement and other public safety officials across the
country. Already, we’ve reached full connectivity with all 50 states; remaining territories, counties, cities and others will be linked
by the end of the year.

Achieving coordination throughout the first-responder community is one of the greatest challenges facing this country. Many of
us know that the tragedy of September 11™ was compounded by equipment that failed to work across jurisdictions and disci-
plines. This problem must be fixed. There are immediate steps we are taking in the short-term to improve interoperability and
connectivity in a crisis. This year, we identified technical specifications that will allow first responders to communicate with one
another during a crisis, regardless of frequency or mode of communication.



We are also working together toward a permanent solution - one that will not only help us respond to terrorist incidents, but also
criminal events or natural disasters. Private sector ingenuity will help us address everything from full-spectrum communications
requirements to standards for personal protective equipment. And, the private sector is responding with innovative and promis-
ing ideas.

To keep our citizens who fly in the skies safe, we have deployed advanced airline passenger screening equipment, employed
thousands of trained government airport security personnel, placed federal air marshals on thousands of airline flights, and
required the airlines to install hardened cockpit doors on every plane. The Department’s cargo inspectors are now on site in
Rotterdam, Netherlands; Singapore; Hong Kong and 22 other international ports of trade working with our allies to target and
screen cargo heading for our shores. We have increased inspection of cargo entering our ports and have upgraded harbor pa-
trols and surveillance.

To keep our citizens safe from those who seek to do us harm, we implemented the US-VISIT system, which uses state-of-the-art
biometrics, to verify the identity of people crossing our borders. We have also upgraded our student exchange visitor system

to identify imposters, while allowing for continued exchange so that we can continue to welcome legitimate students wishing
to study in the United States. Every day we must operate with the knowledge that our enemies are changing based on how we
change. This is why science and technology is key to winning this new kind of war. Our partnerships with the private sector, na-
tional laboratories, universities and research centers help us push the scientific envelope.

We are developing new resources for detecting the presence of nuclear materials in shipping containers and vehicles. We have
deployed the next generation of biological and chemical countermeasures such as BioWatch, a set of broad-based detection
tools uniquely sensitive enough to not only alert people to the presence of dangerous pathogens, but also facilitate evacuation.

Not only are we deploying new technologies to detect nuclear, biological and chemical weapons, we’'ve worked hard to be ready
to save lives after such attacks. Three years ago, our national stockpile of medications to protect Americans against a bioterror-
ist attack was drastically undersupplied. Today, we have stockpiled a billion doses of antibiotics and vaccines, including enough
smallpox vaccine for every man, woman and child in America.

To improve the readiness of our local communities, the Department has allocated or awarded more than $8.5 billion for our
state and local partners across the country since March of last year. This money has enabled community officials to purchase
much-needed equipment and training for both terrorist and natural disaster threats.

We've also launched the National Incident Management System and the Nation’s first National Response Plan. As a result,
instead of 50 individual state plans, we now have one unified procedure, so that those with responsibility for protection at all
levels of government and the private sector understand their roles and responsibilities in the event of a crisis - and will have the
tools they need to carry them out.

A year and a half ago, the Nation spoke of goals. Today, we talk of results and improving those results. This review is merely a
brief glimpse of the progress that we as a nation have made.

The President’s Management Agenda continues to guide the Department’s efforts to make its programs more efficient, effec-
tive and results-oriented. We continue to make solid progress in implementing the core government-wide initiatives: Strategic
Management of Human Capital; Competitive Sourcing; Improved Financial Performance; Expanded Electronic Government;
and Budget and Performance Integration. In addition, the Department is also tracking real progress in meeting the two specific
program initiatives of Federal Real Property Assets Management and also Research and Development Investments. This report
discusses initiatives to transform the President’s Management Agenda into the Department’s own results agenda.

The performance information contained in this report is fundamentally complete; some performance goals and measures being
enhanced from those in our annual performance plan. The performance information is reliable in accordance with guidance
issued by the Office of Management and Budget except as noted in Part lll, Performance Information.



Based on internal management evaluations, and in conjunction with the results of independent financial statement audit, the
Department, except as noted in Part I, Management’s Discussion and Analysis, and Appendix B, the Independent Auditor’s
Report, can provide reasonable assurance that the objectives of Section 2 (Management Controls) and Section 4 (Financial
Management Systems) of the Federal Management Financial Integrity Act have been achieved.

Along with the Department’s 180,000 employees, | am proud of all we have accomplished together in the past year in preparing

and safeguarding the Nation against terror.

Sincerely,

%M—

Tom Ridge
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Executive Summary

Who We Are

The U.S. Department of Homeland Security is a cabinet-level department of the Federal Government, responsible for leading the
unified national effort to secure America. We prevent and deter terrorist attacks and protect against and respond to threats and
hazards to the Nation. We ensure safe and secure borders, welcome lawful immigrants and visitors, and promote the free flow
of people and commerce. Shortly after the Department was created in 2003, the Secretary established seven strategic goals to
guide our priorities and inform our actions. These goals describe our role and responsibility to the Nation:

* Awareness - |dentify and understand threats, assess vulnerabilities, determine potential impacts and disseminate
timely information to our homeland security partners and the American public.
* Prevention - Detect, deter and mitigate threats to our homeland.

* Protection - Safeguard our people and their freedoms, critical infrastructure, property and the economy of our nation
from acts of terrorism, natural disasters or other emergencies.

* Response - Lead, manage and coordinate the national response to acts of terrorism, natural disasters or other
emergencies.

* Recovery - Lead national, state, local and private-sector efforts to restore services and rebuild communities after acts
of terrorism, natural disasters or other emergencies.

* Service - Serve the public effectively by facilitating lawful trade, travel and immigration.

¢ Organizational Excellence - Value our most important resource, our people. Create a culture that promotes innovation,
mutual respect, accountability and teamwork to achieve efficiencies, effectiveness and operational synergies.

To accomplish its mission, the Department is organized into five directorates:

¢ The Information Analysis and Infrastructure Protection (IAIP) Directorate identifies and assesses a broad range of
intelligence information concerning threats to the Homeland, issues timely warnings and takes appropriate preventive
and protective actions;

* The Border and Transportation Security (BTS) Directorate ensures the security of the Nation’s borders and
transportation systems. Its first priority is to prevent the entry of terrorists and the instruments of terrorism while
simultaneously ensuring the efficient flow of lawful traffic and commerce. BTS includes the following organizational
elements:

- U.S. Customs and Border Protection (CBP);

- U.S. Immigration and Customs Enforcement (ICE);
- Transportation Security Administration (TSA); and
- Federal Law Enforcement Training Center (FLETC).

e The Emergency Preparedness and Response (EP&R) Directorate ensures that the Nation is prepared for, and able to
recover from, terrorist attacks and natural disasters;

* The Science and Technology (S&T) Directorate provides federal, state and local operators with the technology and
capabilities needed to protect the Nation from catastrophic terrorist attacks, including threats from weapons of mass
destruction; and

* The Management Directorate oversees the budget and expenditure of funds, financial management, procurement,
human resources, information technology systems, facilities, property, equipment and other material resources, and
identifies and tracks performance measures aligned with the Department’s mission.
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In addition to the five major directorates, the Department includes other critical components:

* The U.S. Coast Guard (USCG) ensures maritime safety, mobility and security, protects our natural marine resources,
and provides national defense as one of the five U.S. Armed Services.

* The U.S. Secret Service (USSS) protects designated individuals and facilities, provides security for designated events,
and investigates violations of laws related to counterfeiting and financial crimes, including computer fraud and
computer-based attacks on the Nation’s financial, banking and telecommunications infrastructure;

* The U.S. Citizenship and Immigration Services (USCIS) promotes citizenship values and provides immigration services
to ensure that America continues to welcome visitors and those who seek opportunity within our shores while excluding
terrorists and their supporters;

¢ The Office of State and Local Government Coordination and Preparedness (SLGCP) serves as a single point of
contact for facilitation and coordination of departmental programs that impact state, local, territorial and tribal
governments.

¢ The Office of Inspector General (OIG) serves as an independent and objective inspection, audit and investigative body
to promote effectiveness, efficiency and economy in the Department’s programs and operations.

What We Do

The results achieved by the 180,000 men and women of the Department of Homeland Security make our country a better place
to live. By ensuring our borders remain open to legitimate travel and trade but closed to terrorists, we are making the vision of

a free but secure America a reality. By proactively planning for natural and man-made disasters, we will facilitate a fast recovery
should they occur. Our daily activities are important in ensuring that Americans remain safe and secure in the Homeland.

Below is a sampling of what the men and women of the Department of Homeland Security do on an average day:

¢ Review more than 1,000 pieces of intelligence from the intelligence community and law enforcement agencies (lAIP);
¢ Meet with an average of four industry leaders to discuss new technologies to protect the Homeland (S&T)
¢ Process more than 1.1 million people entering our country through the Nation's airports and seaports (CBP);

¢ Intercept more than 19,726 prohibited items, including 5,963 knives, 120 box cutters, four firearms and 1,971
incendiary devices (TSA);

e Screen approximately 1.5 million domestic and international passengers before they board commercial aircraft (TSA);
e Make 217 arrests for immigration-related violations and 41 arrests for customs violations (ICE);
¢ Naturalize approximately 1,900 new citizens (USCIS);

e Protect 1,000 students in tornado-prone areas by providing their school administrators with information about how to
properly construct tornado shelters (EP&R - Federal Emergency Management Agency);

¢ Conduct 50 port security patrols and maintain more than 90 security zones around key infrastructure in major ports or
coastal areas (USCG); and

¢ Provide law enforcement training for more than 35,000 law enforcement officers and agents from more than 75 partner
organizations (FLETC).
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About the Fiscal Year 2004 Performance and Accountability Report

The Department of Homeland Security’s Performance and Accountability Report for fiscal year 2004 provides financial and
performance information that enables the President, Congress and the public to assess the effectiveness of the Department’s
mission performance and stewardship of resources. Our annual performance-based budget request to Congress and the
Future Years Homeland Security Program identify the resources needed to effectively and efficiently fulfill our mission to lead
the unified national effort to secure America. Throughout the year, the Department managers and executives use the types

of information presented in this report to help gauge performance against resources allocated by Congress. Our performance
measures are used to monitor our actions and enable executives to make decisions regarding future priorities.

As a new department, we are learning more about the increasingly sophisticated risks and threats to the Nation. We have
integrated our performance and financial information to guide us in implementing the most effective ways to combat these
risks and threats. We continue to work aggressively to anticipate threats and develop and improve systems and technologies to
protect against, counter and neutralize them. As such, this performance information helps us reassess and reprioritize resource
requirements toward investments that have a demonstrable impact in mitigating the risks and threats to the Nation. We are
continuing to link financial and performance information throughout the Department.

This report satisfies the reporting requirements of the following laws:

* Federal Managers’ Financial Integrity Act of 1982;

* Government Performance and Results Act of 1993;

* Government Management Reform Act of 1994;

e Clinger-Cohen Act of 1996;

* Reports Consolidation Act of 2000;

e Federal Information Security Management Act of 2002; and

e Accountability of Tax Dollars Act of 2002.

Part I, Management’s Discussion and Analysis, provides a concise overview of the entire report. It describes the Department’s
mission, organization and progress in implementing the strategic plan and the President’s Management Agenda. It highlights
the most important performance and financial results of fiscal year 2004 and summarizes the performance budget for the year.
This section also describes the challenges that management faces and the controls and corrective actions that have been put
in place to remedy material weaknesses. Also included is the Inspector General’s summary of the most important management
and performance challenges facing the Department. Challenges identified include:

* Consolidation of the Department’s organizational elements into a single, efficient and effective department;

* Integration of the Department’s procurements under one comprehensive reporting system that provides detailed and
validated data to manage and report on the procurement universe;

* Management of grants to achieve prioritized national infrastructure protection needs, integration with state and local
resources based on risks, and post-award administration oversight;

* Continued existence of most financial management material weaknesses and reportable conditions found in the prior
fiscal year. New challenges occurred during fiscal year 2004 in financial accounting and internal controls;

* Extensive effort to develop the new Human Capital Management System and the lengthy time to complete staff security
clearances;
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* Integration of information systems to create a single infrastructure for effective communication and information;

* Long-term cyber threats and vulnerabilities to the Nation’s critical infrastructure still need to be addressed, along with
ongoing alignment of the organizational elements’ security programs with overall departmental policies and procedures;

* Development of a comprehensive infrastructure threat assessment process and database;
* Border security, which continues to face formidable challenges in securing the Nation’s borders;

* Transportation security in airport screening and other modes of transportation, including buses, subways, ferries and
light-rail services. Maritime security challenges include restoring the Coast Guard’s readiness to perform its multiple
missions.

Part Il, Financial Information, contains the Department’s financial statements and notes. Below are some highlights from fiscal
year 2004. The Department:

e Continued the transition from 19 to 10 financial management centers without impairing the fulfillment of our mission.
Throughout fiscal year 2004, the accounting business lines previously provided by the departments of Commerce, Defense,
Energy, Health and Human Services, Justice and Agriculture, and the General Services Administration were consolidated
and are now provided in-house by ICE. This streamlining of financial management functions enables the Department to
more readily access its organizational elements’ financial data, conduct department-wide financial analyses and make
sound financial decisions. We continue to work toward further consolidation of financial management processes and
systems, where prudent.

¢ Developed best-in-class standard operating policies and procedures to strengthen our financial reporting practices and
foster financial management excellence throughout the Department’s Chief Financial Officer community.

¢ Conducted a business transformation, as part of our merger and acquisition efforts, by realigning more than 6,000
support services employees (both government and contractor) from the former U.S. Customs Service and the former
Immigration and Naturalization Service to support 68,000 employees of CBP, ICE and USCIS.

e Established a Working Capital Fund to pay for agency-wide goods and services, which began operation in fiscal year
2004.

e Spent more than $647 million in more than 3 million transactions since the bankcard program began in October 1,
2003. Use of these cost-effective payments has increased steadily during fiscal year 2004. As an example, August
2004 purchase cardholders spent more than $41 million to quickly and easily buy goods and supplies to support the
Department’s mission.

Part Ill, Performance Information, contains information concerning the Department’s performance relative to each of its

goals and an assessment of that information’s completeness and reliability. It also provides summaries of key evaluations of
departmental programs and highlights the Department’s budget. Below are performance highlights from fiscal year 2004. The
Department:

¢ Introduced the Homeland Security Information Network. This computer-based counter-terrorism communications
network is connected to all 50 states and 20 major urban areas. It will soon be deployed to five territories, Washington,
D.C., and 30 other major urban areas. This program significantly strengthens the two-way flow of real-time threat
information to state, local and private-sector partners.

¢ Implemented the Homeland Security Operations Center. The most comprehensive 24-hour-a-day, seven-day-a-
week warning system in the United States, this center includes 35 federal and local law enforcement agencies and
intelligence community members in one system.
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¢ Processed more than 9.4 million foreign visitors as of September 30, 2004. Already the Department’s US-VISIT
Program has matched more than 905 people against criminal databases, which prevented more than 296 known or
suspected criminals from entering the country. More than 968 were matched while applying for visas at Department of
State posts overseas.

e Thwarted terrorism and protected citizens by breaking up drug smuggling networks and their assets. In 2004, almost
568,705 pounds of cocaine, 1,080,923 pounds of marijuana and 2,938 pounds of heroin were seized by homeland
security entities.

¢ Exercised the largest commitment to port security operations by the Coast Guard since World War Il. The Coast Guard
has conducted more than 35,000 port security patrols and 3,500 air patrols, boarded more than 2,500 high-interest
vessels, interdicted more than 11,000 illegal migrants, and created and maintained more than 115 Maritime Security
Zones.

* Increased airport screener effectiveness by instituting a weekly Threat in the Spotlight training program, supported
by the Federal Air Marshal Service Explosives Division, to provide the screener workforce with up-to-date information
regarding threat objects and tactics. TSA also deployed simulated weapon and modular bomb set kits to every airport
along with detailed protocols for training and testing the screener workforce, used covert testing to expose screeners to
new threat scenarios, and conducted the annual recertification of the screeners.

* Intercepted more than 6.7 million prohibited items at airport screening checkpoints, including more than 1.9 million
knives, 21,721 box cutters and more than 650 firearms. Since assuming responsibility for security at airports in
February 2002, TSA screeners have intercepted more than 16.5 million prohibited items.

e Instituted nearly 100 percent checked baggage airport screening and modernized passenger screening at America’s
airports, certified installation of hardened cockpit doors on all 6,000 large passenger aircraft and trained the first
group of armed pilots to defend the flight decks of passenger planes.

¢ Launched the Transit and Rail Inspection Pilot Program to determine the feasibility of screening passengers, luggage
and carry-on bags for explosives in the rail environment, and initiated the Transportation Worker Identification Program
to develop an integrated credential-based, identity management system, including standards, for all transportation
workers requiring unescorted access to secure areas of the Nation’s transportation system.

* Protected U.S. citizens against electronic and financial crimes by reducing overall losses. Through the Secret Service’s
network of electronic crimes task forces, it was able to prevent $150 million in losses attributable to infrastructure
investigations.

* Managed 858 reports of suspicious packages, detected 524,547 prohibited items and weapons, responded to and
defended against 1,625 demonstrations and disturbances, and issued 61,721 case control numbers for follow-up
investigation and response. USCIS’s Federal Protective Service responded to 10 million law enforcement calls that
resulted in 4,074 arrests.

e Allocated more than $8 billion as of the end of fiscal year 2004 in overall grant funding for states and territories to
enhance the abilities of their first responders to prevent, prepare for and respond to potential terrorist attacks.

* Naturalized 670,000 new American citizens, including more than 8,000 military personnel, since the Department’s
creation. USCIS served more than 14 million customers via its bilingual National Customer Service Center.

For fiscal year 2004, we established performance goals for each of our programs. To assess the achievement of these goals,
we developed quantitative performance measures with targets. These targets were contained in the performance-based budget
submitted to Congress. To better assess our performance where information was previously not available, we established
baseline targets in fiscal year 2004.
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A summary of our fiscal year 2004 performance against those targets is provided in the following scorecard. We report
baselines that were successfully established as Performance Target Met in the graphic below. For some performance goals, the
Department has established multiple performance targets.

Fiscal Year 2004 Performance Scorecard

Strategic Goal 1 - Awareness

The focus of this strategic goal is to identify and understand threats, assess vulnerabilities, determine potential impacts and
disseminate timely information to our homeland security partners and the American public. The performance goals established
by the Department to achieve Awareness are provided below.

Organizational Performance Goal Performance Target Improved
Entity from FY
2003
Information Products are of a high quality and reflect broadest possible view of 1- N/A
Analysis and threats, capabilities and vulnerabilities. Baseline
Infrastructure Establish a fully capable Command, Control, Operations and 1- N/A
Protection Information Exchange System. Baseline
Directorate (IAIP) | |ncrease time efficiency of issuance of information and warnings 1- N/A
advisories by 50 percent. Baseline
Reduce “general” warnings, as compared to “at-risk” warnings by 1 Yes
60 percent from 2003 levels.
Threat-level information on first-tier key assets and critical 1 N/A

infrastructure components is available to decision-makers for
optimal deployment of assets.

Transportation Fully deploy a comprehensive threat-based security management 1 N/A
Security system for use in all modes of transportation, and ensure zero
Administration successful attacks against the transportation system as a result
(TSA) of the mishandling or misinterpretation of intelligence information
received by the TSA Intelligence Service.
Total 6 0
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Strategic Goal 2 - Prevention

The focus of this strategic goal is to detect, deter and mitigate threats to our homeland. The performance goals established by

the Department to achieve Prevention are provided below.

Organizational
Entity

Federal Law
Enforcement
Training Center
(FLETC)

Performance Goal

Ensure FLETC has the facility capacity to meet its law enforcement
training requirements.

Performance
Target

Met Not Met

1-
Baseline

Improved
from FY
2003

N/A

Deploy federal law enforcement agents and officers with the
knowledge and skills to effectively enforce laws and regulations,
protect the Nation and interact with the public in ways that
demonstrate respect for individuals and civil liberties.

1-
Baseline

N/A

Deployment of state and local agents and officers with the
knowledge and skills to effectively enforce laws and regulations,
protect local communities, and interact with the public in ways
that demonstrate respect for individuals and civil liberties.

1-
Baseline

N/A

Transportation
Security
Administration
(TSA)

Ensure the safe, secure and efficient transport of passengers and
property via air transportation.

1-
Baseline

N/A

Develop and prepare for the deployment of technologically
advanced systems to identify and eliminate illegally transported
explosive devices, and chemical, biological, radiologijcal, nuclear
and other weapons.

1_
Baseline

N/A

Operate as a performance-based organization for improved
effectiveness and efficiency.

1-
Baseline

N/A

TSA will develop and deploy technologically advanced systems for
screening air cargo to ensure the safe and secure transport of
passengers and property via air transportation.

1

N/A

Protect the Nation’s transportation system by deterring, detecting
and defeating 100 percent of attempted hostile acts through the

effective deployment of federal law enforcement and inspections
personnel.

N/A

Border and
Transportation
Directorate — US-
VISIT

Prevent entry of high-threat and inadmissible individuals through
improved accuracy and timeliness of access to data in determining
traveler’'s admissibility.

1-
Baseline

N/A

U.S. Coast Guard
(USCQG)

By 2009, USCG will reduce the number of collisions, allisions and
groundings by 26 percent, to 1,535 (five-year average).

Yes

By 2009, USCG will show a Navy Status Of Resources and Training
System (SORTS) readiness level of 2 or better for all assets that
may be used by combatant commanders in wartime. The Navy
defines SORTS category level 2 as “Unit possesses the resources
and is trained to undertake most of the wartime mission(s) for
which it is organized or designed.” These readiness levels will
indicate that USCG is fully prepared to provide core competencies
such as Maritime Interception Operations, Port Operations
Security and Defense, Military Environmental Response
Operations, Peacetime Engagement, Coastal Sea Control
Operations and Theater Security Cooperation when requested by
the Department of Defense.

No
(Same
Level)

12
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Organizational Performance Goal Improved
Entity from FY
Not Met 2003
U.S. Coast Guard | By 2009, USCG will reduce the flow of illegal drugs by removing 30 1- N/At
(USCG) percent of drug flow from maritime sources. Estimated
By 2009, USCG will maintain operational channels for navigation, 1 No

limiting channel closures to two days (during average winters) and
eight days (during severe winters).

By 2009, USCG will reduce the five-year average number of 1- Yes?
passenger and maritime worker fatalities and injuries, and Estimated

recreational boating fatalities to 1,339 or less.

By 2009, USCG will reduce the flow of undocumented migrants 1 Yes

entering the United States by interdicting or deterring 95 percent
of undocumented migrants attempting to enter the United States
through maritime routes.

To reduce the security risk due to terrorism in the maritime 1 - Not N/A
domain. (This is a new goal for which measure is in development.) Available
U.S. Customs Protect the Homeland from acts of terrorism and reduce its 9 5 4 -No
and Border vulnerability to the threat of international terrorists. Move (Same
Protection (CBP) | legitimate cargo and people efficiently while safeguarding the 1 - Not Level)
border and the security of the United States. Available 6-No
1-N/A
4 -Yes
Strengthen national security at and between ports of entry to 1 Yes
prevent the illegal entry of people and contraband into the United
States.
Prevent the entry of terrorists, instruments of terror and 1 N/A

contraband in shipping containers, while facilitating the legal
flow of goods by pushing the Nation’s zone of security beyond
our physical borders to 100 percent of targeted ports, through
international partnerships.

Move legitimate cargo efficiently while safeguarding the border 1 Yes
and the security of the United States.

Protect the Homeland from acts of terrorism and reduce its 2 1-Yes
vulnerability to the threat of international terrorists. Move

legitimate cargo and people efficiently while safeguarding the 1- No

border and the security of the United States. Contribute to a safer
America by prohibiting the introduction of illicit contraband into the
United States.

*To more accurately reflect Coast Guard counter-drug efforts and results, beginning in fiscal year 2004, USCG transitioned to a
Cocaine Removal Rate as it encompasses both cocaine removed from the market as well as cocaine seized. This measure now
includes those drugs confirmed as jettisoned, sunk or otherwise destroyed, whereas the fiscal year 2003 performance actual
represents only drugs that were seized.

2 While final performance actuals for fiscal year 2004 performance will not be available until July 2005, USCG estimates that it
will meet its targets for achieving this performance goal.
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Organizational
Entity

U.S. Customs
and Border
Protection (CBP)

Performance Goal

By 2009, improve risk targeting of goods imported through the
continued roll out of the Automated Commercial Environment.
Meet or exceed project cost schedules. Improve application
systems availability and operational efficiency to users. Maintain
an unqualified opinion on the audit of financial systems. Increase
the use of e-commerce throughout financial processes. Increase
the delivery of training through distance learning.

Performance Target

Not Met

1

Improved
from FY
2003

No

U.S. Immigration
and Customs
Enforcement
(ICE)

Federal Air Marshal Service

Classified

Deny the use of airspace for implementing acts of terrorism
against critical infrastructure, personnel and institutions within the
United States and its territories.

No

Remove 100 percent of removable aliens.

1-
Estimated

Yes

Protect the American people, property and infrastructure from
foreign terrorists, criminals and other people and organizations
who threaten the United States, by increasing the percentage of
cases that have an enforcement consequence.

No

Total

29

12

Strategic Goal 3 - Protection

The focus of this strategic goal is to safeguard our people and their freedoms, critical infrastructure, property and the economy
of our nation from acts of terrorism, natural disasters and other emergencies. The performance goals established by the
Department to achieve Protection are provided below.

Improved
from FY
2003

Performance
Target

Performance Goal

Organizational
Entity

Not Met

Emergency
Preparedness
and Response
(EPR)

Attain all annual targets in the areas of potential property
losses, disaster and other costs avoided; improve safety of
the U.S. population through availability of accurate flood risk
data in Geographic Information System format; and number of

Yes

communities taking or increasing action to reduce their risk of
natural or man-made disasters.

By fiscal year 2009, all Federal Executive Branch Departments 1 N/A
and Agencies will attain and maintain a fully operational Continuity
of Operations (COOP) capability to guarantee the survival of an
enduring constitutional government and 75 percent of states will
have established COOP plans.

By fiscal year 2009, 100 percent of jurisdictions (state, tribal and 1 Yes
county) complete self-assessments (validated through random
independent verification) using mutually agreed upon baseline
performance standards for responding to and recovering from
all hazards, including terrorist incidents and weapons of mass
destruction.
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Organizational Performance Goal Performance Improved

Entity Target from FY
Met 2003
Information In partnership with industry and government, ensure immediate 1- N/A
Analysis and interoperable and assured National Security/Emergency Baseline
Infrastructure Preparedness converged telecommunications in all situations.
Protection (IAIP) 75 percent of national strategies are implemented within year of 1- N/A
issuance of plan in which they are outlined. Baseline
Recommended protective actions implemented for 65 percent of 1- N/A
first-tier priority critical infrastructure components or key assets. Estimated
(Remediation and Protective Actions)
Recommended protective actions implemented for 65 percent of 1- N/A
first-tier priority critical infrastructure components or key assets. Estimated
(Outreach and Partnership)
Federal Law To deploy international agents and officers with the knowledge 1- N/A
Enforcement and skills to fulfill their law enforcement responsibility and to help Baseline
Training Center foreign nations fight terrorism.
(FLETC)
Management Operating entities of the Department and other federal agencies 1- N/A
Directorate are promptly reimbursed for authorized unforeseen expenses Baseline
arising from the prevention of or response to terrorist attacks.
State and Local Enhance the ability of state and local jurisdictions to develop, plan 1- N/A
Government and implement a comprehensive program for weapons of mass Baseline
Coordination and | destruction preparedness.
Preparedness By fiscal year 2009, fire departments of all types (paid, volunteer 1- N/A
(SLGCP) and combination) and fire departments serving all communities Baseline
(rural, urban and suburban) will be better trained and equipped
to respond to fires and other disasters for protection of the public
and themselves from injury, loss of life and property.
By fiscal year 2009, under the Top Officials (TOPOFF) Series, 1- N/A
state and local homeland security agencies will have had the Baseline®

opportunity to test the capacity of government agencies to
prevent and/or respond to and recover from multiple large-scale
attacks as demonstrated by successful achievement of exercise
objectives that were met. By fiscal year 2009, under the state and
local exercise grant program: 1) 50 percent of jurisdictions with
populations of more than 500,000 will have exercised SLGCP’s
common suite of combating terrorism (CT) scenarios and will have
demonstrated performance within the expected range for at least
70 percent of critical homeland security tasks; 2) 25 percent of
jurisdictions with populations of more than 100,000 will have
exercised SLGCP’s common suite of CT scenarios and will have
demonstrated performance within the expected range for at least
60 percent of critical homeland security tasks; 3) 10 percent of
jurisdictions with populations of more than 500,000 will have
exercised SLGCP’s common suite of CT scenarios and will have
demonstrated performance within the expected range for at least
50 percent of critical homeland security tasks; and 4) jurisdictions
that participated in exercises will have implemented at least 50
percent of the actions specified in the Jurisdictional Improvement
Plans developed to address recommendations from the After
Action Report.
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Organizational Performance Goal Performance Improved
Entity Target from FY
Met Not Met 2003
State and Local By 2009, all state and local jurisdictions will have the capability to 1 N/A
Government prevent, deter, respond to and recover from acts of terrorism. Refine
Coordination and | SLGCP’s capability to continuously identify and address emerging 1__
o , Baseline®
Preparedness training needs. Expand cadre of subject matter experts.
(SLGCP) At least 90 percent of the participating urban areas will have 1- N/A
demonstrated performance within the expected range for at least 90 Baseline®
percent of critical tasks.
By 2009, SLGCP will have implemented at least 75 percent 1- N/A
of accepted program-related recommendations from program Baseline®
evaluations, and state and local jurisdictions will have implemented
at least 50 percent of accepted recommendations from evaluations of
exercises.
U.S. Coast Guard | By 2009, USCG will maintain a 97 percent observed domestic 1 No
(USCG) compliance rate by commercial fishermen.
By 2009, USCG will reduce the five-year average number of chemical 1 Yes
discharge incidents and oil spills >100 gallons to 35 or less per 100
million tons shipped.
By 2009, USCG will limit foreign fishing vessel incursions into the U.S. 1 No
Exclusive Economic Zone to 195 or fewer incursions.
U.S. Immigration | The Federal Protective Service’s overall goal is to reduce the 1 Yes
and Customs vulnerability to federal facilities and tenants by providing a safe
Enforcement secure environment to federal tenants and the visiting public, while
(ICE) maintaining our ultimate responsibility to the taxpayers. The long-term
goal is to achieve a 40 percent overall measurable reduction to the
threat of federal facilities.
U.S. Secret Protect visiting world leaders. 1 No (Same
Service (USSS) Level)
Reduce losses to the public attributable to electronic crimes and 1- N/A
crimes under the jurisdiction of the USSS that threaten the integrity Baseline
and reliability of the critical infrastructure of the country.
Reduce threats posed by global terrorists and other adversaries. 14 No
Protect our presidential and vice presidential candidates and 1 N/AS
nominees.
Protect the Nation’s leaders and other protectees. 1 No (Same
Level)
Reduce losses to the public attributable to counterfeit currency, 2 1-No
other financial crimes, and identity theft crimes that are under the
jurisdiction of the USSS, which threaten the integrity of our currency 1-Yes
and the reliability of financial payment systems worldwide.
Total 23 5

3 Scenarios and metrics are being developed.

4 The total number of intelligence cases closed represents an estimate of workload as opposed to a target. The Department completed all
intelligence cases referred during the fiscal year in compliance with the service’s critically self-imposed deadlines on intelligence cases.

5 The Department met its target of providing incident-free protection for the presidential and vice presidential candidates and nominees. USSS
was fully engaged with campaign 2004 candidate protection and preparation for the presidential and vice presidential debates. This measure
is only applicable to campaign years; therefore, actuals were not available for fiscal year 2003.
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Strategic Goal 4 - Response

The focus of this strategic goal is to lead, manage and coordinate the national response to acts of terrorism, natural disasters
and other emergencies. The performance goals established by the Department to achieve Response are provided below.

Organizational Performance Goal Performance Improved
Entity Target from FY
2003
Emergency By fiscal year 2009, maximum response time for emergency 1 Yes
Preparedness response teams to arrive on scene is reduced to no more than 12
and Response hours.
(EPR)
U.S. Coast Guard | By 2009, the USCG will save 88 percent of mariners in imminent 1 No
(USCG) danger.
Total 2 0

Strategic Goal 5 - Recovery

The focus of this strategic goal is to lead national, state, local and private-sector efforts to restore services and rebuild
communities after acts of terrorism, natural disasters and other emergencies. The performance goals established by the
Department to achieve Recovery are provided below.

Organizational Performance Goal Performance Improved
Entity Target from FY
Not Met 2003
Emergency By fiscal year 2009, provide recovery assistance at 100 percent 1- N/A
Preparedness of the fiscal year 2009 target level for performance in non- Baseline
and Response catastrophic disasters.
(EPR)
Total 1

Strategic Goal 6 - Service

The focus of this strategic goal is to serve the public effectively by facilitating lawful trade, travel and immigration. The
performance goals established by the Department to achieve Service are provided below.

Organizational Performance Goal Performance Improved
Entity Target from FY
Not Met 2003
U.S. Citizenship Adjudicate asylum and refugee applications in a timely, accurate, 1 1 1-No
and Immigration consistent and professional manner; and prevent ineligible
Services (USCIS) | individuals from receiving humanitarian benefits. 1-Yes
Eliminate the immigration benefits application backlog and 1- N/A
achieve a six-month cycle time standard by fiscal year 20086. Baseline
The Citizenship and Naturalization Services program will provide 1 Yes
citizenship and naturalization information and benefits in a timely,
accurate, consistent, courteous and professional manner; and
prevent ineligible individuals from receiving naturalization benefits.
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Organizational Performance Goal Performance Improved
Entity Target from FY
Not Met 2003
U.S. Citizenship Provide legal permanent residency information and benefits in a 1 Yes
and Immigration timely, accurate, consistent, courteous and professional manner;
Services (USCIS) | and prevent ineligible individuals from receiving immigration
benefits.
Provide temporary residency information and benefits in a timely, 1 Yes
accurate, consistent, courteous and professional manner; and
prevent ineligible individuals from receiving non-immigrant
benefits.
Total 5 1

Strategic Goal 7 - Organizational Excellence

The focus of this strategic goal is to value our most important resource — our people. We will create a culture that promotes a
common identity, innovation, mutual respect, accountability and teamwork to achieve efficiencies, effectiveness and operational
synergies. The performance goals established by the Department to achieve Organizational Excellence are provided below.

Organizational Performance Goal Performance Improved
Entity Target from FY
Not Met 2003
Federal Law Ensure law enforcement training programs, law enforcement 1 Yes
Enforcement instructors and facilities are accredited in accordance with
Training Center established law enforcement standards.
(FLETC)
Management The Department’s organizational elements receive world-class 1- N/A
Directorate policy and low-cost management support services that enable Baseline
them to efficiently achieve or exceed the Department’s strategic
goals and meet the standards of the President’s Management
Agenda.
The Department’s organizational elements and stakeholders 1- N/A
have world-class information technology leadership and guidance Baseline
enabling them to efficiently and effectively achieve their vision,
mission and goals.
Science and Provide public safety agencies with central coordination, 1- N/A
Technology (S&T) | leadership and guidance to help them achieve short-term Baseline
interoperability and long-term compatibility of their radio networks
across jurisdictions and disciplines.
Total 3 1
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Implementing the President’s Management Agenda

The President’s Management Agenda was launched in August 2001 as a strategy for improving the management and
performance of the Federal Government. It focuses on the areas where deficiencies were most apparent and where the
government could begin to deliver concrete, measurable results. The agenda includes five government-wide initiatives: Strategic
Management of Human Capital, Competitive Sourcing, Improved Financial Performance, Expanding Electronic Government,

and Budget and Performance Integration. In addition to these initiatives, there are 10 program-specific initiatives that apply to

a subset of federal agencies. Of these, the Department participates in two: the Better Research and Development Investment
Criteria and Real Property. The Office of Management and Budget regularly assesses all federal agencies’ implementation of
the President’s Management Agenda, issuing an Executive Branch Management Scorecard rating of green, yellow or red for
both status and progress on each initiative. The scorecard the Department received for the period ending September 30, 2004,
rated the Department’s status yellow on two of the seven initiatives and red on the remaining five, an improvement in one of the
categories from the previous year’s scorecard. Progress scores were five green and two yellow; also an improvement from the
previous year’s scorecard.

Status scores may be misleading to those unfamiliar with the very high standards established by the Administration. Of
importance, the Department received a baseline rating of red in all initiatives when it was established in 2003. It should be
noted that the ratings presented for status are not an indicator of performance, but rather the “newness” of the Department.
While the statuses of some of our initiatives are red, the Department continues to demonstrate progress in implementing most
government-wide initiatives and all program-specific initiatives.

A breakdown by initiative is indicated in the table below.

President’s Management Agenda Scorecard
(As of September 30, 2004)
Fiscal Year 2004
Status Progress

Human Capital

Competitive Sourcing

Financial Performance
E-Government

Budget & Performance Integration
Better R&D Investment Criteria®

0000000
0000000

Real Property*

Under each standard, an agency is “green” if it meets all of the standards for success, “ " if it has achieved some but not
all of the criteria and “red” if it has even one of any number of serious flaws.
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In fiscal year 2004, the Department achieved results in each of the five critical management areas: Human Capital, Competitive
Sourcing, e-Government, Improved Financial Performance, and Budget and Performance Integration. Of importance, in the
fourth quarter of fiscal year 2004, the Department’s status for Budget and Performance Integration moved from red to yellow.
Our successes in each of the areas are summarized in Part |, Management’s Discussion and Analysis.

Next Steps

We will be a focused, 215 century department that coordinates the resources and efforts of the Federal Government against
terrorism. We will break down the organizational impediments that have hindered past efforts. We will prevent, protect and
respond to terrorist attacks on the American way of life.

While we will continue to prepare for natural disasters and other incidents, the key focus of homeland security planning,
intelligence and information-gathering policies and operations will be terrorist threats to the U.S. population, transportation
systems and critical infrastructure. We will provide efficient and cost-effective capabilities, build capacities on a national scale
and secure domestic and international support in each of these areas.

We will continue to:

¢ Share Information - Information sharing must be ubiquitous throughout the federal, state, local, tribal, major city
and private-sector environments in which the Department interacts. Our goal is to effectively and efficiently share
information to support homeland security efforts with our partners.

* Protect Our Infrastructure - The Department is the focal point for national infrastructure protection efforts across
each of the critical infrastructure sectors: physical, human and cyber. The Department will coordinate implementation
of a prioritized, integrated national plan to protect both our physical and cyber infrastructure and reduce vulnerabilities.

* Develop Cutting-Edge Technologies - Developing new technologies is a key strategy in the Nation’s war on terrorism.
The Department will focus the vast scientific and technological resources of the Nation to develop new technologies
designed to prevent or mitigate the effects of terrorism against the United States or its allies.

¢ Manage for Results - We will be a 21 century department, a consolidated and focused entity that integrates
resources and efforts across the Federal Government - breaking down organizational barriers that have hindered
efforts in the past - to prevent, protect against and respond to terrorist attacks that threaten the American way of life.
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Management’s Discussion and Analysis

The Department at a Glance

ART)
SR

@ Vision
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History

Guided by the National Strategy for Homeland Security and the Homeland Security Act of 2002, the President signed an
Executive Order in January 2003 establishing the Nation’s 15" Cabinet department, the Department of Homeland Security.
The purpose of the new department, which incorporated 180,000 employees from 22 agencies, is to provide the unifying core
for the vast national network of organizations and institutions involved in securing the Nation from terrorist threats and natural
disasters. In less than two years of operation, the Department has achieved many important operational and policy objectives.

Mission

We will lead the unified national effort to secure America. We will prevent and deter terrorist attacks and protect against and
respond to threats and hazards to the Nation. We will ensure safe and secure borders, welcome lawful immigrants and visitors,
and promote the free flow of commerce.

Strategic Goals

Seven strategic goals describe how we accomplish our mission:

* Awareness — ldentify and understand threats, assess vulnerabilities, determine potential impacts and disseminate
timely information to our homeland security partners and the American public.

* Prevention — Detect, deter and mitigate threats to our homeland.

* Protection — Safeguard our people and their freedoms, critical infrastructure, property and the economy of our nation
from acts of terrorism, natural disasters or other emergencies.

* Response — Lead, manage and coordinate the national response to acts of terrorism, natural disasters or other
emergencies.

* Recovery — Lead national, state, local and private-sector efforts to restore services and rebuild communities after acts
of terrorism, natural disasters or other emergencies.

* Service — Serve the public effectively by facilitating lawful trade, travel and immigration.

* Organizational Excellence — Value our most important resource, our people. Create a culture that promotes a common
identity, innovation, mutual respect, accountability and teamwork to achieve efficiencies, effectiveness and operational
synergies.
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Organization

To accomplish our goals, we are organized as follows:
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To accomplish its mission, the Department is organized into five directorates:

1. The Information Analysis and Infrastructure Protection (IAIP) Directorate identifies and assesses a broad range of
intelligence information concerning threats to the Homeland, issues timely warnings and takes appropriate preventive and
protective action. The Directorate has two essential functions:

* Information Analysis provides actionable intelligence essential for preventing acts of terrorism and, with timely
and thorough analysis and dissemination of information about terrorists and their activities, improves the
Federal Government’s ability to disrupt and prevent terrorist acts and to provide useful warning to state and local
governments, the private sector and our citizens; and
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¢ Infrastructure Protection coordinates national efforts to secure America’s critical infrastructure, including
vulnerability assessments, strategic planning efforts and exercises. Protecting America’s critical infrastructure
is the shared responsibility of federal, state and local governments, in active partnership with the private sector,
which owns approximately 85 percent of the Nation’s critical infrastructure.

2. The Border and Transportation Security (BTS) Directorate ensures the security of the Nation’s borders and transportation
systems. Its first priority is to prevent the entry of terrorists and the instruments of terrorism while simultaneously ensuring
the efficient flow of lawful traffic and commerce. BTS manages and coordinates port-of-entry activities and leads efforts
to create borders that are more secure as a result of better intelligence, coordinated national efforts and unprecedented
international cooperation against terrorists, the instruments of terrorism and other international threats. BTS includes the
following organizational elements:

* The U.S. Customs and Border Protection (CBP) provides security at America’s borders and ports of entry as well
as extends our zone of security beyond our physical borders, ensuring that American borders are the last line of
defense, not the first. CBP is also responsible for apprehending individuals attempting to enter the United States
illegally, stemming the flow of illegal drugs and other contraband; protecting our agricultural and economic interests
from harmful pests and diseases; protecting American businesses from theft of intellectual property; regulating and
facilitating international trade; collecting import duties; and enforcing U.S. trade laws.

¢ The U.S. Immigration and Customs Enforcement (ICE), the largest investigative arm of the Department, enforces
federal immigration, customs and air security laws. ICE’s primary mission is to detect vulnerabilities and prevent
violations that threaten national security. ICE works to protect the United States and its people by deterring,
interdicting and investigating threats arising from the movement of people and goods into and out of the United
States, and by policing and securing federal facilities across the Nation.

* The Transportation Security Administration (TSA) protects the Nation’s transportation systems to ensure freedom
of movement for people and commerce. TSA will continuously set the standard for excellence in transportation
security through its people, processes and technologies.

¢ The Federal Law Enforcement Training Center (FLETC), the Federal Government’s leader for and provider of
world-class law enforcement training, prepares new and experienced law enforcement professionals to fulfill their
responsibilities safely and at the highest level of proficiency. The Center provides training in the most cost-effective
manner.

3. The Emergency Preparedness and Response (EP&R) Directorate ensures that the Nation is prepared for, and able to
recover from, terrorist attacks and natural disasters. The Directorate provides domestic disaster preparedness training
and coordinates government disaster response. The core of emergency preparedness includes the Federal Emergency
Management Agency (FEMA), which is responsible for reducing the loss of life and property and protecting the Nation’s
institutions from all types of hazards through a comprehensive, emergency management program of preparedness,
prevention, response and recovery.

4. The Science and Technology (S&T) Directorate provides federal, state and local operators with the technology and
capabilities needed to protect the Nation from catastrophic terrorist attacks, including threats from weapons of mass
destruction. S&T will develop and deploy state-of-the-art, high-performing, low-operating-cost systems to detect and rapidly
mitigate the consequences of terrorist attacks, including those that may use chemical, biological, radiological and nuclear
materials.

5. The Management Directorate oversees the budget; appropriations; expenditure of funds; accounting and finance;
procurement; human resources and personnel; information technology systems; facilities, property, equipment and other
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material resources; program performance planning; and identification and tracking of performance measures aligned
with the Department’s mission. The Chief Financial Officer, Chief Information Officer, Chief Human Capital Officer, Chief
Procurement Officer and the Chief of Administrative Services report to the Undersecretary for Management as allowed by
the Homeland Security Act of 2002.

In addition to the five major directorates, the Department includes other critical components:

The U.S. Coast Guard (USCG) ensures maritime safety, mobility and security, protects our natural marine resources and
provides national defense as one of the five U.S. Armed Services. Its mission is to protect the public, the environment and U.S.
economic interests in the Nation’s ports and waterways, along the coast, on international waters, or in any maritime region

as required to support our national security. The USCG also prevents maritime terrorist attacks, halts the flow of illegal drugs
and contraband, prevents individuals from entering the United States illegally, and prevents illegal incursion in our Exclusive
Economic Zone. Upon declaration of war, or when the President so directs, USCG will operate as an element of the Department
of Defense, consistent with existing law.

The U.S. Secret Service (USSS) protects the President and Vice President, their families, heads of state and other designated
individuals; investigates threats against these individuals; protects designated buildings within Washington, D.C.; and plans
and implements security for designated national special security events. USSS also investigates violations of laws relating to
counterfeiting and financial crimes, including computer fraud and computer-based attacks on the Nation’s financial, banking
and telecommunications infrastructure.

The U.S. Citizenship and Immigration Services (USCIS) directs the Nation’s immigration benefit system and promotes
citizenship values by providing immigration services such as immigrant and nonimmigrant sponsorship; adjustment of

status; work authorization and other permits; naturalization of qualified applicants for U.S. citizenship; and asylum or refugee
processing. USCIS makes certain that America continues to welcome visitors and those who seek opportunity within our shores
while excluding terrorists and their supporters.

The Office of State and Local Government Coordination and Preparedness (SLGCP) serves as a single point of contact

for facilitation and coordination of departmental programs that impact state, local, territorial and tribal governments. The
Department has brought together many organizations with a long history of interaction with, and support to, state, local,
territorial and tribal government organizations and associations, and the office is working hard to consolidate and coordinate
that support. On March 26, 2004, the Secretary, under the statutory authority for reorganization contained in the Homeland
Security Act of 2002, consolidated the Office for Domestic Preparedness and the Office of State and Local Government
Coordination. The Office facilitates the coordination of department-wide programs that impact state, local, territorial and

tribal governments; serves as the primary point of contact within the Department for exchanging information with state, local,
territorial and tribal homeland security personnel; identifies homeland security-related activities, best practices and processes
that are most efficiently accomplished at the federal, state, local or regional levels; and applies this information to ensure that
opportunities for improvement are provided to our state, territorial, tribal and local counterparts.

The Office of Inspector General (0lG) serves as an independent and objective inspection, audit and investigative body to
promote effectiveness, efficiency and economy in the Department’s programs and operations. OIG seeks to prevent and detect
fraud, abuse, mismanagement and waste.
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Implementing the President’s Management Agenda

The President’s Management Agenda was launched in August 2001 as a strategy for improving the management and
performance of the Federal Government. It focuses on the areas where deficiencies were most apparent and where the
government could begin to deliver concrete, measurable results. The President’s Management Agenda includes five
government-wide initiatives and two additional initiatives that apply specifically to the Department of Homeland Security. The
President’s Management Agenda has been embraced by the Department of Homeland Security to refine our disciplines to focus
on results and make them effective and enduring. The five key areas are:

e Strategic Management of Human Capital — having processes in place to ensure the right person is in the right job, at
the right time, and is not only performing, but performing well;

e Competitive Sourcing — regularly examining commercial activities performed by the government to determine whether
it is more efficient to obtain such services from federal employees or from the private sector;

* Improved Financial Performance — accurately accounting for the taxpayers’ money and giving managers timely and
accurate program cost information to inform management decisions and control costs;

e Expanded Electronic Government — ensuring that the Federal Government investment in information technology
significantly improves the government’s ability to serve citizens, and that information technology systems are secure
and delivered on time and on budget; and

e Budget and Performance Integration — ensuring that performance is routinely considered in funding and management
decisions and those programs achieve expected results and work toward continual improvement. For each initiative, the
President’s Management Agenda established clear, government-wide goals or standards for success.

The two additional initiatives that apply to the Department are:
e Better Research and Development Investment Criteria — effectively allocating and prioritizing the Federal
Government’s research and development investments to address homeland security challenges; and

* Real Property — assuring that the Federal Government’s real property assets are available; of the right size and type;
safe, secure and sustainable; able to provide quality workspaces; affordable; and operate efficiently and effectively.
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The Office of Management and Budget (OMB) has rated the Department’s performance in each of the five critical areas and its
two additional initiatives, as shown below.

President’s Management Agenda Scorecard
(As of September 30, 2004)

Status Progress

FYO3  FYO4

Human Capital

Competitive Sourcing

Financial Performance
E-Government

Budget & Performance Integration
Better R&D Investment Criteria®
Real Property*

COC00000
0000000
0000000

Under each standard, an agency is “green” if it meets all of the standards for success, “ " if it has achieved some but not
all of the criteria and “red” if it has even one of any number of serious flaws.

The Department measures its internal progress through self-assessments by organizational element against established goals.
This self-assessment process is intended to closely mirror the government-wide focus on strengthening management controls in
each of the established management areas. This tool has proved invaluable in allowing departmental leadership to assess the
progress the Department has made in merging and integrating its organizational elements.

In fiscal year 2004, the Department achieved results in each of the five critical management areas: Human Capital, Competitive
Sourcing, Electronic Government, Improved Financial Performance, and Budget and Performance Integration. Of importance,

in the fourth quarter of fiscal year 2004, the Department’s status for Budget and Performance Integration moved from red to
yellow. Our successes in each of the areas are summarized below.

Enhanced Strategic Management of Human Capital

The Department is committed to ensuring its workforce is diverse and high performing. As part of its Human Resources
Management System design and its Human Capital Plan, the Department will institute an aggressive recruitment campaign
to attract a diverse pool of applicants for positions at all levels. The Department recognizes that identification and removal of

barriers to a free and open workplace competition are essential to meeting this goal.

The Department proposed a new performance-based and mission-oriented Human Resources Management System. In
one year’s time, we assembled a design team comprised of managers and employees, human resources experts from the
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Department and Office of Personnel Management, and representatives from the agency’s three largest labor unions. These
team members studied and prepared options for transforming the agency’s Human Resources Management System and
finalized the policy to align with the unique mission of the Department. To obtain the diverse views of the Department’s
employees, the design team held a series of town hall meetings and conducted 54 focus group sessions across the United
States.

The Department’s policies regarding pay, performance, classification, labor relations, adverse actions and appeals enable
managers to act swiftly and decisively in response to mission needs. The Department’s proposed plan recognizes and rewards
performance to attract and maintain a highly skilled and motivated workforce, while ensuring due process and protecting basic
employee rights. In addition, the Department is especially proud of the accomplishments listed below. During fiscal year 2004,
the Department:

¢ Streamlined Operations — The creation of the Department led to new structures that reinforce the mission of the
organization. Establishing the U.S. Citizenship and Immigration Service (USCIS) resulted in a new organizational
structure for approximately 9,000 employees. Within U.S. Customs and Border Protection (CBP), the Office of Field
Operations aligned immigration, agriculture and customs inspectors within its existing overall structure. This was
particularly important in implementing the One Face at the Border Initiative. Likewise, there were major organizational
changes in establishing U.S. Immigration and Customs Enforcement (ICE). This ensured that the right people were
realigned to the new organizations and that they were paid correctly.

* Realigned Occupational Categories — New occupations were created as a result of the Department’s establishment
to reflect the new roles and responsibilities assumed by employees to protect the Nation. Many of these occupations
integrated the work of multiple positions, reducing duplication and enhancing effectiveness. For example, a new
Criminal Investigator (Special Agent) occupation was created within ICE. This occupation integrates the functions of
the Immigration and Naturalization Service and Customs Service Investigators and affects more than 5,700 Agents.
The establishment of the CBP Protection Officer occupation unified and integrated the work of approximately 18,000
Inspectors who came from the Customs Service, the Immigration and Naturalization Service and the Department of
Agriculture. In addition, the CBP Agriculture Inspector occupation was established to inspect agricultural and related
goods entering the United States. In July 2004, a single overtime and premium pay system was implemented for these
occupations.

* Implemented New Approaches to Delivering Human Resources Services — Since the Department was established,
22 separate human resources offices have been consolidated to seven. Two delivery models are being used — the
traditional human resources office and a shared services approach. The first step in establishing shared services was to
consolidate resources through a single chain of command, which aligned employees in more than 50 locations to one
office. As an example of the shared services approach, rather than creating three separate human resources offices,
ICE and USCIS now receive services from CBP’s human resources office.

¢ Aligned Individual Performance to Departmental Goals — The Department established the personal performance
plans of senior executives and senior managers to support our strategic goals and objectives. The Department initiated
a performance appraisal system to link the performance plans of all employees to agency and departmental goals and
objectives. These performance plans are used to establish compensation levels for employees, including bonuses.

Increased Competitive Sourcing

The Department is dedicated to delivering the best services for the best value to the American people. This requires managers
and employees to be focused on the Department’s mission and committed to protecting the Homeland by using all of our
available resources in the most efficient manner. It means bringing to bear the many tools and the best mix of in-house, contract
and reimbursable expertise to find the most effective method for addressing ongoing and emerging requirements. Whether it is
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to inspect cargo, agriculture products and travelers or to secure our transportation and other critical infrastructure systems, the
Department is committed to becoming a modern world-class provider of customer service, seeking the maximum value for each
and every available tax dollar. The Department will continue to focus on those commercial activities that have never undergone
the dynamics of competition. We also expect to provide increased opportunities for submitting public offers for contracted work.

The process to ensure that the Department is providing the best value from able services begins with the Federal Activities
Inventory Reform Act inventories of commercial and inherently governmental activities. Commercial activities that could be
performed through a service contract or reimbursable agreement, but have never before been subjected to the dynamics of
competition, have been identified and, in some cases, scheduled for full and open competition under the provisions of OMB
Circular A-76. OMB Circular A-76 establishes a rigorous analytic approach to the comparison of public and private-sector
alternatives, which include the development of a formal solicitation, performance quality measures, oversight inspection
requirements and the evaluation of full cost to taxpayers. This approach opens the possibility of performing commercial work to
a wider array of participants, including in-house federal employees; other federal, state or local agencies; and small and large
businesses. It promotes innovation and accountability and serves to focus managers on core mission requirements, helping to
ensure taxpayers receive maximum value. During fiscal year 2004, the Department:

¢ Established Cross-Functional Commodity Councils — These councils were formed to create strategies for acquiring
goods and services by contract to achieve cost savings and performance improvements. The councils cover a wide
range of requirements from boats to information technology infrastructure. For example, accrued savings in excess of
$1 million are expected from the consolidation of handgun testing requirements alone. Combining office supply needs
is expected to result in savings of 55 percent off existing retail price arrangements.

¢ Utilized Department of Defense’s Electronic Mall Program — This enables the Department to participate in one of
the largest existing government-to-business exchanges. Department employees can access 383 commercial catalogs
containing more than 12 million items and a total of 5.5 million National Stock Numbers from Defense Supply Centers
and the General Services Administration, permitting the efficient means for the Department to affordably acquire the
goods and services it needs to perform its mission.

¢ Negotiated Enterprise Licenses — The Department established enterprise licenses with Microsoft, Oracle and
Autonomy, resulting in estimated savings of $96 million over five years. Several more licenses are being negotiated with
suppliers in information security, business intelligence and technical systems management.

¢ Initiated Five Public/Private Competitions — We are competing the work of more than 1,500 full-time equivalent
employees (17 percent of the 2003 Federal Activities Inventory Reform Act inventory available for competition) among
the private sector and government organizations. This includes the second largest competition ever attempted by
a civilian agency. These studies are scheduled for completion during fiscal year 2005, well within the 12-month
completion timeframes required by OMB Circular A-76 and are expected to yield significant performance improvements
and savings of $16 million to $18 million annually.

Improved Financial Performance

The Department is integrating financial systems to produce information that is timely, useful, complete and reliable in order to
facilitate and improve decision-making. Integrating financial management at the Department is particularly challenging. Most of
the organizations brought together to form the Department of Homeland Security have their own financial management systems,
processes and, in some cases, deficiencies. Four of the five major agencies that transferred to the Department reported 18
material weaknesses in internal controls for fiscal year 2002, and all transferred agencies within the Department had financial
management systems that were not in substantial compliance with the Federal Financial Management Improvement Act. We
are developing a strong financial management infrastructure to address these and other financial management issues. We have
identified success factors, best practices and outcomes associated with world-class financial management and have made
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financial management a department-wide priority. Specifically, in order to strengthen accountability to the taxpayers and to
provide accurate and reliable financial information in support of management decisions, in fiscal year 2004, the Department:

¢ Designed a New Integrated Accounting System — The Department has undertaken a new resource transformation
initiative called Electronically Managing Enterprise Resources for Government Effectiveness and Efficiency (eMerge?).
This new system will consolidate and integrate budget, financial management, procurement and asset management
capabilities. When fully implemented, eMerge2 will result in financial savings by eliminating the need to maintain costly,
duplicative systems. It will also improve departmental oversight and accountability of component operations in the
budget, financial management, procurement and asset management areas as well as provide better and more accurate
information for frontline mission decision-makers.

¢ Implemented a Method to Collect Delinquent Debts — The Department entered into a partnership with the
Department of Treasury’s Financial Management Service for the collection of all delinquent debts more than 180 days
old. We developed procedures to ensure that all discharged debt is reported to the Internal Revenue Service in a timely
manner.

¢ Paid Bills in a Timely Manner — The Department paid 97 percent of 50,000 noncredit card invoices on time; paid
$129,000 in late interest on $526 million total invoices paid, and completely reconciled $44 billion in cash for the most
recent month that statistics are available.

e Streamlined Payroll Operations — The Department outsourced payroll to a more cost-effective provider common to all
the Department’s organizational elements and implemented an electronic time and attendance system for employees.

¢ Consolidated Financial Operations — Effective October 2003, the financial management services provided by legacy
agencies that transferred components to the Department were discontinued. The accounting services previously
provided by the departments of Commerce, Defense, Energy, Health and Human Services, Justice and Agriculture,
and the General Services Administration were consolidated and are now provided by ICE. This reduced the number of
financial management centers from 19 to 10.

Expanded Electronic Government

The Department is working to deploy and manage information assets and services to ease the burden on citizens, businesses
and other government organizations at the federal, state, local and tribal levels that conduct business with the Department. One
of our most important and difficult challenges is to eliminate redundant information systems and develop a department-wide
approach to enable information sharing. During fiscal year 2004, the Department:

¢ Established the Homeland Security Operations Center — This center provides a nation-wide around-the-clock warning
system and brings 35 federal and local law enforcement agencies and intelligence community members into one alert
system.

¢ Introduced the Homeland Security Information Network — This computer-based counter-terrorism communications
network is connected to all 50 states and 20 major urban areas and will soon be deployed to five territories,
Washington, D.C., and 30 other major urban areas. This program significantly strengthens the two-way flow of real-time
threat information to state, local and private-sector partners.

¢ Deployed Modern Telecommunications Technology — The Department deployed secure video teleconferencing
equipment to 54 state Emergency Operations Centers, 25 governors’ offices and three federal locations. This
technology has enabled easy and effective communications. In addition, the Department provided states with
around-the-clock access to secure telephones, the ability to receive secure communications and access to secure
videoconferencing. These tools will also be available to all governors’ offices.
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¢ Created Tools for Non-Federal Partners — The Department established a one-stop web portal for state, local and tribal
entities to access information regarding homeland security grant and training programs.

¢ Identified Capabilities for First Responders — Identified technical specifications for a short-term, baseline
interoperable communications system that will allow first responders to interact by voice with one another, regardless of
frequency or mode. When adopted at the state and local levels, these specifications will enable most first responders to
have some form of communication with one another during a crisis.

¢ Developed an Information Technology Foundation — The Department formulated our first enterprise architecture, a
comprehensive description of current and future business strategies and supporting technologies. We published an
information technology modernization blueprint and developed proposals and plans to integrate existing systems. We
also established a centralized Network Operations Center that monitors, manages and administers our core network,
providing connectivity to all organizational elements. proved Budget and Performance Integration

Improved Budget and Performance Integration

During fiscal year 2004, efforts to improve in this area resulted in an increase in status from red to yellow in Budget and
Performance Integration.

The Department has established a fully integrated performance-based planning, programming, budgeting and monitoring
system. Our first Strategic Plan is the cornerstone of the Future Years Homeland Security Program, and is the road map for
resource planning and program evaluations. We have linked performance goals with resource-allocation plans to form the
budget foundation.

In order to facilitate a strong linkage among budget and management decisions, strategic planning and program performance,
in fiscal year 2004, the Department:

¢ Instituted the Future Years Homeland Security Program — This five-year resource plan helps us meet our strategic
goals and objectives. By identifying our long-range strategies and resource requirements, the Department is positioned
to implement priority programs. This plan also links all programs and associated performance measures and milestones
to the Department’s strategic goals and objectives. The Department is one of only three departments required by
Congress to forecast long-range resource requirements.

¢ Linked Goals to Budget — We linked our fiscal year 2005 and 2006 budget requests to the strategic goals and
objectives articulated in the Strategic Plan. The Department’s budget is aligned to outcome-oriented goals and annual
milestones that measure progress in achieving the Department’s strategic goals and objectives.

¢ Established the Planning, Programming, Budgeting and Execution System — The Department implemented this
system to ensure program requirements are properly planned and identified, are aligned with our mission and goals,
and have measurable performance outcomes that are key to the organization’s success.

¢ Trained Program Managers in Performance Budgeting — The Department conducted training to educate program
managers on performance budgeting with a five-year perspective. This resulted in better long-range planning for
resource requests and forward thinking for the initial development of the fiscal year 2005 budget.

¢ Measured Performance on a Quarterly Basis — The Department established a detailed milestone plan to achieve
annual goals and objectives. A performance report is provided to senior managers on a quarterly basis. Progress toward
achieving performance goals is reviewed individually and collectively by departmental managers.
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Better Research and Development Investment Criteria

The Department uses the Better Research and Development Investment Criteria to achieve excellence and maximize the
efficient and effective use of the Nation’s research and development resources. These criteria enable priority setting and
coordination of science and technology for the Department and interagency efforts.

In an effort to link Better Research and Development Investment Criteria to program outcomes in fiscal year 2004, the
Department:

¢ Developed the National Strategic Plan for Homeland Security Science & Technology — In consultation with other
appropriate agencies, the Department created a national policy and strategic plan that identifies priorities, goals,
objectives and policies for science and technology in support of homeland security.

¢ Established the Science and Technology Requirements Council — The Department has established a formal body
that is chartered to submit the research and development needs of the organizational elements as input to its planning,
programming, budgeting and execution process.

¢ Implemented Portfolio Research and Development Planning — The Department has established portfolios to manage
research and development planning. Each portfolio is supported by a multi-disciplinary Integrated Product Team and is
required to directly link mission, objectives, programs and projects to a specific outcome. Each portfolio plan is subject
to independent evaluation and executive management review.

Real Property

The Department began a Real Property Strategy Initiative to define its real property inventory and shape the organizational
elements’ inventories to effectively respond to the mission needs of current and future organizational element programs. The
initiative allows the Department to describe how real property should be integrated into its mission and serves as an overall
guide for department-wide real property decisions. One of the desired outcomes of this initiative is that real property will be
viewed as an integral part of the Department’s mission. It will also allow the Department Asset Management to establish and
maintain close links between departmental programs and projects and its corporate business and real property strategies.
Achieving excellence in the management of real property involves deploying timely and accurate data systems; implementing
performance measures; and using benchmarks and best practices to ensure the Department has the necessary assets in
place to support its current and future missions. This is the ultimate goal of this initiative. This approach also ensures that the
Department’s real property assets are available, of the right size and type, safe, secure, sustainable, affordable, efficient and
effective and able to provide quality workplaces.

The Department anticipates near-term results of the Real Property Strategy Initiative’s focus to include:

* Expanded asset portfolio tracking and analysis capabilities;
* Comprehensive asset management strategy;
* Increased sales of underperforming assets; and

* Reduced maintenance and operating costs for owned real property holdings.

These goals produce increased efficiency and savings to the taxpayers.
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During the fourth quarter of fiscal year 2004, the Department developed:
e Aplan forimplementing a department-wide inventory system that includes a review of real property information systems
being used by organizational elements;
¢ An Asset Management Plan framework and issued corresponding guidance to organizational elements for review;
¢ Anplan for implementing department-wide real property performance metrics;

* Departmental linkages and estimating formats that led to obtaining congressional approval for $26 million in disaster
relief funding for facilities damaged by Florida hurricanes in seven days; and

¢ The first integrated department-wide real property database for the Department’s 71.4 million square feet of real
property holdings.
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Performance Highlights

The Department of Homeland Security’s seven strategic goals are the framework by which we measure the success of our
programs as well as the individual contributions of our employees. We established 88 specific targets under our program goals
in our fiscal year 2004 Performance Budget and met or exceeded 68, or 77 percent, of the established targets. This is an
improvement of 7 percent compared to our performance during fiscal year 2003. While two reporting periods are not sufficient
to establish a trend, we have established the baseline needed to measure our future performance.

To better assess our performance where information was previously not available, we established baselines in fiscal year 2004
for 18 new performance measures. We report baselines that were successfully established as Target Met in the graph below.

Performance information for these new measures will be provided in this report next year against the baselines established this
year.

Department of Homeland Security
Performance Measure Trends
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B Targets Not Met
o [ Data Not Available

60 or Not Applicable

40

20

O J
FY 2003 FY 2004
Total: 47 Total: 88
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This section lists the Department’s seven strategic goals and the high-level performance measures associated with each,
along with an assessment of our performance. We are working to implement a process for reporting our performance and cost
information by goal and objective, beginning in fiscal year 2005. Detailed information about the Department’s performance in
fiscal year 2004 is provided in Part Ill, Performance Information. The Net Cost of achieving performance in fiscal year 2004 by
strategic goal is summarized in the following chart.

Net Cost by Strategic Goal 2004

3% Awareness

1% Organizational
Excellence

- 2% Service

10% Recovery

7% Response

51%
Prevention

26%
Protection
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Strategic Goal 1 — Awareness

Identify and understand threats, assess vulnerabilities, determine potential impacts and disseminate
timely information to our homeland security partners and the American public.

GUARDED

LowW

The Homeland Security
Advisory System is a threat-
based, color-coded system that
provides an effective means
to disseminate information re-
garding the risk of terrorist at-
tacks. In addition to identifying
the general threat level, this
advisory system can be used
to target protective measures
when threat information to a
specific sector or geographic
region is received.

On August 1, 2004, the
Federal Government raised
the threat level to Code
Orange (High) for the financial
services sectors in New York
City, northern New Jersey and
Washington, D.C. In addition,
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Overview

The Department is developing an intelligence and warning system to detect indicators
of potential terrorist activity before an attack so pre-emptive, preventive and protective
action can be taken.

The Department is also cultivating the personnel, facilities and procedures to assemble
intelligence collected from the organizational elements, as well as other federal,
international, state and local partners, and the Terrorist Threat Integration Center.

By fusing this intelligence information, the Department creates a synoptic view of

the current tactical terrorist threat situation, conducts long-term strategic terrorism
intelligence analysis, provides an integrated intelligence package to appropriate
recipients and establishes threat assessments. The Department goal is to have
“domain awareness” over our areas of responsibility.

As part of our Information Sharing Initiative, the Department is investing in collaborative
projects with state, local, and tribal governments and the private sector that will
enhance our national ability to share accurate, useful, timely and actionable intelligence
information, law enforcement sensitive information and critical infrastructure
information. This use of innovative and “state of the market” information technologies
marks another first in the Department’s support of members of the first-responder
community.

An effective national protection program requires awareness of the assets that
comprise the critical infrastructure, vulnerability assessments of the assets,
prioritization of protective measures, implementation of protective programs, and
measurement of these programs to drive continuous improvement. Intelligence and
information analysis is an integral component of the Nation’s overall efforts to protect
against and reduce our vulnerability to terrorism as it provides the threat context for
protection activities. The Department receives, assesses and analyzes information
from law enforcement, the intelligence community and non-traditional sources (e.g.,
state and local entities, the private sector) to increase situational awareness of terrorist
threats and specific circumstances. The Department is working with state and local
public safety officials and private-sector owners and operators to identify America’s
critical infrastructures and key assets, identify their vulnerabilities to terrorist attack
and implement appropriate protective measures. Much of this information is already in
a Department-generated National Critical Infrastructure Database.
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Highlights
the Department issued a
bulletin to the appropriate In fiscal year 2004, the Department made progress toward achieving Goal 1 -
private-sector owners Awareness. Performance highlights in support of this goal include the following:
and operators of critical + The Department introduced the Homeland Security Information Network. This

facilities about indicators
of terrorist attack planning.
Federal officials were sent
to these localities to work
with local law enforcement
and security managers and

computer-based counter-terrorism communications network is connected
to all 50 states and 20 major urban areas and will soon be deployed to five
territories, Washington, D.C., and 30 other major urban areas. This program
significantly strengthens the two-way flow of real-time threat information to
state, local and private-sector partners.

senior department officials * The Department is providing states with around-the-clock capabilities to
worked directly with the chief receive secure communications and access to secure videoconferencing. As of
executives of the companies July 1, 2004, these tools became available to all governors’ offices.

included in the threat report. .

The Department implemented the Homeland Security Operations Center,
which brought 35 federal and local law enforcement agencies and intelligence
community members into the same system. It is the most comprehensive 24-
hour-a-day, seven-day-a-week warning system in the United States.

This marked the first time
the Department used this
system in such a targeted way.

Compared to previous threat e The Department sent nearly 100 bulletins and other threat-related

reporting, these intelligence communiqués to federal, state, local and tribal law enforcement agencies
reports better served the and private-sector infrastructure owners and operators. This is another step
public by providing a high-level in bringing the federal, state, local and private sectors into the nation-wide

of detail. This advisory allowed antiterrorism network.

the Department to increase « The Department’s National Targeting Center, along with partners in the
protection in and around the intelligence community, identified more than 800 people who were subjects of
buildings that required it and interest for reasons associated with terrorism. During the period of heightened

raised awareness. alert in December 2003, the center played a pivotal role in analyzing

information that helped us protect airline passengers at a time of increased
threat. Using sophisticated targeting methodology, the Center analyzes all
passengers and cargo before they arrive in the United States and then screens
and targets for intensive anti-terrorism inspection. Information from both
internal and external sources is examined and combined with intelligence and
threat information to ensure that potentially dangerous people and cargo are
stopped before they ever reach our shores.

* The Transportation Security Administration instituted a weekly Threat in the
Spotlight training program, supported by the Federal Air Marshal Service
Explosives Division, to provide the airport screener workforce with information
regarding threat objects and tactics based on intelligence information,
confiscated items discovered at airports or reports provided by state and local
law enforcement entities.
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Trends

For fiscal year 2004, the Department established six performance measures that
directly support the achievement of this goal. Of these six measures, the Department
successfully met or exceeded six, or 100 percent, of the established targets. For three
of the six measures, the Department did not set targets for fiscal year 2004, but
collected baseline data to establish targets beginning in fiscal year 2005. In fiscal year
2003, the Department did not have measures related to this performance goal.

Future Steps

Terrorist threats to the Homeland will not only continue into the future, but will become
increasingly sophisticated. As the Nation takes steps to harden potential targets,
terrorists will look to exploit other vulnerabilities inherent in an open society. A key to
preventing terrorist activity is accurate and timely information.

The Department will build an integrated, comprehensive intelligence and warning
system to detect terrorist activity before an attack occurs so pre-emptive, preventive
and protective actions will be taken. We are putting in place the proper personnel,
including a new generation of homeland security analysts, and the facilities and
procedures necessary to assemble intelligence collected from a wide variety of
homeland security partners. This intelligence will provide a comprehensive view of the
most current tactical terrorist threat situation allowing the Department to provide an
integrated intelligence package to appropriate recipients, establish threat assessments
and conduct long-term strategic terrorism intelligence analysis.

During the next five years, we will develop robust capabilities to assess intelligence
collected domestically and abroad and to collect information from a wide variety of
sources. That information will be mapped against the Nation’s vulnerabilities, allowing
the Department to issue timely and actionable preventive and protective measures. We
will also develop a comprehensive national indications and warning infrastructure with
the capacity to provide timely, effective warnings for specific and imminent threats. In
addition, the Department will build secure mechanisms and systems for exchanging
sensitive homeland security and critical infrastructure information with homeland
security officials, using the best features of existing federal, state, local and private
systems. Further, the Department will build an enhanced identification and tracking
capability of the maritime approaches and offshore transit routes of the United States.

38 Performance and Accountability Report




Management’s Discussion and Analysis

Strategic Goal 2 — Prevention

Detect, deter and mitigate threats to our homeland.

After U.S. Immigration and
Customs Enforcement (ICE)
officials fought for a legal
permanent resident of Denver
to be removed from the United
States following his admission
that he had attended a
terrorist training camp, he
was sent back to his native
country of Pakistan this past
summer.

Officials argued that Sajjad
Nasser’s participation in a
training camp sponsored by
Jaish-e-Mohammed (the Army
of Mohammed) amounted to
providing material support

to a designated terrorist
organization. The group
based in Pakistan gained
international notoriety for its
alleged role in the execution
of Wall Street Journal reporter
Daniel Pearl. Nasser had been
in U.S. government custody
since March 2003 after

Overview

The Department’s first priority is to prevent terrorist attacks. The Department is
achieving this by detecting terrorists before they strike, preventing them and their
instruments of terror from entering the United States, and taking decisive action to
eliminate the threats they pose. The Department is developing a comprehensive
nation-wide common operating picture of investigative and enforcement activities in
collaboration with other federal law enforcement entities.

By managing who and what enters the United States, the Department will prevent
the entry of terrorists and instruments of terror while facilitating the legitimate flow of
people, goods and services.

The Department has made significant progress, in cooperation with our international
partners, in the global war on terror. Through bilateral mechanisms and multilateral
forums, we have sought to share terrorist-related information to better secure
international travel and trade and impede and deter terrorist exploitation of that
system.

Highlights

In fiscal year 2004, the Department made progress toward achieving Goal 2 -
Prevention. Performance highlights in support of this goal include the following;:

* The Department’s US-VISIT Program is operating at 115 air and 14 sea ports of
entry. As of the end of August 2004, US-VISIT had processed nearly 8.5 million
people and matched more than 1,000 potential entrants to the United States
against criminal watch lists. As a result, 264 adverse actions have been taken
against aliens seeking admission to the United States.

e The Department’s security initiatives thwarted terrorism and protected citizens
by breaking up drug smuggling networks and their assets. In 2004, almost
568,705 pounds of cocaine, 1,080,923 pounds of marijuana and 2,938
pounds of heroin were seized by homeland security entities.

¢ In cooperation with the departments of State and Justice, the Department
advanced the Secure and Facilitated Travel Initiative, which was adopted by
the President and other heads of state at the G8 Summit in June 2004. The
initiative’s action plan contains 28 specific projects that will further enhance
the Nation’s security. Among those are efforts to:

- Accelerate development of international standards for the
interoperability of smart-chip passports;
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being convicted the previous
December of possessing
counterfeit immigration
documents and was
sentenced to time served.

Nasser’s case was among

the first in which ICE lodged
immigration charges against
an individual based on section
411 of the USA PATRIOT

Act, which substantially
expands the legal definition

of what constitutes a terrorist
organization and engaging in
terrorist activity.
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- Develop mechanisms for real-time data exchange to validate travel
documents;

- Provide effective and timely information exchange on terrorist watch
lists and lookouts;

- Begin providing lost and stolen passport data to an Interpol database
that will eventually allow for real-time sharing of the data among
member countries.

- Develop a methodology for assessing airport vulnerability to Man-
Portable Air Defense System threats and effective countermeasures;

- Improve methodologies to analyze data on passengers, crew and
cargo in advance of travel;

- Develop best practices for the use of Air Marshals;

- Examin