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Message from the Secretary

February 13, 2004

| am pleased to provide the Department of Homeland Security’s Performance and Accountability Report
for Fiscal Year 2003. The report documents progress toward fulfilling President Bush’s commitment to
protect our citizens from the threat of terrorist attacks, while safeguarding those freedoms that are at
the heart of what it means to be Americans.

In January 2003, the President signed an Executive Order creating the Department of Homeland
Security, the Nation’s 15th and newest Cabinet department. The most significant transformation of the
United States government since President Truman merged the various branches of our armed forces
into the Department of Defense, the creation of the Department of Homeland Security consolidated
22 previously separate agencies under one organization with one unified mission: to protect our nation
from those who seek to harm our people, and extinguish America’s beacon of liberty to the world.

The shock and horror of the attacks of September 11, 2001 soon yielded to an appreciation of the enormity of the task of hardening
the nation to future attacks, proactively disrupting terrorist networks and better harnessing federal, state and local resources. In the
twelve months since the creation of the Department, we have made substantial progress. Through the hard work of our dedicated and
talented employees, America is more secure and better prepared than we were one year ago. Since January 2003 we have:

* Improved the collection, analysis and sharing of critical intelligence with key federal, state and local entities;

e Allocated or awarded over $8 billion to state and local governments to help them prevent, respond and recover from acts of
terrorism and other potential disasters;

e Strengthened border security through the “One face at the border” initiative, which will cross-train officers to perform three
formerly separate inspections—immigration, customs and agriculture. This will allow us to target our resources toward higher
risk travelers;

* Instituted innovative new systems like US-VISIT to identify and track foreign visitors and students and to screen for possible
terrorist or criminal involvement;

» Safeguarded air travel from the terrorist threat by hardening cockpit doors, instituting 100 percent checked baggage
screening; expanding the Air Marshals Service, and training more than 50,000 federal passenger and baggage screeners;

* Increased safeguards on Maritime transportation and port infrastructure;

* Expanded research and development in the defense of our homeland, through the creation of programs such as the
Homeland Security Advanced Research Projects Agency (HSARPA) which has already engaged hundreds of private companies
and universities in new cutting-edge technologies and Homeland Security Centers Programs that supports university-based
centers of excellence;

e Successfully transferred about $45 billion in assets, $36 billion in liabilities and more than 180,000 employees to the
Department;

* Launched an ambitious, collaborative effort involving input from employees at all levels, unions, academia, and outside
experts to design a modern human resources system that is mission-centered, fair, effective and flexible;

* Initiated a five-year budget and planning process and commenced the development of an integrated business and financial
management system to consolidate the over 80 systems the Department inherited; and

e Ensured the continuity of—and in many cases consolidated and streamlined—essential management and mission support
functions throughout the department.

We are using the President’s Management Agenda to strengthen the management of the Department of Homeland Security. This
report discusses our actions to embrace and advance this agenda.

The financial and performance information contained in this report has been assessed and is fundamentally reliable and complete,
and in accordance with guidance issued by the Office of Management and Budget. While weaknesses in internal controls and financial
management systems do exist, they do not impair the fulfillment of the Department’s mission, and except for those weaknesses we
are able to provide reasonable assurance that our management controls and financial systems, taken as a whole, meet the objectives
of sections 2 and 4 of the Federal Managers’ Financial Integrity Act (FMFIA). We have resolved many of the material weaknesses
inherited from the 22 agencies transferring into the Department. We are correcting the remaining FMFIA issues, as well as auditor
identified weaknesses in internal control reported this year. The Department is steadily improving in these areas, and they do not affect
our ability to perform our missions and functions with efficiency and accuracy.

Along with the Department’s 180,000 employees, | am proud of all we have accomplished in the past year toward protecting our
citizens, our borders and our way of life from the threat of terrorism.

Sincerely, ;

7 O M
Tom Ridge
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Management’s Discussion and Analysis

Overview

The Department of Homeland Security’s Performance and Accountability Report for Fiscal Year 2003 provides financial

and performance information that enables the President, the Congress, and the public to assess the effectiveness of the
Department relative to its mission performance, program management, and stewardship of resources. The Financial Statements
and Notes cover a seven-month period commencing with the Department’s initial operation through the end of the fiscal year.
Performance goals and results are reported upon for a full 12 months, as they were adopted from transferred agencies.

This report satisfies the reporting requirements of the following laws:

e Chief Financial Officers Act of 1990;

* Federal Managers’ Financial Integrity Act of 1982;

*  Government Management Reform Act of 1994;

¢ Government Performance and Results Act of 1993;

e Reports Consolidation Act of 2000;

* Federal Information Security Management Act of 2002; and
* Clinger-Cohen Act of 1996.

Part | of this report contains the Management’s Discussion and Analysis. This section provides a concise overview of the

entire report. It describes the Department’s mission, organization and progress in implementing the President’s Management
Agenda. It explains the impact of the Homeland Security Act of 2002 and highlights the most important performance and
financial results of fiscal year 2003. This section also describes management controls we put in place and identifies the material
weaknesses that we are working to correct.

Part Il of this report contains the Department’s financial statements and the Independent Auditors’ Report, along with the
Inspector General’s summary of the most important management and performance challenges facing the Department.

Part Ill of this report contains a discussion and analysis of accomplishing selected full fiscal year 2003 performance goals.
It also contains completeness and reliability information, findings and recommendations of program evaluations to improve
performance along with budget information.

In addition to our accomplishments reported in Part Ill, we have taken a number of steps to organize and mobilize the people
and resources of the Department:

¢ Announced plans to make available more than 5,000 additional armed federal law enforcement agents to increase
security at the Nation’s airports and on commercial flights;

¢ Consolidate three different border inspection functions into “one face at the border”;

¢ Announced the Strategic Communications Resources Effort to provide security clearances and secure video and
telephone communications to all the states and territories; and

¢ Issued the Initial National Response Plan, a significant first step towards the goal of integrating the current family of
federal domestic prevention, preparedness, response and recovery plans into a single all-hazards approach.
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Management’s Discussion and Analysis

Next Steps

During the coming year, our challenge will be to continue to build, sustain and institutionalize the right combination of
organizational capabilities and capacities needed to accomplish our mission. To this end, we are taking a series of steps to
create a results-oriented culture. Our approach includes:

* Leadership commitment to creating a high-performing organization;

e Strategic planning to establish results-oriented goals and performance measures;

* Performance management to promote accountability for results;

* Implementation of the Planning Programming Budgeting System to integrate the Department’s strategic planning and
budget and performance management;

* Collaboration and communication to achieve national objectives; and

e Customer service and public reporting to build the confidence of the American people.

The Secretary plans to implement the following additional actions:

* Continue to improve information and intelligence sharing capabilities with our state, territorial, tribal and local
governments and with our private sector partners.

* Establish Department of Homeland Security regional offices to:

- Coordinate Homeland Security functions at the federal, state, local and private sector levels within the region;
- Integrate the core functions of the Department components; and
- Ensure the effective and efficient delivery of services with the regions;

* Fund Project Bioshield to bring researchers, medical experts and the biomedical industry together in a new and focused
way, allowing our nation to achieve the same kind of treatment breakthroughs for bio-terrorism and other threats as
those that have significantly reduced the threat of heart disease, cancer and many other serious illnesses;

* Initiate a program to develop countermeasures to protect commercial aircraft from shoulder-fired missile systems;

e Launch a comprehensive Human Resource Management System that implements the human resources flexibility of the
Homeland Security Act of 2002. The system will incorporate best practices from the public and private sectors;

* Streamline the process for state and local governments to obtain Department of Homeland Security grants with the goal
of rapidly deploying funds to our first lines of defense; and

* Continue to enhance Maritime Security and Safety and improve Maritime Domain Awareness (MDA) by recapitalizing the
U.S. Coast Guard’s aging assets, infrastructure and support systems into an integrated, interoperable network centric
system (Deepwater & Rescue 21).

As we continue to integrate the functions and programs of the Department, we expect to optimize mission performance by
consolidating and integrating roles and responsibilities; aligning individual authority to accountability; creating better operating
processes and procedures; and using the latest technology. Significant actions and decisions will be described in the Future
Years Homeland Security Program that is required by the Homeland Security Act of 2002. This plan will articulate our vision for
fiscal years 2006-2010, and serve as the basis for our budget requests.
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Management’s Discussion and Analysis

Vision

Preserving our freedoms, protecting America....we secure our homeland.

Mission

We will lead the unified national effort to secure America. We will prevent and deter terrorist attacks and
protect against and respond to threats and hazards to the Nation. We will ensure safe and secure borders,
welcome lawful immigrants and visitors, and promote the free-flow of commerce.
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Organization

On November 25, 2002, the President signed House Resolution 5005, the Homeland Security Act of 2002, P.L. 107-296. This
act established the Department of Homeland Security. The new Department represents both a substantial improvement in the
Nation’s domestic security and a momentous change in the organization of the Federal Government.

The Homeland Security Act required many Federal agencies to transfer personnel, assets, liabilities and unexpended balances
into the newly created Department. Most notably, the following agencies transferred resources into the new Department:

e Department of Agriculture
- Agricultural Quarantine Inspection Program
- Plum Island Animal Disease Center
e Department of Commerce
- Critical Infrastructure Assurance Office
e Department of Defense
- Chemical and Biological Defense programs, including the National Bioweapons Defense Analysis Center
(Biowatch)
- National Communications System
e Department of Energy
- Defense Nuclear Non-Proliferation
- Energy Security and Assurance Center
e Department of Health and Human Services
- Strategic National Stockpile
e Department of Justice
- National Infrastructure Protection Center
- Immigration and Customs Enforcement
- Office of Domestic Preparedness
- United States Citizenship and Immigration Services
e Department of Transportation
- Transportation Security Administration
- United States Coast Guard
e Department of the Treasury
- Federal Law Enforcement Training Center
- United States Customs Service
- United States Secret Service
e Federal Emergency Management Agency
e General Services Administration
- Federal Computer Incident Response Center
- Federal Protective Service

Given the incoming entities widely disparate policies, procedures and information systems, the change was complex and
required a high degree of cooperation and coordination. An important step in the establishment of the Department was the
determination order process. Through the determination order, agencies documented key financial, logistical, and human
resources to be transferred to the Department. The President’s November 25, 2002, Reorganization Plan for the Department
outlined the transfer of most component agencies and programs to the Department by March 1, 2003.

In the short span of two months, the Under Secretary for Management coordinated the transfers of personnel and resources
into the Department. These efforts included the transfer of the following:
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Management’s Discussion and Analysis

e Unexpended Budgetary Resources totaling: $37 billion. In advance of these transfers, the Department worked with the
OMB and the Treasury to establish an entirely new appropriation account structure and bureau structure. This effort
involved over 19 accounting offices processing over 330 separate transfers and created the budgetary resources to
fund the Department operations;

e Personnel: This effort involved 180,000 full time employees. In advance of these transfers, the Department worked
with the Office of Personnel Management to design and implement a personnel management structure impacting seven
Federal separate payroll providers. As a result, all personnel were transferred as of the effective date of the Homeland
Security Act;

e Accounting Location Codes: This effort involved the establishment of approximately 100 locations certifying
disbursements and depositing receipts. This effort alone ensured the Department would have the capability to process
commercial payments to vendors and reimburse employees for travel and other expenses and deposit billions of dollars
in collections; and

o Real estate: The Department of Homeland Security owns 8,500 buildings amounting to a total 34,700,000 square feet
of space. In addition, the Department leased 3,600 buildings amounting to a total of 33,800,000 square feet of space.

To accomplish our mission, the Department of Homeland Security is organized into five directorates:

1. Information Analysis and Infrastructure Protection (IAIP) Directorate identifies and assesses a broad range of
intelligence information concerning threats to the homeland, issues timely warnings and takes appropriate preventive and
protective action. IAIP functions include:

+ Information Analysis provides actionable intelligence essential for preventing acts of terrorism and, with timely and
thorough analysis and dissemination of information about terrorists and their activities, improves the government’s
ability to disrupt and prevent terrorist acts and to provide useful warning to state and local government, the private
sector and our citizens; and

o Infrastructure Protection coordinates national efforts to secure America’s critical infrastructure, including
vulnerability assessments, strategic planning efforts and exercises. Protecting America’s critical infrastructure is the
shared responsibility of federal, state and local governments, in active partnership with the private sector, which owns
approximately 85 percent of our nation’s critical infrastructure.

2. Border and Transportation Security (BTS) Directorate ensures the security of our nation’s borders and transportation
systems. Its first priority is to prevent the entry of terrorists and the instruments of terrorism while simultaneously ensuring the
efficient flow of lawful traffic and commerce. BTS will manage and coordinate port of entry activities and lead efforts to create
borders that feature greater security through better intelligence, coordinated national efforts and unprecedented international
cooperation against terrorists and the instruments of terrorism and other international threats. BTS includes the following
organizations:

e U.S. Customs and Border Protection (CBP) provides security at America’s borders and ports of entry as well as
extending our zone of security beyond our physical borders - so that American borders are the last line of defense, not
the first. CBP also is responsible for apprehending individuals attempting to enter the United States illegally, stemming
the flow of illegal drugs and other contraband; protecting our agricultural and economic interests from harmful
pests and diseases; protecting American businesses from theft of intellectual property; regulating and facilitating
international trade; collecting import duties; and enforcing United States trade laws;

¢ U.S. Immigration and Customs Enforcement (ICE), the largest investigative arm of the Department, enforces
federal immigration, customs and air security laws. ICE’s primary mission is to detect vulnerabilities and prevent
violations that threaten national security. ICE works to protect the United States and its people by deterring, interdicting
and investigating threats arising from the movement of people and goods into and out of the United States; and by
policing and securing federal government facilities across the Nation;

o Transportation Security Administration (TSA) protects the Nation’s transportation systems to ensure freedom of
movement for people and commerce. TSA will continuously set the standard for excellence in transportation security
through its people processes and technologies;
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Management’s Discussion and Analysis

o Federal Law Enforcement Training Center (FLETC) is the Federal Government’s leader for and provider of world-
class law enforcement training. FLETC prepares new and experienced law enforcement professionals to fulfill their
responsibilities safely and at the highest level of proficiency, ensuring that training is provided in the most cost-effective
manner; and

o Office of Domestic Preparedness ensures the United States is prepared for acts of terrorism by providing training,
funds for the purchase of equipment, support for the planning and execution of exercises, technical assistance and
other support to assist states and local jurisdictions as they prevent, plan for and respond to acts of terrorism.

Note: For fiscal year 2005 the Secretary has proposed to realign ODP within Department Headquarters to be located
under the Office of State and Local Affairs.

3. Emergency Preparedness and Response (EP&R) Directorate ensures that our nation is prepared for, and able to
recover from terrorist attacks and natural disasters. EP&R provides domestic disaster preparedness training and coordinates
government disaster response. The core of emergency preparedness includes the Federal Emergency Management Agency
(FEMA), responsible for reducing the loss of life and property and protecting our nation’s institutions from all types of hazards
through a comprehensive, emergency management program of preparedness, prevention, response and recovery.

4. Science and Technology (S&T) Directorate provides federal, state and local operators with the technology and capabilities
needed to protect the Nation from catastrophic terrorist attacks, including threats from weapons of mass destruction. The S&T
Directorate will develop and deploy state-of-the-art, high performance, low operating cost systems to detect and rapidly mitigate
the consequences of terrorist attacks, including those that may use chemical, biological, radiological and nuclear materials.

5. Management Directorate oversees the budget; appropriations; expenditure of funds; accounting and finance; procurement;
human resources and personnel; information technology systems; facilities, property, equipment and other material resources;
and identification and tracking of performance measures aligned with the mission of the Department. The Chief Financial
Officer, Chief Information Officer, Chief Human Capital Officer, Chief Procurement Officer and the Chief of Administrative Services
report to the Undersecretary for Management as allowed by the Homeland Security Act of 2002.

Besides the five major Directorates, the following are critical agencies within the Department:

The United States Coast Guard (USCG) ensures maritime safety, mobility and security and protects our natural marine
resources. Its mission is to protect the public, the environment and the United States economic interests - in the Nation’s ports
and waterways, along the coast, on international waters, or in any maritime region as required to support our national security.
The Coast Guard also prevents Maritime terrorist attacks; halts the flow of illegal drugs and contraband; prevents individuals
from entering the United States illegally; and prevents illegal incursion of our exclusive economic zone. Upon declaration of war,
or when the President so directs, the USCG will operate as an element of the Department of Defense, consistent with existing
law.

The United States Secret Service (USSS) protects the President and Vice President, their families, heads of state and other
designated individuals; investigates threats against these protectees; protects designated buildings within Washington, D.C.; and
plans and implements security for designated National Special Security Events. The USSS also investigates violations of laws
relating to counterfeiting and financial crimes, including computer fraud and computer-based attacks on our nation’s financial,
banking, and telecommunications infrastructure.

The U.S. Citizenship and Immigration Services (USCIS) directs the Nation’s immigration benefit system and promotes
citizenship values by providing immigration services such as immigrant and nonimmigrant sponsorship; adjustment of status;
work authorization and other permits; naturalization of qualified applicants for United States citizenship; and asylum or refugee
processing. USCIS makes certain that America continues to welcome visitors and those who seek opportunity within our shores
while excluding terrorists and their supporters.

The Office of Inspector General (OIG) serves as an independent and objective inspection, audit, and investigative body to

promote effectiveness, efficiency, and economy in the Department’s programs and operations. OIG seeks to prevent and detect
fraud, abuse, mismanagement and waste.
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The Department’s Organization Chart is provided below:
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Management’s Discussion and Analysis

Implementing the President’s Management Agenda

The Department of Homeland Security faces the unprecedented challenge of reorganizing 22 agencies, 180,000 employees
and numerous financial management systems, compensation structures and information systems. This presents a unique
challenge as well as an opportunity for the Department to become the model of management excellence by creating an
integrated, results-oriented, citizen-centered and market-based organization.

During fiscal year 2003, the Department launched an aggressive multi-year effort to institute management reforms by
implementing the President’s Management Agenda. We have established ambitious performance goals and developed an
implementation plan to ensure we achieve them. Our progress in implementing each initiative in the President’s Management
Agenda is described below.

Strategic Management of Human Capital

The Department’s vision is to create a personnel system that is flexible and contemporary while preserving basic civil service
principles and merit concepts. We will have a cooperative, positive work environment that benefits from the knowledge,
experience and active input of employees. Significant accomplishments during fiscal year 2003 include:

e Launched a comprehensive effort in conjunction with the Office of Personnel Management to design a groundbreaking
Human Resource Management System that implements the human resources flexibility in the Homeland Security Act of
2002;

e |dentified and incorporated best human capital business practices to help the Department accomplish its goal of
becoming a model for effectiveness and efficiency in the Federal Government;

e Established a Department of Homeland Security Human Capital Officer Council with representatives from all primary
components of the Department. Used the Council to develop Department proposed policies such as an Senior Executive
Service appraisal system and the Departmental awards program;

e Formed a Department of Homeland Security Leadership Training and Development Group to serve as a community of
practice and to provide information and recommendations regarding current and proposed Department managerial,
supervisory, and executive leadership training and development programs;

e Developed human resources policies and practices that allowed Directorates and headquarters organizations to
begin building their staffs. In addition, the Department of Homeland Security assembled a design team, composed
of Department managers and employees; Human Resources experts from the Department and the Office of
Personnel Management; and representatives from the agency’s three largest unions, to study and prepare options for
transforming the agency’s Human Resource system and finalizing the policy for the new Human Resource Management
System in alignment with the unique mission of the Department; and

e Transferred 22 agencies to the Department of Homeland Security on March 1, 2003, each with its own set of human
resource policies and systems. Currently, there are only 7 human resource-servicing offices within the Department.

The Office of Management and Budget's (OMB) final progress score for strategic management of human capital in fiscal

year 2003 is green for success. Our Human Resource Management System and the accompanying Human Capital Plan will
provide a roadmap to institute further human capital reforms envisioned in the Homeland Security Act of 2002 and will provide
additional strategies for reducing costs, redeploying human resources and de-layering management reporting relationships. The
Department is committed to ensuring its workforce is diverse and high performing. As part of the Human Resource Management
System design and Human Capital Plan, the Department will institute an aggressive recruitment campaign to attract a diverse
pool of applicants for positions at all levels. The Department recognizes that identification and removal of barriers to free and
open workplace competition are essential to meeting this goal.
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Competitive Sourcing

The Department is dedicated to delivering the best services for the best value to the American people. This requires managers
and employees to be focused and committed to protecting our homeland and using our resources in the most efficient manner.
It means bringing to bear the best mix of in-house, contract and reimbursable support available. Whether it is to inspect cargo,
agriculture products, or travelers, the Federal Activities Inventory Reform (FAIR) Act inventories of commercial and inherently
governmental activities and the OMB Circular A-76 will serve to focus our resources on core mission requirements and help
ensure that taxpayers receive maximum value for the resources provided. Our accomplishments during fiscal year 2003 include:

o Completed a comprehensive FAIR Act inventory of commercial and inherently governmental functions, and established
a FAIR Act data input and competition tracking system;
Initiated five competitions involving the work of over 1,200 full-time equivalent employees;
Initiated a comprehensive review of the Department’s existing contracts, including its asset acquisition and services
contracts to identify opportunities for performance improvements, administrative savings and savings resulting from the
consolidation of requirements; and

e Created Commodity Councils from organizations throughout the Department to identify competitive sourcing
opportunities.

OMB's final progress score for competitive sourcing in fiscal year 2003 is green for success. Over the long-term, significant
productivity enhancements are expected and will be measured in improved performance, improved customer satisfaction levels,
full-time equivalent employee reductions and increased dollar savings.

Improved Financial Performance

The Department is integrating financial systems to produce information that is timely, useful, complete and reliable in order to
facilitate and improve decision-making. Integrating financial management at the Department of Homeland Security is particularly
challenging. Most of the organizations brought together to form the Department have their own financial management systems,
processes, and in some cases, deficiencies. Four of the five major agencies that transferred to the Department reported 18
material weaknesses in internal control for fiscal year 2002, and all Bureaus within the Department had financial management
systems that were not in substantial compliance with the Federal Financial Management Improvement Act. We are developing

a strong financial management infrastructure to address these and other financial management issues. We have identified
success factors; best practices and outcomes associated with world-class financial management; and are making financial
management a Department-wide priority.

Our accomplishments during fiscal year 2003 include:

Began implementation of an enterprise financial management solution to support consolidated financial statements;
Outsourced payroll to a more cost-effective provider common to all organizations in the Department;

Implemented an electronic time and attendance system;

Began to use data mining rather than data calls to gather information;

Established an investment review process to evaluate and monitor major acquisitions to ensure that they are aligned
with the Department’s strategic goals and that they stay on cost and schedule;

Transferred $37 billion and about 180,000 positions from 22 agencies to the Department;

Submitted consolidated financial statements for the seven months ended September 30, 2003 and has undergone an
audit of those statements;

Submitted the 2003 Performance and Accountability Report to OMB;

Received a qualified opinion on the September 30, 2003 Balance Sheet and Statement of Custodial Activity.
Established a system for compiling and tracking material weaknesses and reportable conditions;
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e Reduced to eight, the number of 18 inherited material weaknesses that transferred from the legacy agencies. Eight
weaknesses were corrected. Several of the remaining weaknesses were consolidated or no longer met the criteria as a
material weakness. Corrective actions were effectively carried out, for example, at the Federal Emergency Management
Agency, being closed by the auditors. Management has taken action to develop corrective action plans to remedy
unresolved weaknesses reported in the fiscal year 2003 audit report;

e Consolidated 9 accounting offices, a reduction from 19 and in doing so implemented the new appropriation account
structure; and

e Established a program, approved by OMB, which ensures the Department will comply with the provisions of the
Improper Payments Information Act (P.L. 107-300).

OMB'’s final progress score for improved financial performance in fiscal year 2003 is green for success.

Expanded Electronic Government

The vision of the Department is to deploy and manage information assets and services that ease the burden on citizens,
businesses and other government organizations at the federal, state, local and tribal levels that conduct business with the
Department. One of our most important and difficult challenges is to eliminate redundant information systems and develop an
enterprise architecture solution common to all agencies to enable information sharing. We plan to use information technology
(IT) in support of creating new and more efficient solutions to our process problems. Our accomplishments during fiscal year
2003 include:

o Established IT capital planning, investment control and portfolio management processes to leverage technology

investments in support of the Department’s mission and business plan;

Completed initial assessments and inventory of Departmental IT systems;

Published an IT modernization blueprint and developed proposals and plans to integrate existing systems;

Formulated and implemented the Investment Review Board for evaluation and approval of all IT investments over

$500,000 for Department of Homeland Security components;

Implemented single email domain (dhs.gov) and white pages directory within 90 days of creation of Department;

Developed and implemented “Day 1” Departmental IT launch connecting all major components;

Developed and implemented core Capital Planning Investment Control (CPIC) processes;

Planned and executed uninterrupted transition of IT services and support from the 22 agencies transferred to the new

Department;

e Formulated the first Department of Homeland Security Enterprise Architecture which is a comprehensive description of
the Department’s current and future business strategies and supporting technologies;

e Established the Enterprise Infrastructure Board (EIB) which controls and manages all facets of the Department’s IT
infrastructure;

e Established a centralized Network Operations Center (NOC) that monitors, manages and administers the Department’s
core network which provides connectivity to all Department of Homeland Security components;

o Developed framework for integrated, Department-wide Information Security Program. Consolidated funding strategy, to
include role-up of information security budgets for all Organizational Elements. The Department’s Information Security
Program has been designated a level 1 investment by the Investment Review Board (IRB); and

e Established the Department’s Information Systems Security Board (ISSB) which has representation from every
Organizational Element. This Board is responsible for developing and implementing consistent information security
policies and procedures across the Department.

e Established one-stop, single web portal for Homeland Security grant and training programs.

OMB'’s final progress score for expanded electronic government performance in fiscal year 2003 is yellow for mixed results. The
Department is establishing procedures and systems to monitor department-wide IT investments to help ensure that they meet
expectations for supporting the Department’s mission, and ensure applications are delivered on time, within budget and achieve
performance objectives.

Performance and Accountability Report 13



Management’s Discussion and Analysis

Budget and Performance Integration

The Department is establishing a fully integrated budget planning and program performance system. Our first Strategic Plan is
the cornerstone of the Future Years Homeland Security Program, and will be the roadmap for resource planning and program
evaluations. We will link performance goals with resource allocation plans to form the foundation of the budget.

Our accomplishments during fiscal year 2003 include:

o Drafted a Strategic Plan based on leadership’s direction, Department priorities and participation from all departmental
stakeholders;

o Linked the performance goals and measures in the Department’s fiscal year 2005 budget request directly to the
Department’s new Strategic Plan;

e Implemented the Department’s investment review process to ensure program cost, schedule and performance
accountability measures are in place and enforced; that the Department’s programs are not duplicative; and that all
programs support the Department’s goals and objectives;

e Established the Department’s Planning Programming Budgeting System to ensure program requirements are properly
planned and identified; align with the Department’s mission and goals; and have measurable performance outcomes
that are key to the success of the organization;

e Developed a comprehensive Department of Homeland Security budget process based on strategic priorities and
performance, and provided individual program and budget guidance for development of the fiscal year 2005
performance budget;

e Strengthened the link between budget and performance with a Performance Budget Overview for inclusion in the
Congressional Justification to the Presidents Budget. This overview directly links each program’s budget request to long
and short-term performance target;

e Launched the Resource Management Transformation Initiative; and

e Developed an understanding among program managers of performance budgeting in a five-year perspective by
conducting training at organizational entities. This resulted in better long range thinking in resource requests and
thinking ahead in the initial development of the fiscal year 2005 budget.

OMB's final progress score for budget and performance integration in fiscal year 2003 is green for success. We are focused on
building a long-term comprehensive program review process that will align resources to programs that meet the Department’s
priorities, support our objectives, demonstrate accountability, are performance driven and have identified long-term benefits.

In conclusion, the Department embraces the President’s Management Agenda and is committed to establishing a high level

of maturity in our financial, business and performance evaluation processes. We are working to implement next generation
concepts that will serve as a model for the Federal Government.
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Performance Highlights

Highlights of the Department of Homeland Security’s performance during fiscal year 2003 are provided below. These highlights
have been taken from the measures of agencies transferred into the Department, and are reported based on 12-month actuals.
A detailed description of these measures is contained in Part Il - Performance Information. We will evaluate all hold-over
performance measures as candidates for the new department measures that are aligned with the goals in the Strategic Plan.

e The Department met its goal of obtaining a 94 percent data sufficiency rate in the Advanced Passenger Information
System (APIS), the primary database that Customs uses to target suspect or high-risk passengers, while facilitating
the flow of law-abiding travelers through the clearance process. APIS supports the Department’s commitment to
protecting our homeland from acts of terrorism and reducing its vulnerability to the threat of international terrorists. The
Department’s fiscal year 2005 goal is to obtain a data sufficiency level of 99.1 percent.

e Infiscal year 2003 the Department created a new goal to move legitimate cargo and people efficiently. The Department
met its fiscal year 2003 target level of 99.8 percent of vehicles approaching the land ports-of-entry that comply with
laws, rules, regulations, and agreements enforced by the United States Customs Service. A target of 99.9 percent
compliance is set for fiscal year 2005.

e In support of the Department’s goal to move legitimate cargo and people efficiently, the Department met its target
of ensuring that 93 percent of sea-containerized cargo was transported using Customs-Trade Partnership Against
Terrorism (C-TPAT) carriers. The C-TPAT program improves oversight of trade security and provides a cadre of anti-
smuggling experts dedicated to training, outreach and security verification. This program protects the United States
by working closely with industry and major importers who transport goods over land and sea borders. A target of 94
percent is set for fiscal year 2005.

e Inthe seven months since the Department’s creation, the Department met its goal of contributing to a safer America by
prohibiting the introduction of the illicit drugs cocaine and marijuana into the United States. In fiscal year 2003, 19,298
kilograms of cocaine, and 321,745 kilograms of marijuana were seized at ports of entry or in the maritime domain by,
or with the participation of, U.S. Customs and Border Protection officers and/or the United States Coast Guard (USCG).

e The Department met its goal of removing 61 percent of aliens who have received an order of removal from an
immigration judge. This target percentage estimates that 220,000 final orders were issued in fiscal year 2003, and is
shown as the percentage of aliens removed as a result of final orders issued. A long-term target of 100 percent is set for
fiscal year 2009.

e The Department met its goal of obtaining 57.2 percent enforcement consequences based on preliminary data on
closed cases in the year. Enforcement consequences are defined as arrests, indictments, conviction, seizure, fine or
penalty for cases completed by the United States Immigration and Customs Enforcement Office of Investigations. This
is a new performance measure that was developed to include the new investigative roles resulting from the merger
of the Customs and Immigration and Naturalization Service Offices of Investigations and supports the Department’s
reasonability of protecting the American people, property and infrastructure from foreign terrorists, criminals, and other
people and organizations who threaten the United States. The Department goal is to increase the percentage of cases
that have an enforcement consequence to 57.6 percent by fiscal year 2005. Within approximately six to nine months
the means to provide final accurate reliability rates will be in place.
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e The Department successfully met and exceeded its target number of 500 communities taking or increasing actions
to reduce their risk from natural or man made disasters. In fiscal year 2003, the Department documented that
750 communities took actions to reduce their risk through conducting pre-disaster mitigation activities; joining or
increasing their rating in the Community Rating System; joining the National Flood Insurance Program; participating in a
Cooperative Technical Partnership; or implementing post-disaster mitigation projects. The Department’s long-term fiscal
year 2009 goal is to maintain a level of action consistent with its fiscal year 2003 target.

e The Department met its goal of achieving a 20 percent overall measurable reduction to the threats faced by federal
facilities, accomplishing a 49.57 percent actual reduction for fiscal year 2003. To achieve this, the Department
periodically conducted Building Security Assessment surveys on federal buildings within the Department’s control.
These surveys provided Department decision makers a means of identifying and evaluating threats to the federal
workplace and of assessing program efficiency in reducing these threats. The Department will continue to use these
surveys to develop threat indices, prioritize buildings based on vulnerability and make the necessary adjustments
to mitigate potential threats. The Department’s overall long-term goal is to achieve a 40 percent overall measurable
reduction to the threats faced by federal facilities by fiscal year 2009.

e The USCG exceeded its goal of saving 85 percent of mariners in imminent danger despite the continuing challenges of
untimely distress natification, incorrect reporting of the distress site location, severe weather conditions and distance
to the scene. To overcome these obstacles, the Department is modernizing and improving its Maritime 911 emergency
distress and response system (Rescue 21); increasing personnel and training for its Search and Rescue program; and
identifying and replacing non-standard boats. The Department’s long-term fiscal year 2009 goal is to save 88 percent
of mariners in imminent danger. In addition, the USCG aggressively supported Homeland Security by maintaining more
than 115 security zones; conducted 36,000 air patrols and 8,000 vessel boardings. The Coast Guard interdicted over
6,000 undocumented migrants attempting to enter the country illegally by sea. Recapitalizing the Coast Guard’s aging
assets and infrastructure via the Coast Guard’s performance-based Deepwater acquisition project will be vital to our
nation’s maritime security, which includes over 95,000 miles of coast.

e The Department met its goal of restricting counterfeit money being circulated to under $74 per $1 million of genuine
United States currency, limiting the ratio of counterfeit notes passed on the public to only $58.00 per $1 million of
genuine currency. The Department is committed to reducing loses to the public that are attributable to counterfeit
currency which threatens the integrity of our currency and the reliability of financial payment systems worldwide. The
Department’s long-term fiscal year 2009 goal is to maintain this level of enforcement.

e The Department met its goal of preventing at least $1.5 billion in loss attributable to financial crimes. This was achieved
through conducting criminal investigations that resulted in the intervention or interruption of criminal ventures, which
prevented $2.5 billion in loss attributable to financial crimes. The Department is committed to reducing losses to the
public that are attributable to financial crimes and identity theft. The Department’s long-term fiscal year 2009 goal is to
maintain this level of enforcement.

e The Department met its target of providing incident-free protection for the Nation’s leaders, other protectees and
visiting world leaders. The Department evaluated protective-related intelligence on groups, subjects and activities
that pose threats to protected individuals, facilities, or events. Utilizing this intelligence, the Department was able
to maintain the efficiency of its protective operations without compromising the security of protectees, facilities and
events. As there is no acceptable error rate for this measure, the Department’s long-tem goal is to maintain a level of
100 percent protection.
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Entities that were transferred to the Department of Homeland Security had performance measures already developed for some
programs when they came to the Department. Those measures and their performance goals were reviewed and some will
continue to be used going forward. In other cases, better measures are superseding the legacy measures. Those that are being
considered to be carried forward are reported herein.

Other entities were newly created within the Department of Homeland Security. Being new, those entities had not developed
measures for fiscal year 2003. During fiscal year 2003, we have created performance measures for fiscal year 2004 that will be
reported in the fiscal year 2004 Performance and Accountability Report. During 2003, the Department has:
- Embraced the President’s Management Agenda;
- Taken steps to create a high-performing organization that serves as a model for the Federal Government;
- Established and implemented an organizational structure to bring together 22 federal agencies into a single
integrated chain of command;
- Identified processes critical to achieving the Department of Homeland Security’s mission and developed a plan to
fill identified gaps;
- Developed an information architecture that allows for rapid flow of critical information and supports electronic-
government principles; and
- Integrated 180,000 people from 22 separate federal agencies into the newly formed Department of Homeland
Security.

Total Measures Targets Met Targets Not Met Other (Not Available)
47 33 11 3
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Financial Highlights

The financial information provided in this report is derived from the financial systems and processes used by the agencies that
were transferred into the Department of Homeland Security. We plan to implement a single financial management information
system utilizing commercial off the shelf software and open systems architecture to support common financial processes for the
entire Department. Our goal is to be a model for fiscal responsibility and accountability in the Federal Government.

During fiscal year 2003, 22 agencies were transferred to the new Department of Homeland Security as a result of the Homeland
Security Act of 2002. Note 1 to the financial statements provides details of the effects of the transfers on the agencies financial
statements.

The information provided below presents highlights of the more significant financial statement categories.

Assets

The Department of Homeland Security’s total assets as of September 30, 2003, totaled approximately $44.6 billion. In excess
of 60 percent of these assets are tied to the Department’s fund balance with Treasury. Additional assets are attributable to the
Department’s investments and their related interest; advances and prepayments; tax trade receivables; operating materials and
stockpile; and property, plant and equipment.

Liabilities

As of September 30, 2003, the Department of Homeland Security’s liabilities totaled $36.7 billion. Over 65 percent of this
was attributed to the Department’s Military Retirement System. Other liabilities incurred by the Department included amounts
transferred to the General Fund of the Treasury; accounts payable; claims and claims settlement expenses; deferred revenue
and advances from others; accrued payroll and benefits; injured domestic industries; and miscellaneous expenses.

Net Cost of Department of Homeland Security Operations

The net cost of operations for the Department of Homeland Security for the seven months ended September 30, 2003 totaled
$21.5 billion. The net cost of operations is reported by the Department’s directorates and other sub-organizations, to include
the Border and Transportation Security Directorate; Emergency Preparedness and Response Directorate; Information Analysis
and Infrastructure Protection Directorate; Science and Technology Directorate; United States Coast Guard; United States Secret
Service; United States Citizenship and Immigration Service; and Departmental Operations and other activities. While the 22
legacy agencies were not officially transferred to the new Department until March 2003, the responsibility segments displayed
on the Department’s Consolidated Statement of Net Cost represent a fair approximation of the distribution of the Department
of Homeland Security’s Operational Costs, and include a breakdown of gross costs and earned revenue for each directorate and
sub-organization.

Custodial Revenue

The Department of Homeland Security’s net collection activity for the seven months ended September 30, 2003 totaled
approximately $13.2 billion. Total net revenue collected by the Department on behalf of the Federal Government included
various taxes, primarily duties on imported goods, user fees, fines and penalties, and other revenue.

The estimated total net underpayment for fiscal year 2003 was $170 million, representing a Revenue Gap of 0.73 percent.
These figures represent revenue collected for the entire fiscal year, but only for the segment of Customs and Border Protection
(CBP) known as legacy Customs.

The Revenue Gap is the measure of import duties actually collected by CBP versus projected duties had all goods been
entered in full compliance with U.S. trade laws, regulations and agreements. The Revenue Gap is used by CBP, along with
trade compliance data, to assess areas that can be targeted for improved compliance and to support informed and enforced
compliance activities within the trade community.
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Management

Improving our nation’s security requires the collective management and leadership skills of the federal, state, local and tribal
governments and the private sector. As the General Accounting Office noted, the implementation and transformation of the
Department of Homeland Security is a high-risk endeavor. The Department’s unprecedented size, scope, complexity and
importance are unparalleled in our history. Initial success depends not only on superb management, but also on setting the right
priorities, selecting the right people and building strong partnerships. The Department’s Strategic Plan provides the foundation
for our efforts. We have established an overarching framework for implementation as part of our Future Years Homeland
Security Program. This results-oriented management approach ties together strategy, organizational structure, operations and
culture and guides the formulation of our budget.
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During 2003 our management emphasis was concentrated in the following areas:

Setting Priorities

¢ Engaging in a strategic planning process that involves stakeholders in the assessment of internal and external
environments and alignment of activities, core processes and resources to support mission-related outcomes;

¢ Organizing and aligning the structure and processes of the Department to be consistent with the goals and objectives
established in the Strategic Plan;

¢ Consolidating and reorganizing multiple mission areas and field office operations to make them more effective and
efficient;

e Setting performance objectives and milestones consistent with our strategic goals and objectives;
¢ Implementing an effective performance management system to ensure accountability throughout the Department;

e Establishing an integrated enterprise-wide information management and technology infrastructure to transform our
capabilities and capacity to share and act upon quality information and knowledge in a timely manner;

e Establishing Department-wide integrated financial management processes, procedures and systems; and

¢ Establishing strong management systems and controls to ensure integrity in contracting, including competitive and
strategic sourcing initiatives, to improve the effectiveness and efficiency of agency operations and delivery of services to
the American people.

Selecting People

* Developing a human capital strategy consistent with our unique statutory authority to recruit, retain and reward a
talented and motivated workforce that has the core competencies needed to achieve our mission, goals and objectives;
and

* Developing a strategy to make maximum use of the collective body of knowledge from agencies that have been brought

together as a result of this consolidation.

Building Partnerships

* Developing and maintaining relationships with our partners across federal, state, local, tribal and international
governments, as well as the private sector and academia; and

* Engaging in proactive communications with our employees as well as our stakeholders, partners and the American
people.
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Integrity

This section provides a description of the Department of Homeland Security’s material weaknesses as they relate to the
following;:

* Federal Managers’ Financial Integrity Act of 1982
* Federal Financial Management Improvement Act of 1996
* Federal Information Security Management Act of 2002

Many of the material weaknesses identified transferred with the agencies into the Department. Others are newly identified
deficiencies that directly result from the consolidation of 22 separate agencies into one unified organization. This section
contains our plans to resolve shortfalls, and identifies planned corrective actions and target completion dates.
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Integrlty — Implementing the Federal Managers’ Financial Integrity Act and Federal Financial
Management Improvement Act

In accordance with guidance issued by the Chief Financial Officer, each organizational element was instructed to conduct
reviews of management controls pursuant to Section 2 of the Federal Managers’ Financial Integrity Act (FMFIA) and to furnish
an assurance statement with respect to compliance with management control requirements presented in Section 5 of the Office
of Management and Budget (OMB) Circular A-123, Management Accountability and Control. Each organizational element

was also instructed to assess conformance of its financial management systems with the principles, standards and related
requirements outlined in Section 7 of OMB Circular No. A-127, Financial Management Systems.

Assessments were outlined by using a variety of information sources. These include reviews of financial information
classification structure, audits of financial statements conducted pursuant to the Government Management Reform Act of
1994, Inspector General and General Accounting Office reports, program evaluations, and other reviews and reports, as
described by Chief Financial Officer guidance. Upon evaluation of the Section 2 and 4 submissions, and other supplement
sources of information, the Secretary acknowledged weaknesses in internal controls and financial management systems,
however they do not impair the Department’s ability to fulfill its mission, and except for those weaknesses, provided reasonable
assurance that Department systems, taken as a whole, do meet the objectives of the FMFIA. Reporting these weaknesses
reflects positively on the Department’s commitment to recognize and address problems.

The Department organizational elements inherited 18 material weaknesses from the 22 agencies that transferred into the
Department. The Department made significant progress in resolving many of these inherited weaknesses. There are some
material weaknesses remaining as well as several new weaknesses identified during the fiscal year 2003 audit, however,
these issues considered together do not affect the Department’s ability to perform missions and functions with efficiency
and accuracy. Notwithstanding, the Department continues to carefully monitor the correction of auditor identified reportable
conditions and management identified challenges in all component financial management systems.

Weaknesses in controls that affect full compliance with the Section 2 objectives of the FMFIA were cited by the following
organizational elements:

¢ Tracking of overstay population of illegal aliens in the United States by the United States Immigration and Customs
Enforcement (ICE);

¢ Identification of deportable criminal aliens at ICE;

¢ Qutdated Inspector Field Manuals at the United States Customs and Border Protection (CBP);

¢ Development of a Secure Electronic Network for Traveler’s Rapid Inspection (SENTRI) at CBP;

¢ Development of an INS Passenger Accelerated Service System (INSPASS) at CBP;

¢ Enhance Automated Commercial system at CBP;

¢ Nonconformance in information technology system logical access and software maintenance security controls at CBP;

¢ Inability to timely restore critical systems in case of disaster or disruption of business operations at CBP;

¢ Lack of controls over the laws and regulations regarding the entry process at CBP;

¢ Nonconformance involving information security controls at Emergency Preparedness and Response (EP&R);

¢ Administration of the Contract Screener Program at the Transportation Security Administration (TSA); and

¢ Lack of major contract oversight at TSA.

The 2003 financial statement audit cites weaknesses in accounting and reporting practices involving multiple organizational
elements:

e Accounting for actuarial liabilities at the United States Secret Service (USSS);

¢ Information technology general controls at all Bureaus within the Department of Homeland Security;

¢ Financial Reporting systems and related policies and procedures at CBP, CIS, ICE, TSA, EP&R, USCG and the
Department of Homeland Security;
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e Accounting for property, plant and equipment at TSA and USCG;
* Accounting for operating materials and supplies at USCG; and
e Accounting for post-employment liabilities at USCG.

The Department is committed to aggressively resolving all material issues identified by the auditors. While the weaknesses do
not rise to the level required for reporting to the President and the Congress, completing needed financial system and control
improvements is a Department priority, closely monitored by senior management.

The Department of Homeland Security is not currently subject to the requirements of the Chief Financial Officers Act of 1990
and, consequently, is not required to comply with the Federal Financial Managers’ Improvement Act of 1996 (FFMIA). However,
we have included financial management information systems and federal accounting deficiencies related to FFMIA, and

our organizational elements are focusing on improvements to their management systems that fall short of compliance.
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Integrlty — Implementing the Federal Information Security Management Act

The Federal Information Security Management Act (FISMA) requires that agencies protect information and information systems
from unauthorized access, use, disclosure, disruption, modification or destruction in order to provide integrity, confidentiality and
availability. The Department provided a report as required by the Office of Management and Budget (OMB) Memorandum
M-03-19 that included the results of our risk assessments; outlined our security policies and procedures; summarized our
system security plans; explained our training programs; summarized the results of annual testing and evaluation; reported
security incidents; and explained our plan to ensure continuity of operations.

For purposes of this report, we have defined significant deficiencies as failure to meet the requirements of FISMA and failure
to substantially comply with related policies, guidance and standards. Specifically, the criteria we used to identify material
weaknesses consists of the following:

Merits the attention of the Secretary, the President, or Congress;

Significantly impairs the fulfillment of the Department’s mission;

Deprives the public of needed services;

Violates statutory or regulatory requirements;

Significantly weakens safeguards against waste, loss, unauthorized use or misappropriation of funds, property, or other

assets;

Results in a conflict of interest;

e Prevents the Department’s primary accounting systems from achieving central control over agency financial
transactions and resource balances;

e Prevents compliance of the primary accounting system, subsidiary system or program system with OMB Circular A-127
(Financial Management Systems), the Standard General Ledger and the Core Financial Systems Requirements; or

e Results in a significant and recurring misstatement in reports required by OMB or Congress.

We conduct a quarterly review of information technology (IT) security performance measures as part of our program assessment
and evaluation process. Beginning in December 2003, the results of this review will be provided to OMB. In addition, plans of
action and milestones for IT security-related initiatives will be cross-referenced with budget materials we provide to OMB. In
2003, the newly established Department of Homeland Security focused on the realignment of 22 separate Federal agencies
into a single new Department. This is the most comprehensive reorganization of the Federal government in more than a half-
century, and nowhere has this been more evident than in the area of information security. The many challenges associated

with reorganization are directly reflected in the complexity and challenges inherent in creating a single, secure computing
environment. Although in existence for only a few short months, the Department of Homeland Security has already completed
the development of, and is now implementing, a detailed plan for ensuring an effective and statutory-compliant Information
Security Program throughout the Department. The Program has been specifically tailored to migrate the many legacy programs
into a single, consolidated Information Security Program for the future. This plan not only incorporates the best ideas and
capabilities from the 22 federal agencies that were transferred to the new Department, but also includes best practices from the
broader information security community. In fiscal year 2004, these will be identified and assigned to the appropriate directorate
for correction, and remediation monitored by a Departmental compliance program. The tables below summarize known
information security-related material weaknesses at both the Department and component levels. The Department of Homeland
Security Chief Information Officer has begun identifying all existing IT material weaknesses transferred from the agencies to the
Department. We will continue to identify outstanding material weaknesses through a Department-level compliance program and
quarterly reviews of our IT security performance, and will document the results of our findings in reports to OMB.
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Department-Level Material Weaknesses That Remain at the End of Fiscal Year 2003

Program Management Minimal capabilities exist in establishing overall security 30 September 2004
and Integration program management and governance function under the Chief
Information Security Officer (CISO). The Department is working
hard to integrate the legacy security program areas within

the CISO. We are developing an acquisition strategy, detailed
project plans, performance measures and metrics to facilitate
consolidation efforts.

Compliance and The Department has limited tracking, evaluation and reporting 30 September 2004
Oversight tools necessary to provide oversight over the Department’s
information security efforts to ensure compliance with FISMA
requirements and other Federal and Department of Homeland
Security information security policies and standards. The Program
will assess and evolve the existing manual process for developing
metrics and design and implement an automated process

to gather the necessary metrics needed to evaluate overall
compliance in support of a balanced scorecard and will provide
comprehensive FISMA compliance tracking. The Department

will standardize the use of self-assessments as contained within
the National Institute of Standards and Technology Special
Publication 800-26: Security Self-Assessment Guide for Information
Technology Systems. We will create a Department-wide automated
risk assessment capability with “Trusted Agent FISMA” tool and
an automated Certification and Accreditation Process including
Systems Security Plan management.

Security Architecture We have insufficient technologies in place to support an 30 September 2004
enterprise architecture and the security architecture needed

to achieve the Department’s mission. We are in the process

of developing and implementing an architecture “trust model”

to identify specific mechanisms that are necessary for the
Department to respond to specific threats. It will formalize a
threshold for risk, support the risk analysis process and attenuate
discovered risks. We are working to integrate security profiles into
the Technical Reference Model of Enterprise Architecture and will
design a notional systems-level information security architecture.
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Continuity Planning for The Department has insufficient resources, processes, policies 30 September 2004
Critical Department and guidelines in place to ensure the identification, protection
Assets and continuity of services to reduce the Department’s

vulnerabilities and risks and to sustain mission-critical functions
in the event of a man-made or natural disaster. We have
established a Critical Infrastructure Protection (CIP) Program, to
ensure the identification, protection, and continuity of services
to support the homeland security missions of the United States.
A Department CIP policy has been developed and a CIP Working
Group has been established. This group will continue to develop
CIP guidance and policy for the Department. We will complete
development of new and expanded executive agent Continuity

of Operations and Continuity of Government plans, policies and
procedures to address changing conditions and capabilities. We
will establish and conduct integrated Continuity of Operations and
Continuity of Government training, testing and exercise programs
for all hazards. A Department-wide Project Matrix review will be
performed to identify all critical information security assets.
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Component Level Material Weaknesses That Remain at the End of Fiscal Year 2003

Emergency The agency identified eight material These material weaknesses were identified | In fiscal year
Preparedness weaknesses in policies, procedures in fiscal year 2000 and due to be remedied | 2004, these will
& Response and practices. Deficiencies included: in fiscal year 2003. They were not resolved be identified
(EP&R) (1) system security program; (2) due to budget constraints. In addition, and assigned to

security control implementation; (3) EP&R could not identify if all weaknesses the appropriate

contingency planning; (4) computer exist for any of the remaining components directorate for

security education and awareness; apart from the Federal Emergency correction.

(5) personnel security; (6) risk Management Agency. EP&R has developed

management; (7) security life cycle a Plan of Action and Milestones (POA&M)

management; and (8) certification and | to identify critical milestones for corrective

accreditation. actions and is tracking to ensure the timely

resolution of deficiencies.
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Financial Information

Message from the Under Secretary for Management

February 2004

The creation of the Department of Homeland Security presents an opportunity to model management
excellence by effectively and efficiently managing resources to deliver measurable results. Just as the
Department has consolidated border and transportation security functions, merged response activities,
integrated terrorist threat intelligence and coordinated homeland security research and development
efforts, so too we must work with equal vigor to transform our business practices and integrate our
financial systems. Over the past year we have:

* Managed a divestiture of 22 organizations, which were spun off from 10 different federal Departments: Agriculture,
Commerce, Defense, Energy, Justice, Transportation, General Services Administration (GSA), Treasury, Health and
Human Services (HHS) and Federal Emergency Management Agency (FEMA).

e Transferred almost $45 billion in assets, $36 billion in liabilities and more than 180,000 employees to the Department
in March 2003 with no diminution of mission execution or operation.

e Established a support services plan based upon the most effective, efficient and least cost solution to provide services
across the enterprise, including a shared services arrangement for three of our largest bureaus whereby one bureau
is the service provider for all three in various mission support areas. This reduces bureaucracy and capitalizes on best
practices.

» Established a Department-wide approach to acquiring goods and services - ensuring the best value for our dollar. We
consolidated 22 different human resource servicing offices down to 7 and consolidated 271 processes associated with
administrative services, such as mail management and printing and graphics, down to 103.

* Consolidated accounting business lines previously provided by the Departments of Commerce, Defense, HHS, Justice,
Agriculture and the GSA. This streamlining of financial management functions reduced the number of financial
management centers from 19 to 10. The Department now can more readily access bureau financial data, conduct
Department-wide financial analyses, and make sound financial decisions.

* Consolidated bankcard programs throughout the Department from 27 to 3, and moved to a daily billing and payment
system which will double the amount of rebates received Department-wide.

* Initiated a future years homeland security program planning process that will align resources to programs that meet
the Department’s priorities, support our objectives, demonstrate accountability, are performance driven, and have
identified long term benefits. This will ensure resources are wisely used and spending directly supports and furthers the
Department’s mission and provides optimal benefits and capabilities to stakeholders and customers.

* Launched an aggressive program to consolidate and integrate business and financial management information
systems.

Although the Homeland Security Act of 2002 waives the requirement for the Department to have a financial statement audit in
2003, the Department subjected its consolidated financial statements to the rigor of an independent audit only three months
after its inception. This was done to establish a baseline understanding of the financial management strengths and weaknesses
throughout the Department. This also positions the Department to pursue a full-scope audit on its consolidated financial
statements in fiscal year 2004—less than two years from inception of the Department.

The Department’s component organizations inherited 18 material weaknesses from the 22 organizations that transferred
into the Department. In fiscal year 2003, the Department made significant progress in resolving many of these weaknesses.
Notwithstanding, the Department continues to carefully monitor the correction of auditor identified reportable conditions and
management identified challenges in all component financial management systems.
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While weaknesses in internal controls and financial management systems do exist, they do not impair the fulfillment of the
Department’s mission, and except for those weaknesses we are able to provide reasonable assurance that our management
controls and financial systems, taken as a whole, meet the objectives of sections 2 and 4 of the Federal Managers’ Financial
Integrity Act (FMFIA). Our organizational elements are actively pursuing major improvements to their financial management
systems. | believe that reporting these weaknesses reflects positively on our commitment to recognize and address problems.
Also toward this end, | will continue to use the FMFIA as a tool for holding the Department’s management team accountable for
achieving defined and measurable goals.

Although our successes to date provide a solid foundation for our efforts to set a standard of excellence in federal financial
management, much remains to be done. Guided by the President’s Management Agenda, we will:

* Increase effectiveness and efficiency by delivering to decision makers financial information that is timely, reliable and
accurate;

* Strengthen financial accountability by ensuring that internal controls are in place across the Department and that
appropriate oversight reviews are conducted; and

¢ Significantly reduce costs and increase effectiveness by further consolidating functions, integrating information systems
and designing business and financial processes using best business practices and benchmarking to guide our efforts.

We have set ambitious goals and high standards of achievement, and are moving aggressively to make the vision of excellence
in federal financial management a reality.

Sincerely,

Janet Hale
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Introduction

The following financial statements have been prepared to report the consolidated financial position as of September 30, 2003,
and results of operations of the Department of Homeland Security for the seven months then ended. These statements have
been prepared from the books and records of the agencies that transferred into the Department upon its establishment and
were prepared in accordance with the methods and formats prescribed by the Office of Management and Budget in Bulletin 01-
09: Form and Content of Agency Financial Statements. These statements consist of the following sections:

¢ Consolidated Balance Sheet - provides information on assets, liabilities and net position similarly to balance sheets
reported in the private sector;

¢ Consolidated Statement of Net Cost - reports the components of the net costs of the Department’s operations
during the seven months ended September 30, 2003, and consists of the gross cost incurred by the Department less
any revenue received from our activities;

¢ Consolidated Statement of Change in Net Position - reports the beginning net position, the transactions that
affected the net position during the seven months ended September 30, 2003, and the ending net position;

« Combined Statement of Budgetary Resources - provides information on how budgetary resources were made
available and their status during the seven months ended September 30, 2003, and at the end of the fiscal year 2003;

¢ Consolidated Statement of Financing - reports the relationship between budgetary transactions and financial
transactions; and

« Statement of Custodial Activity - reports the net custodial revenue received by the Department, along with sources
and disposition of collections.

These statements are not presented on a comparative basis since the Department was initially established during the period
being reported. The Department’s Inspector General engaged the independent public accounting firm of KMPG LLP to audit
these financial statements.

32

Performance and Accountability Report




Financial Information

Inspector General’s Report

DEPARTMENT OF HOMELAND SECURITY

Office of Inspector General
Washington, DC 20528

December 31, 2003

MAJOR MANAGEMENT CHALLENGES FACING
THE DEPARTMENT OF HOMELAND SECURITY

During its first nine months of existence, the Department of Homeland Security (DHS) has faced the challenge of effectuating
the largest reorganization of the federal government in more than half a century, and creating the third largest Cabinet agency
with the critical, core mission of protecting the country against another terrorist attack. While DHS has made progress, it still has
much to do to establish a cohesive, efficient, and effective organization.

The Office of Inspector General (OIG) has identified the areas listed below as “major management challenges” facing the
department. This list will be used in setting DHS OIG priorities for audits, inspections, and evaluations of DHS programs and
operations. This is the second such assessment we have issued since the establishment of the department, and we will
continue to issue these assessments on an annual basis.

CONSOLIDATING THE DEPARTMENT’S COMPONENTS

Perhaps the biggest challenge facing DHS is integrating 22 separate components into a single, effective, efficient and
economical department with about 180,000 employees. DHS has several integration efforts under way that OIG will monitor and
assess on an ongoing basis. For example, according to DHS management, a total of over 350 different management processes,
some of which were duplicative, have been reduced to 130. Similarly, the department has reduced from over 2500 in Fiscal
Year (FY) 03 to roughly 600 the number of services that are provided under Memoranda of Understanding (MOUs) with non-DHS
providers. The services, formerly supplied under these MOUs and now supplied by DHS, include payroll, mail, personnel security,
and other critical services.

Further, one of the top priorities of the department was to integrate specific functions to enhance efficiencies and create
greater accountability in one seamless border service. For the first time in the country’s history, all agencies in the United States
government with significant border responsibilities have been unified into one agency of our government.

DHS also reports that, using a “shared services” model, it has realigned over 6000 support services employee slots (both
government and contractor) from the legacy U.S. Customs Service and the Immigration and Naturalization Service (INS) to
support the 68,000 employees of the Customs and Border Protection (CBP), Immigration and Customs Enforcement (ICE), and
Citizenship and Immigration Services (CIS) bureaus.

The department has deployed information technology (IT) systems to allow DHS employees to communicate internally and for
the American public to communicate with the department, including headquarters network and email systems, intranet, and
internet sites.

DHS has developed human resources (HR) policies and practices that enabled directorates and headquarters organizations to
begin building their staffs. In addition, DHS assembled a design team, composed of DHS managers and employees, HR experts
from DHS and the Office of Personnel Management (OPM), and representatives from the department’s three largest unions, to
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study and prepare options for transforming the department’s HR system and finalizing the policy for the new HR management
system in alignment with the unique mission of the department.

The department has also established a Strategic Sourcing Group (SSG) to implement a DHS-wide approach to acquiring goods
and services. The SSG has established commodity councils that are working to identify the department’s needs for each
commodity and to develop more efficient purchasing mechanisms to meet those needs. The total number of commodity councils
established thus far is 17, covering such items as office supplies, copiers, weapons and ammunition, uniforms, and electricity.
Also, DHS has established a Resources Management Transformation Office to oversee the development of an integrated
financial management system for use department-wide.

To a great degree, however, the department is still a collection of separate components operating under a common
organizational umbrella. Appropriate plans (including workforce plans), goals, objectives, and meaningful performance
measures must be established as soon as possible to guide the integration process, track progress, and support effective
planning and budget allocation across the full range of DHS’ missions. Efforts to do so are under way. For example, DHS is
implementing a ten-step process to create, validate, and institutionalize measures of effectiveness in critical performance areas.
OIG will monitor this process as it proceeds.

CONTRACT MANAGEMENT

A major challenge for the department is integrating the procurement functions of its component organizations, some lacking
important management controls. For example, during its first year of operation, the Transportation Security Administration
(TSA) relied extensively on contractors to accomplish its mission, while providing little contract oversight. As a result, the cost of
those initial contracts ballooned. TSA is in the process of devising policies and procedures that require adequate procurement
planning, contract structure, and contract oversight.

Other components of the department have some large, complex, high-cost procurement programs under way that need to be
closely managed. For example, CBP’s Automated Commercial Environment project will cost $5 billion, and the Coast Guard'’s
Deepwater Capability Replacement Project will cost $17 billion and take two to three decades to complete. Further, in early
2004, the department will award a contract for the development of an automated system to support the United States Visitor
and Immigrant Status Indication Technology (US-VISIT) program for tracking and controlling the entry and exit of all aliens
entering and leaving the country through air, land, and sea ports of entry. It is anticipated that this will be a multi-billion dollar
program implemented over the next ten years. DHS OIG will be reviewing these major procurements on an ongoing basis. In
addition, DHS recently developed a comprehensive list of department contracts as of March 1, 2003, which OIG is reviewing.

GRANTS MANAGEMENT

DHS manages a variety of grant programs that provide money for disaster preparedness and response and prevention.
Significant shortcomings have been identified in many of these programs in the past, and the potential for overlap and duplicate
funding has grown as the number of grant programs has grown. For example, DHS OIG’s report on the Assistance to Firefighters
Grant Program (OIG-ISP-01-03, September 2003) pointed out that many items authorized for purchase under the program are
also authorized for purchase under the State Homeland Security Grant Program. In addition, preparedness grant programs are
located in different DHS directorates. Having similar grant programs in separate organizations within DHS creates challenges
related to inter-departmental coordination, performance accountability, and fiscal accountability. Furthermore, DHS program
managers have yet to develop meaningful performance measures necessary to determine whether the grant programs have
actually enhanced state and local capabilities to respond to terrorist attacks and natural disasters.

We are currently reviewing the delivery of Office for Domestic Preparedness first responder grants to states and local

jurisdictions to identify problems in getting funds to first responders in a timely manner. In FYO4, we will conduct audits of
individual states’ management of first responder grants and analyze the effectiveness of DHS’ system for collecting data on
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state and local governments’ risk, vulnerability, and needs assessments. We will also continue our audits of the department’s
disaster relief programs.

FINANCIAL MANAGEMENT
Integration and Reporting

The most immediate financial management challenge for DHS has been the integration of the financial operations of its 22
components and the creation of its own central financial management processes. This process is ongoing. At the same time,
the department must seek longer-term solutions to serious financial system problems inherited from legacy agencies. Finding
the systems to correct these longstanding problems, but which also optimize DHS’ financial operations, is a huge challenge. The
Chief Financial Officer has established a working group to address this matter.

Although the department has many financial reporting requirements, one of the most notable will be its Performance and
Accountability Report, which will include DHS'’ first set of audited financial statements. The mid-year creation of DHS with a
full year transition period thereafter created special one-time circumstances that should, for the most part, not be repeated in
FY 2004. DHS will then be able to provide additional focus on its consolidation efforts and on improving its financial reporting
processes.

Revenue Collection

Annually, CBP collects more that $22 billion in duties, excise taxes, fines, penalties and other revenue. With regard to one kind
of such revenue, the Treasury OIG conducted a review of CBP’s international mail operations and found that information on
values from the mail declarations is often inaccurate and reliance on such information has resulted in CBP’s losing revenue. The
results of a CBP mail revenue survey for fiscal year 2001 showed that CBP loses an estimated $494 million per year based on
examination of the contents of parcels.

Also, both ICE and CIS perform a key revenue generating role in collecting and accounting for the more than $2 billion in
application fees from non-citizens seeking entry into the U.S. In fulfilling its mission, CIS processes millions of actions and
requests that are documented in paper files. The systems that track these applications are non-integrated, and many are ad
hoc. As a result, CIS has had to halt normal business operations for up to two weeks in past years in order to determine and
report deferred revenue. Deferred revenue is a financial measure of pending applications and is material to DHS’ accurate
financial statements. The challenge for CIS is to move from paper based and non-integrated processes to an integrated case
management system, which CIS is in the process of doing.

Further, CBP is responsible for collecting user fees from air passengers arriving in the U.S. The fees are designed to pay for the
costs of inspection services provided by CBP, which now includes the INS and the Animal and Plant Health Inspection Service
(APHIS) inspection processes. Between FYs 1998 and 2002, the former U. S. Customs Service collected $1.1 billion from the
airlines. Now that CBP’s inspection workforce has expanded to include INS and APHIS inspection services, it is important that
CBP ensure that revenues collected are accounted for and are adequate to cover the costs of services provided. In addition, the
TSA is required to impose a fee on airline passengers. This fee is designed to pay for the costs of providing civil aviation security
services provided by screening personnel, federal air marshals, and equipment. OIG plans to conduct audit activity during FYO4
that will address these issues.

HUMAN CAPITAL MANAGEMENT

The Homeland Security Act gave DHS special authorization to design a human capital management system that fits its unique
missions. As noted above, on April 1, 2003, the department announced that it would assemble a team of diverse employees
from across the department and representatives from OPM and major unions to design a new human capital management

Performance and Accountability Report 35




Financial Information

system for the department’s approximately 180,000 employees. This team developed a range of options for pay and
classification, performance management, labor relations, discipline, and employee appeals that were presented to the Secretary
and the Director of OPM. The decisions of the Secretary and the Director will be published as proposed regulations. These new
regulations will dramatically affect not only DHS employees, but also, at least potentially, the entire civilian workforce, as the
DHS system will likely be considered a model for civilian personnel programs government-wide.

BORDER SECURITY

CBP and ICE share responsibility for ensuring the security of the U.S. borders. CBP’s focus is on security at and between

the ports of entry along the border, and it is responsible for enforcing customs and immigration laws, with emphasis on the
movement of goods and people. Employees from the former Customs Service, INS, APHIS, and the Border Patrol work together
to accomplish this mission. ICE’s focus is on enforcement of immigration and customs laws. The inspectors and agents place
heavy reliance on various information systems and high technology equipment to secure the borders against terrorists, weapons
of mass destruction, illicit narcotics, and other illegal activity. Prior to DHS’ establishment, OIGs at both the Departments of
Justice (DOJ) and Treasury, as well as the General Accounting Office, identified numerous deficiencies in the systems used to
track aliens, and in the deployment, use, and operational effectiveness of the equipment used to meet the border security
mission. To a great extent, these challenges remain.

Specific challenges include the following:
Entry/Exit Tracking

DHS has no effective system to determine whether non-citizens who legally enter the country subsequently leave it. Many aliens
enter under temporary visas and then fail to leave after their visa expiration date (“visa overstays”). Prior efforts to track these
visitors have proved to be ineffective. The US-VISIT system is intended to solve the problems that have plagued previous efforts.
DHS OIG will monitor the system’s establishment and independently assess its effectiveness.

Student Visa Tracking

DOJ developed and fielded the Student and Exchange Visitor Information System (SEVIS), an automatic tracking system
designed to improve the monitoring of foreign students while in the United States. DOJ OIG identified computer difficulties SEVIS
experienced, and serious shortcomings in the school accreditation process. Recent statements from various higher education
officials indicate that problems persist.

Interior Enforcement/ Detection

Apprehension, detention, and removal of illegal aliens is a key DHS interior security enforcement responsibility. ICE uses several
systems to perform its interior security enforcement role. These systems include SEVIS and the National Security Entry-Exit
Registration System (to be replaced by US-VISIT). ICE uses the information the systems generate to locate and remove aliens
who overstay their visas or otherwise violate the terms of their admission. DOJ OIG concluded in a pre-DHS study that, on
average, ICE is deporting only about 13% of all non-detained aliens under final orders of removal. The study also sampled high
risk categories and found that ICE had removed only 6% of aliens with final removal orders who came from countries listed as
sponsors of terrorism. And, only 35% of aliens with criminal records and final removal orders were being removed.

ICE has other interior enforcement responsibilities that include investigating a range of issues like terrorist financing, export
enforcement, money laundering, intellectual property rights violations, preventing the illegal employment of undocumented
aliens, and attacking sweatshops and smuggling enterprises that exploit undocumented aliens.
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The DHS OIG is currently reviewing ICE’s detention of illegal aliens, focusing on whether ICE has sufficient resources and
facilities to house detainees. In addition, we have incorporated other projects into our FYO4 Performance Plan, which will
evaluate the effectiveness of ICE’s Institutional Removal Program and the practices and procedures ICE uses to prioritize aliens
to be detained.

Intelligence Matters

One of the principal objectives behind the establishment of DHS was to centralize in its Information Analysis and Infrastructure
Protection (IAIP) directorate intelligence concerning terrorist threats against the homeland, so as to facilitate analysis and
appropriate follow up action. However, since the establishment of DHS, two even newer entities, the Terrorist Threat Integration
Center, run by the CIA, and the Terrorist Screening Center, run by the Federal Bureau of Investigation (FBI), have been created
that have homeland security related intelligence responsibilities that either overlap with, duplicate, or even trump those of IAIP.
Ensuring that DHS has access to the intelligence that it needs to prevent and/or respond to terrorist threats is, under such
circumstances, an even harder challenge than it would otherwise be.

Moreover, the federal government’s various terrorist watchlists have yet to be integrated into a single one for easy access by
border security officials and law enforcement personnel. DHS OIG is monitoring DHS’ terrorist watchlist integration efforts.

In addition to the foregoing, insufficient staff, slower than anticipated consolidation of administration functions, office locations,
and delayed connectivity with other agency databases and communication systems have further hampered IAIP’s and, therefore,
DHS’ effectiveness with regard to intelligence related matters.

Integrated Fingerprint Systems

CBP uses a two-print fingerprint scanning and automated search system (IDENT) to identify repeat illegal entries by aliens and
to conduct a criminal history check against a limited immigration database. The DOJ has worked for several years to integrate
IDENT with the FBI’s Integrated Automated Fingerprint Identification System, which is a ten-print full criminal history check. This
integration is critical to identifying illegally entering aliens on lookout lists or with criminal histories, but progress has been slow.
According to the latest DOJ OIG report, the initial integrated version is scheduled for deployment this month, two years later than
originally planned.

High Technology Equipment

Since September 11, 2001, CBP has expanded the use of high-technology equipment to search for radioactive materials,
explosives, and chemicals. This equipment, which includes various vehicle x-ray systems, radiation detection systems, and trace
detection systems, permits CBP officials to inspect cargo and conveyances for weapons of mass destruction without having to
undertake the costly and time-consuming process of unloading cargo, drilling through it, or dismantling conveyances.

Treasury OIG concluded that it was unable to determine whether use of detection equipment was meeting legacy U.S. Customs
Service’s goals. According to Treasury OIG, the efficient and effective use and deployment of high-technology equipment could
be improved through decisive management action. The DHS OIG will continue to examine deployment strategies, equipment
utilization, reliability testing, and establishment of performance measures to assess the effectiveness of high technology
equipment in detecting weapons of mass destruction.

TRANSPORTATION SECURITY
Screeners

The Aviation and Transportation Security Act (ATSA), which was enacted as a result of the events of September 11, 2001,
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mandated that TSA hire and train thousands of screeners for the nation’s 429 commercial airports by November 19, 2002.

As a result, TSA hired 62,000 screeners. In the rush to meet the statutory deadline, TSA fell short in a number of areas,
including screener recruitment, training, and performance. While some improvements have been made, further improvements
are necessary to ensure that the flying public is adequately protected from terrorist activity. For example, a recent DHS OIG
undercover audit of screener procedures revealed vulnerabilities and the need for full development of supervisory training
programs. The DHS OIG is evaluating TSA's revised training programs and will continue to monitor TSA’'s progress in improving its
weapons detection performance.

Checking Bags for Explosives

TSA has been largely successful in its effort to implement the ATSA requirement that all checked bags be screened by explosives
detection systems (EDS). Remaining to be done are: (1) deploying such equipment to the remaining airports where alternative
screening methods are in use today; (2) integrating explosives detection systems into baggage handling systems where needed
(at a cost of more than $3 billion); and (3) using research and development funds to develop and deploy more effective and
economical equipment to address current and future threats and risks. DHS OIG is conducting reviews of EDS equipment
deployment, and contract oversight and performance with regard to training, maintenance, and reliability of such equipment.

Maritime Security

Management challenges concerning the implementation of the Maritime Transportation Security Act of 2002 include the
approval and enforcement of about 18,000 vessel, facility, and port security plans to be submitted by all owner/operators by
December 31, 2003, under the guidance of the U.S. Coast Guard. Maritime Security final rules issued by the U.S. Coast Guard
in mid-October 2003 established compliance dates and documentation requirements for owners and operators, who have

until July 1, 2004, to implement vessel and facility security plans fully. The Coast Guard is also responsible for developing Area
Maritime Security Plans, which must be consistent with the department’s National Maritime Transportation Security Plan. These
security plans will contribute to DHS’ efforts to assess facility and vessel vulnerability and in the establishment of security
incident response plans.

As a result of the events of September 11, 2001, seaport security and the cargo that enters into the U.S. at our seaports have
become prominent issues. While CBP has taken positive steps to address the terrorist threat, additional steps are needed.
Treasury OIG found that, to mitigate vulnerabilities at U.S. ports of entry, CBP must strengthen its implementation of security
controls and procedures. Additionally, improvements in staffing, training, and proper record keeping are needed to enhance
targeting effectiveness. Further, the commonality of conditions identified at the ports visited indicated that closer oversight
and direction by Customs headquarters management was needed to ensure that vessel containers were effectively secured,
inspected, and targeted for inspection.

CBP has implemented initiatives to increase the involvement of industry in the area of port security to reduce the vulnerability
of U.S. ports to terrorist activities. These initiatives include the Container Security Initiative (CSl), and the Customs Trade
Partnership Against Terrorism (C-TPAT). Another initiative is to improve the Automated Targeting System by revising rules and rule
weights to enhance capabilities for identifying cargo that might conceal weapons of mass destruction and other implements of
terrorism. DHS OIG is currently reviewing the CBP’s inspection process and conducting an audit of CSI, focusing on the issues
associated with the pre-screening element, such as reliance on inspections of cargo containers conducted by foreign officials.
We also plan to review C-TPAT to determine whether CBP has implemented adequate management controls over the program to
ensure that participants are meeting program requirements and program objectives.

Treasury OIG also found that the significant safety, smuggling, and terrorism risks associated with the importation of hazardous
materials (HAZMAT) require CBP to strengthen its management controls. CBP needs to focus on allocation of HAZMAT resources
and identification of shipments at highest risk for smuggling drugs or becoming implements of terrorism.
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Other Transportation Modes

Appropriately, TSA focused its first year efforts on aviation security. However, ATSA mandates that TSA be responsible for security
in all modes of transportation, including non-aviation modes such as rail, highway, mass transit, cruise lines, and ferries. TSA
has to date given relatively little attention to other modes. TSA is in the process of working on a national security plan that will
address all modes of transportation, and of drafting memorandums of understanding with various Transportation Department
agencies to determine how they will coordinate work in the future. DHS OIG will examine whether TSA devotes appropriate
resources and efforts to non-aviation modes of transportation.

INTEGRATION OF INFORMATION SYSTEMS

Information technology remains a major management challenge for DHS. The Chief Information Officer (CIO) is working to
establish a department-wide IT infrastructure for effective communications and information exchange among DHS employees.
In this context, the CIO is charged with inventorying IT assets, identifying wireless compatibilities, and consolidating hundreds
of redundant systems from the legacy agencies into a modernized, interoperable, and integrated infrastructure that supports
the mission and business processes of DHS. Additionally, operational IT planning and budgeting must align with mission goals,
reflect federal budgetary constraints, and utilize capital asset planning techniques to ensure that the technology portfolio
achieves performance goals with the lowest life cycle costs and with the least risk.

SECURITY OF INFORMATION TECHNOLOGY INFRASTRUCTURE

The security of IT infrastructure is also a major management challenge. As required by the Federal Information Security
Management Act (FISMA), the CIO must develop and implement a department-wide information security management program
that addresses the risks and vulnerabilities facing DHS’ IT systems. As DHS OIG reported in September 2003, based on its
annual FISMA evaluation, DHS has made some progress in establishing a framework for an IT systems security program in the
short time since its inception. However, still more needs to be done. For example, DHS does not have a process to ensure that
all security weaknesses, for both classified and unclassified systems, are identified and remedied. Further, none of the DHS
components has a fully functioning IT security program.
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Independent Auditors’ Report

DEPARTMENT OF HOMELAND SECURITY

Office of Inspector General
Washington, DC 20528

February 13, 2004

MEMORANDUM
TO: The Honorable Tom Ridge, Secretary
FROM Clark Kent Ervin, Inspector General| ¥

SUBJECT:  Independent Auditors’ Report on DHS’ Financial Statements
Audit Report No. 01G-04-10

This memorandum transmits and serves as an executive summary of the Independent Auditors’ Report prepared
by the independent public accounting firm KPMG LLP (KPMG), which audited DHS’ financial statements as of
September 30, 2003, and for the seven months then ended, as required by the Accountability of Tax Dollars Act of
2002.

DHS is to be congratulated on preparing its first set of financial statements for audit, a noteworthy event
accomplished under difficult circumstances. When this audit started in May 2003, DHS was just two months old
and represented one of the largest and most complex reorganizations of the federal government ever. DHS was

still in the process of organizing itself and transferring agencies and programs, and its ability to produce financial
statements was untested. Despite limited staff with many other responsibilities, DHS agreed to accept the challenge
of a financial statement audit even though it added strain to its relatively limited resources. DHS management
agreed with the Office of Inspector General that an audit would establish a solid baseline from which it could plan
for and build good financial management processes. Thanks to this audit, DHS now has that solid baseline for
improvement.

Summary of Auditors’ Opinion
KPMG gave a qualified opinion on the consolidated balance sheet and statement of custodial activity, meaning that,

except for certain items described below, they were presented fairly and free of material misstatements. KPMG was
unable to provide an opinion on the remaining statements for the reasons also discussed below.
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The qualification on the balance sheet related to: (1) the lack of sufficient documentation provided prior to the
completion of KPMG’s audit procedures to support $2.9 billion in property, plant, and equipment at the U.S. Coast
Guard; (2) KPMG'’s inability to observe inventory or otherwise verify $497 million in operating materials and supplies
at the U.S. Coast Guard; and (3) the lack of sufficient documentation provided prior to the completion of KPMG’s
audit procedures to support retirement benefits recorded at $3.3 billion at the U.S. Secret Service and post-
employment benefits recorded at $201 million at the U.S. Coast Guard. Unlike some of the other large bureaus that
came into DHS, the U.S. Coast Guard’s financial statements had never been audited on a stand-alone basis, nor
had they been audited at the level of detail required at DHS. It is not uncommon for a large established agency such
as the U.S. Coast Guard to require additional time to get its processes and systems in place to facilitate a financial
statement audit. The U.S. Secret Service has already started corrective actions related to its retirement benefits.

KPMG was unable to provide an opinion on the consolidated statements of net cost and changes in net position, the
combined statement of budgetary resources, and the consolidated statement of financing for several reasons. First,
several “legacy” agencies (agencies from which component entities or functions were transferred to DHS) submitted
accounting and financial information over which DHS had limited control. Consequently, the auditors were unable to
complete procedures relating to revenue, costs, and related budgetary transactions reported by the legacy agencies
to DHS. In addition, the U.S. Coast Guard was unable to provide sufficient documentation prior to the completion of
KPMG'’s audit procedures to support certain revenues, costs and related budgetary transactions.

Internal Controls

Under standards issued by the American Institute of Certified Public Accountants, “reportable conditions” are
matters coming to the auditors’ attention relating to significant deficiencies in the design or operation of internal
controls that, in the auditors’ judgment, could adversely affect the department’s ability to record, process,
summarize, and report financial data consistent with the assertions of management in the financial statements.
“Material weaknesses” are reportable conditions in which the design or operation of one or more of the internal
control components does not reduce to a relatively low level the risk that misstatements in amounts that would be
material in relation to the financial statements being audited may occur and not be detected within a timely period
by employees in the normal course of performing their assigned functions.

Summary of Material Weaknesses

The following are highlights from the material weaknesses described in the Independent Auditors’ Report.

Financial Management and Personnel: DHS’ Office of the Chief Financial Officer (OCFO) needs to establish financial
reporting roles and responsibilities, assess critical needs, and establish standard operating procedures (SOPs).
These conditions were not unexpected for a newly created organization, especially one as large and complex as DHS.
The U.S. Coast Guard and the Strategic National Stockpile had weaknesses in financial oversight that have led to
reporting problems, as discussed further below.

Financial Reporting: Key controls to ensure reporting integrity were not in place, and inefficiencies made the

process more error prone. At the U.S. Coast Guard, the financial reporting process was complex and labor-intensive.
Several DHS bureaus lacked clearly documented procedures, making them vulnerable to the loss of key people.

Performance and Accountability Report 41




Financial Information

Financial Systems Functionality and Technology: The auditors found weaknesses across DHS in its entity-wide
security program management and in controls over system access, application software development, system
software, segregation of duties, and service continuity. Many bureau systems lacked certain functionality to support
the financial reporting requirements.

Property, Plant, and Equipment (PP&E): The U.S. Coast Guard was unable to support $2.9 billion in PP&E due to
insufficient documentation provided prior to the completion of KPMG’s audit procedures, including documentation
to support its estimation methodology. The Transportation Security Administration (TSA) lacked a comprehensive
property management system and adequate policies and procedures to ensure the accuracy of its PP&E records.

Operating Materials and Supplies (OM&S): Internal controls over physical counts of OM&S were not effective at the
U.S. Coast Guard. The U.S. Coast Guard also had not recently reviewed its OM&S capitalization policy, leading to a
material adjustment to its records when an analysis was performed.

Actuarial Liabilities: The U.S. Secret Service did not record the pension liability for certain of its employees and
retirees, and when corrected, the auditors had insufficient time to audit the amount recorded. The U.S. Coast Guard
also was unable to provide sufficient documentation to support $201 million in post-service benefits.

Transfers of Funds, Assets, and Liabilities to DHS: DHS lacked controls to verify that monthly financial reports and
transferred balances from legacy agencies were accurate and complete.

Other Reportable Conditions

The following are highlights from the Independent Auditors’ Report.

Drawback Claims on Duties, Taxes, and Fees: The Bureau of Customs and Border Protection’s (CBP) accounting
system lacked automated controls to detect and prevent excessive drawback claims and payments.

Import Entry In-bond: CBP did not have a reliable process of monitoring the movement of “in-bond” shipments,

i.e., merchandise traveling through the U.S. that is not subject to duties, taxes, and fees until it reaches a port of
destination. CBP lacked an effective compliance measurement program to compute an estimate of underpayment of
related duties, taxes, and fees.

Acceptance and Adjudication of Immigration and Naturalization Applications: The Bureau of Citizenship and
Immigration Services’ (CIS) process for tracking and reporting the status of applications and related information was
inconsistent and inefficient. CIS did not perform cycle counts of its work in process that would facilitate the accurate
calculation of deferred revenue and reporting of related operational information.

Fund Balance with Treasury (FBWT): The U.S. Coast Guard did not perform required reconciliations for FBWT
accounts and lacked written SOPs to guide the process, primarily as the result of a new financial system that
substantially increased the number of reconciling differences.

Intra-governmental Balances: Several large DHS bureaus had not developed and adopted effective SOPs or
established systems to track, confirm, and reconcile intra-governmental balances and transactions with their trading
partners.
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Strategic National Stockpile (SNS): The SNS accounting process was fragmented and disconnected, largely due to
operational challenges caused by the laws governing the SNS. A $485 million upwards adjustment had to be made
to value the SNS in DHS’ records properly.

Accounts Payable and Undelivered Orders: CIS and the Bureau of Immigration and Customs Enforcement, TSA, and
the U.S. Coast Guard had weaknesses in their processes for accruing accounts payable and /or reporting accurate
balances for undelivered orders.

Status of Prior Year Material Weaknesses

DHS inherited 18 material weaknesses from the former U.S. Customs Service, the former Immigration and
Naturalization Service, the Federal Emergency Management Agency, and TSA. KPMG determined that nine of the
material weaknesses were corrected or partially corrected. The remaining ones were consolidated into the seven
DHS material weaknesses or reclassified to a reportable condition or other matter for management’s attention.

Compliance with Laws and Regulations

KPMG identified weaknesses in DHS’ reporting process for the Federal Managers’ Financial Integrity Act of 1982
and instances of non-compliance with the Federal Information Security Management Act. KPMG also noted
instances where DHS was not in full compliance with Office of Management and Budget Circular A-133, subpart D
-Federal Agencies and Pass-Through Entities and Appendix B, Compliance Supplement.

OIG Responsibility

We contracted with KPMG to audit the financial statements of DHS as of September 30, 2003, and for the seven
months then ended. The contract required that the audit be done in accordance with U.S. generally accepted
government auditing standards, OMB’s bulletin, Audit Requirements for Federal Financial Statements, and the
GAO/PCIE Financial Audit Manual.

In connection with the contract, we reviewed KPMG’s report and related documentation and inquired of its
representatives. Our review, as differentiated from an audit in accordance with U.S. generally accepted government
auditing standards, was not intended to enable us to express, and we do not express, opinions on DHS’ financial
statements or internal controls. Likewise, we cannot and do not express conclusions on DHS’ compliance with laws
and regulations. KPMG is solely responsible for the attached auditor’s report dated January 30, 2003, and the
conclusions expressed in the report. However, our review disclosed no instances where KPMG did not comply, in all
material respects, with U.S. generally accepted government auditing standards.

Attachment
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KPMG LLP
2001 M Street NW
Washington, DC 20036

INDEPENDENT AUDITORS’ REPORT

Secretary and Inspector General
U.S. Department of Homeland Security:

We have audited the accompanying consolidated balance sheet of the U.S. Department of Homeland Security

(DHS) as of September 30, 2003, and the related statement of custodial activity for the seven months then ended.
Further, we were engaged to audit the related accompanying consolidated statements of net cost and changes in net
position, combined statement of budgetary resources, and consolidated statement of financing for the seven months
ended September 30, 2003. In connection with our engagement, we also considered DHS’s internal control over
financial reporting and tested DHS’s compliance with certain provisions of applicable laws and regulations that could
have a direct and material effect on these financial statements.

Summary

As stated in our opinion, except for the effects of such adjustments, if any, as might have been determined to be
necessary had we been able to examine evidence related to certain financial statement balances, the accompanying
consolidated balance sheet and statement of custodial activity present fairly, in all material respects, the financial
position of DHS as of September 30, 2003, and the related custodial activity for the seven months then ended, in
conformity with accounting principles generally accepted in the United States of America. The scope of our work

was not sufficient to enable us to express an opinion on the accompanying consolidated statements of net cost

and changes in net position, combined statement of budgetary resources, consolidated statement of financing,

and certain information disclosed in Note 10 related to prohibited seized property, for the seven months ended
September 30, 2003.

As further described in Note 1 of the consolidated financial statements, DHS was established by the Homeland
Security Act of 2002 (the Act) as an Executive Branch Department of the United States government. Transfers of
funds, assets, liabilities, and obligations from twenty-two existing Federal agencies and programs began on March 1,
2003, the effective date of DHS’s operations.

As discussed in Notes 2, 9, 11, and 17 of the consolidated financial statements, DHS made certain adjustments
to the amounts transferred into DHS from legacy agencies to correct accounting errors and to adopt a change in
accounting method.

. . .. KPMG LLP, a U.S. limited liability partnership, is the U.S.
member of KPMG International, a Swiss cooperative.
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Our consideration of internal control over financial reporting resulted in the following conditions being identified as
reportable conditions:

Reportable Conditions that are Considered to be Material Weaknesses
Financial Management and Personnel

Financial Reporting

Financial Systems Functionality and Technology

Property, Plant, and Equipment

Operating Materials and Supplies

Actuarial Liabilities

Transfers of Funds, Assets, and Liabilities to DHS

EMmMU O

Other Reportable Conditions
Drawback Claims on Duties, Taxes, and Fees

In-bond Movement of Imported Goods
Acceptance and Adjudication of Immigration and Naturalization Applications
Fund Balance with Treasury
Intragovernmental Balances
. Strategic National Stockpile
Accounts Payable and Undelivered Orders

zzrxe-ox

The results of our tests of compliance with certain provisions of laws and regulations disclosed instances of
noncompliance with the following laws and regulations that are required to be reported under Government Auditing
Standards, issued by the Comptroller General of the United States, and Office of Management and Budget (OMB)
Bulletin No.01-02, Audit Requirements for Federal Financial Statements:

e Federal Managers’ Financial Integrity Act of 1982 (FMFIA)
e fFederal Information Security Management Act (Electronic Government Act of 2002)
e Single Audit Act Amendments of 1996

DHS is not currently subject to the requirements of the Chief Financial Officers Act of 1990 (CFO Act) and,
consequently, is not required to comply with the Federal Financial Management Improvement Act of 1996
(FFMIA). Therefore, we are not reporting herein on DHS’s compliance with FFMIA. However, our testwork disclosed
deficiencies in financial management information systems, the application of federal accounting standards, and
recording of financial transactions, related to FFMIA that are presented within our report on internal control over
financial reporting.

The following sections discuss our opinion on the accompanying consolidated balance sheet and statement

of custodial activity; the reasons why we are unable to express an opinion on the accompanying consolidated
statements of net cost and changes in net position, combined statement of budgetary resources, and consolidated
statement of financing for the seven months ended September 30, 2003, and Note 10 related to prohibited seized
property; our consideration of DHS’s internal control over financial reporting; our tests of DHS’s compliance with
certain provisions of applicable laws and regulations; and management’s and our responsibilities.
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Opinion on the Consolidated Balance Sheet and Statement of Custodial Activity

We have audited the accompanying consolidated balance sheet of the U.S. Department of Homeland Security as of
September 30, 2003, and the related statement of custodial activity for the seven months then ended. Further, we
were engaged to audit the related accompanying consolidated statements of net cost and changes in net position,

combined statement of budgetary resources, and consolidated statement of financing for the seven months ended
September 30, 2003.

The U.S. Coast Guard, a component entity of DHS, was unable to provide sufficient documentation, prior to

the completion of our audit procedures, to support the acquisition value and existence of property, plant, and
equipment (PP&E), amounting to $2.9 billion that is included within the $9.1 billion net PP&E balance stated in the
accompanying consolidated balance sheet. We were unable to observe a sufficient number of the physical counts

of operating materials and supplies (OM&S) conducted by the U.S. Coast Guard, and we were unable to satisfy
ourselves by other means as to the fairness of the quantities used in the valuation of OM&S, that amounted to $497
million included within the $1.2 billion net OM&S, inventory, and stockpile balance stated in the accompanying
consolidated balance sheet. The U.S. Secret Service, another component of DHS, and the U.S. Coast Guard were
unable to provide sufficient documentation, prior to the completion of our audit procedures, to support retirement
and post-employment benefits amounted to $3.3 billion and $201 million, respectively, included within the $25.3
billion military and other retirement balance stated in the accompanying consolidated balance sheet. The amount of
PP&E, OM&S, and retirement and post-employment benefits at September 30, 2003, enters into the determination
of net position, net cost, status of budgetary resources, the reconciliation of net cost to budgetary obligations, and
custodial activity as of and for the seven months ended September 30, 2003.

Several legacy agencies (federal agencies from which component functions were transferred to DHS) continued

to provide accounting and administrative services to DHS during the seven months ended September 30, 2003,
pursuant to agreements between the agencies. Legacy agencies regularly submitted accounting and financial
information to DHS that is reported in the consolidated financial statements. The scope of our audit did not extend
to these legacy agencies in sufficient detail to complete procedures over revenue, costs, and related budgetary
transactions, provided by them and reported by DHS during the seven months ended September 30, 2003.

In addition, we were unable to complete audit procedures over certain revenues, costs, and related budgetary
transactions of the U.S. Coast Guard, prior to the completion of the consolidated audit of DHS.

Statement of Federal Financial Accounting Standard No. 3, Accounting for Inventory and Related Property, requires
financial statement note disclosure of an analysis of prohibited seized property, including weight or item counts on-
hand at the beginning of the year, seizures and disposals during the period, and on-hand weight or item counts at
the end of the year (see Note 10). Because we were not engaged as auditors until after March 1, 2003, we were not
present to observe the physical count of the prohibited seized property in DHS’ possession on March 1, 2003, and
we were unable to satisfy ourselves through other audit procedures as to beginning inventory quantities or seizures
and disposals that occurred during the seven month period ended September 30, 2003.

In our opinion, except for the effects of such adjustments, if any, as might have been determined to be necessary
had we been able to examine evidence related to certain PP&E, OM&S, and retirement and post-employment
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benefits, as discussed in the second paragraph of this section, the accompanying consolidated balance sheet and
statement of custodial activity present fairly, in all material respects, the financial position of DHS as of September
30, 2003, and the related custodial activity for the seven months then ended, in conformity with accounting
principles generally accepted in the United States of America.

Because of the matters discussed in the second and third paragraphs of this section, the scope of our work was not
sufficient to enable us to express, and we do not express, an opinion on the accompanying consolidated statements
of net cost and changes in net position, combined statement of budgetary resources, and consolidated statement
of financing for the seven months ended September 30, 2003. In addition, because of the matters discussed in the
fourth paragraph of this section, the scope of our work was not sufficient to enable us to express, and we do not
express, an opinion on the accompanying disclosure in Note 10 of the weight and item counts of prohibited seized
property transferred to DHS from legacy agencies on March 1, 2003, and seizures and disposals that occurred
during the seven months ended September 30, 2003.

As further described in Note 1 of the consolidated financial statements, DHS was established by the Act on as an
Executive Branch Department of the United States government. Transfers of funds, assets, liabilities, and obligations
from twenty-two existing Federal agencies and programs began on March 1, 2003, the effective date of DHS’s
operations.

As discussed in Notes 2, 9, 11 and 17 of the consolidated financial statements, DHS made certain adjustments
to the amounts transferred into DHS from legacy agencies to correct accounting errors and to adopt a change in
accounting method.

The information in the Management'’s Discussion and Analysis (MD&A), Required Supplementary Stewardship
Information (RSSI), and Required Supplementary Information (RSI) sections is not a required part of the consolidated
financial statements, but is supplementary information required by accounting principles generally accepted in the
United States of America or OMB Bulletin No. 01-09, Form and Content of Agency Financial Statements. Pursuant to
OMB instructions, DHS has presented annualized information in the MD&A for the twelve months ended September
30, 2003. In addition, DHS has presented twelve months of data in certain RSSI disclosures. We did not apply
certain limited procedures as prescribed by professional standards to the MD&A and RSSI because the annualized
information presented includes the five months preceding March 1, 2003, the effective date of DHS operations

as an entity. We have applied certain limited procedures, which consisted principally of inquiries of management
regarding the methods of measurement and presentation of RSI. We noted that certain information presented

in the RSSI and RSl is based on net cost and budgetary data from the consolidated statements of net cost and
changes in net position, combined statement of budgetary resources, and consolidated statement of financing for
the seven months ended September 30, 2003, on which we have not expressed an opinion. We also noted that
DHS did not present as RSI a schedule of budgetary resources by major budgetary account, as required. In addition,
we determined that DHS did not reconcile nonfiduciary accounts with its trading partners, as specified by OMB
requirements, which could affect the intragovernmental information presented as RSI. We did not audit the MD&A,
RSSI and RSI and, accordingly, we express no opinion on it.
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The information in the Performance Information and Other Accompanying Information Sections are presented for
purposes of additional analysis, and is not a required part of the financial statements. The Performance Information
and Other Accompanying Information Sections have not been subjected to auditing procedures, and accordingly, we
express no opinion on this information.

Internal Control over Financial Reporting

Our consideration of internal control over financial reporting would not necessarily disclose all matters in the internal
control over financial reporting that might be reportable conditions. Under standards issued by the American
Institute of Certified Public Accountants, reportable conditions are matters coming to our attention relating to
significant deficiencies in the design or operation of the internal control over financial reporting that, in our judgment,
could adversely affect DHS’s ability to record, process, summarize, and report financial data consistent with the
assertions by management in the financial statements.

Material weaknesses are reportable conditions in which the design or operation of one or more of the internal
control components does not reduce to a relatively low level the risk that misstatements, in amounts that would be
material in relation to the financial statements being audited, may occur and not be detected within a timely period
by employees in the normal course of performing their assigned functions.

In our audit for the seven months ended September 30, 2003, we noted certain matters, described in Appendices
I and Il, involving internal control over financial reporting and its operation that we consider to be reportable
conditions. We believe that reportable conditions A through G presented in Appendix | are material weaknesses.
Appendix Il represents other reportable conditions H through N.

We noted that DHS management’s FMFIA report did not contain material weaknesses that have been reported by us
in Appendix I. We also noted weaknesses in the DHS’ FMFIA reporting process that are reported in Appendix | within
Comment B - Financial Reporting.

* *k k Kk %

A summary of the status of prior year reportable conditions related to the specific agencies and programs that
transferred into DHS, as reported by the legacy agencies in their previous annual report or performance and
accountability reports is included as Appendix IV.

We also noted other matters involving internal control over financial reporting and its operation that we will report to
the management of DHS and certain component entities.

Internal Controls over Required Supplementary Stewardship Information
We noted certain significant deficiencies in internal control over Required Supplementary Stewardship Information,

discussed in Appendix I, that in our judgment, could adversely affect DHS’s ability to collect, process, record, and
summarize Required Supplementary Stewardship Information.
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Compliance with Laws and Regulations

Our tests of compliance with certain provisions of laws and regulations, as described in the Responsibilities section
of this report, disclosed instances of noncompliance with laws and regulations that are required to be reported
under Government Auditing Standards and OMB Bulletin No. 01-02, and are described in Appendix Ill.

DHS is not subject to the requirements of the CFO Act and, consequently, is not required to comply with the
FFEMIA. Therefore, we are not reporting herein on DHS’s compliance with FFMIA. However, our testwork disclosed
deficiencies in financial management information systems and in the application of federal accounting standards
related to FFMIA (e.g., OMB Circulars A-127, Financial Management Systems, and A-130 Management of Federal
Information Resources), and recording of financial transactions, that are presented in Appendices | and Il of our
report on internal control over financial reporting.

Responsibilities

Management’s Responsibilities The Accountability of Tax Dollars Act of 2002 requires DHS to obtain annual
financial statement audits.

DHS management is responsible for the financial statements, including;:

e Preparing the financial statements in conformity with accounting principles generally accepted in the United
States of America;

e Establishing and maintaining internal controls over financial reporting, and preparing the MD&A (including
the performance measures), RSI, and RSSI; and

e Complying with laws and regulations.

In fulfilling this responsibility, estimates and judgments by management are required to assess the expected benefits
and related costs of internal control policies. Because of inherent limitations in internal control, misstatements, due
to error or fraud, may nevertheless occur and not be detected.

Auditors’ Responsibilities As discussed in the Opinion section of this report, the scope of our work was not
sufficient to enable us to express an opinion on the accompanying consolidated statements of net cost and changes
in net position, combined statement of budgetary resources, and consolidated statement of financing for the seven
months ended September 30, 2003, and certain information disclosed in Note 10 related to prohibited seized
property, for the seven months ended September 30, 2003. Our responsibility is to express an opinion on the
consolidated balance sheet of DHS as of September 30, 2003, and the related statement of custodial activity for
the seven months then ended, based on our audit. Except as discussed in the Opinion section of this report, we
conducted our audit in accordance with auditing standards generally accepted in the United States of America, the
standards applicable to financial audits contained in Government Auditing Standards, and OMB Bulletin No. 01-
02. Those standards and OMB Bulletin No. 01-02 require that we plan and perform the audit to obtain reasonable
assurance about whether the consolidated balance sheet and statement of custodial activity are free of material
misstatement.
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An audit includes:

e Examining, on a test basis, evidence supporting the amounts and disclosures in the financial statements;
e Assessing the accounting principles used and significant estimates made by management; and
e Evaluating the overall consolidated financial statement presentation.

We believe that our audit provides a reasonable basis for our opinion on the consolidated balance sheet of DHS as
of September 30, 2003, and on the related statement of custodial activity for the seven months then ended.

In planning and performing our audit of the consolidated balance sheet of DHS as of September 30, 2003, and on
the related statement of custodial activity for the seven months then ended, we considered DHS’s internal control
over financial reporting by obtaining an understanding of DHS'’s internal control, determining whether internal
controls had been placed in operation, assessing control risk, and performing tests of controls in order to determine
our auditing procedures for the purpose of expressing our opinion on the consolidated balance sheet and statement
of custodial activity. We limited our internal control testing to those controls necessary to achieve the objectives
described in Government Auditing Standards and OMB Bulletin No. 01-02. We did not test all internal controls
relevant to operating objectives as broadly defined by the Federal Managers’ Financial Integrity Act of 1982. The
objective of our audit was not to provide assurance on internal control over financial reporting. Consequently, we do
not provide an opinion thereon.

As required by OMB Bulletin No. 01-02, we considered DHS’s internal control over RSSI by obtaining an
understanding of the DHS’s internal control, determining whether these internal controls had been placed in
operation, assessing control risk, and performing tests of controls. Our procedures were not designed to provide
assurance on internal control over RSSI and, accordingly, we do not provide an opinion thereon.

OMB Bulletin No. 01-02 requires auditors, with respect to internal control related to performance measures
determined by management to be key and reported in the MD&A, to obtain an understanding of the design of
significant internal controls relating to the existence and completeness assertions. Our audit was not designed to
provide an opinion on performance measures, and we do not express such an opinion. As discussed in the Opinion
section of the report, we did not apply procedures to the MD&A and performance measures presented therein,
because the data presented was for the twelve months ended September 30, 2003, which includes five months
preceding the period covered by our audit.

As part of obtaining reasonable assurance about whether DHS’s 2003 consolidated balance sheet and statement of
custodial activity are free of material misstatement, we performed tests of DHS’s compliance with certain provisions
of laws and regulations, noncompliance with which could have a direct and material effect on the determination of
consolidated balance sheet and statement of custodial activity amounts, and certain provisions of other laws and
regulations specified in OMB Bulletin No. 01-02. We limited our tests of compliance to the provisions described in
the preceding sentence, and we did not test compliance with all laws and regulations applicable to the DHS. We also
note that while OMB Bulletin No. 01-02 requires certain testing and reporting on the compliance requirements of
FFMIA, DHS is not subject to those requirements, and as a result, testing for compliance with FFMIA requirements
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was not an objective of our audit. Providing an opinion on compliance with laws and regulations was not an objective
of our audit and, accordingly, we do not express such an opinion.

Distribution
This report is intended for the information and use of DHS management, DHS Office of the Inspector General, OMB,

GAO, and the U.S. Congress, and is not intended to be and should not be used by anyone other than these specified
parties.

KPMc LLP

January 30, 2004
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Appendix | - Material Weaknesses in Internal Control

A. Financial Management and Personnel

Background: The creation of the Department of Homeland Security (DHS) on March 1, 2003, brought together 22
Federal agencies and programs that previously operated within varied financial management environments from
other Executive Branch departments. Management activities, such as the assignment of financial management
responsibilities, the degree of autonomy to make decisions, the use of integrated reporting systems, and financial
reporting procedures were vastly different in the agencies and programs (referred to as Bureaus) that transferred
into DHS. Since March 1, 2003, the DHS financial reporting infrastructure, including systems and reporting
processes, and its management oversight of financial reporting have remained mostly decentralized, with Bureau
finance departments and responsibilities remaining largely intact. As such, many of the Bureaus that came into
DHS continued to rely on their former Executive Branch departments (referred to as legacy agencies) to provide
accounting services. The DHS Office of the Chief Financial Officer (OCFO) operates with relatively few finance
personnel, who principally serve to coordinate financial management policy and consolidate financial information
submitted by the Bureaus. For fiscal year (FY) 2004, DHS intends to consolidate most of these accounting
operations.

Conditions: We noted the following internal control weaknesses related to financial management and personnel:
1. The DHS OCFO has not:

e Established a hierarchy of financial reporting authority or an entity-wide financial management organization
chart that clearly defines roles and responsibilities and assists with the identification of critical human
resources needed to ensure that all financial management responsibilities are assigned.

o Assessed the critical needs of the financial management process to ensure that proper internal controls over
financial reporting are designed and operating effectively, as defined by the Comptroller General.

e Developed standard operating procedures (SOPs) that will result in consolidated financial reports that are
consistent, timely, accurate, and in compliance with Federal accounting standards.

e Hired or contracted qualified personnel to properly perform financial reporting functions of an Executive
Branch department CFO’s office.

2. The U.S. Coast Guard and the Strategic National Stockpile, both component bureaus of DHS, have weaknesses
in financial management oversight that hinder their ability to prepare accurate, complete, and timely financial
information for consolidation into the DHS financial statements. At the U.S. Coast Guard, we noted weaknesses
related to the financial reporting process, maintenance of financial records, and policies and procedures and
some aspects of Federal accounting standards related to repairable property, plant and equipment (PP&E)
components, certain types of PP&E improvements and post-employment benefits. These weaknesses, as further
explained later in this appendix, indicate the need for increased financial management oversight and skilled
personnel. At the Strategic National Stockpile, the accounting process is fragmented and lacks unified financial
management oversight. This condition is also further explained later in this appendix.
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Cause/Effect: Many of the conditions at DHS Headquarters were not unexpected for a newly created organization,
especially one as large and complex as DHS. Additionally, the conditions at the U.S. Coast Guard have surfaced
because of its greater relative size to DHS compared to its former legacy Executive Branch department. This

has brought its financial reporting processes under proportionally greater scrutiny. Nevertheless, the conditions
described above have prevented DHS from timely preparation of accurate consolidated financial information

and reports during the seven months of operations. DHS will continue to have difficulty complying with Federal
accounting standards and requirements, and meeting internal control standards designed to achieve the five
essential elements of internal control as defined by the Comptroller General and stated below. In addition,
improvements will be necessary to meet the accelerated due dates for FY 2004 financial statement reporting.

Criteria: The Federal Managers’ Financial Integrity Act of 1982 (FMFIA) requires that agencies establish internal
controls according to standards prescribed by the Comptroller General and specified in the General Accounting
Office’s (GAO) Standards for Internal Control in the Federal Government. According to these standards, management
should ensure that they have an organizational structure that supports the planning, directing, and controlling

of operations to meet agency objectives; clearly define key areas of authority and responsibility; and provides for
appropriate lines of reporting. Management is to identify the knowledge and skills needed for various jobs and
establish good human capital practices. The standards also define internal control as an integral component of

an organization’s management that provides reasonable assurance that the following objectives are achieved:
effectiveness and efficiency of operations, reliability of financial reporting, and compliance with applicable laws and
regulations. The five essential control elements referred to above are: control environment, communication, control
activities, risk assessment, and monitoring.

Recommendations: We recommend that:
1. The DHS OCFO:

a) Establish a hierarchy of reporting authority and financial management organization chart, including the
designation of key managerial positions within the individual Bureaus and the OCFO.

b) Assess critical needs related to financial management that should be performed to ensure that financial
processes are designed and implemented with proper internal control, including the five essential control
elements (i.e., control environment, communication, control activities, risk assessment, and monitoring) as
defined by the Comptroller General.

c) Establish SOPs that will result in consolidated financial reporting that is consistent, timely, accurate, and in
compliance with Federal accounting standards and control requirements.

d) Hire or contract additional accounting personnel that possess complementary technical accounting skills
to manage the development and implementation of SOPs and to provide appropriate oversight of the
consolidated financial reporting process.

e) Take a more active oversight role of accounting functions performed outside the DHS entity, particularly at
the Strategic National Stockpile.
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2. The U.S. Coast Guard:

a) Evaluate the existing financial management organizational structure and conduct an assessment to
determine the number of personnel needed along with requisite skills and abilities and make improvements
as indicated.

b) Develop procedures for providing oversight and guidance to operating unit and program offices that provide
key financial information.

c) Establish procedures for performing periodic reviews to assess the sufficiency of financial policies and
procedures.

B. Financial Reporting

Background: Financial reporting at DHS is dependent upon the quality of financial reporting at its individual

Bureaus and the ability of the OCFO to consolidate information timely and consistently. The consolidation

process is accomplished, in large part, by using the Department of the Treasury’s (Treasury) Treasury Information
Executive Repository (TIER), a data warehouse through which DHS Bureaus submit their financial information. TIER
interfaces with the CFO Vision software, which is used to prepare DHS consolidated and individual Bureau financial
statements. Most Bureau financial systems are not electronically interfaced with TIER, necessitating manual monthly
submissions to the OCFO, which inputs the data into TIER. The OCFO is using TIER as a temporary system solution
until permanent financial reporting system architecture for DHS can be developed and implemented.

Conditions: We noted the following internal control weaknesses related to financial reporting at DHS and its Bureaus:
1. The OCFO, together with DHS Bureaus, has not:

e Prepared accurate and timely periodic consolidated financial statements due, in part, to difficulty related
to the use of TIER. The implementation and use of TIER and related software have presented challenges,
many of which still remain, to the OCFO and the Bureaus. For example, most Bureaus had to configure their
systems, processes, and procedures to properly accumulate, edit, and submit data for TIER, but errors
continue to occur routinely. Only Bureaus that transferred to DHS from Treasury had policies and procedures
already in place to ensure the accurate and timely submission of TIER data.

e |Implemented an electronic interface between TIER and the Bureaus that allows for accurate and efficient
consolidation of financial data. For example, at the DHS bureau Emergency Preparedness and Response
(EPR), the lack of an electronic interface has made already complicated manual closing processes even
more complicated and error prone.

e Completed a comparison of the U.S. Standard General Ledger (USSGL) software coding in TIER and
its mapping to the CFO Vision software against the Treasury’s USSGL roll-ups and financial statement
crosswalks, to ensure that DHS’ financial statements, as produced by CFO Vision, are presented consistent
with applicable accounting standards. For example, we noted that other liabilities were not properly
presented in the DHS balance sheet and required revisions to the TIER software to correct the discrepancy.

e Performed an analysis or developed procedures to ensure that all Bureaus are consistently interpreting
Treasury’s USSGL guidance and consistently applying it to the data submitted for consolidated reporting
purposes.
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e Prepared policies and procedures related to timely, complete, and accurate submission of monthly TIER
financial information and subsequently perform a reconciliation of TIER and CFO Vision output to the original
data submissions to check the accuracy of the TIER processing. The OCFO performs only limited data quality
checks for TIER and CFO Vision input and output, although there are some high-level system software
checks.

e Prepared comprehensive financial reporting instructions relating to all elements of the DHS Performance
and Accountability Report, including the financial statements, related notes, Management Discussion
and Analysis (MD&A), Required Supplementary Information (RSI), Required Supplementary Stewardship
Information (RSSI), and other financial reporting matters, such as proper identification and reconciliation of
intra-department eliminating entries. Some financial statement templates and/or instructions provided to
the Bureaus by the OCFO were incomplete or unclear, did not allow sufficient time for the Bureaus to properly
implement the requirements, and did not address unique reporting considerations existing in some Bureaus.

e Prepared RSSI correctly by including outcome measures for each stewardship investment discussed, as
required.

o Adopted an effective process to compile year-end consolidated financial statements, including all note
disclosures, to ensure presentation in accordance with federal accounting standards. DHS does not have
effective systems or procedures to accumulate and present cost data by responsibility segment and major
program, as required by Statement of Federal Financial Accounting Standard (SFFAS) No. 4, Managerial Cost
Accounting Concepts and Standards, or by major budgetary account in RSI, as required. In addition, DHS
OCFO has not implemented adequate procedures and controls to compile balances and other financial data
reported by the Bureaus into periodic (e.g., quarterly) consolidated financial statements.

e Performed an analysis and informed the Bureaus of laws and regulations that could have a direct and
material effect on DHS’ consolidated financial statements. In addition, the OCFO has not implemented
monitoring controls to determine if the Bureaus are in compliance with laws and regulations.

e Implemented procedures, and related controls, that will ensure accuracy and completeness in the FMFIA
reporting process. We noted several discrepancies between information provided by various Bureaus and
information reported in DHS’s draft Performance and Accountability Report. In addition, we noted that
DHS has not reported some material weaknesses that we have reported herein. We also noted a lack of
timeliness in reporting by some Bureaus and corrective actions and milestones were not presented for some
findings.

2. Atthe U.S. Coast Guard:

o The financial reporting process is complex, labor-intensive, and requires a significant number of “on-top”
adjustments (adjustments made to financial statements directly rather than first through general ledger
entries). This situation is due in large part to the manual integration of data from three separate general
ledger systems, to produce year-end financial information.

o The processes that finance center personnel use for making year-end closing entries do not include sufficient
documentation of internal controls, such as management review and approval of adjusting entries. In
addition, the software application used to process on-top adjustments does not have sufficient controls such
as identifying all entries (debits and credits for USSGL accounts affected) for each adjustment.
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3. At Citizenship and Immigration Services (CIS) and Immigration and Customs Enforcement (ICE) (collectively
referred to as CIS/ICE because they share the same accounting operations), EPR, and the U.S. Coast Guard,
policies and procedures for exporting data from the general ledger for periodic TIER submissions is not
documented, quality control reviews of financial reports are not regularly performed, documentation of on-top
adjustments is lacking, and/or TIER input is not routinely reconciled with CFO Vision output provided by DHS
Headquarters. In addition, in some cases, the accuracy of financial information is highly dependent on the
knowledge and experience of a limited number of key financial personnel, rather than on clearly documented
procedures manuals and process flow documentation.

Cause/Effect: The rapid formation of DHS and the very limited staffing at the OCFO have prevented the OCFO from
fully addressing the conditions noted above. It will take a reasonable period of time for the OCFO to stabilize DHS’
financial reporting, prepare standard reporting and control procedures, and perform the necessary analyses to
ensure the reliability of financial information. During the period ending September 30, 2003, most Bureaus manually
prepared TIER submissions, which increased the likelihood of error. The conditions at U.S. Coast Guard are due in
part to an extensive number of Treasury symbols that increases the number accounts that require monitoring. CIS/
ICE has been negatively affected by the recent attrition of financial personnel worsened by the lack of documented
procedures. EPR has been negatively affected by a lack of clear instructions during the implementation of the TIER
upload and account mapping process. Nevertheless, the financial reporting weaknesses described above directly
affect the reliability and usefulness of DHS’ periodic financial information, the accuracy of the annual consolidated
financial statements, and the efficiency of the reporting process.

Criteria: Although DHS is not presently subject to the Chief Financial Officers Act, as amended, (CFO Act), its
requirements are still relevant to DHS. At agencies subject to this law, CFOs are responsible for maintaining

an integrated financial management system, including financial reporting and internal control, that complies

with accounting and internal control standards and requirements, and provides for reliable and timely financial
information. Furthermore, GAO’s Standards for Internal Control in the Federal Government requires that internal
controls be documented in management directives, administrative policies, or operating manuals, transactions and
other significant events also be clearly documented; and information be recorded and communicated timely with
those who need it within a timeframe that enables them to carry out their internal control procedures and other
responsibilities.

Recommendations: We recommend that:
1. The DHS OCFO, in coordination with Bureau financial management:

a) Continue to stabilize the consolidation reporting process, and install electronic interfaces between TIER and
Bureau systems to ensure timely and accurate financial data consolidation. Written policies and procedures
should be developed for exporting data from Bureau general ledger systems to TIER. Development of a DHS
integrated financial management system architecture and its implementation should continue.

b) Develop and implement internal control policies and procedures to ensure that the TIER and CFO Vision logic
is reviewed periodically for accuracy, completeness, and fair presentation. This periodic review will ensure
that TIER and CFO Vision are updated for any future modifications made to the Treasury USSGL crosswalks
and for future material changes to the nature and presentation of DHS financial statement balances.
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Identify and prepare Department-wide guidance, where needed, to ensure the consistent application of
Federal accounting principles and use of Treasury’s USSGL.

Establish written policies and procedures that provide reasonable assurance that the inputs and outputs

to and from TIER and CFO Vision are materially accurate and complete. These procedures should include
periodic Bureau reconciliations of TIER inputs to TIER-produced trial balances and CFO Vision Bureau
financial statements, and confirmations to the DHS OCFO that such reconciliations have been completed and
reconciling items have been resolved.

Develop and provide the Bureaus comprehensive DHS-specific financial reporting instructions for the
Performance and Accountability Report, including financial statements and notes, MD&A, RSI, RSSI, and
other financial reporting matters. Implement an OCFO process to prepare MD&A, RSSI and RSl that is in full
compliance with required reported standards.

Develop and implement procedures to compile data and prepare accurate and complete consolidated
financial statements that contain disclosures required by federal accounting standards. Develop procedures
to accumulate and present cost data consistent with the requirements of SFFAS No. 4 in the statement of
net cost, and present required budgetary data in the RSI. Prepare pro-forma financial statements prior to
year-end that contain all anticipated updates and changes to presentation and note disclosures. Complete
the GAO CFO Checklist timely, together with explanations on how required disclosures are addressed in the
DHS consolidated financial statements. The Checklist should be prepared at the same time as the pro-forma
consolidated financial statements - prior to year-end.

Develop, implement, and monitor procedures for the Bureaus to reconcile intra-DHS eliminations on at least
a quarterly basis, beginning in FY 2004.

Develop and implement a procedure with assistance from DHS General Counsel, if considered necessary,

to perform an annual review and update of the laws and regulations that could have a direct and material
effect on DHS’ consolidated financial statements, and to report such laws and regulations to the Bureaus. In
addition, develop and implement monitoring and reporting controls to measure Bureau compliance with the
laws and regulations that affect DHS’ financial reporting.

Develop procedures to ensure the timely performance and accurate reporting of management’s assessment
of controls and financial management systems in compliance with OMB Circular A-123.

2. The U.S. Coast Guard:

Conduct an assessment of its current financial reporting process, with the goal of implementing appropriate
internal controls and reducing complexity.

Improve documentation for year-end closing entries, including management review and approval and clear
identification of all on-top adjustments with all associated account entries.

Reduce the reliance on the limited number of key personnel by cross training personnel and documenting
the financial reporting process.

3. The EPR, CIS/ICE and the U.S. Coast Guard:

a)

Employ sufficient financial management and staff and other resources as necessary to ensure that
accounting processes from other smaller DHS Bureaus are integrated effectively into BICE, as planned in FY
2004.
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b) Develop policies and procedures for exporting data from the general ledger for periodic TIER submissions,
performing quality control reviews, documenting on-top adjustments, and reconciling TIER input with CFO
Vision output provided by DHS Headquarters.

c) Cross-train additional personnel in the financial reporting and TIER submission process, especially in the
quality assurance review of the data submitted, to ensure that sufficient resources are available to assist at
peak financial reporting periods.

d) Document key SOPs for significant financial reporting processes.

C. Financial Systems Functionality and Technology

Background: Controls over information technology (IT) and related financial systems are essential elements of
financial reporting integrity. Effective general controls in an IT and financial systems environment are typically
defined in six key control areas: entity-wide security program planning and management, access control, application
software development and change control, system software, segregation of duties, and service continuity. In
addition to reliable controls, federal financial management system functionality is important to program monitoring,
increasing accountability of financial and program managers, providing better information for decision-making, and
increasing the efficiency and effectiveness of services provided by the Federal government.

DHS is currently designing Department-wide IT and financial architectures, to be completed by the end of FY 2005.
Until the architectures are complete and the related IT and financial system infrastructure, controls, and processes
are implemented, DHS’ IT and financial system control environment will continue to consist primarily of the
processes and controls in place at the Bureaus.

Conditions: We noted the following IT and financial system control and functionality weaknesses at DHS and its
Bureaus:

1. Regarding entity-wide security program planning and management:

e Security certification and accreditation (C&A) programs were not consistently and thoroughly implemented.
Complete system inventories were not maintained, and reviews of controls had not been conducted for many
systems.

e Security training and awareness programs were inconsistent.

Security plans did not consistently document existing system security controls, were incomplete, or
otherwise did not meet requirements set forth in Office of Budget and Management (OMB) Circular A-130,
Management of Federal Information Resources.

e Security risk assessments were not regularly performed and were not performed consistently.

2. Regarding access controls:

e Instances of missing user passwords on key servers and databases, weak user passwords, and weaknesses
in user account management were noted. Also, we noted several cases where user accounts were not
periodically reviewed for appropriateness, including authorizations to use group user accounts and to identify
excessive access privileges.
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e Instances where workstations, servers, or network devices were configured without necessary security
patches, or were not configured in the most secure manner. We also identified many user accounts that were
not configured for automatic log-off or account lockout.

3. Regarding application software development and change control:

e |nstances where Bureaus did not document changes made to applications and related change approvals.
Procedures for documenting, approving, and implementing application changes were not consistently in
place and applied.

e Changes to software were not always tested prior to implementation, and movement of changes into the
production environment was not always controlled.

4. Regarding system software:

e Instances where policies and procedures for restricting and monitoring access to operating system software
were not implemented, or were inadequate. In some cases, the ability to monitor security logs did not exist.
e Changes to sensitive operating system settings were not always documented.

5. Regarding segregation of duties:

e Instances where individuals were able to perform incompatible functions, such as the changing, testing, and
implementing software, without sufficient compensating controls in place.

e Instances where key security positions were not defined or assigned, and descriptions of positions were not
documented or updated.

6. Regarding service continuity:

e Several Bureaus had incomplete business continuity plans and systems with incomplete disaster recovery
plans. Some plans did not contain current system information, emergency processing priorities, procedures
for backup and storage, or other critical information.

e Some Bureau service continuity plans were not consistently tested, and individuals did not receive training
on how to respond to emergency situations.

7. Regarding financial system functionality:

e Several instances where Bureau financial management systems were not fully compliant with the USSGL at
the transaction level. Specific and significant instances of non-compliance are described in other reportable
conditions in this appendix and appendix Il.

e Most Bureau financial management systems, are not fully integrated, leading to extensive manual efforts
and the need for routine on-top adjustments to generate and report financial information.

e Bureau financial management systems often do not adequately support managerial cost accounting
requirements. Consequently, most Bureaus have difficulty accumulating data in a manner that enables DHS
to fully comply with federal accounting standards.
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Cause/Effect: Although these weaknesses were inherited from the Bureaus that came into DHS, a current
contributing factor is the challenge of merging numerous and varying financial management systems and control
environments into a DHS environment. At many of the larger Bureaus, IT and financial system support operations
are decentralized, contributing to challenges in integrating DHS IT and financial operations. In addition, financial
system functionality weaknesses can be attributed to non-integrated legacy financial systems that do not have the
embedded functionality called for by OMB Circular A-127, Financial Management Systems.

DHS has taken some steps to begin addressing current IT and financial system issues on a Department-wide basis.
For example, DHS has designated a Chief Information Security Officer, issued the Information Technology Security
Program Publication, and formed a council focused on developing the requirements for Department-wide financial
systems and supporting business processes. Nevertheless, collectively, the identified weaknesses limit DHS’ ability
to ensure that critical financial and operational data is maintained in a manner to ensure confidentiality, integrity,
and availability.

Criteria: DHS is required to comply with the Federal Information Security Management Act (FISMA), which was
passed as part of the Electronic Government Act of 2002. FISMA requires that Federal agencies and departments:
1) conduct an annual self-assessment review of their IT security program; 2) develop and implement remediation
efforts for identified security weaknesses and vulnerabilities; and 3) report to OMB on the level of compliance. In
addition FISMA calls for agencies and departments to comply with the requirements contained within OMB Circular
A-130. The National Institute of Standards and Technology (NIST) publications further describe essential criteria
for maintaining effective IT system controls. In addition, OMB Circular A-127 prescribes policies and standards

for executive departments and agencies to follow in developing, operating, evaluating, and reporting on financial
management systems. In particular, OMB Circular A-127 specifies the need for integrated financial systems and to
account for financial data using the USSGL at the transaction level.

SFFAS No. 4, requires the classification of revenue and cost information by responsibility segment and major
program in the statement of net cost. In addition, Departments are required to present a schedule of budgetary
resources by major budgetary account in RSI.
Recommendations: We recommend that the DHS CIO, in coordination with the OCFO:
1. For entity-wide security program planning and management:

a) Design and implement a DHS-wide security C&A program that encompasses the design and implementation

of a DHS-wide security training and awareness program, consistent with OMB and NIST guidance.

b) Complete security risk assessments in a consistent manner per OMB guidance.
2. For access control:

a) Adopt password controls that meet DHS password requirements and are enforced on all systems.

b) Implement password account management process within the Bureaus to ensure the periodic review of
accounts.
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c) Design and implement a DHS-wide patch and security configuration process.
d) Implement a vulnerability assessment process, where systems are periodically reviewed for security
weaknesses.

3. For application software development and change control:

a) Adopt an entity-wide application change control policy that requires changes to be authorized and tested
prior to implementation.

b) Adopt policy to require documentation of specific changes and related approvals.

c) Adopt policy to require analysis of change requests to ensure consistency with agency policy, user
requirements, and implementation schedules.

4. For system software, ensure policies and procedures to monitor and restrict the use of or ability to make
changes to operating systems are in place and followed by Bureaus.

5. For segregation of duties, perform an analysis of IT position responsibilities and implement policies and
procedures at the Bureau level to improve segregation of duties for IT and accounting functions, including
documentation of key security positions.

6. For service continuity:

a) Require Bureaus to develop and implement complete business continuity plans and system disaster recovery
plans.

b) Periodically test key service continuity capabilities.

c) Design and implement a DHS-wide service continuity-training program.

7. For financial system functionality:

a) Continue with plans to identify requirements needed to design a department-wide financial system and
related business processes that are integrated and reduce the need for manual and on-top adjustments.

b) Ensure that new financial systems and business processes are designed and implemented to meet Federal
reporting requirements with policies and standards such as those contained in OMB Circular A-127.

D. Property, Plant, and Equipment

Background: Property, plant and equipment (PP&E) represents approximately 20 percent of total DHS assets and
more than 50 percent of non-monetary assets. DHS uses a wide variety of capital assets to accomplish its mission,
some of which are not typically maintained by non-defense agencies, such as aircraft, marine boats and vessels, and
explosive detection devices. These assets often have long useful lives, and undergo extensive routine servicing that
may increase their value or extend their useful lives. In addition, DHS has several internal use software development
projects underway that will result in capitalized software balances in future years. Consequently, application of
proper accounting standards to account for PP&E is important to the accuracy of DHS’ consolidated financial
statements.
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Conditions: We noted the following internal control weaknesses related to PP&E at DHS Bureaus:
1. The U.S. Coast Guard has not:

e Retained original acquisition documentation or sufficient documentation of alternative estimation
methodologies and assumptions to support and record $2.7 billion of PP&E.

e Properly accounted for depreciation related to improvements made to certain types of PP&E consistent with
Federal accounting standards.

e Established internal financial management policies related to useful lives for certain vessels that are
consistent with useful life determinations made by the U.S. Coast Guard’s Ship Structure and Machinery
Evaluation Board (SSMEB).

e Properly classified repairable items with useful lives over two years as PP&E instead of operating material
and supplies (OM&S) and depreciated these items accordingly.

2. The DHS Bureau Transportation Security Administration (TSA) lacks a comprehensive automated property
management system that interfaces and reconciles with the general ledger and does not have adequate policies
and procedures that ensure the accuracy of reported acquisitions and disposals of property.

3. The CIS/ICE has not consistently applied procedures to identify and capitalize software development costs or to
reclassify software placed into production from software in development. At September 30, 2003, software costs
were not considered material to the consolidated financial statements; however, software development costs are
expected to increase in future years.

Cause/Effect: The U.S. Coast Guard lacks sufficient policies that define documentation requirements for PP&E;
sufficient financial management oversight to ensure the proper application of Federal accounting standards related
to improvements for certain types of assets and classification of repairable items; and appropriate policy to ensure
useful lives for financial reporting are consistent with program/operational criteria. An analysis of repairable items
was performed and the U.S. Coast Guard modified its policy and adjusted balances accordingly. TSA relies on
several disconnected databases to assist in the tracking, accounting, and financial reporting of PP&E. The result is
a complicated asset reporting process at TSA that increases the likelihood of error in the financial statements. CIS/
ICE lacks sufficient SOPs that clearly define accounting policies for software costs. Over the next few years, CIS/ICE
anticipates spending significant resources developing new software, such as US VISIT. Therefore, the lack of SOPs
will increase the risk of financial statement errors due to misapplication of accounting standards for software.

Criteria: SFFAS No. 6, Accounting for Property, Plant, and Equipment:

e Requires that PP&E be recorded at historical cost with an adjustment recorded for depreciation. In the
absence of such information, estimates may be used based on a comparison of similar assets with known
values or inflation-adjusted current costs.

e Provides clear requirements for the period over which PP&E and their improvements are to be depreciated,
depending upon whether the useful life of the base asset has been extended. The U.S. Coast Guard’s Naval
Engineering Manual specifies the SSMEB as the prime source of information on material condition and
remaining service life of cutter and standard boat classes.
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e Defines PP&E as tangible assets that have estimated useful lives of two years or more, are not intended to
be sold, and are intended for use by the agency. The U.S. Coast Guard’s repairable items have useful lives
of 2 years or more. They are generally components of larger equipment, such as the U.S. Coast Guard’s
vessels, aircraft, and electronic systems (but primarily aircraft) that also have useful lives longer than two
years. Classifying repairable items as PP&E means that the cost of this equipment will be systematically and
rationally allocated through depreciation over the lives of these assets.

SFFAS No. 10, Accounting for Internal Use Software, provides requirements for the capitalization and reporting
of software development costs. Although DHS is not subject to the Federal Financial Management Improvement
Act of 1996 (FFMIA), DHS should still ensure that its systems meet federal financial systems requirements, which
include the requirement for effective and efficient financial systems. GAO’s internal control standards require that
internal control and all transactions and other significant events are clearly documented and readily available for
examination.

Recommendations: We recommend that:
1. The U.S. Coast Guard:

a) Develop and document methodologies and assumptions to support the value of the $2.7 billion in PP&E that
is not evidenced by original acquisition or otherwise sufficient documentation.

b) Develop and implement policies to ensure the quality, sufficiency, and maintenance of documentation for
future PP&E acquisitions and disposals.

c) Develop and implement policies and procedures that ensure appropriate depreciation according to Federal
accounting standards.

d) Account for repairable items as PP&E.

2. The TSA:

a) Implement a comprehensive automated property system that interfaces with its general ledger.

b) Develop property management policies and procedures for property acquisitions, disposals, retirements, and
transfers.

c) Establish an effective property management program at all field facilities, applying a Bureau-wide property
management policy with associated controls.

3. The CIS/ICE:

a) Perform a review of its existing software capitalization policy to determine adequacy, especially given the
large anticipated future software development expenditures. The policy should be sufficiently detailed to
allow developers and accounting personnel to identify the various phases of the software development
lifecycle and the associated accounting treatment, as described in SFFAS No. 10.

b) Develop and implement procedures for developers to track and notify accounting personnel when software
has been placed into production so that accounting personnel can properly classify and amortize the
software costs.
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E. Operating Materials and Supplies

Background: OM&S are maintained by the U.S Coast Guard and Customs and Border Protection (CBP) in significant
guantities, and consist of tangible personal property to be consumed in normal operations to service marine
equipment, aircraft, and other operating equipment. The majority of the U.S. Coast Guard’s OM&S is physically
located at either Inventory Control Points (ICPs) or in the field. The U.S. Coast Guard’s policy requires regularly
scheduled physical counts of OM&S, which are critical to supporting the proper valuation of OM&S and its
safekeeping.

Conditions: We noted the following internal control weaknesses related to OM&S at the U.S. Coast Guard:

e Internal controls over physical counts were not operating effectively. Personnel at certain field units lacked
an understanding of inventory property procedures. At nearly half of the locations we observed, personnel
either did not properly resolve all count variances or did not properly approve all adjustments. In addition,
items were not always properly bar-coded and tagged. On-hand quantities frequently did not agree to the
perpetual inventory records, and procedures did not sufficiently address whether all inventory on-hand was
properly recorded in those perpetual records or require timely resolution, which could take up to 45 days.
Also, at several field units, minimum statistical sampling requirements necessary to accurately conclude on
the existence and completeness of inventory were not met.

e The U.S. Coast Guard’s OM&S policy was not periodically reviewed and evaluated to ensure its materiality
assertion remains valid. The policy was based on the belief that the value of the OM&S did not represent a
material amount. As a result, a material amount of OM&S at field units was expensed upon purchase, rather
than when consumed. However, at our request, the U.S. Coast Guard performed an analysis and, as a result,
concluded that the aggregate value of such OM&S exceeded their materiality threshold and should have
been capitalized.

Cause/Effect: The U.S. Coast Guard’s policies and procedures for conducting physical inventories are outdated,
resulting in ad hoc procedures being performed to complete inventories and excessive time periods taken to resolve
variances. Unresolved inventory discrepancies could result in financial statement misstatements that may not be
corrected in time to meet accelerated reporting requirements.

The U.S. Coast Guard also does not have a process in place to periodically review its OM&S capitalization threshold
policy for field units to ensure that material amounts are identified and appropriately capitalized. During our FY 2003
audit, the U.S. Coast Guard performed an analysis of these amounts and concluded that their materiality assertion
was no longer valid. Consequently, the U.S. Coast Guard modified its policy, increased the number of reportable
units, and adjusted the OM&S balance accordingly.

Criteria: According to GAO’s internal control standards, assets at risk of loss or unauthorized use should be
periodically counted and compared to control records. Auditing standards require that the auditor observe physical
counts of inventories and determine the effectiveness of the counting procedures. SFFAS, No. 3, Accounting for
Inventory and Related Property, states that OM&S generally should be recorded as an asset and expensed when
issued to the end user. An exception is made if the amount of OM&S is immaterial.
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Recommendations: We recommend that the U.S. Coast Guard perform the following for:
1. Physical Inventories:

a) Update OM&S physical count policies, procedures, and controls and provide training to personnel
responsible for conducting physical inventories, including procedures addressing bar-coding and tagging,
and require personnel to complete their research into the cause of variances and submit the results of the
physical inventories within 15 or fewer calendar days after completion of the physical count.

b) Conduct a comprehensive review of field-held OM&S to fully assess current procedures relating to the proper
identification and classification of OM&S items including items that do not represent OM&S, excess and/or
obsolete items, and system-based issues with OM&S applications.

c) Implement effective oversight and monitoring procedures to ensure that physical inventory counts are
performed and evaluated in accordance with policies and procedures.

d) Consider developing risk-based cycle counting procedures for OM&S.

Capitalization of OM&S:

a) Capitalize field unit OM&S, consistent with Federal accounting standards and, as appropriate, based on the
results of the U.S. Coast Guard’s Study of Field OM&S Reporting Thresholds and Units.

b) Implement financial management controls to periodically monitor OM&S, to ensure that appropriate changes
and revisions to existing policies can be made in a timely, and in a comprehensive and consistent manner.

F. Actuarial Liabilities

Background: We were unable to audit the liability associated with the U.S. Secret Service’s (USSS) retiree benefit
plan and the U.S. Coast Guard’s liability for post-employment military travel benefit at DHS because of insufficient
time and/or lack of supporting documentation.

The District of Columbia administers the District of Columbia Police and Fireman’s Retirement System for Secret
Service Employees (D.C. Pension Plan). The USSS’ Uniformed Division and White House Police can elect to join this
D.C. Pension Plan up to the day the person retires. The D.C. Pension Plan makes the benefit payments to the retired
person and/or their beneficiaries on a pay-as-you-go basis. Active USSS employees who have elected to participate
in the D.C. Pension Plan contribute to the plan through salary deductions. The D.C. government is reimbursed each
month for benefit payments in excess of salary deductions. The USSS receives a permanent, indefinite appropriation
each year to pay the excess of benefit payments over salary deductions.

The U.S. Coast Guard provides an entitlement to its service members to pay the costs associated with travel and
transportation of service members, their family members and household goods, at the time of separation from their
last duty station to their home or other location. Entitlement is earned upon entry into the military service.

Conditions: At the USSS, we noted that the actuarial pension liability for the employees who have elected to
participate in the D.C. Pension Plan was not recorded by the USSS or by any other Federal entity, prior to our audit.
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The U.S. Coast Guard did not determine or record the amounts and timing of the future payments consistent with
Federal accounting standards.

Cause/Effect: USSS management interpreted SFFAS No. 5 to indicate that only the administrative entity, rather than
the USSS, should record the actuarial liability for pension plans. However, based on the criteria discussed below,
the USSS would materially understate liabilities on the DHS financial statements, as well as the government-wide
consolidated financial statements if an amount was not recorded. Consequently, the USSS engaged an actuary to
evaluate the plan and compute the liability for future funding cost of the D.C. Pension Plan at September 30, 2003
resulting in an adjustment for $3.3 billion to record the future liability.

The U.S. Coast Guard had not recognized the travel entitlement as an Other Post-Employment Benefit (OPEB) and as
such did not apply the criteria for calculating the liability in accordance with SFFAS No. 5, Accounting for Liabilities of
the Federal Government.

Criteria: SFFAS No. 5 states that pension liabilities should be reported in the financial report of the administrative
entity. The liability is the actuarial present value of all future benefits, based on projected salaries and total
projected service, less the actuarial present value of future normal cost contributions that would be made for

and by the employees under the plan. In the case of the USSS, the District of Columbia, an entity outside of the
Federal government, administers the D.C. Pension Plan. However, SFFAS No. 5 also concludes that all elements

of pension expense should be recognized in the consolidated financial statements of the U.S. Government, after
eliminating intragovernmental transactions. Therefore, in cases where the administrative entity is not a Federal
entity, consideration must then be given to the definition of a liability in the Federal government, who is receiving
the benefits, who is paying the expense, and where the liability is currently recorded. In this case, the USSS is
paying retiree benefit expenses in excess of employee contributions, and it has an obligation to pay these expenses
because they represent benefits that employees earn during their employment. Further, under SFFAS No. 5, no other
Federal entity can report this liability on DHS’ behalf; therefore, this