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FISM 11-01 

FEDERAL INFORMATION SECURlTY MEMORANDUM FOR THE HEADS OF 
EXECUTIVE BRANCH CIVILIAN DEPARTMENTS AND AGENCIES 

FROM : ~Oberta G. Stempfley. Acting Assistant Secretary. Office of Cybersecurity & 
Communications, Department of Homeland Security 

SUBJECT: Announcing Trusted Internet Connections (TIC) Reference Architecture v2.0 

This Federal Information Security Memorandum (FISM) I infonns the heads of executive branch civilian 

departments and agenc ies of the revised TIC Reference Architecture v2 .0. 

The TIC Reference Archi tecture v2.0 introduces new, and clarifies existi ng, mandatory critical 

capabilities. In addition to mandatory crit ica l capabi lities, the TIC Reference Architectu re v2.0 includes 

recommended capabilities based on evolving technologies and threats. Recommended capabil ities are 
considered desirable, but do not have well·defined standards due to evo lving technologies, threats, or 

requirements. TIC Access Prov iders (TICAPs) and Managed Trusted Inte rnet Protoco l Serv ice (MTIPS) 

providers should plan for recommended T IC capabilities, and implement them as federal and industry 

standards are more fully defined. In the next rev is ion of the T IC Reference Architecture, these 

recommended capabi lities are expected to become mandatory critica l capabi lities. 

The TIC Reference Architecture v2.0 and additional infonnation is avai lable on the OMS MAX Porta l 

(requires a .GOV or .MIL e·mail address to register): 

hnps:llmax.omb.gov/collllllunity/display/EgovITrusted+ lntcrnet+Connections 

The TIC Reference Architecture v2.0 applies to: 

• agencies designated as T ICAPs; 

• commerc ial carriers des ignated as MTiPS providers; and 

• all federa l executi ve branch ci vilian agenc ies procuring Networx MTIPS or using TICAP 

services. 

Agenc ies are rem inded they stilt must complete the fo llowing previously established TIC Reference 

Architecture v l .O Milestones. 

Previous TIC v 1.0 Milestones; 

January 1, 20! I, Approved TICAP departments and agencies and Nctworx MTIPS providers will 

sc hedule their next T IC Compliance Va lidation (TCY)lCybersecurity Compliance Validation 

1 The Departmem of Homeland Security issues Federal Information Security Memoranda to infonn federa l 
departments and agencies of their responsibi lities, required actions, and effective dates to achieve fede ral 
infonnation security polic ies. 
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(CCY) annual assessments with the Department of Homeland Security's Federal Network 

Security Branch, Compliance & Assurance Program. 

January 31, 2011 . All other executive branch civilian departments and agencies route all external 

connections, including to the Internet, through a TIC v I.O-compliant TICAP or MTiPS provider. 

Indi vidual Dates. Approved TICAP departments and agencies achieve 100% technical 

capabilities and 100% consolidation of external connections, including those to the Internet, 

according to their individual TIC Plans of Actions & Milestones (POA&Ms) submitted to the 

TIC Program Office. 

DHS issues thi s memorandum pursuanllo the following authorities: 

• The Federal Information Security Management Act (FISMA), 44 U.S.c. §§ 3541-3549, 

• Office of Management and Budget's (OMB) M-l 0-28, Clarifying Cybersecurily Responsibilities 
and Activities of the Executive Office of the President and DHS (assigning to DHS certain 

responsibilities under FISMA), and 

• National Security Presidential Directive 54/Homeland Security Presidential Directive 23, 

Comprehensive National Cybersecurity Initiative (especially paragraphs 15 and 25 ). 

Additional re levant documents include: 

• OMB M-08-05: Implementation of Trusted Inlernel Connections (TIC) 

• OMS M-08-l6: Guidance for Trusted Internet Connection Statement o/Capability (SOC) Form 

• OMS M-08-27: Guidance/or Trusted Internet Conneclion (TIC) Compliance 

• OMB M-09-32: Update on the Trusted Internet Connections Initiative 

For additional infonnation or questions, please contact Sean Donelan, TIC Program Management Office, 

Federal Network Security Branch, Department of Homeland Security at tic@dhs.gov o r by telephone 

703-235-5122. 
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FISM 11-02 

FEDERAL INFORMATION SECURITY MEMORANDUM FOR THE HEADS OF 
EXECUTI\(~EPARTMENTS AND AGENCIES 

FROM: , rta Stempfley, Act ing Assistant Secretary, Office of Cybersecurity and 
ommunicat ions, Department of Homeland Security 

SUBJECT: FY 20 I I Reporting Instructions for the Federal Information Security Management Act 

and Agency Privacy Management 

This Federal In formation Security Memorandum (F ISM) I provides instructions for meeting your 

agency's FY 2011 report ing req uirements under the Federa l In formation Security Management Act of 

2002 (F ISMA) (Title III, Pub. L. No. 107-347). It a lso includes reporting instructions for your agency's 

privacy management program. 

The goa l for Federa l information security in FY 20 I I is to bui ld a defensible Federa l enterprise that 

enables agencies to harness technological innovation, wh ile protecting agency information and 

information systems. To maximize the timel iness and fide lity of security-related info rmation, the 
co llect ion of data should be a by-product of ex isting continuous monitoring processes, not a bolt-on 

activity that redirects va luable resources from importan t mission activities. As stated in previous FISMA 
gu idance, agencies are required to adhere to Department of Homeland Security (DHS) direction to report 

data through CyberScope. This shi ft from the once-a-year F1SMA reporting process to a monthly 
reporti ng of key metrics through CyberScope al lows security practitioners to make decisions using more 

information - delivered morc quick ly than evcr before. 

Agency Reporting Activities 

To comply with this guidance, agencies will carry out the fo llowing activities: 

I. Establish monthly data feeds to CyberScope; 
2. Respond to security posture questions; and 
3. Partici pate in CyberStat accountabi lity sessions and agency interv iews 

I. Monthlv Data Feeds 
Effecti ve next month, agencies must load data from the ir automated security management tools into 
CyberScope on a month ly basis for a limited number of data elements. Whi le ful l implementation of 

automated security management tools across agencies will take time, agencies should report what they 
can using output from their automated security management tool s. These report ing requi rements will 

mature over time as the efforts of the Chief In formation Officer (CIO) Counc il 's Continuous 

Mon itoring Working Group (CMWG), in collaboration with the agenc ies, evo lve and additiona l 
metrics and capabilities are deve loped. 

1 The Department of Homeland Security issues Federal lnfonnation Security Memoranda to infonn federal 
departments and agencies of their responsibilities, required actions, and effective dates to achieve federal 
information security policies. 
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OHS will provide advance notice to agencies as these melfics evolve. The in itial monthly report ing 

melrics and sc hema for FY 2011 will remain identica l to the metfics and sc hema used for the 8UtO
feed port ion of the FY 20 I 0 reporting cycle. Revisions of melfics will be published in CyberScope 

and on the CyberScope page within the Office of Management and Budget (OMS) MAX Portal prior 

to the reporting period in order to a llow sufficient time for adopt ion. As associated data feed schemas 
are revised, they will be posted on the NIST Securi ty Content Automation Protocol (SCAP) web page 

as well as the CyberScope page within the OMB MAX Portal. 

Frequently asked questions related to data feeds can be found on the CyberScope infonnation page 

within the OMB MAX Portal. The URL for the page is: https:llmax.omb.gov/com munitv/xiEgOrFO 

2. Information Security Ouestions 
In add ition to providing the data feeds described above, agenc ies are a lso required to answer a set of 

infomlation security questions in CyberScopc. These questions address areas of ri sk and are designed 

to assess the implementation of security capabilities and measure their effecti veness. 

3. CyberSt:lt Review Sessions and Agency Interviews 
Building on the TechStat model, DHS launched CyberStat accou ntabil ity sess ions in January 2011. 

Th rough CyberStat, DHS cybersecurity experts engage with se lected agencies to help them develop 

focused acti ons plans fo r improving the ir infonnation security posture. CyberStat is grounded in 

ana lys is that is based on data prov ided through CyberScope and other key data sources. The 

developmenl of clear and consistent metrics for CyberScope has improved the ability of agencies to 

have more accountability for outcomes. As DHS works with agencies to improve data quality, the 

insights prov ided through CyberStat and CyberScope witl enable DHS to assist agencies in quickly 

addressing problems that pose risks. 

OHS· led CyberStat sess ions promote accountability and assist Federal civi lian agencies in driving 

progress with key strategic enterprise cybersecurity capabilities. Spec ifica lly, CyberStat is designed 

to: 

• Hi ghlight capability areas where agencies must place add itiona l focus; 
• Help agencies remove roadblocks to meet ing requirement standards; and 
• Recognize agencies in those areas where they are meeting requirement standards. 

CyberStat sess ions feature representatives from DHS, OMB, the National Security Staff (NSS), and 

agency teams working together to carefully examine program data with a focus on prob lem so lving. 

The outcome is a prioritized action plan for the agency to improve overall agency perfonnance. 

Information compi led from the review process wi ll also g ive DHS, OMB, NSS and other relevant 

stakeholders a ho listic viewpoint of the cybersecurity posture of the Executi ve Branch of the Federal 

Govern ment, infonn ing future pol icy and oversight decisions. 

A team of government security speciali sts will interv iew agenc ies not se lected for a Fonnal CyberStat 

review. These interviews will be focused on spec ific threats that each agency faces as a consequence 

of its unique miss ion. 

Effecti ve Dates of Compliance 
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• Monthly Data Feeds: Agencies are required to submit infonnation security data to CyberScope 

by close of business on the fifth calendar day of each month. Small and micro agencies are not 

required to submit monthly reports, although they are highly encouraged to do so. 

• Quarterly Reporting: Moving forward, agencies will be expected to submit melrics data for 2nd 

and 3'd quarters. For 2nd quarter, agencies must submit the ir updates to Cyberscope between Apri l 

ISl and Apri ll S'h , For 3'd quarter, agenc ies must submit the ir updates to CyberScope between 

July I II and July 15th
, Agenc ies are not expected to subm it melrics data for 1 st or 4th quarters, 

other than what is requ ired for the an nual report. 

• Annual Reporting: The due date for annual FISMA reporting through CyberScope is November 

15,2011. 

Additiona l ReQuirements 

• CyberScope is the platfonn for the FISMA reporting process. Agencies should note that a 

Personal Identity Verification card, compl iant with Homeland Security President ial Directive 12, 

is required for access to CyberScope. No FISMA submissions wil l be accepted outside of 

CyberScope. For infonnation related to CyberScope. please visit : 

hnps:llma.x .omb.gov/communirv/xlEgOrFO 

• C IOs, Inspectors General, and Senior Agency Offic ials for Privacy will a ll report through 

CyberScope. Micro agenc ies wi ll also report using this automated collecti on too l. 

• Consistent with prior years' guidance, the agency head should submit an e lectronic copy of an 

official letter to CyberScope providing a comprehensive overview refl ecting his or her assessment 

of the adeq uacy and e ffectiveness of infonnation security policies, procedures, and practices, and 

compliance with the requirements of FISMA for the agency. 

• Senior Agency Officials for Privacy are to submit the fo llowing documents through CyberScope: 

o Breach notification policy if it has changed sign ificantly since last year's report; 

o Progress update on eliminating unnecessary use of Social Security Numbers; and 

o Progress update on the review and reduction of ho ldings of personall y identifiable 

information. 

Please dirC(;t questions on FISMA to the Cybersecu rity Perfonnance Management Office, Federal 

Network SC(;urity Branch, DHS. at FISMA.FNS1[dhs.goy or 703· 235·5045. 

For OM B policy related questions, please contact Carol Bales, 202·395·9915 or fi sma'(f omb.eop.gov. 

Attachment: FY 2011 Frequently Asked Questions on Reporting for FISMA 

cc: Director, Office of Management and Budget 
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