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Introduction 

This document contains statements and questions about the implementation of important security 

program management practices in your organization. The Department of Homeland Security (DHS), 

Federal Network Security Branch (FNS) sponsored the development of this questionnaire, which is 

intended to be used as part of the annual FISMA data gathering process executed by FNS. Specifically, 

this questionnaire examines several domains of an organization’s management of its security program. 

The scoring of this survey yields a Maturity Indicator Level (MIL) for each domain. The nine domains 

examined are listed below: 

1. Compliance Management 

2. Policy Development and Enforcement 

3. Governance and Oversight 

4. Security Program Planning 

5. Human Resource Management 

6. Training and Awareness 

7. Financial Management 

8. Risk Management 

9. Security Operations Management 

A short description of each domain precedes each group of statements.  

For each domain, the first set of statements deals with base practices specific to that domain. The 

following sets of statements address increasing indications of maturity in each of the domains. The base 

practice statements are unique to each domain. The maturity indicator questions are common across 

each domain. 
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Maturity Indicator Levels Defined 

The following defines each MIL and describes the questions used to test for indicators of maturity at 

each level.  

MIL0 Incomplete 

Indicates that at least one base practice is not being performed as measured by responses to the 

relevant questions. If MIL0 is assigned, no further assessment of maturity is performed. 

MIL1 Performed 

Indicates that all base practices are being performed as measured by responses to the relevant 

questions. MIL1 means that there is sufficient and substantial support for the existence of the practices. 

Once MIL1 is attained, questions related to higher MIL levels are asked.  

MIL2 Planned 

Indicates that the base practices of the domain are performed and the activities of the domain are 

supported by planning, stakeholders, and relevant standards and guidelines. The activities of a planned 

domain are  

 conducted according to a documented plan 

 supported by stakeholders (Are the stakeholders of the domain known and are they aware of their 

roles in domain activities?) 

 supported by relevant standards and guidelines (Have the standards and guidelines that support the 

practice been identified and implemented?) 

 governed by organizational policy 

 MIL3 Managed 

Indicates that the base practices of the domain are performed, the activities of the domain are planned, 

and there is basic infrastructure in place to support the activities of the domain. The activities of a 

managed domain  

 are governed by the organization (Is there appropriate oversight over the performance of the 

activities of the domain?) 

 are appropriately staffed and adequately funded (Are the staff and funds necessary to perform the 

activities of the domain as intended available?) 

 are assigned to staff who are responsible and accountable for their performance (Have staff been 

assigned to perform the activities of the domain and are they responsible and accountable for that 

performance?) 

 are performed by staff who are adequately skilled and trained 

 produce work products that are expected from performance of those activities, which are placed 

under appropriate levels of configuration control 
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 are managed for risk (Are risks related to the performance of the practice identified, analyzed, 

dispositioned, monitored, and controlled?) 

MIL4 Measured 

Indicates that the base practices of the domain are performed and the activities of the domain are 

planned, managed, and measured. The activities of a measured domain are 

 periodically evaluated for effectiveness (Are the activities of the domain periodically reviewed to 

ensure that they are effective and producing intended results?) 

 monitored and controlled (Are appropriate implementation and performance measures identified, 

applied, and analyzed?) 

 objectively evaluated against practice descriptions and plans (Are the activities of the domain 

periodically evaluated to ensure that they adhere to related practice descriptions and the plans for 

those practices?) 

 periodically reviewed with higher level managers (Are higher level managers aware of any issues 

related to the performance of the activities of the domain?) 

MIL5 Defined 

Indicates that the base practices of the domain are performed and the activities of the domain are 

planned, managed, measured, and consistent across all internal constituencies who have a vested 

interest in the performance of those activities. A defined domain ensures that the organization reaps 

the benefits of consistent performance of its activities across organizational units and that all 

organizational units can benefit from improvements realized in any organizational unit. At MIL5, the 

activities of the domain  

 are defined by the organization and tailored by organizational units for their use (Is there an 

organization-sponsored definition of the domain’s activities from which organizational units can 

derive activities that fit their unique operating circumstances?) 

 are supported by improvement information that is collected by and shared among organizational 

units for the overall benefit of the organization (Are improvements to activities documented and 

shared across internal constituencies so that the organization as a whole reaps benefits from these 

improvements?)  
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Instructions 

To the right of each statement, there are boxes for the six possible responses: Yes, Likely Yes, Equally 

Likely, Likely No, No, and Don’t Know.  

Use the following criteria to determine which option to check based upon your knowledge of the 

organization: 

 Yes: The statement describes an activity that is definitely performed in the organization. 

 Likely Yes: The statement describes an activity that is most likely performed in the organization (~ 

75% probability of yes). 

 Equally Likely: The statement describes an activity that is equally likely to be performed or not 

performed in the organization (~50% probability of yes). 

 Likely No: The statement describes an activity that is most likely not performed in the organization 

(~ 25% probability of yes). 

 No: The statement describes an activity that is definitely not performed in the organization. 

 Don’t Know: You are not aware of or are uncertain about the existence of the practice. 

Begin with the Base Practices questions in Domain Area 1. Check one of the boxes for each statement. 

Follow the instructions at the end of the section to record your MIL score and proceed through the 

questionnaire. (MIL0 is selected by default for each domain.) 

If you wish to comment on any statements or questions or qualify your answers, please use the 

comments space provided at the end of this document with an appropriate statement or question 

reference number. 
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Organization Information – for the Organization Being Assessed 

Organization Name (include division if applicable)   

   

Address Line 1   

   

Address Line 2   

   

City   

   

State    

   
Postal Code   

   

Web Site   

   

Contact Information – for Person Completing the Assessment 

First Name   

   

Last Name   

   

Title   

   
Address Line 1   

   

Address Line 2   

   

City   

   

State    

   
Postal Code   

   
Phone   

   

Email   

   

Functional Area   
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Domain Area 1:  Compliance Management 

Compliance management addresses the activities related to managing compliance with externally 

imposed information security obligations such as standards, policies, regulations, and legislation.  

B
as

e 
P

ra
ct

ic
es

 

 
Yes 

Likely 
Yes 

Equally 
Likely 

Likely 
No 

No 
Don’t 
Know 

1. There is an up-to-date inventory of 
compliance obligations. 

      

2. The inventory of compliance obligations is 
analyzed for conflicts and duplicate 
obligations.  

      

3. Data collected to satisfy compliance 
obligations is stored in a repository and can 
be accessed for other business purposes.  

      

       
 

M
IL

2
-P

la
n

n
ed

 

 
Yes 

Likely 
Yes 

Equally 
Likely 

Likely 
No 

No 
Don’t 
Know 

4. There is a plan for performing compliance 
activities. 

      

5. The stakeholders for compliance activities 
have been identified. 

      

6. Compliance activities are supported by 
relevant standards and guidelines. 

      

7. There is an organizational policy for 
compliance.  

      

             
 

M
IL

3
-M

an
ag

ed
 

 
Yes 

Likely 
Yes 

Equally 
Likely 

Likely 
No 

No 
Don’t 
Know 

8. There is oversight over the performance of 
compliance activities. 

      

9. Appropriate staff are assigned to perform 
compliance activities. 

      

10. There is adequate funding to perform 
compliance activities.  

      

11. Risks related to the performance of 
compliance activities are identified, 
analyzed, dispositioned, monitored, and 
controlled.   
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M
IL

4
-M

ea
su

re
d

 

 
Yes 

Likely 
Yes 

Equally 
Likely 

Likely 
No 

No 
Don’t 
Know 

12. Compliance activities are periodically 
reviewed to ensure they are effective and 
producing intended results.   

      

13. Compliance activities are periodically 
reviewed to ensure they are adhering to the 
plan. 

      

14. Appropriate measures for compliance 
activities are identified, applied, and 
analyzed.   

      

15. Higher level managers are aware of any 
issues related to compliance. 

      

             
 

M
IL

5
-D

ef
in

ed
 

 
Yes 

Likely 
Yes 

Equally 
Likely 

Likely 
No 

No 
Don’t 
Know 

16. Compliance activities are performed 
consistently across all internal 
constituencies. 

      

17. Improvements to compliance activities are 
shared across internal constituencies. 
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Domain Area 2:  Policy Development and Enforcement 

Policy development and enforcement addresses the activities related to managing internal information 

security policies, such as policies regarding passwords. 

B
as

e 
P

ra
ct

ic
es

 

 
Yes 

Likely 
Yes 

Equally 
Likely 

Likely 
No 

No 
Don’t 
Know 

1. Information security policies are developed, 
regularly updated, communicated to 
constituents, and enforced. 

      

2. There is a disciplinary process established 
for security policy violations. 

      

3. There is visible sponsorship from higher level 
managers for the information security program.  

      

       
 

M
IL

2
-P

la
n

n
ed

 

 
Yes 

Likely 
Yes 

Equally 
Likely 

Likely 
No 

No 
Don’t 
Know 

4. There is a plan for performing policy 
development and enforcement activities. 

      

5. The stakeholders for policy development 
and enforcement activities have been 
identified. 

      

6. Policy development and enforcement 
activities are supported by relevant 
standards and guidelines. 

      

7. There is an organizational policy for policy 
development and enforcement.   

      

             
 

M
IL

3
-M

an
ag

ed
 

 
Yes 

Likely 
Yes 

Equally 
Likely 

Likely 
No 

No 
Don’t 
Know 

8. There is oversight over the performance of 
policy development and enforcement 
activities. 

      

9. Appropriate staff are assigned to perform 
policy development and enforcement 
activities. 

      

10. There is adequate funding to perform policy 
development and enforcement activities.   

      

11. Risks related to the performance of policy 
development and enforcement activities are 
identified, analyzed, dispositioned, 
monitored, and controlled.   

      

             
 



  SMMQ v1.0 

11 
 

M
IL

4
-M

ea
su

re
d

 

 
Yes 

Likely 
Yes 

Equally 
Likely 

Likely 
No 

No 
Don’t 
Know 

12. Policy development and enforcement 
activities are periodically reviewed to ensure 
they are effective and producing intended 
results.   

      

13. Policy development and enforcement 
activities are periodically reviewed to ensure 
they are adhering to the plan. 

      

14. Appropriate measures for policy 
development and enforcement activities are 
identified, applied, and analyzed.   

      

15. Higher level managers are aware of any 
issues related to policy development and 
enforcement. 

      

             
 

M
IL

5
-D

ef
in

ed
 

 
Yes 

Likely 
Yes 

Equally 
Likely 

Likely 
No 

No 
Don’t 
Know 

16. Policy development and enforcement 
activities are performed consistently across 
all internal constituencies. 

      

17. Improvements to policy development and 
enforcement activities are shared across 
internal constituencies. 
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Domain Area 3:  Security Governance and Oversight 

Security governance and oversight addresses the organization’s practices for ensuring that the goals of 

security management activities are being achieved as expected. 

B
as

e 
P

ra
ct

ic
es

 

 
Yes 

Likely 
Yes 

Equally 
Likely 

Likely 
No 

No 
Don’t 
Know 

1. A governance structure has been developed 
and implemented to provide oversight over 
security activities. 

      

2. Roles and responsibilities for security 
governance have been developed and 
assigned.   

      

3. There is a governance dashboard or 
scorecard for information security 
management. 

      

       
 

M
IL

2
-P

la
n

n
ed

 

 
Yes 

Likely 
Yes 

Equally 
Likely 

Likely 
No 

No 
Don’t 
Know 

4. There is a plan for performing governance 
activities. 

      

5. The stakeholders for governance activities 
have been identified. 

      

6. Governance activities are supported by 
relevant standards and guidelines. 

      

7. There is an organizational policy for 
governance.   

      

             
 

M
IL

3
-M

an
ag

ed
 

 
Yes 

Likely 
Yes 

Equally 
Likely 

Likely 
No 

No 
Don’t 
Know 

8. There is oversight over the performance of 
governance activities. 

      

9. Appropriate staff are assigned to perform 
governance activities. 

      

10. There is adequate funding to perform 
governance activities.   

      

11. Risks related to the performance of 
governance activities are identified, 
analyzed, dispositioned, monitored, and 
controlled.   
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M
IL

4
-M

ea
su

re
d

 

 
Yes 

Likely 
Yes 

Equally 
Likely 

Likely 
No 

No 
Don’t 
Know 

12. Governance activities are periodically 
reviewed to ensure they are effective and 
producing intended results.   

      

13. Governance activities are periodically 
reviewed to ensure they are adhering to the 
plan. 

      

14. Appropriate measures for governance 
activities are identified, applied, and 
analyzed.   

      

15. Higher level managers are aware of any 
issues related to governance. 

      

             
 

M
IL

5
-D

ef
in

ed
 

 
Yes 

Likely 
Yes 

Equally 
Likely 

Likely 
No 

No 
Don’t 
Know 

16. Governance activities are performed 
consistently across all internal 
constituencies. 

      

17. Improvements to governance activities are 
shared across internal constituencies. 
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Domain Area 4:  Security Program Management 

Security program management concerns the activities associated with designing, building, and 

implementing a security program. 

B
as

e 
P

ra
ct

ic
es

 

 
Yes 

Likely 
Yes 

Equally 
Likely 

Likely 
No 

No 
Don’t 
Know 

1. Descriptions of security program 
management activities are established in a 
service repository or catalog as a service 
offering to the organization. 

      

2. Critical success factors for security program 
activities are established (and maintained). 

      

3. There are architecture and design guidelines 
for the security management program. 

      

       
 

M
IL

2
-P

la
n

n
ed

 

 
Yes 

Likely 
Yes 

Equally 
Likely 

Likely 
No 

No 
Don’t 
Know 

4. There is a plan for performing security 
program management activities. 

      

5. The stakeholders for security program 
management activities have been identified. 

      

6. Security program management activities are 
supported by relevant standards and 
guidelines. 

      

7. There is an organizational policy for security 
program management.   

      

             
 

M
IL

3
-M

an
ag

ed
 

 
Yes 

Likely 
Yes 

Equally 
Likely 

Likely 
No 

No 
Don’t 
Know 

8. There is oversight over the performance of 
security program management activities. 

      

9. Appropriate staff are assigned to perform 
security program management activities. 

      

10. There is adequate funding to perform 
security program management activities.   

      

11. Risks related to the performance of security 
program management activities are 
identified, analyzed, dispositioned, 
monitored, and controlled.   
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M
IL

4
-M

ea
su

re
d

 

 
Yes 

Likely 
Yes 

Equally 
Likely 

Likely 
No 

No 
Don’t 
Know 

12. Security program management activities are 
periodically reviewed to ensure they are 
effective and producing intended results.   

      

13. Security program management activities are 
periodically reviewed to ensure they are 
adhering to the plan. 

      

14. Appropriate measures for security program 
management activities are identified, 
applied, and analyzed.   

      

15. Higher level managers are aware of any 
issues related to security program 
management. 

      

             
 

M
IL

5
-D

ef
in

ed
 

 
Yes 

Likely 
Yes 

Equally 
Likely 

Likely 
No 

No 
Don’t 
Know 

16. Security program management activities are 
performed consistently across all internal 
constituencies. 

      

17. Improvements to security program 
management activities are shared across 
internal constituencies. 
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Domain Area 5:  Human Resource Management 

Human resource management deals with the practices for managing the acquisition and deployment of 

human resources to minimize disruption and exposure. Included are practices for defining and managing 

job roles for access control purposes. 

B
as

e 
P

ra
ct

ic
es

 

 
Yes 

Likely 
Yes 

Equally 
Likely 

Likely 
No 

No 
Don’t 
Know 

1. There is an established verification and 
validation program for candidate staff and 
current staff to evaluate suitability for their role. 

      

2. The community of authorized identities is 
established and documented.  

      

3. Periodic reviews are performed to identify 
excessive or inappropriate levels of access 
granted to an authorized identity. 

      

       
 

M
IL

2
-P

la
n

n
ed

 

 
Yes 

Likely 
Yes 

Equally 
Likely 

Likely 
No 

No 
Don’t 
Know 

4. There is a plan for performing human 
resource management activities. 

      

5. The stakeholders for human resource 
management activities have been identified. 

      

6. Human resource management activities are 
supported by relevant standards and 
guidelines. 

      

7. There is an organizational policy for human 
resource management.   

      

             
 

M
IL

3
-M

an
ag

ed
 

 
Yes 

Likely 
Yes 

Equally 
Likely 

Likely 
No 

No 
Don’t 
Know 

8. There is oversight over the performance of 
human resource management activities. 

      

9. Appropriate staff are assigned to perform 
human resource management activities. 

      

10. There is adequate funding to perform 
human resource management activities.   

      

11. Risks related to the performance of human 
resource management activities are 
identified, analyzed, dispositioned, 
monitored, and controlled.   
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M
IL

4
-M

ea
su

re
d

 

 
Yes 

Likely 
Yes 

Equally 
Likely 

Likely 
No 

No 
Don’t 
Know 

12. Human resource management activities are 
periodically reviewed to ensure they are 
effective and producing intended results.   

      

13. Human resource management activities are 
periodically reviewed to ensure they are 
adhering to the plan. 

      

14. Appropriate measures for human resource 
management activities are identified, 
applied, and analyzed.   

      

15. Higher level managers are aware of any 
issues related to human resource 
management. 

      

             
 

M
IL

5
-D

ef
in

ed
 

 
Yes 

Likely 
Yes 

Equally 
Likely 

Likely 
No 

No 
Don’t 
Know 

16. Human resource management activities are 
performed consistently across all internal 
constituencies. 

      

17. Improvements to human resource 
management activities are shared across 
internal constituencies. 
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Domain Area 6:  Training and Awareness 

Training and awareness deals with the activities necessary to deliver the training necessary to ensure a 

broad understanding of the nature and value of security activities and awareness of responsibilities for 

security. 

B
as

e 
P

ra
ct

ic
es

 

 
Yes 

Likely 
Yes 

Equally 
Likely 

Likely 
No 

No 
Don’t 
Know 

1. Security program management training 
needs are established. 

      

2. Security program management training is 
provided annually.  

      

3. Records of delivered security program 
management training are maintained. 

      

       
 

M
IL

2
-P

la
n

n
ed

 

 
Yes 

Likely 
Yes 

Equally 
Likely 

Likely 
No 

No 
Don’t 
Know 

4. There is a plan for performing training and 
awareness activities. 

      

5. The stakeholders for training and awareness 
activities have been identified. 

      

6. Training and awareness activities are 
supported by relevant standards and 
guidelines. 

      

7. There is an organizational policy for training 
and awareness.   

      

             
 

M
IL

3
-M

an
ag

ed
 

 
Yes 

Likely 
Yes 

Equally 
Likely 

Likely 
No 

No 
Don’t 
Know 

8. There is oversight over the performance of 
training and awareness activities. 

      

9. Appropriate staff are assigned to perform 
training and awareness activities. 

      

10. There is adequate funding to perform 
training and awareness activities.   

      

11. Risks related to the performance of training 
and awareness activities are identified, 
analyzed, dispositioned, monitored, and 
controlled.   
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M
IL

4
-M

ea
su

re
d

 

 
Yes 

Likely 
Yes 

Equally 
Likely 

Likely 
No 

No 
Don’t 
Know 

12. Training and awareness activities are 
periodically reviewed to ensure they are 
effective and producing intended results.   

      

13. Training and awareness activities are 
periodically reviewed to ensure they are 
adhering to the plan. 

      

14. Appropriate measures for training and 
awareness activities are identified, applied, 
and analyzed.   

      

15. Higher level managers are aware of any 
issues related to training and awareness. 

      

             
 

M
IL

5
-D

ef
in

ed
 

 
Yes 

Likely 
Yes 

Equally 
Likely 

Likely 
No 

No 
Don’t 
Know 

16. Training and awareness activities are 
performed consistently across all internal 
constituencies. 

      

17. Improvements to training and awareness 
activities are shared across internal 
constituencies. 
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Domain Area 7:  Financial Management 

Financial management deals with the practices for funding security program needs based on their 

requirements and determining an acceptable level of return on investment. 

B
as

e 
P

ra
ct

ic
es

 

 
Yes 

Likely 
Yes 

Equally 
Likely 

Likely 
No 

No 
Don’t 
Know 

1. Cost of controls implementation, 
monitoring, and maintenance is known. 

      

2. The security program has an established 
budget. 

      

3. There is planning for unexpected or off-
budget security program financial needs 
resulting from disruption or incident. 

      

       
 

M
IL

2
-P

la
n

n
ed

 

 
Yes 

Likely 
Yes 

Equally 
Likely 

Likely 
No 

No 
Don’t 
Know 

4. There is a plan for performing financial 
management activities. 

      

5. The stakeholders for financial management 
activities have been identified. 

      

6. Financial management activities are 
supported by relevant standards and 
guidelines. 

      

7. There is an organizational policy for financial 
management.   

      

             
 

M
IL

3
-M

an
ag

ed
 

 
Yes 

Likely 
Yes 

Equally 
Likely 

Likely 
No 

No 
Don’t 
Know 

8. There is oversight over the performance of 
financial management activities. 

      

9. Appropriate staff are assigned to perform 
financial management activities. 

      

10. There is adequate funding to perform 
financial management activities.   

      

11. Risks related to the performance of financial 
management activities are identified, 
analyzed, dispositioned, monitored, and 
controlled.   
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M
IL

4
-M

ea
su

re
d

 

 
Yes 

Likely 
Yes 

Equally 
Likely 

Likely 
No 

No 
Don’t 
Know 

12. Financial management activities are 
periodically reviewed to ensure they are 
effective and producing intended results.   

      

13. Financial management activities are 
periodically reviewed to ensure they are 
adhering to the plan. 

      

14. Appropriate measures for financial 
management activities are identified, 
applied, and analyzed.   

      

15. Higher level managers are aware of any 
issues related to financial management. 

      

             
 

M
IL

5
-D

ef
in

ed
 

 
Yes 

Likely 
Yes 

Equally 
Likely 

Likely 
No 

No 
Don’t 
Know 

16. Financial management activities are 
performed consistently across all internal 
constituencies. 

      

17. Improvements to financial management 
activities are shared across internal 
constituencies. 
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Domain Area 8:  Risk Management 

Risk management deals with the organization’s practices for incorporating security risk considerations 

into its overall risk management process. In other words, how does the organization integrate security 

risk management into enterprise risk management? 

B
as

e 
P

ra
ct

ic
es

 

 
Yes 

Likely 
Yes 

Equally 
Likely 

Likely 
No 

No 
Don’t 
Know 

1. Security requirements that align with the 
enterprise operational risk strategy are 
identified or developed. 

      

2. Security requirements that align with the 
enterprise operational risk strategy are 
implemented. 

      

3. An organizational statement of risk 
tolerance has been established. 

      

       
 

M
IL

2
-P

la
n

n
ed

 

 Yes Likely 
Yes 

Equally 
Likely 

Likely 
No 

No Don’t 
Know 

4. There is a plan for performing risk 
management activities. 

      

5. The stakeholders for risk management 
activities have been identified. 

      

6. Risk management activities are supported by 
relevant standards and guidelines. 

      

7. There is an organizational policy for risk 
management.   

      

             
 

M
IL

3
-M

an
ag

ed
 

 Yes Likely 
Yes 

Equally 
Likely 

Likely 
No 

No Don’t 
Know 

8. There is oversight over the performance of 
risk management activities. 

      

9. Appropriate staff are assigned to perform 
risk management activities. 

      

10. There is adequate funding to perform risk 
management activities.   

      

11. Risks related to the performance of risk 
management activities are identified, 
analyzed, dispositioned, monitored, and 
controlled.   
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 Yes Likely 
Yes 

Equally 
Likely 

Likely 
No 

No Don’t 
Know 

12. Risk management activities are periodically 
reviewed to ensure they are effective and 
producing intended results.   

      

13. Risk management activities are periodically 
reviewed to ensure they are adhering to the 
plan. 

      

14. Appropriate measures for risk management 
activities are identified, applied, and 
analyzed.   

      

15. Higher level managers are aware of any 
issues related to risk management. 

      

             
 

M
IL

5
-D
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ed
 

 Yes Likely 
Yes 

Equally 
Likely 

Likely 
No 

No Don’t 
Know 

16. Risk management activities are performed 
consistently across all internal 
constituencies. 

      

17. Improvements to risk management activities 
are shared across internal constituencies. 
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Domain Area 9:  Security Operations Management 

Security operations management addresses the roles, responsibilities, and authority for executing day-

to-day security activities.   

B
as

e 
P

ra
ct

ic
es

 

 
Yes 

Likely 
Yes 

Equally 
Likely 

Likely 
No 

No 
Don’t 
Know 

1. Key security roles within the organization 
have been identified. 

      

2. Responsibilities for security operations have 
been documented and assigned.   

      

3. The services provided by security operations 
are identified and documented.  

      

       
 

M
IL

2
-P

la
n

n
ed

 

 Yes Likely 
Yes 

Equally 
Likely 

Likely 
No 

No Don’t 
Know 

4. There is a plan for performing security 
operations management activities. 

      

5. The stakeholders for security operations 
management activities have been identified. 

      

6. Security operations management activities 
are supported by relevant standards and 
guidelines. 

      

7. There is an organizational policy for security 
operations management.   

      

             
 

M
IL

3
-M
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ed
 

 Yes Likely 
Yes 

Equally 
Likely 

Likely 
No 

No Don’t 
Know 

8. There is oversight over the performance of 
security operations management activities. 

      

9. Appropriate staff are assigned to perform 
security operations management activities. 

      

10. There is adequate funding to perform 
security operations management activities.   

      

11. Risks related to the performance of security 
operations management activities are 
identified, analyzed, dispositioned, 
monitored, and controlled.   
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 Yes Likely 
Yes 

Equally 
Likely 

Likely 
No 

No Don’t 
Know 

12. Security operations management activities 
are periodically reviewed to ensure they are 
effective and producing intended results.   

      

13. Security operations management activities 
are periodically reviewed to ensure they are 
adhering to the plan. 

      

14. Appropriate measures for security 
operations management activities are 
identified, applied, and analyzed.   

      

15. Higher level managers are aware of any 
issues related to security operations 
management. 

      

             
 

M
IL

5
-D

ef
in

ed
 

 Yes Likely 
Yes 

Equally 
Likely 

Likely 
No 

No Don’t 
Know 

16. Security operations management activities 
are performed consistently across all 
internal constituencies. 

      

17. Improvements to security operations 
management activities are shared across 
internal constituencies. 

      

             
 

 

 
  



  SMMQ v1.0 

26 
 

Comments 

 

Statement Number Comment 

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

 


Domain Area 1: Compliance Management. Best Practices. 1 There is an up to date inventory of compliance obligations.
2 The inventory of compliance obligations is analyzed for conflicts and duplicate obligations. 
3 Data collected to satisfy compliance obligations is stored in a repository and can be accessed for other business purposes. 
MIL2-Planned. 4 There is a plan for performing compliance activities.
5 The stakeholders for compliance activities have been identified.
6 Compliance activities are supported by relevant standards and guidelines.
7 There is an organizational policy for compliance. 
MIL3-Managed. 8 There is oversight over the performance of compliance activities
9 Appropriate staff are assigned to perform compliance activities.
10 There is adequate funding to perform compliance activities. 
11 Risks related to the performance of compliance activities are identified, analyzed, dispositioned, monitored, and controlled.  
MIL4-Measured. 12 Compliance activities are periodically reviewed to ensure they are effective and producing intended results.  
13 Compliance activities are periodically reviewed to ensure they are adhering to the plan.
14 Appropriate measures for compliance activities are identified, applied, and analyzed.  
15 Higher level managers are aware of any issues related to compliance.
MIL5-Defined. 16 Compliance activities are performed consistently across all internal constituencies.
17 Improvements to compliance activities are shared across internal constituencies.
Domain Area 2: Policy Development and Enforcement. Best Practices. 1 Information security policies are developed, regularly updated, communicated to constituents, and enforced.
2 There is a disciplinary process established for security policy violations.
3 There is visible sponsorship from higher level managers for the information security program. 
MIL2-Planned. 4 There is a plan for performing policy development and enforcement activities.
5 The stakeholders for policy development and enforcement activities have been identified.
6 Policy development and enforcement activities are supported by relevant standards and guidelines.
7 There is an organizational policy for policy development and enforcement.  
MIL3-Managed. 8 There is oversight over the performance of policy development and enforcement activities.
9 Appropriate staff are assigned to perform policy development and enforcement activities.
10 There is adequate funding to perform policy development and enforcement activities
11 Risks related to the performance of policy development and enforcement activities are identified, analyzed, dispositioned, monitored, and controlled.  
MIL4-Measured. 12 Policy development and enforcement activities are periodically reviewed to ensure they are effective and producing intended results.  
13 Policy development and enforcement activities are periodically reviewed to ensure they are adhering to the plan.
14 Appropriate measures for policy development and enforcement activities are identified, applied, and analyzed.  
15 Higher level managers are aware of any issues related to policy development and enforcement.
MIL5-Defined. 16 Policy development and enforcement activities are performed consistently across all internal constituencies.
17 Improvements to policy development and enforcement activities are shared across internal constituencies.
Domain Area 3: Security Governance and oversight. Base Practices. 1 A governance structure has been developed and implemented to provide oversight over security activities.
2 Roles and responsibilities for security governance have been developed and assigned.  
3 There is a governance dashboard or scorecard for information security management.
MIL2-Planned. 4 There is a plan for performing governance activities.
5 The stakeholders for governance activities have been identified.
6 Governance activities are supported by relevant standards and guidelines.
7 There is an organizational policy for governance.  
MIL3-Managed. 8 There is oversight over the performance of governance activities.
9 Appropriate staff are assigned to perform governance activities.
10 There is adequate funding to perform governance activities.  
11 Risks related to the performance of governance activities are identified, analyzed, dispositioned, monitored, and controlled.  
MIL4-Measured. 12 Governance activities are periodically reviewed to ensure they are effective and producing intended results.  
13 Governance activities are periodically reviewed to ensure they are adhering to the plan.
14 Appropriate measures for governance activities are identified, applied, and analyzed.  
15 Higher level managers are aware of any issues related to governance.
MIL5-Defined. 16 Governance activities are performed consistently across all internal constituencies.
17 Improvements to governance activities are shared across internal constituencies.
Domain Area 4: Security Program Management. Base Practices. 1 Descriptions of security program management activities are established in a service repository or catalog as a service offering to the organization.
2 Critical success factors for security program activities are established (and maintained).
3 There are architecture and design guidelines for the security management program.
MIL2-Planned. 4 There is a plan for performing security program management activities.
5 The stakeholders for security program management activities have been identified.
6 Security program management activities are supported by relevant standards and guidelines.
7 There is an organizational policy for security program management.  
MIL3-Managed. 8 There is oversight over the performance of security program management activities.
9 Appropriate staff are assigned to perform security program management activities.
10 There is adequate funding to perform security program management activities.  
11 Risks related to the performance of security program management activities are identified, analyzed, dispositioned, monitored, and controlled.  
MIL4-Measured. 12 Security program management activities are periodically reviewed to ensure they are effective and producing intended results.  
13 Security program management activities are periodically reviewed to ensure they are adhering to the plan.
15 Higher level managers are aware of any issues related to security program management.
14 Appropriate measures for security program management activities are identified, applied, and analyzed.  
MIL5-Defined. 16 Security program management activities are performed consistently across all internal constituencies.
17 Improvements to security program management activities are shared across internal constituencies.
Domain Area 5: Human Resource Management. Base Practices. 1 There is an established verification and validation program for candidate staff and current staff to evaluate suitability for their role.
2 The community of authorized identities is established and documented. 
3 Periodic reviews are performed to identify excessive or inappropriate levels of access granted to an authorized identity.
MIL2-Planned. 4 There is a plan for performing human resource management activities.
5 The stakeholders for human resource management activities have been identified.
6 Human resource management activities are supported by relevant standards and guidelines.
7 There is an organizational policy for human resource management.  
MIL3-Managed. 8 There is oversight over the performance of human resource management activities.
9 Appropriate staff are assigned to perform human resource management activities.
10 There is adequate funding to perform human resource management activities.  
11 Risks related to the performance of human resource management activities are identified, analyzed, dispositioned, monitored, and controlled.  
MIL4-Measured. 12 Human resource management activities are periodically reviewed to ensure they are effective and producing intended results.  
13 Human resource management activities are periodically reviewed to ensure they are adhering to the plan.
14 Appropriate measures for human resource management activities are identified, applied, and analyzed.  
15 Higher level managers are aware of any issues related to human resource management.
MIL5-Defined. 16 Human resource management activities are performed consistently across all internal constituencies.
17 Improvements to human resource management activities are shared across internal constituencies.
Domain Area 6: Training and Awareness. Base Practices. 1 Security program management training needs are established.
2 Security program management training is provided annually. 
3 Records of delivered security program management training are maintained.
MIL2-Planned. 4 There is a plan for performing training and awareness activities.
5 The stakeholders for training and awareness activities have been identified.
6 Training and awareness activities are supported by relevant standards and guidelines.
7 There is an organizational policy for training and awareness.  
MIL3-Managed. 8 There is oversight over the performance of training and awareness activities.
9 Appropriate staff are assigned to perform training and awareness activities.
10 There is adequate funding to perform training and awareness activities.  
11 Risks related to the performance of training and awareness activities are identified, analyzed, dispositioned, monitored, and controlled.  
MIL4-Measured 12 Training and awareness activities are periodically reviewed to ensure they are effective and producing intended results.  
13 Training and awareness activities are periodically reviewed to ensure they are adhering to the plan.
14 Appropriate measures for training and awareness activities are identified, applied, and analyzed.  
15 Higher level managers are aware of any issues related to training and awareness.
MIL5-Defined. 16 Training and awareness activities are performed consistently across all internal constituencies.
17 Improvements to training and awareness activities are shared across internal constituencies.
Domain Area 7: Financial Management. Base Practices. 1 Cost of controls implementation, monitoring, and maintenance is known.
2 The security program has an established budget.
3 There is planning for unexpected or off-budget security program financial needs resulting from disruption or incident.
MIL2-Planned. 4 There is a plan for performing financial management activities.
5 The stakeholders for financial management activities have been identified.
6 Financial management activities are supported by relevant standards and guidelines.
7 There is an organizational policy for financial management.  
MIL3-Managed. 8 There is oversight over the performance of financial management activities.
9 Appropriate staff are assigned to perform financial management activities.
10 There is adequate funding to perform financial management activities.  
11 Risks related to the performance of financial management activities are identified, analyzed, dispositioned, monitored, and controlled.  
MIL4-Measured. 12 Financial management activities are periodically reviewed to ensure they are effective and producing intended results.  
13 Financial management activities are periodically reviewed to ensure they are adhering to the plan.
14 Appropriate measures for financial management activities are identified, applied, and analyzed.  
15 Higher level managers are aware of any issues related to financial management.
16 Financial management activities are performed consistently across all internal constituencies.
17 Improvements to financial management activities are shared across internal constituencies.
Domain Area 8: Risk Management. Base Practices. 1 Security requirements that align with the enterprise operational risk strategy are identified or developed.
2 Security requirements that align with the enterprise operational risk strategy are implemented.
3 An organizational statement of risk tolerance has been established.
MIL2-Planned. 4 There is a plan for performing risk management activities.
5 The stakeholders for risk management activities have been identified.
6 Risk management activities are supported by relevant standards and guidelines.
7 There is an organizational policy for risk management.  
MIL3-Managed. 8 There is oversight over the performance of risk management activities.
9 Appropriate staff are assigned to perform risk management activities.
10 There is adequate funding to perform risk management activities.  
11 Risks related to the performance of risk management activities are identified, analyzed, dispositioned, monitored, and controlled.  
MIL4-Measured. 12 Risk management activities are periodically reviewed to ensure they are effective and producing intended results.  
13 Risk management activities are periodically reviewed to ensure they are adhering to the plan.
14 Appropriate measures for risk management activities are identified, applied, and analyzed.  
15 Higher level managers are aware of any issues related to risk management.
MIL5-Defined. 16 Risk management activities are performed consistently across all internal constituencies.
17 Improvements to risk management activities are shared across internal constituencies.
Domain Area 9: Security Operations Management. Base Practices. 1 Key security roles within the organization have been identified.
2 Responsibilities for security operations have been documented and assigned.  
3 The services provided by security operations are identified and documented. 
MIL2-Planned. 4 There is a plan for performing security operations management activities.
5 The stakeholders for security operations management activities have been identified.
6 Security operations management activities are supported by relevant standards and guidelines.
7 There is an organizational policy for security operations management.  
MIL3-Managed. 8 There is oversight over the performance of security operations management activities.
9 Appropriate staff are assigned to perform security operations management activities.
10 There is adequate funding to perform security operations management activities.  
11 Risks related to the performance of security operations management activities are identified, analyzed, dispositioned, monitored, and controlled.  
MIL4-Measured. 12 Security operations management activities are periodically reviewed to ensure they are effective and producing intended results.  
13 Security operations management activities are periodically reviewed to ensure they are adhering to the plan.
14 Appropriate measures for security operations management activities are identified, applied, and analyzed.  
15 Higher level managers are aware of any issues related to security operations management.
MIL5-Defined. 16 Security operations management activities are performed consistently across all internal constituencies.
17 Improvements to security operations management activities are shared across internal constituencies.
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