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MANAGEMENT MODEL V1.1

PROCESS AREA GOALS AND PRACTICES

ADM — ASSET DEFINITION AND MANAGEMENT

ADM:SG1 Establish Organizational Assets

CM, PE, PL-2,
PM-5, PL-4,
RA-2

800-53A

800-137

ADM:SG2 Establish the Relationship Between
Assets and Services

PM-11, RA-2

MANAGEMENT MODEL V1.1

PROCESS AREA GOALS AND PRACTICES

KIM — KNOWLEDGE AND INFORMATION
MANAGEMENT

KIM:SG1 Establish and Prioritize Information Assets

AC-22

800-53A

800-137

KIM:SG2 Protect Information Assets

3.4.1,34.2

AC-16, AC-21,
PE-5, SC-2, SI-12

KIM:SG3 Manage Information Asset Risk

PM-4, PM-7

ADM:SG3 Manage Assets
AM - ACCESS MANAGEMENT

AM:SG1 Manage and Control Access

COMM — COMMUNICATIONS

COMM:SG1 Prepare for Resilience Communications

AC-1,AC-2,
AC-10, IA-1,
IA-2, 1A-8,
MA-3, MA-4,
MA-5, PE-1, PE-
1, PE-16, PL-2,
SA-7,SC-2,
SI-9, SI-11

244,234

COMM:SG2 Prepare for Communications Management

COMM:SG3 Deliver Resilience Communications

COMM:SG4 Improve Communications

COMP — COMPLIANCE

COMP:SG1 Prepare for Compliance Management

CA-1, AU-1,

KIM:SG4 Manage Information Asset Confidentiality
and Privacy

AU-13, 1A-1, MP-
2, MP-3, MP-4,
MP-5, MP-6,
PL-5, SC-8, SC-9,
SC-11, SC-12,
SC-13, SC-14,
SC-17, SI-12

KIM:SG5 Manage Information Asset Integrity

SC-8, SC-14,
SC-20, SC-21

KIM:SG6 Manage Information Asset Availability
MA — MEASUREMENT AND ANALYSIS

MA:SG1 Align Measurement and Analysis Activities

CP-9

3.1,3.21,
3.2.2,
Appendix D,
Appendix F

324,343,
43,53,6.3,
13,82

212,213,
3.1.1,3.13,
3.2

MA:SG2 Provide Measurement Results

MON — MONITORING
MON:SG1 Establish and Maintain a Monitoring Program

CA-7, PM-6, SI-4

33,
Appendix G

2.1.3,34,35

2.1,23,3.1,
33,35

MON:SG2 Perform Monitoring

RA-5, SI-4

213,2.2,23,
3.3,34,35.2

AU-3, AU-5
OPD — ORGANIZATIONAL PROCESS DEFINITION
COMP:SG2 Establish Compliance Obligations AU-2, SI-4, AU-1 OPD:SG1 Establish Organizational Process Assets PM-11 3.2, Appx. D, 3,4,5,6, 3.1.1
Appendix E 7,8

COMP:SG3 Demonstrate Satisfaction of Compliance
Obligations

AU-6, AU-11,
PL-6

COMP:SG4 Monitor Compliance Activities
CTRL—- CONTROLS MANAGEMENT

CTRL:SG1 Establish Control Objectives

24

CTRL:SG2 Establish Controls

2.4, Task 2-1,
Task 2-2

CTRL:SG3: Analyze Controls

Task 2-1,

Task 2-3,

Task 3-1,
Appendix G

CTRL:SG4 Assess Control Effectiveness

EC — ENVIRONMENTAL CONTROL
EC:SG1 Establish and Prioritize Facility Assets

Task 4-1,
Task 4-2,
Task 4-3,
Task 4-4,
Task 6-2,
Task 6-3

EC:SG2 Protect Facility Assets

PE-3, PE-4,
PE-6, PE-7,
PE-8, PE-9, PE-
13, PE-16, PE-17,
PE-18

EC:SG3 Manage Facility Asset Risk

PM-4, PM-7

EC:SG4 Control Operational Environment

EF— ENTERPRISE FOCUS

EF:SG1 Establish Strategic Objectives

CP-6, CP-7,
CP-8, PE-10, PE-
11, PE-12, PE-13,

PM-11, PE-14,
PE-15

PM-7, PM-11

EF:SG2 Plan for Operational Resilience

PL-2, PM-1,
PM-4

EF:SG3 Establish Sponsorship

PL-1, PM-3

EF:SG4 Provide Resilience Oversight

EXD — EXTERNAL DEPENDENCIES

EXD:SG1 Identify and Prioritize External Dependencies

CA-6, PL-1,
PL-2, PM-6

EXD:SG2 Manage Risks Due to External Dependencies

EXD:SG3 Establish Formal Relationships

AC-20, CA-3, SA-

2, SA-3, SA-9,
SA-11, SA-12,
SA-13

EXD:SG4 Manage External Entity Performance

FRM — FINANCIAL RESOURCE MANAGEMENT

FRM:SG1 Establish Financial Commitment

SA-3, SA-9,
SA-12, SA-13

FRM:SG2 Perform Financial Planning

FRM:SG3 Fund Resilience Activities

FRM:SG4 Account for Resilience Activities

FRM:SG5 Optimize Resilience Expenditures and Investments

HRM — HUMAN RESOURCE MANAGEMENT

HRM:SG1 Establish Resource Needs

HRM:SG2 Manage Staff Acquisition

HRM:SG3 Manage Staff Performance

HRM:SG4 Manage Changes to Employment Status

ID — IDENTITY MANAGEMENT

ID:SG1 Establish Identities

AC-5, AC-6,
AC-22, IA-2,
IA-4, PE-2

ID:SG2 Manage ldentities

IMC — INCIDENT MANAGEMENT AND CONTROL

IMC:SG1 Establish the Incident Management and Control
Process

AC-2

AC-14, IR-2,
IR-4, IR-8

IMC:SG2 Detect Events

IR-4, IR-5, IR-6,
IR-7, PE-6, SI-5

IMC:SG3 Declare Incidents

IMC:SG4 Respond to and Recover from Incidents

IMC:SG5 Establish Incident Learning
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OPF — ORGANIZATIONAL PROCESS FOCUS

OPF.SG1 Determine Process Improvement Opportunities

23,3.1.1,37

OPF:SG2 Plan and Implement Process Actions

3.7

OPF:SG3 Deploy Organizational Process Assets and
Incorporate Experiences

OTA — ORGANIZATIONAL TRAINING AND
AWARENESS

OTA:SG1 Establish Awareness Program

0TA:SG2 Conduct Awareness Activities

OTA:SG3 Establish Training Capability

OTA:SG4 Conduct Training

PM — PEOPLE MANAGEMENT
PM:SG1 Establish Vital Staff

PM:SG2 Manage Risks Associated with Staff Availability

PM:SG3 Manage the Availability of Staff

RISK — RISK MANAGEMENT
RISK:SG1 Prepare for Risk Management

PM-9, RA-2

RISK:SG2 Establish Risk Parameters and Focus

CA-6, PM-9,
RA-3

RISK:SG3 Identify Risk

CA-2, PL-5,
PL-6, PM-9, RA-3

RISK:SG4 Analyze Risk

PL-5, PL-6,
PM-9, RA-3

RISK:SG5 Mitigate and Control Risk

CA-5, PM-4,
PM-9, RA-3

RISK:SG6 Use Risk Information to Manage Resilience

RRD — RESILIENCE REQUIREMENTS DEVELOPMENT
RRD:SG1 Identify Enterprise Requirements

PM-9

PM-7

RRD:SG2 Develop Service Requirements

SA-2, SA-13,
PM-7

RRD:SG3 Analyze and Validate Requirements
RRM — RESILIENCE REQUIREMENTS MANAGEMENT

RRM:SG1 Manage Requirements

RTSE — RESILIENT TECHNICAL SOLUTION
MANAGEMENT

RTSE:SG1 Establish Guidelines for Resilient Technical
Solution Development

SA-13

PM-7, SA-2

SA-4, SA-11,
SA-13

RTSE:SG2 Develop Resilient Technical Solution Development
Plans

SSA-3, A-12,
SA-14, PM-7

RTSE:SG3 Execute the Plan

SC — SERVICE CONTINUITY
SC:SG1 Prepare for Service Continuity

3.1,34,4

SA-12, SA-14

CP-1,PM-11

SC:SG2 Identify and Prioritize High-Value Services

3.2

AT-5, CP-2, PM-8,
SC-8, SC-9

SC:SG3 Develop Service Continuity Plans

CP-2,CP-3,
CP-10, PL-6,
PM-11

SC:SG4 Validate Service Continuity Plans

SC:SG5 Exercise Service Continuity Plans

CP-3, CP-4, PL-6

SC:SG6 Execute Service Continuity Plans

SC:SG7 Maintain Service Continuity Plans

TM — TECHNOLOGY MANAGEMENT
TM:SG1 Establish and Prioritize Technology Assets

PL-2, PM-5,
SA-14

TM:SG2 Protect Technology Assets

AC-14, AU-3, AU-
7, AU-8, AU-9,
AU-10, AU-12,
AU-14, CM-6,

CM-7, PA-5,

PL-2, PL-6, PM-7,

SA-13, SC-2

TM:SG3 Manage Technology Asset Risk

CM-4, PL-6, PM-
4, PM-7, PM-10

TM:SG4 Manage Technology Asset Integrity

2.5,3.13,
3.14,3.16

AC-3, AC-4,
AC-7, AC-8, AC-
9, AC-11, AC-17,

AC-18, AC-19,

CM-1, CM-2,

CM-3, CM-4,

CM-5, CM-6,
CM-9, 1A-2, 1A-3,
[A-5, 1A-6, IA-7,
IA-8, MA-1, MA-
3, MA-4, MA-5,

PM-10, SA-5,
SA-10, SI-2, SI-5

TM:SG5 Manage Technology Asset Availability

VAR - VULNERABILITY ANALYSIS AND RESOLUTION
VAR:SG1 Prepare for Vulnerability Analysis and Resolution

AU-4, AU-5, MA-
2, MA-4, MA-6,
PE-11, PL-6, PM-
11, SI-6, SI-13

22,2.3,3.2,
Appendix D,
Appendix E

VAR:SG2 Identify and Analyze Vulnerabilities

RA-5, SA-10, SA-
11, SI-2, SI-3

VAR:SG3 Manage Exposure to Vulnerabilities

RA-5, SA-10, SA-
11,SI1-2, SI-3

VAR:SG4 Identify Root Causes

RA-5, SA-11, SI-2
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