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1.0 INTRODUCTION TO US-VISIT
AND ITS BUSINESS CONTEXT

To position DHS for the future, the Smart
Border Alliance incorporates border
management experience and lessons
learned to achieve a business-focused End

Vision that is responsive to stakeholder
needs and US-VISIT program goals.
1.1 US-VISIT Background

The border management community
forms the unifying core for the broad range
of activities that meet the dual Homeland
Security challenge to protect the U.S. and
its territories from threats and to promote
legitimate flow of people and goods. Our
solution to meet this challenge enhances
both border enforcement and facilitation of
the movement of people and goods while
maintaining privacy, as Figure 1-1 depicts.
an Alliance subject matter

characterizes our solution’s
enhancing the dynamic
relationship between enforcement and
facilitation as: “The traveling population

mandate In

Us-vIsIT b

Embedded agency experience and

expertise provide a mission-driven
system responsive fo stakeholder needs

® [nvolve users and other key stakeholders
with comprehensive program governance
structure which guides design and
deployment

® Through lessons learned from a pool of
over 300 INS, Customs, and DoS experts
1o guide pre-award activity

® Tap privacy experience from Federal,
State, and Local law enforcement data
sharing

® Combine DHS advance data approach-
CSl, FAST, SENTRI, and others with
kiosks to improve information and

decrease time at the border
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will embrace US-VISIT where we can
ratchet up facilitation while keeping our
country secure.”

Some aspects of the current
Immigration and Customs processes are
manual, dependent on outdated or
redundant technology, not integrated,
subject to mput or processing delays, or
mnflexible, creating significant exposure for
the country. Our information-rich solution
is designed to better inform decision

; T

Enforcement of National
Security

= Improves border security by
identifying traveler and
traveler risks

= Tracks traveler activities and
enables early identification of
potential risks

m Provides accurate, real-time
identification of higher-risk
travelers

= Enhances identification of
watch list travelers at primary

Facilitation of Travel
and Trade

= Reduces inspection time by
minimizing inspection of
lowe-risk travelers

m |mproves inspection
consistency across POEs

m Minimizes erroneous delays
with accurate, realtime
information

m Expedites low-risk traffic at
land borders

Maintaining
Privacy

“In accomplishing our mission, we are acutely aware of the challenge of maintaining balance — between
freedom and security and customer service...Cur top priority is providing maximum security with
minimum intrusion.” — James Loy

USWP 036

Figure 1-1. US-VISIT must enhance enforcement and facilitation simuftaneously, while
maintaining data privacy in an end-to-end, real-time, cross-agency business process
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makers, improve the information available
to users, and provide an easy-to-read
format mtegrated with other systems at

each point of the process. According to
subject matter expert
g

border officer makes a better decision
informed by advance risk analysis and
government-wide data on a traveler, then
the law-abiding traveler is de facto
expedited by directing the inspector’s
attention to higher risk individuals.”

During the past two years, the
Government has taken significant initial
steps to improve the country’s ability to
analyze, forecast, and prevent threats to
our citizens. US-VISIT is a key tool to
identify, deter, and track terrorists or
foreign nationals of interest for National
Security reasons. It provides real-time,
accurate information in advance of
travelers reaching the border; this enables
a more secure and expeditious border
process focused on the primary system
goals outlined in Figure 1-2.

US-VISIT collects, maintaing, and
shares information on foreign nationals
through an mmnovative, interoperable, and
secure system. We understand the

mmportance and challenges of deploying an
Cross-agency process

Enhanced
Mational Security

end-to-end,

Facilitation of
Legitimate Travel
and Trade

b4}

propose to share the Government’s risk in
meeting these challenges

The US-VISIT mission-critical system
connects and unifies disparate business
processes within DHS and DoS effectively
supporting security and facilitation while
observing personal privacy protections.

Our End Vision is designed to not only
meets program business, architectural,
technical, and legislative requirements but

also
We work with DHS to move the

collection of key risk information away
from the border to stop high-risk travelers

before therr departure and expedite
processing  for  legitimate  frequent
travelers, both foreign and U.S., by

enrollment in a frequent traveler program.
Core Business Drivers. Weaknesses
In the process of authorizing and tracking
foreign travelers and immigrants to the
U.S. and the need to apply information
from multiple sources to improve the
process have plagued the Immigration and
Naturalization Service for the past three
decades. The country’s and Congress’s
desire to know where and how the foreign
Conformance
‘with Existing

Privacy Laws and
Policies

Enhanced Integrity
of Our Immigration
System

UsvP 037

Figure 1-2. Our business-focused End Vision creales a secamless cross-agency process
centered around facilitation, enforcement, integrity, and protlection of privacy
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population contributes to our ecohomy,
benefits from domestic health, education
and other welfare programs, or threatens
U.S. citizens exposed gaps 1n the
Government’s ability collect, compile,
maintain and track up-to-date information.
The fact that the September 11 terrorists
entered the country, enrolled m flight
schools and lived and traveled freely in the
U.S. without notice emphasized these
vulnerabilities and added urgency to the
need to fix them by bringing to bear
Information from pertinent domestic and
mternational sources that detects and
deters future incidents. Figure 1-3 defines
these drivers.

With that in mind, our End Vision is
designed to safeguard the public from
known or suspected terrorists with minimal
effect on legitimate travelers. It improves
the Government’s ability to determine the
admissibility of international travelers
while maintaining our commitment to an
open soclety. It preserves records privacy
while sharing data across agencies,

Enhance National
Security

Facilitate Legitimate
Travel and Trade

Business Drivers

= Prevent Terrorism
Dramatically Improve
Border Security
Detect Immigration
Violators in the US

= Avoid Economic Impact
of Slowing Movement at
the Border

m Merge Cultures and New
Methodologies

Technical Drivers

Utilize Reliable State-
of the-Art Personal
Identification
Technology —
Biometrics

= Enable Information
Security, Reliability,
and Availability

= Protect Privacy of
Personal Data

Enhance Integrity of

n Provide Effective User
Solutions to POEs and
Other Locations
Recognizing the Limits
of the Existing
Infrastructure

bureaus, and departments. Specifically, it
improves detection of visa violations by
acting on real-time data to identify
overstays and those who have committed
crimes while in the U.S., and then refer
them to enforcement. Our vision
emphasizes  the  pre-entry, status
management, and analysis processes to
reduce activities at the border and
concentrate knowledge at entry. This
enables our solution to tighten controls

without impeding citizen or low-risk
travelers.
Border Management and Key

Stakeholders. The breadth of expectations
for US-VISIT from its diverse stakeholder
groups and communities of Interest
requires sensitive policy tradeoffs and
prioritization to iIntegrate wide-ranging
needs into the End Vision solution.

Conform with
Existing Privacy
Laws and Policies

Qur Immigration
System

m Overcome Lack of
Cross-agency
Information Sharing

= Obtain Stakeholder
Buy-in and Support

= Global Visibility
m Acddress Privacy
Concerns

m Create an Enterprise
Architecture While DHS
EA is Evolving

m Integrate Data From
Stovepiped Legacy
Systems

USvVP nas

Figure 1-3. We recognize the compfex mix of architectural, business process, and
legisfative requirements that affect the Government’s process lo verify and record the
identities of persons who enter and exit the U.S.

Volume 3, Part A End Vision

The information on this page is proprietary to Accenture LLP.

Source Selection Information — (See FAR 3.104)

>
accenture
1-3

b(4)




United States Visitor and Immigrant
Status Indicator Technology
(US-VISIT) Program

/)

O

HSSCHO-04-R-0086

beyond the system itself to provide
environmental relief to border communities
through pre-enrollment and advance check-
In options designed to enable legitimate
travelers to cross borders with as quickly as
possible with strong security. Our robust
stakeholder outreach program Involves
them 1in system design, testing, and
deployment and gauges their expectations
and satisfaction levels at each stage.

1.2 Desired Business Results (DBRs)

The country’s ability to properly
identify foreign travelers before they
enter, locate them subsequent to entry,
and promptly determine when they have
violated the terms of their admission is
critical to U.S. Homeland Security efforts
and key to the rationale for placing

US-VISIT Supports. . .

L)

o Direct the nations Prevent Terrorist

& 8 | Immigration Benefits Attacks within the

o = | System and Promote u.s.

'uaJ; E Citizenship Value Secure the borders

=g Ensure the security against ferrorists,

50 and integrity of the means of terrorism,

0T | immigration system and other illegal

O d activity

a m Coordination across m Provided entry/exit
DHS agencies is and status
achigved and information to identify
common aliens attempting to
components and having entered
leveraged the country

m New business m Ahility to identify risk

processes close travel trends

2 gaps among existing = | egitimate travelers

g organizations, focus are distinguished

n B key data & analysis from risky travelers

@3 = Notify DHS agencies | = Enables

= of Immigration interdepartmental

ox Benefits tasks that alerts to identify

a need to be foreign nationals on

o completed in a watch lists

specified amount of
time

Ability to accurately
identify a person

across HLS system.
Providing foundation

for decisions making
process across the

HLS employees

immigration  activities  within  the
Department of Homeland Security. Four
of the Department’s seven strategic goals
address immigration system performance,
as Figure 1-4 depicts. This figure shows
the flow down to US-VISIT objectives
and desired business results. These DBRs
and sample metrics appear in detail later
In the section.

Preventing domestic terrorist activity
by interdicting terrorists at or outside the
U.S. borders is a top priority for US-

the Homeland Security Mission

Protect America’s
Economic Security
and Ensure the
Safety and
Protection of
Maritime Interests
Enforce frade and
immigration laws,
while facilitating the
flow of legitimate
cargo and people.

Operate as a leading
edge organization while
tracking outstanding,
stewardship of public
resources
Protect confidentiality
and data integrity to
ensure privacy and
security
Improve the efficiency
and effectiveness of the
Department

m Privacy laws and
policies are followed
and expectations are
managed

Provide multiple
options to simplify and
improve access to

= Reduce primary
inspection times

m Combine exit
processing with
already existing
boarding processes
at air and seaports

forums and to reduce
requirements for processing times
updating traveler i PP e

information

System of systems
eliminates redundant
data on aliens
Disseminates
appropriate alien data
across the immigration
process consistent
with data security
protection

USVP 162
Figure 1-4. US-VISIT desired business results support the sirategic goals
and objectives of DHS
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utilized in the Mission
Operations Center {(MOC) to bear on the
visa application process, on passenger
manifests for travelers en route to the U.S.,
and at the border. This discourages
potential terrorists from considering the
immigration process as a productive
avenue for entering the U.S. Our solution
also assists the Government in locating
aliens already within the U.S. who are
associated with terrorism.

Our solution features an Integrated
Traveler Folder (ITF) that integrates new
and legacy systems across agencies,
bureaus, and departments to provide a full
lifecycle view of individual travelers’
activities. As shown i Figure 1-5, the ITF
eliminates redundant data, unites key
information concerning individuals’ visa-
related and travel activities, and detects
non-compliance by overstay, criminal
conviction, or unauthorized employment.
It builds in the privacy protections required
for law enforcement records, and data
sharing among agencies and international
governments. It also anticipates the
protection of sensitive human rights
information by international agreements.
We recognize that policy and procedure
change remain the purview of the
administering bureaus; however, our
solution

Such features enhance the
overall integrity of the program.
Facilitating travel and trade is essential
to U.S. economic security. Our solution
reduces  border-processing times by
routinely identifying travelers of interest
needing  additional interviewing in
second

to determine admissibility.

The system
inspectors with

also presents

primary

A Comprehensive View of the
Foreign Traveler
Travel
Authorization

: Prior to Departing
Arrival Data to the U.S.

\ / Travel
WAdvanced
Passenger 7
Data
i TravelarFoldsr
Identification
v Narma

Pre and Post

Authorization
Risk
+ Rigk Scara

+ Address *Akrts
Adtivities

» Travel History
+ Applications

<

e Ap%‘éﬁon and
-F /Liecision

ipformation
e
p———
’/ Cross
. \j\gencv

—_
Traveler .
Exit Data

¢ /

Maximize Travel

ntegrated
Data

Visa Decisions

and Trade Based on
Facilitation Cross-Agency
Information

USVP-228

Figure 1-5. The Alliance US-VISIT solution
unites International and U.S. Government
data on each foreign travelerin an
Integrated Traveler Folder with views
fimited by authorization

mn
screens that seamlessly mimic the Free and
Secure Trade (FAST) formats they are
already used to seeing. Our pre-enrollment
facilitation programs enable tourists and
business travelers already wvetted and
approved to pass through border screening
quickly while enhancing the quality of CBP
mspectors’ judgments

Figure 1-6 depicts a
detailed breakdown of typical Desired
Business Results and supporting metrics.
Our Alliance is equipped to work
closely with the Government to assess
policy impacts, queue decisions required
by key officials, and draft proposed policy
positions with the assistance of the
experienced,  knowledgeable  agency
experts on our team. In each phase, we
design and build a system that protects
data on individuals in a manner consistent
with privacy mandates at every level; these
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Figure 1-6. The US-VISIT desired business resiilts further the system objectives by
providing key DHS capabililies — Sheet 1 of 2
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Figure 1-6. The US-VISIT desired business resiilts further the system objectives by
providing key DHS capabililies — Sheet 2 of 2

considerations encompass both the data
collected and its availability. Further, our
solution builds in the additional record
privacy protections required when visa
holders transition to U.S. citizen status.
The former Government executives on our
team are aware that anticipating sensitive,
potentially controversial policy matters is a
strategic goal for DHS. These experts are
already at work identifying key US-VISIT
policy impacts such as reconciliation of
overlapping data collection from CAPPS
and CAPPS II or how to filter false
positive entry and exit analyses from
future admission or benefits decisions. We
build a system that enables, through the
MOC, real-time answers to key visa
program management questions such as
total wvisas issued or denied by type,
location, or other key attributes; or number
of travelers by country of nationality in the
U.S. at any time and their locations.

To meet DHS’s goal to operate as a
leading edge organization while practicing
outstanding  stewardship of  public
resources, our solution builds on a

structure consistent with the Homeland
Security  Enterprise  Architectire  to
maximize reuse. The system utilizes an
Integration layer to pull, scrub, and
reconcile key data from diverse legacy
systems, evaluating and updating or retiring
those systems in a staged approach.

We recognize the critical value of
operational experience and acceptance in
developing an effective approach to US-
VISIT. Our vision

Our solution

also takes into account the ongoing
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streamlining of DHS processes in current
development such as ACE, and users,
adapting screens and system capabilities
for ease of use.

1.3 Driving Legislation and Initiatives
The US-VISIT program builds on a

framework of detailed legislative mandates
preceding and given urgency by the events
of September 11. Figure 1-7 details the
range of existing laws that guide system
design and development. Our subject
matter experts and senior advisors have

Section 110 of the Visa Waiver i
i 107-56 for USA
'”‘?;23' .'r?.ﬂg“;ﬁ'.?“ Data Management pﬁiggiﬂe,{'& Patriof Act of 2001 E-Gav Act Public Law 107-
Responsibility Act 'mgﬁrﬁmgggéﬁ (VWPPA} (2000) Aviation and ot 1;{3} rgnérESnggjnnc;d
of19%6 (IRRA) | 1o E)I' ; }(106} . Public Law 106- Transportation Privacy Act e
Amended in the unic Law 3096 for Visa Security Act of of 1974 Ref fzoﬁ[}é
DIMIA of 2000 for DMIA Waiver Act 2001 eform o
Legislation States... US-VISIT Must:
mlntegrate mEstablish task = Contain m Ufilize mObtain data by mlylaching
entry-exit force records for all biometrics and lawful and fair readable,
system atair mSet imeframes aliens entering tamper means tamper
and sea POE for completion through VWP resistant mProtect data resistant, and
by 12/31/2003 of entrylexit m Outline documents at against biometric visa
m|ntegrate system procedures for POEs unauthorized and trave|
entryfexit mIntegrate with approval of a access, use, documents
system at 50 other horder country for m Electonic and disclosure mReaders and
high Yolume management VIR transmittal of m[isclose scanners at all
POEs by systems and passenger and pumose of POEs
1213172004 law crew manifest data collection m Advance
mlntegrate enforcement/ data to USCS expanded
entry/ exit at security via the APIS manifests for
remaining systems all intl trade
land P OEs by shipments,
1213172008 passenger
While at the Same Time, US-VISIT Must Consider: g
mEnhance mPossible mEU [aws not m Biometrics m Adopfion of n3ome
national mission consistent with multiple the Fair countries are
security, creep US legislation standards and Information not using
maintain {extend mPofenfial capabilities Practices hiometrics
privacy beyond visa privacy = Some counfries u Adoption of u Other
mFufure holders/ CONCems are not using the European countries
faciities and applicants} mDoes not hiometrics Union may not have
infrastructure m Presumes anficipate u Biomefric Directive on similar
that data sharing global technology is Data reguirements
accommodate with foreign hamaonization evolving, Protection and
anfrylexit of entryfexit requiring capabilities
system and commercial requirements expensive miffori with
increased databases upgrades industry and
border security fo provide = other Govt
real ime = Cther counfries fo develop
data may not have more secure
u Coordination similar documents
S requirements i
infegration m Ajtines must countries
with cunent collect new data may require
systems and alter system reciprocity
to fransmit,
confirm data
USVP 053

Figure 1-7. We faclor in legislative and other requirements to develop key considerations
coenlributing to the US-VISIT mission

Volume 3, Part A End Vision
The information on this page is proprietary to Accenture LLP.
Source Selection Information — (See FAR 3.104)

>
accenture
1-8



United States Visitor and Immigrant
Status Indicator Technology
(US-VISIT) Program

HSSCHO-04-R-0046

significant experience 1in shaping and
administering legislation and m working
with Congress to adopt appropriate
language. The  Alliance  approach,
however, prefers to work within the
existing  legislative  framework  to
streamline and focus Congressional
guidance for US-VISIT. The Alliance
works closely with DHS to:

¢ Monitor current and  proposed
legislation related to privacy, citizen, and

non-citizen  rights, and technology
requirements for capturing, retaining,
sharing, and releasing personal data.

Figure 1-8 provides an overview of key
safeguards currently in discussion. The
result of this monitoring routinely feeds
statutory requirements into system design
and development initiatives to create a

US-VISIT solution that 1s compliant with
legal requirements

¢ Provide ongoing support from Alliance
staff and key Senior Advisory Board
Executives to DHS in discussions with
GAO and Congress related to anticipated
US-VISIT legislation; specifically, we
work with DHS to correlate consideration
of legislative Initiatives with
appropriations process submissions, which
provide sufficient detail on functionality
and schedules to preclude the need for
additional oversight laws.

The Alliance solution incorporates
extensive understanding and compliance
with existing global best practices and U.S.
privacy laws. It populates data for the
annual PIA required by the E-Gov Act of
2002. It establishes a dynamic adherence

Key Global Data Practices and U.S. Polenlial Legisfated Safeguards

Pertaining to Foreign Nalionality
{Fair Information Practices)
Enhance public awareness and

transparency {openness) of
information policies and practices

Establish necessity and relsvance of
the information collected

Build in finality {establishing the uses
of the information in advance and
eventually destroying it)

Identify the person who has
responsibility for protecting personal
information within an organization

Get informed consent from the
individual

Maintain accuracy and complseteness
of records

Pertaining to US Citizens
{Potential legisiative safeguards)

UswvP 181

Figure 1-8. The Alfiance Solution builds in recognized gfobal standards and
anticipated new safeguards
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framework to anticipate and enable
compliance with evolving U.S. privacy
policy/legislation and similar international
efforts by the EU, APEC, OECD, and
W3C, for example.

1.4 Assumptions and Constraints

Our team of experienced former
Government executives 1dentified the
assumptions and constramnts that our US-
VISIT End Vision solution needs to address.
As outlined i Figure 1-9, we defined
assumptions from the Government’s US-
VISIT RFP and owr experience with
organization, business process,
Infrastructure  design  and  deployment,
facilities, traming, scheduling, costing, and
operational 1ssues. We base our US-VISIT
End Vision design and implementation on
these assumptions and constraints.

We employ a dynamic, comprehensive,
and proven planning methodology to
effectively manage and forecast the
appropriate resources to Implement our

Assumption/Constraini

m Cross Government Program

m Coordinate with other
organization transition activities,
i.e. technology requirements
and deployment

Figure 1-9. We evolve our solition to meet the key assumptions and constraints for US-

end-to-end, integrated system.

The Smart Border Alliance 18
committed to delivering business value
and providing capabilities to help DHS
achieve its goals. Our End Vision is
designed to enhance both security and
facilitation through an mtegrated, end-to-
end solution that observes current privacy
laws and anticipates new ones, and brings
mmproved Integrity to our Immigration
system. From Increment 2B forward, we
work with DHS to help realize its goals
for the US-VISIT program.

Mitigation Strategy

VISIT End Vision (sheet 1 of 2)
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Assumption/Constraini

Mitigation Strategy

Functional and Infrastructure

m Legacy applications to be
replaced or an interface will be
created; Systems with arrival
and departure information nead
to be integrated to meet DMIA
mandated deadlines

Existing infrastructure is in
varying condition, varying
capabiliies

Infrastructure and facilities
either do not exist or need to be
enhanced or replaced

New construction requiring
permits

New incremental capabilities
need to be added with minimal
and managesable facility impacts
Utilization of local resources for
new construction/renovation

No increase in Government
Employees at the 50 highest
volume land POEs

Training required for both new
and existing workforce
Traveler volume varies based
on time and location of travel
Adequate government
resources are assigned to both
communications and outreach
initiatives

Initial rollouts will meet
legislatively mandated
requirements

m Subsequent phases enhances
functionality to mest desired
business objectives

® |Increment Funding

Facility and Maintenance

Training

_ Schedule and Cost

UsvP 189
Figure 1-9. We evolve our solition to meet the key assumptions and constraints for US-
VISIT End Vision (sheet 2 of 2)
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