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FOREWORD

The “Security and Accountability for Every Port Act of 2006” (the SAFE Port Act, P.L.
109-347, 120 Stat. 1884, October 13, 2006) required that the Secretary of Homeland
Security, in consultation with appropriate Federal, State, local, and tribal government
agencies, the private sector, and the international community develop and implement a
strategic plan to enhance the security of the international supply chain. An initial version
of the strategy is required to be submitted to Congress by July 10, 2007, with a final
version to be completed by October, 20009.

In signing the SAFE Port Act, President Bush stated:

“This bill makes clear that the federal government has the authority to clear waterways,
identify cleanup equipment, and reestablish the flow of commerce following a terrorist
attack. We’ll do everything we can to prevent an attack, but if the terrorists succeed in
launching an attack, we’ll be ready to respond.”

This strategy establishes the overarching framework for the secure flow of cargo through
the supply chain and builds on existing national strategies, plans specific to individual
segments of the supply chain or transportation system, and numerous programs and
tactical plans developed and implemented by appropriate Department components and
agencies. Specifically, it follows the flow of cargo throughout the chain, from point of
origin to final destination. It provides the overall strategic structure in which United
States cargo security programs and efforts operate and clarify how those programs
harmonize with similar international programs, such as the World Customs
Organization’s “Framework of Standards to Secure and Facilitate Global Trade.”

Additionally, the strategy specifically focuses on resumption of trade following an
incident. It establishes protocols for the prioritization of vessels and cargo, identifies
incident management practices specific to trade resumption, and describes guidance for
the redeployment of resources and personnel. In doing so, the strategy recognizes that
there exist many different types of incidents which might impact the supply chain, but
that resumption itself is an “all hazards” requirement.

The DHS is the lead department for this strategy. However, its successful execution
involves cooperation and coordination across a wide spectrum of organizations with
different roles and responsibilities including Federal, State, local and tribal governments,
the private sector, foreign governments, and international organizations. Many parts of
the supply chain are outside the jurisdiction of the United States, and only through strong
partnerships can supply chain security be achieved. Indeed, even within U.S.
jurisdiction, the private sector owns and operates the vast majority of the supply chain.
As such, the Department consulted extensively with stakeholders at all levels in
developing this document, and looks forward to continuing the successful dialogue in
developing the final strategy.
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|. EXECUTIVE SUMMARY

This strategy was developed in response to Sections 201 and 202 of the SAFE Port Act
(PL 109-347, 120 Stat. at 1901, 1903, October 13, 2006) which require the development
of a strategic plan to enhance the security of the international supply chain, including
protocols for the expeditious resumption of the flow of trade following a transportation
disruption or transportation security incident.

The Strategy to Enhance International Supply Chain Security exists within a framework
of other national strategies and plans including the National Security Strategy, the
National Strategy for Homeland Security, the National Strategy for Maritime Security
(and component plans), the National Response Plan, the National Infrastructure
Protection Plan, the National Maritime Transportation Security Plan and other strategic
plans. As a DHS Strategy, it does not replace these documents. Rather, this strategy
seeks for the first time to harmonize their goals into a multi-layered, unified approach for
further development by Department components.

The Department based its security programs on a layered, risk management approach.
The individual elements, programs, and initiatives which compose this strategy are each
built upon extensive risk analysis specific to the risk area they cover in the supply chain.
Assessments are used to identify the highest risk areas and resources are directed at those
areas. For instance, currently all cargo containers destined for the United States are
screened through the Advanced Targeting System, and 100% of high-risk cargo is subject
to additional scrutiny which may include physical inspection or scanning via non-
intrusive sensor technologies.

This strategy identifies critical nodes where security efforts achieve the greatest impact
across the breadth of the international supply chains. Action at these nodes (such as the
Secure Freight Initiative), coupled with end-to-end programs (such as the Customs-Trade
Partnership Against Terrorism), provides for truly layered security. The implementation
of this strategy requires the combined efforts of DHS agencies, other government
agencies and the development of partnerships with industry, foreign governments, and
international organizations such as the World Customs Organization and the International
Maritime Organization.

The international supply chain is owned by an amalgam of private sector interests and
regulated by multiple international, national, state, and local government jurisdictions.
This document delineates the supply chain security roles, responsibilities and authorities
of government bodies within the United States.

Disruptions to the supply chain can quickly create serious economic consequences. As
stipulated by the National Response Plan, this strategy explains the response activity
necessary using a clear unified command to ensure recovery efforts are activated to
secure and restore transportation capabilities, and resources are redeployed to support the
flow of trade. Factors used in the prioritization of vessel and cargo movement during
recovery operations are illustrated by a decision tree. Training and exercise programs are
used to bring together government agencies and the private sector to test responses and
foster the strong communications necessary to minimize the impact of any future
disruption to the transportation system.
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Il. PURPOSE

STRATEGIC STRATEGY OBJECTIVES

As directed by Section 201 of the SAFE Port Act (P.L. 109-347, 120 Stat. 1901, October
13, 2006), the Department of Homeland Security (DHS) must develop, implement and
update a strategy to improve the security of the international cargo supply chain. This
strategy reflects work that has already been accomplished by the multiple agencies
involved in international cargo supply chain security as well as describes how future
actions mandated by the SAFE Port Act will be integrated to accomplish this objective.

There have been significant improvements in the security of the international cargo
supply chain since September 11, 2001. These improvements include passage of the
Maritime Transportation Security Act (MTSA, P.L. 107-295, 116 Stat. 2064, November
25, 2002), the development of the National Strategy for Maritime Security (NSPD-
41/HSPD-13) and its eight supporting plans, and multiple individual agency initiatives
such as the Customs - Trade Partnership Against Terrorism (C-TPAT), the Container
Security Initiative (CSI), and the International Port Security (IPS) Program. Additional
improvements have been achieved via cooperative agreements with the United States’
trade partners, both governmental and in the private sector. In support of this, an
objective of this strategy is discussion of how those plans and initiatives work together to
strengthen supply chain security throughout the global span of the supply chain.

This document does not seek to replace the more detailed plans already in existence. It
seeks to outline the strategic and tactical plans associated with the various initiatives and
programs currently in process. By way of example, the National Response Plan (NRP)
articulates in detail how the United States will respond to an incident, including
addressing communications, specific roles and responsibilities, and logistics management
(among other things). This strategy supports the NRP by articulating the strategic intent
of the Department with respect to supply chain security and trade recovery.

The strategy describes the security efforts that begin at cargo origination (i.e., stuffing of
a container at a foreign factory/consolidator), drayage to the foreign port, loading on a
vessel or conveyance at the foreign port, movement to and arrival at a United States port
of entry, release from the port of entry, and drayage to final destination. This focus on
cargo movement from foreign point of origin to domestic destination arises out of
recognition of sovereignty issues, specifically that our trading partners set their own
regimes and requirements for cargo inbound to their ports. Efforts (such as the Secure
Freight Initiative, SFI) which occur in the jurisdiction of foreign trade partners are
accomplished via international or bilateral agreements.

Additionally, this strategy describes trade resumption efforts and provides a generalized
decision tree for the prioritization of cargo and vessels in the event of a supply chain
disruption. This decision tree is generalized in that unpredictable port level factors and
operating conditions will of necessity inform actual decision-making processes.

6 Strategy to Enhance International Supply Chain Security



PROBLEM DEFINITION

International cargo supply chain security is a global issue that cannot be successfully
achieved unilaterally. From a United States perspective the most effective supply chain
security measures are those that involve assessing risks and identifying threats presented
by cargo shipments before they reach the United States. For international containerized
cargo, this assessment and identification is most effective if it is conducted before a
container is loaded onto a vessel destined for the United States. Yet this is only half of
the necessary calculus. The global supply chain is bidirectional, requiring domestic
efforts to ensure the integrity of both inbound and outbound cargo. Such an effective
cargo security strategy requires a multi-layered, unified approach that must be
international in scope.

THE INTERNATIONAL CARGO SUPPLY CHAIN

The Department studied the international supply chain extensively while developing
“Operation Safe Commerce.” Eighteen demonstration projects were conducted which
identified the unique features of different supply chains. As analysis of the
demonstration projects proceeded, it became apparent that supply chain similarities
significantly outweighed supply chain dissimilarities. The review of the diverse supply
chains resulted in the conclusion that a series of standard supply chain nodes could be
defined to adequately describe all intermodal container trade. In addition, it was
concluded that these supply chain nodes are functional in nature and could serve as
standard security control points around which threats, vulnerabilities, consequences and
security countermeasures could be identified, characterized, and analyzed or designed.

Similarly, the intermodal container flow can be seen as analogous with virtually all
transportation modes, with the exception of pipelines.

Modifying the Operation Safe Commerce supply chain to accommodate non-
containerized cargo results in 16 nodes, as shown in figure 1:

1. Origination of cargo (supplier or factory).

Origination of packaging.

Origination of container (if containerized cargo).

Mating of cargo and packaging.

Consolidating of cargo/sealing of container (if containerized cargo).
Storage awaiting transport.

Movement of cargo to Port of Origin.

Port of Origin (airport, marine terminal or facility, trucking company).

© o N o g bk~ w N

International transportation.

10. Port of Entry (airport, marine terminal or facility, border Port of Entry).
11. Movement to deconsolidation point.

12. Storage waiting for processing.
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Figure 1: Generalized International Cargo Supply Chain

13. Deconsolidation.

14. Movement to destination.

15. Destination.

16. Information flow associated with cargo (end-to-end).

Literally thousands (potentially, millions) of different source streams can feed from
origination through packaging and consolidation. Even a single company shipping a
product might use different companies to move product from their facility to a port or
consolidator. Following entry into the United States, the cargo is again subject to
thousands of differing delivery paths until it reaches its destination.

Parallel with the movement of cargo is an information chain. It is initiated prior to the
origination when the destination communicates its order for the cargo and arranges for
payment of the goods or commodities and transportation.
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In the case of pipelines, the supply chain is composed of far fewer nodes. Liquid
commaodities flow from point of origin to a consolidation point, and then are pumped into
the pipeline flowing to the United States

SECURING THE SUPPLY CHAIN

Securing the supply chain immediately raises issues involving the security of
infrastructure, facilities, carriers, people, cargo and information. Strategic planning for
supply chain security must proceed with an understanding of the plans and efforts in
other areas that are complementary. As an example, controlling access to the secure
areas of our seaports is an aspect of supply chain security. The Transportation Security
Administration (TSA) and the United States Coast Guard (USCG) are working together
on transportation worker credentialing and updating mariner credentialing. TSA is also
addressing this issue at airports as part of the effort to secure air passenger travel.

The security assessment crew traveling by air, land or sea cannot be considered only a
travel security issue. The assessment of a container ship’s crew or of a driver moving a
truck into the secure area of a port are also supply chain security issues. The Department
created the Screening Coordination Office (SCO) to integrate terrorist and immigration-
related screening efforts, creating unified screening standards and policies. This office
will foster new and innovative approaches to how the Department detects and interdicts
threats through its traveler screening and worker credentialing programs.

The strategy to secure the supply chain reflects the larger security strategy of the
Department. DHS utilizes a risk-based management approach in assessing potential
threats and vulnerabilities, focusing our resources on the highest risk areas and working
in partnership with the private sector, other government agencies, foreign governments
and international organizations to improve security across a wide spectrum of areas. The
supply chain security strategy is a component of this larger strategy and benefits from a
linkage to other Department security initiatives.

The focus currently centers on how to ensure the integrity of the millions of maritime
cargo containers entering the United States annually while continuing to facilitate
legitimate trade. Given that 95 percent of the cargo tonnage that comes to the United
States comes by sea, and that more than 11 million loaded marine containers entered U.S.
seaports in FY2005 (a number expected to grow annually), this current ‘center of gravity’
for security efforts makes sense. However, as greater security is built into the supply
chain, additional areas of emphasis will receive attention, including break-bulk cargoes,
small package cargoes, etc. A layered, risk-based approach to the supply chain as a
whole will axiomatically ensure this.

Additionally, terrorist organizations utilize the global transportation system to both
generate and move funds. An early hallmark of Al- Qaeda was the network of
corporations set up by Osama bin Laden when he lived in Sudan, which generated
finances for the organizations activities. Similarly, funds are generated through illegal

! Greenberg, Wechsler, Wolosky, Terrorist Financing: Report of an Independent Task Force Sponsored by
the Council on Foreign Relations, copyright 2002, Council on Foreign Relations, 58 East 68th Street, New
York, NY 10021.
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activities such as narcotics trafficking. Then, funds are moved via money laundering
schemes, directly carried by witting or unwitting individuals, or otherwise moved as a
form of ‘cargo.”® Thus, a full spectrum supply chain security program requires that even
at the point of origin trade partners must be known and trusted to be moving what is
claimed and the financial flows similarly tracked. Implementation of the latter is
performed under Public Law 108-458, 118 Stat. 3638, (December 17, 2004), the
Intelligence Reform and Terrorism Prevention Act of 2004 and other laws, by multiple
federal entities, including U.S. Immigration and Customs Enforcement (ICE), the
Director of National Intelligence, the Federal Bureau of Investigation (FBI), and the
United States Secret Service (USSS), and does not fall under the scope of intent for this
strategy. Further, explicit discussion of such financial tracking is highly sensitive in
nature, potentially revealing law enforcement sensitive or classified intelligence methods
and information. It bears noting; however, such enforcement-related information is a
component of the broader risk-management efforts inherent in securing the supply chain.

The supply chain is global, crossing national boundaries and using all modes of
transportation. The DHS uses a multi-layered risk-based management approach creating
systems with multiple opportunities to identify and mitigate threats across the supply
chain. The broad security responsibilities of the Department, a major reason for its
creation, allows for the coordination and integration of multiple programs that cross
organizational lines to improve our national security.

RISK ASSESSMENT

The international supply chain could be used to transport a wide spectrum of threats. The
threats include nuclear, chemical, biological, radiological, and high explosive weapons,
weapon components, narcotics, currency, stowaways, and prohibited or restricted
commodities. From a risk management perspective, the threat with the greatest
consequences would be the delivery of a nuclear weapon. A nuclear terrorist attack
would have a devastating impact. Depending on where the attack occurred, estimates of
deaths range as high as a million people and economic damage would run in the hundreds
of billions of dollars. Threats involving weapons of mass destruction, particularly the
nuclear threat, must be considered the preeminent risk. This threat is not limited to
containerized cargo, but includes bulk, break-bulk and roll-on, roll-off (RORO) cargo.

Despite the existence of key nodes within the international cargo supply chain, there is no
“one size fits all” solution for supply chain security. This is due to the complex nature of
the international supply chain and the fact that supply chains vary between industries and
between companies within the same industry. In addition, not every country that exports
cargo to the United States poses the same risk. Not every maritime cargo container poses
the same threat and should not be treated as such. Because of this, the Department has
followed the risk-based approach for strengthening the international supply chain. The
focus remains risk-based, identifying high-risk maritime cargoes before they are even
loaded abroad, vetting and targeting vessels and other conveyances, cargoes, or even

% For a detailed analysis of terrorist financing, see Martin A. Weiss, Terrorist Financing: U.S. Agency
Efforts and Inter-Agency Coordination, August 3, 2005, Congressional Research Service, The Library of
Congress.
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crew members for additional action while they are in transit, and minimizing overall risk
exposure through scanning and inspections activities at the key nodes of the
transportation system.

Multiple risk assessment methods exist, both qualitative and quantitative, but one of the
simplest forms of risk equation is that of:

Threat Risk = Likelihood x Vulnerability x Consequence

Or, put another way, the likelihood of an incident (manmade or natural) combined with

the strength or weakness of the target and what would happen as a result of the incident

represents the risk the threat poses. To quantify the equation, assessments are necessary
for all three elements.®

Each of the programs implemented within this DHS Strategy has at its base an
appropriate risk management model used for targeting the activity to the highest risks
within its area of impact in order to drive down the associated probability, vulnerability,
or consequence. The key nodes within the supply chain have provided logical arenas for
programs, and taken as a whole the programs integrate to provide for an end-to-end
supply chain security methodology.

The overall risk management process applied is that recommended by the GAO Risk
Management Framework®, an iterative repeatable process that integrates strategies (such
as this document) with risk assessments, countermeasure evaluations, implementation
and measurement, and ongoing review of strategic objectives and constraints. Figure 2
displays the framework graphically.

The Department has followed the path of this risk management framework in its
identification of supply chain security strategies specific to the transportation nodes
within the supply chain.

A detailed analysis of the specific risk management protocols for each program is beyond
the scope of this strategy, due in large part to the security sensitive or classified nature of
such risk assessment models. However, the programs are integrated in terms of the
overall supply chain through their application of risk management processes at critical
nodes within the supply chain (e.g., security activities taken at ports for cargo destined
for the United States and at domestic ports).

® Decker, Raymond J., Homeland Security Key Elements of a Risk Management Approach, Testimony
before the Subcommittee on National Security, Veterans Affairs, and International Relations, House
Committee on Government Reform, Friday, October 12, 2001, GAO-02-150T.

* Walker, David M, Strategic Budgeting Risk Management Principles Can Help DHS Allocate Resources to
Highest Priorities, Testimony before the Subcommittee on Management, Integrations, and Oversight,
Committee on Homeland Security, House of Representatives, Wednesday, June 29, 2005, GAO-05-824T.
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Strategic Objectives and
Constraints

Figure 2: United States Government Accountability Office Risk Management Framework.

GOALS
The Department’s Strategy has three primary goals:

GOAL 1: ENHANCE THE SAFETY AND SECURITY OF THE INTERNATIONAL CARGO
SUPPLY CHAIN.

GOAL 2: FACILITATE GLOBAL COMMERCE WITHIN THE ENHANCED SECURITY
FRAMEWORK.

GOAL 3: PROVIDE FOR THE RAPID RESUMPTION OF TRADE FOLLOWING AN INCIDENT
WHICH DISRUPTS THE SUPPLY CHAIN.

To accomplish these goals, the Department has adopted a three-pronged approach. First,
using end-to-end programs and initiatives, work with trading partners from cargo origin
through final destination to foster global security. Second, target programs and initiatives
toward natural security control points in the supply chain, such as ports of origination,
transshipment, or entry in order to provide layers of detection and intervention. And,
third, target programs and initiatives at conveyance modalities, such as vessels or
containers, in order to increase the security of cargo while moving between cargo nodes.

STRATEGIC OBJECTIVES

Each of the three primary layers of the Department’s approach to supply chain security is
supported by a series of strategic objectives, implemented through programs, initiatives,
and cooperative work in the international arena. Those strategic objectives are:

12 Strategy to Enhance International Supply Chain Security



SO-1:

SO-2:

SO-3:

SO-4:

SO-5:

SO-6:

SO-7:

SO-8:

SO-9:

SO-10:

SO-11:

SO-12:

SO-13:

SO-14:

SO-15:

Provide for end-to-end supply chain security by building trusted
relationships and assisting trading partners and the trade community with
enhancing their security systems.

Provide incentives and benefits for supply chain partners who enhance
their supply chain security, while recognizing that some benefits (e.g.,
increased security resulting in reduced cargo loss and/or reduced costs of
doing business) are trade-driven issues.

Advance security by promoting the development and implementation of
international standards.

Increase the availability and use of appropriate data in order to maintain
complete awareness of the supply chain activities and target Department
resources to the highest risk movements.

Utilize provide WMD detection systems at ports of origin and entry, in
order to provide for a defense in depth, layered system.®

Expedite movement of low-risk shipments through the supply chain, while
maintaining a level of detection such that even low-risk shipments are
screened for high-consequence threats (e.g., WMD detection via RPMs).®

Provide clear communications with the trade community and our
international trading partners in order to facilitate recovery efforts.

Ensure that data gathered during normal operations is also sufficient to
allow for the management of resumption activities following a supply
chain disruption.

Promote technological development of detection systems which increase
the probability of detection, decrease “false positive” detections, and
expedite processing times in order to promote rapid trade movement. °

Leverage key nodes in the supply chain to provide for specific scanning,
screening, and inspections activities in order to detect and deter illicit use
of the supply chain.®

Develop systems which automate and expedite the use of Department
resources. °

Provide, or support development of, a robust cargo security system that
will withstand a supply chain disruption, and rapidly resume pre-incident
or near pre-incident status.

Provide for a flexible, standardized response mechanism which includes
processes to facilitate trade resumption in short and long term recovery
operations.

Promote development of modal-specific technologies and systems to
ensure security of cargo while in transit.

Leverage agreements with foreign partners to facilitate investigative
activities related to the detection of illicit material in the supply chain.

® Specific technology development initiatives are driven by DHS Science and Technology (S&T) based
upon an Implementation Planning Team (IPT) process in which S&T consults with customer bases and
identifies targeted investment objectives. Specific information on IPT programs are protected information
pending appropriate disclosure through appropriate contracting systems.
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In order to achieve these objectives, the Department has implemented or is collaborating
with other Federal Agencies on a number of initiatives, both domestically and in
partnership with the international community. The programs and initiatives currently in
place or being implemented are detailed in Section VIII, Strategic Elements, and are
shown linked to each strategic objective in Table 1, below. (NOTE: The DOE Megaports
Initiative is a DOE/NNSA program, not a DHS program)

Table 1: DHS Supply Chain Security Strategic Objectives and Implementing Programs

Customs-Trade
Partnership Against
Terrorism

Container Security
Devices

24-Hour Rule

Container Security
Initiative

Secure Freight
Initiative

Automated Targeting
Systems

DOE Megaports

Known Shipper
Database

International Port
Security Program

ISPS Code
Implementation /
Enforcement

Maritime Domain
Awareness Program

Nationwide Automatic
Identification System

Long Range
Identification and
Tracking of Vessels

Advance Notice of
Arrival

Security and
Response Operations

Domestic Maritime
Security Regulations

Transportation Worker
Identification
Credentials
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CBP Cargo Screening

Non-Intrusive
Inspections and
Radiation Scanning
Technology

Certain Dangerous
Cargo Tracking

Corporate Security
Review (CSR)

HAZMAT Truck
Tracking Program

Enhanced Security
Measures for Highly
Hazardous Materials

Federal Security
Clearances for State
Departments of
Transportation

REAL ID Act

Hazmat Threat
Assessment program

FLETC Training of
Roadside Enforcement
Officers

Freight Railroad
Security Plans

Rail Protocols for
Transportation of High-
Risk Hazardous
Materials

Air Cargo Security
Programs

Strategy to Enhance
International Supply
Chain Security

Participation in
International Forums
(e.g, APEC Trade
Recovery Workgroup)

ICE International
Affairs & Trade
Relations
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[1l. SCOPE

This strategy addresses the security of cargo moving through the international supply
chain from foreign point of origin to its arrival in the United States. The approach is
based on the principal that supply chain security is best accomplished as an end-to-end
process with specific checks and verifications at critical nodes. The focus of this strategy
are shipments from a foreign origin to a United States destination out of a recognition of
foreign sovereignty, with specific acknowledgement that our overseas trading partners set
their own regimes and requirements for cargo inbound to their ports.

The strategy uses integral risk-based approaches to promote cooperation with our
international trading partners in securing cargo and vessels destined for the United States
and to secure our domestic ports. This strategy includes far-reaching initiatives to
mitigate threats to our ports including the potential threats posed by vessels and
international cargo arriving at these ports. In addition to protecting our ports and the
supply chain, this strategy also includes protocols for the resumption of trade in the event
of a transportation disruption or transportation security incident (TSI).

The DHS is the lead department for this strategy; however, its successful execution
involves cooperation and coordination across a wide spectrum of organizations with
different roles and responsibilities including Federal, State, and local governments, the
private sector, foreign governments, and international organizations. This is necessary
because of the multiple authorities having jurisdiction over domestic seaports and the
global nature of the supply chain and marine transportation system.

This is a national strategy that works within and complements other national strategies
and plans including, the National Security Strategy, the National Strategy for Homeland
Security, the National Strategy for Transportation Security, the National Strategy for
Maritime Security (and component plans), the NRP, the National Infrastructure
Protection Plan, the Transportation Sector Specific Plan, and the National Maritime
Transportation Security Plan. These national documents represent detailed guidance for
specific segments of the supply chain and transportation infrastructure, and are neither
superseded nor replaced by this strategy for their individual foci.

BOUNDARIES AND CONSTRAINTS

This strategy focuses specifically on the movement of cargo within the international
supply chain. It does not address passenger movement, recreational vessels, or domestic
port to domestic port commercial activity (e.g., commercial fishing).

This strategy does not provide, other than through broad-brush prioritization issues, for
government coordination of the movement of individual containers for resumption of
trade issues. Coordinating the movement of individual containers, and the cargo within
them, is a business function. Where possible, coordination processes which provide for
industry input to key decision makers managing response operations both in directly
impacted areas and on regional/national scales are outlined so as to facilitate
communications.

A significant constraint in the implementation of this strategy is the lack of direct control
over a large portion of the supply chain. Specifically, supply chain security from the
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cargo point of origin through drayage to a foreign port rests within the sovereignty of our
trade partners. To address this, a number of the initiatives discussed in Section XIII,
Strategic Elements are either voluntary programs developed to encourage enhanced
security, bilateral agreements between the United States and specific trade partners, or
formal international agreements such as the International Maritime Organization’s (IMO)
International Ship and Port Facility Security (ISPS) Code.

RELATIONSHIP TO OTHER PLANS AND STRATEGIES

Through multiple National Security Presidential Directives and Homeland Security
Presidential Directives (NSPDs/HSPDs) tailored to the various transportation modes, the
President underscored the importance of securing each segment of the transportation
system. Each directive has resulted in the development of plans and strategies addressing
different aspects of the system; they are mutually linked and reinforce each other.

Additionally, specific legislation has resulted in both strategies and tactical plans.

The overall inter-relationships of the multiple NSPD/HSPD and legislative plans are
represented in figure 3. Their informational relationships to this strategy are delineated in
Table 2, with specific details of each following in this section.
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Figure 3: Relationships of National Security Strategies and Plans.
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Table 2: Principle Areas in which National Plans or Strategies Inform the Strategy to Enhance
International Supply Chain Security
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STRATEGIES

The President’s National Strategy for Homeland Security (NSHS) clearly establishes
that the United States will prevent our enemies from threatening us, our allies, and our
friends with weapons of mass destruction (Section V). The strategy also clearly states
that “Promoting free and fair trade has long been a bedrock tenet of American foreign
policy. Greater economic freedom is ultimately inseparable from political liberty.
Economic freedom empowers individuals, and empowered individuals increasingly
demand greater political freedom. Greater economic freedom also leads to greater
economic opportunity and prosperity for everyone. History has judged the market
economy as the single most effective economic system and the greatest antidote to
poverty. To expand economic liberty and prosperity, the United States promotes free and
fair trade, open markets, a stable financial system, the integration of the global economy,
and secure, clean energy development.” These two goals form the bedrock of the
Department’s strategy for international supply chain security. We will ensure the
facilitation of legitimate commerce while denying our enemies the use of the
transportation infrastructure through a layered, risk-based effort.

The NSHS forms the umbrella under which all DHS homeland security efforts are
conducted.

NATIONAL SECURITY PRESIDENTIAL DIRECTIVES/HOMELAND SECURITY
PRESIDENTIAL DIRECTIVES

National Security Presidential Directives and Homeland Security Presidential Directives
set national policies and executive mandates for specific programs and activities. The
first was issued on October 29, 2001, shortly after the attacks on September 11, 2001,
establishing the Homeland Security Advisory Council. It was followed by a series of
directives regarding the full spectrum of actions required to “prevent terrorist attacks
within the United States; reduce America’s vulnerability to terrorism, major disasters,
and other emergencies; and minimize the damage and recover from incidents that do
occur.” A number of these are relevant to international supply chain security, and are
discussed below in order of NSPD/HSPD number.

HSPD-3, Homeland Security Advisory System

Signed in March of 2002, HSPD-3 established the policy for the creation of the
Homeland Security Advisory System (HSAS) to provide warnings to Federal, State, and
local authorities, and to the American people in the form of a set of graduated Threat
Conditions that escalate as the risk of threat increases. At each threat level, Federal
departments and agencies are required to implement a corresponding set of protective
measures to further reduce vulnerability or increase response capabilities during a period
of heightened alert. The threat conditions also serve as guideposts for the implementation
of tailored protective measures by State, local, tribal, and private sector security partners.
The USCG employs Maritime Security (MARSEC) Levels to provide warnings to
Federal, State and local authorities, the maritime industry, and the American public.
MARSEC Level 1 aligns with HSAS Conditions Green, Blue, and Yellow. MARSEC
Level 2 aligns with HSAS Condition Orange. MARSEC Level 3 aligns with HSAS
Condition Red.
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Many of the department and agency activities resulting from increases in the HSAS
directly impact the international supply chain. As an example, an increase in inspections
for in-bound cargo or vehicles at Ports of Entry may be triggered by an elevation in the
Threat Condition.

HSPD-5, Management of Domestic Incidents

Signed in February of 2003, HSPD-5 required the Department to lead a coordinated
national effort with other Federal departments and agencies; State, local, and tribal
governments; and the private sector to develop and implement the National Incident
Management System (NIMS) and the NRP.

The NIMS, implemented in March of 2004, provides for a nationwide template enabling
Federal, State, local, and tribal governments; the private sector; and nongovernmental
organizations to work together effectively and efficiently to prevent, prepare for, respond
to, and recover from incidents regardless of cause, size, and complexity. The NIMS
provides a uniform doctrine for command and management, including Incident
Command, Multiagency Coordination, and Joint Information Systems; resource,
communications, and information management; and application of supporting
technologies.

The NRP, signed in December of 2004, was built on the NIMS template, signed by 29
Federal departments and agencies and 3 nongovernmental organizations, and fully
implemented on April 14, 2005. It establishes a single, comprehensive framework for the
management of domestic incidents (including threats) that require Department
coordination and effective response by an appropriate combination of Federal, State,

local and tribal governments; the private sector; and nongovernmental organizations.

The NRP provides for the framework for responses to international supply chain security
incidents. Under the NRP, NIMS implementation in the event of a transportation
disruption provides for the appropriate incident management framework for direct
coordination of an effective response and recovery effort utilizing the protocols outlined
in this strategy.

HSPD-7, Critical Infrastructure lIdentification, Prioritization, and Protection

By signing Homeland Security Presidential Directive-7 (HSPD-7), the President
established a national policy to identify and prioritize United States critical infrastructure
and key resources and protect them from terrorist attacks. The definition of critical
infrastructure as “systems and assets, whether physical or virtual, so vital to the United
States that the incapacity or destruction of such systems and assets would have a
debilitating impact on security, national economic security, national public health or
safety, or any combination of those matters” clearly placed much of our port,
transportation, and cargo infrastructure within the program, and resulted in the
development of multiple plans:

e The National Infrastructure Protection Plan (NIPP) provides the unifying
structure for the integration of Critical Infrastructure and Key Resources
(CI/KR) protection into a single national program. The NIPP provides an
overall framework for programs and activities that are currently underway in
the various sectors, as well as new and developing CI/KR protection efforts.
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The plan obligates each CI/KR sector to develop a Sector Specific Plan (SSP)
to develop strategies that protect the nation’s CI/KR under their purview,
outline a coordinated approach to strengthen their security efforts, and
determine appropriate programmatic funding levels.

The NIPP and its SSPs provide details regarding security of CI/KR which are
integral to this strategy, as well as an extensive discussion of information
sharing.

e The Transportation SSP (TSSP) and its supporting Modal Implementation
plans and appendices establishes the Transportation Systems Sector’s strategic
approach based on the tenants outlined in NIPP and the principles of the
Strengthening Surface Transportation Security Executive Order. This
strategic approach describes the security framework that will enable sector
stakeholders to make effective and appropriate risk-based security and
resource allocation decisions.

HSPD-8, National Preparedness Goal

Signed in December, 2003, HSDP-8 mandates the development of a National
Preparedness Goal aimed at helping entities at all levels of government build and
maintain the capabilities to prevent, protect against, respond to, and recover from major
events “to minimize the impact on lives, property, and the economy.” This DHS
Strategy, and especially its section on recovery, is a component of achieving the National
Preparedness Goal

NSPD-41/HSPD-13, Maritime Security Policy

National Security Presidential Directive-41/Homeland Security Presidential Directive-13
(NSPD-41/HSPD-13) underscores the importance of securing the Maritime Domain,
defined as ““All areas and things of, on, under, relating to, adjacent to, or bordering on a
sea, ocean, or other navigable waterway, including all maritime-related activities,
infrastructure, people, cargo, and vessels and other conveyance.” NSPD-41/HSPD-13
established a Maritime Security Policy Coordinating Committee — the first coordinating
committee specifically tasked to address this issue — to oversee the development of a
National Strategy for Maritime Security and eight supporting implementation plans:

e The National Plan to Achieve Maritime Domain Awareness (MDA) lays
the foundation for an effective understanding of anything associated with the
Maritime Domain and identifying threats as early and as distant from our
shores as possible. Activities taken toward implementing the MDA plan have
a direct correlation on supply chain security by providing information for
strategic element risk assessment and the development of an overall common
operating picture for management of the maritime domain.

e The Global Maritime Intelligence Integration Plan uses existing
capabilities to integrate all available intelligence regarding potential threats to
United States interests in the Maritime Domain. This integrated intelligence
directly informs decision making under this strategy, including during
strategic element risk management and during response/recovery operations.
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e The Maritime Operations Threat Response Plan (MOTR) aims for
coordinated United States government response to threats against the United
States and its interests in the Maritime Domain by establishing roles and
responsibilities, which enable the government to respond quickly and
decisively. The MOTR-delineated roles and responsibilities are primarily
focused on responding to threats; however, in the aftermath of an incident
they will also inform national security activities affecting the international
supply chain both at impacted and non-impacted ports and waterways.

e The International Outreach and Coordination Strategy provides a
framework to coordinate all maritime security initiatives undertaken with
foreign governments and international organizations, and solicits international
support for enhanced maritime security.

e The Maritime Infrastructure Recovery Plan (MIRP) recommends
procedures for the recovery of maritime transportation systems. These
procedures form a part of the framework which this strategy recovery section
operations within, though the NRP remains the overriding plan for
implementation.

e The Maritime Transportation System Security Recommendations
provides strategic recommendations to holistically improve the security of the
marine transportation system.

e The Maritime Commerce Security Plan establishes a comprehensive plan to
secure the maritime supply chain.

o The Domestic Outreach Plan engages non-federal input to assist with the
development and implementation of maritime security policies resulting from
NSPD-41/HSPD-13.

The National Strategy for Maritime Security (NSMS) and its supporting plans clearly
articulate protective strategies and plans for the elements of the international supply chain
stretching from ports and port facilities (including in many cases storage and
deconsolidation nodes). Additionally, the NSMS provides for the extension of United
States’ efforts into the international sphere through such elements as domestic and global
intelligence integration, development of Maritime Domain Awareness, and international
outreach/coordination.

NATIONAL STRATEGY FOR TRANSPORTATION SECURITY

The Intelligence Reform and Terrorism Prevention Act of 2004 resulted in the
development of the National Strategy for Transportation Security (NSTS). Delivered
to Congress on September 9, 2005, and called for by the 9-11 Commission, the NSTS is a
classified document, and therefore its details cannot be discussed in a public forum. In
general, it outlines the Federal government’s approach, in partnership with State, local
and tribal governments and private industry, to secure the United States’ transportation
system from terrorist threats and attacks, and prepare the Nation by increasing our
capacity to respond if either occurs. It describes the policies the Federal government will
apply to manage transportation risk and discusses how the government will organize its
resources to secure the transportation system from terrorist attacks.
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The NSTS applied a threat-based, risk-managed approach, using the factors of threat,
vulnerability, and consequence, to evaluate asset categories in the six transportation
modes: aviation; freight rail; highway; maritime; pipeline; transit, commuter and long-
distance passenger rail. This evaluation identified asset categories at greatest risk for
each mode, for which corresponding risk-based priorities were developed. The document
also discusses the roles and missions of Federal, State, regional, local, and tribal
authorities and the private sector, response and recovery responsibilities, and research
and development requirements.

The Maritime Appendix of the NSTS is also known as the National Maritime
Transportation Security Plan (NMTSP), and was additionally required by the MTSA
of 2002. The NMTSP is a Sensitive Security Information (SSI) document, and discussed
in general below.

NATIONAL MARITIME TRANSPORTATION SECURITY PLAN, AREA MARITIME SECURITY
PLANS, AND VESSEL/FACILITY SECURITY PLANS

The MTSA of 2002 mandated the development of the National Maritime
Transportation Security Plan (NMTSP). The NMTSP provides for efficient,
coordinated and effective action to deter and minimize damage from a TSI involving
maritime assets and infrastructure. This is accomplished through a three-tier maritime
security planning regime, with the ‘capstone’ tier being the NMTSP itself. The second
tier is comprised of Area Maritime Security Plans (AMSPs) developed by the local
USCG Sector Commander acting as Federal Maritime Security Coordinator (FMSC) in
cooperation with Area Maritime Security Committees (AMSCs) comprised of local
stakeholders and government of