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MORNING-SESSION

MR.ROSENZWEIG:0Goodenorning.eThankeyoualleveryemuch foreoming.oMye
namedsdaulRosenzweig.ol'md¢hedChairmanaf¢hedepartment@fdlomeland Security'seo
Datad’rivacy and IntegrityeAdvisorydCommittee.oBeforeawedegin,eaecouplewfeverydriefo
administrativeenotes.eThereaareamaterialserelatingg¢odhisemeeting outsidedydhesign-in.o
Youeprobablysawdhemaseyoucamedn,deeldreedodakedhem.oThereavilldbeaneo
opportunity forepubliccommenteandspeaking limitedd¢odhreeeminuteseperspeaker,e@oneo
time@nlyeeralay.o

Atenoondoday,eandegainaatdour,easepartafeheagenda,dfeyouewantdospeak, o
pleasesignaipewithd anedRaffray.eLane,earegyoudneheaoomdoaaisesyourchand?elanedso
one@f@urassistants.oHe'swutside,eand heawilldakeeyourenamesodhateweaandeardrome
everybody.e

Third,@esteoomsaredutdhealoordogyouraightdydhestairsecomingaipdromeheo
tirstdloor.elfeyouewould,eplease,dfeyouchaveaaellephone, utdteneribrateareon®dff,oyoure
choice.eThat's¢heaadministrativesstuff.o

Wearresveryepleaseddoday todedavingdhesecond meeting ofd¢his€Committee,eande
weare@speciallyepleaseddodedosteddydhed]arvardd awdchoolatdhisevery wonderfule
facility.el wanteddod¢hankend introduce@uréostdordhealay,ProfessordCharleséNessone
ofd¢heddarvardd.awdchool.oProfessordNessondse¢hedVilliamdNelddrofessoratd awdhereo
atd]arvard,eand moresignificantlydord¢oday'sevent,d¢heao-directorafdhedBerkmane
Centerdordnternete& Society.eProfessordNesson,d¢hankeyousveryenuchdoréhavingais.o
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MR.&NESSON:elfd may,sodhatd candacealleofeyou.oGood morning.elt'seaepleasureo
toawelcomeeyoudodiarvardd.awdchool.el doso@ndehalferfdhedDean, @ndehalfofenyo
colleagues,¢particularlyg¢heaolleaguesdéndhedBerkmandCenter.d wisheyouaegreatalay.o

ChairmandRosenzweig,dadieseandegentlemen,@urevorld isechanging,enosurprisedneo
this.eYetdheepacedfehangeaomesd¢oananyasasurprise.oTechnologydsehangingdheo
worlddaster¢handtdaseverahangeddefore. A speakeratdhederkmand entereyesterday,o
J.D.d.asika,®aid, "We'redivingdnextraordinarydimes.oMediaewillehangeeanoredndheanexte
tiveeyearsd¢handtchasdndhedastdifty."

Hespokeabout@ureanedia,eanentitydormedenon-profitgusteaadewoneeksago,amowe
with€®2,000enembers,eontributingdheirevorkeandenergydodheareation@feasharedeo
mediasgpace.dGrassrootsexpression@faooperativespirit, growthdikedightening.oSuccesse
in@urayberdutureewill comedodhoseavitheheeamostastute,aconceptual, dechnologicale
strategy.o

I believedhisdsdruedordndividuals,dordusinesses,dorainiversities,doranations.o
Thisdsaarhallengedoraanyonedndhedeadershipeposition.eClearlydheahallengedoreyouaso
youdacedhedask@faeecommendingemeasuresdordhesecurity@feourdiomeland.o

Thinkeryberstrategydordlomeland&ecurity.eCyberspace, @urdutureeenvironment,o
ismanetwork space,aaetwork ofenodes,eeachabled¢oeonnectewithany other,dosendeo
messagesdoaeceive.o

Fromdheoviewpointefdheaisersitting atd¢hescreen,eointing andelickingghroughe
thespace,dheredsasoegeographicdoundary.eBoundariesare,anstead,epasswords,doxese
youdhavedodillandaheck,doundaries,danguage.olnayberspace, dranddseverything,dore
businessaasewellasaation,adentitydsarapital.o

Theaybergpowerdoaronnectewitheyouanddistendoeyouranessagedsandheauser'se
hands.dNhoareaisers?oAll@fais,sotdustaepublicansralemocratsoreAmericans.oAlld¢heo
worlddsastageanevhich identityeplays.o

Considereprivacydromeheeviewpoint@fdheaiser.oAregyoudhuddleddne@eroome
behinddocked doors,enoving@ndhescreen@nly togplacesdhataregpredetermineddodeo
safe?oDoegyouexistanaalosedeworld?eThisds@neeriewaferivacy.®rivacydserison.o
Prisonédhassecurity.o

Anotherds,oyoudivednaaulturefdrust,meneighborhoodevhereeyouradoorseareo
open,&/ourahildrendreed¢oaun.eYousitateyourscreenaandegoevherevergyouewanteoego.o

Consider¢hedNeckerd ube.ol don'tknowadfdhisdsanbjectdamiliardoeyou.olt'same
cubedhatdsaneambiguous@bject.elfeyoudookatdt,atappears¢oachangedtserientationdane
space.d'lldbedappydoaeproduceaandairculate.olteprovidesamametaphordoralisputes,o
becausedtdhasdheaqualityedhateyouaanseedtneawvay,dheneyouacanseedtanother,duteyoue
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can'tseedtdoth waysatdhesamedime.oYougustean't.oAnd likeemany disputes@fdheo
deepestaquality,dtdhas¢hatevddequalityefalisconnection.e

Takedteasenametaphordordhealeepestalisputedhateyouralientdaces.oY ouraliente
seeschimselfdndhisalisputeaneovay.oYouralient'senemyseesderselfandderalisputee
another.oCandtdeseendothewaysatdhesamedime?oThatdsaachallenge.o

Thedogiceof¢heequationsogainfullydaughtdoaisdbydsamadind aden,alictateso
thateursecuritydsenotanerelyadunctionefd¢healefensesawegutaip.eOursecuritydse
equally,@fenotenoreaadunction@fdhedhostilityd¢oaisdeyond ourdorders.o

Ifehostilityeontinuesdoerise, @uraquestdoresecurityovilldbealefeated.oPrivacyewille
becomeadormafd¢hateoomevithdhedockedaloor.decurityaecastaseprivacyand privacydse
prison.dfdhatdhostilityaliminishes,¢ghen@ursecurityand@urerivacyowillegrow.eWhate
woulddeaayberstrategydoaliminishehedhostilitydodhedJnitedoStatesfeA mericadneheo
worlddeyond?e

It'seeprofessor'sdaskdostatedheaqquestiondoraaarlass,aandsod statedhisequestiondoe
you.eThankeyoueveryenuch.eWelcomedoddarvardd.awdchool.o

MR.ROSENZWEIG:oThank youerery,everyenuch,dProfessoréNesson.eIneconnectione
withdhat,deteneaskeand inviteeyou,dfd may,evechaveanewebwite, privacycommittees-

MS.€0'CONNORKELLY:edhs.gov/privacy.e

MR.ROSENZWEIG:edhs.gov/privacy.eAnd itds@urepurposeand intentiondoegpute
upasenuch ofewvhatdranspiresdeforeaisandheewebaite, sodfeyouawouldsend usadPDFfo
that,eweawvoulddeoreryepleaseddoeputehatdogetherdoreyou.eWe'reggoing toamovealong.o

Theamextdwentyeminutesaredorais¢oaliscussadittleditdordhegpublicewhatoveareo
goingdodealoing.oAndaseartfdhat,ewereegoing toalefineursubcommittees,aliscusse
themewitheyouand introducedhesubcommitteeahairs,eanddhenatdhedastditefdhis,o
we'realsoggoingdodeardromahed hiefd’rivacyfficeraelatinggosomedfdhedssuesdhato
haveaomedeforeais.o

Foranyeart,d wantd¢osay,droadly,¢hatevedhavedaken@naeverydll-defineddask,o
andewedhavespentdhedastdhreeamonthsdryingdodigureutereciselydhowatdsehatdhise
AdvisorydCommitteeecaneaddevaluedodheddepartment'sdnvestigationsefe¢heerivacyande
security-relateddssues.o

Todhatend,eve'vesplitourselvesaipdantodourseparatesubcommitteesdhatewilldeo
theamainengines@fanitialénquirydeforeaonsiderationdydhedulleommitteedndheseo
public&essions.o

Weseeduregoal, @urdnitialshort-termegoal,d think,eséelpingeurselveseandalso,e®
atd¢hesamedime,d¢hegpublic, getadetterasensewfawhatsomedfdhedssuesare,o
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inventorying,doreexample,¢hegrogramse¢hateexistand)HS,e&coming toaunderstand exactlye
wheredhewpendegalaquestionsare.o

Withdhates¢heggroundwork,¢he€Committee'segeneraléntentionds¢oanoveo
forwarddnexaminationefe&pecificeprogramsand projects,eamarrying ouraimnderstanding,o
broadly,@fd¢hescopewfdhegprivacyandsecuritydssuesewithindhedepartment,aipdodheo
specificdhingsd¢hatewedind outebouteeparticulargprogrameand itséamplementation.o

Ifd couldeexpresseurggoaldn@nesentence,dtewoulddedoeprovideaealistic,effectiveo
recommendationsd¢od¢heddepartment,eadvice,@aseanadvisoryaommittee,@ndroweoe
improvedhegrocessesd¢hatdhey reeengageddn,dnevaysdhatewilladvancedothsecurityo
anddibertyatdhesamedime.o

Thedourspecificsubcommitteesd¢hatewedhavesetaipareaasubcommitteeeno
screeningdhatevillexaminedhedepartment'sscreeningeprograms,droadlyaead.oAo
subcommitteednalatasharingandaisage,evhich willexaminedheewaysdnewhich theo
Department'salatabasesareaollected, sharedeand disseminated.o

A subcommitteedhateve'veeentitledd'ThedEmerging Applications,”ewhich is@oure
effortd¢odringénsomedfduradvicedodearahead of¢hedechnologyalevelopmenteurveao
littledit,andensuredhateprivacyaoncernsareaonsideredatdheutsetdfdechnologye
development.o

(Phoneeainging.)e
MR.ROSENZWEIG:oWouldewhoeverdhatdsepleasedurndteff?eThankeyou.e

And thendhedourthecommittee,adourthsubcommitteedhatewve'vesetarpdsao
committeed¢hatewe'veeentitleddramework and®rinciples,decauseawe'vealso,avhileo
aspiringgoaealisticeconcreteeecommendations,@ecognizedhatdheredseadimeanowdordhise
committeedosstepdack anddryeand provideaananalyticdrameworkdorassessing ande
measuringgsome®fdheseqquestionsanaevaydhatéasn'tdbeeneprovideddefore.oSodhat'sae
verydroadexpression@f@uregoals.o

Oursubcommitteesshadeerhancedoaneeteyesterday anddegindormulating someafo
theamorespecificsofdheirstrategies.oAnd whatd'd likedoaloenowdseaskehedVice-
Chairperson,dVIs.&otto,dodntroducedosyoudhesubcommitteeechairmen,eand askeeachafe
thesubcommitteecchairmenend women,ahairepeople,doegiveaisadriefaverviewdfdheiro
plansdordheirgubcommitteedandheamextaouplewfalayseind weeksahead.o

MS.&OTTO:eThankeyou,Paul.eThedramework&ubcommitteeowilldbeao-chairede
bydoannedMcNabbeand Jimddarper.o

Joanneasdhed hief@fdhedfficefdrivacyd’rotectiondndhedaliforniaddepartmento
ofdConsumereAffairs,eanddimdiarperds¢hed)irectorefdnformationdoliciesétudyeatdheo
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Catodnstitute,eand alsods¢heeditorafeprivicilla.org,ewhich ismeveb-based thinkd¢anke
that'salevotedd¢oaesearchingerivacyasagublicgolicydssue.o

The&creening&subcommitteeewilldbearhaireddydiowarddBeales.oHowarddsd¢hee
Associated’rofessorefdtrategicdvlanagementeand PublicdolicyatdGeorgedVashingtone
University,eaand heaecentlyservedasdhedirectoraff_onsumerdrotectionatdhedederalo
Trade€Commission.e

ThedatadharingaanddJsedsubcommitteeawilldbeahaireddydavidddoffman.e
DaviddsdGroupd ounseleand Directorfdrivacyeatdhedntel Corporation.e

TheEmerging Applicationsefélechnologies&subcommitteeewilldbeahaireddyo
Charlesdalmer.eCharlesemanagesdhe&ecuritydNetworkingeand Privacydepartmentse
Network atdBMdCorporationélhomasd.dVatsoneResearchdCenter.o

Eachefdhesubcommitteesdhasend)HSdiaison,eandd'llegoaheadeanddelleyou whoe
thosediaisonsere.oFordhedirameworkd&ubcommittee,dhed)HSdiaisonseareKeno
Mortensen,@ne@fd¢hem,KendViortensen,che'sdbeniord’rivacyeAdvisoratd HS.o

The&creeninggsubcommittee,dhed)HSdiaisonsared.izdNithnell, eovhodsd€ hiefo
Counsel,eand Robyn&Kaplan,evhodseneanalystewithdDHS.o

ThedatadharingeanddJsedsubcommittee,éhasel obyd evinasdtssenioraad visor,ewhoo
isasenioradvisor¢odHS.eAnd EmergingeApplicationsdhasdeterdsandeasdhediaison,eande
Peterds¢hed)irectorefdrivacyelechnologyeatd)HS.o

MR.ROSENZWEIG:olfeveaoulddriefly,dim,eyouswantdoa o¢hreeaminutesendheo
Framework&ubcommittee?o

MR.&HARPER:eSure.0AsdheditlefdhedCommitteesuggests,awe reavorkingonae
frameworkdoranalysis¢hateve'lleaecommenddodhedulleommitteedoaise,essentiallyeane
outline,qquitessimply,eand we'vealiscussedsodarsomedlifferentanethodologies¢hatenighte
illustratedhowalifferentgprograms,dechnologieseandapplicationseaffecteprivacyeanddheo
endeffectafdheirdantendedddomeland Securitydunctions.e

Joannegparticularlydsd¢akingghedeadneputtingdogethereheerinciples,d¢heeprivacyeo
valuesdhateareeembeddeddn@urdull Committee'sdCharter, @and indhees- in@ursocietale
understanding@ferivacyeand privacyevalues.eSoggoing forwardewe reggoingdodeo
workingendhateutlineeandeworking ondullydleshing@utdheerinciples,d¢heeraluesdhate
we'reallseekingdgoendorseaind informdhroughdhis€Committee'sework.o

MR.ROSENZWEIG:eThank youeveryemuch.ddlowarddeales.o

MR.8EALES:eThank you.el thinkd¢heaontroversy@verdecuredlighteand thee
degreeafepublicitydhatdtdhasattractedeand thearoncernsdt'seraisedereallydllustrates¢heo
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importance@fscreeningasandssuedord ) HSeand @fdheew orkafdhedcreeninge
Subcommittee.o

Wedhought@fscreening broadly,easeany methodology thataisesénformationdodrye
toddentifyasubsetefentities,avhetherdt'sgpeopleraargoaontainers,dorsome,@ithere
action@ralecision,@rdorsomedurtherdnquiry.eOurerimaryeoncerndsacreeningo
methodologiesd¢hataisednformation@regeneratedanformationdhatdraseandmpactene
individuals,es@pposeddodheaargoaontainers.o

Wedhink one@fdhedirstdaskseveaneeddoaccomplishdsdoegetadettere
understanding@fdheaange@facreeninggprogramsdhatarednaise, andehedkindsfo
approachesdhatdhey reaactuallyaising, soewedhinkeneafeurdirsteprioritiesewilldedodryeo
toalevelopandnventory of¢hosegrogramsdndhedepartment.o

I'meparticularlydnterestedandoday'ssessiondecauseove reggoingdodheardromene
number®fegeopledhatarednvolved insomeafdhesesscreeninggprograms,eand I thinkghato
willdbeextremelydelpful, eandeweewill, @feourse, aevisitourapproachdndighteofevhateweeo
learn today.e

Butdherearedhreeaqquestionsdhatd thinkewoulddeearticularlyaisefuldordheo
panelists¢oeaddressandheaourseafdheiregpresentation.olfd¢heyalon't,d'lleaskdhemeanyway.o
Onedsdhesources@fdnformation,&nd inegarticular¢hescreeningeprogramerdheo
screeningeprogramsehatdheyarednvolveddn,evherealoesd¢hednformationeomedrom?e

Second,dsewherealoes¢hednformationego?eWhataisesenade@fdhe@utcomefdhate
screeningeprocess,eavhodhasaccess¢odt,dutewhereadoesdtego?e

And third,ewe'rednteresteddndheariterianddndhegprocessfalevelopingdheo
criteriadordnowalecisionseareanade.olsdtdased oneanempiricalenalysis?elsdtdased one
somebody'sgudgment?oButewhatdkinds@fapproachesanddoalevelopingdheariteriadore
decisionsdandhescreeningegprogramereenade?o

I thinkdghisdseandmportantareaeand aoverydnterestingane,eandewedook forwarddoo
workingewithdhedDepartmenteanddheaestodfdhedCommitteeanseweamovedorward.o

MR.ROSENZWEIG:eThank youeveryemuch,ddoward.eDavid,datadsharingeande
Usage,elease.o

MR.&.dHOFFMAN:oFirst,d'd like¢odhank,epecifically,¢he€ hairmaneandeéViceo
Chairandeertainanembersefd¢hestaff,dNualad)'Connor&Kelly,&Rebeccakichardseande
Tobyd evindoralreadydhedirelesseworkdhategpeopleareguttingendosetaipdhestructureo
toenableais¢odeabledodocus@nevhataweaneeddoao.oThedolksendhesubcommitteeareo
extremelyexcitedaboutdhe@pportunitydodeabledoalig intodhisearticular¢opiceanddheo
supportove'regettingdoal osodsegreatlyappreciated.o
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As@rofessordNessonanentioned,ewe'reeentering intoeeworldd¢hataseeallyao
networkefaonnections,end thesubcommittee,aasewedhavealiscusseddtdodhisgoint,o
believesdhat@urdirstdocusshoulddeandhoseaonnections,eanddheactualdransactionafe
thedanformationeind thealataaluringghoseaonnections,sodhatdhedransferafdhealata,o
particularly,eweewilldbealiggingdntodhedransfereferivate-sectoralata,aandewve reo
particularlye@nterestedanéhowe- whendhedransactionédhappenseandd¢hednformationdse
transferred, awhataulesaapplydodhealataendéhowdhoseaulesareaetainedeandéhowdeheyo
modify behavior.o

Sod¢he@nedhingdhesubcommitteedhasexplicitlyaskedemedoexpressdodhegublic,®
isawe'reevery interestedanepubliccomment,@na@urevorkegprogramendeny issuesdhato
someoneanightdave,eandeveavould@greatlyappreciatesubmittingghemehrough thee
mechanismdhatds@ndheevebsitedoa 0oso,dodhel paisanerdask.oThanks.o

MR.ROSENZWEIG:eoFordhoseawhoalon't&know,evedhaveane-maileaddress.olt'so
privacycommittee@dhs.gov,eand thatewouldde@neggood wayafgettingghoughtsaboute
datasharingeandaisagedssuesd¢odlavid'ssubcommittee.o

MR.ROSENZWEIG:eCharles.o

MR.&?ALMER:0Goodenorning.eThedmerging Applicationseand Technologye
Subcommitteedsechargedewithdryingd¢oenakesomesensewutofadotfdechnologydhat'se
beingdlung ataisdromallalirections,d'us” deing peopledrying tosurvivedndhissnewo
world.e

Weexpectaotdodeevaluating products.eThere'sdotsefdolksand) HSewhoalodhate
sortdfdhing.oWe'redeing askedd¢odook atdtdromeaalatadntegrityeprivacyepointefeview.o
And so@atherd¢handryingdoaligéntoeandndividualeproduct,@ureplands¢odook ateareas,o
collections@regroups@fdechnologies,eand trydoexaminedhealatagrivacydntegritydssueso
foreeachefdhem.o

Now, dfdhere'snedhing thatewe'veegotadotefandhisepace,dtdsdechnologyande
emergingdechnologies.oAnd sinceaweareeaecommittee@fanyself,d.ancedloffman,doele
Leo,Reeddreeman,dimd]arper,eandeureolleaguesndhestaff, ove'reanotegoing todeableo
toevaluateallofdhem,@senuchaseweanightevanteo.o

Sodhedirst¢hingeweewantdoa odsdodalkdo@uraolleagueséndhedCommittee,¢heo
publicandd¢hroughoutaifferentepartsfd HS¢odind outewhatdhavedhey beendhinkinge
aboutasdaras¢echnology,ewhatalodhey,evhodhavedeendhinkingaboutdtadittledongero
thanewedhave, seeanseoming towardsd¢hemdnegreatspeedasdarasdechnologicaleneedso
and/oraapabilities.oOnceovedhavedhedist,dshenewedhavedoeputdtdnanarder.o

And we'veggotanddeamfdhhoweweanighterioritizedhese,dnaaaeasonableaway,dodryeo
todollowdhealemandeasewellasdheairgency for¢hem.eAnd onceevedhaveaepriority,ewe'lle
startd¢akingeadookatdt.oDivideaandeonquerenightdedhedestaway,duteweawilldhavedoo
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startdooking at¢hesedhingsdnalepth,enotsoenuchdoseedfdhey reeffective,dhisdsguste
reallyeutedechnology,eaenillionditkeysdoraryptos@raomething,ekay.dVell,eoveanayo
haveeommentsaboutdhedechnology,dut@uregoal isenotdoevaluatedhedechnology,anoreo
todook atdheeprivacyeanddntegrityaspectsafdteandeprovidedheaesultsdpackdodheo
Committee.o

Onewofourgoalsdordheanextaneetingdsdochaveaeveryegood startndhisaatalogue,o
ifeyouewill, efdechnologiesanddhowewe'reggoing todook ate¢hem,eandeperhapsevendheo
orderdnewhich we'lldbedooking at¢hem.oThat'sdt.e

Ouremainegoal, ¢hough,dsd¢oendaipewvithd¢hedechnologyassessmentsdromee
privacyenddntegrityepointeferiewdhatdit¢hedramework¢hatdsementioneddydim,soe
thatourstudiesareeevenhanded,«omparableaand usable.o

MR.ROSENZWEIG:eThank you,& harles.elhankeyoudoall@fdhesubcommitteeo
chairseandao-chairs,dothdordheiraeportseand,dfd cansayso,doragreeingdoserveaanddoo
takedhedimeandenergydhatdsegoingdodeaequired.ol thinkall@ofdheecommitteeo
membersewilldhhaveanuchevorkdoalo.eThegsubcommitteerhairshaveagreeddostepaipe
anddakeadittleditenoredfdhedoad,eandd thankeyoudorehatereryemuch.e

Asoyoucransee,@uragendadsactuallydairlyambitious.oWeexpectdospend someo
timeexaminingdheaangefd)HSeprogramsdromecreeningdhroughalatasharing todheo
newdechnologiesdhatarequsteverdhedorizon,allevithinadroaddrameworkeofo
principles¢hatdhopefullyovilldbeaseomprehensiveeandeasdntelligibleaseweaananakedt.o
Sodhat'saerettyeambitiouseagenda.eCheck backdndhreeemonthsaandewe'lldelleyoudhowe
we'realoing.o

BeforeaweegetdodMr.€Cohen,d¢hedrivacydOftficer,dMs.Kelly,dhasaskeddordiveo
minutes@ondheagendadoaddressais.oSodNuala,ewhy don'teyousitaipdhere.o

MS.D'CONNORKELLY:oeMr.dChairman,dMadameViced haireanddghed_ommittee,o
thankeyoudordearingadriefaipdatedndhestatusofdhedrivacyfficedoday.el' mepleasedo
toaeportdhatewedhaveanearlyeompleted@urstaff hiringdordheeyear,eand asgyouknow,o
I'vesaid,enany times,¢hedhingd ameheemostegproud ofdnemydenureatd¢hedDepartmentdso
thestaffovedhavegutdogether,avhich representdhedinesteprivacyemindseworking indhee
Federal€Governmentd¢oday.o

Atéheadquarters,aveared¢welved TEsandealmosteasenanyaontractors,doradotal ofe
nearlydhirtyepeople.oWearesupporteddy@verst00gpeopleacross¢hedepartmente
workingendrivacyeAct,drivacydolicyeanddreedomefdnformationeActassues.o

Many@feyoueanaydeaware,eand I understandd¢hatd¢hed3oarddseonsideringe
respondingdodhedegislativeactivitydhatdasdeendocusedon@urafficeceandenathere
privacyofficesaacrossd¢hedederalservice. I thinkewe'vedeenegratefuldoreand hearteneddye
thesupportevedaveseendromdlembersefd_ongress,@ndothsidesofdheaisle,doo
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strengthenaandelarifydheaole@fdhed’rivacydfficer,amotanly atd¢hedepartmentefe
Homeland&ecuritydutateotheraagenciesasowell.o

I wantedd¢oaipdateyouendhesstatusefaerumber ofpendingaeportsdpothdoo
Congresseanddodhegublic.oWedavedeenaskeddydheeAmericand ivild.ibertiesdJniongoe
reportendhedMatrixd’rogrameand theeprivacyeprotections@rdssuesassociatedewithethato
program,e&and weareaearingezompletionafd¢hataeport.oWe'vedeenaskeddydongress¢oo
reportondheerivacyandeivildibertiesdssuesassociatedewithdheaiseafdNo-Flydistdndheo
Federal€Government,eandewedhavedeenaskeddydMembersfd ongressdoaeportendheo
usedfeommercialalatadpydheamembersefdhedederalserviceeand theddomeland&ecurityo
efforts.oAll@ofdhoseaeportsareanearingeompletion,eandd'merertainewe'lldhavedhosedne
final formdeforesyouranextaneeting.o

Wearealsoevorkingeveryaliligently toscheduleagointeeviewafdhed ustomsaande
BorderdrotectioneAgreementewvithd¢heEuropeandJnion@ndheaisedfgpassengeranameo
recordalata,eand weewilldbedssuing agpublicaeportabout@urdindingsefdhateprogram.o

Theredhasdeensomeepressaecentlynsomemewdssuesewhich havedeeneo
developedatdhedepartmenteanddhavedeendroughtdodheattentionefenywtfice,eande
theya@oncerndheaisefaommercial datadothdndhedecuredlightd’rogramend othere
programsasewell,eand aboutalatasecurity issuesan@enumberefeprograms.e

I wantd¢oassured¢hedCommittee,eandealsod¢heeublic,¢hatd¢hedrivacydOfficeanovedo
withegreatspeed, awvheneanadeawarewfd¢hesedssues,dodeginamaeviewafdhosegproblemse
anddssuesanddodring thosedssuesd¢odheattentionefdheseniordeadershipefdheo
Department.oWe'vedeeneverydhearteneddydheaesponsivenessefdheseniordeadershipafo
thedepartmentand theirggreateroncernsaboutdhesedssuesasewell.o

I think¢hegublicdsentitledd¢oknowdeheseaoncerns,eandd¢oknoweurdindings,eande
any@ecommendationseandehangeseweanakedodhesegprogramsend any actionewveemighte
takeaboutepersonneldnvolved indhosegprograms.eAnd I'lldbegleaseddoaeportdack,dothe
inewritingeandeéneperson,ateyourenextemeeting.o

Wearresupportedatouraftfice,mseyouknow,ewithaaanissionefd¢hedepartmentafe
Homeland&ecurity.oWedelievedhatd¢hedepartmentdsanakingdheaountrysafer,dutdte
mustalosoawithalleprivacyeprotectionseand lawsdnenind.eWearegroud ofd¢heeavorkedhate
our®fficechasalone,eandewveareagratefuldordhesupportfehis€Committeedneo
strengthening@ureoleand reportingaoncernsd¢odhegublicovhendheyarrive.oButalso,dne
correcting andeesolvingghosegrogramssodhatd¢hedepartmenteananovedorward.o
Thank you.o

MR.ROSENZWEIG:eThank youeveryemuch.dNeappreciated¢heaeport.ol majuiteo
suredhataseweggodorward, eveowilldesvery interesteddandearingédackdromeyoucheo

9 of®2e



DHSdatad’rivacyeAnd IntegrityeAdvisorydCommittee:oJuneel 5,2005&fficial Transcripte

resultsefeyourevariousdnvestigations,especiallydnsofaresdhey impacte¢heevariouse
advisoryeworkdhatewe'realoing withindhe€Committee,sod¢hankeyou.o

Withdhat,dVir.€Cohen.o

MS.&OTTO:eThankeyoueveryanuchdorgoiningais,dVr.€Cohen,¢hisenorning.oLeto
medntroducegyouand thenadeweminutesdoreyouraemarks.o

JohneCohendsaurrentlydhedeniordlomeland&ecuritydolicyeAdvisordnedheo
ExecutivedfficewfdPublicdhafetydndhedfficewfdhedMassachusettsdtatedsovernor.oMr.o
Cohenaodounded APSe€Com,ewhich isaagglobal,strategicemarketing anderonsultingdirm,e
andepreviouslyservedasaaseniorexecutivefdheedAT& T« orporation.e

Mr.€CohenalsoservedasepolicyadvisordodhedirectorafehedVhiteddousedDfficeo
ofdNationaldrugeontroldolicyeand wrotegortionsefdresidentelinton'sel 995druge
Control&trategy.édlhank youdorgoining us.e

MR.ROSENZWEIG:oThank youeveryemuch.eY ouggoteaboutdeneninutes,anaybeo
giveaisseven, aanddfevedhaveaaoupleauestionsdhatewoulddeagreat.o

MR.€COHEN:oSure.eThatewoulddeegreat.oThankeyousveryemuch fordnvitingeneeo
heredoday ondehalf@fdsovernoreRomneyanddecretaryeEddlynn.eWelcomedoo
Massachusetts,eand congratulationsdord¢aking@ndhiseveryémportantdssue.o

Parteofenyqgobewithé¢hedCommonwealthdnvolvesaneerovidingstaffesupportdodheo
Governorasdedulfillséhisaolendheddomeland&ecurityeAdvisorydCouncil,ewhich,ease
many@feyouknow,dsaneAdvisoryd€ ouncil todhedecretaryefdlomelanddecuritydne
which heeeceivesénputeandendvicedromstate,docal andeprivate-sectorefficialsene
importantdssues.o

And indhatevein,@ne@fd¢hedssuesdhatdhedsovernordhasdeen@rganizingeandeo
coordinating@ndehalfofdhedISAC,dhasdbeenaeworkingegroup ondntelligenceaande
informationsharing.eAnd foraboutd¢hedasteyear,amegroupdhateonsistsemainly ofstateeande
local@fficials,somedeprivate-sectoraepresentativesaanddnterfacingewithdederal®fficialse
fromaevarietyofdifferentalepartments,chavedakenadook ateand beganexaminingdheeo
issuesfewhatdsd¢heappropriateaole,@esponsibilityeandeequirementsfstateeand locale
governmentsasdterelates¢odhearollection,enalysiseindalisseminationeand useafeo
Homeland&ecurity-relatedentelligence.o

And sortefdheegenesisdehinddhiserojectawvasaegrowingsensedfdrustratione
amongstegovernorsaind mayorsanderivatesectoraepresentativesacross¢heaountry,o
becauseewhileawealldalked aboutdhestateeand local rolednepreventingderroristaattacksdne
oure¢ommunities,¢hereaeallyovasn'taclearalefinitionfewhatdhatemeant.oWhatewereo
stateeanddocalssupposeddoalo?e
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And thereewasadotefaliscussionaboutdhowstateaand localsewvereeonsumerseandeo
collectorsfddomeland&ecurity-relateddntelligence, dutdhereaeallyovasn'tadotfaleare
definitionafewhatd¢hateneant.eThereevasadotefaliscomfort,deforeeand duringegheo
workingegroup,asdtdegandtsaleliberations,evitheheddeadhatdocal police,docale
employees,state,ggovernmentemployees,@ven@uraitizensdpecomespies,aspying ondheire
neighbors,egoingdntogpeople'sehomes,dooking forderroristsswhoemaydedurkingdehinde
everyaurtain.e

Butatd¢hesamedime,aveainderstood thateweaouldn'tdediscallyeprudent,eveo
couldn'tde@perationallyeffectivednearrying@urereventionaesponsibilities,erotectinge
our¢ommunities,ainlessewedhade@good,eccurate,¢imely,evalidateddntelligenceaabouteheo
folksaswhoewvanteddoaarry@utattacksdere, avhatd¢heyovanteddoattack,aanddowdheyo
plandoaarry@utdheseattacks,eanddhendakingghatdntelligenceeandddentifyingevhateareo
thedypesfdhingsd¢hateveawvouldseednauraityeandd¢ownsdhatevoulddedndicativeefeane
emergingdhreatoreanemergingattackdndtsepreoperationalstages.oSodtewasaeveryo
complexdssue.o

Sodheewvorking group wasdormeddndune@f@004,dssued whatewassupposeddodeo
itsdinal reportandecemberdodecretaryRidge, eand indhataeport,dt,essentially,drokee
downdheaolefstate,docal authoritieséntodouraategories.o

One,dtdalkedaboutdrowstateaanddocalseneededdodeanuchenoredntelligenceo
drivendnéhowdheyalid things.oWeameededdomnalyzeaisksdaceddy@®ureommunities,o
risksdaceddyaurstates,eand theresneededdodbeaeromprehensiveeffortdhaténvolvedo
local, sstate, erivatesectorseanddederalauthoritiesdnevaluatingeisksd¢ospecifico
communitiesandevaluatingeisksecross¢heaountry.o

Secondly,d¢heaeportdocused ondheaolewfstateanddocalsaseconsumersfo
intelligence,eand itewaséheredhatdhestateeanddocalfficialsswhoeparticipateddnethise
process,@eallycommunicatedomeaoncerns¢odhedepartment@fdiomeland$ecurityo
anddtsdederalepartners,dndhatdheresseemeddodeaalirectiondnewvhich,det'sppumpe
classifiedénformationalowndostateeand local authorities.oLet'segiveeeverybodyeecuritye
clearances.oLet'sanakedhemdncurdheexpensesefdeing abled¢ostoreeand receivedheseo
typessfeommunications.eLet'sdringdhemdntodhedntelligencecommunityenoreso.o

Theewvorking group felteverysstronglydhatewasdheevrong directiondoegoavith,¢hate
ford¢heamostepart,stateaand local officialssneededdnformationdhatewasainclassified,e¢hate
wasactionable,d¢hatewasevalidatedasdoarredibility.dDon'tdellais¢hesourcesaandenethodse
ifd¢hateneansdhateyoudhavedoalassifydt.eSimplyegivears¢hednformationsoeweaansharee
itawithe@urdireahiefs, @ureoliceahiefs,@uremergencyenanagerseand thegublic,dfe
necessary,sodhateveaaneitherdry togpreventeanattackdromeccurringerdeerepareddne
theeventdhatasituationeccurs.o
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Theamextareadhatd¢heaworkingezroup focused@newasdheaolewfstateeanddocalsase
collectorsefdntelligence,@and I thinkd¢hatdsenareadhatdhasaaused,especiallydodhoseo
folksawhoéhaveaotdeendnvolveddneahealiscussions,eanostaoncern.el think thatareatesane
image,asd saidearlier,stateaand localsaeallyexpanding theiraoleaseandR&Dedntelligenceo
communityend beginningdoegputdogetherdhealossiersfdheaonsistentewithdhowevhoedheo
redequadsaiseddo@peratedpackdndhesixtieseandseventies, dileseondndividuals,eand begine
creatingaaarultureswhereepoliceanakedtdheireriorityd¢ospyandaotdoaarry@utdhedaw.o

Theewvorking group felteverystronglyaboutdwodhings.oOne,d¢hereavasaovealthefo
information¢hatetate,docal, dribal,governmentauthoritieseollecteeacheindeveryalaydneo
thesourcewfdheiralay-to-daydusiness.oAsaepolice@fficer,oyoudakearimeaeports,easao
tirefighter,oyouegodneplacesewheredhazardousematerialsaresstored, asegublicdhealth@rase
adhealtharare, @saephysician,¢youseeepeopleeoming intodhe@emergencyaoomewithe
suspiciousdurnsd¢hatenaydedndicativedfesomebodyanixingaipaahemicaleompoundase
anexplosive.eY ouseedhingseand youeaollecténformation,duteveadon'telo@everyezood jobe
determiningewhendhatdnformationdhaseaaexusdoderrorism,eand wealon't do@everyegoode
jobamakingsuredhatdhatdnformation,evhichexistd¢odaydndheaoursewfe@uralay-to-daye
business,dsariticald¢o@urdeingabled¢ogprovideeemergency andeon-emergencyservices.o
Wedalon'taloaeveryegood job ofdiguring outdhowaloggetdhatdntodheaightenalyticalemix,e
whetheraitdhestaterdederaldevel.o

Sod¢heavorking group,®aid,@td¢heorerydeast, dhedirste¢hingeveaneeddoalodseweo
needdoareateaaeprocess¢hatallowsais¢oadetermineewhensomething whicheseemse
routine,enay actuallydeaonnectedd¢oderrorism,e&and thendigure@utaerocess,anakesureo
thatenceaemexusdsanade,¢hatdt'scommunicatedeand provideddodheaightauthorities.o

Thereawasaorerystrong feeling, eanddhisecameaboutasdheyoveredavinge
discussions@ndhednteleReformeAct,ewhich,eseyoucknow,ewassigneddéntodawdne
December.oThereawasaorerystrong sensedtewasabsolutelydheevrong direction,doareateo
anenvironmentewherestateaand localauthoritiesewould bedaskeddydhedirectorafe
Nationaldntelligenceard¢hedDCleriord¢odhedawdeingeassed, eandedtewasabsolutelydheo
wrong directionaind,dndact,dtewoulddmpededheeffectivearorroborationdetweendederal,o
stateeanddocal authorities,dfeyouewveredochavedlirectdaskseprovideddydhedntelligenceo
community.eTheaworkingeroup felteverystronglydhosedaskseshouldaecomedhroughdheo
Department@fdiomeland&ecurityordhroughetherdawenforcementeehannelseande
shoulddodestructured againdnd¢hesameanannerdnewhich collaboration@ccursene
routinedssues,dederal, dawenforcement,éhealtheand humaneervices,emergencye
managemente

Thedinal areaghat¢heeworkingezroup lookedatewaseandssueaalleddhe,eyou'reallo
beginningdodearabout,dsdnformationdusion.dVhatewvedound is¢hatepretty mucheveryo
stateacrossd¢heaountryewasdndheeprocessefeuttinganeplacesomething calledeadusione
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Center.oButdhegproblemewasdhatdfeyouewentdoeachstateeand askedd¢hemdodalefineewhate
adfusion€ enterewasegoingdoalo,eyousgotandittleditefaalifferentanswerdromeachstate.o
Thereawereanoenational standards.eThereswereeanoemationaleguidelines,eand millions&fe
dollarseweredeingdnvesteddantodheareationfdhesediusion€enters.oBut@utagain,@e
systemiceprocessdeing putdneplaceatdhedime,avhatdhesedusionaentersewouldedo,dhowe
theyewoulddntegrateavithdocalauthorities,aanddhowedheyewouldensuredhaterivacyande
protectionseweregutdntoeplacedoepreventaabusewfeivild ibertiesanddnathereprivacyeo
protections.o

SodhedecretaryeRidge, atdhatdime,easkeddheaworkingegroup tostaydnsessionaandeo
todakeadook atd¢hedfusion€enterdssueeandd¢oeromedutevithezuidance,essentially,o
baselineattributes¢hateA Fusion€ entershouldemployasd¢hey AREémplemented.oAnde
thateeportevasecompleteddneApril.elt'sdbeeneprovideddodecretaryd hertotf.olt'sdbeene
briefedd¢o@erumberofdederal®fficials,and itgprovidesdaselinestandardsdhatdhise
workingeroup and nowd)HSdseecommendingdhatestateeand localsaitilizeaaseheyo
developdhesedusiond enters.o

I thinkednedhingdhatdearsanoteds,dtovasaorerye- theaworkingegroupdelteadamanto
aboutdhedactdhatadkey baselineattributedhatdfusiondCentersergeopleguttingg¢heseo
FusiondCentersd¢ogetherdhaddodakedntoaccount,ds¢hatdheydaddoestablishaggressiveo
oversightemechanismsdodnsuredhateprivacyeprotectionseandeivildibertiesegprotectionse
wereaadhereddo.o

Onewfdhedhingsdhatd heardacross¢heaountrydromdolksdhataredanvolved indhise
processdsdhisegreataleal ofeoncerndhatewe ' reanotdringingdheaightepeopledodhedabledoo
havedaliscussionsd¢oeprovidedhiseuidance.eSo@neafdheaecommendationsd¢hateweenadeo
indheaeportdseartdfeplanningeprocess,dnsured¢hateyouaeachautdosgyoureA CLU,doeyoure
othereprivacyeggroups,dringghemend makedhemeaeartofdheeplanningeprocesseandéaveo
themdelpeyoualevelop theaighteprotectionseand protocols¢odnsuredhate¢heseeprotectionse
aregutdneplace.o

MR.ROSENZWEIG:el'hank youereryenuch.dtewvaseprettyezood ondhedime.el'hisdse
adrieferesentation@nsamedocal.oWe'reaertainlyegoing todocusanoreatsomedfdheo
othereneetings.olfd¢here'saquestion.eJohn.o

MR.&ABO:el don'tknowdhowdoaperatedhis.eThat'segood.oJustaaquestion,eyoue
talkedaboutdnformationsharingsystemsdordhesensitiveaunclassifiedsystemsehatareo
beingduiltdorsharingamongetateeand localanddackdodederal.eHowesatisfied aregyoue
witheheepolicieseand/ordmplementationsefegrivacyandsecuritydorerotectingghealatadne
thosesystems?dntherevords,dhavesyouseenssucheolicies?oAresyoudhelpingdoalevelope
them?el'massumingsomesystemsareanowaperational,eand doewedhaveeprivacyeande
security controlséneplacedhataireaadequatedromeyoureperspective?o
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MR.€COHEN:oWhatevedound indheeworkingegroup is¢hat,eanddtewaseadkeyo
assumptiondoeyouraquestion,ds¢hatdhereawasaodaselinesystemehateworkedacrossdheo
boardeand thateverybodyeeliedanpondhatdacilitatedd¢hedlowefdnformation.eIndact,ewveo
found just¢hewpposite.dNedound aseyouewventstatedostate, ¢hegparadigmethateexistedo
wasadittleditalifferent. Somedolksaeliedndhed eosystem,somedolksaeliedadngRIES@reo
HSIN,somedolksaelieddnRISSNET,somedolksaisedeverything.eSo@nefdheo
recommendationseveanadeateadederaldevel, ¢heyaeeddoaromedogetherandaletermineo
what'sggoingdodedhateipelinealowndromehedederaldevel downdodhestateeanddocale
level.eNotdosaydhatdhegoliceawon 'tsstillalealowithehed TFF, epr¢hedBlaanddawe
enforcementdssues,enotdosaydhatepublicéhealthafficialsewon'tecontinuedoacommunicateo
withddHS.eSo@nedfd¢hedhingsowveaskdsdhatdhedederalggovernmentalevelop thate
pipeline.o

Now,dherechasdbeensomeeprogressemadedromeaonceptualeperspectivedne
blendingdogetherssomething called RISSNET,dawenforcementeondine,eanddSIN, dbutemye
sensedsdased onevhatewedhaveseen, dhatdheyaeallydhaven'tegottenalowndodhedevelfo
detailowvheredhey'realeveloping¢heerivacystandards.eNow,d1SIN,¢hedevelfo
sophisticationafdhed)HS,department@fdiomeland Securitydystem,dhatdhaseontinuedo
toevolve,and I think¢hatd¢hey maydhaveenadesomedgreatstrideseverdhedastsixdowighto
monthseparticularly,eand focusing in@ndssuessuchasdowalogyoueprotectdheo
information¢hat'sdransientdndhatsystem.oYoudknow,d wouldgustefferaipehateyoucane
putdneplaceall¢hesafeguardsdromeadechnologicaleperspectiveeyouewant.eTheeend ofd¢heo
dayadt's¢hegerson,eandevenewhend wasaipdront,eyouknow,aepatrol officeraworkingdnae
policealepartmentdndhed 980s,enostafdhednformationdhatevasalisclosede
inappropriatelyareswhensensitivednformationewvasabused.oltewaseabuseddecauseao
personegainedaccess¢odtdnappropriatelyeand discloseddteand that'saenuchdougherdssueo
toalealewith.e

MR.ROSENZWEIG:eTimedoreoneemore.o

MS.dLEMMEY:eNotd¢oodongagod wasdriefeddysomestateaand local lawe
enforcementdolkseinddhereovasaorerydnterestingdssuedhatecameaip,@neafdhedocaldawe
enforcementdolks' weredinaudible,) and aggressiveapproachdodrying todook atdinke
analysisdord¢heircommunitydodollowaip@nderrorismaectivitydorewhich wedoughte
them,dutevhatevasdnterestingevasdhowdhey wereausing privatesectoralataeand howo
theyeawouldgust,sortefdecomeawarewfewhatevasavailabledndheerivatesectoraande
startedaisingdt.oThedolksd waseneetingevith,ewedounddtesortafeshocking thatdheyeo
didn'tdhaveaany background@nevhendheyaould@raouldn'taisedteanddhoweoalealowithe
that.eDidd¢hateomeaipaadotdneyouraliscussionsebouteprivate-sectoralataaising ande
wherealideyougguysanetoutendhat?e
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MR.€COHEN:oThere'sseveralanswersd¢ogyourajuestion.eOneeanswerdoeyoure
questiondsdhat,e/es,eweabsolutelysweabsolutelydound that¢hereawasandnconsistente
levelofaisagefarvailableaesourceseandd¢hereavasalso@ndnconsistentainderstandingefe
whatdypesfanformationewoulddeavailable,specificallydodocus@nderrorismeelatedo
issues.oYouanakeaeveryezoodepoint.el erroristsalon'tgusteomedntodown,chidednachotelo
roomand carry@utdheirattack.eThey'rednvolveddneewholeevarietyefactivities, somedfo
itdraditionalerime,someafdtgusteuspicious¢hateomesd¢osomebody'sattention.oTheyeo
havednteractionsewitheprivacye@ndepublicgectorauthorities.oAtd¢hesamedime,d¢here'so
criticalanformationdhat'semaintainedédydheerivatesector¢hatdsevailablednaachelpingdoo
identifydhreatevulnerabilityeandeisks.oButdhereexistd¢oday asnumber@fdssues,somefate
knowledgeaboutevhatexist,dbutsomedfdt,shereareaveryaealerotectionsd¢hatdhavedeeno
putdneplacedoreverydmportanteeasons,eandsoewhatdheeworkingegroup found is¢hate
oncegyoudaveanainderstandingafd¢hegroblem,@nceewe'veagottendhedntelligencedrome
thedederalauthorities¢hatsaydook,¢hisdsd¢heegroupsdhatewantdoaarry@utattacks,d¢heseo
aredhedypesofattacksd¢hatdhey wantd¢oaarry out,¢heseaareawhatd¢heyovantdodargeteande
thisaschowdehey'reggoing toalodhat,eyoudhendhavedheabilitydodakeastepdackand say,o
okay,ewheredsall¢hednformationdhatd wouldeneedd¢odeambledoddentifyeanemerginge
attack.eOnceeyoualodhat,eyoudindd¢hateheredsaadotefanformation@utdhere, dutdhereareo
someevery,overyaeal@bstaclesd¢oegainingaaccessd¢odt.oAnd tosomewfdtatdeast,andd¢hat'se
whereowveare.oWe'reatdhegpointewhereaveaneeddosstartdhavingdhealiscussion@fovhat'se
theaighteprocessdorggaining@nformation,saydhat'séhealthaareaelated.oTheeexampled likeo
toaisedssomeoneawalksdntoeane@mergency roomewithdurnsendhearmend itewaseausedeo
byaahemicalend it'sepossibly -- wasepossibly theaesultofaahemical¢hatewasdeingaisede
toalevelopaandmprovisedexplosivealevice, aredhereaestrictionsaagainstd¢hateemergencyeo
roomephysiciandoegickaipdhegphoneandearallinggheauthoritydecausede'ssuspicious?deo
meanaloesdhatdallewithinghed1IPA Aeprotectionsrd¢heenedicaleprivacyeprotectionsere
not?eDoesdhatehysicianevenknow?el meanewe'vealoneaggood job witheegarddoe
suspicion@fehildebuseeandatherdypesfalomesticdssues,dutaloesethatephysicianknowe
thatdhat'ssomething they mayewantd¢oaloeand whodoaall?elf¢heyeall¢heswrong person,o
is¢dhereaasystemdneplaced¢oenakesuredhatdhaténformationegets¢odheaighteplace?o

Sodhere'saadotfeducationamboutdhedypesdnformationsystemethat’s@utdhere,o
butd think adiggerdssueds,eyouknow,dheeprivatesectordoreexampledseesitantdodalkeoo
usabouterulnerabilitiesdecausedhere'sgproprietaryaeasonsewhy theyaon'tewantedoe
disclosednformation,dhere'sdusinesssensitiveaeasonsewhy theyalon'tewantdoaliscloseo
informationabouterulnerabilities,dhere'senoteadotefaonfidencedhatdhatdnformationdse
goingdoaemaineprotected.eThesearealldssues¢hatdfewe'reegoing todeetfectivedno
preventingdutureattacksoreffectivedneplanningeaand being preparedd¢oaespond tocheo
nextseriesdfattacks¢hatemayeccur,ove'veggotdodreak downfeomedhesedearers,dbute
it'saotegoing todbeaaneasydssue.o
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MS.d.LEMMEY:eCand askeadollow-upajuestion?e

MR.ROSENZWEIG:eNo.oWe'reaeallyaunningadittledatessoanaybedfeoyoudguyse
coulde-

MS.dLEMMEY:el'mdusteuriousdfeyoudguyseputeaeecommendationdore
harmonization@fdrivacyeAct,erivate-sectoralatadpasesacrossstateeand local oralideyoue
notegetdhatdar?e

MR.€COHEN:oWealidaotegetdhatdar,dutdhere'sdbeenanotheregroupehat'sdpeeno
establisheddodocusepecifically@neaccessfdhegpublicsectorentities¢heneprivatesectore
entities.o

MR.ROSENZWEIG:eThank youeveryemuch.éNeappreciateeyoucoming.oAnd weo
lookdorwardd¢odhearingadotenoreaboutstateaand local interactionsalownedheaoad.oeWeo
haveanotherganelaoming upasow.eNodreak,socomeanaip.dVhileeyou'reccoming we'lle

MS.&OTTO:eThankegyoueveryemuchdordoiningais.oWeappreciateeyouregpresencee
heredoday.el'megoing todntroducedhegpanelanddhenewe'llegodndurndutdetterdodgeto
youalldntroducedearly on.o

LetemestartewithRobertdacksta,¢hedExecutivedfficerafdordersdecurityandeo
Facilitation.eMr.dackstadhasdeendnvolvedevithaustomseand<€"BP for@ver®9eyears,ovase
thedormeralirectorfdulleseAirport.eThank youdorgoiningeus.o

PatriciadCogswell.oMs.€Cogswellds¢hedChiefétrategistedoethedJS-VISITProgram.o
SheereviouslyservedasadirectordfdmmigrationdervicesdModernizationeand alsoo
workedatdhedusticedManagementdivisionsdNirelessdfficemndssuesaelatedd¢odheo
GlobaldusticednformationdNetwork.o

MS.HOTTO:eJustinddberman.dVir.dDbermandsdheeAssistanteAdministratorefdheo
Securedflight/Registeredel raveleréd’rogramatehedl ransportationaand Securityo
Administration.dMr.dObermanaervedereviouslyasdheeAssistanteAdministratoraf¢heo
Officewfel ransportationédVettingaand Credentialingatdhedl SA,eand alsoservedase¢heo
DirectorafdhedfficeafdNationalRisk Assessmentewherecheovasaesponsibledord¢heo
development,desteand implementation@fd¢hedecuredlightdProgram.o

Mr.€bermanealsoservedasdhedheaddfdhed redentialingd’rogrameDfficeeandeo
playedeanamportanteoledanenumerousdssuesatdhesl SA sinced¢heagency'sareationdne
Novemberef2001.0

And finally,&olonel Kenneth&asprisin,ewhodsetuckdndrafficoveaunderstand bute
ondisewvaydhere.eColonel Kaspirisinds¢heeActing Assistantdecretarydordhedl SA.oHe'so
alsog¢heel SA'seNortheCentraleAreadirectorawherecheemaintainsaversighteesponsibilitye
foralldNorth Centralel SAeAirdiorcediederal&ecuritydirectorseand Aviationdecuritye
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Regulations.oWelcomeand thankeyoudorgoiningais.oWhyelon'tewedeginevithdVir.o
Jacksta.o

MR.ROSENZWEIG:olfd canaisk,eve'veegotdotsfegreataquestions,soeweewould beo
happydodaveanythingg¢hateyouewantdosend us,eyoudknow,doraupe@ndheovebsite.oWeo
havewne,oyoucansubmitd¢hemdnewriting.elfeyouaandkeepeyouraemarksaboutdivedoo
sevenaminutes.oWhend startaroughing,d¢hat's¢heepolitesignehatd'd likegyoudoeamoveo
along.eThank youeveryanuch.eMr.dacksta.e

MR.JACKSTA:0Goodanorning.ol'llenakesureanyaemarksareshort.ol wantdo,o
tirstefall, ghankeyoudoregivingausehe@pportunitydordeing hered¢oday.oThereareadotafo
familiardaceséhereatdhedable.eThesearedndividuals¢hatd”BPdhasdeeneworking withe
overdhedastaoupleofeyears¢oanakesuredhateweavorkdogetherdoaddressuregoalsdne
protectingghedravelerseandd¢hedndustriesdandhednfrastructureaf¢hednited&tates.oButeato
thesamedime, awechaveaanutualeggoal@fdryingdoeanakesuredhatovedacilitatedradeaande
travel,eandéopefullyeyou'llhavesomeaquestionseegardingcdhowewedrydoalodhat.o
Quickly,{CBPdsaadairlymewagency.olt's® 1/2 yearsald.oltevasdormeddrom,dasically,o
immigrationservice,&ustomsandeagriculture,¢hednspectionsidefagriculture,eanddto
representsaboutetl,000employees.o

I knoweyoudhaddhewpportunityeyesterdaydoevisitdBostoneAirport,eandde
understand thed¢ourewventewell,eandd'lldrydoeaddressaanyajuestionseyouanaydaveeo
regardingdhatd¢oureaandevhatewe'realoing.oCBPaloeschaveastrategyowvhich wee- isdasedo
onaiskemanagementandewhichdsadayeredeapproachewhereewedrydoenvorkdoemakesureo
thatd¢hereareenumberafalifferentepartsfd’BPaworkingawvithetherdederaleagenciesdoo
insuredhedntegrityeofdhesystem.o

Firstofall, dor@urdayeredeffect,anformationdsextremelydmportant,ewhetherdt'se
passengerdnformation@rewhetherdt's¢radednformation.eltallowsaiseaseanaagencydoo
makedalecisionsaboutewhatdype@factionaveshoulddakeawheneandndividualarrivesato
ouregortsfentry@revhetherashipmentarrivesatoneof@uraargodacilities.o

Onaalailydasis,eweeprocess@verd.1 milliondravelersecoming acrosse¢hedande
borderend theairports.eWegrocesselosedod®5,000druckseraontainersecomingeacrossene
aalailydasis,ewhetheraaté¢hedanddordersorateurseaports.oAnd wealsoeprocessalosedoo
365wehiclesateurdorderdocations,sodt'sadalifficultechallengedoraus,dputdt'sameworkloade
thatewe'vedeenabledooworkedndoraenumberafeyearsaand toenddressdtdhrough variouse
programs.o

Whatd wanteddogustequicklydouchdase@ndsdhateweaised¢hedanformation,eweaisee
technologydhatewedhave@utdheredodelp@urafficers¢oamakedlecisionsaegardingo
documentsaasewellasewhethereaarontainer@raargo,iecefaargomeedsdodedxamined.o
Weaworkereryaloselyowithdhedndustry,ewithepartnerships,evhetherdt's¢heairlineo
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industry toemakesuredhateve recommunicatingeand exchanging informationerewhethere
it'sawith¢hedradeccommunityeegardingaargo.eWedaveevariouseprogramse¢hataredairlyo
successful.oWedhavedhed_TdatdP’rogram,d¢hed ustomsel raded’artnershipeAgainsto
Terrorism,ewedhavedhedContainerdecuritydnitiative,ewhich weeputeurafficesaverseas.o
Thereareaaanumberefalifferenteprogramsdhatewedhaveewithe¢hedndustry.eAnddodeo
successfulandd¢oaloewhateveaanaoawedhavedochavedhatepartnershipeandat'sextremelyeo
important.oWeensuredhatewedhavedrainingdoreurafficers,drainingamotenly@ndowdoo
identifyandividualsdbutdhowdoaisedhesystem,eand onewfd¢hingsd knowdsamportantdoe
you,oveegivedhemspecificdrainingeegardingeprivacyeequirements,eanddhedrainingghate
isamportant for¢hemdoainderstand howdhesystemseworkeinddhowewe, aaseaneagency,aareo
requireddoeprotectdhatalata,eand thateprotection,d¢hatdrainingdeginsaightewhendheo
officercomes@ndoardeandewedring themalowndo@urecademyalowndndseorgia,ewedgoo
througheprivacydrainingsweego throughdowdoaised¢hesystem,sodhedrainingghateveo
giveaur®fficersdsextremely@mportantdo@urenission.e

And thendinally,evhatevedrydodalodsdhea@xtend@urdorderseut,evorkingewitheheo
industry asd mentioned,{Container&ecuritydnitiative,egoing through thesupplyehaindoe
beginatd¢heepointofstutfing andd¢hene- witheargoeanddhenalsosworkingewitheheo
variouseggovernmentsewhereswegutefficersaverseasd¢odelpaheairlines, easawellasdakinge
adookatdravelalocumentsdeforegpeoplegetandheeplanedocomedodhedInitedHtates,o
that'seuregoal.eWeawvantd¢oenakesuredhateweereventepeopleavhoenightdeadhreatdoo
thedJnitedStatesdromegettingendhatairplaneeandereatingeaaconcern.o

Thereareaaanumberefalifferentevaysewealodhis.oWedavedheeAdvancede
Passengerdnformation&ystemdhatevasaevoluntaryeprogramaintild¢heeAviationdecuritye
Actof@001aequireddt.oWealsodhaves- weaollectgpassengersnameaecordénformatione
fromdheairlinedndustry.dVe'vedeenaloing thatenaesoluntarydasisdefore®001,¢hedawe
requireddtafter?001.0We'veaworkedeveryearloselyawithd¢hedndustry toenakesuredhatdhate
exchangeofdnformationdsalonedndheemannerdhateprotects¢heerivacy@fdhedndividualse
butallowsais¢oao@urgob ofddentifyingendividuals¢hatemightdewfeoncern.o

Wedhaveextremelydightaontrolséneplaceanddn@urautomatedsystemeodhate
only peopleawvhomeeddoknowegetd¢hedanformationghatdheyameeddoemakeaalecision.oWeo
havesecurityehecksdneplace.oWedaveauditsgputdneplacedoanakesuredsdhatedhate
informationdseprotected,and I candelleyoud'vedeendnvolvedewithdhegprogramdoraloseo
todengyearsenow,@andd dosmotknowofany instancesewheredheairlinesdhaveecomedoaise
andandicated thatd¢hereewaseacompromiseafd¢hatanformation.eWedakedteveryseriouslye
andewveaecognizedhat.eThat'sewhydtevassuccessfulasaeroluntaryegprogramend weewillo
gododheactualeanandatoryegame.oltewaseadoteasierdoaodhat.o

Quickly,d justewvantdodouch base.dNealochaveanaenumberefevhateweaalléel rustedo
Travelerd®’rogramsautdhere.oWedavewver200,000gpeopleenrolleddandl rustedeél ravelere
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Programsewithind”BP.eWedaveeavhateweaalldhedNEXUS&rogram,ewhichdsedointe
programdhat¢hedCanadiansaip@ndheamortherndorder.oWedavedheSENTRIPrograme
downendhesoutherndorder.eWedavedAirdNexusdeingdestedarpdnd/ancouveratdheo
airport,andewvearealsodooking ataitilizingdtdnalomesticairportséhereandhedJnitede
Statesdordnternationaldravels,einddhenawedaveevhateweaalld¢hedasteandHecured radeeo
Processewhereawedhavedndividualsswhoareaegisteredaneurdrustedél ravelerd’rogram.o
Theseared¢hegeopleawhodringdhedreighteacrosseurdorder,ellowsais¢ogprocessdheo
truckseindd¢healriversénadasterdashion.oThesesystemséhavedeenutdheredoraaarumbere
ofeyears.oThey'vedeendairlysuccessfulanallowingaisdodacilitatedhedrade.oWedhaveao
specificeprocessewvheredheyareeenrolled.oWeaollectdheirdpiometrics.oWealoenforcemento
checkeand based on¢hatevedssued¢hemaaard ordédentificationaenumberdhatallowsd¢heme
todegrocesseddanaaquick fashion.eSod canaanswerenorespecificqquestionseasevedgoo
along,dutd wanted¢ogustdouchdasedndowdhosearedmportantdools.o

WealsoeworkeveryearloselyewithehedJS-VISIT office.oHopefullyeyousawsomefeo
thedJ.S.VISITeequipmentdhatdseouteheredhatdsaitilizeddy@utdBP officersasadool toe
makesuredhatd¢hey canamakedheaightalecisions@ndoweveanovedorward.o

And thendinally,ewhatd wanteddoalodsd¢alke@urautomatedesystems.eThey'reeveryeo
goodsystems.oTheyallowaisd¢oanakealecisions.oOurautomationafficeds¢heseconde
largesteautomationalatabasesystemdndheggovernment.olt's24-by-7.dteprovidesdhate
officeraitdheeportfentryatdwod'clockéndheeamorningghednformationanecessaryeoo
makeadlecision@ndheaargo@rdhegassenger.oWedaveaonnectivitydoevariousairlines,o
practicallyall¢heairlines¢hatdlydntodhedUnited$tates,eand wedhavearonnectivitydodheo
variousdanksdhatallowaisdoaollectalutyeand exchangednformationaegardingdhoweweo
processaargoand@theraelateddssuesaegardingdheaollection@faluties.oThat'saaealo
quicksummary.ol justewantedd¢oegiveyouanaipdateednewhateve readoing andd'lldrydoe
addressdurtherqquestionsdateren.o

MR.ROSENZWEIG:oThat'segreat.oeThankeyoueveryemuch.eltewasegood, @quick,doe
thegointeind savedemedroméhavingdoeough.oMs.dCogswell.o

MS.«CLOGSWELL:eThankeyoueveryemuch.d appreciatedeingdere.ol wanteddostarte
outqustd¢odayequicklykind@faovering whatd¢hegrogram,dJS-VISIT is,eand whatewealo.o
Startingdackdne 996dndhedllegaldmmigrationdReformexndeResponsibilityeA cte¢hroughe
thedDatadManagementdmprovementeActef000all¢heovayarpdoemuchaecentlydnedheo
IntelligenceReformend TerrorismePreventioneAct.oWekeepseeingdhedypewfdrendevero
andeveragain,@xpresseddhroughdhed/11€Commission,@therelaces¢hatdnformatione
needsdodesharedeamongstdhediederaleagencies¢hatarednteractingewitheespeciallyanon-
citizens,sodhateweaananakedhataightalecisionaseweaomednaontactewithsomeone.o

Soanuch ofd¢hedimeoveareseeingdhesamegersondromdetatedepartmentdod”BPo
todIS, Citizendmmigrationdervices,eand thendhateersonamaydavesomething happene
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wheredhey comednaontactevithdmmigrationeanddCustomsédinforcement.@A loteofdheseo
lawsareaotenly aboutewhoaamedodheaountryand diddheydeave,dutalsoeanakingsureo
that¢heepersonewho'ssittingdhereatétateddepartmenteand Overseas€_onsulateknowse
whodhey 'realealingevith,chasaccessd¢odhataightanformationsodheyenakeasgoode
decision,&houlddsdhisepersondeabledoaromedodhedInitedHtates.o

In¢hosedawsdhere'salsog¢hisemphasisaboutaccess¢omppropriateswatch liste
information.eIn@urenvironment,¢herechasdistoricallydeenainequaleccessdetweendheo
variousepartnersanvolvedewith¢hesameeeople,ajuiteeftenemakingeextremely similare
decisions.eal’heredsanemphasiseaboutdhowdoanakesure, egain,gpeoplechavedhataighto
informationsodheyaanenakeaaggoodalecisionewhendheyaeomednaontactewith¢hem.o
Comingautefallofdhis,eve' vedeenaaskedasgartafdhedntelligenceA ctdosubmitae
reportonexpediting theamplementationefadiometricentryeand exitesystem.oeThateeporte
isenakingdtsewaydhroughdheerariousgprocessesasawespeak.oButkeydutofdhat,aso
we'vegonedorward,dsaeallydheemphasisanddheaeed tosay,eweewantdodocusenewhate
ourdusiness@utcomesare,¢hedechnologyeseededdoachievedhoseegoals,ewhatdsd¢healatao
managementand integrityepieces¢hateveaneeddodnstillaightaipdromdhestartd¢oamakeo
suredsdhateve reaactingenegood informationend using iteppropriatelyeacrossalld¢heo
environments,asovellasdacilitiesaind, faourse, eanythingdnegzovernment,eveanustédhaveao
costdenefiteanalysis¢hategoesevithd¢hem.o

WhenewvestoodaipahedJS-VISITedProgram,eweareateddouregoals:eenhancing theo
security ofe@uraitizenseandevisitors,dacilitatingdegitimatedravelanddrade, eensuringdheo
integrityfdhedmmigrationsystemeand protectinggheerivacyofeureisitors.oWeenadeo
sured¢hosearedourequaleggoals.oWeaannotsucceeddfeweanlyeachieveane.oAsdBobe
alreadyeoted,dfevequsteenhancesecurity butshutelowndhegorts,shutalowneheo
borders,aveawouldeanotsucceed.oWeaonsiderdteurebsoluteenandated¢odook fore
opportunities¢hatallowsais¢oachieveallefdheseegoals.o

Thegrogramecope,asd kindefalreadyenentioned,dsaeallydheddeadhateweavanto
toarossaverdhisdifeaycle, d¢heseevariousdnteractionsewithalld¢heseevariousaagencies.oThise
isantentional,dutdhisalsogputsaisanaeveryalifferentaole.oWeareamotqgustdookingeatewhate
is¢hednformationeneas@neagencyaollecteddromdhegersondalirectlydputevhate
informationshouldd, ¢hemextaagencyalowndhedine,haveaccessd¢odhatesomeoneelseo
previouslyaollected?dNhatdsaelevantd¢oemyalecision-making?eWhatalod needeaccessdo?o
Whatdnformationalon'td needeccess¢o,asoveggodorward?e

Asd noted,safeguardeandeprivacyds@neafdhedkeyaspectsofeourgprogram.elne
orderdoanakesureaweawerealoing everything wearould, ewedriedd¢ostandaipaeveryo
robusteprogram.eWe'veestablishedeprivacyepolicies,¢rivacyeprinciples.dVe'vealoneo
trainingdorall@ourerogramstaff.oWedaveagprivacyofficer,dMr.dtevedy onkers,ewho'sdne
theaudienced¢oday.oWealsochaveegonedhroughaseriessnowafeprivacyampacto
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assessmentsaseeachdayerefdheeprogramdsaolled@ut,systemefaecordsanotices,eaaredresse
policy.o

Thiseedressepolicydseveryamportantdoais.oWedryextremelyéhardd¢oenakesureo
thatepeoplearemwarewfdhisasaovaydodind out,drankly,df¢heyqustalon'tainderstande
whatdhappened, enotamecessarilydhatdhey alwayséhaveaaromplaint,dutdf¢heyqgustaren'te
sureevhatdnformationeweéhave, eveeprovidedhisenechanismdorepeopledoask.o

Asovesggodorward,ewechaveananumberafkeyalatesstilldeftandegislationeand@there
pieces¢hateveredryingdoggodorward.eEach@fd¢hesednvolvesalealingewithepeoplednao
slightlyalifferentevayd¢haneweepreviouslydhad.eOne@fdheepiecesdhat'secomingaipe
relativelyeneardermeandsoondorais adestaising radiodrequency technology@ndheo
borders.oThiseweaegardas@nedfd¢hedesteplacesawedhavedrieddoaeallydnstilldhise
privacyepieceeand privacyerotection.o

Theaadiodrequency we'redooking toaiseatd¢hedanddorderenvironment,obaane
talkeabouteverysimilargprogramsdhatdhavedeendnaisedorqquitessomedime,dsdased onao
number.oTheredsanoeersonallyddentifiableanformation.eTheepersonallyddentifiablee
informationdssecureddnsecuresystems.oTheenumberdsqustsodhateveaanaetrievedhate
record.o

Anothereiecedhatewe'reaworkingextremelyalosely@nealsodhissummerdsevithdheo
variousevisaewaivereprogrameountries@ondhee-passports,dooking foreways¢hatevheneweo
createaaeader,owecanaeadd¢hosealocuments,sodhateveaansay,oyes,d knowewvhoeyoue
are. I knoweyouralocumentevasdegitimatelydssueddydheaountrydhatdtsaysdssuedat.o
Weavantd¢oanakesuredhatewedal odhisdnaewaydhatepeopleaan'tegetarccessdodheo
informationewhoaren'tentitleddodt.oAnd thatewealsoalodtanenewaydhatdacilitatesd¢ravel.o
Ifdtdakesdiveaminutesdordhisdodeaead,dtaloesn'tehelp.oWeaneed itdodeabledooworke
withinereprocessequickly,accurately, dirstdime,@verydime.o

Withehatsaid,d think thedast¢hingd wanteddodrieflydalkaaboutdssomeafdheo
successesdhatewe'vedhad.oThroughehiseprocess,¢hrough using biometrics,ewvechaveanddede
aanechanismdodind peopleswho@therwisearedryingdodidedheirddentity.oWedavedadeo
asnumber@fdndividuals,ebouté50doalate, who@ndiometricsaloneaweewereabledodaveo
determineddhatd¢heyewerecknownariminals,evanted,gpriorammigrationeviolators.e

Myeersonaldavoriteeexampledsaandndividualevhoescapeddederalerisoneand hade
been@utdenegyearsaandevasdound,eanddheawasaeturned.dAnothereoneswedhadaecentlyovase
andndividualevhoewasainderaandnterpol Internationalewarrant.eHedhadeomedodanada,o
changesdhissname, dbecomeaad’anadianaitizendutdhadapplieddoraevisa.Becauseafdheo
applicationdoredVisa,eveawereabledogutdhimenaevatch listainderdhissnewanameandeo
returnéhim.o
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Through thiseprocess,evedelieveeweaandindd¢hedadactorssodhateweaanactuallyo
facilitated¢heggood people,d¢hegeopleavhoareotryinggoaomplyevithepurdaws,ewhoareo
tryinggogustaomedodheaountrydoaoalldhedhingsdhateweewantdhemdodeabledoalo,o
thatenriches@ursocietyenriches¢hem.oWithdhat,¢hankeyou.e

MR.ROSENZWEIG:oYougguysarealoing greatatdkeeping my¢hroatdromehavinge
todbeanadeaaw.oJustin.o

MR.€©OBERMAN:eThank you.eGood morning.olt'sderrificdodedere.ol' mdustine
Obermandromel'SA,@esponsibledordecuredlightanddRegisteredél ravelerd’rograms,eande
I justewantdoapologizednaadvance,d thinkexdotefevhatd megoing tosaydodaydsegoing toe
beaepetitivedoseveralef youdndheaoom,d knowdndrontefeneeand behindene,dutdt'se
becauseaweareeverydheavilyengagedewithdheeprivacycommunityendewithd¢hegublice
overall, eparticularly@n&ecuredlight.oAnd asalistinctdromenydwoaolleaguesdhere,ewe'reo
addressingawith&ecuredlightd¢hedssuefkeepingsknown@rauspectedderroristsff ofe
domesticdlights,ewhichds,@faourse,@xactlyovhatdhappenedend/11.0

And the®/11€Commission,asewvelldhedCongressaanddhedntelReformeAct,alirectede
that¢hescreeningefaviationgpassengersandhednited $tates, engainstdistsfknownaere
suspectedderroristsdedroughtainderneath¢heegovernment,eand that'seexactly whatewe'reo
doingewithehisgrogram.o

Today,eveaistributed¢odheararriers,ewvatch listsdfknownersuspectedderroristse
everydimedhey'reaipdated,evhichdsdypicallyseveraldimesaoveek,eandeheaarrierse
performdhisdunction@feomparinggpassengerenamesagainstenames@ndhedistesodhate
appropriateactioneandedakendfacknown@reauspectedderroristdsdryingdodoardae
domesticdlight.eThatsystemdsenoteptimaldoreseveralaeasons,eandewe reggoingeoe
significantlye@nhancesecurity,eandewedhink alsoerivacyewithe¢hedmplementationefe
Securedlight.o

Letemeaxddressaadewafdhosedenefits.oNumberane,dt'sanoteggoodgolicydoe
distribute¢heewatch listsdoairaarriers.el hat'saeverysensitivealocumentaand shoulddeo
protecteddodhedgreatesteextentepossible.oSodyeerformingdhescreeningdnsidedheo
government,dtovillenodongerdednaeositiondosendingdhedistdodheairearriers.o

Secondly,&zivendhesensitivity@fsomedfdheanames@ndhedist,¢hey areanotdodaye
distributeddodheaarriers,eand we'lldbeabledoaisesnanoreexpansivedistevhich willdhelpeo
usepreventevenadditionalgpotential threatsdroméoarding commercialaircraft.o

And thendhirdly,dhisewilldbeaaoredunctiondorais,dtdsaotaaoredunctiondoraire
carriers.oTheirgob is¢oeanoveeassengersdrome’ointeA todointd3,eand everythinge
associatedewithethat,emaintainingeircraft, supportingdlightarews,sellingdicketsandeoo
forth.eThisewilldbeaaoredunctiondoraisandeveewilldbeapplyingstateefdhearto
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technologydodhisdaskefddentifyingéknownersuspectedderroristsdefore¢heydoardaeo
flight.e

Soawedhavedeenaworkingsincedheend ofdastsummer,soonafterdhed/11e
CommissioneeportaameautdostandaipHecuredlighteind¢henegoteanothereversatileo
momentumewithdhegassageafdntelReformeAct,ewhich hasaertainaleadlineseande
guidelinesdoraisandheassumptionefd¢hisdunction.o

Whatewedavealonesinceavesstartedd¢hegprogram,ds¢oaeronductdwoseparatedestse
of@urabilitydodakewverdhedunction.oWestarteddyaequiringallalomesticairearriersane
thedJnited&tates,fewhich thereare®5,dosubmitdoaisgassengeralataewnepeopleavhoe
flewdndune@f@004.0Weovanteddoepickandhistoricalanonth and@bviouslydook atdlightse
thatowverealreadyaompleted.oWeonvereamotdnterested indakingaactionaagainstaanybody.e
Weawanteddodestapurd¢echnologyeand oureprocesses.o

Sodheararriersssubmitted thisdnformationdoaisdastdNovember,eand inaadditiondoe
thatalirective,ewedssueddoureprivacyalocumentsd¢hateaccompanied thealirective,®
includingeaerivacyampactassessmentasystemafaecordseanotice,amdrivacyeActenoticeo
andendnformationarollectiona@equestdofficiallyaertify@urability toaollectd¢heo
passengeralata.o

Weaonductedendestaf@urabilitydoewomparegpassengersmamesagainstd¢heswatche
list,dbeginningandatedNovemberendegoing throughe- intodheeend ofdiebruary,earlyeparto
oféMarch.eAnd thereevereseverald¢hingsdhateveaveredooking todest,eand,d¢hankfully,alle
of@urdypothesesaweregprovendrueaurdhesystemeperformedevery wellainderean,e
admittedly,overydigetrain.o

So,doreexample,eweawanteddoduildeandelemonstrated¢hatewearouldeactuallyscreene
1.8emilliondna@4doureperiod.eY ouknow,dhereared .8 milliongpeopleavho,@naverage,o
flyedomesticallydndhedJnitedétateseveryalay,evhich isameverydigdoad,eandeboutdeno
timesdhesizeafdnbound and outbounddnternationaldraffic.e

Well,¢hesystemewvasabledoadodhatewitheoomdoespare.oWeactuallyswereabledoo
screendhatenanyeassengersdnasixteen-houreeriod.oWedhendooked atshorterdimeeo
frames,deing abled¢oaun&®0,000¢peoplednadhalfdrourdfeeddeandsodorth,eandenalle
thosegparameters,d¢hesystemeperformedaeallyowell.o

Onewfouratherdypothesesewvasdhatdoeffectivelyematch against¢heewatch list,eweo
wouldeneed todhaveeveryeassenger'sdullmmame, asowell asdheiralatefdirth,¢oe
effectivelyenatchaagainste¢hedist.oThatewasalsoshowndodedrue.eAnd whatdappense
today,dsd¢hatepeopleaareddentifiedesepotential matchesendhedist,decauseaarriers,o
almostaeverdaveaalatewfdirtheonaalomesticpassenger.oForeexample,eyou'reebviouslye
notaequireddoeprovideeyourepassportdodlyalomestically, andeftentimesalon'tédhaveao
person'sdullename.o
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And soacross¢heaountryeveryalay,epeoplearestoppedatdhedicketecountere
becausedhere'sgotentiallyaaloseanatch,eand¢heaarrieraasks¢hemdoeprovideadravelo
document,aisually aariver'sdicenseeanddakesd¢healriver'sdicensed¢oseedheirdullenameeo
anddheiralatewfdirth,¢hat'scomparedagainstdhedist,anddnelmosteveryaase, ¢heo
persondsaleareddodlydecausedheyare,dndact,anotdhegpersonandhedist.o

Soawveowneredestingswhatewouldéhappendodhatso-calleddalsegpositiveaatedf,éne
fact,evednad thedullenameandalate@fdirth,eand whateveshowedewvasdhatdheaateavoulde
goaownsignificantlydyaaouplewrdersafenagnitudeeandsignificantlydmproveaure
abilityd¢odeaccurateemboutewhods@rdsamotendhedist,andalsodosignificantlyeeducedheo
number@fepeopleawhododayeareenotabledorintdheirdoardingepasseatdhome,aiseackioske
indhederminaldutdavedoewaitdndineeand gododhedicketeounter,ewhich isanote
preferabledoraany@fais.oSod¢hatewasaeverysuccessfulaindertakingeandeasd said,dto
concludeddndateregartfdebruary,earliergpartenfdarch.o

Inaadditiondodhat,eweareaonductingadestevhich iseongoing.eIndact,ewe'veguste
recentlyextendeddtdodookatdhegotential application@feommercialelatadnalomestico
passengereprescreening.oAnd thed¢woemajor@bjectivesfdhisccommercialalatadestareaso
follows:eNumber@nedsdoseedfeweaanaisecommercial datagoenhanceeandduildeute
passengerdnformationdhateweawouldéhavedromeheaarriers¢oanoreeffectivelyematche
againstehedist.o

Soawhateveaneandydsdhat,dorexample,d¢herearedoday,dnstancesanewhiche
someoneawilldhhimdravedhesamedirst,aniddleeand lastenameandaate@fdirthaassomeoneeo
ongheavatch listdbutenot,dndact,dedhegersonendhedist.oltdhappensdrome¢imedodimeo
moredhaneyougprobablyemightehink.e

And onewfdhedhingsewe'redooking atdseanewve,ewithd¢headdition@fanoreo
information@neagassenger,deabledoanoreeffectivelyaletermineewhetherarenotdhate
personds@ndhedist,@vendfewechavedhedullmameand datefdirth coming in.eSodhat'se
onegiece,aindeweaeferd¢odhataaseenhancedevatch listanatching.o

Thesecond thingewe ' redooking atds¢hisddeawrabilitydoeverifyepassenger'se
identities.oWedaveaereryewomprehensivedist,¢hed].S.dGovernmentaloes,f&nownere
suspectedderroristse¢hreats.oBut,@faourse,dt'sehighlydikelydhatdhereare@therdhreatso
thered¢hatenay@renay not,dndact,de@ndhedist.o

It'salsodikelyd¢hatesomeafdhosegotential threats&kknowdhatdhey'reendhedisteande
woulddakestepsdoevadealetection.oLikedheexampledhegpersonewhoeventd¢odCanadadoe
establishaemewddentity,dnepartdoevadealetection,gparticularlyasevestandaipasmewe
programdoecreenalomesticdravelers.oSoewe redookingatedheepotential applicationfe
commercial datadoegetantdhisdssue@forerifyingepassengers’ddentitiesdeforeeweacommite
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themdodoardenairplane@rdeforeewealecidedosubjectdhemdoadditionalescreening.o
Thatdest,sodar,dhasdeenoveryaisefuldoaisdorseveralaifferentaeasons.o

Firstly,asweareegettingamemuch betterainderstandingefexactlyevhatkindefe
passengerdnformationdsavailabledrome¢heairaarriers¢oday,evhich iseextremelyeo
importantdnformationd¢ochavedecausedt'sggoingdoalrive@uraequirementsamovinge
forwardeboutewhatewesnvouldeollectdromepassengers¢hatdhey don'talreadyerovideo
today,ewhich,@faourse,&getsdodhedssuewfdhewveralldurden@ndhedravelinggpublic,evis-
a-vis¢hesecuritydenefitsand@feoursedhoseared¢healynamicseandalecisionseve'reo
makingeveryalaydhroughoutdhedDepartment,alependingendhegrogramenajuestion.o

Thesecond thingdt'saloing isat'schelpingaisareallyeputsomesstructuredodheaverallo
architecturedfd¢hegprogrameand, @faourse,dhisdsexactlyowhy youdoadestfdhiskind,o
youewantdoseedfeyourdechnologyeworks,eyouewvantdodesteyourdypothesis,eyouevantedoo
seedndhisaasedfdhereareaiseful@mpplicationsofecommercialalata,eyouewantdodookatdheo
formulasdhateyouraising.eAnd,@feourse,givendhesensitivityandegreatémportanceafae
programdikedecuredilight,ewhicheagaindsalesigned togrotectalomesticaaviationdndheo
United&tatesafterd/11.dthasdeenaextremelyevaluabled¢oaisdromeeprivacyeerspective,o
indermsafenakingsured¢hateweareasnoteonlyecomportingeurselvesdnaccordanceswithello
theapplicablestatutesdbutdhatove reareallykeepingdaithafd¢heeAmericanepeopleaboute
makingsured¢hateweareanotonlydkeepingghemeafewnairlinesdbutaespectingdheire
privacyeights,dheireivildiberties,eand Constitutional&Rights.e

Sooneofdhedhingsdhatewedhaveaoneasevedhaveaontinueddhedest,eand asd said, o
recentlyextendedadt,eand also,eseveareegreparingsaaneweprivacyepackagedoro
implementation@fdhegprogram,decausedheadocumentsdhaterendhestreetd¢oday onlyo
coverdesting.oWe'reggoingdochaveaaawholemewsetfalocuments.oWe'veediscovereddhate
it'samportantd¢oemakesuredhatall ofd¢healocumentsdhataredndhegublicalomaindodaye
reflectavhatewedhavedeenaloing,ewhateve'realoing today,eandewhatewve'reggoingdoaloo
movingdorward,&nd soewe'reggoing toenakesomeadjustments¢odhoseeprivacyeo
documents,ewhich issomething thateprogramsecrosse¢heddepartmentaloall¢hedime,eando
expandendelarifyendemodifyeallef@urerivacyalocuments.o

Now,dheaealitydsd¢hatdhosearestatutoryaequirements,eand it'severyémportanteoe
us¢hatdheydealigneddorevhateve reaactuallyaoing.eBy¢hesamedoken,eweknowehate
verydewepeople, auldsene,d' manother,aeaddhediederalRegisteranaaegulardasis.oSoe
ford¢hateeasonewedhavedoamakesuredhatewe'redeing veryopenanddransparentevith¢heo
public,eand of&ourse,d¢hat'saswhateve'vedeenaloing.oWedavedhedsovernmento
Accountabilitydffice,dnvestigativearmafd_ongress,aloingaanajoraeviewfdecureo
Flight.eIndact,¢heydhavedwoseparateaeviews@fdecuredlighteongoing.eOnedsdodook ate
tenseparateaspectsofdhegprogramdhatdhatfCongresschasalirectedd¢hemdodookeat.oTheo
second is¢oalomseparateaeportn@uraommercialalatadests.Soevedhavediterallydurnede
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overdhundredsefdhousandsefepagesefalocuments,estackenuch taller¢haneny ofeus,o
overdhedastanineanonthseandaredheavilyengagedaitdhedGAO.o

We'reaalsodheavilyengagedewithdhed ongress.ol'vedeenaipdhereanoredimese¢hane
I canounteand,@faourse,dhavedncredibleattentiondromeaheaewsanedia,eandewe 'realsoo
veryengagedewithdhedeadingerivacyegroups.el doaaallabout@nceaenonth which --
withemajoreprivacyeadvocates,@ncluding Paul andethers.oAnd wedavedeeneveryepeneo
anddransparenteindseekingdeedback,d¢hat's@neafdheemainaeasonsd cameaipdoday,dse
toseekdeedbackdromehisegroup.o

Butaisd said,@newfd¢hedhingsdhatdhedestdhasshownaisdsdhatdt'sémportantd¢hate
everythingdhat'safficiallyeodifiedeandalocumented indheaecord,eeflectovhateve'ree
actuallyaloing.oThat'se@najoreprotectiondorais.eAnd sogyou reggoingdoseessomeahangeso
inamendments@verdheamext,d think severalalays,easesveamovedntodhisenextephaseafo
commercial datadesting,easevegpreparedurselvesdordheaoad@fdhegprogram.o

MR.ROSENZWEIG:oAlld¢hesedentdlagsaipaaregpeopleawhoewantdoaskesomebodye
questions.o

MR.€OBERMAN:ol wouldédhavedeenaipsetdfd endeddefored gotdanterrupted.o
MR.ROSENZWEIG:0And moredlagsqustowentaip.o

Mr.OBERMAN:eThat'sainfairdecaused didn'teknowdhatedlagsaipe- that'seswhatdhate
meant.ol thoughtdtevas¢hepposite.ol thoughtepeopleaweredored.o

MR.ROSENZWEIG:eActually,dt'sgprobablyeprettyeasy.ol thinkeveryememberefeo
the€Committeegustdurneddheirdlagaip.o

Theeggood news,suchasdtds,ds¢hatewechaveanoredimedorajuestionsdecausedVir.o
Kasprisin,d don'tknowdfd'mepronouncing thateight,epparentlydsenotegoing togoinais.e
Thedadmews,@faourse,ds¢hatdhe'sanotegoing togoinais,ewhich I thinkdsainfortunate.olo
hopedhateweawilldhavedhimdpack indVashingtonaextdimearround.olndact,d’' megoingdoo
makeagointefeequestingdtspecifically, sodhatdearangoinaus.ol' msuredhatsomethingo
importantkeptdhimeawaydoday.o

I guessd'megoingdodakedhed hairman'seprivilegewfdhedirstaquestion,eand screene
Mr.dacksta.eWedearnedeyesterdayaboutd¢heaautomateddracking, ¢argetingarenter,eandene
particular,ewedearnedd¢hatdtewas@peratingaindereadegacy,erivacydmpactestatemento
sincedtdnitiateddeforedhed’rivacyeActeamedntoexistenceeven.olteseemeddoame, drome
theawaydtewasalescribed,dtechangeddtsdunctionaquiteaadit, post®/11,@sadteshould,doo
reflect¢hederrorists,d¢heahanging terroristsdlight.e

Sod wasewvondering ifeyouewereeplanning@negoingdhroughedheeprocessafo
developingeanothererivacydmpactassessment,statementdordt,éfarot,ewhy not,eandeéfso,e
when?e
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MR.JACKSTA:el thinkd¢hedestovaydoanswerdhatajuestionds,@bviously,dt'se
something thateweaeeddoaontinued¢odook at,eandéfdhere'saaeed toanakesuredhate
we'rednaomplianceawvithdhed’rivacyeActeand thed’rivacydmpactdtatements,d¢henewe'llo
dodhateandeworkeveryaloselyewithdhedrivacydffice¢oamakesuredhateweaaccomplishe
that.e

I thinkewhatdsémportantd¢oaoteawasdhatdhesystemsdhateyousaweunninge
yesterdayeweresystemsdhateweredneplaceawelldefore001.élheyoweren 'talefinedesdheyo
ared¢oday and obviouslyevedhavedetteraules,awechaveadettersystem,dutdefore2001,0
weawereaeceiving@@APIS information,eveavereausing passengeranameaecorde
information,ewveevereaising anaautomateddargetingsystemehatallowedaisd¢odring alle
thatdnformationd¢ogether.eOverdheoyears,@verdhedastd¢hreewrdoureyearsavedhaveanadeo
improvementsendhatdoallowaisdo,dirstafall, eprocessandditionaldanformationaquickere
anddasteraindgetdetteraesultsdackdodhewfficerdneasierdormatdord¢hemdoaead.o

Thedegacysystemsdhatewedhavedroughtdogetherdhatareanowdeingevorkede- too
establishdheaighteonnectivitydodhewfficersaredegacysystemsdhatewereautdheredore
our®fficersdefore,avhetherdheyewereammigration@raustoms,sod lldringdhatejuestione
back.el can'tepecifically@nswerdfeweaneeddodhaveaaanewerivacydmpactestatement,dbutdeo
do&knowdhateveavorkeveryaloselyewithdhedrivacy@ffice, avith@uraeounsel¢oenakesureo
thatewve'reanecompliance,¢hat'seextremelydmportantdoais.o

MR.ROSENZWEIG:el ' meuredhat'sd¢heaase.oTodheextentdhat¢hesystemenutateso
andehangesdhough,dteeemsdoaneegood policyaand transparencyealongdhedinesafevhate
Ms.&ogswellanddMr.dObermaneweredliscussing, doalodhatéaneaanebundancefaautione
andénenabundancefeublicénformation,sodhatewearoulddhaveeanainderstandingefe
thegprogram,ekindodhat,d¢hatevedhave, aespectdodvir.dObermanand Ms.€Cogswell'so
programdéecausedhey'vealonedhat.o

Davideyouaweredirstandhedist.o

MR.&.d1OFFMAN:olt'seaaquestiondordVs.€Cogswell.oY ouenentionedexaeportdhate
wasdeingareatedandagortionwfewhichewasgoingdodocus@nalatadntegrityaandalatao
usage.ol' mgustevondering ifeyoueouldegivearssomeadditionalaletail specificallydheo
reasonewhydheaeportevasdeingareated, ¢healegreeaandextentdoewhich Ms.&Kelly'so
organizationdsdnvolved,eanddhowdheaeportdsegoingdodeaisedafterdt'sereated.o

MS.€COGSWELL:oTheaeportewasaequestedandhedntelligencedReformeAct,Hectione
7208.@newfdhesectionsspecificallydndhatdegislativeaequirementaliddalkepecificallyo
aboutdheaeeddodook atdhowdoenanagealataetfectively.oEveryonedhaseanainderstandinge
thatewheneyouepulldogetherdnformationdromenultiplesystemsdhatdavedeenareatede
overadargeenumberafeyears,oyouameeddodhink proactively.olteandesomething aso
simpleaasdhowalod matcheaecordsdogetherovhend mdookingat¢hingsdeingalramaticallyo
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differentlyeoded?eHowalod dodastenamesdnenultiplealifferenteways,eand howalode
associateshemdogetherd¢oamakesuredhisdsd¢hesamegerson?e

Weoveremnagathalreadydoareateastrategiceplandhataeallydooked atdhee
immigrationanddorderananagemententerprise.dVe'redryingd¢odook acrossall¢heseo
differenteentitiese¢hatdnteractewithepeopledodind aevaydosay,@kay,ewvhatared¢hedhingse
weaneededdodalo?$oeve'resveryepleaseddhatdhisepiecewfdegislationfferedaisdheo
opportunity toeggetdteoutehere.o

Yes,dMs.Kellydson@uradvisorydoard,@urstakeholderseaadvisorydoard,eandéhase
beena@evonderfuleadvocateaand partnerd¢hrougheaheentiregprogram,dutalsospecificallye
ondhedlevelopment@fdhisaeport.oRightenow,asd said,dt'securrentlydndhedovelyerocesse
thatevedhavednternally toenakesured¢hatewedhavedncludedalld¢hingseweeneeddo,drankly.o
Toemakesuredhatdt'sggoingdoaoveralld¢hedhingseveaneeddomseweagodorwardeanddeeo
wellacceptedaand wellautilizedeacross¢hespace.o

Withdhatesaid,d hopedhatdhereawillde,dater¢hissummer,someamoredlefinitiveo
piecednexactlydghedmplementation.o

MR.ROSENZWEIG:e]Jimearper.o

MR.dHARPER:oThank you.eFirstaaquickeommentdoréMr.dObermaneand¢heneaeo
questiond think mayepplydoallefais.oLastaweekd testifieddndheddouse,dlomelande
SecurityfCommitteeaboutRegisteredel raveler,aeand ind¢he«ontextefdroaderaoncernse
aboutaiirsecurity,d'lleéhareswitheyoueand mydelloweanelists,d thoughtd¢hereawasaeo
uniqueaanddnterestingannovation,d¢hedact¢hatdhedOrlandoepilotewilldbedhandleddbyae
privatedirmehatewilldssuedpiometricaeeards.oAnd the¢hing thatd think isemostdnterestinge
aboutdhiseandeperhapsemostdeneficialds¢hatdheeprivatedirmecommitsdtselfeontractuallye
andeeprivacyeolicy,doalispose@fdnformation.eTheysay wherealatambouteyourdravelso
willde,dodheextentdhey re¢he@nesewhoeontrol it.eThealatagheyerollect,¢heyewillkeepeo
onsiteaand theyewillalestroyowithin®24¢oet8dhours,eand I thinkehatehat'saneanti-
surveillancedeaturedhatewedhaven 'teeenany@therggovernmentegrogramseefore,eand soo
that'sachighlightdhatd'vedriedd¢o@mphasizedodheccommitteedhen.o

Obviously,dnepreparingdorehatdestimony and inereparingaany ofenyeomments,o
writings@rdhoughtsaboutdheeprogramaboutRegisteredélraveleraand Securedlight,de
maybegeek-wiseggodackdodhedederalRegisterandaeadeverything I caneanddook fore
PrivacyeActeotices,all thedederaldRegisteranotices,gprivacyampactassessments,eandde
guessd'd likedoegzetaaromparisondromeach@feyouaboutevhethereyouaregarde¢hosease
essentiallyaeontract¢hateeommitseyoureagencydodhoseaulesanddhavedheyaommittede
youragency,dhatds,chaveyousstayedewithindheaontractdound inghosealocuments,and ife
each@feyouarouldsayqustevhateyouknowefeyouraagency'secommitmentdodhed’rivacyo
Actanotices,d wouldeappreciatedt.oMr.dacksta.o
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MR.JACKSTA:el'llstarteff firstfalldysaying thateyes, eavedakedhemeveryeo
seriously.ol meandt'ssnotainusual foranedodhearall¢heswayarpedheehain ofeommande
fromd¢heaecommissiondodhesecretarydhowdamportantdtdsdorais¢odpednaromplianceawithe
whatewearesaying ingublicalocumentsererivatealocuments.oWeameeddoanakesureo
thateweareeonsistenteindamiformendheeawvay thatewedhandledhealata,¢hateweeensureo
thatovealod¢heaightdhingdhatewesayove regoingdoalo,doanakesured¢hatewvechavedheo
checksaind balancesdneplace,d¢hat'ssomething thatextremelydmportantdod”BPeanddHS,o
andewe'lleontinuedoalodt.ol thinkewhatdsdhelpful, dneeway,ds¢hateveactuallyechallengeo
each@theraipchere.oWhereovedhavedhedJS-VISIT officeaskingd”BP,howearesyoualoinge
this?eDideyouehink aboutdhis?eWedavedhed’rivacydffice,ewechavedl SA,awvechavedD HS.o
Soemyexperiencedsd¢hateweareeontinuingdoevaluateaanddoenakedtdetter,dutdhereareo
asumberafahecksdneplace,eand thenefaourseawedhavewuregood friendsdromdGAOande
IGdhatareealwaysowvillingdgoaromedneanddakeandookatdhewperationalso@ndowenveo
handledhealataeand¢heyeointdhedssuesaut,eand we,aisually,&9epercentefdhedimesayo
thankeyoudoreoming ineanddet'senakesuredhateveaanaorrectdhealeficienciesdéfanyeo
weredliscovered,any typeofaleficiencies¢hatemightdealiscoveredaeluringaneaudit.e

MS.&COGSWELL:el woulddikedosknow,@ureprogramewaseverydnterestingswheneo
wesstarteddecausedhed’rivacyeAct,dydtsdanguage, eertainsdoitizenseandegermanento
residents,dutdmmediatelyaipondheareationafdJS-VISIT,dHSeroactivelydook thestepo
toeextend theeprivacyeprinciples,¢oliciesénherenténdhateactd¢o@veryone¢hateweawereo
encountering.oFrankly,¢hiséssomething thatdsenoteecommonecrossdederaleagencieseande
theredhasdeenaronfusion.ePeoplessayeyoualid what?eWhy dideyoualo¢his?eAnd reallyde
thinkewedhavespentacdhugeeamountefdimedryingdoemphasizechoweabsolutelye
importantdtdsd¢odeabledodellepeopledecausedt's¢heaightdhing toalo.eWhatdnformatione
amd collecting?oHowd amd using it?eWhodhasaccess¢odt,eand whateaneyoualodfeyoue
questionseaboutewhatdnformationd have.o

This,drankly,ezivenchowevisibleaagprogramewearednteractingewvithéhasdeeneo
actuallydnvaluabledoaisdndeing abledo@xplainaurenessage,dodalkdo@thereountries,d¢oo
interactarounddheevorld.el can'tsaydhowdmportanteweseedt,doth becauseavedelieveo
wedhaveanadeacontractewithepeopleaarounddheewvorld ondhisdopic,dutalsodecause,®
again,evedhinkdt's¢heaightdhing toalo.o

MR.€OBERMAN:el wouldeay,eyouknow,ewechave,dromeheautset,alescribedo
security andeprivacyasdhedwoegoalgostsafdbecuredlight.eAnd indhatevein,havedeeno
veryattuneddoallofourstatutoryeequirements,ewhich include,dndheeexampled gaveo
you,dssuing all¢hesegprivacyalocumentsdoaoveraurdesting, ewhich, @faourse, dsaalesigne
toaincoverdhingsd¢hateveren'tknowndoaisdeforeaand thenafeoursedoaeissuealld¢hosee
documentsd¢o@overdamplementation.ol thinkd wouldeay aeoupled¢hingseaboutdhat.o
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Numberene,d don't¢hink it'seenough.el think weeneeddokeepdaithewitheheo
publicénaeery@vertovayandaotgusteaely@ndhedssuanceafaalocumentdndghediederalo
Register,aand that'sewhy wedavedeenaloingsoanuch outreachaind engagementevithe
interestedeparties¢odncluded¢hegrivacyaommunityasewellasd¢hegpubliceoverall, efaourseo
theairerarriers,ewvhoareeanostdmportanteartners,¢hedGAO and€Congress.o

I thinkéhough,énedditiondodhat,dt'severydmportantdorais¢oaise¢hoseo
documentsd¢odormehedoundationfd¢hegprogram.eSoasd describedearlier,@urdestingdse
showndhateveameeddoexpand andalarifyeandenodifydhosealocuments,evenaightenowe
whiledhedestdsngoing and hasdeenextended, dosayaothingefevhateweaneeddoaodoo
makesuredhoseadocumentssupportactualamplementationareaccurate.eSodnehise
example,d thinkdheAmericanepeopleawantd¢oknowdwodhingsewithaespectdoo
commercial data.d.et's¢akedhateparticulardopic.oHowdsdtegoingdodeaisedaand whatareo
thesafeguardsdhatewedhavedneplace?oSooweameeddoalodhatdneverythingdhatewesayeo
andalogpubliclyeandalso,dneverythingdhatewedhavedoal odoaromplyewithedheevariouse
statutes¢hatewe regsubjectdo,eanddt'sanabsolutelydundamentaleomponentfdhise
programdeing successful.eWeanustalodhatéfewe'reggoing todesuccessfulehroughoute
Securedilight.o

MR.dHARPER:oJustdollowaip.eYoudavealoned¢hatandhedestephaseeandéhavesyoue
alsodreateddteaseaarontractdiked¢heatherdwo?e

MR.€DBERMAN:oYes.ol meandhat'saaeonstructdhatd hadn'té¢houghtefdeforeaande
I appreciatedheseguedromdhedrlandodRegisteredel ravelerd’ilot.oButeyes,¢hat's¢heavayeo
thatevedkeepdaithewithe¢heegublic,eabsolutely.o

MR.ROSENZWEIG:o]oe.o

MR.AALHADEFF:oThank you.el guess¢heaqquestiondsenostlydoréMr.dOberman,dute
hasaelationsd¢odheatherspeakersasovell.oThere'sadotdandhealocumentation,d¢here'sadote
ofdhealiscussion,duteouplewfdssuesewveren'tajuiteasarleardoanedndermsafeheo
presentations,eandd¢hosee®ngagesomedfdhekindwfsofteraspectsawhich makeewhat'séne
theadocumentsenoreaeal.©And thosesoftwareaspectséncludedhedevel@feprivacyande
security trainingdhateyourstaffezets,anotgusteoneyoursystemeutendhesystemsewhiche
yoursystemdnteractsewith.o

Onewfdhingseveseedsgpeopleawhodnteractewithethersystemsdhaveaoddeasvhato
limitationsexisteddndhosesystemsewhenalataswaseaollected,eand thereforeswhendheyo
receivealata,¢hey&knowevhendheya@anand«an'taccessat, dutdheyalon'tknowenecessarilyo
knowewhatdhedimitseondrowdheyaisedhedlatasare.o Also,ewhendteomesdodbecuredlight,o
all¢hesafeguardsaregreat, dutoneafdhedhingsdhatseemsdodeaanajordrustrationdsae
customerdriendlyappellategproceduredordiguring outdhowdoegeteyourevrong nameo
disassociatedewithdheaightename,eand thatdssomethingdhatseemsdostilldbeaanysterydoo
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mostepeopleawhoare@ndhedist,asdochowdoegetwff it.ol appreciatedhateyou'reattemptinge
toaropdgheanumberafdalsegositives,dutdfeyou restillonewfdhosedegacydalseegpositives,o
howaloeyousgetutdfdhatepurgatory?e

Thedastepart,awvhich reallychasn'tdeenaaddressedasevellandewhichemaydeo
something which iseenoresensitiveanatterdhatean'tdbeanddressedaseasilydnepublic,dute
what's¢heversightdnsidedoanakesuredhatd¢hesateguardsareactuallyadhereddo?e
Who'sactually&ickingdhedireseand checkingdteand accordingdoewvhateprocess,eand whate
is¢heauditefdheireprocess,arealldactors¢hatéhelpdgowardse¢hedransparency,sod guesse
thosearedhedasicdssuesawhich kind@feamedoenindevheneyouewerespeaking,dutde
thinkearregperhapsequallyapplicabledoallspeakers.o

MR.©OBERMAN:eThoseareallegreatdopicseand I'megladdhateyouaaiseddhem.oLeto
meaddress¢hemdndurn.e

Firstly,ewitherespectdodraining,d think¢heiraeouplefd¢hingsd¢hateareamportant,o
number@ne,allofourstaffaloaeceiveeprivacyeand securitydrainingewitheespectdoe
overalleprocesses,aand thenspecificallyowitheespectdoalatachandlingaandd¢henanoreo
specificallyowitheespectdoaviationgpassengerdanformationalatacdhandling,eand I thinke
theredsaaoupledfdmportantdhingsdoegointeut.o

Firstly,wedaveastricteetafeproceduresdnsidedhemfficedordhowewechandleo
passengeralata.oAnd,eyouknow,ewveaeceiveded Samilliongpassengeracnameaecordsdromer6e
domesticaniraarriersdastdNovember,d¢hat'seadotfalata.eAnd soaweaworkedewithepre
Privacy®fficer,el SA, dosetarpaandndenterocessdorsafeguardingdhatalata,ewhich startse
withdhednformatione- thedirststop itanakesdsactuallyewithdhedrivacydOfficer,eande
that'sdbyalesign,eand it'sdoggeddn.dt's¢hendhandleddyaeersonnenystaffevho'se
receivedspecificdrainingeand hassignedenon-disclosuredormdoegoverndhateand thendse
transportedeandéheldénaaggovernmentsafe.oOkay.eAnd that's,eagain,alldyalesign.o

Soavedhaveaaverye- and thenaanytimedhatalatadsd¢ouched,dt'sdoggeddndoggedeo
outend sodorth.eThatapplies¢oalld¢heaontractorseworking on@uregrogram,sameeo
training, sameaon-disclosuredorms,samealatachandlingegprocedures,same@versightdyo
the®rivacydfficer,awho,@faourse,dsenotanenyffice, dutdsanadndependententitye
withinel SA,eand, @faourse,awhend sayel' SAdrivacydfficer,awe'reaworkingewithad[ SAo
Privacy@fficeronadlailydasis.oWe'realsoaworkingewithéNuala'sefficeasawell.o

Now,dhatdeads¢hrough toeaeecond point,ewhich youeaised,ewhich oftenaloesaoto
getaaisedand it'severydmportant,ewhich is,dhowdoaisedhealatadhatdnteractsevithalatae
fromethersystems,eandd think it'severya@mportantdoepointeaaoupledhingsaut.o

Wearregoing todeaeceivingaeverydimitedaenumberefalataelementseoneveryo
passengeraanddhisawillalldedlelineatedaneuraegulation,ewhichdséamminenteande¢hat'se
the@nlydnformationewe'llaeceivedromeheairararrierseainddtewilleomedoaisénasecure,®
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automateddashioneanddegarsedeanddormatteddordheepurposesefevetting.él’here'sao
verydrightdine¢dheredetweenewhatdheairlineshavedandheirsystemseandewhateve reo
goingdosend,and it'sadrightdinedromeanautomatedstandpoint.elnetherewords,dhey'reo
sending datadoais.oWe'reenotdnsidedheirsystems,eanddt'saeverydrightdinedromene
regulatoryeandeprivacystandpointdecausedt'sdimiteddoaaertainenumberofalatao
elements.eSod¢hegoint@falld¢hisdsd¢hatdhesvholegprogramsarchitectedearounddheo
handlingofalataend it'squsteourses¢hrougheverything wealo.o

Now,awithaespectdoaedress,detanesayaaoupledhings.oFirstly,d domeeddoalearo
upeamisconceptiondhatftenegetsarticulated.dVe'reanote- mostepeopledhatseekaedresse
areanotseeking tochavedheirmamesaemoveddromehedist. dVhendenatorKennedyewaseo
tflaggedaatdheairportdisenameewvasanotendhedist.olt'saemisidentification,andeweeaeferdoo
itaseadalsegositive,andewe redakingstepsdoanitigatedt.d thinkdheredsaeoupledhingsdoo
understand.o

Numberene,@seyougpointed@utendeasd said,ewithemoregpassengeralata,dndhiso
case,d¢hedullenameandalatewfdirth,dheenumberefdalsegpositivesawillggoowvayalown,o
that'segood,¢hatewilldeweregeoplechavingdoegododhedicketarounter,dewerepeopledhavingo
toseekaedressandhedirsteplace.o

Thesecond thingds,ewe'reareatingael SA, easeparateeanddndependentaedresse
office,andependentdromeny@rganization,decauseanydocusdsdoscreend.8 millione
travelersaalay.oTheaedressfficerdsdocusedneprovidingeveryeapidd¢urnaroundd¢oae
very,overysmallemumberefdravelers.oThatefficedseggoing todestaffedanpssignificantlyo
biggerd¢handheenumber@feeopleewvorkingenaedressatel SAdoday,eand we'lldhhaveao
totallymewesetafeprocedureseandeprocessesallalocumented, allalelineated,all turnede
over,dndhiseased¢odGAO andd€Congresseand&odorth,@xplainingexactlyevhatewe'reggoinge
toalo,eand we'reggoing todhaveeperformancestandardsdéneplacedogprovideaeliefdnaeo
mattereofalays,enoteweeksranonths,eand¢hat's¢hesvaydhat'segoingdoework,eand thereo
willdbeadotenoredosay@naedress.o

And thendghedhirdepointewas@versight,dnternaleversight,eyes.el couldn'teeademyeo
ownaoteschere.oLetamesayaaoupledhingseaboutversight.oFirstly,d think I'meubjectdoo
moredversightd¢haneanybody indhedederalggovernmenterightenow.el can'tevenaountdt.e
We'reggoingdoegrobablydhaveamewdGAOstudyaomingdromdenseparatedCommitteesdne
the€Congress.olt'sdhard foremedomamedenseparated_ommittees¢hatewouldéhaveasortafo
interestandecuredrlight.el candrydutd haven'tdbeenabledoegetarpdodeneyet.dfeyouaan,o
letanedknowewhodheyaredecaused haven'tseendhedettereyet.o

Inaadditiondodhat,d haved¢woangoing GAOstudiessnow. I haveappropriationse
Committees,emajorityeandeminority,dlouseaand Senate,diomeland&ecuritydCommittee,o
majorityeandeminoritydlouseaand&enate, el ransportationdCommitteedndhedlouse,®
TransportationdCommitteedndhedenate.ol havedheovery close@versightandevorkdydheo
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TSA&rivacyfficer,dydhed HSPrivacydfficer,dbydhednvestmentaevieweprocessatdheo
Department.oByeny@wndnvestmentaeviewerocessatel SAaand, @faourse, ainbelievableo
pressandepublicaattentionnewhateve'realoing.o

Letemequstsayaaoupledhingsdhough,decausedhat'ssortofenyalailyedoil ¢hate
mayanotdeaoncreteeenoughdoreyou,end ifdt'sasn't¢hat'sekaydecaused 'veagotanore.oWeo
havedoegodhrough,@severyothereprogramaloesatd¢hedepartment,everyaarefule
proceduresdordnowewedudgeteand spend moneyandsodhat'sene.o

Numberdwo,everystrictproceduresaegardingdhesecurityf¢hesystem.oYoue
know,d haveageparateeprojectdeameworkingeneaeceivinganyso-calledauthoritydoe
operate,ewhich is@fficialegovernmentalalesignationdhat¢hesystemdssecure,&annotdeo
hackeddyeeopleavhoaneandoaloaisharm,@nd alsoeweaan'teompromisealatadne
Americansdlying.oAndd¢heneprobablydheegreatestalegreef@versightdsassociatedewithe
everythingeonnecteddo@urdavoritealocumentsdndhedederalRegister.oThealearanceo
process, which Patty,shedsdnaaggoodenooddoday,adescribedeasdovely,dsainbelievable.o
Wedavedoditerallyeoordinateawvithe@veryagencydndhedepartment.elndact,d thinkd¢heo
number@feeopleaeviewinganyeegulationseas¢heyegodhroughdsegreatera¢handheo
number@fepeoplednany®nstaff.ol havedoaoordinateawithdive@rsixethereabineto
agencies,aeveralothergpeoplearpdhroughdhearhaindndheeexecutivedranch.eThoseo
documentsairesubjectdogpubliccomment,ewedakeachanges.el'hatds,atdimes,everyepainful,o
particularlyatden®'clockatenightewhenewe'redryingdoegetsomething outdutdt'salldyeo
design.e

Thedardestd¢hingdoremedoaodsdoaegulateandaonnectanformation.olt'sdye
designeandewedhaveandncrediblyéhigh thresholdevedhavedoeassdan@rderdodeabledodoe
thateand that's@versightanaautshelldordecuredlight.o

MR.ROSENZWEIG:eFord¢hednformationafé¢heemembersefdhe€Committeeeande
thendokind@fsetdndhegrocess,sinceawe regustsstartingdhis,@urdimedsaunningaut.o
Obviously,alld¢hesedenterardsareanotegoing tomskaquestions.dndact,¢here'sonlyegoing toe
be@neanore.ol willeprioritize,dndheamextaound,dhoseeswhoalidn'tegetdo@mskaquestions¢heo
tirste¢ime,eand I putd¢hemdndhearderd noticedd¢hem.oButdhatdavingdeensaid,sinceo
there'sobviouslyaquiteeaenumber@fajuestionsd¢hatdheemembersafdhedCommitteechasdore
some®ralleofeyou,ovealon'tdhaveaadormaleprocessdikeawvead odndhedlouseaandHenatewfo
questionsdord¢heaecord,atdeastavedhaven't,dutd wouldeveryenuch likedoareated¢hato
processa@ightanow,ewitheyouraronsent,sinced alsoalon'tdhaveaanysubpoenagpower.oMaydo
havegyouraagreementdhatafevechavedollow-upaquestionsdénewriting, eweewillggetdhemeoo
youewithindghirtyalays,ewithedhirtyalaysenored¢ocomedackdoais.ols¢hateaaeasonableo
agreement?o

MR.€OBERMAN:elt'saeasonable, easdareasd' maoncerned, dutd woulderefere
questionsdordhedhallway,eand I'llegoingdodedereadotanoredimedoday.o
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MR.ROSENZWEIG:oWeawillhaveaquestionsdord¢heédhallway.oUnfortunately,dyo
law,awedhavedoad oalld¢hisendheaecorddnegublic,soqquestionsdndhedallwayalon'taount.e

MR.€OBERMAN:oWeerobablyshouldeall¢themsomething other¢handordheo
record,sogyougeteyouranswersewithinghirtyalays.o

MR.ROSENZWEIG:oWe'llealldhemdollow-upejuestionsdromendnformale
AdvisoryCommittee,dutewveewillalodhatdfd havesyouraronsent.oAnd I willapologizedoo
the€Committeeamembersdordhedactdhatevendhoughevealevotedanehourdodhis.ol gote
oneanoreand it'syoudam.o

MR.8NVRIGHT:eThank you,all@feyou,doreyouraeports.oTheyowereeextremelyo
helpful.e

Onewofdhedtemsdhatstruckeneaseyouswerespeaking, dMr.dOberman,evasaertainlyo
gladd¢oknowdhatdhesystemerapabilityatdheaagencydsaobustenoughdodandlesuchae
significantevolumewfdransactionsenalailyalomesticdlights.Butdtalsostruckanedhatewithe
theadditionefedditionalalatadields¢hatdhed)epartmentevantsd¢oeadddo,say,@xistinge
systemdoagetdullmameand addresserdullmameandalatefdirth,eand alsoewith theo
volume®fdnformationeoming intodheagency,dromaenirlines,ewhich arealsoegettingdt,do
guess,someafdhisdanformationdromdravelagentseandevhatédaveeyou.eThisseemsdikeao
newdaskdordheairlines.oHas¢heredeenanysignificanteostanalysisfevhatehise
constantstreamefaeservations,e&hanges,eancellations,evhat¢hatémpactewilldbeandheo
airlines?o

MR.€OBERMAN:oYes,dherechas.oAnd itdsegoing todbeaeameaningfulenumberdordhee
airaarriersandhestartupephases.ol saydhatdecausedheseairaarriesebviously areo
strugglingdinancially,emany@fd¢hem,atdeast.oSodhey reegoing tochavednvestmentaipo
front.eA couplegoints¢houghdoenake,sodhatevealon'tdeavedtdhere.o

Firstly,dheireostsaareggoingdodeavayalown,@verdime.eTheanajorairecarrierse
have,alependingenewvhereegyouare, severalalozeneemployeesaledicatedaadhundredeo
percentdodheewholedunctionfevatch listanatching.oForearrierendheevergeafare
alreadydndChapterel 1,severalalozeneemployeesaloingsomething thatewilldbeassumed bye
thedederalegovernment,dsemeaningful.d knowadt'semeaningfuldecausedhed”EOs&keepeo
saying whenareeyouggoing tosstop sending medhatdistsodhesegpeopleecandeaedeployede
toalosomething else,sodhey reoveryaawarefdt.oSomverdimedheiraostsaredhedgoingdoo
goowayalown.o

I thinkd¢hesecond thingdogointeoutdsd¢hatsomesystemenodificationsareegoing too
havedodeanadewndheairaarrier'sside,d¢here'senoaqquestionaboutdt.oButdhere's¢woeo
aspects@fdhatdhatd think areegoing toemakedhis,ezenerallyspeaking, dessacostlydordheo
carriers¢handtenightetherwisede.oThedirstasove'reggoingdodedeveragingdheo
connectivityd¢hatd¢heenajorairaarrierschavednearticular,dod’BPd¢oday,dordransmittinge
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passengeralatadordnternationaldlights.eSoewe'reegoing todbeanddingdandwidth,eaddinge
capacity,@nd it'squstegoingdodeaaonstantanformation.oWe'lldbeanddingel-1 linesereo
DS3seaandsodorth,eand¢hatewilldbeaaanonthlyeostdordelecomseanddhealataewillgustedlowe
regardlessfdhowemanyeecordsdhereare.o

Butd thinkd¢hesecond thingds,elSA isd¢akingenadigeartefd¢healatadormattinge
tasksaanddt'sdecause,dndargeepart,d¢heaarriersalon'tdhavedhearapabilitydoalodt,@ithero
fromedinancialeperspective@raeallydormdimelyeperspective.oThisdsairgentdoraise¢oaloo
becauseewve reaalmostdoureyearsautdromd)/11.oWedavearnd)/11e«ommissionaeporteande
inteldormateequirement.eSod¢heaarriersaireggoing tosend usd¢healataelementoveaequireo
indheaegulationghateromes,eand¢henewe'reggoing togparseeanddormatalataeand preparedto
forevetting.oThat,@verdime, awilldhaveametaeductiondnewhatdheiraoststherwiseswoulde
havedeen.olt'sharddoeputeaspecificaumberdecauseeyou redryingdogprovesomethinge
thatalidn'tdhappen, dutdhat'sdbeenaloneawith,eyouknow,everydntentionallyanddasdeene
viewed,d think,easaagpositivedydheairaarriers.o

MR.ROSENZWEIG:oWithe¢hatd wantd¢od¢hank thed¢hreewfeyoudoracoming ande
givingais¢hisdriefing.oWeawilldbedollowingaipewitheyouewithindheaextdhirtyalays,o
that'seactuallyagpromise,enoteadhreat.oAnd weewilld¢akeaaden-minutedreakend returneate
tivefdoaesumeawithedheanexteanel.o

(Aaecessawasdaken.)o

MR.&ROSENZWEIG:eCaneweegather?el 0:58eAM.oIndhedradition@fdVashington,e
ten-minutedreakewasdifteenaminutesdongeand we'reanoteevendndVNashington,eve'redne
Boston,sodmaginehowdaddtevoulddhavedeendndVNashington.e

I havedeenaskeddydhedkinddadyewhodsaecordingauraleliberationsdoaskelldheo
members@fdhedCommitteedoepull theiranicrophonesdodhem.oeSheaan'tdhearsgyou,eand ife
sheeran'teyoucheareyou,shearan'tewritealownewvhateyou'resaying, sodfeyouepleasealodhat.o

We'resveryepleasedd¢odhaveanotheregroup ofewitnessesdromahedepartmentdhereo
ford¢heanextepanel.oLisa.o

MS.&OTTO:eThankegyou.eThankeyoudorgoiningais.eWe'llantroduceeyou,eand lo
assuregyouewe'llpeppereyouavithauestions.oFirstondheganeldsd)onnadBucella.oDonnae
Bucelladsdhedalirectorafd¢hedl erroristécreeningeenterewhich wassetarpdoaonsolidateo
terroristewatch listeandeprovide@4edhoureperationalsupportdorediederalecreenerseacrosse
theqountryeand arounddheewvorld.éMs.dBucellagpreviouslyservedasd¢hedoutheasteAreao
DirectorefeAviationdperationsdorel' SA.e

Karen&KrasnowdVNatermandsd¢heaextepeaker.oMs.dNVatermandse¢hesenioreolicyo
advisoratd¢hedepartmentefdiomeland Securitydnformationdharing and Collaboratione
Office.eShedsalsoadloanedellowatdMITaightédherean@urdackeard.oMs.dNVatermanewaso
thedirsteChiefdnformationdfficerafd¢hedoreignel erroristsel rackingel'ask Force.o
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LauradMlanning@s@urdhirdspeaker.dMs.dManningdsd¢hedDeputydirectordore
Fusioneind@®roductionatd¢heddomeland$ecuritydperationséCenter.eSheegpreviouslye
servedaad)]eAnalystatdhed"IA, eandevasanassistanteprofessoraateAmericandJniversity.o
Thank youdorgoining us.e

MR.ROSENZWEIG:0And justdyevayefadministrativesstuff.oFirstaweawelcomeo
anysubmissions¢hateyoudhavednewritingdorewhateyoudhavedosay,dhatevoulddeegreat.o
Second,goingdhedraditiondhatewedustestablishedewithdhedastepanel,d hopegyou'llagreeo
thatafterd¢heeend ofd¢hisdhourewhenewedhaveemoreaquestions,doacceptsomeewritteno
questionsdromais.oAnd third,dfeyoudisteneddodhedirstepanel, saveanedromeavingdoo
coughdydryingdodkeepeyourstatementsdodhedive- toseven-minuteaange,decauseeveo
havedoraquestions,@bviously,¢hanewedhavedimedoalo.oThank you.eMs.8Bucella.o

MS.88UCELLA:eMorning.eThankeyoueveryenuchdordhe@pportunitydospeakedoo
you,@nd telloyouadittlediteaboutdheel erroristsdcreeningeenter,howeweeweresetaip,o
howeweeurrently@perate.o

First,d¢heelerroristsdcreeninge€enterdseadministereddydhedBl.ol happendodeao
DHSemployeeselecteddydhedirectorafd¢hedBl.oMydirstdinesupervisords¢hed)irectore
ofdhedBl.oWeownereestablishedd¢hroughaddiomeland Security®residentialdirective,six,o
indeptemberfP003.oIndhatelocument,aeally,@urdunctionewasd¢wo.o

One,dodinallygetallofdheanamesdhatdhednited StatesdGovernmentehasaffiliatedo
withknownersuspectedderroristseaindeputdtananeelace.eThesecond,eand probablyeoe
me,¢heeanostacomprehensiveds,d¢hendoaonsolidated¢hesggovernment'seapproachd¢oscreene
terrorism,ewhich meansawithdfeve@ncounterasomeonedndBahineeand weealso@ncountere
themdhed olumbia,chowareaweegzoingdoalealewithdhem?elfeweeencounter¢hemateure
borders,dhowareaweegoing toalealewithd¢hem? Ifeweeencounter¢hemaluringeateadraffico
stop indowa@rédMliamiord&aneAntonio,eareewedgoing toeonsistentlyalealewithd¢hemehate
way,eand soewveewereareated.o

I hadstartedendoardéndctober.dVedhadB6alays,dasically,doggodromearonceptdoo
operation.eMyeprincipleadeputydsdromd)HS,dromdBP witheandTdackground.eMye
otheraleputydsdrome¢hed’Bl.oMyatheraleputydsdromdhedtatedepartment.oAnd weeo
trulyeareandntergovernmentalaagency.o

ThedMemorandaofdJnderstandingdhatareatedaiseandereallyaloeseggiveaisure
charterevassignedaff ofdydhedecretariesdfdbtate, dhedepartmentdfdustice,dlomelandeo
Security,dhednteldCommunity.oApproximatelyaeyeardater,¢hedepartmentefdefenseo
anddghedepartmentafél reasurygoinedais.oTheelerroristsécreening« enter'salatabasedso
only theemamesendddentifiersfdknownsuspectedderrorists,soaweareanotd¢heemotherafo
allelatabaseseanddhaveallefdhedlerogatorydénformation.eHowever,evedhaveaccessibilitye
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ofalld¢hedlifferentaagencies’@lata.dtdsemaintaineddydhem,dutewedavedheabilitydoaliveo
inand seeswhatdhedackgrounddnformationdsendhedndividuals.e

Now,deteanedelleyoudhoweneegetdheanamesdirst.oWe rededdydwodlifferento
sources.el hedirstsourcedsd¢hedNationaldCounterterrorismeCenter.oltaisedodeaalledel TIC.o
Theyegiveaisalldhesnamesaindddentifiersefknownendeuspected internationalderrorists.o
ThatemeansdhatdhatdhedBl, d¢hed’IA,dNSA,dDIA andeverybody elsesends¢hesnamesande
identifiers¢hroughdodhem.oTheyalsosend somefdhealerogatorydanformation.o

Thealomesticderrorists’emamesaeomedhroughdhedBl.oAnd atd¢heelerroristse
Screening Centerewearctuallyehaveadomesticaand internationalderrorists’eames.eNow,dte
wouldédavedeenseryeasydfeverygovernmentaagencychadeaenice, eneatdistpfevhatdheyeo
considerdodeknown@rauspectedderrorists,dputdtovasn'td¢hatevay.slherearegarts,eande
remember,eweaaredunctioningevitheeallyenly terrorists-relatedenames.oSoewhileaweaise,o
for@urdoundation,adhed TP-Off&ystem,ewhich camedromdbtate,dhed IP-Off&bystemerade
twodlifferentsystems.eTheydhaddherganized crimeaourtroom,@sevelladerroristse
group.o

WeawentdhroughdhedsAOaeportefeApril®003decausedhateeallyewasdheemarke
foraisswhendhedJnited&tatesdGovernmentsaiddook,dhere'sd 2alifferentdists, 22alifferento
agencies,eleasegputdhemdogether.eSoaweawentdhroughehosedists.oSomewfdhosedists,o
however,avereamotenecessarilydists.oTheyewerearaseananagementsystems,dike¢hedBl'so
ACSsystem,evhichdsdheirecaseananagementsystem.oWeeworkdnadotallysecuree
environment.eSo@verybodydhateworksdoreanedhasdochavealearancesall¢heswayaip.oWeeo
haveaccessibilitydoeachather'saystem,eand needless¢osay,dhedrainingdsextensive,@neo
not@nlyeachather’ seystemsdutdhesecurity issueseneachether’ssystems.oYoudknow,o
itdakesdikeamaveekdoqustdeabledoszetqustdhedraining@naharing@fd¢hednformation,eoo
lessendditionaldime@ndrowdoactuallyaise¢dhesystems.o

Letanedighlight,¢hough,d¢hatd¢hesystemsdhateweawvereallaising weredegacyeo
systems.olndhedMemorandaefdJnderstanding,eveswereanot,¢heel erroristsécreeninge
Centeralloweddodnterfereawithedheemissionsefdhealifferenteorganizations.eSoewhile@ure
list,eswhich wasecomprehensiveaand completed indMarchef&004,evedeeddhedlifferente
legacysystemsaurrently.oWeareareatingaalatabasedhatewilldbeaqueriabledodheo
governmentagencies,dutaightenowewvedhaveastandalone,eindewhatewealoeveryalaydse
weeaxportdodhedlifferentsystems,dased ondheirdegalaequirements,d¢heirdormattingeande
theenission@fdheiragencies,awegsubmitdheanames.oSo,dorexample, dndhealassaystemeo
that¢hedtatedDepartmentaises,eyouewouldenotdind adJ.S.epersondndheredecausedhat'se
fordssuanceafdVisaseanddJ.S.epersonsadon'teneeddVisas.oAsewellas,dndhedNodlyeande
Selectee-list,avee@xportsportdhedist,dutonly ifevedhaveaaenameand datefdirtheonane
individual.e
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Eachefdhesystems,asd said,d¢hey'redegacysystems.oHopefully,ewe’lladevelop,ase
wedaveanowaomedntosnewandaincharteredderritory,alealingeswith¢hedknownere
suspectedderrorists.oOurewatch listdassomething thatdsenotstagnant.eEveryalayadt'se
updated,enodifies,dt'saleletes.oWeareaurrentlyeggoing through,eotenly us,dutall¢heo
governmentagenciesareggoing backaind lookingeateyouraifferentaecords.oYouknow,o
someoneanaydakeadook ata@ecordeandsayakay,dhisgpersonmeedsdodedndheanodlyo
list,¢hisepersonameedsdodestoppedatdhedorder.eY oudakeadook atdhealerogatorye
informationeanddhereamightde,actually, somealisagreement.dMaybedheredsn'teenoughe
information.e

I willgelloyoudhateuraenteraightenow,ewe'renlyalealingewithaealanformation.e
I'menotalealingewith,dfsomeoneaeceivedagassportdromaaaertainountry, @naaertaine
day,¢here'sadhigheprobability¢hatd¢hatepersondsaderrorist,ao.eThednformationevedhaveo
isdased ondheegovernmentagencies' knowledgedhatdhereds,dndact,eanaffiliationewithe
terrorism.eWealon'tsmeedeny ofdhegprobabilitiesreuppositions,decauseewechavedheo
realdacts.o

I hiredeagrivacyefficerawhend firstestarted, anetewithéNualaeandd askedd¢oemeeto
withd¢he@thereprivacyeeopleewvithindheggovernmentdecaused wantedd¢odhearawhatedheo
issuesawvere. I quicklyeealizedd neededeaeprivacydawyer,eand indanuary®fdhiseyeardo
broughténd.ynd&ahilly,ewhodasqustdeenabsolutelydanvaluabledoreaewholedhostafe
reasons.eAnd weaurrentlyareaworkingainderdheerivacydmpactestatementeofdhedBl,dbute
wedeltdhatdecauseawedhaveaeveryainiquedunction,esd said,ewe'reeadministereddydheo
FBI, dutewedaveaerery uniquedunction,eweditevithindhedBl,eweaoordinateewvithalldheo
differenteagencies.oWeaeallysmeeddodhave@ur@wneprivacydmpactstatement,ewhich wille
beaoming outsometimedhissummer,ewhich isenuch moreaobust,evhich saysewhoewveo
are,ewhatewealo,eand reallydsdailoredenuchenore¢owards@urerganization.e

MR.ROSENZWEIG:oThank you.eMs.dVaterman.o

MS.eNATERMAN:eThankeyou.eOnéehalfefenyselfeand¢hedD HSdnformatione
SharingeaanddCollaborationdffice,d thankeyoudord¢hednvitationdospeakdere.oTheo
Informationéharingeand Collaborationdffice,commonly&knowasdSCO,ewhich willdeo
gooddecausedtavilldbeshorterdoreyourdimedimit,dseworkingsnaeumberaferojects¢hato
wedelieveavilldhaveaalirectdmpact@nereservingerivacy,ewhileatdhesamedimeo
improvingdnformationsharing.e

Indhesummeranddallofdasteyear, dSCOservedasd¢hed)HSdeaddndhealraftingafe
multi-agencyelandordroadeangingderrorisménformationsharingenvironment.eTheo
planevasaequireddyeixecutiveddrderel 3356,dssueddasteAugust,aanddhasdeeno
incorporateddantodectioned 016@fdhedntelligencedReformeActepasseddanddecember.o
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Indtseworkendhednformationsharingenvironment,dSCOactedasd¢heaonduite
betweendheewomponentsfdHSeaandd¢heatherdederalagenciesswitheantiterrorisme
missions.elndhatdhateole, eveaeceivedaalearanessagedromehed’rivacydfficeantd ) HS.0
Privacyshouldenotdeaddressedasanafterthought.elteshoulddeandntegralepartefanyeo
informationsharingepland 'mepleasedd¢osay,d¢hatdhealrafteplansubmitteddodhedVhiteo
Houseaarried¢hatemessagedorward.o

WithindHS,dSCOalsodhasadroaddnformationsharingepolicyande
implementationaole.oAseyouknow,effectivescreening andaredentialingaequiredheo
sharing@fdnformationabouteersons,soewhiledhederrorismsdanformationsharinge
environmentanovesdorwarde@naanulti-agencydasis,dSCO isalsoeworking@nenear-terme
andenid-termdactilestepsd¢o@nsuredheeprivacyewilldbeatdhedorefrontefepolicyeande
processalevelopmentaasd) HSalevelopsdtsanformationsharingeactivities.o

OneafdSCO'salutiesdasdomssesseheaurrentstateafanformationsharingewithine
DHS.él'hed’rivacyAct,aseyouknow,aequires¢heepublication@fsources, doalescribedheo
sources,aollectionaand manipulation@fepersonalalataeand publishewewenoticesd¢oalescribeo
thegartiesawithewhomehealatadsegoingdodesharedeind underewvhataircumstances.o

OneofdSCO'serojectawasdoegatheralldheSORNS andeoutineanoticesdordD HSe
systemsanddoeparsedheirgpublisheddnformationsharingaulesdntospreadsheetdormat.o
Towurknowledge,dhisdsdhedirstasuchaompilation.dNowdhatdhednformationdsecompilede
anddnaxspreadsheet,dhednformationeandearossanatchedewith@urdnformationdrome
aroundg¢hed)epartment.doreexample,dSCOalidadepartment-wideeelectronicsurveydoeo
understand informationdlowewithinghedDHS.oBy@omparingdhedwo,dDHSdsdeginninge
tosupplementandéarmonizedheknowledgeaboutsystemsdhateontaingpersone
information.o

Asewvedearnenoreaaboutdnformationsharingand) HSeandewitheurstakeholders,o
and@neparticular,ewhilealoing thiseproject,eweanotedd¢hatdhedermsdoralescribingeoutinee
uses,d¢hedermsendehrasesaiseddor¢heewho,d¢heavhateand theewhen@ferivacysharinge
areanotaonsistent,eitherdnternally tod)HSereexternallyaround¢hedederaleggovernment.o

ISCOanddhedHSePrivacydfficechavedegunaliscussionseboutestablishingae
projectdocharmonizeaoutineaisedermsardoduildequivalencydablesdordhederms.eThate
workewilld¢akeaopiouseamountsfd¢imeand effort.oButdfewedeginanow,eweanaydavedheo
results¢hataresneededevhendhedimeaomesdoeomputerizeaany ofd¢hesegrocesses.o

ISCO'saesponsibilitieséncludeenaking proposalsdorevhateshoulddeanddowdoe
moved)HSdhere.olnepart,ewealerive@urddeasdromehedknowledgeaveegleanaboutedheo
current,¢heas-isstatedfdnformationsharing.oForeexample, avesknowdhatagenciesareo
componentsenterdntoaagreementsdordnformationsharing, settingdorth¢heamechanicse
andeaulesdorsharingénformation.e
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ISCO«onductedeadrief studyeandaronfirmed what,erettyemuch,evhateverybodye
suspected,d¢hatd¢hereswasenostandardizedemethodology forentering into@nformatione
sharingeaagreementsewith@theragencies.oBased@ndtsassessmentafevhateappearsdodesto
practiceseandepartefatsalutiesdoestablishepolicieseand procedures,dSCOasamowe
establishedaanethodology,adacilitationdeamend agrototypesystemdorduildinge
informationsharingagreements.o

Theanethodology includesd¢heaequirementsd¢hatead’rivacydfficeaepresentativedeo
contactedeand thatarertaineprivacyeelatedequestionsdeansweredasefd¢heeartefareationo
of@achenewdnformationsharingagreement.eThisgprovidesaear-termeémprovementdodheo
goalofdntegratingeprivacyaoncernsdéntodnformationsharing.oThedacilitationdeaméhase
beenaxpproachedd¢odelpacomponentsdhatdaveaeceivedenanyeequestsdordhesameo
information.eISCOd¢henaandacilitateeanainderstanding@fd¢hedroaderscopedfsharinge
thatenaydeainderaeview.oWithd¢hatdroadereview,dSCOaanensured¢hatedhed’rivacyo
Officedseggivendhe@pportunitydoeddressenoteonlydheeamplicationsefdndividuale
agreementsdutalsodhedmplicationsfd¢heaggregateafdheagreements.oThisgprovidese
both near- andenid-termdmprovements¢ogrivacy.o

A prototypednformationsystemehatéasqustdeenalevelopederollectsevholeo
informationsharingagreementseindailtimatelyowillepermiteauthorizedendividualsd¢oe
draftendedit¢hespecificeprovisionsofd¢heagreementaverawhichdheydaveauthority.o
Overdime,suchdndividualsalsoewilldhavedheabilitydoselectdromdhedanguageafearliere
agreements.oAsepartafdhateprocess,@veryagreementevilldhavedoaddresseprivacye
requirementseand@nly agersonauthorizeddydhedrivacydfficeavilldbeabledoareatee
thosegprovisionsendehalf@fdHS.eThisewvillgprovideamid-termamprovementdoo
integratingeprivacyaoncernseinddnformationsharing.eWearegerhapsemosteproud of¢heo
workehatdSCO isaloing toensuredhateprivacyeneedsaredntegratedantodhedong-terme
informationsharingefforts.oWe'vedeenaaegularearticipantdndnternalaliscussionsewithe
thedDHS, €10 'seandexternalaliscussionsewith thednformationéharing Councileanddheo
InformationdharingéEnvironmentd’rogramevanager.o

Andnteractivednformationsharingeenvironmentenustéavedog-onddentityo
managementdunctions¢hatewillectas¢heskeydoainlockdheaccesseandeecurityaontrolse
eachdnformationeproviderdndheeenvironmentewilleplacendheiralata.oAtdSCOawe'veo
begundodocusendhesource,dheaatureaand thescopewfaules¢hatewillmeeddodedneo
placedoeprotectdhealatanddheaoncomitantaiserédentifydnformationsuchasaoleseando
credentials¢hatewilldbeaneededdo@pplydodheaccessaules.o

We'realsoao-sponsoring withahed)HS, IO officeacquisitionafadlepartmentale
identityemanagementsystemdhatewillaised¢heaoleseaand rules¢oaontrolend@uditeccesse
todhedDHSdnformationaesources.oDHSéhasaecentlydssuedaeequestdordanformationdoe
seekepublicdnputendheaequirementsdordhatsystem.elndhatevein,easeweeworkdowardse
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andnteractiveenvironment,dSCOdsevaluatingewhethereadiveeprototypeaandeduiltevithe
the&ORNSand routineaiseanoticesasaggatekeeperdoraccess. A prototypedhatewoulde
matchdnformationaboutdheaequesterewitheprivacyaccessaulesassociatedevitheheo
requestedalata.o

Weareaurrentlyevaluatingswhetherdheredssufficientaletaildinghegarsed SORNSe
andeoutineaoticeseve'vealready produced@revhetheraveameedalsodogarseeprivacyo
impactassessmentsd¢oggetdhedinegrainaletaild¢hatewill beaeneededdoeareducedheseo
requirements¢od¢hedormaldogic,d¢hewnesaind zeros@fd¢heeomputersystemaequireddoo
automatedhedhousandsefenillionsefaccessalecisionsenadealailydoeonductenti-
terrorismeand other@perations.eISCOdaseproposeddhisactivitydecausedhed’rivacyeActe
appearsdogrovidesomedfdheanosteomplexandaliverseaulesdnsideasimpleset,eaando
thereforeaerototype@feprivacyaccessaeaneprovideegreatansighténtodheaequirementsdore
all¢he@theraulesets¢hatewillaneeddodeadded.o

ISCOdseworkingerollaborativelyewvithdhedrivacydfficedoeprovideeprivacyauleso
thatecandeaisedasearlyaisearasesdordheduildersefdhis¢echnology.eISCO@nddheo
Privacy@fficehaveavorkeddogetherdoaleconstructd¢hedrivacyeActéntomaomprehensiveo
flowaliagram,aletailingeachalecisiond¢hatevilleneeddodedmplementedatdhesystemse
level.oThere'saaa@drafteompanionalocumentehatdayseutevhich rulesewilldbeaonsistentdore
allegovernmenteagencies,awhichauleséhaveeexceptionsdorsomeagencies,evhich rulesaree
subjectdodegal interpretation,eandewillhaveevariancedetweenagencieseand which rules,o
theaoutineaiseaulesaneparticular,eareamiquedoeachalataset.o

A firstadraftefd¢hisematerialdhasdeengpresented todHS'sdVMletad)atadenterafo
ExcellenceeanddodhediederaldEinterprisedDatadkeferencedModel workingegroup,eandewve'veo
receivedanenthusiasticaesponse.olfovesucceeddndhavingghisanformationdeaaiseaaseo
foreeachofdheseactivities,aweewilldhavesucceededdneplacingd’rivacyeActamplementatione
intodheearlieststagesofduturesystemalevelopment.oThatewoulddeasignificantdong-
terms&uccess.o

ISCOewvorks@nemanydnformationsharingeolicies,eprocesseseandeprojects.oTheo
scope@fdSCO'saworkdsacrosse¢heananyaliversednterestseandeesponsibilitiesefdheo
Department.Durdroad viewafdheeworkds -- 'meorry, @urdroadevriewefdheesworkdhat'se
underwayanddheovorkdhateeedsdodealoneallowsais¢odntegratedheaneedseandeo
requirements@fdhedalifferentecomponentsfdHSdanto@aohesiveeplan.oAseyou'vedheardo
today,@¢hedDHSdnformationdharing and Collaborationdfficedseproud andepleaseddodeo
abled¢oeworkewithdhedrivacydfficedoensuredhateprivacydnterestsaaresetantodheo
foundation@fegovernmentdnformationsharing.eThank you.o

MR.ROSENZWEIG:eThank youereryemuch.d' megoing todnterject.eTheo
spreadsheetd¢hateyoueamentionedeand¢healatadormat,eare¢hoseedocumentsd¢hatewoulddeo
availableeitherepublicly@rdoais?e
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MS.eNATERMAN:oWhere'sdNuala?e
MS.&0’'CONNORKELLY:oYes,dhey redinalized.o

MR.ROSENZWEIG:oSodheydavedoegodhroughe- I sawdheeyesdightaipeseveralo
membersand thedrivacyeActamap asewell.o

MS.eNATERMAN:el' meworking onagposter.olt'sezoing todhangdnemyeapartment.o

MR.ROSENZWEIG:eThoseawvilldbeexceedinglyaisefulaids¢o@uranalysis.oWeeo
weredalkingqusteyesterdayaboutalatae- dataemappingdlowseand@urdnabilitydoegeteure
handsarounddtd¢odhedepartment,soeyou reggoingdodel pais.dY ou'reecoming backeexte
September.oYou'rednvited.el' ma&orry.oMs.eManning.o

MS.aMANNING:eThankeyoudoréhavingemedhered¢oday todalkeaboutdheddomelande
Securitydperations€Centerard1SOC,@sawearalldt, alatabaseananagementeandeheo
informationdloweanddowdhateelatesd¢oerivacy.o

Onewofdheaarlyaneetingsd¢hatd hadewithaegroup ofepeopledhatoverednterested ine
howeaaneveactuallydeetfectiveaneounteringderrorism.oeWeeventdhroughealld¢hedhingse
thatewve'd havedoknowdodeabledodhaveaaughtdhed/11derrorists,eand whenewveaealizede
howenuchdnformationeweawoulddhavedoknow,eweaealizeddhatdtewouldareatedheo
Gestapoainlessovedhaveactuallyeffectivelyeprotected thoseskindsafdanformation,enotdeane
toward¢hedalevelopment@fdhedkindsfalossiers¢hatewould facilityehat,eand we'veo
recognizedaquicklydhatd¢hatewoulddeadiggerdailuredhandodailatderrorism.o

Soawesstartedewithdhatemissionaseve'vestood upahed1SOC.0TheddSOC semission,o
justdoelarify,ds¢oeprovidesituational@awarenessdordancidents,especiallydhedncidentse-
whetherdt'sarreateddyaderrorists,dorexamplead/11&kind @fevent,dutalsodoranyo
incidentefenationalsignificance, @@venalowndodhedkindsfdncidentsdikedhedrainaare
withehlorinedndouthdarolina,ewheresyouowvind upehavingenmultipledederalagenciese
assistingsstateeand local agenciesd¢oarleanaipeand recoverdromehatékindefendncident.o
Weared EMAandsoaweaareaaboutdurricanes,dornadoeseaand allenannersefetherdkindse
of¢hings.o

Butdheamostaelevantdssuedordhisegroup anddoreprivacydssituationaleawarenesse
onderrorismehreats.oWearedhedngestepointandghedDepartmentefdlomelanddecuritydore
allanformationdhateelatesdoderrorismehreats.oWedaveamewatch and warning elemente
fromdhednformationanalysisegroup who@wnsdhealeclaration@fadhreat,eand theegoal ise
toawatch overd¢hemanll theanformationdhatewearollecteanddetd¢hemedetermineewhetherere
not,dromewvhatdheyeee,dt'sadhreat.oSomeofdhednformationecomesdnepartiallye
developed,&and so@uregoal indhe24dhours¢hatewedholddhednformationdnenectiveo
statusdsdfd¢hednformationeromesdnasasuspiciousactivityaeportofagersonsurveillinge
theaational mitt.elfewechaveadVliddledEasterndookingenaledutewechaveadagenumber,o
we'lleundhedagenumberdoaletermineswho@wnsdheaaratdeasteind trydoaletermineallo
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thedanformationeweaanaboutdhatdncident.oAnd theneweepassdtverdomurd Ae
counterparts.o

It's¢hissuspiciousactivityaeporting thatd think is¢heemostsignificanteparteofewhato
wealoand probablydheanostsignificante¢hing toalealowithdnaonsideringgheddSOCalata.o
Terroristsénformationghatectuallydinksdt,asdDonnadhasementioned, doeandndividualdse
almosterertainlydodegputdodhedBl foraanactivednvestigation.eThat's¢hekindfdhinge
thate¢hey takeaand movedorwardewitheind that's¢hedhingehey dodheeverydest.o

Thesuspiciousactivityalatadssubthreshold.elt's;otectionable.olt'ssomebodyalide
something suspicioussomewhere.oFrequentlyd¢hednformationdseverydimited.eSomebodye
pulledaipanaalarkesedaneand took picturesfadridgeer adraindrestleadrakeyepieceafo
infrastructure.eButdhatdsaevaluablegpiecewfalata.olt'ssomething thedBlacannotegpursueo
becauseewealon'tknowewhodtewas.oWedknowdtewasaalarksedan.eButdfevedaves- ande
itanayde, oyouknow,@newfdhecuriousd¢hingsabouteAmericansdsdheygustdovedodakeo
picturesefeweirde¢hings.eAnd theneweéhaveevisitorssvhoeomedn,daneadditiondodhat,eande
takeanoreeicturesfoveirddhings,soewvhat@uraolemowdasdecome,aand I thinkdt'sae
nichedhatd)HSeranactuallyegprovideaegreatalealoferalue,eotenly todhedederaldawe
enforcementsysteméutdodhestateaand local lawenforcementaagencies,ewhich mayeverye
welldedheentities¢hatewilldeanosteraluablednaleterminingswhetherssuspiciouseactivitye
isgpreoperationaleplanning@ndheeartwfdhederrorists,ds¢hatepreoperationalgplanninge
wheredhey actuallyéhavedoaomeauteand do@bservableactivities,eand it's¢hoseo
observableactivities¢hatdheydrydoanask aseasualdehavior.eThatafdtdormsaepattern,dfe
youdhavedwentyepeopleawhodyahanceseemdodeaasingdhesameeplace,@vendfd¢hey'reo
allalifferentepeopledrometheiralescriptions,dhereseemsdodesomething goingen.eAnye
onealotdsaneaningless.oThe®0anakeandnterestingepicture¢hatdawenforcementaane
followaipen.eSodhatds¢heenichedhatewearegpursuing, decausedt'ssomething thateveareo
uniquelysetaipdoalo.eWedaved4eseatseonaurewatch floor,ewhich I'metold makesdtdheo
largestandhedJnited$tates,eand aboutélwfd¢hoseareamiquealatagprovidingenstitutions.e
Theyaeomeewithalifferentkindsefalatasources, dawenforcementand intelligence, stateo
anddocal lawenforcement,esewellasadotafdirstaesponders,dhospitalsystems,ewhich gete
atsomewdfdheainusual,oyouknow,durnseanddllnessesaand¢hingse¢hatemightdeaelateddoe
weapons@fanassalestruction.eSoewearesuspiciousactivityeeporting.o

Theaicedhingeboutsuspicionactivityeeportingdsevendhoughdheregsometimeseo
areqnamesassociated, decausedfoveaandracedhatdagenumberaand find outewhat¢hesnameo
ofd¢hegpersonewhoatdeastdwnsdheaars,eveeandind outewhoewasalrivingdheeardhatalayeo
andevezangutsomednformation@ndhedoneswfdhatdnitialeeport.o

Butd¢hedocusafd¢hatewholedhingdseactions.elfdtdurnseut,eand frequentlyevendfe
theyarederroristsandeyouggoande- youewveredoamskedhem,alideyoudakeaeictureawfdheo
bridge,dhey'llsayeyes,avealid,eandeyouseedheeicturewfdhedridgeeand itdndeeddsae
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picturefdhedridge,andenowewhatareeyouegoing toalo.olt'sanotdllegal.olt'snly indhate
accumulationand it'séndheactionfdakingdhatd¢hatoweaare. Regardlessfdhat,eweal oo
havedJ.S.epersonan@uralatadasedecausedrequentlydhoseepeopleared].S.epersons,eande
wealoamoteprofile, decausegrofilingevoulddeaimless,decausedfd weredodrydoattacke
something,d woulddrydodind people¢hatalidn'tdook liked¢heattackers¢hatecamedromdheo
lastaattack.oWe'reonscious@fdhedacts¢hatdhey wereeArabasubjects,duteweeannotdeo
sured¢hatd¢hatewilldbedheaasedndheamextattack.eSoeweaollectanountainsefalata,aandde
seekaindsolicitanountainsemoreofalatadoduild¢hategiantdhaystackdhatd hopedodinde
someaneedlesdndhroughepatternseand trends.o

Wedavednitiated, doemakesuredhatewealoamotaeleased].S.epersonalatae
inappropriately.oWe'vednitiatedeadJ.S.¢persondhandlingeguideline¢hataequiresdhateveryo
officerd¢hatesendsanythingdo@uralatabaseamark,druedoddentify,easdestdheyeaan,eande
markeeachdJ.S.eersondhatdsepartefdhatalata.eThatencludesgpeopleawhoerallén.oAnde
youarednterested indhoweweggetdhat.oWeegetalatadhrougheveryeporeafdheduilding.olo
walkeroundecampus,eoplechandenedetters¢hatsomebodysentdhemdhatdt'sgailanaile
fromeomedailsaying thatd¢hey knowsomething aboutaderroristsattackaising aneebolae
viruseandenlydfenlydfeyoudetdhemeutfdaildhey'llegivesyoudhednformation.oWeegeto
phone-insdromegreateAmericanaitizensewhogust@bservedstrangedhingseamongeheire
neighborseoreamongadocal mosque.oWeegetdaxes,e-mails.oY ouenamedt,dtecomesdn.oWeo
haven'téhad theaarrierepigeoneyetdbutd mewaiting,eandd'veegotdird seeddorehatdirde
whendteomes.oSoeweggetdtanallanannersefeways.o

Weanarkdheepersonewvhoegavedt,decauseawealon'tewantd¢odnappropriatelyereleaseo
theanformationdhatesomebodydéhasdusteprovidedaisanformationanedheiraeighbor,eanye
moredhaneveewantd¢odnappropriatelyaeleasedhedactdhatdheameighbordasdeenaeportedo
on,soewveanark that.eAnd whenevereveaiseaagproduct,eand wealon'tdhaveaadotafe
products.eWe'reamotagproductionsortofentitydndhesensedhateweeputeutanalyticale
pieces,d¢hateomesdromeheanalystshop.oOure@nlydwoeealeproductsdromeheewatch areo
theddomeland&ecurity@perationsemorning brief,ewhichegzoes@utdostateeanddocale
emergencyenanagement,alsodederalemergency managementerdawenforcemententitiese
thatarednvolved ineounter-terrorismaenctivities,eand it'seeallyeawalata@fsuspiciouse
activity@ccurredeanddhesearedheeiecesafanformationaboutdt,evithedheegoalfdopinge
todind information@boutd¢hateiecewfalata.o

And thenewe'realevelopingaeommonaperatingeictured¢hatowvilldhave, avhatde
thinkdsegoingdodeainiquearontribution,¢hatdtdhasaalatadayerefalld¢hesesuspiciouse
activityaeports.oAny of¢he@nesdhatdavespecificcnamesandarealirectlydinkeddo@o
terrorist’sactivity, dikeanyeaeighborhood camedackeaaamp and hedhasdbecomeeverydgihade
oriented,and I thinkéhe'saactually aderrorists.oThed'Blaloes¢hat.eSodhesearesuspiciouse
activityeeporting.o
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MR.ROSENZWEIG:oelfeyouerouldkind @fewrapataipadit.oThankeyou.o

MS.aMANNING:eWeerovidedhatdnformationdostateeanddocal entities¢hroughe
thateommonaperatingeparticulareicture,ewhereall¢healotsewilldbeegeo-codedaandstoode
up,sodhatdheyaanseedhegatternseindd¢heyaanalodhedegal, nalyticestuff togperhapse
find,dased onevhatdheydave,d¢heaeasondorehateattern.o

Similarly,ewvheneweawentdoepushdteutdodnfrastructure@wners,oveswantd¢oegushdto
outdoallepeople,dederal, state,docal, dribal,aanybody whoehasagossibilityefe
understanding¢hatdrendeand stoppingevhateverepreoperationaleplanningdhereds.o

MR.ROSENZWEIG:eoThank youereryemuch.dNeaeallyeveryemuch appreciateallo
threewfeyougoiningaisd¢oday.oAnd asd said,ewe'reegoing toaleferdoathersewhodhad@e
question,&odim,d may getdoeyou.oKirk,dirst.e

MR.HERATH:oMinedsaeallyevery simpleeanddt'sdordvis.dNVaterman.oJiméhade
askeddhegreviousgusteanel, ovedhaddeendalkingadittleditaboutdheaontracts¢hatareo
engageddndheerivatesectoranytimealatadsdransferreddromeneentitydoanother,eftene
evenovithinaffiliates,eandd waseverydntrigued.olt'salmostsicksometimesewhategetseyoue
excited.eButd¢hestandardeagreementsdhateyou'readrafting, eouldd getaaopyefd¢hatre
couldeweegetaaaopyofdhat,eand couldeyouqustdrieflyalescribedhealementsdhataredandheo
standardelataeagreements.o

MS.aNATERMAN:oLetanedealeard¢hat,perhapsd wasn'teleareenoughdefore,o
they ' reanotstandardalataemgreementsdndhatdheyalldhavedhesamederms.oWhatdheyo
havedsdheyalldhavedoaoverdhesamedopics.oWealiscoveredd¢hatdhatevasn’teconsistent.e
Forexample,somedfdhemovoulddalkeboutalatasecurityorauditeequirements, someafo
themewvouldn't, some@fdhemewvoulddaveeprivacy, someafdhemewouldn't.eSod madeaeo
matrix--becaused'veeengageddndhoseamegotiations,d shoulddessaip,d malsoadawyer,soo
I'vealonedtdromeadawyerside,d'vealonedtdromehedechnicalside-- I madeeaenatrixefo
aboutdiftydssuesdhatd thoughtenormallyshouldeomeaipafeyouewverealoing aaeallyo
comprehensiveaagreement.oWeewventoutend surveyedd¢heaomponentsefdheo
Departmentendsaidelodheseseemdodedheaightaomponents,eand haveawedaideutdheo
rightepeopleawhoshouldenswerdhataquestioneandewhoshouldeeallysaydhatdhateanswere
ispkayewithd¢hem,eandsoaweduiltdhatstructure,eand that's¢hestructureawe'reegoing too
builden,sodhateachdimedheqquestion,dsdtd].S.epersonalata, getsaanswered, egetso
answereddydhegartyewho'sactuallydheaustodian@fd¢healataeandd¢hendhedmplicationse
questionsegododhed’rivacyfficemrdhealesignatedeprivacyofficers,sodt'skindfadlowe
structureeanddhendhesystemdsailtimatelyeworking.oWell, ewe reeworkingenalesigninge
thesystemaodhatdtowvillditerallydeadgeopled¢hroughdhoseeprocesses,so@verybodyaane
seedhealraftedsegmentsédutenlyeprivacyewouldenterdheeprivacysegments.o

45fH20



DHSdatad’rivacyeAnd IntegrityeAdvisorydCommittee:oJuneel 5,2005&fficial Transcripte

MR.&HERATH:eThat'setill,d think,detter¢hanewhatewedhoughtexisted.el woulde
still reallyenjoy havingdhe@pportunitydoaeviewdhat.o

MS.eNATERMAN:eOkay.o
MR.ROSENZWEIG:oWe'reaaddingdoeyourdistef¢hingsdosend us.eMs.otto.o

MS.&OTTO:e Thankeyou.oMs.dBucella,eyouexpressedsomeaertaintydnehedacto
thate¢hedists¢hateyoudhaveeontainenames@fknownersuspectedderrorists,ehateheseo
wereaeallydadeguys.eWhatdf,dndact, somebodydseitheranotaeallyadadeguydrdfdheo
namedsd¢hegsameassomebodyevhodsanotaadadeguy, @rdhere'ssomeaonfusionewithe
respectdodhatenames,evhateedressenechanismsaredhere,eand becaused menotegoingeoo
askdwoaquestions,d ' megoing toask awompound question,sodnstead ofeputtingdnee
period I'meputtingdneanenddordvis.dManning.el méeggingeyourdorgiveness.o

Ms.eManning,ecouldeyoudellaisabouteprivacyeprotections¢hateyoudhavedaneplacedoro
theanountainsefalatadhateyouchave.o

MS.8UCELLA:eI'llggodirst.eTodhedirst, I'd likedoaorrectsomething thateyousaid.o
I didenotsaydhatdheyareaeallydadeeople.ol saidd¢heyoverecknowneraffiliatedewithe
terrorism,&known@reuspectedderrorists,ewhich means,qquitedrankly,afterd)/11,d being ao
lawyer,dfd hadenydusinesseardeandd hadegivendtdosomeoneswhoewasepartefae
fundraising group fromdheeMiddlecEastanddhey@reheirspouseswerearndere
investigationdydhedBl andd¢heydhadenyaard,d moredhandikelyeouldéhaveendedaipdne
FBlalatadase,sodtewaseverydroad.eAnd whatewve reedoingsnow,easeweaccomeawaydrome
9/11,dsareallye- thesearedawenforcementaecords.el heseaarednvestigations.oTheseareo
peopledhatewereanffiliatedeandas¢hed’Blangent,enotenly FBleagentdutdoenyagents,do
don't¢hink theyeveraontemplatedenoteonly would¢heydavedoalealewithdheiro
supervisor,dheyamowdavedoalealowithehedl erroristsécreeningdenter,dnd¢hateweawille
lookeand say,eyoudknow,¢youaeallychaven'taloneanythingewithdhisdordhedastel Samonths.o
Isdteprdsn'tdt?eAnd sodhereds,aeally,mow,astepaipofeeallyarillingalowndheiraasese
andeeallydrying todigureutewhether@ranotdheyalodndactdelongendtoralon'tdelonge
ondt.eThat'sewhy I saide@urdistehangeseveryalay.o

Onewfdhedhings,d¢heaedress,decauseawearealealingevithdawenforcementeande
intelligencednformation,decaused¢hegeopledhateputdhesnames@ndhedistaareanotgusteheo
FBI, @hisdsereallysensitiveanformation.eTheaedressasamotdromeheeublicewritingdetterse
toais,dut,doreexample,dfsomebodydsendhedNodlyd ist,eweegododhedfficewfdheo
ombudsman,dfdtggetsstoppedatdhedorderdtegoes¢hroughdCustoms.oEach@foure
differenteagenciesalochavesomedormefeaedress.o

However,@nternallyewithin@ureystem,d haved ynectuallyaontactingealld¢heo
differenteagenciesd¢odind outéfsomebody fromeaheepublicchasewrittendn,det's¢akeadooke
andseeawhatdtdseand perhapseweaanalrillalown.dometimesdt'seld information.e
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Sometimesdt'sgpoisongpen, somebodydromedoreignegovernmentegotaeallyaipset,alidn'te
likeghesegpeople,eanddfeyousaydheawordderrorism,dingo,eyou'reggoing tochavedheo
United&tates Governmentalleoverdhem.o

Wedavealones- wedhavedakendff,eprobably,eabout,eand reconciled,atdeasts,000e
namessodar,sodt'saaonstant.oWeareanakingsuredhateouralatadseurrent,eaccurateaandeo
thorough,eindewithd¢hate¢hatemeans¢hatdéfesomeonedsanotendhediste- asgustanemention,®
therearemanumber@feeopledhatdhavedhessamesmame,dhesamedalatewfdirthduteperhapse
they'reddentifiersandeperhaps,evealsochaveatoralatacentergphotographs,ewhich cane
reallyequicklyereconcile.oNow,dfd¢heephotograph,dorexample,dsaelassifiedgphoto,ate
leastepurepeopleaturaallaenter,ewhendalkingdodheaftficerandhestreet, cansayowhye
don'tyousgiveausaalescriptionafewhatdhegersondooksdike.oManydimesdhegoliceo
officersewill say,d actuallydhavesomeaeal-timesurveillancegphotos.oLetemedaxehemeoo
youaightenow,@and weaanalismiss¢hateightdhenand there.oWhatewvearedryingdoaoe
though,dsdeamuchenoregroactivedfewedhavedhatepersondhatdhasaasimilarmame, sameo
name,samedlatewfdirth,dhendet'sseeawhatoveaanalodogputdntomursystem, oo
immediatelydfdhatepersondse- thatsnamedsencounteredaagain,putaalescriptordndhereo
andeperhapsdteoulddegdobalescription,evedhavedhaddndividuals,decausedheyalomdotdfo
internationaldravel, eweknowanddheyéhaven'tecontactedaus¢oecomplain,dutdydheo
second ordhird time,d takeaadook atdteand say,eveameeddodiguremutewhataredheo
descriptorseveaaneputdndheresoevhendheyeareencountered, eweaaneddressd¢hate
immediately.oSodhat'ssortadfevhereawe reaworkinggowards.eWeewantdoe- induildingere
database,asd said,evheredtewoulddeaajuerablesystem.oWealsoswantdodhaveao
automatedsystemewhereoveegetsortofadicklerafdhismmamedasdeenditsecond ordhirde
time.o

Wedlo,chowever,éhavedndividualsdhat,dfd¢hey 'redravelingeacross¢heeountryere
they'reandaifferentaeounties,¢heyaande@ncounteredd¢wo,d¢hree, dourdimes,dput,dndact,o
theyarewndhedist.oThey ' respeeding,dhey 'reariving@veraurbs,dhey'reeunningdntoe
people,ghey 'realrivingewithoutdeadlights.eThesedhingséhappen.oButdhisdsdhoweweeo
encounterd¢heknownareuspectedderrorists.oThey'redegitimatedawenforcementstops.o

MS.sMANNING:oFor¢heather@ne,oveanark thealataasdJ.S.eperson.oWeaedacto
wheneverawveaiseaagpublication,eandd¢henewealsoe- we'redringingdnasystemerow.o
We'vedeenausing verydowdech,extremelydowdechenethodsfaloing things.el haveeo
boxes@fepaperaecordsaightenow.dVheneweggetalld¢healatadn@uresystem, eveovantdo,atao
setanterval, @edactd¢hednformationeraemovedteompletelyaandqustdeaved].S.¢persondne
theresodhatd¢healotdsqustaadotefarctivity,emotepeople.oWedkeepadullaandeompleteo
recordénaaeprotected,oyouknow,eprotectedeand accesseontrol,sodfewealomeed toknowe
whodhateersondhatewasaelateddodhaterctioneweaanaall¢hemdackaip.eIneadditiondoe
thate- that'sdasicallyeall.o
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MR.&ROSENZWEIG:eTara.o

MS.dLEMMEY:oFirst,d woulddikedosaydhatd' vecdhaddhewpportunityahiseaste
yeardoovisitd¢heshopsofallofdheseeresenters,eand they readoing adabulousgob at¢heo
coordinationaandeollaborationcomponentdhat'ssoaequiredd¢oenakeamational securityo
work.eSodoreprivacydssues,dhere'ssomeahallengesdputdheaworkdsexemplarydndermsefo
movingdorwardeanddhey say@uremissiondssharing,ewhich isagphenomenal changeaande
agositiveane.o

Karen,enyaquestionsareeprimarily foreyou,es¢heanerddndhedgroup.o
MS.eNATERMAN:els¢hateyousrane?o

MS.d. EMMEY:eTherearedhreeearts.€Onedsndheegranularityefdhealata,decauseo
adotefevhatowe'veseendndheearlydmplementationdsepeopledossing data®verdheo
transomdndargedulkeasepposeddodeing reallyabledodouchdhealatadhatdheyeo
particularlyeneed, anddhowaresyousseeingamovingdhatdorwardsooveaaneggetsomesomeo
granularityearoundat.e

Thesecond partdsaroundeareativeaultures.oAsewedalkdrequentlyaboutdhedacto
thateyouaranadjust¢hedknobsafgolicyend technologydoaetanoreegrivacyenhancement,o
ifeyoudook atdheargricultureandittlealifferently,evhich I thinkesomeafdhatewilleomeaipane
ourdurtheraquestioning@ndecuredlight.oHowareeyouseeingdhees- ared¢hedechnologye
andepolicyeqquestionseand privacydeingaskeddogetheraftenenoughsodhatdheredse- theo
culturalguestionsairecomingaip?eAnd thendhedast@neds,dhere'saaealmeed toshifte
fromdheegovernmental point@feriew@f@versightasenafterdhedacteccurrencedodhavinge
auditasanearlystageawarningdordothanakingdhesystemdetteraand providingsewe
information,dutelsoamotd¢hinkingaboutdt,evaitingaintilsomething badéaséappened,o
which iseeallyagrivacyenhancing tool asewellasaeecurityenhancingdool,eanddseyoure
organizationeworking@nemoving thateuditeprocessdurtherdorwarddorallofdheo
programseand implementationseacrossd)HS?e

MS.eNATERMAN:el feeldiked justegotaaskedsolveaworldéhunger.o
MR.ROSENZWEIG:oWhat's¢hesolutiondoreworldéhunger?e

MS.eNATERMAN:eoThirty-seven.el think¢heaanswerdnepartds¢hesameanswerdoo
all¢hree,andhatdheaonceptdehindd¢hednformationsharingenvironmentdseaaonceptane
which -- justewhateyouaskedabout,@atherd¢handavingevhatewe'readoing nowdndargeo
measures,ovhich isgustdet'sgpassavholealatasetsaround,dsaeallydhatdhowalogyouegeto
somebodyeaccessd¢odhespecificalatadhatdhey'redryingdoegetdoavhendhey needdt.oAnddfe
you'lleexcuseaaeallysortefegrossoversimplification,ewessometimesdalkeabout,ealmostene
Internet-likesstructureaand@dGoogle-likesearchdnewhicheverybody holdsendodheir@owne
dataeanddhene- andeyoudog inewherevergyoudog ineanddhat'sewheredheddentityo
managementeieceds,¢hat's¢heeartdhatsays,ewell,ewhoexactlyaresyoueand whate
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authoritiesalogyoudhavewrevhatalutiesaregyougperforming,eand thatewheneyoueuteande
search,¢healifferencedsdhere'saadotanoresecurity, sod¢hatevhatevereproduces¢heaanswerse
looksdosee,awell, d havealld¢heseaulesaboutevhoeanactuallyseedhisepieceafo
information,aloeseyourdog-ondnformationenatchd¢odheaccessaulesdorehisepiecewfalatae
anddhendtgassesorepensdhegzatedravhateverdtdsandermsafdeing abledoseedt.oSoo
that'sadong-termeview,eand partefdhedhingsd talkedaboutaredhinkingaaboutdhowe
wouldeweeveraeallyeetdhere, decausedt'saegreatephilosophydutaeallydharddoo
implement.eSod¢here'sdotsfeonversationsewithedhedechnologyeeople,dothedhed IO so
office,avhichéasdheshort-rangeeinddong-rangeeandd¢hedcienced Technologyffice,o
which reallydhasdhissortefdong-termeéR&Devision.o

And the&kindsefdhingsewe'redalkingaaboutdsexactly,howaloevedreakalowne
theseaulesd¢odheepointewheredtditerallydsqustdotsafdittleedneseand zero,enachineaodeo
kindefaquestionsand@nswersdhat'sdhappeningdndheanannosecondssodhateyouaeallyo
canegetsomebodydnformation,eand instead ofdhavingdnformationsharingagreementse
betweenalld¢heagencies,oyouchavesortafanagreementgossibly intodhegool,eand theno
you'vequsteprovideddheaightenetaalata, sodhateverydimesomebodyevantsdoseeo
something newerdlifferent,dt'ssoteadrand newagreement.dt'sevhatdhestructureo
contemplates.o

Sod think thatdydtsenatureaequiresareativearchitecture. I thinkdydtsaaturedfo
wedhavedhegranularity,eveeandhendhavedheabilitydodhealialarpeandalialalown,dute
youean tdhavedhatedfeyouadon'tdhavedhedrasicanfrastructureainderneathdt.eSamedhinge
aboutdheaudit,dfewedhavedheggranularityendewve'veggotdhatkind efdog-onddentityeo
informationeanddheaccessaulesdneplace,dt'sadoteasierdoal odheauditdecausegyou'veo
gotdhearctualalataeyou'reareallydookingdor,d think.e

Rightenow,dnamosteystems,eyoudknow,ewhataloeggetdnenostsystemsdoday?e
Mostlyeyouagzetdhateyouegote- youdog ontodhesystemerdhateyoueswentdoamalatabase, dbute
you'reanotegettingdhatdndividualevhatelementalideyoudookat,eyouknow,@revhategrosse
collectionfelementsaresyou'redooking at.oMostsystemsaren'tarollectingdhateyet.oSode
thinkdt's¢hisegettingaisalowndodhatdineregraindhatenswerseall¢hreefdheqquestions.o

MR.ROSENZWEIG:eHoward.e

MR.BEALES:ol wantedd¢o@askeboutdhowenuchddentifyingdnformationewedhaveo
ondhegeopledhataredndhederroristsdist.oDoewedypicallychavedquste- I meanaressomedfo
thegeoplegustaname?elsdtaalwayssmameand datewfdirth?eHowenuchddentifyingaletailo
is¢hereaaboutepeopleendhedist?o

MS.8UCELLA:eGenerally,¢heainclassifiedddentifiers¢hateame@uteveredasicallyo
four:ename,alatewfdirth,eassportenumber,@ountryofarigin.eAnd that's,éasically,¢hate
nowavedavedeenabledoandddecausedfdheanddendum,dhereeweressomeddentifiersase
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simpleasegender,@yeaolor,ceight,eweightd¢hatdravedeenainclassifiedraleclassifiedd¢hate
arealloweddo@omedhroughdhedransomehroughd¢heeAddendumeA thatewassignedeo
whendhedepartmentofdefenseaand Treasuryqoineddn..o

Believedtoranot, somedfd¢hesystems,awhend toldeyoudhatdhereawassomeo
formattingdssues,somedfdhesystemsactuallyalidn'thaveadielddorezender,aandsodte
automaticallyalefaulted thatevery terroristsandheirsystemevasaanale,eand wedhappendoe
find thateutafteraveeencounteredaadewovomenewithd¢hesamesmameandeverythingelse.o

Asd said,@neuralatabase,¢hat'saeallye- they reeverydimitedddentifiers.oWhateweo
areabledodlods,avechaveasystem,ove'llputdhesnamedn, alatewfdirth,dhecnameawillepope
upanddhenewithinersystemdtewilldellaisewvhodsdhedholderefdhateecord.eAnd whende
mentioneddogyoudeforeavesgodntodheirsystems,ewvedhenggoactuallydnto,ewhetherdt'se
themewdiedsystemsewhich theNCTCéhasareatedrdt's¢hed’BIeACSsystem,ewe'reaableo
toggodntodhataecordeandd¢hendhatd¢akeadook atewhateverelsedsdndhere,ewhich isemoreo
thanddentifyingdanformation.eltds¢healerogatorydanformation,duteeallyd¢heddentifyinge
informationdseverydimited.o

MR.BEALES:oDogyoualwayséhavedhedourepiecesfddentifyingenformation?e
MS.88UCELLA:oNo.o
MR.BEALES:eHowenanyeecordsemightdaveenly@ne?o

MS.8UCELLA:eI'menotegoingdoegivesyouesnumbers.oHowever,detemeexplainevhate
happened.eTheerocabularye¢hateverybody isaising isewatch listsandheeplural.eThatdhase
probablydeenemydiggestarhallengedndhowdoalescribeawhatdtdsdhatewealoeanddhate
there'sonedist.oSoawhatewedlescribedtas,dfeyouowill, evedhavealldfdheanamesdndheo
consolidateddist,allefdheenames,dadentifiers,sodhateneans¢hatewedaveepartialenames,o
anddhatewoulddegeopledhateprobably wouldemeverenterdntodhednited$tates,dbasedo
onsomedfdhesourcesdhatdaveegprovideddhoseanames.oSomewfdhedndividuals¢hateweo
havedalon'tdhavealateafdirths, some@fdhemdhaveaircaalatefdirth.eSeemsdodeadotafo
peopledhappendodedornendanuaryedst.oAnd soewhatewealodsewithegodhroughdheo
legacyesystem.oSoasd mentioneddoeyoudefore,dhedCLASS&ystem,dtatedDepartment,o
theirabilitydoalenysomebodyerisa,everydowdhreshold, sodheyaouldeactuallydhaveao
nameand theemandasadeardanddhat'sall¢heydave.elTheyaandavedhatdndheirsystem,o
verydowdhreshold.oWheneyouaromedntodhedJnited StateseandeneetenithdCBP,@bviouslye
theyaanalsodakeamames,artialenames,aliasesewithalatefdirth,ewithoutalatefdirth,o
andeomingdntodhednited Statesandegoingdosecondary,aifferentdhreshold.eObviouslye
wheneyoueomedntodhedJnitedétatesaanddheredssomeonedndhedBI'seA CSsystemandeo
there'sawvarrantoutdordheirarrest,bviously youdhavedochaveanamamegplusaalateafdirthe
andebviouslysomeeaperdheredoshowdhere'seprobablecausedodelievedhatdheydaveo
committed@arime.oSoeachafdhedlifferentsystemsaandoldalifferente¢hings.o
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Obviously,diked said,ateurdorderdhey candaveaadotamoredanformation,dJ.S.e
persons,aon-U.S.epersonsaadded@rembassies,dess,decausedheyaannotdaved].S.o
personsdndheirsystem,soeachofdhealifferencedansystems.oAndevhatevealodsewedoade
thesystemsaipdased ondheiramission,degaldimitations,dormattingdssuesdutdhat'sdhowe
wedperate.o

MR.ROSENZWEIG:oRamon.o

MR.8BARQUIN:eOursubcommitteemnecreeningeyesterdaysortafdhadeadivelyo
discussion@ndhedssueafdalefinition.oDoesaalefinition®fscreeningeexistaandagivesaisdheo
panel@necreening,d¢hatdseeasonablyeommonacrossd¢hedepartment,sod wanteddoaske
youdhataquestion.elneparticular,decauseasewesstarteddoseesomedfdhediveo
demonstrationseyesterdayatd.ogan@Airport,evherever,dtewasaleardhatscreening, @fo
course,dsqustehedronteend,dutewhatdsdtehateyou'redrying tockeepauterdetepass,eto
cetera,sodhesources,aand atdeastdhegrinciplesourcedhatovesaweyesterdaydeinge ECSe
raisedd¢heqquestion@feproportionality.el meandtseemeddikedhatsamesourcedhatewase
beingaiseddoscreengpeopledryingdodringdnsausagesdromdsermany, asewellas,oyoue
know,alefiningepotentialderrorists,@taetera?e

MS.8UCELLA:eThisdseandnterestingajuestion,and I think I usedd¢odsoogleo
screeningdoseedfadlefinitionecameaip,eandectually,ewhend wasaskedd¢oalodhiseandde
readd{SPD6aand theeMOU,d keptdookingdoreglossary,ewhataloesscreeningenean.oWhene
HSPD1lewvasdeingowritten,d satd¢hroughenanyeneetingseandd would@penaipaheo
meeting, HSéaddnvitedemedn,dodalkeaboutewvhatecreeningds.oMydesitationdsd don'te
wantd¢heewordecreendodealefinedeyet.o

Weareembarkingdnedrand newewvorld.elt'sdhardenoughdodavedhedntele
community,¢hedawenforcementeommunityeand theeprivatesectorsitting thereaising theo
sameevordseandeverybodydséavingdotallyalifferentaliscussions.oAnd weearednehise
neweworldefalealingewvithderrorism,eandd¢hedestewayd canalescribescreening,eandedfo
youaskenedourenonthsdromenowd 'lleprobablyedddodheaefinition,dutdt's,dasically,dfe
theredsean@pportunity toewvheresomeonedsegoing toaeceiveadenefit,@itherdromeprivateo
industry,egovernment,eand they'reegoing todealloweddo@perateeavithindheirdacilityerdoo
beabledowperateawithindheiraegulatoryagency,d¢hendhey areggoingd¢ochaveamaturale
screeningerocess.oThataneansdfd accessibilitydntoadiederalduilding,d'megoingdochaveo
toshowsomething.o

Whendhat@pportunity does,dndact,happen,¢heneyoucanactuallyaundheirenamese
against,dndheaase@fderrorismecreening,aadist,aasawhethereranotd¢heyaredaefinedesao
terrorist,eand sodherearealldhesedlifferentscreeningapportunities.o

Insomesstates,dfeyoueweredoampplydordheirdodotteryecommission,dhey 'reggoingegoo
screengyou.elnsometherstates, dfeyouamreapplyingdoranedicaldicense, dhey'reegoing too
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screengyouagainst¢heariminaldist,evhich basicallyewilleendaipéittingeureerroristseo
screeningdist.eInatherdnstances,dfeyou'reamd]azmatalriver,&commercialalriver,eyousgodoo
aoveighstation.oAll of@urstatesarealoing other¢hingsaanddhat'sewhateveseedromeheo
Terroristsécreening Centerds, ewearedryingdoegatheraipevhate¢hatailtimateeand mosto
completeeand accuratealefinition@fe&creeningds.eThewnlyewayewearedellingaaboutdto
rightenowdsd¢heanediumdhateweareaising is¢hedNCIC,¢hat's¢hedNationald riminale
Check.o

There'sagortiondndhateomputersystemehatdas,dasically, ¢heanamesofdheo
knowneind suspectedderroristsanddhat'sdhowdheyegetdanto@reaystem.oThedBISSTECSe
system,dheyditdhedNCICsystemeautomatically, sodteutomaticallyecomesdn.oSoewvhate
we'reseeingds,dydooking at¢hedJ.S.¢gprobationeuneverybodydhateputsaipdaildoreane
individual, e@lodheyaundheasnamesdhrough?@urdnterpreters¢hatego@verseas,aredheyo
screened?oAllef@urenilitaryemembers,earedheyeacreened?oAlld¢hedl SAscreeners,areo
theyacreened?eSoewhatewe'realoingsnowdseweareaeallyezatheringdhealefinition.el don'te
thinkewedhaveadotal completealefinitionaightenow,end I thinkdhat's@nefdheo
challengesove reaallstrugglingewith.oFirstefeall,oyoucomeaipewithaalefinitioneand¢hene
howdaraloeyouego?e

MR.ROSENZWEIG:e]Johnéabo.el msorry,eideéomebodyelses- I'msorry.o

MS.eNATERMAN:elfd canalo@boutd¢woseconds.oOnedfdhedhingsdhategivesameo
an@pportunitydoalarifyds,dneanyeanswers,anyanswersanayseemanoredodhedechnicale
side.oMyafficedasanotdhedechnical@ffice.oWe'redhedusinessegprocesseandepolicy.oeWe'reo
whereawe redryingdodeaseautdromepeopledoactuallysayewhatdheyalo,oyoucknow,dne
reallyerleareand specificderms.o

Onewofdhedhingsdhateameaipdnaurdirstalraftasewasaeporteddastdall, ds¢heaeedo
foraeommondexicon,@ndd justewanted¢odhrowdhateut,¢hatdD HSeanddHSA Ceactuallydse
runningeadexiconeprojectdodrydodgetsomeaonformity@fdermsevithindhealepartment.o

MR.ROSENZWEIG:eThank you.eI'msorry.el wasn'tdgnoringeyou.eJustalidn'tseeo
you.eJohn.e

MR.$ABO:oJustaaqquickejuestion,enaybeanostlydoréMs.dNaterman.eAseyoudooke
atd¢heeprivacyaontrolseandsecurityaontrolsandhissortefenatrix¢hateyou realeveloping,
aregyousstartingdodakeadook atdheaontrols¢hatevoulddemeededdndheerivatesectorare
stateeanddocal organizationsewhichaeceivedhealata,decausedhat'sdbeenaaerommone
problemdorenanydederalaagenciesdoreyears,avherealataemaydesharedevithaeountyere
stateeandeyetdheeprivacyeprotectionseneeddodlowdodhosearsersanddtesoundsdikeeyou'ree
focusing mostlyendHSendegovernment,dutdsd¢heressomeonealsodocusing ongheo
externaleommunity?e
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MS.aNATERMAN:oWeare,eatdeastdosomeextent,docusing ondhatetherqquestion.o
Onewofdhewthererojectsandurofficedsdodegindoddentify,d meand jokinglyeeferdodtase
thed’'Dewey Decimal SystemefdRules,dhateveaneedsomesstructurednewhich todeabledoo
talkebouteaandaategorizealldfdhesealifferentaules.oThere'ssotenly privacydutdhere'so
lotsfdawenforcementand intel,chealtherare.oTherearedotsfalifferent¢hings.eSomeafo
themaredaw,somewfdhemaredndustry standards,someareeadministrativednenature.o
And so,97eah,awe'reaveryamware@fdhedactdhatewheneyoualecideaboutepassinge
information,enostepeoplearedocusedndtsenydnformationsoewhat'senyauledoregivingdto
up.oButewe'vedalkedatdeastaboutdheaonceptdhatd needdo@lsoknowevhatdheauledse
ford¢heepersond' méhandingdtdo,ewhatdheiraccessauleds,sodhatd understand whethere-
thatepartefenyalecisiondoaeleasedterdoenakedtarvailableasainderstandingewhate
happensewhendtegzoesd¢odhem.oSoewe ' resortefdnastartinggphaseafdryinggdoainderstande
aovaysimplydostructuredhealiscussionandstructured¢heaategoriesgsodhateveaandegine
toduildsomething that'srganizedénsomeeway,dhatevedhaveeaaerommoneneans ofe
havingaeonversation.o

MR.ROSENZWEIG:oJiméheehan.o

MR.&HEEHAN:oLikedMls.dNaterman,d ' megoingdodrydodeasewutadittleditafo
whatéMs.eManningaloesatddSOC.ol understoodegyoudosaydhateyoureprganizatione
receivesdidbitsfénformationeandeuspiciousactivity.eMillionsefepiecesfdenformation,de
presume.oAnd I'méryingdoezetaachandlednevhateyouaoewithehatexactly.ddoegyouduilde
it?eDogyoudetdtduildarpaintildteeachesadippingepointeandshipdteutdoaertaine
organizationseandepeople, @ralogyousend outdndividualeieceswfalatathatdhaveaoo
particularemeritdo@therssodhatdheyaanaletermineewhetherdhey haveemeriteand builddte
inanothereplace?dVhatalogyouadoawvithghatdnformation?eDoeyouduilddtersend iteutdne
pieces?oWhoemakesdhatalecisionandd¢oewhomelogyousend itewheneyoualosend itout?e

MS.sMANNING:oThat'seaeggreataquestion, decause¢heaanswerds -- 'megoing toegiveo
youdheanswerdnaaouplefenonthsdecauseawe regustdringingdnsomesystemsehato
willallowsais¢oaloevhatewedntenddoa omsepposeddoewhatewe reaareanotaactuallyaloinge
rightenow.oWearedhedngestepoint,sodn@negointevegassall¢haténformationdodheo
Informatione@Analysisanalystdoachewdtandeutadtehroughdheiremixenasterseand dodinke
analysis,eand whateverdtds,dased ondntelligenceaulesdoralatadhandling.o

Wedaveditfferentsetsafaulesdecauseaweareamotandntelligenceshop.oWe'reanote
consideredd¢odeagartofdhedntelligenceccommunity,althoughsomeafd¢hosegpeoplesito
withaiseandewedavedhealearances.oWedakedhatalatamnd wedrydoenmakedteasecompletee
asgossibleandeverifyawhether@ranote- ifd¢here'saderroristsenexus,ewedrydoelarifydhate
nexus.olfat'squsteasuspiciousactivity, ewedrydoelarifydheenaturefdhateandd¢heneweepasse
itondoduraolleagues.oWeareamotperational.oWearednly aboutdnformationdlow.o
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Butd¢he@nedhingdhateweal osupportds¢hiscommonaperatingepicture.oAnd thee
goaldheredsdoaeallydakes- analyticalepeopledenddodeanoregarticularaaboutdheire
sources.oTheyovantadigh-levelsourcedosay thatsurveillanceawassomething.eWe'reo
goingdokeepdhoseepiecesafalatastrippeddfdhegperson’'smameandgutdhemanegeoo
codedamapend passdtdackdodhestatesanddederal, eandeanybodydhatdasagartefdheo
Homeland&ecurity, doseedfdheydhaveadditionalelataghatecanenatchaipewithewhateseemso
todbeadrend.oSodt'salatadhatenly makessensedndheaggregate.o

MR.&HEEHAN:oReal quick.oYouraolleaguesancludegeopleautsidefd HSaro
only withindHS?e

MS.MANNING:oOh,a0,evearednterrelatedewithastateeand localdederaleo
everywhere.o

MR.ROSENZWEIG:o]oe.o

MR.dEO:eMyaquestiondsd¢od)onnadBucelladutethersecangumpdn.el wantede¢oo
pursuedhatearlier,¢youknow,d¢hedssuewfdet'sdeavescreeningaindefined foramomentdne
termsefevhateweanean,eandd wasearlieranenyeanindd¢oying withaloeweaeally haveao
commonainderstandingefderroristsrsuspectedderrorists? I suspectderroristsdseeasiere
toalefine¢hansuspectedderrorists.oBecauseeyouseemdodmplydhateyourdistdsane
aggregatewfdrustaandsourcesdromaaumberofdederalaagencies,revhatever,d¢hatareo
reallyegood atdhis,det'ssaydhedBl ordCBP@revhatever.eSod megoing,e@kay,aoeweaeallyo
havekindefdikeaaeallyegood workingalefinition@fsuspectedderrorists,eanddsd¢hereaanyeo
-- weaisedd¢heewordearlierdnternalauditeraeview,sodhatdet'squstegododheaedge, gustsoo
I canenakeenye@xample.oThat@neafdhedrustedagenciesalecidesdhatarertaindgCivileRightse
Movementdsegoingenand boy they lookderrorists¢oaisandewve reggoingdodhrowdheme
allondhedist.oNowdhey redndhedistalongavith@thergpeopleandhedist, @taetera.oSod me
goingdhowalogyouadjudicate?oHowaloeyoudkeepehisdistdromegoingeutefaontrol frome
thateperspective?o

MS.88UCELLA: Okay.oFirst,d don't¢hinkd havedtasdpadasdustin,duteanonth oneo
[ haddHSAG, dutdortunatelyd onlyecamedordwodhours,eand thendhedollowingewveekd,o
ofa@ourse,asked DOJdGdogoin,decauseawearreaad)OJ@rganization,sodheyditerallydivedo
withaisdorenany,emanyemonths,eandenowdhey redackdecause, dnegettinggsomedunding,o
oneofdhedCongressmandhoughtdtewvoulddeadgzoodddeadorais¢ochavedhed Gawvithais,o
andd¢hend havedzAQOewvithais,eandd alsoadon'tdhaveadotef@fficespaceerenoney@re
resources,soawe reallsortafsittingondop of@neanother.oSoenystaffavouldenotdeo
happyafd neversaidsomething aboutaesources,soewealochavednternaleontrols.e

Onewfdhedhingsdhat,early@nevhend firstestarteddhis,evhileewe'reegettingdheo
nameseassed@verdhedransomdromdhedaifferentaagencies,dhereaaredormsafaeview.o
First,d¢hewriginatingagency,dheyalodheiraeviewssoawhetherdt'seNSA,dIA,¢heiro
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definition@fderrorismdallsewith theiregroup.eSoeyou 'reamotgustalealingewithepeopleegoinge
oh,ewow,d thinkd'mdustegoingd¢oadddhesegpeoplewn.oSod justewantdoaralmalownene
that.e

Thewtherdhingdsdhatencedheyeggoe- rememberd toldeyoudhednternationalenamese
godhroughdhedNCTC,dheydaveanentireggroup thatsitsd¢hereaand reviewsdhosearecords.o
Thendhey@omewverdoas,eand I haveaadeamehateeviewsdhoseaecords.el can@nlyegiveo
you@neexampleofearly®nevhenewestartedgettingasnamesaelatingdoalomestico
terrorists.oWhend looked atdt,@bviouslyd goewith¢hedBl'salefinitiondecaused¢hedBlo
investigatesalomesticderrorists,dutdhereaweresomedhatepossibly couldehavedledeute
intomegangand notaquitederrorism,eand soewegpusheddhoseecnamesdackdodhed’Bleande
saidd¢akedhem.o

But¢hereaareemanydevelsefaualityaeviewandeactually goingghroughenotquste
looking atd¢hesnamedutegoingghroughdheaecordsd¢oanakesuredtditsewithingheiro
agency 'salefinition@fderrorism.eSodt'seote- itaseotadreedorall.o

Also,d'd likedogustaadd@nedhing aboutalocumenting processes.oltewaseveryeo
interestingevhenewedirststarted, sinceaweawereareatedveragresidentialalirective,enoto
byd€ongress,¢hateweknewdhateweavoulddhavedodeaccountabledoreeverythingdhateweo
did.eSocdhowareaweegoing toegetdheseenamesdnaandéowaloesdhisdnformationdlowdrome
differentaagencies?el havedodelloyoud actuallychadeeocketeengineerawho'sneofanyeo
advisorsevhosatdhereeand mapped@uterocesses,eboutdnformationdlow,eanddhisewase
rightaluringghedimeewhend)HSewasstartingaip,eand tosit¢hereeand haveourdlifferente
agencies,@kay,eavhengyougetdnformationdneyouraagency,chowalodirstesend it¢hroughe
youraagencyeanddhendowareewveegoing toegetat?eSoawhateweeendedarpadoing ise
mappingdteut,eand,eyouknow,dherearedheseahartsdloating around, dorais¢heirdnternale
lawenforcementsensitiveaightenow.eButenowdorcing everybodydoalodheanap.eSoe
whenewvedavewthergpeopledromegovernmentagenciesecomedoovisitais,eand I canseeo
everybody'séheadshaking here,¢hey knowewhatd¢hoseanapsare,¢heysknowewheredheo
informationdlows.eBecausedtewasdnteresting, @urggovernmentalidn'tdhavedheo
informationdloweharts,soemanydimesdfeyoueweredoesk,end certainlyeafterd/11,dtewase
based ondriendshipseandepersonalitieseand,eyouknow,ewhend>DHSewasareated, aallanfao
suddenewe'veamixedaipall@f@urggovernmentagencies,dike,chey,dsdoearound?eWell, doeo
doesn'teworkéere.ol know,&giveanedoe'ssexumber.eHey,doe,avhoaeplaced you?dBecauseo
youewantdoggetdhednformation.eWell,¢hatewasezood becausealuringaarisis¢hingse
somehowactuallyseemeddoevork,dutewhatevedhavedoda odsstandardizedhatdorapure
governmentsodheredsaotanlyanexpectationduteyouknowewheredodggoand it'saote
personarentric.o

MR.ROSENZWEIG:oWithehat,d¢hough,d¢hereareadewdeft.oWedaveditdwelveo
o'clockeind wearedntodheegubliccommenteeriod.oAgain,d willeprioritize¢hoseawhoe
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haven'teaaskeddéndheeexteggoaround.el wantdodhankeyouall¢hreeefeyoudorae
exceedinglydnformativealiscussion.oAseyou’veegathered, avearouldéhaveeprobablyezoneo
ondoreanotherdhourardéwo,evhichewouldéhaveepleasedaisdutanotdhaveepleasedeyou.o
Thank youeveryemuch.dNeawilldbedollowingaip,d know,ewith&omeewrittenaquestionse
fromdheemembersdased uponehisaliscussion,eandd hopesyou'lldes- doais¢heaourtesyfo
gettingaisaaesponseaandsharingewithaiseyourewrittenaesponses.eThank you.o

MR.ROSENZWEIG:oWedaveaomedodhegointdndhegrogramewvhereones- thisdse
tirstiofé¢wosuchepoints.oTheaulesaaresimple, oy ouchavedosignaipewithd anedndhedack.o
Lane,awaveegyourchands.oWedhavediveepeoplesignedaipdordhiseind we'lldakedhreeo
minutes@feommentdromeanybody,eandd.anedasegotd¢hemanerder,aight?e

MR.RAFFRAY:eRight.®
MR.ROSENZWEIG:eSosend who'severdirstaip,eplease.o

THEFLOOR:eGoodemorning,dadieseandegentlemen.oThankeveryemuchdoréavinge
medhere.®

MR.ROSENZWEIG:eCouldeyoudntroducesyourself?o

MR.&CANNELL:oMyamamedsdill Scannell, andd meaconcernedaitizendhat'sdbeeno
heavilydnvolved inenotenly thedssuewfdbecuredlight, dutepriord¢odhatdhedC APPSdlo
issue.ol'd likedoanakeaewomment@ndecuredlight,anddoweve'vedhearddwoaquiteo
extraordinarydhingsd¢odayewe'vedhaddwoaquiteeextraordinaryaevelations,eandd didn'te
hearemanyequestionsdromeyouallaboutdt.e

One,eawve'vedhearddromeahedDHS& hiefePrivacydfficerdhateandnvestigationdhase
beendauncheddntodecuredlightdestingeandevhat'sdeenegoing@nevith.eThesecond thinge
thatewedheard,ewhich I found quitednteresting,ewasdromeéMr.€Dberman,ewho’sealkede
aboutegoing backeind paperingaipehednitialdPrivacyeActanoticesondecuredlight.eIne
essence,going intodheawaydackenachinedodixdhingsdhatdhey'vealreadydeeneithere
currentlyeworkingenerewilldbealoing induturedndermsefdesting.oThee SA simplyeo
cannotdedrustedewith data.oWe'veseendtdimeand timeagain.o

Going backdodhednitialstagesfdC APPSdI, ¢hequltefsecrecyawhereslowlydute
surely informationewasalrawneutefl SAeanddlomeland&ecurityaboutewhatexactlyewvase
happeningewith@urdnformation.eltd¢ook thedetdBluescandald¢odring adot@fdéteutende
still wealidn'tdind outaintiléoeAdmiralétones’eonfirmationdefored ongress¢odheegreato
extent¢hatdC APPSdIchadeviolatedepeople'seprivacyandalatadntegrity.o

Nowoawedheardhere'seyetaanotherdnvestigationggoingson.eNowewedhearewe reggoinge
backdntodheavaydack machineandehangingdhed’rivacyeActenoticeaand,dnessence,o
shifting gearseandshifting theegoal post,endeyetawealon'tdhaveany realdiveafficialo
informatione@ndhis.oAnd I would encouragedhisdBoard,eandd wouldeencourageeeveryone,o
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toggetsomeaeal dhonestaanswersaaboutevhat'segoingen, decause@therwise,dhose@faisdane
thegrivacyaommunity andgournalistsdhavedoaely@naumor,deakseand@therdhings.oTheo
truthewilleomeeut.oButd thinkehatdt'seeallyamboutdimedhatdhedecuredlightdolks,eande
allofais,meeddodearndhateweaneeddogustaelldhedruth, dodeginevithdhedruthewillsetaiso
free.elf¢dhey'vealonessomething wrong,dfdhey'vealonesomethingdllegal, det'shearaaboute
it andeonedfdhisdaunchingenerfdallsswvhenepeoplearedestifying.d'd likedoseesomeo
hardequestions¢odheeganel.elhank youeveryemuch.o

MR.ROSENZWEIG:eThank you.o

MR.dHARPER:el wanteddodusteskdillaqquickequestion.olfeyouaould,dirstfeall,o
pointeut,eyoudaileddoepitcheyourewebsite,ainsecuretlight.com,ewhich I haven'tdookedate
yet,dutdtdooksdikegyou'reanakingeyourepositionsewell-knowndehere.o

Listen,d askedaaquestionafdustindOberman,eyouknow,@boutevhetherchechade
adhereddo@a«ontractandheerivacyalocumentsd¢hatdheydssued.oDoeyoudhinkdheawase
truthfulewithene?o

MR.&CANNELL:oI'maneitherdGodenoreadraineddiealetector.eButsurveysaysdhate
whendMr.@Dberman'sdipsanove,aisually there'sadittleditefedypificationeggoing on.e

MR.ROSENZWEIG:oWhatevasdhatevord?e

MR.&CANNELL:oThatewoulddeaneconomicalewithdruth.eAll@faiseareenote
Harvardegraduates.o

MR.&ROSENZWEIG:eThanks.e

MR.&CANNELL:oGreatalaime¢odingland.eButeondhatenote,d thinkehatdt'se
importantd¢oaealizedhatd¢hed’rivacyeActdsn'tacontract,dt's¢hedaw.oThedillofRightse
isn'tgusteaerontract,dt's¢hedaw.e©And it'saincumbenteneany governmentfficialandenye
politicalappointeed¢o@nforced¢hesedhings.oThey'reanotqustdheredosay,@h,ovell,oyoue
know,eweaontinuedeand noweweaneeddoegodackeand paperdtaip.olt'sechangingdhingse
whendhey'vealreadydappened,eandd'd likedoseeanorednvolvementdromanll ofeyoudne
thatdight,eand I thankeyoudoreyourdime.o

MR.ROSENZWEIG:eThank you.oNext,eandegain,dfeyoudellaissvhoeyoueare.o

MS.ROSE:0Good afternoon. MyeaamedsdCaroldRose. I'meaheeExecutivedirectorafe
theeAmericandCivild ibertiesdJnionafdMassachusetts.d madawyerdydraining,eandeyou'reo
goingdodedearingdromenyaolleaguedBarrydteinhardtdromaheeACLUavhodsaeo
technicalexpert.ol amenot,dndact,adechnical expert,sod améreredothd¢ocommend youre
workdutalsodoaskdhateyoudkeepdnaninddhechumanelementofeprivacyandalatao
collectionaand theewarenderrorism,@and thedhrumaneelement,dothdndermsafdhegeopleo
collectingdhealata,dhedawenforcementepeopleeandd¢heepeopleawhoaredhedargetafdheseo
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investigations.decauseeno@mmount@fdechnologicaldixes,ano@mountefsystemse
architecturecandaked¢hecdhumanelement@utefevhateve redryingdoaonfronteightanow.o

HeredandVlassachusettsewe'reeparticularlyeoncernedd¢hateurdsovernordsdryingdoo
pushevhatde'serallingaadiusiondCenter,eandeweadon'terctuallydknowewhatedhedfusione
Centerds,decausedt'sgodare- there'sadotofdroadestatementsaboutdt,dutdt'sdbeendkepte
quiteeprivater,drankly,secret,@vendhoughdheedA CLUdhasdiledeegublicaecordseequest,o
adormaleequestd¢odind@utenoreaboutdt.o

WhatevealoknowdsdhatandhedNeweY orkeélimesdsovernord&komneyewasaquotedase
callingdorallstatesdosetarpdusionaentersewhereawe ' veawouldappointeEMSalrivers,o
private businesses,eyoudknow,@therepeopleewhoere,doreexample,epostaleworkersdoaeporte
and&keepaavatch onewhat'segoingen,end toaeportsuspiciousactivity.eltsoundsadote
liked¢heel IPSeprogram.d' méappydoslowaown,sorry.eltsoundsadotdoanedikedhed IPSe
program,e&ombinedewithdheel otaldnformationeAwarenesse’rogram.eAnd thosed¢woeo
programs,atdeastewithel IPS,evhen€Congressalecidedd¢oalefund themeasaaesultofepublico
oppositionghatewasaeallymndmportanteand courageousact.oThegproblemdsdhesedusione
centerséhavedheepotential@fdringingghemdackdodife.o

I don'teagreed¢hatewheneyouanakedhedhaystackdiggereyoumecessarilydind theo
needle.®newfdhingsdhatdappens,eotenly aregpeople’saivildibertieseviolated, dbuteweo
haveagproblemewitheffectivedawenforcement,eand I wantdoshareswitheyoudheresomeo
exampleséheredndMassachusetts¢hatdhavedappenedasaaesultdfdhesekindsofeitizeno
TIPS programs.e

Forexample,avedhavedhednstancedfdwogeopleavhoarednvestigated becauseo
theyewereeArab-looking mendnadkyderdruckendhedighway.dVedhaveanexampleofao
professorautatdVellesleyovhoeublished@anarticleandojourndMagazine, eaneacademico
feministepublication,dalkingeaboutd¢hedVNeatherdJnderground,énistorically.eSheewase
visiteddydhedBl.o

Wedhavedheexamplefd¢hedBostond ollegestudentawhodsasikhewhodsevearinge
his¢urbanewvalkingewithdwoatheregeople.oeThedwowtherepeopleaswhoeweredakingo
photographsaaroundeampus.oHe,dhowever,ewasaletaineddorenore¢hansevendhourseande
questioned.oWhy wereeyouevithepeopledakingephotographsevhileewearingeadurban?e

Wedhavedhedirdewatchers,eanelderlyeouple,dirdevatching@utataalam.oTheyo
werestoppedand questioneddecausedheydhaddinoculars.oWedavedhestudentsate
Lexingtondlighé&choolewhoewereearticipatingdneadNationaleAntiward’rotest,dutewhene
thedusticedDepartmenteontacted¢hedocalepolice,dheyeweredold toggoecheckeutdhoseo
potential¢hreatsatdhed exingtonddighéchool.o

Now,aotenlydsdhiseandncredibleswasteafe@urdocal and lawenforcemento
resources,doreexample,dandBoston,ewedhavedhadaeeductionwf@36¢olicedfficers,dhappense
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tooincideavithdheaisingéhomicidearatedndhiseity.eSoewedhaveaaliversionefaesourceso
awaydromaeealeffectivedawenforcement.oTowardsdhesekind@fevasteddawe
enforcement,dhowenuchdimedsspentdnvestigatingghesekindsofdipsdhatealearly,eone
theirdace,areaidiculous,endeyeteyoudhavedodnvestigatedhemenvheneyouchavesyouredEMSe
driverseandepostal workerseaandeyoureitizenssettingaipeneighborhoodewatch groupsaande
reportingghem,decausegyouaan'tdet¢hemegoaininvestigated.oltaloesn'temakeaisaanyo
safer.eltaloesahillepeople'serightsefassociationaand speech.el thinketealsoainderminese
communityepolicing.e

IndghedocaleA CLUawedhaveananumber@faeportsdromémmigranteommunitieseswhoo
areabsolutelyderrifieddoaomedorward.elfdyalentefkinship,danguage,aeligiouse
affiliation@r community,¢heyanightdavednformation,d¢hey'resoaoncernedeaboutaeomingo
forwardd¢odhedawenforcementdordearefegettingepickedaipdpyd CE,¢hatd¢hey wouldn'te
possibly darealrawattentiondod¢hemselves,@vendfd¢heydhaddnformationghatenighto
actuallyemakeaissafer.o

Wedearndghateommunityepolicingdsd¢heovaydoego@ndhesvaronalrugs.eThereareo
notdechnicalsurveillancedixesdndhesvar@nderrorism.el hereaaredhumandeingsendothe
sides¢hatseeddodedkeptanenindewheneyoualiscussdhis.oA systemsarchitectureo
approachewithoutdakingentoaccountd¢hedhumanapproachewillsimplydailasdoth adawe
enforcementenatteraand also@sawivildibertiesamatter.eThank youeveryenuch.o

MR.ROSENZWEIG:eThank youeveryemuch.éYes,sir.o

MR.&ZHANG:eI'mdenjaminéZhang,eand thankeyoudMr.€Chairman,dVs.&Viceo
Chairman,@ndall¢hecommitteeeandspeakers.ol' méronoreddodedere.ol wasgusto
wondering,eve'reainderdhreatefderrorists,dutalso,ewedhavedoaealizedhateweareaindere
theattackefdhedinaudible).dDuring thiseneetingd wasewondering,dhowdheegovernmento
agenciesdsegoingdoerotectureersonaldnformationeand personalelataswhendheyareo
using it.0And,dnetherewords,@rewhich governmentagencydsaesponsibledord¢heanisuseo
oramproperaisedfouralata,aandewhoewilldhaveagivedheauthoritydoaisedhatalata?e
Thank you.o

MR.ROSENZWEIG:eThank youeveryemuch.o

A briefanswerdsatdeastepartafdhatgobdsdhed’rivacydfficer'sqobaverdheredndheo
corner.oAndeweaountonderand herexistencednatdeastagpartialeesponsedodVir.o
Scannell'sqquestion,decaused maquitesuredhatdheemembersefdhedCommitteeewilldbease
interestedasdhedsdndheaesultsafderqust-announceddnvestigation,aandd maquitesureo
thateweewill askdherdoegiveaisanaletailedeeportondhatasdimesgoesalong.olf¢hereareanoo
-- I'meorry.el thoughteweewereadone.o

MR.e AYLOR:oI'mdohnel'aylor,eandd' mewithd¢heddomeland Securitydndustriese
Association.d wantdogustdntroduceanyaolleague,elinadkoberson,eandewveaepresento
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aboutet00eompaniesdhatarednvolveddneprovidingsolutionseand¢echnologieseande
consultingénddomeland Security.eAnd one®fdhedirstd¢hingsewealidewasrganizeao
privacye- letaneagetdheasnameexactlyaight,dndividualRightseandd’rivacydssuese
Committee,eand whatewearealoing isdeginningdodookatdteaseandndustryeanddoo
develop@urstandardseand recommendations,eand we'lldbegproducingsomeaeportseande
thingsdhatewe'lleprovidedoeyou.oButaseyou -- weattendeddhedastsessioneandewe'lle
attenddheduturesessions.ol justawantedd¢odntroduceanyself, éntroduce@urerganizatione
andoffer@urselvesasaaesourced¢osyoudromehedndustrystandpoint.olfeyouchaveo
questions,dfeyouchaveaecommendations,alld¢hesedhings.oWe'veegotdodegindalking.o
We'vealreadydhad@neaneetingevitha¢heeA CLUdndNashington,eand we'reaalsoegoing todeo
reaching@utdod¢hateommunity,soanaybeaweaandhavesomedfdhesealiscussionsaande
maybeaomedogetheraanddringdheaecommendations.o

Soasgyouseearsdurkingaaroundeyouraneetingsalon'tdeafraidd¢ocomearpandeo
introduceeyourselfeandéknowdhateve rechereamsaaesourcealso.o

MS.&OTTO:eTodhe@xtentd¢hateyoueangrovideaanydnformationdoaissnowasdoo
theanissionafd¢hateommitteed¢hateyouanentioned, amsovellasaanyovrittendnformation, ese
wellasanyalrafts,dfdhey 'reavailabledoreus,@fany principles,alocumentsehateyou'reo
workingen,eweawouldegreatlyappreciatedt,decauseawe'reaworkingdowardsimilareends,o
andd thinkeweaandenefitéromeyourknowledge.oThankeyou.e

MR.eI'AYLOR:oWedalodhaveaanissionstatement,aandd willee-maildtdodPauleande
hopefullyéheaanalistributedt.o

MR.ROSENZWEIG:oWe'llanakesuredtagetsandheaecord.o

MR.&?ALMER:el justewvasegoingdoaskdhesameaquestion.eSurelyeyouchaveaewebo
site.o

MR.&I'AYLOR:olt'séhsia.org,d believe.o

MR.ROSENZWEIG:eLancedasaaqquestiondoreyou.eY oueguys,oveaan tkeepe
havingdooenanyaquestions.eThisdsepublicecomment,aoteublicdnquiry.e

MR.d..dHOFFMAN:el mandheoveb siteaightenow.el justevantdodind outdfehise
privacyegroupeyouanentioneddsadalifferentdromen, aquoteaunquote,daskdorce, decausedo
don'tdhaveaeprivacydaskdore- isatdhedestandusinessandepracticesrasdtesomethinge
else?o

MR.e AYLOR:oNo.oThedaskdorcedsamew .olfdact,¢hey'reaevisingdhatevholeo
websiteaightenow,ewhich youknowdsalwayseaeroject.o

MR.KROSENZWEIG:eThank you.oAnythingelse?o
MR.eAYLOR:oNo.o
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MR.ROSENZWEIG:els¢hereeanybodyelseedndhe?oReed.o

MR.&REEMAN:oThanks,&aul.el wonderdfeweemightegetaagpreliminaryaeporto
fromeurd hiefdrivacydfficer,dHS, @newhat'segoing onewith&ecuredilighteand whatareo
thednitialeesponsesdoadt?e

MR.ROSENZWEIG:oMr.&cannell,d hopesgyouappreciatedheaesponsivenessfdheo
Committee.o

MR.&6CANNELL:el loveeand respectdtewhenepeoplealodheirgobeandeervedheire
countryewell.o

MS.&0’'CONNORKELLY:eThank youdordheaquestion,dMr.dfreeman.oltdhasdeeno
thegracticefdhed’rivacyfficeanotdoeommentendhespecificsofongoinge
investigationsaintil¢heyareaompleted.oHowever,d willeommentendhedactedhatdtdhase
comedodheffice'sattentiondhereareaconcernseaised,doth withindhedDepartmenteande
externally.o

Theaaturewfdhed’rivacydffice'sscopeafevorkalwaysdnvolvesdheaiseafalata,o
theqquestionsfalatagources,¢heaquestionsefalatasharing,eand theqquestionsofalatae
retention,@nd soaweewilldbedooking ateallefd¢hosedssuesfdhowdhed’rivacyeActanoticeso
and®rivacydmpacteAssessmentseweredalelivereddodhegpublicandeompliedeovitheoneane
ongoing basisaluringdhedestephasewfdecuredlight.o

Asd said,dt'secomedomurattentioneveryaecently,eand wedhavednformed theseniore
leadership@fd¢hedepartmentdhateweawilldbedookingdntodhiseandeweewilleeportdackdoo
thecommitteewurdindings.e

MR.&HARPER:el wantedd¢oeamaybedollowaipewitheyou@naaquestiondhatoneofo
oureubliceparticipantsenade,eandéhe’'sanegood companydecaused_ongressmane
Thompsonexpressedéhiseconcernaboutddentitydraudeandalatagrotectiondoaisaneure
firstaneeting, eandeagaindoanedasteweekevhend testifieddeforedne@fdhesubcommitteeso
indgheddouseddomeland&ecuritydommittee.o

Haveeveseenanydncidentsand)HSdikeove vesseenowvithaorarietyefeprivate-sectore
actorseand universitiesandermsfalataspillage?dfeyoucandalkeboutdhemend whate
wouldeyoualodndhe@ventsomething likedhishappened?e

MS.&0’CONNORKELLY:0Jim,¢hankeyoudordhatajuestion.eIndeedewvedhaveseenao
number@fdreachesdndheegrivatesectoraand thateaisesaaquestiondord¢hedepartmentdnae
number@faenanners.oFirst,dnd¢heaisefarommercialalatadpydhedDepartmenteand oure
concernaboutsecurityofd¢hatalataendoth sideswfd¢hedence, dothdndheerivatesectore
andandhegublicsector.o

Indeeddtdhasecomedoanyattentionaecentlydhatdhereamaydhavedeendssueso
involvingalatasecurity,anvolving@ne@renored)HSeprograms.d think it'sénterestinggoo
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note,@nd I thinkeveryenucheworthenoting,¢hatehealisclosurefd¢hosealatadreachesdndheo
privatesectordhaveevery muchdeenalrivendy«aliforniadaw,ewitheallegreato
congratulationsd¢o@urd alifornia representative@nedheeanel,eandd thinkdhatd¢heesnewe
trendd¢owardsalisclosuredhasalriven@emediation,eand I thinkéhaseengenderedeespectdore
thosewompaniesdhatdaveaemediatedequicklyeandeesponsively.el thinket'seworthenotinge
thatd¢heredsenosimilaraequirementendhegartdfdheggovernmentdoalisclosealatae
breaches.oHowever,suchdreacheserobablyevoulddikelydodedrivacyeActeviolationseande
thus,ewithindhegurviewafenyofficedodnvestigateeandalisclose.o

MR.ROSENZWEIG:oThank youereryemuch.éNithdhat,eveavillaadjournaintiléwoe
o'clock,dsdt?e

VOICE:eYes.o

MR.ROSENZWEIG:eTilldwoa'clock, whereaweewillaesumeewith&someepanelso
fromsomeseniordechnologists,aand thendromsomeafdhewtheranembersefdhegrivacyo
community.eThe€Committeeewillaeconvenedndiveeminutes@rdeneminuteséngheaoome
asidedoraaalosedeadministrativedunch.elhisés¢heafternoonsessionafterdunch.e02:00&PMe

Luncheoneecess.dl 2:23PMeo
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