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MR. ROSENZWEIG: Good morning. Thank you all very much for coming. My 
name is Paul Rosenzweig. Iʹm the Chairman of the Department of Homeland Securityʹs 
Data Privacy and Integrity Advisory Committee. Before we begin, a couple of very brief 
administrative notes. There are materials relating to this meeting outside by the sign‐in. 
You probably saw them as you came in, feel free to take them. There will be an 
opportunity for public comment and speaking limited to three minutes per speaker, one 
time only per day. 

At noon today, and again at four, as part of the agenda, if you want to speak, 
please sign up with Lane Raffray. Lane, are you in the room to raise your hand? Lane is 
one of our assistants. Heʹs outside, and he will take your name so that we can hear from 
everybody. 

Third, rest rooms are out the door to your right by the stairs coming up from the 
first floor. If you would, please, if you have a cell phone, put it on vibrate or on off, your 
choice. Thatʹs the administrative stuff. 

We are very pleased today to be having the second meeting of this Committee, and 
we are especially pleased to be hosted by the Harvard Law School at this very wonderful 
facility. I wanted to thank and introduce our host for the day, Professor Charles Nesson 
of the Harvard Law School. Professor Nesson is the William Weld Professor of Law here 
at Harvard, and more significantly for todayʹs event, the co‐director of the Berkman 
Center for Internet & Society. Professor Nesson, thank you very much for having us. 
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MR. NESSON: If I may, so that I can face all of you. Good morning. Itʹs a pleasure 
to welcome you to Harvard Law School. I do so on behalf of the Dean, on behalf of my 
colleagues, particularly the colleagues in the Berkman Center. I wish you a great day. 

Chairman Rosenzweig, ladies and gentlemen, our world is changing, no surprise in 
this. Yet the pace of change comes to many as a surprise. Technology is changing the 
world faster than it has ever changed before. A speaker at the Berkman Center yesterday, 
J.D. Lasika, said, ʺWeʹre living in extraordinary times. Media will change more in the next 
five years than it has in the last fifty.ʺ 

He spoke about our media, an entity formed non‐profit just a few weeks ago, now 
with 22,000 members, contributing their work and energy to the creation of a shared 
media space. Grassroots expression of cooperative spirit, growth like lightening. Success 
in our cyber future will come to those with the most astute, conceptual, technological 
strategy. 

I believe this is true for individuals, for businesses, for universities, for nations. 
This is a challenge for anyone in the leadership position. Clearly the challenge for you as 
you face the task of recommending measures for the security of our Homeland. 

Think cyber strategy for Homeland Security. Cyberspace, our future environment, 
is a network space, a network of nodes, each able to connect with any other, to send 
messages to receive. 

From the viewpoint of the user sitting at the screen, pointing and clicking through 
the space, there is no geographic boundary. Boundaries are, instead, passwords, boxes 
you have to fill and check, boundaries, language. In cyberspace, brand is everything, for 
business as well as nation, identity is capital. 

The cyber power to connect with you and listen to your message is in the userʹs 
hands. Who are users? All of us, not just republicans or democrats or Americans. All the 
world is a stage on which identity plays. 

Consider privacy from the viewpoint of the user. Are you huddled in a room 
behind locked doors, moving on the screen only to places that are predetermined to be 
safe? Do you exist in a closed world? This is one view of privacy. Privacy is prison. 
Prison has security. 

Another is, you live in a culture of trust, a neighborhood where your doors are 
open, your children free to run. You sit at your screen and go wherever you want to go. 

Consider the Necker Cube. I donʹt know if this is an object familiar to you. Itʹs a 
cube that is an ambiguous object. If you look at it, it appears to change its orientation in 
space. Iʹll be happy to reproduce and circulate. It provides a metaphor for disputes, 
because it has the quality that you can see it one way, then you can see it another, but you 
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canʹt see it both ways at the same time. You just canʹt. And like many disputes of the 
deepest quality, it has that odd quality of disconnection. 

Take it as a metaphor for the deepest dispute that your client faces. Your client 
sees himself in his dispute one way. Your clientʹs enemy sees herself and her dispute 
another. Can it be seen both ways at the same time? That is a challenge. 

The logic of the equation so painfully taught to us by Osama Bin Laden, dictates 
that our security is not merely a function of the defenses we put up. Our security is 
equally, if not more a function of the hostility to us beyond our borders. 

If hostility continues to rise, our quest for security will be defeated. Privacy will 
become a form of that room with the locked door. Security recast as privacy and privacy is 
prison. If that hostility diminishes, then our security and our privacy will grow. What 
would be a cyber strategy to diminish the hostility to the United States of America in the 
world beyond? 

Itʹs a professorʹs task to state the question for a class, and so I state this question to 
you. Thank you very much. Welcome to Harvard Law School. 

MR. ROSENZWEIG: Thank you very, very much, Professor Nesson. In connection 
with that, let me ask and invite you, if I may, we have a web site, privacycommittee ‐‐

MS. OʹCONNOR KELLY: dhs.gov/privacy. 

MR. ROSENZWEIG: dhs.gov/privacy. And it is our purpose and intention to put 
up as much of what transpires before us on the web site, so if you would send us a PDF of 
that, we would be very pleased to put that together for you. Weʹre going to move along. 

The next twenty minutes are for us to discuss a little bit for the public what we are 
going to be doing. And as part of that, weʹre going to define our subcommittees, discuss 
them with you and introduce the subcommittee chairs, and then at the last bit of this, 
weʹre also going to hear from the Chief Privacy Officer relating to some of the issues that 
have come before us. 

For my part, I want to say, broadly, that we have taken on a very ill‐defined task, 
and we have spent the last three months trying to figure out precisely how it is that this 
Advisory Committee can add value to the Departmentʹs investigations of the privacy and 
security‐related issues. 

To that end, weʹve split ourselves up into four separate subcommittees that will be 
the main engines of initial inquiry before consideration by the full committee in these 
public sessions. 

We see our goal, our initial short‐term goal, I think, as helping ourselves and also, 
at the same time, the public, get a better sense of what some of the issues are, 

3 of 62 



DHS Data Privacy And Integrity Advisory Committee: June 15, 2005 Official Transcript 

inventorying, for example, the programs that exist in DHS, coming to understand exactly 
where the open legal questions are. 

With that as the groundwork, the Committeeʹs general intention is to move 
forward in examination of specific programs and projects, marrying our understanding, 
broadly, of the scope of the privacy and security issues within the Department, up to the 
specific things that we find out about a particular program and its implementation. 

If I could express our goal in one sentence, it would be to provide realistic, effective 
recommendations to the Department, advice, as an advisory committee, on how to 
improve the processes that theyʹre engaged in, in ways that will advance both security 
and liberty at the same time. 

The four specific subcommittees that we have set up are a subcommittee on 
screening that will examine the Departmentʹs screening programs, broadly read. A 
subcommittee on data sharing and usage, which will examine the ways in which the 
Departmentʹs databases are collected, shared and disseminated. 

A subcommittee that weʹve entitled “The Emerging Applications,” which is our 
effort to bring in some of our advice to bear ahead of the technology development curve a 
little bit, and ensure that privacy concerns are considered at the outset of technology 
development. 

(Phone ringing.) 

MR. ROSENZWEIG: Would whoever that is please turn it off? Thank you. 

And then the fourth committee, a fourth subcommittee that weʹve set up is a 
committee that weʹve entitled Framework and Principles, because weʹve also, while 
aspiring to realistic concrete recommendations, recognize that there is a time now for this 
committee to step back and try and provide an analytic framework for assessing and 
measuring some of these questions in a way that hasnʹt been provided before. So thatʹs a 
very broad expression of our goals. 

Our subcommittees had a chance to meet yesterday and begin formulating some of 
the more specifics of their strategies. And what Iʹd like to do now is ask the Vice‐
Chairperson, Ms. Sotto, to introduce to you the subcommittee chairmen, and ask each of 
the subcommittee chairmen and women, chair people, to give us a brief overview of their 
plans for their subcommittee in the next couple of days and weeks ahead. 

MS. SOTTO: Thank you, Paul. The Framework Subcommittee will be co‐chaired 
by Joanne McNabb and Jim Harper. 

Joanne is the Chief of the Office of Privacy Protection in the California Department 
of Consumer Affairs, and Jim Harper is the Director of Information Policies Study at the 
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Cato Institute, and also is the editor of privicilla.org, which is a web‐based think tank 
thatʹs devoted to researching privacy as a public policy issue. 

The Screening Subcommittee will be chaired by Howard Beales. Howard is the 
Associate Professor of Strategic Management and Public Policy at George Washington 
University, and he recently served as the Director of Consumer Protection at the Federal 
Trade Commission. 

The Data Sharing and Use Subcommittee will be chaired by David Hoffman. 
David is Group Counsel and Director of Privacy at the Intel Corporation. 

The Emerging Applications of Technologies Subcommittee will be chaired by 
Charles Palmer. Charles manages the Security Networking and Privacy Departments 
Network at IBM Corporation Thomas J. Watson Research Center. 

Each of the subcommittees has a DHS liaison, and Iʹll go ahead and tell you who 
those liaisons are. For the Framework Subcommittee, the DHS liaisons are Ken 
Mortensen, one of them, Ken Mortensen, heʹs Senior Privacy Advisor at DHS. 

The Screening Subcommittee, the DHS liaisons are Liz Withnell, who is Chief 
Counsel, and Robyn Kaplan, who is an analyst with DHS. 

The Data Sharing and Use Subcommittee, has Toby Levin as its senior advisor, who 
is a senior advisor to DHS. And Emerging Applications has Peter Sand as the liaison, and 
Peter is the Director of Privacy Technology at DHS. 

MR. ROSENZWEIG: If we could briefly, Jim, you want to do three minutes on the 
Framework Subcommittee? 

MR. HARPER: Sure. As the title of the Committee suggests, weʹre working on a 
framework for analysis that weʹll recommend to the full committee to use, essentially an 
outline, quite simply, and weʹve discussed so far some different methodologies that might 
illustrate how different programs, technologies and applications affect privacy and the 
end effect of their intended Homeland Security functions. 

Joanne particularly is taking the lead on putting together the principles, the privacy 
values that are embedded in our full Committeeʹs Charter, and in the ‐‐ in our societal 
understanding of privacy and privacy values. So going forward weʹre going to be 
working on that outline and working on fully fleshing out the principles, the values that 
weʹre all seeking to endorse and inform through this Committeeʹs work. 

MR. ROSENZWEIG: Thank you very much. Howard Beales. 

MR. BEALES: Thank you. I think the controversy over Secure Flight and the 
degree of publicity that it has attracted and the concerns itʹs raised really illustrates the 
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importance of screening as an issue for DHS and of the work of the Screening 
Subcommittee. 

We thought of screening broadly, as any methodology that uses information to try 
to identify a subset of entities, whether itʹs people or cargo containers, for some, either 
action or decision, or for some further inquiry. Our primary concern is screening 
methodologies that use information or generate information that has an impact on 
individuals, as opposed to the cargo containers. 

We think one of the first tasks we need to accomplish is to get a better 
understanding of the range of screening programs that are in use, and the kinds of 
approaches that theyʹre actually using, so we think one of our first priorities will be to try 
to develop an inventory of those programs in the Department. 

Iʹm particularly interested in todayʹs session because weʹre going to hear from a 
number of people that are involved in some of these screening programs, and I think that 
will be extremely helpful, and we will, of course, revisit our approach in light of what we 
learn today. 

But there are three questions that I think would be particularly useful for the 
panelists to address in the course of their presentation. If they donʹt, Iʹll ask them anyway. 
One is the sources of information, and in particular the screening program or the 
screening programs that they are involved in, where does the information come from? 

Second, is where does the information go? What uses made of the outcome of that 
screening process, who has access to it, but where does it go? 

And third, weʹre interested in the criteria and in the process of developing the 
criteria for how decisions are made. Is it based on an empirical analysis? Is it based on 
somebodyʹs judgment? But what kinds of approaches and to developing the criteria for 
decisions in the screening program are made? 

I think this is an important area and a very interesting one, and we look forward to 
working with the Department and the rest of the Committee as we move forward. 

MR. ROSENZWEIG: Thank you very much, Howard. David, Data Sharing and 
Usage, please. 

MR. D. HOFFMAN: First, Iʹd like to thank, specifically, the Chairman and Vice 
Chair and certain members of the staff, Nuala OʹConnor Kelly, Rebecca Richards and 
Toby Levin for already the tireless work that people are putting in to set up the structure 
to enable us to be able to focus on what we need to do. The folks on the subcommittee are 
extremely excited about the opportunity to be able to dig into this particular topic and the 
support weʹre getting to do so is greatly appreciated. 
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As Professor Nesson mentioned, weʹre entering into a world that is really a 
network of connections, and the subcommittee, as we have discussed it to this point, 
believes that our first focus should be on those connections, and the actual transaction of 
the information and the data during those connections, so that the transfer of the data, 
particularly, we will be digging into the transfer of private‐sector data, and weʹre 
particularly interested in how ‐‐when the transaction happens and the information is 
transferred, what rules apply to the data and how those rules are retained and how they 
modify behavior. 

So the one thing the subcommittee has explicitly asked me to express to the public, 
is weʹre very interested in public comment, on our work program and any issues that 
someone might have, and we would greatly appreciate submitting them through the 
mechanism that is on the web site to do so, to help us in or task. Thanks. 

MR. ROSENZWEIG: For those who donʹt know, we have an e‐mail address. Itʹs 
privacycommittee@dhs.gov, and that would be one good way of getting thoughts about 
data sharing and usage issues to Davidʹs subcommittee. 

MR. ROSENZWEIG: Charles. 

MR. PALMER: Good morning. The Emerging Applications and Technology 
Subcommittee is charged with trying to make some sense out of a lot of technology thatʹs 
being flung at us from all directions, “us” being people trying to survive in this new 
world. 

We expect not to be evaluating products. Thereʹs lots of folks in DHS who do that 
sort of thing. Weʹre being asked to look at it from a data integrity privacy point of view. 
And so rather than trying to dig into an individual product, our plan is to look at areas, 
collections or groups of technologies, and try to examine the data privacy integrity issues 
for each of them. 

Now, if thereʹs one thing that weʹve got a lot of in this space, it is technology and 
emerging technologies. And since we are a committee of myself, Lance Hoffman, Joel 
Leo, Reed Freeman, Jim Harper, and our colleagues on the staff, weʹre not going to be able 
to evaluate all of them, as much as we might want to. 

So the first thing we want to do is to talk to our colleagues in the Committee, the 
public and throughout different parts of DHS to find out what have they been thinking 
about as far as technology, what do they, who have been thinking about it a little longer 
than we have, see as coming towards them in great speed as far as technological needs 
and/or capabilities. Once we have the list, then we have to put it in an order. 

And weʹve got an idea of how we might prioritize these, in a reasonable way, to try 
to follow the demand as well as the urgency for them. And once we have a priority, weʹll 
start taking a look at it. Divide and conquer might be the best way, but we will have to 
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start looking at these things in depth, not so much to see if theyʹre effective, this is just 
really cute technology, a million bit keys for cryptos or something, okay. Well, we may 
have comments about the technology, but our goal is not to evaluate the technology, more 
to look at the privacy and integrity aspects of it and provide the results back to the 
Committee. 

One of our goals for the next meeting is to have a very good start on this catalogue, 
if you will, of technologies and how weʹre going to look at them, and perhaps even the 
order in which weʹll be looking at them. Thatʹs it. 

Our main goal, though, is to end up with the technology assessments from a 
privacy and integrity point of view that fit the framework that is mentioned by Jim, so 
that our studies are evenhanded, comparable and usable. 

MR. ROSENZWEIG: Thank you, Charles. Thank you to all of the subcommittee 
chairs and co‐chairs, both for their reports and, if I can say so, for agreeing to serve and to 
take the time and energy that is going to be required. I think all of the committee 
members will have much work to do. The subcommittee chairs have agreed to step up 
and take a little bit more of the load, and I thank you for that very much. 

As you can see, our agenda is actually fairly ambitious. We expect to spend some 
time examining the range of DHS programs from screening through data sharing to the 
new technologies that are just over the horizon, all within a broad framework of 
principles that hopefully will be as comprehensive and as intelligible as we can make it. 
So thatʹs a pretty ambitious agenda. Check back in three months and weʹll tell you how 
weʹre doing. 

Before we get to Mr. Cohen, the Privacy Officer, Ms. Kelly, has asked for five 
minutes on the agenda to address us. So Nuala, why donʹt you sit up there. 

MS. OʹCONNOR KELLY: Mr. Chairman, Madam Vice Chair and the Committee, 
thank you for hearing a brief update on the status of the Privacy Office today. Iʹm pleased 
to report that we have nearly completed our staff hiring for the year, and as you know, 
Iʹve said, many times, the thing I am the most proud of in my tenure at the Department is 
the staff we have put together, which represent the finest privacy minds working in the 
Federal Government today. 

At headquarters, we are twelve FTEs and almost as many contractors, for a total of 
nearly thirty people. We are supported by over 400 people across the Department 
working on Privacy Act, Privacy Policy and Freedom of Information Act issues. 

Many of you may be aware, and I understand that the Board is considering 
responding to the legislative activity that has been focused on our office and on other 
privacy offices across the federal service. I think weʹve been grateful for and heartened by 
the support we have seen from Members of Congress, on both sides of the aisle, to 
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strengthen and clarify the role of the Privacy Officer, not only at the Department of 
Homeland Security but at other agencies as well. 

I wanted to update you on the status of a number of pending reports both to 
Congress and to the public. We have been asked by the American Civil Liberties Union to 
report on the Matrix Program and the privacy protections or issues associated with that 
program, and we are nearing completion of that report. Weʹve been asked by Congress to 
report on the privacy and civil liberties issues associated with the use of No‐Fly list in the 
Federal Government, and we have been asked by Members of Congress to report on the 
use of commercial data by the members of the federal service and the Homeland Security 
efforts. All of those reports are nearing completion, and Iʹm certain weʹll have those in 
final form before your next meeting. 

We are also working very diligently to schedule a joint review of the Customs and 
Border Protection Agreement with the European Union on the use of passenger name 
record data, and we will be issuing a public report about our findings of that program. 

There has been some press recently on some new issues which have been 
developed at the Department and have been brought to the attention of my office, and 
they concern the use of commercial data both in the Secure Flight Program and other 
programs as well, and about data security issues in a number of programs. 

I want to assure the Committee, and also the public, that the Privacy Office moved 
with great speed, when made aware of these issues, to begin a review of those problems 
and issues and to bring those issues to the attention of the senior leadership of the 
Department. Weʹve been very heartened by the responsiveness of the senior leadership of 
the Department and their great concerns about these issues as well. 

I think the public is entitled to know these concerns, and to know our findings, and 
any recommendations and changes we make to these programs and any action we might 
take about personnel involved in those programs. And Iʹll be pleased to report back, both 
in writing and in person, at your next meeting. 

We are supported at our office, as you know, with a mission of the Department of 
Homeland Security. We believe that the Department is making the country safer, but it 
must do so with all privacy protections and laws in mind. We are proud of the work that 
our office has done, and we are grateful for the support of this Committee in 
strengthening our role and reporting concerns to the public when they arrive. But also, in 
correcting and resolving those programs so that the Department can move forward. 
Thank you. 

MR. ROSENZWEIG: Thank you very much. We appreciate the report. Iʹm quite 
sure that as we go forward, we will be very interested in hearing back from you the 
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results of your various investigations, especially insofar as they impact the various 
advisory work that weʹre doing within the Committee, so thank you. 

With that, Mr. Cohen. 

MS. SOTTO: Thank you very much for joining us, Mr. Cohen, this morning. Let 
me introduce you and then a few minutes for your remarks. 

John Cohen is currently the Senior Homeland Security Policy Advisor in the 
Executive Office of Public Safety in the Office of the Massachusetts State Governor. Mr. 
Cohen co founded APS Com, which is a global, strategic marketing and consulting firm, 
and previously served as a senior executive of the AT&T Corporation. 

Mr. Cohen also served as policy advisor to the Director of the White House Office 
of National Drug Control Policy and wrote portions of President Clintonʹs 1995 Drug 
Control Strategy. Thank you for joining us. 

MR. ROSENZWEIG: Thank you very much. You got about ten minutes, maybe 
give us seven, and if we have a couple questions that would be great. 

MR. COHEN: Sure. That would be great. Thank you very much for inviting me 
here today on behalf of Governor Romney and Secretary Ed Flynn. Welcome to 
Massachusetts, and congratulations for taking on this very important issue. 

Part of my job with the Commonwealth involves me providing staff support to the 
Governor as he fulfills his role on the Homeland Security Advisory Council, which, as 
many of you know, is an Advisory Council to the Secretary of Homeland Security in 
which he receives input and advice from state, local and private‐sector officials on 
important issues. 

And in that vein, one of the issues that the Governor has been organizing and 
coordinating on behalf of the HSAC, has been a working group on intelligence and 
information sharing. And for about the last year, a group that consists mainly of state and 
local officials, some private‐sector representatives and interfacing with federal officials 
from a variety of different departments, have taken a look at and began examining the 
issues of what is the appropriate role, responsibility and requirements of state and local 
governments as it relates to the collection, analysis and dissemination and use of 
Homeland Security‐related intelligence. 

And sort of the genesis behind this project was a growing sense of frustration 
amongst governors and mayors and private sector representatives across the country, 
because while we all talked about the state and local role in preventing terrorist attacks in 
our communities, there really wasnʹt a clear definition of what that meant. What were 
state and locals supposed to do? 
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And there was a lot of discussion about how state and locals were consumers and 
collectors of Homeland Security‐related intelligence, but there really wasnʹt a lot of clear 
definition of what that meant. There was a lot of discomfort, before and during the 
working group, as it began its deliberations, with the idea that local police, local 
employees, state, government employees, even our citizens become spies, spying on their 
neighbors, going into peopleʹs homes, looking for terrorists who may be lurking behind 
every curtain. 

But at the same time, we understood that we couldnʹt be fiscally prudent, we 
couldnʹt be operationally effective in carrying our prevention responsibilities, protecting 
our communities, unless we had good, accurate, timely, validated intelligence about the 
folks who wanted to carry out attacks here, what they wanted to attack, and how they 
plan to carry out these attacks, and then taking that intelligence and identifying what are 
the types of things that we would see in our city and towns that would be indicative of an 
emerging threat or an emerging attack in its preoperational stages. So it was a very 
complex issue. 

So the working group was formed in June of 2004, issued what was supposed to be 
its final report in December to Secretary Ridge, and in that report, it, essentially, broke 
down the role of state, local authorities into four categories. 

One, it talked about how state and locals needed to be much more intelligence 
driven in how they did things. We needed to analyze risks faced by our communities, 
risks faced by our states, and there needed to be a comprehensive effort that involved 
local, state, private sectors and federal authorities in evaluating risks to specific 
communities and evaluating risks across the country. 

Secondly, the report focused on the role of state and locals as consumers of 
intelligence, and it was here that the state and local officials who participated in this 
process, really communicated some concerns to the Department of Homeland Security 
and its federal partners, in that there seemed to be a direction in which, letʹs pump 
classified information down to state and local authorities. Letʹs give everybody security 
clearances. Letʹs make them incur the expenses of being able to store and receive these 
types of communications. Letʹs bring them into the intelligence community more so. 

The working group felt very strongly that was the wrong direction to go with, that 
for the most part, state and local officials needed information that was unclassified, that 
was actionable, that was validated as to credibility. Donʹt tell us the sources and methods 
if that means that you have to classify it. Simply give us the information so we can share 
it with our fire chiefs, our police chiefs, our emergency managers and the public, if 
necessary, so that we can either try to prevent an attack from occurring or be prepared in 
the event that a situation occurs. 
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The next area that the working group focused on was the role of state and locals as 
collectors of intelligence, and I think that is an area that has caused, especially to those 
folks who have not been involved in the discussions, most concern. I think that creates an 
image, as I said earlier, state and locals really expanding their role as an R&D intelligence 
community and beginning to put together the dossiers of the consistent with how who the 
red quads used to operate back in the sixties and seventies, files on individuals, and begin 
creating a culture where police make it their priority to spy and not to carry out the law. 

The working group felt very strongly about two things. One, there was a wealth of 
information that state, local, tribal, government authorities collect each and every day in 
the source of their day‐to‐day business. As a police officer, you take crime reports, as a 
firefighter, you go in places where hazardous materials are stored, as a public health or as 
a health care, as a physician, you see people coming into the emergency room with 
suspicious burns that may be indicative of somebody mixing up a chemical compound as 
an explosive. You see things and you collect information, but we donʹt do a very good job 
determining when that information has a nexus to terrorism, and we donʹt do a very good 
job making sure that that information, which exist today in the course of our day‐to‐day 
business, is critical to our being able to provide emergency and non‐emergency services. 
We donʹt do a very good job of figuring out how do get that into the right analytical mix, 
whether at the state or federal level. 

So the working group, said, at the very least, the first thing we need to do is we 
need to create a process that allows us to determine when something which seems 
routine, may actually be connected to terrorism, and then figure out a process, make sure 
that once a nexus is made, that itʹs communicated and provided to the right authorities. 

There was a very strong feeling, and this came about as they were having 
discussions on the Intel Reform Act, which, as you know, was signed into law in 
December. There was a very strong sense it was absolutely the wrong direction, to create 
an environment where state and local authorities would be tasked by the Director of 
National Intelligence or the DCI prior to the law being passed, and it was absolutely the 
wrong direction and, in fact, it would impede the effective corroboration between federal, 
state and local authorities, if you were to have direct tasks provided by the intelligence 
community. The working group felt very strongly those tasks should come through the 
Department of Homeland Security or through other law enforcement channels and 
should to be structured again in the same manner in which collaboration occurs on 
routine issues, federal, law enforcement, health and human services, emergency 
management 

The final area that the working group looked at was an issue called the, youʹre all 
beginning to hear about, is information fusion. What we found is that pretty much every 
state across the country was in the process of putting in place something called a Fusion 
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Center. But the problem was that if you went to each state and asked them to define what 
a Fusion Center was going to do, you got a little bit of a different answer from each state. 
There were no national standards. There were no national guidelines, and millions of 
dollars were being invested into the creation of these Fusion Centers. But out again, a 
systemic process being put in place at the time, what these fusion centers would do, how 
they would integrate with local authorities, and how they would ensure that privacy and 
protections were put into place to prevent abuse of Civil Liberties and in other privacy 
protections. 

So the Secretary Ridge, at that time, asked the working group to stay in session and 
to take a look at the Fusion Center issue and to come out with guidance, essentially, 
baseline attributes that A Fusion Center should employ as they ARE implemented. And 
that report was completed in April. Itʹs been provided to Secretary Chertoff. Itʹs been 
briefed to a number of federal officials, and it provides baseline standards that this 
working group and now DHS is recommending that state and locals utilize as they 
develop these Fusion Centers. 

I think one thing that bears note is, it was a very ‐‐ the working group felt adamant 
about the fact that a key baseline attribute that Fusion Centers or people putting these 
Fusion Centers together had to take into account, is that they had to establish aggressive 
oversight mechanisms to insure that privacy protections and civil liberties protections 
were adhered to. 

One of the things that I heard across the country from folks that are involved in this 
process is this great deal of concern that weʹre not bringing the right people to the table to 
have discussions to provide this guidance. So one of the recommendations that we made 
in the report is part of planning process, insure that you reach out to your ACLU, to your 
other privacy groups, bring them and make them a part of the planning process and have 
them help you develop the right protections and protocols to insure that these protections 
are put in place. 

MR. ROSENZWEIG: Thank you very much. It was pretty good on the time. This is 
a brief presentation on same local. Weʹre certainly going to focus more at some of the 
other meetings. If thereʹs a question. John. 

MR. SABO: I donʹt know how to operate this. Thatʹs good. Just a question, you 
talked about information sharing systems for the sensitive unclassified systems that are 
being built for sharing among state and local and back to federal. How satisfied are you 
with the policies and/or implementations of privacy and security for protecting the data in 
those systems? In other words, have you seen such policies? Are you helping to develop 
them? Iʹm assuming some systems are now operational, and do we have privacy and 
security controls in place that are adequate from your perspective? 
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MR. COHEN: What we found in the working group is that, and it was a key 
assumption to your question, is that there was no baseline system that worked across the 
board and that everybody relied upon that facilitated the flow of information. In fact, we 
found just the opposite. We found as you went state to state, the paradigm that existed 
was a little bit different. Some folks relied on the Leo system, some folks relied on JRIES or 
HSIN, some folks relied on RISSNET, some folks used everything. So one of the 
recommendations we made at a federal level, they need to come together and determine 
whatʹs going to be that pipeline down from the federal level down to the state and local 
level. Not to say that the police wonʹt still deal with the JTFF, or the FBI and law 
enforcement issues, not to say that public health officials wonʹt continue to communicate 
with HHS. So one of the things we ask is that the federal government develop that 
pipeline. 

Now, there has been some progress made from a conceptual perspective in 
blending together something called RISSNET, law enforcement on line, and HSIN, but my 
sense is based on what we have seen, that they really havenʹt gotten down to the level of 
detail where theyʹre developing the privacy standards. Now, HSIN, the level of 
sophistication of the DHS, Department of Homeland Security System, that has continued 
to evolve, and I think that they may have made some great strides over the last six to eight 
months particularly, and focusing in on issues such as how do you protect the 
information thatʹs transient in that system. You know, I would just offer up that you can 
put in place all the safeguards from a technological perspective you want. The end of the 
day itʹs the person, and even when I was up front, you know, a patrol officer working in a 
police department in the 1980s, most of the information that was disclosed 
inappropriately are when sensitive information was abused. It was abused because a 
person gained access to it inappropriately and disclosed it and thatʹs a much tougher issue 
to deal with. 

MR. ROSENZWEIG: Time for one more. 

MS. LEMMEY: Not too long ago I was briefed by some state and local law 
enforcement folks and there was a very interesting issue that came up, one of the local law 
enforcement folksʹ were (inaudible,) and aggressive approach to trying to look at link 
analysis for their community to follow up on terrorism activity for which we bought 
them, but what was interesting was how they were using private sector data and how 
they would just, sort of become aware of what was available in the private sector and 
started using it. The folks I was meeting with, we found it sort of shocking that they 
didnʹt have any background on when they could or couldnʹt use it and how to deal with 
that. Did that come up a lot in your discussions about private‐sector data using and 
where did you guys met out on that? 
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MR. COHEN: Thereʹs several answers to your question. One answer to your 
question is that, yes, we absolutely we absolutely found that there was an inconsistent 
level of usage of available resources and there was also an inconsistent understanding of 
what types of information would be available, specifically to focus on terrorism related 
issues. You make a very good point. Terrorists donʹt just come into town, hide in a hotel 
room and carry out their attack. Theyʹre involved in a whole variety of activities, some of 
it traditional crime, some of it just suspicious that comes to somebodyʹs attention. They 
have interactions with privacy and public sector authorities. At the same time, thereʹs 
critical information thatʹs maintained by the private sector that is available in a helping to 
identify threat vulnerability and risks. But there exist today a number of issues, some of it 
knowledge about what exist, but some of it, there are very real protections that have been 
put in place for very important reasons, and so what the working group found is that 
once you have an understanding of the problem, once weʹve gotten the intelligence from 
the federal authorities that say look, this is the groups that want to carry out attacks, these 
are the types of attacks that they want to carry out, these are what they want to target and 
this is how theyʹre going to do that, you then have the ability to take a step back and say, 
okay, where is all the information that I would need to be able to identify an emerging 
attack. Once you do that, you find that there is a lot of information out there, but there are 
some very, very real obstacles to gaining access to it. And to some of it at least, and thatʹs 
where we are. Weʹre at the point where we need to start having the discussion of whatʹs 
the right process for gaining information, say thatʹs health care related. The example I like 
to use is someone walks into an emergency room with burns on the arm and it was caused 
by a chemical and itʹs possibly ‐‐ was possibly the result of a chemical that was being used 
to develop an improvised explosive device, are there restrictions against that emergency 
room physician to pick up the phone and calling the authority because heʹs suspicious? I 
mean does that fall within the HIPAA protections or the medical privacy protections or 
not? Does that physician even know? I mean weʹve done a good job with regard to 
suspicion of child abuse and other types of domestic issues, but does that physician know 
that thatʹs something they may want to do and who to call? If they call the wrong person, 
is there a system in place to make sure that that information gets to the right place? 

So thereʹs a lot of education about the types information system that’s out there, 
but I think a bigger issue is, you know, the private sector for example is hesitant to talk to 
us about vulnerabilities because thereʹs proprietary reasons why they donʹt want to 
disclose information, thereʹs business sensitive reasons why they donʹt want to disclose 
information about vulnerabilities, thereʹs not a lot of confidence that that information is 
going to remain protected. These are all issues that if weʹre going to be effective in 
preventing future attacks or effective in planning and being prepared to respond to the 
next series of attacks that may occur, weʹve got to break down of some these bearers, but 
itʹs not going to be an easy issue. 
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MS. LEMMEY: Can I ask a follow‐up question? 

MR. ROSENZWEIG: No. Weʹre really running a little late so maybe if you guys 
could ‐‐

MS. LEMMEY: Iʹm just curious if you guys put a recommendation for 
harmonization of Privacy Act, private‐sector data bases across state and local or did you 
not get that far? 

MR. COHEN: We did not get that far, but thereʹs been another group thatʹs been 
established to focus specifically on access of the public sector entities then private sector 
entities. 

MR. ROSENZWEIG: Thank you very much. We appreciate you coming. And we 
look forward to hearing a lot more about state and local interactions down the road. We 
have another panel coming up now. No break, so come on up. While youʹre coming weʹll 

MS. SOTTO: Thank you very much for joining us. We appreciate your presence 
here today. Iʹm going to introduce the panel and then weʹll go in turn but better to get 
you all introduced early on. 

Let me start with Robert Jacksta, the Executive Officer of Borders Security and 
Facilitation. Mr. Jacksta has been involved with customs and CBP for over 29 years, was 
the former director of Dulles Airport. Thank you for joining us. 

Patricia Cogswell. Ms. Cogswell is the Chief Strategist to the US‐VISIT Program. 
She previously served as a Director of Immigration Services Modernization and also 
worked at the Justice Management Divisions Wireless Office on issues related to the 
Global Justice Information Network. 

MS. SOTTO: Justin Oberman. Mr. Oberman is the Assistant Administrator of the 
Secure Flight/Registered Traveler Program at the Transportation and Security 
Administration. Mr. Oberman served previously as the Assistant Administrator of the 
Office of Transportation Vetting and Credentialing at the TSA, and also served as the 
Director of the Office of National Risk Assessment where he was responsible for the 
development, test and implementation of the Secure Flight Program. 

Mr. Oberman also served as the head of the Credentialing Program Office and 
played an important role in numerous issues at the TSA since the agencyʹs creation in 
November of 2001. 

And finally, Colonel Kenneth Kasprisin, who is stuck in traffic we understand but 
on his way here. Colonel Kaspirisin is the Acting Assistant Secretary for the TSA. Heʹs 
also the TSAʹs North Central Area Director where he maintains oversight responsibility 
for all North Central TSA Air Force Federal Security Directors and Aviation Security 
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Regulations. Welcome and thank you for joining us. Why donʹt we begin with Mr. 
Jacksta. 

MR. ROSENZWEIG: If I can ask, weʹve got lots of great questions, so we would be 
happy to have anything that you want to send us, you know, for up on the web site. We 
have one, you can submit them in writing. If you can keep your remarks about five to 
seven minutes. When I start coughing, thatʹs the polite sign that Iʹd like you to move 
along. Thank you very much. Mr. Jacksta. 

MR. JACKSTA: Good morning. Iʹll make sure my remarks are short. I want to, 
first of all, thank you for giving us the opportunity for being here today. There are a lot of 
familiar faces here at the table. These are individuals that CBP has been working with 
over the last couple of years to make sure that we work together to address our goals in 
protecting the travelers and the industries in the infrastructure of the United States. But at 
the same time, we have a mutual goal of trying to make sure that we facilitate trade and 
travel, and hopefully youʹll have some questions regarding how we try to do that. 
Quickly, CBP is a fairly new agency. Itʹs 2 1/2 years old. It was formed from, basically, 
immigration service, customs and agriculture, the inspection side of agriculture, and it 
represents about 41,000 employees. 

I know you had the opportunity yesterday to visit Boston Airport, and I 
understand the tour went well, and Iʹll try to address any questions you may have 
regarding that tour and what weʹre doing. CBP does have a strategy which we ‐‐ is based 
on risk management and which is a layered approach where we try to work to make sure 
that there are number of different parts of CBP working with other federal agencies to 
insure the integrity of the system. 

First of all, for our layered effect, information is extremely important, whether itʹs 
passenger information or whether itʹs trade information. It allows us as an agency to 
make decisions about what type of action we should take when an individual arrives at 
our ports of entry or whether a shipment arrives at one of our cargo facilities. 

On a daily basis, we process over 1.1 million travelers coming across the land 
border and the airports. We process close to 65,000 trucks or containers coming across on 
a daily basis, whether at the land borders or at our seaports. And we also process close to 
365 vehicles at our border locations, so itʹs a difficult challenge for us, but itʹs a workload 
that weʹve been able to work on for a number of years and to address it through various 
programs. 

What I wanted to just quickly touch base on is that we use the information, we use 
technology that we have out there to help our officers to make decisions regarding 
documents as well as whether a container or cargo, piece of cargo needs to be examined. 
We work very closely with the industry, with partnerships, whether itʹs the airline 
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industry to make sure that weʹre communicating and exchanging information or whether 
itʹs with the trade community regarding cargo. We have various programs that are fairly 
successful. We have the CT Pat Program, the Customs Trade Partnership Against 
Terrorism, we have the Container Security Initiative, which we put our offices overseas. 
There are a number of different programs that we have with the industry. And to be 
successful and to do what we can do we have to have that partnership and itʹs extremely 
important. We ensure that we have training for our officers, training not only on how to 
identify individuals but how to use the system, and one of things I know is important to 
you, we give them specific training regarding privacy requirements, and the training that 
is important for them to understand how the systems work and how we, as an agency, are 
required to protect that data, and that protection, that training begins right when the 
officer comes on board and we bring them down to our academy down in Georgia, we go 
through privacy training we go through how to use the system, so the training that we 
give our officers is extremely important to our mission. 

And then finally, what we try to do is the extend our borders out, working with the 
industry as I mentioned, Container Security Initiative, going through the supply chain to 
begin at the point of stuffing and then ‐‐ with cargo and then also working with the 
various governments where we put officers overseas to help the airlines, as well as taking 
a look at travel documents before people get on the plane to come to the United States, 
thatʹs our goal. We want to make sure that we prevent people who might be a threat to 
the United States from getting on that airplane and creating a concern. 

There are a number of different ways we do this. We have the Advanced 
Passenger Information System that was a voluntary program until the Aviation Security 
Act of 2001 required it. We also have ‐‐ we collect passenger name record information 
from the airline industry. Weʹve been doing that on a voluntary basis before 2001, the law 
required it after 2001. Weʹve worked very closely with the industry to make sure that that 
exchange of information is done in the manner that protects the privacy of the individuals 
but allows us to do our job of identifying individuals that might be of concern. 

We have extremely tight controls in place and in our automated system so that 
only people who need to know get the information that they need to make a decision. We 
have security checks in place. We have audits put in place to make sure is that that 
information is protected, and I can tell you Iʹve been involved with the program for close 
to ten years now, and I do not know of any instances where the airlines have come to us 
and indicated that there was a compromise of that information. We take it very seriously 
and we recognize that. Thatʹs why it was successful as a voluntary program and we will 
go to the actual mandatory game. It was a lot easier to do that. 

Quickly, I just want to touch base. We do have a number of what we call Trusted 
Traveler Programs out there. We have over 200,000 people enrolled in Trusted Traveler 
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Programs within CBP. We have what we call the NEXUS Program, which is a joint 
program that the Canadians up on the northern border. We have the SENTRI Program 
down on the southern border. We have Air Nexus being tested up in Vancouver at the 
airport, and we are also looking at utilizing it in domestic airports here in the United 
States for international travels, and then we have what we call the Fast and Secure Trade 
Process where we have individuals who are registered in our Trusted Traveler Program. 
These are the people who bring the freight across our border, allows us to process the 
trucks and the drivers in a faster fashion. These systems have been out there for a number 
of years. Theyʹve been fairly successful in allowing us to facilitate the trade. We have a 
specific process where they are enrolled. We collect their biometrics. We do enforcement 
check and based on that we issue them a card or identification number that allows them 
to be processed in a quick fashion. So I can answer more specific questions as we go 
along, but I wanted to just touch base on how those are important tools. 

We also work very closely with the US‐VISIT office. Hopefully you saw some of 
the U.S.VISIT equipment that is out there that is utilized by out CBP officers as a tool to 
make sure that they can make the right decisions on how we move forward. 

And then finally, what I wanted to do is talk our automated systems. Theyʹre very 
good systems. They allow us to make decisions. Our automation office is the second 
largest automation database system in the government. Itʹs 24‐by‐7. It provides that 
officer at the port of entry at two oʹclock in the morning the information necessary to 
make a decision on the cargo or the passenger. We have connectivity to various airlines, 
practically all the airlines that fly into the United States, and we have connectivity to the 
various banks that allow us to collect duty and exchange information regarding how we 
process cargo and other related issues regarding the collection of duties. Thatʹs a real 
quick summary. I just wanted to give you an update on what weʹre doing and Iʹll try to 
address further questions later on. 

MR. ROSENZWEIG: Thatʹs great. Thank you very much. It was good, quick, to 
the point and saved me from having to cough. Ms. Cogswell. 

MS. COGSWELL: Thank you very much. I appreciate being here. I wanted to start 
out just today quickly kind of covering what the program, US‐VISIT is, and what we do. 
Starting back in 1996 in the Illegal Immigration Reform and Responsibility Act through 
the Data Management Improvement Act of 2000 all the way up to much recently in the 
Intelligence Reform and Terrorism Prevention Act. We keep seeing the type of trend over 
and over again, expressed through the 9/11 Commission, other places that information 
needs to be shared amongst the Federal agencies that are interacting with especially non‐
citizens, so that we can make that right decision as we come in contact with someone. 

So much of the time we are seeing the same person from State Department to CBP 
to CIS, Citizen Immigration Services, and then that person may have something happen 
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where they come in contact with Immigration and Customs Enforcement. A lot of these 
laws are not only about who came to the country and did they leave, but also making sure 
that the person whoʹs sitting there at State Department and Overseas Consulate knows 
who theyʹre dealing with, has access to that right information so they make a good 
decision, should is this person be able to come to the United States. 

In those laws thereʹs also this emphasis about access to appropriate watch list 
information. In our environment, there has historically been unequal access between the 
various partners involved with the same people, quite often making extremely similar 
decisions. There is an emphasis about how to make sure, again, people have that right 
information so they can make a good decision when they come in contact with them. 
Coming out of all of this, weʹve been asked as part of the Intelligence Act to submit a 
report on expediting the implementation of a biometric entry and exit system. That report 
is making its way through the various processes as we speak. But key out of that, as 
weʹve gone forward, is really the emphasis and the need to say, we want to focus on what 
our business outcomes are, the technology needed to achieve those goals, what is the data 
management and integrity pieces that we need to instill right up from the start to make 
sure is that weʹre acting on good information and using it appropriately across all the 
environments, as well as facilities and, of course, anything in government, we must have a 
cost benefit analysis that goes with them. 

When we stood up the US‐VISIT Program, we created four goals: enhancing the 
security of our citizens and visitors, facilitating legitimate travel and trade, ensuring the 
integrity of the immigration system and protecting the privacy of our visitors. We made 
sure those are four equal goals. We cannot succeed if we only achieve one. As Bob 
already noted, if we just enhance security but shut down the ports, shut down the 
borders, we would not succeed. We consider it our absolute mandate to look for 
opportunities that allows us to achieve all of these goals. 

The program scope, as I kind of already mentioned, is really the idea that we want 
to cross over this life cycle, these various interactions with all these various agencies. This 
is intentional, but this also puts us in a very different role. We are not just looking at what 
is the information me as one agency collected from the person directly but what 
information should I, the next agency down the line, have access to that someone else 
previously collected? What is relevant to my decision‐making? What do I need access to? 
What information donʹt I need access to, as we go forward? 

As I noted, safeguard and privacy is one of the key aspects of our program. In 
order to make sure we were doing everything we could, we tried to stand up a very 
robust program. Weʹve established privacy policies, privacy principles. Weʹve done 
training for all our program staff. We have a privacy officer, Mr. Steve Yonkers, whoʹs in 
the audience today. We also have gone through a series now of privacy impact 
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assessments as each layer of the program is rolled out, system of records notices, a redress 
policy. 

This redress policy is very important to us. We try extremely hard to make sure 
that people are aware of this as a way to find out, frankly, if they just donʹt understand 
what happened, not necessarily that they always have a complaint, but if they just arenʹt 
sure what information we have, we provide this mechanism for people to ask. 

As we go forward, we have a number of key dates still left in legislation and other 
pieces that were trying to go forward. Each of these involves dealing with people in a 
slightly different way than we previously had. One of the pieces thatʹs coming up 
relatively near term and soon for us a test using radio frequency technology on the 
borders. This we regard as one of the best places we have tried to really instill this 
privacy piece and privacy protection. 

The radio frequency weʹre looking to use at the land border environment, Bob can 
talk about very similar programs that have been in use for quite some time, is based on a 
number. There is no personally identifiable information. The personally identifiable 
information is secured in secure systems. The number is just so that we can retrieve that 
record. 

Another piece that weʹre working extremely closely on also this summer is with the 
various visa waiver program countries on the e‐passports, looking for ways that when we 
create a reader, we can read those documents, so that we can say, yes, I know who you 
are. I know your document was legitimately issued by the country that it says issued it. 
We want to make sure that we do this in a way that people canʹt get access to the 
information who arenʹt entitled to it. And that we also do it in a way that facilitates travel. 
If it takes five minutes for this to be read, it doesnʹt help. We need it to be able to work 
within or process quickly, accurately, first time, every time. 

With that said, I think the last thing I wanted to briefly talk about is some of the 
successes that weʹve had. Through this process, through using biometrics, we have added 
a mechanism to find people who otherwise are trying to hide their identity. We have had 
a number of individuals, about 650 to date, who on biometrics alone we were able to have 
determined that they were known criminals, wanted, prior immigration violators. 

My personal favorite example is an individual who escaped federal prison and had 
been out ten years and was found, and he was returned. Another one we had recently was 
an individual who was under an Interpol International warrant. He had come to Canada, 
changes his name, become a Canadian citizen but had applied for a visa. Because of the 
application for a Visa, we were able to put him on a watch list under his new name and 
return him. 
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Through this process, we believe we can find the bad actors so that we can actually 
facilitate the good people, the people who are trying to comply with our laws, who are 
trying to just come to the country to do all the things that we want them to be able to do, 
that enriches our society enriches them. With that, thank you. 

MR. ROSENZWEIG: You guys are doing great at keeping my throat from having 
to be made raw. Justin. 

MR. OBERMAN: Thank you. Good morning. Itʹs terrific to be here. Iʹm Justin 
Oberman from TSA, responsible for Secure Flight and Registered Traveler Programs, and 
I just want to apologize in advance, I think a lot of what Iʹm going to say today is going to 
be repetitive to several of you in the room, I know in front of me and behind me, but itʹs 
because we are very heavily engaged with the privacy community and with the public 
overall, particularly on Secure Flight. And as distinct from my two colleagues here, weʹre 
addressing with Secure Flight the issue of keeping known or suspected terrorists off of 
domestic flights, which is, of course, exactly what happened on 9/11. 

And the 9/11 Commission, as well the Congress and the Intel Reform Act, directed 
that the screening of aviation passengers in the United States, against lists of known or 
suspected terrorists be brought underneath the government, and thatʹs exactly what weʹre 
doing with this program. 

Today, we distribute to the carriers, watch lists of known or suspected terrorists 
every time theyʹre updated, which is typically several times a week, and the carriers 
perform this function of comparing passenger names against names on the list so that 
appropriate action can be taken if a known or suspected terrorist is trying to board a 
domestic flight. That system is not optimal for several reasons, and weʹre going to 
significantly enhance security, and we think also privacy with the implementation of 
Secure Flight. 

Let me address a few of those benefits. Number one, itʹs not good policy to 
distribute the watch lists to air carriers. Thatʹs a very sensitive document and should be 
protected to the greatest extent possible. So by performing the screening inside the 
government, it will no longer be in a position to sending the list to the air carriers. 

Secondly, given the sensitivity of some of the names on the list, they are not today 
distributed to the carriers, and weʹll be able to use a more expansive list which will help 
us prevent even additional potential threats from boarding commercial aircraft. 

And then thirdly, this will be a core function for us, it is not a core function for air 
carriers. Their job is to move passengers from Point A to Point B, and everything 
associated with that, maintaining aircraft, supporting flight crews, selling tickets and so 
forth. This will be a core function for us and we will be applying state of the art 
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technology to this task of identifying known or suspected terrorists before they board a 
flight. 

So we have been working since the end of last summer, soon after the 9/11 
Commission report came out to stand up Secure Flight and then got another versatile 
momentum with the passage of Intel Reform Act, which has certain deadlines and 
guidelines for us in the assumption of this function. 

What we have done since we started the program, is to conduct two separate tests 
of our ability to take over the function. We started by requiring all domestic air carriers in 
the United States, of which there are 65, to submit to us passenger data on people who 
flew in June of 2004. We wanted to pick a historical month and obviously look at flights 
that were already completed. We were not interested in taking action against anybody. 
We wanted to test our technology and our processes. 

So the carriers submitted this information to us last November, and in addition to 
that directive, we issued four privacy documents that accompanied the directive, 
including a privacy impact assessment a system of records notice, a Privacy Act notice 
and an information collection request to officially certify our ability to collect the 
passenger data. 

We conducted a test of our ability to compare passenger names against the watch 
list, beginning in late November and going through ‐‐ into the end of February, early part 
of March. And there were several things that we were looking to test, and, thankfully, all 
of our hypotheses were proven true our the system performed very well under an, 
admittedly, very big strain. 

So, for example, we wanted to build and demonstrate that we could actually screen 
1.8 million in a 24 hour period. You know, there are 1.8 million people who, on average, 
fly domestically in the United States every day, which is a very big load, and about ten 
times the size of inbound and outbound international traffic. 

Well, the system was able to do that with room to spare. We actually were able to 
screen that many passengers in a sixteen‐hour period. We then looked at shorter time 
frames, being able to run 20,000 people in a half hour if need be and so forth, and on all 
those parameters, the system performed really well. 

One of our other hypotheses was that to effectively match against the watch list, we 
would need to have every passengerʹs full name, as well as their date of birth, to 
effectively match against the list. That was also shown to be true. And what happens 
today, is that people are identified as potential matches on the list, because carriers, 
almost never have a date of birth on a domestic passenger. For example, youʹre obviously 
not required to provide your passport to fly domestically, and oftentimes donʹt have a 
personʹs full name. 
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And so across the country every day, people are stopped at the ticket counter 
because thereʹs potentially a close match, and the carrier asks them to provide a travel 
document, usually a driverʹs license and takes the driverʹs license to see their full name 
and their date of birth, thatʹs compared against the list, and in almost every case, the 
person is cleared to fly because they are, in fact, not the person on the list. 

So we were testing what would happen to that so‐called false positive rate if, in 
fact, we had the full name and date of birth, and what we showed was that the rate would 
go down significantly by a couple orders of magnitude and significantly improve our 
ability to be accurate about who is or is not on the list, and also to significantly reduce the 
number of people who today are not able to print their boarding pass at home, use a kiosk 
in the terminal but have to wait in line and go to the ticket counter, which is not 
preferable for any of us. So that was a very successful undertaking and as I said, it 
concluded in later part of February, earlier part of March. 

In addition to that, we are conducting a test which is ongoing. In fact, weʹve just 
recently extended it to look at the potential application of commercial data in domestic 
passenger prescreening. And the two major objectives of this commercial data test are as 
follows: Number one is to see if we can use commercial data to enhance and build out 
passenger information that we would have from the carriers to more effectively match 
against the list. 

So what we mean by is that, for example, there are today, instances in which 
someone will him have the same first, middle and last name and date of birth as someone 
on the watch list but not, in fact, be the person on the list. It happens from time to time 
more than you probably might think. 

And one of the things weʹre looking at is can we, with the addition of more 
information on a passenger, be able to more effectively determine whether or not that 
person is on the list, even if we have the full name and date of birth coming in. So thatʹs 
one piece, and we refer to that as enhanced watch list matching. 

The second thing weʹre looking at is this idea or ability to verify passengerʹs 
identities. We have a very comprehensive list, the U.S. Government does, of known or 
suspected terrorists threats. But, of course, itʹs highly likely that there are other threats 
there that may or may not, in fact, be on the list. 

Itʹs also likely that some of those potential threats know that theyʹre on the list and 
would take steps to evade detection. Like the example the person who went to Canada to 
establish a new identity, in part to evade detection, particularly as we stand up a new 
program to screen domestic travelers. So weʹre looking at the potential application of 
commercial data to get at this issue of verifying passengers’ identities before we commit 
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them to board an airplane or before we decide to subject them to additional screening. 
That test, so far, has been very useful to us for several different reasons. 

Firstly, we are getting a much better understanding of exactly what kind of 
passenger information is available from the air carriers today, which is extremely 
important information to have because itʹs going to drive our requirements moving 
forward about what we would collect from passengers that they donʹt already provide 
today, which, of course, gets to the issue of the overall burden on the traveling public, vis‐
à‐vis the security benefits and of course those are the dynamics and decisions weʹre 
making every day throughout the Department, depending on the program in question. 

The second thing itʹs doing is itʹs helping us really put some structure to the overall 
architecture of the program and, of course, this is exactly why you do a test of this kind, 
you want to see if your technology works, you want to test your hypothesis, you want to 
see in this case if there are useful applications of commercial data, you want to look at the 
formulas that your using. And, of course, given the sensitivity and great importance of a 
program like Secure Flight, which again is designed to protect domestic aviation in the 
United States after 9/11. It has been extremely valuable to us from a privacy perspective, 
in terms of making sure that we are not only comporting ourselves in accordance with all 
the applicable statutes but that weʹre really keeping faith of the American people about 
making sure that we are not only keeping them safe on airlines but respecting their 
privacy rights, their civil liberties, and Constitutional Rights. 

So one of the things that we have done as we have continued the test, and as I said, 
recently extended it, and also, as we are preparing a new privacy package for 
implementation of the program, because the documents that are on the street today only 
cover testing. Weʹre going to have a whole new set of documents. Weʹve discovered that 
itʹs important to make sure that all of the documents that are in the public domain today 
reflect what we have been doing, what weʹre doing today, and what weʹre going to do 
moving forward, and so weʹre going to make some adjustments to those privacy 
documents, which is something that programs across the Department do all the time, and 
expand and clarify and modify all of our privacy documents. 

Now, the reality is that those are statutory requirements, and itʹs very important to 
us that they be aligned for what weʹre actually doing. By the same token, we know that 
very few people, Paul is one, Iʹm another, read the Federal Register on a regular basis. So 
for that reason we have to make sure that weʹre being very open and transparent with the 
public, and of course, thatʹs what weʹve been doing. We have the Government 
Accountability Office, investigative arm of Congress, doing a major review of Secure 
Flight. In fact, they have two separate reviews of Secure Flight ongoing. One is to look at 
ten separate aspects of the program that that Congress has directed them to look at. The 
second is to do a separate report on our commercial data tests. So we have literally turned 
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over hundreds of thousands of pages of documents, a stack much taller than any of us, 
over the last nine months and are heavily engaged at the GAO. 

Weʹre also heavily engaged with the Congress. Iʹve been up there more times than 
I can count and, of course, have incredible attention from the news media, and weʹre also 
very engaged with the leading privacy groups. I do a call about once a month which ‐‐
with major privacy advocates, including Paul and others. And we have been very open 
and transparent and seeking feedback, thatʹs one of the main reasons I came up today, is 
to seek feedback from this group. 

But as I said, one of the things that the test has shown us is that itʹs important that 
everything thatʹs officially codified and documented in the record, reflect what weʹre 
actually doing. Thatʹs a major protection for us. And so youʹre going to see some changes 
in amendments over the next, I think several days, as we move into this next phase of 
commercial data testing, as we prepare ourselves for the road of the program. 

MR. ROSENZWEIG: All these tent flags up are people who want to ask somebody 
questions. 

MR. OBERMAN: I would have been upset if I ended before I got interrupted. 

MR. ROSENZWEIG: And more flags just went up. 

Mr.OBERMAN: Thatʹs unfair because I didnʹt know that flags up ‐‐ thatʹs what that 
meant. I thought it was the opposite. I thought people were bored. 

MR. ROSENZWEIG: Actually, itʹs probably pretty easy. I think every member of 
the Committee just turned their flag up. 

The good news, such as it is, is that we have more time for questions because Mr. 
Kasprisin, I donʹt know if Iʹm pronouncing that right, apparently is not going to join us. 
The bad news, of course, is that heʹs not going to join us, which I think is unfortunate. I 
hope that we will have him back in Washington next time around. In fact, I’m going to 
make a point of requesting it specifically, so that he can join us. Iʹm sure that something 
important kept him away today. 

I guess Iʹm going to take the Chairmanʹs privilege of the first question, and screen 
Mr. Jacksta. We learned yesterday about the automated tracking, targeting center, and in 
particular, we learned that it was operating under a legacy, privacy impact statement 
since it initiated before the Privacy Act came into existence even. It seemed to me, from 
the way it was described, it changed its function quite a bit, post 9/11, as it should, to 
reflect the terrorists, the changing terrorists flight. 

So I was wondering if you were planning on going through the process of 
developing another privacy impact assessment, statement for it, if not, why not, and if so, 
when? 
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MR. JACKSTA: I think the best way to answer that question is, obviously, itʹs 
something that we need to continue to look at, and if thereʹs a need to make sure that 
weʹre in compliance with the Privacy Act and the Privacy Impact Statements, then weʹll 
do that and work very closely with the Privacy Office to make sure that we accomplish 
that. 

I think what is important to note was that the systems that you saw running 
yesterday were systems that were in place well before 2001. They werenʹt defined as they 
are today and obviously we have better rules, we have a better system, but before 2001, 
we were receiving a APIS information, we were using passenger name record 
information, we were using an automated targeting system that allowed us to bring all 
that information together. Over the years, over the last three or four years we have made 
improvements on that to allow us to, first of all, process additional information quicker 
and faster and get better results back to the officer in easier format for them to read. 

The legacy systems that we have brought together that are now being worked ‐‐ to 
establish the right connectivity to the officers are legacy systems that were out there for 
our officers before, whether they were immigration or customs, so Iʹll bring that question 
back. I canʹt specifically answer if we need to have a new privacy impact statement, but I 
do know that we work very closely with the Privacy Office, with our counsel to make sure 
that weʹre in compliance, thatʹs extremely important to us. 

MR. ROSENZWEIG: Iʹm sure thatʹs the case. To the extent that the system mutates 
and changes though, it seems to me good policy and transparency along the lines of what 
Ms. Cogswell and Mr. Oberman were discussing, to do that in an abundance of caution 
and in an abundance of public information, so that we could have an understanding of 
the program, akin to that, that we have, respect to Mr. Oberman and Ms. Cogswellʹs 
program because theyʹve done that. 

David you were first on the list. 

MR. D. HOFFMAN: Itʹs a question for Ms. Cogswell. You mentioned a report that 
was being created and a portion of which was going to focus on data integrity and data 
usage. Iʹm just wondering if you could give us some additional detail, specifically the 
reason why the report was being created, the degree and extent to which Ms. Kellyʹs 
organization is involved, and how the report is going to be used after itʹs created. 

MS. COGSWELL: The report was requested in the Intelligence Reform Act, Section 
7208. One of the sections specifically in that legislative requirement did talk specifically 
about the need to look at how to manage data effectively. Everyone has an understanding 
that when you pull together information from multiple systems that have been created 
over a large number of years, you need to think proactively. It can be something as 
simple as how do I match records together when Iʹm looking at things being dramatically 
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differently coded? How do I do last names in multiple different ways, and how do I 
associate them together to make sure this is the same person? 

We were on a path already to create a strategic plan that really looked at the 
immigration and border management enterprise. Weʹre trying to look across all these 
different entities that interact with people to find a way to say, okay, what are the things 
we needed to do? So weʹre very pleased that this piece of legislation offered us the 
opportunity to get it out there. 

Yes, Ms. Kelly is on our advisory board, our stakeholders advisory board, and has 
been a wonderful advocate and partner through the entire program, but also specifically 
on the development of this report. Right now, as I said, itʹs currently in the lovely process 
that we have internally to make sure that we have included all things we need to, frankly. 
To make sure that itʹs going to cover all the things we need to as we go forward and be 
well accepted and well utilized across the space. 

With that said, I hope that there will be, later this summer, some more definitive 
piece on exactly the implementation. 

MR. ROSENZWEIG: Jim Harper. 

MR. HARPER: Thank you. First a quick comment for Mr. Oberman and then a 
question I think may apply to all of us. Last week I testified in the House, Homeland 
Security Committee about Registered Traveler, and in the context of broader concerns 
about air security, Iʹll share with you and my fellow panelists, I thought there was a 
unique and interesting innovation, the fact that the Orlando pilot will be handled by a 
private firm that will issue biometric cards. And the thing that I think is most interesting 
about this and perhaps most beneficial is that the private firm commits itself contractually 
and a privacy policy, to dispose of information. They say where data about your travels 
will be, to the extent theyʹre the ones who control it. The data they collect, they will keep 
on site and they will destroy within 24 to 48 hours, and I think that thatʹs an anti‐
surveillance feature that we havenʹt seen any other government programs before, and so 
thatʹs a highlight that Iʹve tried to emphasize to the committee then. 

Obviously, in preparing for that testimony and in preparing any of my comments, 
writings or thoughts about the program about Registered Traveler and Secure Flight, I 
maybe geek‐wise go back to the Federal Register and read everything I can and look for 
Privacy Act notices, all the Federal Register notices, privacy impact assessments, and I 
guess Iʹd like to get a comparison from each of you about whether you regard those as 
essentially a contract that commits your agency to those rules and have they committed 
your agency, that is, have you stayed within the contract found in those documents, and if 
each of you could say just what you know of your agencyʹs commitment to the Privacy 
Act notices, I would appreciate it. Mr. Jacksta. 
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MR. JACKSTA: Iʹll start off first of all by saying that yes, we take them very 
seriously. I mean itʹs not unusual for me to hear all the way up the chain of command 
from the commission to the secretary how important it is for us to be in compliance with 
what we are saying in public documents or private documents. We need to make sure 
that we are consistent and uniform on the way that we handle the data, that we ensure 
that we do the right thing that we say weʹre going to do, to make sure that we have the 
checks and balances in place, thatʹs something that extremely important to CBP and DHS, 
and weʹll continue to do it. I think what is helpful, in a way, is that we actually challenge 
each other up here. Where we have the US‐VISIT office asking CBP, how are you doing 
this? Did you think about this? We have the Privacy Office, we have TSA, we have DHS. 
So my experience is that we are continuing to evaluate and to make it better, but there are 
a number of checks in place, and then of course we have our good friends from GAO and 
IG that are always willing to come in and take a look at the operation also on how we 
handle the data and they point the issues out, and we, usually, 99 percent of the time say 
thank you for coming in and letʹs make sure that we can correct the deficiencies if any 
were discovered, any type of deficiencies that might be discovered during an audit. 

MS. COGSWELL: I would like to know, our program was very interesting when 
we started because the Privacy Act, by its language, pertains to citizens and permanent 
residents, but immediately upon the creation of US‐VISIT, DHS proactively took the step 
to extend the privacy principles, policies inherent in that act to everyone that we were 
encountering. Frankly, this is something that is not common across federal agencies and 
there has been confusion. People say you did what? Why did you do this? And really I 
think we have spent a huge amount of time trying to emphasize how absolutely 
important it is to be able to tell people because itʹs the right thing to do. What information 
am I collecting? How I am I using it? Who has access to it, and what can you do if you 
questions about what information I have. 

This, frankly, given how visible a program we are interacting with has been 
actually invaluable to us in being able to explain our message, to talk to other countries, to 
interact around the world. I canʹt say how important we see it, both because we believe 
we have made a contract with people around the world on this topic, but also because, 
again, we think itʹs the right thing to do. 

MR. OBERMAN: I would say, you know, we have, from the outset, described 
security and privacy as the two goal posts of Secure Flight. And in that vein, have been 
very attuned to all of our statutory requirements, which include, in the example I gave 
you, issuing all these privacy documents to cover our testing, which, of course, is a design 
to uncover things that werenʹt known to us before and then of course to reissue all those 
documents to cover implementation. I think I would say a couple things about that. 
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Number one, I donʹt think itʹs enough. I think we need to keep faith with the 
public in a very overt way and not just rely on the issuance of a document in the Federal 
Register, and thatʹs why we have been doing so much outreach and engagement with 
interested parties to include the privacy community as well as the public overall, of course 
the air carriers, who are most important partners, the GAO and Congress. 

I think though, in addition to that, itʹs very important for us to use those 
documents to form the foundation of the program. So as I described earlier, our testing is 
shown that we need to expand and clarify and modify those documents, even right now 
while the test is ongoing and has been extended, to say nothing of what we need to do to 
make sure those documents support actual implementation are accurate. So in this 
example, I think the American people want to know two things with respect to 
commercial data. Letʹs take that particular topic. How is it going to be used and what are 
the safeguards that we have in place? So we need to do that in everything that we say 
and do publicly and also, in everything that we have to do to comply with the various 
statutes that weʹre subject to, and itʹs an absolutely fundamental component of this 
program being successful. We must do that if weʹre going to be successful throughout 
Secure Flight. 

MR. HARPER: Just follow up. You have done that in the test phase and have you 
also treated it as a contract like the other two? 

MR. OBERMAN: Yes. I mean thatʹs a construct that I hadnʹt thought of before and 
I appreciate the segue from the Orlando Registered Traveler Pilot. But yes, thatʹs the way 
that we keep faith with the public, absolutely. 

MR. ROSENZWEIG: Joe. 

MR. ALHADEFF: Thank you. I guess the question is mostly for Mr. Oberman, but 
has relations to the other speakers as well. Thereʹs a lot in the documentation, thereʹs a lot 
of the discussion, but couple of issues werenʹt quite as clear to me in terms of the 
presentations, and those engage some of the kind of softer aspects which make whatʹs in 
the documents more real. And those software aspects include the level of privacy and 
security training that your staff gets, not just on your system but on the systems which 
your system interacts with. 

One of things we see is people who interact with other systems have no idea what 
limitations existed in those systems when data was collected, and therefore when they 
receive data, they know when they can and canʹt access it, but they donʹt know necessarily 
know what the limits on how they use the data are. Also, when it comes to Secure Flight, 
all the safeguards are great, but one of the things that seems to be a major frustration is a 
customer friendly appellate procedure for figuring out how to get your wrong name 
disassociated with the right name, and that is something that seems to still be a mystery to 
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most people who are on the list, as to how to get off it. I appreciate that youʹre attempting 
to drop the number of false positives, but if youʹre still one of those legacy false positives, 
how do you get out of that purgatory? 

The last part, which really hasnʹt been addressed as well and which may be 
something which is a more sensitive matter that canʹt be addressed as easily in public, but 
whatʹs the oversight inside to make sure that the safeguards are actually adhered to? 
Whoʹs actually kicking the tires and checking it and according to what process, and what 
is the audit of their process, are all factors that help towards the transparency, so I guess 
those are the basic issues which kind of came to mind when you were speaking, but I 
think are perhaps equally applicable to all speakers. 

MR. OBERMAN: Those are all great topics and Iʹm glad that you raised them. Let 
me address them in turn. 

Firstly, with respect to training, I think their a couple of things that are important, 
number one, all of our staff do receive privacy and security training with respect to 
overall processes, and then specifically with respect to data handling and then more 
specifically with respect to aviation passenger information data handling, and I think 
there is a couple of important things to point out. 

Firstly, we have a strict set of procedures inside the office for how we handle 
passenger data. And, you know, we received 15 million passenger name records from 66 
domestic air carriers last November, thatʹs a lot of data. And so we worked with or 
Privacy Officer, TSA, to set up an indent process for safeguarding that data, which starts 
with the information ‐‐ the first stop it makes is actually with the Privacy Officer, and 
thatʹs by design, and itʹs logged in. Itʹs then handled by a person on my staff whoʹs 
received specific training and has signed non‐disclosure form to govern that and then is 
transported and held in a government safe. Okay. And thatʹs, again, all by design. 

So we have a very ‐‐ and then anytime that data is touched, itʹs logged in logged 
out and so forth. That applies to all the contractors working on our program, same 
training, same non‐disclosure forms, same data handling procedures, same oversight by 
the Privacy Officer, who, of course, is not in my office, but is an a independent entity 
within TSA, and, of course, when I say TSA Privacy Officer, weʹre working with a TSA 
Privacy Officer on a daily basis. Weʹre also working with Nualaʹs office as well. 

Now, that leads through to a second point, which you raised, which often does not 
get raised and itʹs very important, which is, how to use the data that interacts with data 
from other systems, and I think itʹs very important to point a couple things out. 

We are going to be receiving a very limited number of data elements on every 
passenger and this will all be delineated in our regulation, which is imminent and thatʹs 
the only information weʹll receive from the air carriers and it will come to us in a secure, 
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automated fashion and be parsed and formatted for the purposes of vetting. Thereʹs a 
very bright line there between what the airlines have in their systems and what weʹre 
going to send, and itʹs a bright line from an automated standpoint. In other words, theyʹre 
sending data to us. Weʹre not inside their systems, and itʹs a very bright line from a 
regulatory and privacy standpoint because itʹs limited to a certain number of data 
elements. So the point of all this is that the whole programs architected around the 
handling of data and itʹs just courses through everything we do. 

Now, with respect to redress, let me say a couple things. Firstly, I do need to clear 
up misconception that often gets articulated. Weʹre not ‐‐most people that seek redress 
are not seeking to have their names removed from the list. When Senator Kennedy was 
flagged at the airport his name was not on the list. Itʹs a misidentification, and we refer to 
it as a false positive, and weʹre taking steps to mitigate it. I think there is a couple things to 
understand. 

Number one, as you pointed out and as I said, with more passenger data, in this 
case, the full name and date of birth, the number of false positives will go way down, 
thatʹs good, that will fewer people having to go to the ticket counter, fewer people having 
to seek redress in the first place. 

The second thing is, weʹre creating a TSA, a separate and independent redress 
office, independent from my organization, because my focus is to screen 1.8 million 
travelers a day. The redress officer is focused on providing very rapid turnaround to a 
very, very small number of travelers. That office is going to be staffed up significantly 
bigger than the number of people working on redress at TSA today, and weʹll have a 
totally new set of procedures and processes all documented, all delineated, all turned 
over, in this case to GAO and Congress and so forth, explaining exactly what weʹre going 
to do, and weʹre going to have performance standards in place to provide relief in a 
matter of days, not weeks or months, and thatʹs the way thatʹs going to work, and there 
will be a lot more to say on redress. 

And then the third point was oversight, internal oversight, yes. I couldnʹt read my 
own notes here. Let me say a couple things about oversight. Firstly, I think Iʹm subject to 
more oversight than anybody in the federal government right now. I canʹt even count it. 
Weʹre going to probably have a new GAO study coming from ten separate Committees in 
the Congress. Itʹs hard for me to name ten separate Committees that would have a sort of 
interest in Secure Flight. I can try but I havenʹt been able to get up to ten yet. If you can, 
let me know who they are because I havenʹt seen the letter yet. 

In addition to that, I have two ongoing GAO studies now. I have appropriations 
Committees, majority and minority, House and Senate, Homeland Security Committee, 
majority and minority House and Senate, Transportation Committee in the House, 
Transportation Committee in the Senate. I have the very close oversight and work by the 
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TSA Privacy Officer, by the DHS Privacy Officer, by the investment review process at the 
Department. By my own investment review process at TSA and, of course, unbelievable 
press and public attention on what weʹre doing. 

Let me just say a couple things though, because thatʹs sort of my daily toil, that 
may not be concrete enough for you, and if itʹs isnʹt thatʹs okay because Iʹve got more. We 
have to go through, as every other program does at the Department, very careful 
procedures for how we budget and spend money and so thatʹs one. 

Number two, very strict procedures regarding the security of the system. You 
know, I have a separate project team working on receiving my so‐called authority to 
operate, which is official governmental designation that the system is secure, cannot be 
hacked by people who mean to do us harm, and also we canʹt compromise data on 
Americans flying. And then probably the greatest degree of oversight is associated with 
everything connected to our favorite documents in the Federal Register. The clearance 
process, which Patty, she is in a good mood today, described as lovely, is unbelievable. 
We have to literally coordinate with every agency in the Department. In fact, I think the 
number of people reviewing my regulations as they go through is greater than the 
number of people on my on staff. I have to coordinate with five or six other cabinet 
agencies, several other people up through the chain in the executive branch. Those 
documents are subject to public comment, we take changes. That is, at times, very painful, 
particularly at ten oʹclock at night when weʹre trying to get something out but itʹs all by 
design. 

The hardest thing for me to do is to regulate and connect information. Itʹs by 
design and we have an incredibly high threshold we have to pass in order to be able to do 
that and thatʹs oversight in a nutshell for Secure Flight. 

MR. ROSENZWEIG: For the information of the members of the Committee and 
then to kind of set in the process, since weʹre just starting this, our time is running out. 
Obviously, all these tent cards are not going to ask questions. In fact, thereʹs only going to 
be one more. I will prioritize, in the next round, those who didnʹt get to ask questions the 
first time, and I put them in the order I noticed them. But that having been said, since 
thereʹs obviously quite a number of questions that the members of the Committee has for 
some or all of you, we donʹt have a formal process like we do in the House and Senate of 
questions for the record, at least we havenʹt, but I would very much like to create that 
process right now, with your consent, since I also donʹt have any subpoena power. May I 
have your agreement that if we have follow‐up questions in writing, we will get them to 
you within thirty days, with thirty days more to come back to us. Is that a reasonable 
agreement? 

MR. OBERMAN: Itʹs reasonable, as far as Iʹm concerned, but I would prefer 
questions for the hallway, and Iʹll going to be here a lot more time today. 
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MR. ROSENZWEIG: We will have questions for the hallway. Unfortunately, by 
law, we have to do all this on the record in public, so questions in the hallway donʹt count. 

MR. OBERMAN: We probably should call them something other than for the 
record, so you get your answers within thirty days. 

MR. ROSENZWEIG: Weʹll call them follow‐up questions from an informal 
Advisory Committee, but we will do that if I have your consent. And I will apologize to 
the Committee members for the fact that even though we devoted an hour to this. I got 
one more and itʹs you Sam. 

MR. WRIGHT: Thank you, all of you, for your reports. They were extremely 
helpful. 

One of the items that struck me as you were speaking, Mr. Oberman, was certainly 
glad to know that the system capability at the agency is robust enough to handle such a 
significant volume of transactions on daily domestic flights. But it also struck me that with 
the addition of additional data fields that the Department wants to add to, say, existing 
system to get full name and address or full name and date of birth, and also with the 
volume of information coming into the agency, from airlines, which are also getting it, I 
guess, some of this information from travel agents and what have you. This seems like a 
new task for the airlines. Has there been any significant cost analysis of what this 
constant stream of reservations, changes, cancellations, what that impact will be on the 
airlines? 

MR. OBERMAN: Yes, there has. And it is going to be a meaningful number for the 
air carriers in the startup phases. I say that because these air carries obviously are 
struggling financially, many of them, at least. So theyʹre going to have investment up 
front. A couple points though to make, so that we donʹt leave it there. 

Firstly, their costs are going to be way down, over time. The major air carriers 
have, depending on where you are, several dozen employees dedicated a hundred 
percent to the whole function of watch list matching. For carrier on the verge of or 
already in Chapter 11, several dozen employees doing something that will be assumed by 
the federal government, is meaningful. I know itʹs meaningful because the CEOs keep 
saying when are you going to stop sending me that list so these people can be redeployed 
to do something else, so theyʹre very aware of it. So over time their costs are the going to 
go way down. 

I think the second thing to point out is that some system modifications are going to 
have to be made on the air carrierʹs side, thereʹs no question about it. But thereʹs two 
aspects of that that I think are going to make this, generally speaking, less costly for the 
carriers than it might otherwise be. The first is weʹre going to be leveraging the 
connectivity that the major air carriers have in particular, to CBP today, for transmitting 
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passenger data for international flights. So weʹre going to be adding bandwidth, adding 
capacity, and itʹs just going to be a constant information. Weʹll be adding T‐1 lines or 
DS3s and so forth, and that will be a monthly cost for telecoms and the data will just flow 
regardless of how many records there are. 

But I think the second thing is, TSA is taking on a big part of the data formatting 
tasks and itʹs because, in large part, the carriers donʹt have the capability to do it, either 
from a financial perspective or really form timely perspective. This is urgent for us to do 
because weʹre almost four years out from 9/11. We have a 9/11 commission report and 
intel format requirement. So the carriers are going to send us the data element we require 
in the regulation that comes, and then weʹre going to parse and format data and prepare it 
for vetting. That, over time, will have a net reduction in what their costs otherwise would 
have been. Itʹs hard to put a specific number because youʹre trying to prove something 
that didnʹt happen, but thatʹs been done with, you know, very intentionally and has been 
viewed, I think, as a positive by the air carriers. 

MR. ROSENZWEIG: With that I want to thank the three of you for coming and 
giving us this briefing. We will be following up with you within the next thirty days, 
thatʹs actually a promise, not a threat. And we will take a ten‐minute break and return at 
five of to resume with the next panel. 

(A recess was taken.) 

MR. ROSENZWEIG: Can we gather? 10:58 AM. In the tradition of Washington, 
ten‐minute break was fifteen minutes long and weʹre not even in Washington, weʹre in 
Boston, so imagine how bad it would have been in Washington. 

I have been asked by the kind lady who is recording our deliberations to ask all the 
members of the Committee to pull their microphones to them. She canʹt hear you, and if 
she canʹt you hear you, she canʹt write down what youʹre saying, so if you please do that. 

Weʹre very pleased to have another group of witnesses from the Department here 
for the next panel. Lisa. 

MS. SOTTO: Thank you. Thank you for joining us. Weʹll introduce you, and I 
assure you weʹll pepper you with questions. First on the panel is Donna Bucella. Donna 
Bucella is the director of the Terrorist Screening Center which was set up to consolidate 
terrorist watch list and provide 24 hour operational support for Federal screeners across 
the country and around the world. Ms. Bucella previously served as the Southeast Area 
Director of Aviation Operations for TSA. 

Karen Krasnow Waterman is the next speaker. Ms. Waterman is the senior policy 
advisor at the Department of Homeland Security Information Sharing and Collaboration 
Office. She is also a Sloane fellow at MIT right here in our back yard. Ms. Waterman was 
the first Chief Information Officer of the Foreign Terrorists Tracking Task Force. 
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Laura Manning is our third speaker. Ms. Manning is the Deputy Director for 
Fusion and Production at the Homeland Security Operations Center. She previously 
served a DI Analyst at the CIA, and was an assistant professor at American University. 
Thank you for joining us. 

MR. ROSENZWEIG: And just by way of administrative stuff. First we welcome 
any submissions that you have in writing for what you have to say, that would be great. 
Second, going the tradition that we just established with the last panel, I hope youʹll agree 
that after the end of this hour when we have more questions, to accept some written 
questions from us. And third, if you listened to the first panel, save me from having to 
cough by trying to keep your statements to the five‐ to seven‐minute range, because we 
have for questions, obviously, than we have time to do. Thank you. Ms. Bucella. 

MS. BUCELLA: Morning. Thank you very much for the opportunity to speak to 
you, and tell you a little bit about the Terrorists Screening Center, how we were set up, 
how we currently operate. 

First, the Terrorists Screening Center is administered by the FBI. I happen to be a 
DHS employee selected by the Director of the FBI. My first line supervisor is the Director 
of the FBI. We were established through a Homeland Security Presidential Directive, six, 
in September of 2003. In that document, really, our function was two. 

One, to finally get all of the names that the United States Government has affiliated 
with known or suspected terrorists and put it in one place. The second, and probably to 
me, the most comprehensive is, then to consolidate the governmentʹs approach to screen 
terrorism, which means with if we encounter someone in Bahine and we also encounter 
them the Columbia, how are we going to deal with them? If we encounter them at our 
borders, how are we going to deal with them? If we encounter them during at a traffic 
stop in Iowa or Miami or San Antonio, are we going to consistently deal with them that 
way, and so we were created. 

I had started on board in October. We had 36 days, basically, to go from concept to 
operation. My principle deputy is from DHS, from CBP with an IT background. My 
other deputy is from the FBI. My other deputy is from the State Department. And we 
truly are an intergovernmental agency. 

The Memoranda of Understanding that created us and really does give us our 
charter was signed off of by the Secretaries of State, the Department of Justice, Homeland 
Security, the Intel Community. Approximately a year later, the Department of Defense 
and the Department of Treasury joined us. The Terrorists Screening Centerʹs database is 
only the names and identifiers of known suspected terrorists, so we are not the mother of 
all databases and have all of the derogatory information. However, we have accessibility 
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of all the different agencies’ data. It is maintained by them, but we have the ability to dive 
in and see what the background information is on the individuals. 

Now, let me tell you how we get the names first. Weʹre fed by two different 
sources. The first source is the National Counterterrorism Center. It use to be called TTIC. 
They give us all the names and identifiers of known and suspected international terrorists. 
That means that that the FBI, the CIA, NSA, DIA and everybody else sends the names and 
identifiers through to them. They also send some of the derogatory information. 

The domestic terrorists’ names come through the FBI. And at the Terrorists 
Screening Center we actually have domestic and international terrorists’ names. Now, it 
would have been very easy if every government agency had a nice, neat list of what they 
consider to be known or suspected terrorists, but it wasnʹt that way. There are parts, and 
remember, we are functioning with really only terrorists‐related names. So while we use, 
for our foundation, the TIP‐Off System, which came from State, the TIP‐Off System had 
two different systems. They had the organized crime courtroom, as well a terrorists 
group. 

We went through the GAO report of April 2003 because that really was the mark 
for us when the United States Government said look, thereʹs 12 different lists, 22 different 
agencies, please put them together. So we went through those lists. Some of those lists, 
however, were not necessarily lists. They were case management systems, like the FBIʹs 
ACS system, which is their case management system. We work in a totally secure 
environment. So everybody that works for me has to have clearances all the way up. We 
have accessibility to each otherʹs system, and needless to say, the training is extensive, on 
not only each other’s systems but the security issues on each other’s systems. You know, 
it takes like a week to just be able to get just the training on sharing of the information, no 
less additional time on how to actually use the systems. 

Let me highlight, though, that the systems that we were all using were legacy 
systems. In the Memoranda of Understanding, we were not, the Terrorists Screening 
Center allowed to interfere with the missions of the different organizations. So while our 
list, which was comprehensive and completed in March of 2004, we feed the different 
legacy systems currently. We are creating a database that will be queriable to the 
government agencies, but right now we have a standalone, and what we do every day is 
we export to the different systems, based on their legal requirements, their formatting and 
the mission of their agencies, we submit the names. So, for example, in the class system 
that the State Department uses, you would not find a U.S. person in there because thatʹs 
for issuance of Visas and U.S. persons donʹt need Visas. As well as, in the No Fly and 
Selectee‐list, we export sport the list, but only if we have a name and date of birth on an 
individual. 
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Each of the systems, as I said, theyʹre legacy systems. Hopefully, we’ll develop, as 
we have now come into new and unchartered territory, dealing with the known or 
suspected terrorists. Our watch list is something that is not stagnant. Every day itʹs 
updated, modifies, itʹs deletes. We are currently going through, not only us, but all the 
government agencies are going back and looking at your different records. You know, 
someone may take a look at a record and say okay, this person needs to be on the no fly 
list, this person needs to be stopped at the border. You take a look at the derogatory 
information and there might be, actually, some disagreement. Maybe there isnʹt enough 
information. 

I will tell you that our center right now, weʹre only dealing with real information. 
Iʹm not dealing with, if someone received a passport from a certain country, on a certain 
day, thereʹs a high probability that that person is a terrorist, no. The information we have 
is based on the government agenciesʹ knowledge that there is, in fact, an affiliation with 
terrorism. We donʹt need any of the probabilities or suppositions, because we have the 
real facts. 

I hired a privacy officer when I first started, met with Nuala and I asked to meet 
with the other privacy people within the government because I wanted to hear what the 
issues were. I quickly realized I needed a privacy lawyer, and in January of this year I 
brought in Lyn Rahilly, who has just been absolutely invaluable for a whole host of 
reasons. And we currently are working under the privacy impact statement of the FBI, but 
we felt that because we have a very unique function, as I said, weʹre administered by the 
FBI, but we have a very unique function, we fit within the FBI, we coordinate with all the 
different agencies. We really need to have our own privacy impact statement, which will 
be coming out sometime this summer, which is much more robust, which says who we 
are, what we do, and really is tailored much more towards our organization. 

MR. ROSENZWEIG: Thank you. Ms. Waterman. 

MS. WATERMAN: Thank you. On behalf of myself and the DHS Information 
Sharing and Collaboration Office, I thank you for the invitation to speak here. The 
Information Sharing and Collaboration Office, commonly know as ISCO, which will be 
good because it will be shorter for your time limit, is working on a number of projects that 
we believe will have a direct impact on preserving privacy, while at the same time 
improving information sharing. 

In the summer and fall of last year, ISCO served as the DHS lead in the drafting of 
multi‐agency plan for broad ranging terrorism information sharing environment. The 
plan was required by Executive Order 13356, issued last August, and has been 
incorporated into Section 1016 of the Intelligence Reform Act passed in December. 
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In its work on the information sharing environment, ISCO acted as the conduit 
between the components of DHS and the other federal agencies with antiterrorism 
missions. In that that role, we received a clear message from the Privacy Office at DHS. 
Privacy should not be addressed as an afterthought. It should be an integral part of any 
information sharing plan Iʹm pleased to say, that the draft plan submitted to the White 
House carried that message forward. 

Within DHS, ISCO also has a broad information sharing policy and 
implementation role. As you know, effective screening and credentialing require the 
sharing of information about persons, so while the terrorisms information sharing 
environment moves forward on a multi‐agency basis, ISCO is also working on near‐term 
and mid‐term tactile steps to ensure the privacy will be at the forefront of policy and 
process development as DHS develops its information sharing activities. 

One of ISCOʹs duties is to assess the current state of information sharing within 
DHS. The Privacy Act, as you know, requires the publication of sources, to describe the 
sources, collection and manipulation of personal data and publish new notices to describe 
the parties with whom the data is going to be shared and under what circumstances. 

One of ISCOʹs project was to gather all the SORNS and routine notices for DHS 
systems and to parse their published information sharing rules into spreadsheet format. 
To our knowledge, this is the first such compilation. Now that the information is compiled 
and in a spreadsheet, the information can be cross matched with our information from 
around the Department. For example, ISCO did a Department‐wide electronic survey to 
understand information flow within the DHS. By comparing the two, DHS is beginning 
to supplement and harmonize the knowledge about systems that contain person 
information. 

As we learn more about information sharing in DHS and with our stakeholders, 
and in particular, while doing this project, we noted that the terms for describing routine 
uses, the terms and phrases used for the who, the what and the when of privacy sharing 
are not consistent, either internally to DHS or externally around the federal government. 

ISCO and the DHS Privacy Office have begun discussions about establishing a 
project to harmonize routine use terms or to build equivalency tables for the terms. That 
work will take copious amounts of time and effort. But if we begin now, we may have the 
results that are needed when the time comes to computerize any of these processes. 

ISCOʹs responsibilities include making proposals for what should be and how to 
move DHS there. In part, we derive our ideas from the knowledge we glean about the 
current, the as‐is state of information sharing. For example, we know that agencies are 
components enter into agreements for information sharing, setting forth the mechanics 
and rules for sharing information. 
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ISCO conducted a brief study and confirmed what, pretty much, what everybody 
suspected, that there was no standardized methodology for entering into information 
sharing agreements with other agencies. Based on its assessment of what appears to best 
practices and part of its duties to establish policies and procedures, ISCO has now 
established a methodology, a facilitation team and a prototype system for building 
information sharing agreements. 

The methodology includes the requirements that a Privacy Office representative be 
contacted and that certain privacy related questions be answered as of the part of creation 
of each new information sharing agreement. This provides near‐term improvement to the 
goal of integrating privacy concerns into information sharing. The facilitation team has 
been approached to help components that have received many requests for the same 
information. ISCO then can facilitate an understanding of the broader scope of sharing 
that may be under review. With that broader view, ISCO can ensure that the Privacy 
Office is given the opportunity to address not only the implications of individual 
agreements but also the implications of the aggregate of the agreements. This provides 
both near‐ and mid‐term improvements to privacy. 

A prototype information system that has just been developed collects whole 
information sharing agreements and ultimately will permit authorized individuals to 
draft and edit the specific provisions of the agreement over which they have authority. 
Over time, such individuals also will have the ability to select from the language of earlier 
agreements. As part of that process, every agreement will have to address privacy 
requirements and only a person authorized by the Privacy Office will be able to create 
those provisions on behalf of DHS. This will provide mid‐term improvement to 
integrating privacy concerns and information sharing. We are perhaps most proud of the 
work that ISCO is doing to ensure that privacy needs are integrated into the long‐term 
information sharing efforts. Weʹve been a regular participant in internal discussions with 
the DHS, CIOʹs and external discussions with the Information Sharing Council and the 
Information Sharing Environment Program Manager. 

An interactive information sharing environment must have log‐on identity 
management functions that will act as the key to unlock the access and security controls 
each information provider in the environment will place on their data. At ISCO weʹve 
begun to focus on the source, the nature and the scope of rules that will need to be in 
place to protect the data and the concomitant user identify information such as roles and 
credentials that will be needed to apply to the access rules. 

Weʹre also co‐sponsoring with the DHS, CIO office acquisition of a Departmental 
identity management system that will use the roles and rules to control and audit access 
to the DHS information resources. DHS has recently issued a request for information to 
seek public input on the requirements for that system. In that vein, as we work towards 
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an interactive environment, ISCO is evaluating whether a live prototype can be built with 
the SORNS and routine use notices as a gatekeeper for access. A prototype that would 
match information about the requester with privacy access rules associated with the 
requested data. 

We are currently evaluating whether there is sufficient detail in the parsed SORNS 
and routine notices weʹve already produced or whether we need also to parse privacy 
impact assessments to get the fine grain detail that will be needed to reduce these 
requirements to the formal logic, the ones and zeros of the computer system required to 
automate the thousands of millions of access decisions made daily to conduct anti‐
terrorism and other operations. ISCO has proposed this activity because the Privacy Act 
appears to provide some of the most complex and diverse rules inside a simple set, and 
therefore a prototype of privacy access can provide great insight into the requirements for 
all the other rule sets that will need to be added. 

ISCO is working collaboratively with the Privacy Office to provide privacy rules 
that can be used as early use cases for the builders of this technology. ISCO and the 
Privacy Office have worked together to deconstruct the Privacy Act into a comprehensive 
flow diagram, detailing each decision that will need to be implemented at the systems 
level. Thereʹs a draft companion document that lays out which rules will be consistent for 
all government agencies, which rules have exceptions for some agencies, which rules are 
subject to legal interpretation, and will have variance between agencies and which rules, 
the routine use rules in particular, are unique to each data set. 

A first draft of this material has been presented to DHSʹs Meta Data Center of 
Excellence and to the Federal Enterprise Data Reference Model working group, and weʹve 
received an enthusiastic response. If we succeed in having this information be a use case 
for each of these activities, we will have succeeded in placing Privacy Act implementation 
into the earliest stages of future system development. That would be a significant long‐
term success. 

ISCO works on many information sharing policies, processes and projects. The 
scope of ISCOʹs work is across the many diverse interests and responsibilities of the 
Department. Our broad view of the work is ‐‐ Iʹm sorry, our broad view of the work thatʹs 
underway and the work that needs to be done allows us to integrate the needs and 
requirements of the different components of DHS into a cohesive plan. As youʹve heard 
today, the DHS Information Sharing and Collaboration Office is proud and pleased to be 
able to work with the Privacy Office to ensure that privacy interests are set into the 
foundation of government information sharing. Thank you. 

MR. ROSENZWEIG: Thank you very much. Iʹm going to interject. The 
spreadsheet that you mentioned and the data format, are those documents that would be 
available either publicly or to us? 
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MS. WATERMAN: Whereʹs Nuala? 

MS. O’CONNOR KELLY: Yes, theyʹre finalized. 

MR. ROSENZWEIG: So they have to go through ‐‐ I saw the eyes light up several 
members and the Privacy Act map as well. 

MS. WATERMAN: Iʹm working on a poster. Itʹs going to hang in my apartment. 

MR. ROSENZWEIG: Those will be exceedingly useful aids to our analysis. We 
were talking just yesterday about data ‐‐ data mapping flows and our inability to get our 
hands around it to the Department, so youʹre going to help us. Youʹre coming back next 
September. Youʹre invited. Iʹm sorry. Ms. Manning. 

MS. MANNING: Thank you for having me here today to talk about the Homeland 
Security Operations Center or HSOC, as we call it, database management and the 
information flow and how that relates to privacy. 

One of the early meetings that I had with a group of people that were interested in 
how can we actually be effective in countering terrorism. We went through all the things 
that weʹd have to know to be able to have caught the 9/11 terrorists, and when we realized 
how much information we would have to know, we realized that it would create the 
Gestapo unless we have actually effectively protected those kinds of information, not lean 
toward the development of the kinds of dossiers that would facility that, and weʹve 
recognized quickly that that would be a bigger failure than to fail at terrorism. 

So we started with that mission as weʹve stood up the HSOC. The HSOCʹs mission, 
just to clarify, is to provide situational awareness for incidents, especially the incidents ‐‐
whether itʹs created by a terrorists, for example a 9/11 kind of event, but also for any 
incident of national significance, even down to the kinds of incidents like the train car 
with chlorine in South Carolina, where you wind up having multiple federal agencies 
assisting state and local agencies to clean up and recover from that kind of an incident. 
We are FEMA and so we care about hurricanes, tornadoes and all manners of other kinds 
of things. 

But the most relevant issue for this group and for privacy is situational awareness 
on terrorism threats. We are the ingest point in the Department of Homeland Security for 
all information that relates to terrorism threats. We have a watch and warning element 
from the information analysis group who owns the declaration of a threat, and the goal is 
to watch over them all the information that we collect and let them determine whether or 
not, from what they see, itʹs a threat. Some of the information comes in partially 
developed, and so our goal in the 24 hours that we hold the information in an active 
status is if the information comes in as a suspicious activity report of a person surveilling 
the national mitt. If we have a Middle Eastern looking male but we have a tag number, 
weʹll run the tag number to determine who owns the car at least and try to determine all 
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the information we can about that incident. And then we pass it over to our IA 
counterparts. 

Itʹs this suspicious activity reporting that I think is the most significant part of what 
we do and probably the most significant thing to deal with in considering the HSOC data. 
Terrorists information that actually links it, as Donna has mentioned, to an individual is 
almost certainly to be put to the FBI for an active investigation. Thatʹs the kind of thing 
that they take and move forward with and thatʹs the thing they do the very best. 

The suspicious activity data is subthreshold. Itʹs not actionable. Itʹs somebody did 
something suspicious somewhere. Frequently the information is very limited. Somebody 
pulled up in a dark sedan and took pictures of a bridge or a train trestle or a key piece of 
infrastructure. But that is a valuable piece of data. Itʹs something the FBI cannot pursue 
because we donʹt know who it was. We know it was a dark sedan. But if we have ‐‐ and 
it may be, you know, one of the curious things about Americans is they just love to take 
pictures of weird things. And then we have visitors who come in, in addition to that, and 
take more pictures of weird things, so what our role now has become, and I think itʹs a 
niche that DHS can actually provide a great deal of value, not only to the federal law 
enforcement system but to the state and local law enforcement agencies, which may very 
well be the entities that will be most valuable in determining whether suspicious activity 
is preoperational planning on the part of the terrorists, is that preoperational planning 
where they actually have to come out and do observable activities, and itʹs those 
observable activities that they try to mask as casual behavior. That if it forms a pattern, if 
you have twenty people who by chance seem to be casing the same place, even if theyʹre 
all different people from their descriptions, there seems to be something going on. Any 
one dot is meaningless. The 20 make an interesting picture that law enforcement can 
follow up on. So that is the niche that we are pursuing, because itʹs something that we are 
uniquely set up to do. We have 84 seats on our watch floor, which Iʹm told makes it the 
largest in the United States, and about 60 of those are unique data providing institutions. 
They come with different kinds of data sources, law enforcement and intelligence, state 
and local law enforcement, as well as a lot of first responders, hospital systems, which get 
at some of the unusual, you know, burns and illnesses and things that might be related to 
weapons of mass destruction. So we are suspicious activity reporting. 

The nice thing about suspicion activity reporting is even though there sometimes 
are names associated, because if we can trace that tag number and find out what the name 
of the person who at least owns the cars, we can find out who was driving the car that day 
and we can put some information on the bones of that initial report. 

But the focus of that whole thing is actions. If it turns out, and frequently even if 
they are terrorists and you go and ‐‐ you were to ask them, did you take a picture of the 
bridge, theyʹll say yes, we did, and you see the picture of the bridge and it indeed is a 
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picture of the bridge, and now what are you going to do. Itʹs not illegal. Itʹs only in that 
accumulation and itʹs in the action of taking that that we care. Regardless of that, we do 
have U.S. person in our data base because frequently those people are U.S. persons, and 
we do not profile, because profiling would be aimless, because if I were to try to attack 
something, I would try to find people that didnʹt look like the attackers that came from the 
last attack. Weʹre conscious of the facts that they were Arab subjects, but we cannot be 
sure that that will be the case in the next attack. So we collect mountains of data, and I 
seek and solicit mountains more of data to build that giant haystack that I hope to find 
some needles in through patterns and trends. 

We have initiated, to make sure that we do not release U.S. person data 
inappropriately. Weʹve initiated a U.S. person handling guideline that requires that every 
officer that sends anything to our database mark, true to identify, as best they can, and 
mark each U.S. person that is part of that data. That includes people who call in. And 
you are interested in how we get that. We get data through every pore of the building. I 
walk around campus, people hand me letters that somebody sent them that itʹs jail mail 
from some jail saying that they know something about a terrorists attack using an ebola 
virus and only if only if you let them out of jail theyʹll give you the information. We get 
phone‐ins from great American citizens who just observed strange things among their 
neighbors or among a local mosque. We get faxes, e‐mails. You name it, it comes in. We 
havenʹt had the carrier pigeon yet but Iʹm waiting, and Iʹve got bird seed for that bird 
when it comes. So we get it in all manners of ways. 

We mark the person who gave it, because we donʹt want to inappropriately release 
the information that somebody has just provided us information on their neighbor, any 
more than we want to inappropriately release the fact that the neighbor has been reported 
on, so we mark that. And whenever we use a product, and we donʹt have a lot of 
products. Weʹre not a production sort of entity in the sense that we put out analytical 
pieces, that comes from the analyst shop. Our only two real products from the watch are 
the Homeland Security operations morning brief, which goes out to state and local 
emergency management, also federal emergency management or law enforcement entities 
that are involved in counter‐terrorism activities, and itʹs really raw data of suspicious 
activity occurred and these are the pieces of information about it, with the goal of hoping 
to find information about that piece of data. 

And then weʹre developing a common operating picture that will have, what I 
think is going to be unique contribution, that it has a data layer of all these suspicious 
activity reports. Any of the ones that have specific names and are directly linked to a 
terrorist’s activity, like my neighborhood came back a camp and he has become very jihad 
oriented, and I think heʹs actually a terrorists. The FBI does that. So these are suspicious 
activity reporting. 
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MR. ROSENZWEIG: If you could kind of wrap it up a bit. Thank you. 

MS. MANNING: We provide that information to state and local entities through 
that common operating particular picture, where all the dots will be geo‐coded and stood 
up, so that they can see the patterns and they can do the legal, analytic stuff to perhaps 
find, based on what they have, the reason for that pattern. 

Similarly, when we went to push it out to infrastructure owners, we want to push it 
out to all people, federal, state, local, tribal, anybody who has a possibility of 
understanding that trend and stopping whatever preoperational planning there is. 

MR. ROSENZWEIG: Thank you very much. We really very much appreciate all 
three of you joining us today. And as I said, weʹre going to defer to others who had a 
question, so Jim, I may get to you. Kirk, first. 

MR. HERATH: Mine is really very simple and itʹs for Ms. Waterman. Jim had 
asked the previous just panel, we had been talking a little bit about the contracts that are 
engaged in the private sector anytime data is transferred from one entity to another, often 
even within affiliates, and I was very intrigued. Itʹs almost sick sometimes what gets you 
excited. But the standard agreements that youʹre drafting, could I get a copy of that or 
could we get a copy of that, and could you just briefly describe the elements that are in the 
standard data agreements. 

MS. WATERMAN: Let me be clear that, perhaps I wasnʹt clear enough before, 
theyʹre not standard data agreements in that they all have the same terms. What they 
have is they all have to cover the same topics. We discovered that that wasn’t consistent. 
For example, some of them would talk about data security or audit requirements, some of 
them wouldnʹt, some of them would have privacy, some of them wouldnʹt. So I made a 
matrix‐‐because Iʹve engaged in those negotiations, I should fess up, Iʹm also a lawyer, so 
Iʹve done it from a lawyer side, Iʹve done it from the technical side‐‐ I made a matrix of 
about fifty issues that I thought normally should come up if you were doing a really 
comprehensive agreement. We went out and surveyed the components of the 
Department and said do these seem to be the right components, and have we laid out the 
right people who should answer that question and who should really say that that answer 
is okay with them, and so we built that structure, and thatʹs the structure weʹre going to 
build on, so that each time the question, is it U.S. person data, gets answered, gets 
answered by the party whoʹs actually the custodian of the data and then the implications 
questions go to the Privacy Office or the designated privacy officers, so itʹs kind of a flow 
structure and then the system is ultimately working. Well, weʹre working on designing 
the system so that it will literally lead people through those processes, so everybody can 
see the drafted segments but only privacy would enter the privacy segments. 
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MR. HERATH: Thatʹs still, I think, better than what we thought existed. I would 
still really enjoy having the opportunity to review that. 

MS. WATERMAN: Okay. 

MR. ROSENZWEIG: Weʹre adding to your list of things to send us. Ms. Sotto. 

MS. SOTTO: Thank you. Ms. Bucella, you expressed some certainty in the fact 
that the lists that you have contain names of known or suspected terrorists, that these 
were really bad guys. What if, in fact, somebody is either not really a bad guy or if the 
name is the same as somebody who is not a bad guy, or thereʹs some confusion with 
respect to that names, what redress mechanisms are there, and because Iʹm not going to 
ask two questions, Iʹm going to ask a compound question, so instead of putting in a 
period Iʹm putting in an and for Ms. Manning. Iʹm begging your forgiveness. 

Ms. Manning, could you tell us about privacy protections that you have in place for 
the mountains of data that you have. 

MS. BUCELLA: Iʹll go first. To the first, Iʹd like to correct something that you said. 
I did not say that they are really bad people. I said they were known or affiliated with 
terrorism, known or suspected terrorists, which means, quite frankly, after 9/11, I being a 
lawyer, if I had my business card and I had given it to someone who was part of a 
fundraising group from the Middle East and they or their spouse were under 
investigation by the FBI and they had my card, I more than likely could have ended up in 
FBI data base, so it was very broad. And what weʹre doing now, as we come away from 
9/11, is really ‐‐ these are law enforcement records. These are investigations. These are 
people that were affiliated and as the FBI agent, not only FBI agent but to my agents, I 
donʹt think they ever contemplated not only would they have to deal with their 
supervisor, they now have to deal with the Terrorists Screening Center, in that we will 
look and say, you know, you really havenʹt done anything with this for the last 18 months. 
Is it or isnʹt it? And so there is, really, now, a step up of really drilling down their cases 
and really trying to figure out whether or not they do in fact belong on it or donʹt belong 
on it. Thatʹs why I said our list changes every day. 

One of the things, the redress, because we are dealing with law enforcement and 
intelligence information, because the people that put the names on the list are not just the 
FBI, this is really sensitive information. The redress is not from the public writing letters 
to us, but, for example, if somebody is on the No Fly List, we go to the office of the 
ombudsman, if it gets stopped at the border it goes through Customs. Each of our 
different agencies do have some form of redress. 

However, internally within our system, I have Lyn actually contacting all the 
different agencies to find out if somebody from the public has written in, letʹs take a look 
and see what it is and perhaps we can drill down. Sometimes itʹs old information. 
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Sometimes itʹs poison pen, somebody from a foreign government got really upset, didnʹt 
like these people, and if you say the word terrorism, bingo, youʹre going to have the 
United States Government all over them. 

We have done ‐‐ we have taken off, probably, about, and reconciled, at least 7,000 
names so far, so itʹs a constant. We are making sure that our data is current, accurate and 
thorough, and with that that means that if someone is not on the list ‐‐ as just in mention, 
there are a number of people that have the same name, the same date of birth but perhaps 
theyʹre identifiers and perhaps, we also have at or data center photographs, which can 
really quickly reconcile. Now, if the photograph, for example, is a classified photo, at 
least our people at our call center, when talking to the officer on the street, can say why 
donʹt you give us a description of what the person looks like. Many times the police 
officers will say, I actually have some real‐time surveillance photos. Let me fax them to 
you right now, and we can dismiss that right then and there. What we are trying to do 
though, is be much more proactive if we have that person that has a similar name, same 
name, same date of birth, then letʹs see what we can do to put into our system, so 
immediately if that person is ‐‐ that name is encountered again, put a descriptor in there 
and perhaps it could be job description, we have had individuals, because they do a lot of 
international travel, we know and they havenʹt contacted us to complain, but by the 
second or third time, I take a look at it and say, we need to figure out what are the 
descriptors we can put in there so when they are encountered, we can address that 
immediately. So thatʹs sort of where weʹre working towards. We want to ‐‐ in building or 
database, as I said, where it would be a querable system. We also want to have a 
automated system where we get sort of a tickler of this name has been hit second or third 
time. 

We do, however, have individuals that, if theyʹre traveling across the country or 
theyʹre in different counties, they can be encountered two, three, four times, but, in fact, 
they are on the list. Theyʹre speeding, theyʹre driving over curbs, theyʹre running into 
people, theyʹre driving without headlights. These things happen. But this is how we 
encounter the known or suspected terrorists. Theyʹre legitimate law enforcement stops. 

MS. MANNING: For the other one, we mark the data as U.S. person. We redact 
whenever we use a publication, and then we also ‐‐ weʹre bringing in a system now. 
Weʹve been using very low tech, extremely low tech methods of doing things. I have 
boxes of paper records right now. When we get all the data in our system, we want to, at a 
set interval, redact the information or remove it completely and just leave U.S. person in 
there so that the dot is just a dot of activity, not people. We keep a full and complete 
record in a protected, you know, protected and access control, so if we do need to know 
who that person that was related to that action we can call them back up. In addition to 
that ‐‐ thatʹs basically all. 
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MR. ROSENZWEIG: Tara. 

MS. LEMMEY: First, I would like to say that Iʹve had the opportunity this past 
year to visit the shops of all of these presenters, and theyʹre doing a fabulous job at the 
coordination and collaboration component thatʹs so required to make national security 
work. So for privacy issues, thereʹs some challenges but the work is exemplary in terms of 
moving forward and they say our mission is sharing, which is a phenomenal change and 
a positive one. 

Karen, my questions are primarily for you, as the nerd in the group. 

MS. WATERMAN: Is that you or me? 

MS. LEMMEY: There are three parts. One is on the granularity of the data, because 
a lot of what weʹve seen in the early implementation is people tossing data over the 
transom in large bulk as opposed to being really able to touch the data that they 
particularly need, and how are you seeing moving that forward so we can get some some 
granularity around it. 

The second part is around creative cultures. As we talk frequently about the fact 
that you can adjust the knobs of policy and technology to get more privacy enhancement, 
if you look at the agriculture a little differently, which I think some of that will come up in 
our further questioning on Secure Flight. How are you seeing the ‐‐ are the technology 
and policy questions and privacy being asked together often enough so that there is ‐‐ the 
cultural questions are coming up? And then the last one is, thereʹs a real need to shift 
from the governmental point of view of oversight as an after the fact occurrence to having 
audit as an early stage warning for both making the system better and providing new 
information, but also not thinking about it, waiting until something bad has happened, 
which is really a privacy enhancing tool as well as a security enhancing tool, and is your 
organization working on moving that audit process further forward for all of the 
programs and implementations across DHS? 

MS. WATERMAN: I feel like I just got asked solve world hunger. 

MR. ROSENZWEIG: Whatʹs the solution for world hunger? 

MS. WATERMAN: Thirty‐seven. I think the answer in part is the same answer to 
all three, in that the concept behind the information sharing environment is a concept in 
which ‐‐ just what you asked about, rather than having what weʹre doing now in large 
measures, which is just letʹs pass whole data sets around, is really that how do you get 
somebody access to the specific data that theyʹre trying to get to when they need it. And if 
youʹll excuse a really sort of gross oversimplification, we sometimes talk about, almost an 
Internet‐like structure and a Google‐like search in which everybody holds on to their own 
data and then ‐‐ and you log in wherever you log in and thatʹs where the identity 
management piece is, thatʹs the part that says, well, who exactly are you and what 
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authorities do you have or what duties are you performing, and that when you out and 
search, the difference is thereʹs a lot more security, so that whatever produces the answers 
looks to see, well, I have all these rules about who can actually see this piece of 
information, does your log‐on information match to the access rules for this piece of data 
and then it passes or opens the gate or whatever it is in terms of being able to see it. So 
thatʹs a long‐term view, and part of the things I talked about are thinking about how 
would we ever really get there, because itʹs a great philosophy but really hard to 
implement. So thereʹs lots of conversations with the technology people, both the CIOʹs 
office, which has the short‐range and long‐range and the Science & Technology Office, 
which really has this sort of long‐term R&D vision. 

And the kinds of things weʹre talking about is exactly, how do we break down 
these rules to the point where it literally is just lots of little ones and zero, machine code 
kind of questions and answers thatʹs happening in the nanno seconds so that you really 
can get somebody information, and instead of having information sharing agreements 
between all the agencies, you have sort of an agreement possibly into the pool, and then 
youʹve just provided the right meta data, so that every time somebody wants to see 
something new or different, itʹs not a brand new agreement. Itʹs what the structure 
contemplates. 

So I think that by its nature requires creative architecture. I think by its nature if 
we have the granularity, we can then have the ability to the dial up and dial down, but 
you canʹt have that if you donʹt have the basic infrastructure underneath it. Same thing 
about the audit, if we have the granularity and weʹve got that kind of log‐on identity 
information and the access rules in place, itʹs a lot easier to do the audit because youʹve 
got the actual data youʹre really looking for, I think. 

Right now, in most systems, you know, what do get in most systems today? 
Mostly you get that you got ‐‐ you log onto the system or that you went to a database, but 
youʹre not getting that individual what element did you look at, you know, or what gross 
collection of elements are youʹre looking at. Most systems arenʹt collecting that yet. So I 
think itʹs this getting us down to that finer grain that answers all three of the questions. 

MR. ROSENZWEIG: Howard. 

MR. BEALES: I wanted to ask about how much identifying information we have 
on the people that are on the terrorists list. Do we typically have just ‐‐ I mean are some of 
the people just name? Is it always name and date of birth? How much identifying detail 
is there about people on the list? 

MS. BUCELLA: Generally, the unclassified identifiers that came out were basically 
four: name, date of birth, passport number, country of origin. And thatʹs, basically, that 
now we have been able to add because of the addendum, there were some identifiers as 
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simple as gender, eye color, height, weight that have been unclassified or declassified that 
are allowed to come through the transom through the Addendum A that was signed 
when the Department of Defense and Treasury joined in.. 

Believe it or not, some of the systems, when I told you that there was some 
formatting issues, some of the systems actually didnʹt have a field for gender, and so it 
automatically defaulted that every terrorists in their system was a male, and we happen to 
find that out after we encountered a few women with the same name and everything else. 

As I said, in our database, thatʹs really ‐‐ theyʹre very limited identifiers. What we 
are able to do is, we have a system, weʹll put the name in, date of birth, the name will pop 
up and then within or system it will tell us who is the holder of that record. And when I 
mentioned to you before we go into their systems, we then go actually into, whether itʹs 
the new tied systems which the NCTC has created or itʹs the FBI ACS system, weʹre able 
to go into that record and then that take a look at whatever else is in there, which is more 
than identifying information. It is the derogatory information, but really the identifying 
information is very limited. 

MR. BEALES: Do you always have the four pieces of identifying information? 

MS. BUCELLA: No. 

MR. BEALES: How many records might have only one? 

MS. BUCELLA: Iʹm not going to give you numbers. However, let me explain what 
happened. The vocabulary that everybody is using is watch lists in the plural. That has 
probably been my biggest challenge in how to describe what it is that we do and that 
thereʹs one list. So what we describe it as, if you will, we have all of the names in the 
consolidated list, all of the names, identifiers, so that means that we have partial names, 
and that would be people that probably would never enter into the United States, based 
on some of the sources that have provided those names. Some of the individuals that we 
have donʹt have date of births, some of them have circa date of birth. Seems to be a lot of 
people happen to be born on January 1st. And so what we do is with go through the 
legacy system. So as I mentioned to you before, the CLASS system, State Department, 
their ability to deny somebody visa, very low threshold, so they could actually have a 
name and the man has a beard and thatʹs all they have. They can have that in their system, 
very low threshold. When you come into the United States and meet with CBP, obviously 
they can also take names, partial names, aliases with date of birth, without date of birth, 
and coming into the United States and going to secondary, different threshold. Obviously 
when you come into the United States and there is someone in the FBIʹs ACS system and 
thereʹs warrant out for their arrest, obviously you have to have a name plus a date of birth 
and obviously some paper there to show thereʹs probable cause to believe that they have 
committed a crime. So each of the different systems can hold different things. 
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Obviously, like I said, at our border they can have a lot more information, U.S. 
persons, non‐U.S. persons added or embassies, less, because they cannot have U.S. 
persons in their system, so each of the difference in systems. And what we do is we load 
the systems up based on their mission, legal limitations, formatting issues but thatʹs how 
we operate. 

MR. ROSENZWEIG: Ramon. 

MR. BARQUIN: Our subcommittee on screening yesterday sort of had a lively 
discussion on the issue of definition. Does a definition of screening exist and gives us the 
panel on screening, that is reasonably common across the Department, so I wanted to ask 
you that question. In particular, because as we started to see some of the live 
demonstrations yesterday at Logan Airport, wherever, it was clear that screening, of 
course, is just the front end, but what is it that youʹre trying to keep out or let pass, et 
cetera, so the sources, and at least the principle source that we saw yesterday being TECS 
raised the question of proportionality. I mean it seemed like that same source that was 
being used to screen people trying to bring in sausages from Germany, as well as, you 
know, defining potential terrorists, et cetera? 

MS. BUCELLA: This is an interesting question, and I think I used to Google 
screening to see if a definition came up, and actually, when I was asked to do this and I 
read HSPD6 and the MOU, I kept looking for glossary, what does screening mean. When 
HSPD11 was being written, I sat through many meetings and I would open up the 
meeting, DHS had invited me in, to talk about what screening is. My hesitation is I donʹt 
want the word screen to be defined yet. 

We are embarking in a brand new world. Itʹs hard enough to have the intel 
community, the law enforcement community and the private sector sitting there using the 
same words and everybody is having totally different discussions. And we are in this 
new world of dealing with terrorism, and the best way I can describe screening, and if 
you ask me four months from now Iʹll probably add to the definition, but itʹs, basically, if 
there is an opportunity to where someone is going to receive a benefit, either from private 
industry, government, and theyʹre going to be allowed to operate within their facility or to 
be able to operate within their regulatory agency, then they are going to have a natural 
screening process. That means if I accessibility into a Federal building, Iʹm going to have 
to show something. 

When that opportunity does, in fact, happen, then you can actually run their names 
against, in the case of terrorism screening, a list, as whether or not they are defined as a 
terrorist, and so there are all these different screening opportunities. 

In some states, if you were to apply for their to lottery commission, theyʹre going to 
screen you. In some other states, if you are applying for medical license, theyʹre going to 
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screen you against the criminal list, which basically will end up hitting our terrorists 
screening list. In other instances, if youʹre a Hazmat driver, commercial driver, you go to 
a weigh station. All of our states are doing other things and thatʹs what we see from the 
Terrorists Screening Center is, we are trying to gather up what that ultimate and most 
complete and accurate definition of screening is. The only way we are telling about it 
right now is the medium that we are using is the NCIC, thatʹs the National Criminal 
Check. 

Thereʹs a portion in that computer system that has, basically, the names of the 
known and suspected terrorists and thatʹs how they get into or system. The IBIS TECS 
system, they hit the NCIC system automatically, so it automatically comes in. So what 
weʹre seeing is, by looking at the U.S. probation run everybody that puts up bail for an 
individual, do they run the names through? Our interpreters that go overseas, are they 
screened? All of our military members, are they screened? All the TSA screeners, are 
they screened? So what weʹre doing now is we are really gathering the definition. I donʹt 
think we have a total complete definition right now, and I think thatʹs one of the 
challenges weʹre all struggling with. First of all, you come up with a definition and then 
how far do you go? 

MR. ROSENZWEIG: John Sabo. Iʹm sorry, did somebody else ‐‐ Iʹm sorry. 

MS. WATERMAN: If I can do about two seconds. One of the things that gives me 
an opportunity to clarify is, in my answers, my answers may seem more to the technical 
side. My office is not the technical office. Weʹre the business process and policy. Weʹre 
where weʹre trying to tease out from people to actually say what they do, you know, in 
really clear and specific terms. 

One of the things that came up in our first draft as was reported last fall, is the need 
for a common lexicon, and I just wanted to throw that out, that DHS and HSAC actually is 
running a lexicon project to try to get some conformity of terms within the department. 

MR. ROSENZWEIG: Thank you. Iʹm sorry. I wasnʹt ignoring you. Just didnʹt see 
you. John. 

MR. SABO: Just a quick question, maybe mostly for Ms. Waterman. As you look 
at the privacy controls and security controls in this sort of matrix that youʹre developing, 
are you starting to take a look at the controls that would be needed in the private sector or 
state and local organizations which receive the data, because thatʹs been a common 
problem for many federal agencies for years, where data may be shared with a county or 
state and yet the privacy protections need to flow to those users and it sounds like youʹre 
focusing mostly on DHS and government, but is there someone also focusing on the 
external community? 
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MS. WATERMAN: We are, at least to some extent, focusing on that other question. 
One of the other projects in our office is to begin to identify, I mean I jokingly refer to it as 
the “Dewey Decimal System of Rules, that we need some structure in which to be able to 
talk about and categorize all of these different rules. Thereʹs not only privacy but thereʹs 
lots of law enforcement and intel, health care. There are lots of different things. Some of 
them are law, some of them are industry standards, some are administrative in nature. 
And so, yeah, weʹre very aware of the fact that when you decide about passing 
information, most people are focused on its my information so whatʹs my rule for giving it 
up. But weʹve talked at least about the concept that I need to also know what the rule is 
for the person Iʹm handing it to, what their access rule is, so that I understand whether ‐‐
that part of my decision to release it or to make it available is understanding what 
happens when it goes to them. So weʹre sort of in a starting phase of trying to understand 
a way simply to structure the discussion and structure the categories so that we can begin 
to build something thatʹs organized in some way, that we have a common means of 
having a conversation. 

MR. ROSENZWEIG: Jim Sheehan. 

MR. SHEEHAN: Like Ms. Waterman, Iʹm going to try to tease out a little bit of 
what Ms. Manning does at HSOC. I understood you to say that your organization 
receives tidbits of information and suspicious activity. Millions of pieces of information, I 
presume. And Iʹm trying to get a handle on what you do with that exactly. Do you build 
it? Do you let it build up until it reaches a tipping point and ship it out to certain 
organizations and people, or do you send out individual pieces of data that have no 
particular merit to others so that they can determine whether they have merit and build it 
in another place? What do you do with that information? Do you build it or send it out in 
pieces? Who makes that decision and to whom do you send it when you do send it out? 

MS. MANNING: Thatʹs a great question, because the answer is ‐‐ Iʹm going to give 
you the answer in a couple of months because weʹre just bringing in some systems that 
will allows us to do what we intend to do as opposed to what weʹre are not actually doing 
right now. We are the ingest point, so in one point we pass all that information to the 
Information Analysis analyst to chew it and put it through their mix masters and do link 
analysis, and whatever it is, based on intelligence rules for data handling. 

We have different sets of rules because we are not an intelligence shop. Weʹre not 
considered to be a part of the intelligence community, although some of those people sit 
with us and we have the clearances. We take that data and we try to make it as complete 
as possible and verify whether or not ‐‐ if thereʹs a terrorists nexus, we try to clarify that 
nexus. If itʹs just a suspicious activity, we try to clarify the nature of that and then we pass 
it on to our colleagues. We are not operational. We are only about information flow. 
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But the one thing that we do support is this common operating picture. And the 
goal there is to really take ‐‐ analytical people tend to be more particular about their 
sources. They want a high‐level source to say that surveillance was something. Weʹre 
going to keep those pieces of data stripped of the personʹs name and put them on geo 
coded map and pass it back to the states and federal, and anybody that has a part of the 
Homeland Security, to see if they have additional data that can match up with what seems 
to be a trend. So itʹs data that only makes sense in the aggregate. 

MR. SHEEHAN: Real quick. Your colleagues include people outside of DHS or 
only within DHS? 

MS. MANNING: Oh, no, we are interrelated with state and local federal 
everywhere. 

MR. ROSENZWEIG: Joe. 

MR. LEO: My question is to Donna Bucella but others can jump in. I wanted to 
pursue that earlier, you know, the issue of letʹs leave screening undefined for moment in 
terms of what we mean, and I was earlier in my mind toying with do we really have a 
common understanding of terrorists or suspected terrorists? I suspect terrorists is easier 
to define than suspected terrorists. Because you seem to imply that your list is an 
aggregate of trust and sources from a number of federal agencies, or whatever, that are 
really good at this, letʹs say the FBI or CBP or whatever. So Iʹm going, okay, do we really 
have kind of like a really good working definition of suspected terrorists, and is there any 
‐‐ we used the word earlier internal audit or review, so that letʹs just go to the edge, just so 
I can make my example. That one of the trusted agencies decides that certain Civil Rights 
Movement is going on and boy they look terrorists to us and weʹre going to throw them 
all on the list. Now theyʹre on the list along with other people on the list, et cetera. So Iʹm 
going how do you adjudicate? How do you keep this list from going out of control from 
that perspective? 

MS. BUCELLA: Okay. First, I donʹt think I have it as bad as Justin, but month one 
I had DHS IG, but fortunately I only came for two hours, and then the following week I, 
of course, asked DOJ IG to join, because we are a DOJ organization, so they literally lived 
with us for many, many months, and now theyʹre back because, in getting some funding, 
one of the Congressman thought it would be a good idea for us to have the IG with us, 
and then I have GAO with us, and I also donʹt have a lot of office space or money or 
resources, so weʹre all sort of sitting on top of one another. So my staff would not be 
happy if I never said something about resources, so we do have internal controls. 

One of the things that, early on when I first started this, while weʹre getting the 
names passed over the transom from the different agencies, there are forms of review. 
First, the originating agency, they do their reviews so whether itʹs NSA, DIA, their 
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definition of terrorism falls with their group. So youʹre not just dealing with people going 
oh, wow, I think Iʹm just going to add these people on. So I just want to calm down on 
that. 

The other thing is that once they go ‐‐ remember I told you the international names 
go through the NCTC, they have an entire group that sits there and reviews those records. 
Then they come over to us, and I have a team that reviews those records. I can only give 
you one example of early on when we started getting names relating to domestic 
terrorists. When I looked at it, obviously I go with the FBIʹs definition because the FBI 
investigates domestic terrorists, but there were some that possibly could have bled out 
into a gang and not quite terrorism, and so we pushed those names back to the FBI and 
said take them. 

But there are many levels of quality review and actually going through not just 
looking at the name but going through the records to make sure it fits within their 
agencyʹs definition of terrorism. So itʹs not ‐‐ it is not a free for all. 

Also, Iʹd like to just add one thing about documenting processes. It was very 
interesting when we first started, since we were created over a presidential directive, not 
by Congress, that we knew that we would have to be accountable for everything that we 
did. So how are we going to get these names in and how does this information flow from 
different agencies? I have to tell you I actually had a rocket engineer whoʹs one of my 
advisors who sat there and mapped out processes, about information flow, and this was 
right during the time when DHS was starting up, and to sit there and have our different 
agencies, okay, when you get information in your agency, how do first send it through 
your agency and then how are we going to get it? So what we ended up doing is 
mapping it out, and, you know, there are these charts floating around, for us their internal 
law enforcement sensitive right now. But now forcing everybody to do the map. So 
when we have other people from government agencies come to visit us, and I can see 
everybodyʹs head shaking here, they know what those maps are, they know where the 
information flows. Because it was interesting, our government didnʹt have the 
information flow charts, so many times if you were to ask, and certainly after 9/11, it was 
based on friendships and personalities and, you know, when DHS was created, all of a 
sudden weʹve mixed up all of our government agencies, like, hey, is Joe around? Well, Joe 
doesnʹt work here. I know, give me Joeʹs number. Hey, Joe, who replaced you? Because 
you want to get the information. Well, that was good because during a crisis things 
somehow actually seemed to work, but what we have to do is standardize that for our 
government so there is not only an expectation but you know where to go and itʹs not 
person centric. 

MR. ROSENZWEIG: With that, though, there are a few left. We have hit twelve 
oʹclock and we are into the public comment period. Again, I will prioritize those who 
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havenʹt asked in the next go around. I want to thank you all three of you for a 
exceedingly informative discussion. As you’ve gathered, we could have probably gone 
on for another hour or two, which would have pleased us but not have pleased you. 
Thank you very much. We will be following up, I know, with some written questions 
from the members based upon this discussion, and I hope youʹll be ‐‐ do us the courtesy of 
getting us a response and sharing with us your written responses. Thank you. 

MR. ROSENZWEIG: We have come to the point in the program where we ‐‐ this is 
first of two such points. The rules are simple, you have to sign up with Lane in the back. 
Lane, wave your hands. We have five people signed up for this and weʹll take three 
minutes of comment from anybody, and Lane has got them in order, right? 

MR. RAFFRAY: Right. 

MR. ROSENZWEIG: So send whoʹs ever first up, please. 

THE FLOOR: Good morning, ladies and gentlemen. Thank very much for having 
me here. 

MR. ROSENZWEIG: Could you introduce yourself? 

MR. SCANNELL: My name is Bill Scannell, and Iʹm a concerned citizen thatʹs been 
heavily involved in not only the issue of Secure Flight, but prior to that the CAPPS II 
issue. Iʹd like to make a comment on Secure Flight, and how weʹve heard two quite 
extraordinary things today weʹve had two quite extraordinary revelations, and I didnʹt 
hear many questions from you all about it. 

One, weʹve heard from the DHS Chief Privacy Officer that an investigation has 
been launched into Secure Flight testing and whatʹs been going on with. The second thing 
that we heard, which I found quite interesting, was from Mr. Oberman, whoʹs talked 
about going back and papering up the initial Privacy Act notices on Secure Flight. In 
essence, going into the way back machine to fix things that theyʹve already been either 
currently working on or will be doing in future in terms of testing. The TSA simply 
cannot be trusted with data. Weʹve seen it time and time again. 

Going back to the initial stages of CAPPS II, the cult of secrecy where slowly but 
surely information was drawn out of TSA and Homeland Security about what exactly was 
happening with our information. It took the Jet Blue scandal to bring a lot of it out and 
still we didnʹt find out until to Admiral Stones’ confirmation before Congress to the great 
extent that CAPPS II had violated peopleʹs privacy and data integrity. 

Now we hear thereʹs yet another investigation going on. Now we hear weʹre going 
back into the way back machine and changing the Privacy Act notice and, in essence, 
shifting gears and shifting the goal post, and yet we donʹt have any real live official 
information on this. And I would encourage this Board, and I would encourage everyone, 
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to get some real, honest answers about whatʹs going on, because otherwise, those of us in 
the privacy community and journalists have to rely on rumor, leaks and other things. The 
truth will come out. But I think that itʹs really about time that the Secure Flight folks, and 
all of us, need to learn that we need to just tell the truth, to begin with the truth will set us 
free. If theyʹve done something wrong, if theyʹve done something illegal, letʹs hear about 
it, and none of this launching nerf balls when people are testifying. Iʹd like to see some 
hard questions to the panel. Thank you very much. 

MR. ROSENZWEIG: Thank you. 

MR. HARPER: I wanted to just ask Bill a quick question. If you could, first of all, 
point out, you failed to pitch your web site, unsecureflight.com, which I havenʹt looked at 
yet, but it looks like youʹre making your positions well‐known there. 

Listen, I asked a question of Justin Oberman, you know, about whether he had 
adhered to a contract in the privacy documents that they issued. Do you think he was 
truthful with me? 

MR. SCANNELL: Iʹm neither God nor a trained lie detector. But survey says that 
when Mr. Obermanʹs lips move, usually thereʹs a little bit of typification going on. 

MR. ROSENZWEIG: What was that word? 

MR. SCANNELL: That would be an economical with truth. All of us are not 
Harvard graduates. 

MR. ROSENZWEIG: Thanks. 

MR. SCANNELL: Great claim to England. But on that note, I think that itʹs 
important to realize that the Privacy Act isnʹt a contract, itʹs the law. The Bill of Rights 
isnʹt just a contract, itʹs the law. And itʹs incumbent on any government official and any 
political appointee to enforce these things. Theyʹre not just there to say, oh, well, you 
know, we continued and now we need to go back and paper it up. Itʹs changing things 
when theyʹve already happened, and Iʹd like to see more involvement from all of you in 
that light, and I thank you for your time. 

MR. ROSENZWEIG: Thank you. Next, and again, if you tell us who you are. 

MS. ROSE: Good afternoon. My name is Carol Rose. Iʹm the Executive Director of 
the American Civil Liberties Union of Massachusetts. Iʹm a lawyer by training, and youʹre 
going to be hearing from my colleague Barry Steinhardt from the ACLU who is a 
technical expert. I am not, in fact, a technical expert, so I am here both to commend your 
work but also to ask that you keep in mind the human element of privacy and data 
collection and the war on terrorism, and the human element, both in terms of the people 
collecting the data, the law enforcement people and the people who are the target of these 
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investigations. Because no amount of technological fixes, no amount of systems 
architecture can take the human element out of what weʹre trying to confront right now. 

Here in Massachusetts weʹre particularly concerned that our Governor is trying to 
push what heʹs calling a Fusion Center, and we donʹt actually know what the Fusion 
Center is, because itʹs so far ‐‐ thereʹs a lot of broad statements about it, but itʹs been kept 
quite private or, frankly, secret, even though the ACLU has filed a public records request, 
a formal request to find out more about it. 

What we do know is that in the New York Times Governor Romney was quoted as 
calling for all states to set up fusion centers where weʹve would appoint EMS drivers, 
private businesses, you know, other people who are, for example, postal workers to report 
and keep a watch on whatʹs going on, and to report suspicious activity. It sounds a lot 
like the TIPS program. Iʹm happy to slow down, sorry. It sounds a lot to me like the TIPS 
program, combined with the Total Information Awareness Program. And those two 
programs, at least with TIPS, when Congress decided to defund them as a result of public 
opposition that was really an important and courageous act. The problem is these fusion 
centers have the potential of bringing them back to life. 

I donʹt agree that when you make the haystack bigger you necessarily find the 
needle. One of things that happens, not only are people’s civil liberties violated, but we 
have a problem with effective law enforcement, and I want to share with you here some 
examples here in Massachusetts that have happened as a result of these kinds of citizen 
TIPS programs. 

For example, we have the instance of two people who are investigated because 
they were Arab‐looking men in a Ryder truck on the highway. We have an example of a 
professor out at Wellesley who published an article in Sojourn Magazine, an academic 
feminist publication, talking about the Weather Underground, historically. She was 
visited by the FBI. 

We have the example of the Boston College student who is a sikh who is wearing 
his turban walking with two other people. The two other people who were taking 
photographs around campus. He, however, was detained for more than seven hours and 
questioned. Why were you with people taking photographs while wearing a turban? 

We have the bird watchers, an elderly couple, bird watching out at a dam. They 
were stopped and questioned because they had binoculars. We have the students at 
Lexington High School who were participating in a National Antiwar Protest, but when 
the Justice Department contacted the local police, they were told to go check out those 
potential threats at the Lexington High School. 

Now, not only is this an incredible waste of our local and law enforcement 
resources, for example, in Boston, we have had a reduction of 236 police officers, happens 
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to coincide with the rising homicide rate in this city. So we have a diversion of resources 
away from real effective law enforcement. Towards these kind of wasted law 
enforcement, how much time is spent investigating these kinds of tips that clearly, on 
their face, are ridiculous, and yet you have to investigate them when you have your EMS 
drivers and postal workers and your citizens setting up neighborhood watch groups and 
reporting them, because you canʹt let them go uninvestigated. It doesnʹt make us any 
safer. It does chill peopleʹs rights of association and speech. I think it also undermines 
community policing. 

In the local ACLU we have a number of reports from immigrant communities who 
are absolutely terrified to come forward. If by dent of kinship, language, religious 
affiliation or community, they might have information, theyʹre so concerned about coming 
forward to the law enforcement for fear of getting picked up by ICE, that they wouldnʹt 
possibly dare draw attention to themselves, even if they had information that might 
actually make us safer. 

We learn that community policing is the way to go on the war on drugs. There are 
not technical surveillance fixes in the war on terrorism. There are human beings on both 
sides that need to be kept in mind when you discuss this. A systems architecture 
approach without taking into account the human approach will simply fail as both a law 
enforcement matter and also as a civil liberties matter. Thank you very much. 

MR. ROSENZWEIG: Thank you very much. Yes, sir. 

MR. ZHANG: Iʹm Benjamin Zhang, and thank you Mr. Chairman, Ms. Vice 
Chairman, and all the committee and speakers. Iʹm honored to be here. I was just 
wondering, weʹre under threat of terrorists, but also, we have to realize that we are under 
the attack of the (inaudible). During this meeting I was wondering, how the government 
agencies is going to protect our personal information and personal data when they are 
using it. And, in other words, or which government agency is responsible for the misuse 
or improper use of our data, and who will have give the authority to use that data? 
Thank you. 

MR. ROSENZWEIG: Thank you very much. 

A brief answer is at least part of that job is the Privacy Officerʹs job over there in the 
corner. And we count on her and her existence in at least a partial response to Mr. 
Scannellʹs question, because Iʹm quite sure that the members of the Committee will be as 
interested as he is in the results of her just‐announced investigation, and Iʹm quite sure 
that we will ask her to give us a detailed report on that as time goes along. If there are no 
‐‐ Iʹm sorry. I thought we were done. 

MR. TAYLOR: Iʹm John Taylor, and Iʹm with the Homeland Security Industries 
Association. I want to just introduce my colleague, Tina Roberson, and we represent 
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about 400 companies that are involved in providing solutions and technologies and 
consulting in Homeland Security. And one of the first things we did was organize a 
privacy ‐‐ let me get the name exactly right, Individual Rights and Privacy Issues 
Committee, and what we are doing is beginning to look at it as an industry and to 
develop our standards and recommendations, and weʹll be producing some reports and 
things that weʹll provide to you. But as you ‐‐ we attended the last session and weʹll 
attend the future sessions. I just wanted to introduce myself, introduce our organization 
and offer ourselves as a resource to you from the industry standpoint. If you have 
questions, if you have recommendations, all these things. Weʹve got to begin talking. 
Weʹve already had one meeting with the ACLU in Washington, and weʹre also going to be 
reaching out to that community, so maybe we can have some of these discussions and 
maybe come together and bring the recommendations. 

So as you see us lurking around your meetings donʹt be afraid to come up and 
introduce yourself and know that weʹre here as a resource also. 

MS. SOTTO: To the extent that you can provide any information to us now as to 
the mission of that committee that you mentioned, as well as any written information, as 
well as any drafts, if theyʹre available for us, of any principles, documents that youʹre 
working on, we would greatly appreciate it, because weʹre working toward similar ends, 
and I think we can benefit from your knowledge. Thank you. 

MR. TAYLOR: We do have a mission statement, and I will e‐mail it to Paul and 
hopefully he can distribute it. 

MR. ROSENZWEIG: Weʹll make sure it gets in the record. 

MR. PALMER: I just was going to ask the same question. Surely you have a web 
site. 

MR. TAYLOR: Itʹs hsia.org, I believe. 

MR. ROSENZWEIG: Lance has a question for you. You guys, we canʹt keep 
having too many questions. This is public comment, not public inquiry. 

MR. L. HOFFMAN: Iʹm on the web site right now. I just want to find out if this 
privacy group you mentioned is a different from a, quote unquote, task force, because I 
donʹt have a privacy task for ‐‐ is it the best in business and practices or is it something 
else? 

MR. TAYLOR: No. The task force is new. If fact, theyʹre revising that whole 
website right now, which you know is always a project. 

MR. ROSENZWEIG: Thank you. Anything else? 

MR. TAYLOR: No. 
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MR. ROSENZWEIG: Is there anybody else on the? Reed. 

MR. FREEMAN: Thanks, Paul. I wonder if we might get a preliminary report 
from our Chief Privacy Officer, DHS, on whatʹs going on with Secure Flight and what are 
the initial responses to it? 

MR. ROSENZWEIG: Mr. Scannell, I hope you appreciate the responsiveness of the 
Committee. 

MR. SCANNELL: I love and respect it when people do their job and serve their 
country well. 

MS. O’CONNOR KELLY: Thank you for the question, Mr. Freeman. It has been 
the practice of the Privacy Office not to comment on the specifics of ongoing 
investigations until they are completed. However, I will comment on the fact that it has 
come to the officeʹs attention there are concerns raised, both within the Department and 
externally. 

The nature of the Privacy Officeʹs scope of work always involves the use of data, 
the questions of data sources, the questions of data sharing, and the questions of data 
retention, and so we will be looking at all of those issues of how the Privacy Act notices 
and Privacy Impact Assessments were delivered to the public and complied with on an 
ongoing basis during the test phase of Secure Flight. 

As I said, itʹs come to our attention very recently, and we have informed the senior 
leadership of the Department that we will be looking into this and we will report back to 
the committee our findings. 

MR. HARPER: I wanted to maybe follow up with you on a question that one of 
our public participants made, and heʹs in good company because Congressman 
Thompson expressed his concern about identity fraud and data protection to us in our 
first meeting, and again to me last week when I testified before one of the subcommittees 
in the House Homeland Security Committee. 

Have we seen any incidents in DHS like weʹve seen with a variety of private‐sector 
actors and universities in terms of data spillage? If you can talk about them and what 
would you do in the event something like this happened? 

MS. O’CONNOR KELLY: Jim, thank you for that question. Indeed we have seen a 
number of breaches in the private sector and that raises a question for the Department in a 
number of manners. First, in the use of commercial data by the Department and our 
concern about security of that data on both sides of the fence, both in the private sector 
and in the public sector. 

Indeed it has come to my attention recently that there may have been issues 
involving data security, involving one or more DHS programs. I think itʹs interesting to 
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note, and I think very much worth noting, that the disclosure of those data breaches in the 
private sector have very much been driven by California law, with all great 
congratulations to our California representative on the panel, and I think that the new 
trend towards disclosure has driven remediation, and I think has engendered respect for 
those companies that have remediated quickly and responsively. I think itʹs worth noting 
that there is no similar requirement on the part of the government to disclose data 
breaches. However, such breaches probably would likely to be Privacy Act violations and 
thus, within the purview of my office to investigate and disclose. 

MR. ROSENZWEIG: Thank you very much. With that, we will adjourn until two 
oʹclock, is it? 

VOICE: Yes. 

MR. ROSENZWEIG: Till two oʹclock, where we will resume with some panels 
from some senior technologists, and then from some of the other members of the privacy 
community. The Committee will reconvene in five minutes or ten minutes in the room 
aside for a closed administrative lunch. This is the afternoon session after lunch. 02:00 PM 

Luncheon recess. 12:23 PM 
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