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Implementing Recommendations of the 9/11 
Commission Act of 2007 (Public Law 110-53)

Mandated Action
 Directs DHS to establish a “Voluntary Private Sector Preparedness 

Accreditation and Certification Program”
 Select preparedness standards and establish accreditation and certification 

program

Improve Private Sector Preparedness in:
 Disaster management
 Emergency management
 Business continuity

Key Program Requirements
 Voluntary Participation
 Provide a method to independently certify preparedness of private-sector 

entities (third-party certification)
 Integrate and leverage existing regulatory requirements and programs, if 

feasible



3

PS-PR
EP

Adopted Standards

On June 15, 2010, DHS announced adoption of the 
following standards:

 NFPA 1600 - Standard on Disaster / Emergency Management and Business 
Continuity Programs, “ …a common set of criteria for preparedness, 
disaster management, emergency management, and business continuity.” 
(2007 and 2010 editions)

 BS 25999 - Business Continuity Management,  “…defines requirements for 
a management systems approach to business continuity, and integrates risk 
management disciplines and processes.” 

 ASIS SPC.1-2009 - Organizational Resilience:  Security, Preparedness, and 
Continuity Management Systems,  “…defines requirements for a 
management systems approach to organizational resilience.”
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Certification Program Model

Accredits 
certifying bodies

Certifies 
private sector 
entities to an 
adopted 
standard

Certification
• Third-party certification, with self-

declaration of conformity option for small 
businesses.

• Third-party certification can be obtained 
only from an accredited certifying body.

Certification Process
• Certification involves document reviews, 

site visits, and audits.

• May involve the full range of organizational 
activities that are applicable to the desired 
certification.
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A Comprehensive 
Preparedness Program 
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The Case For Preparedness

Why prepare?
 Resilience 
 Continuity
 Sustainability

Why prepare to a standard?
 Standards developed by groups of external preparedness experts
 Systematic approach - avoid unintentional gaps
 Facilitates appropriate allocation of resources

Why certify?
 Credibility
 Validation of excellence
 Benchmark

– Corporate, community, citizen 
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Critical Infrastructure 
Sector-Specific Engagements

DHS Office of Infrastructure 
Protection is collaborating with 
sectors to:
 Identify guidelines, best practices, 

relevant regulations and agreed 
codes of practice that already 
apply to the sector 

 Cross-map to adopted standards

 Develop framework guide for use
by sector entities as well as 
certifying bodies in applying 
standards

18 Critical Infrastructure Sectors
 Agriculture and Food
 Defense Industrial Base
 Energy
 Healthcare and Public Health
 National Monuments and Icons
 Banking and Finance
 Water
 Chemical
 Commercial Facilities
 Critical Manufacturing
 Dams
 Emergency Services
 Nuclear Reactors, Materials, and Waste
 Information Technology
 Communications
 Postal and Shipping
 Transportation Systems
 Government Facilities



8

PS-PR
EP

PS-Prep 
Critical Infrastructure Framework Guide

1. Introduction - Provides an overview of 
the PS-Prep program and the 
components of the guide.

2. Getting Prepared - Details key subject 
areas of a comprehensive preparedness 
program.

3. Getting Certified - Defines the 
certification process, description of 
standards and potential value of 
certification.

4. The Sector Perspective - Describes 
regulatory landscape, business case for 
preparedness and considerations prior 
to certification.
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 Sector-specific list of 
preparedness programs, 
regulations, etc.

 Collected through open 
source research and 
contributions by sector 
partners.

PS-Prep 
Data Set
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PS-Prep 
Data Set
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PS-Prep 
Sector-Specific Worksheets

Worksheets may be used to 
assist in performing a 
preliminary self-assessment 
for voluntary certification 
after defining scope
Step 1: Know the 
preparedness standard
Step 2: Review internal 
preparedness practices

Step 3: Align existing 
preparedness practices as 
closely as possible to 
individual elements of chosen 
standard
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PS-Prep 
Mapping Guide



13

PS-PR
EP

Benefits of Preparedness and Incentives to Certify

 Mitigation of loss of life or injury
 Business survival
 Minimizing impact of business disruptions
 Improved supply chain resilience
 Satisfying customer business continuity requirements
 Improved internal processes
 Improved employee relations
 Improved external relationships
 Satisfy customer, shareholder, and stakeholder expectations
 Potential advantage over unprepared competition
 Lower operating expenses
 Protection of brand and reputation
 Possible insurance industry recognition  
 Rating agency acknowledgement
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 PS-Prep Resource Center
www.fema.gov/privatesector/preparedness

- Managed by FEMA
- Links to Three Standards
- Federal Register Notices
- Press Releases and Fact Sheets

 Critical Infrastructure Learning Series
www.dhs.gov/ciwebinars

- Partnering for Critical Infrastructure Preparedness 
- Voluntary Preparedness Standards 

 ANAB Web site
www.anab.org

- Information for certifying bodies
- Information for entities interested in certification

Additional Information

http://www.fema.gov/privatesector/preparedness�
http://www.anab.org/�
http://www.anab.org/�
http://www.dhs.gov/ciwebinars�
http://www.fema.gov/privatesector/preparedness�
http://www.fema.gov/privatesector/preparedness�
http://www.anab.org/�
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PS-Prep
Consideration Checklist
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For more information visit:
www.dhs.gov/criticalinfrastructure

Tracy Shawyer
Director, Partnership and Outreach Division
Tracy.Shawyer@dhs.gov

Questions

mailto:Tracy.Shawyer@dhs.gov
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