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Transportation Risk
• Chemicals are essential to modern life 
• Hundreds of millions of tons are trans-

ported every year by road, water, rail
• Chemicals are heavily trafficked in bulk

through High-Threat Urban Areas (HTUA)
• A chemical in transport is an potential target for terrorism:

• No need for acquisition
• High toxicity of many industrial chemicals creates the potential for mass 

casualties in large-scale releases
• Built-in delivery system to the target (hijack or attack in place)
• Generally limited security/countermeasures available



Transportation Risk
• In the chemical supply chain, transportation is identified as having a 

significant risk.

• Risk is elevated in Transportation due to simultaneous increases in 
Probability and Consequences:

– Increased availability of chemicals 
in transport (Threat x Vulnerability)

– Transport through High Threat 
Urban Areas magnifies 
potential loss of life/
property (Consequences)
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Risk = Threat x Vulnerability x Consequences



Addressing Transportation Risk
• CSAC is addressing Transportation Risk through multiple parallel and synergistic 

programs:

• The Chemical Terrorism Risk Assessment (CTRA) and Chemical Infrastructure 
Risk Assessment (CIRA) utilize probabilistic risk assessments to quantify and 
prioritize chemical risk

• CTRA and CIRA are used to analyze and perform sensitivity 
studies of the high-risk components of chemical transportation
– Limited resources can be most appropriately focused
– Impediments to free chemical transport can be minimized

• The Jack Rabbit and Modeling Large-Scale (MLS) Chemical 
Transport Releases projects are improving prediction and analysis capabilities 

• The ISHC program seeks to identify, quantify, & 
compare safer alternatives in chemical processes

• Risk mitigation strategies can be identified and 
analyzed across interconnected CSAC programs
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Quantifying Risk

Analyzing Risk

Lowering Risk
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