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OVERVIEW

The Naval Center for Cost Analysis (NCCA) and the National Geospatial-Intelligence Agency
Corporate Assessment and Program Evaluation (NGA CAPE) present the Software and Information
Technology Cost Analysis Solutions Team (Software and IT-CAST) meeting from August 22-24,
2017 at the Lockheed Martin Global Vision Center in Crystal City, Virginia. This meeting is
organized with the support of Lockheed Martin, and DOD cost agencies.

The Software and IT-CAST meeting is a venue to build coalitions with government and industry,
to exchange cost data, share lessons learned, and establish best practices concerning software
and information technology cost estimation. Topics include

e Software and Information Technology Cost Estimation

e Software Cost Data Collection and Analysis Best Practices

e Project Cost and Schedule Growth

e Measurements for Agile Software Development

e Measurements for Software Maintenance

e Measurements for Cloud Computing and Cyber Security

The program includes presentations, workshops, and contractor one-on-one discussions.
Presentations and workshops are open to all attendees. Contractor one-on-one discussions are
restricted to federal employees who have registered.

COMMITTEE

General Chair:

Vjosa Dreshaj (NGA CAPE)
Haset Gebre-Mariam (NCCA)
Lyle Patashnick (NGA CAPE)
Corey Boone (NCCA)

Venue Co-Chair:
Gregory Niemann (Lockheed Martin)

Portal Design Co-Chair:
Don Clarke (NCCA)

ATTENDANCE

General sessions are open to all attendees.
Contractor discussions are restricted to federal government employees who have registered.
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Dr. Jeff Boleng

Special Assistant for Software Acquisition to the Under Secretary of Defense for
Acquisition and Sustainment

Dr. Jeff Boleng is the Special Assistant for Software
Acquisition to the Under Secretary of Defense for
Acquisition and Sustainment (USD(A&S)) where he
serves as a key member of the Under Secretary’s
executive leadership team, providing strategic focus and
overall policy guidance on all matters of defense
software acquisition. In this role, he leads the
formulation of the Department’s software acquisition
strategy, advises Department leadership on latest best
practices in commercial software development, _
supports the enterprise to build a team of top-tier W

software engineers, and works to develop modern software skills in the acquisition workforce.

Jeff has a breadth of experience across the Department of Defense (DOD) and the private
sector. Prior to joining DOD, he served as the chief technology officer (acting) and deputy chief
technology officer at Carnegie Mellon University Software Engineering Institute. Prior to that,
he served more than 21 years in the United States Air Force as a cyberspace operations officer
and software engineer. In his final assignment with the Air Force, Jeff served as the deputy
department head, Department of Computer Science at the United States Air Force Academy.

Jeff is a senior member of both the Association for Computing Machinery (ACM) and the Institute
of Electrical and Electronics Engineers (IEEE), and he holds PhD and MS degrees in Mathematical
and Computer Sciences from the Colorado School of Mines and a BS in Computer Science from
the U.S. Air Force Academy.
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Chip Fulghum

Deputy Under Secretary for Management, Department of Homeland Security

Chip Fulghum became the Deputy Under Secretary for
Management in May 2015. Along with the Under Secretary for
Management, Mr. Fulghum oversees all aspects of the
Department’s management programs, including financial,
human capital, information technology, procurement, security,
and asset management. He also provides support and guidance
to the Department’s acquisition oversight process and
represents DHS in a number of management-related
interagency committees.

Mr. Fulghum has twice served as the Senior Official Performing
the Duties of the Deputy Secretary. He has also served as the
Acting Under Secretary for Management.

Mr. Fulghum joined the Department in October 2012 as the Budget Director within the Office of
the Chief Financial Officer (CFO). He later served as the Department’s CFO from September
2014 - January 2017. As CFO, he had stewardship of internal controls to reduce waste, fraud,
and abuse across DHS.

Prior to joining the Department, Mr. Fulghum served as a U.S. Air Force officer for 28 years,
rising to the rank of Colonel. He is a graduate of the Air War College, the Air Command and Staff
College, Professional Military Comptroller School, and Squadron Officer School. He holds a
Masters of Business Administration from Golden Gate University in San Francisco, California,
and a Bachelor of Arts Degree in History from The Citadel in Charleston, South Carolina.
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Tuesday, August 21, 2018

0840 - 0910: Keynote Address
B. Edwin Wilson, Deputy Assistant Secretary of Defense for Cyber Policy

0915 - 1000: A Cost Effective Strategy to IT Security
Beau Woods, Deputy Director of the Cyber Statecraft Initiative, Atlantic Council

Abstract

Over the next five years, every organization will experience at least one cybersecurity failure; yet global
spending on cybersecurity people, products, and technology is expected to exceed $1B. While we may
not know all the right things to secure our IT environments, we know many of the failure modes and can
avoid them. Smart procurement strategies can increase security effectiveness at decreased or steady
cost. This talk will outline both tried and true, and new and novel, approaches to procure secure.

1015 - 1045: Agile Software Cost Factors Case Study

Blaze Smallwood, Booz Allen Hamilton

Abstract

The lack of data on government agile software development programs has made estimating costs for
new agile development programs challenging. This presentation seeks to address this challenge through
a small study of several completed DoD agile projects with cost, schedule, and performance data. It will
examine several relevant metrics, including cost per story point, cost per requirement, scope growth
rates, impacts of team size changes on velocity and productivity, and various others.

1050 - 1120: Army Software Maintenance Cost Estimating Results
James Doswell and Jenna Meyers, ODASA-CE

Abstract

The Army has completed an initial analysis of software sustainment cost and performance data collected
from ~250 Weapons, C4ISR, and ERP systems. The analysis addresses primary resource distributions and
cost estimating relationships across multiple functional domains, and establishes a foundation for
efficient resource allocation decisions across the Army systems portfolio, and projected policy and
process changes. The results, including the detailed statistical analysis, will be made available for use by
participants.
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Tuesday, August 21, 2018

1125 - 1210: Agile to DEVOPS and Its Impact on Estimation and Measurement

David Seaver, National Security Agency; Lyle Patashnick, Brittany Grissom, and
Cassandra Robbins, National Geospatial-Intelligence Agency

Abstract

NSA and NGA are collaborating on the analysis and measurement of three large projects that have
implemented Agile or DEVOPS at scale. 1. This presentation will provide an overview of the approaches
we are piloting for the analysis and measurement of the projects; 2. Will provide a snapshot of the
analysis that has been completed by the end of July 2018; 3. Initial early lessons learned; 4. Discussion
of using an Agile thought process for independent cost estimates; 5. Discussion automation in the
measurement and analysis process.

1300 - 1330: Impact of Scope Change on Software Growth
Jonathan Brown and Gail Flynn, NSWCDD

Abstract

The SEI DoD Software Factbook summarizes MDAP/MAIS SRDR data for DoD programs. The mean value
reported for ESLOC growth is 106%. While accurate, the SEI's and other similar analyses capture total
software growth, including the impact of scope changes. This paper introduces “Pure Software Growth”
which differentiates planned scope changes from traditional software growth. Several programs are
analyzed from this perspective to show the difference between pure and total growth and the
unexpected impact this could have on estimates.

1335 - 1405: Cost & Risk Analysis of Managing Modernization Projects with
Cloud and Open Source Considerations

Dan Galorath, President of Galorath, Inc.

Abstract

Software modernization projects are becoming increasingly critical as mainframe hardware ages out,
people retire, and skillsets are lost or forgotten. Concurrently, available resources and budgets are
usually tight. This leaves management with the challenges of dealing with the sometimes fragile
software iron triangle (scope, resources, schedule and quality.) To further complicate matters, agencies
are increasing their cloud consumption as part of modernization. This is fraught with challenges such as
getting a viable estimate when cloud vendors make it appear as easy as filling in a web form. Even the
definition of cloud must be further quantified to discriminate between public, private, and community
clouds while the definitions of Infrastructure as a Service (laaS) and Platform as a service continue to
blur.

11| Page



Tuesday, August 21, 2018

1410 - 1440: Total Ownership Cost of Cybersecurity in a Cloud Based IT System

Richard Mabe, Senior Solutions Consultant, PRICE Systems
David A. Cass, VP/CISO & Managing Partner, Global Cloud Security Services, IBM

Abstract
Converging technology trends in XaaS have profound effects on how organizations are evaluating

decisions regarding Xaa$S outsourcing and hybrid deployments as more business functions move to the
cloud. Most organizations have a security skills gap that XaaS and moving to the cloud can help solve
giving choices on insourcing or outsourcing cybersecurity. This paper explores how XaaS impacts the
TCO of cybersecurity and also deliver guidance on the estimating the cost of the DFARS cyber policy to

defense programs

1445 - 1630: Amazon One on One Discussion (Restricted)

Benjamin E. Kleintank, Roman B. Rusal, Marc Johnson, Morteza Zijerdi, Amazon
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Wednesday, August 22, 2018

0840 - 0910: Keynote: How Do We Estimate Agile Development?

Dr. Jeff Boleng, Special Assistant for Software Acquisition, USD(A&S)

Abstract

How much will the software in my new system cost? How long will it take? These are decades old
questions that continually defy prediction, yet they are becoming increasingly important in our software
defined world. Perhaps we are asking the wrong question, or at least asking the question in the wrong
way. Our goal in the DoD is to procure and field capability that provides a decisive combat advantage
for our warfighters. More and more of that capability is software defined, but we are not buying
software, we are buying warfighting capability. Asking the questions of cost and time in a different way
may provide an alternative to effective estimation. In this talk | will explore alternative ways that may
help measure and answer these questions.

0915 - 0945: Keynote: Agile Acquisition at DHS

Chip Fulghum, Deputy Under Secretary for Management, DHS
Abstract

More than 50% of DHS major acquisition programs are delivering a solution that is predominantly IT
based to fulfill a mission need. IT by its nature is ever evolving and can change before you even have an
opportunity to begin developing. As such we are challenged with finding better and faster ways to
deliver these solutions while still leveraging the acquisition oversight policy and processes that govern
these critical investments. To address these challenges, we are working on a number of initiatives to
promote Agile/modular development in accordance with OMB direction. In February 2016 we stood up
an Agile Acquisition Working Group to pilot acquisition process improvements that facilitate increased
customer value, accountability and oversight, faster time-to-market at reduced cost and risk. Under the
Agile premise, balancing a fixed cost and schedule and a varying capability we still must deliver a
baseline of capability before the solution becomes obsolete? This engagement will address our
experience with these pilots, our challenges and successes and what we’ve done to shorten the time it
takes to develop key acquisition documents to include the life cycle cost estimate.

1000 - 1030: A Probabilistic Method for Predicting Software Code Growth

Eric Sommer, US Air Force Space and Missile Command

Abstract
Software estimating is challenging. SMC’s approach has evolved over time to tackle this challenge.

Originally based on Mike Ross’s 2011 DSLOC Estimate Growth Model, we’ve updated our model to
include more recent SRDR data and an improved methodology (Orthogonal Distance Regression).
Discussions will focus on non-linear relationships between size and growth, unique growth for new,
modified, and unmodified DSLOC, as well as correlation between DSLOC types and future efforts to
include space flight software data.
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Wednesday, August 22, 2018

1035 - 1105: Information Systems/Defense Business Systems Work Breakdown
Structure

Neil Albert, CEO, NFA Consulting

Abstract

The Work Breakdown Structure (WBS) is a critical to managing, planning, estimating and assessing
performance of any project. The WBS development is critical to ensure that all team members, industry
and government communicate and coordinate their activities. This presentation discusses the newly
revised Information Systems/Defense Business Systems WBS for Investment and Sustainment. The
presentation provides the updated concepts and definitions for the use and application of the WBS.

1110- - 1140: Agile Estimation — Northrop Grumman Q&A

John Sautter and Sarah Nichols, Northrop Grumman Technology Services

Abstract

Northrop Grumman Corporation (NGC) will provide answers to a series of previously received questions
from the SW IT CAST leadership regarding agile definitions, performance, and estimation. The questions
were provided to NGC from the SW and IT CAST IPT organizers at last's year's one-on-one session. Some
additional questions have been added this year. NGC will address these questions in an open non-
proprietary fashion bringing in historical experiences into the presentation as appropriate.

1245- 1345: Panel: Software Cost Data Sharing with FFRDC and Support
Contractors

Robert M. Flowe, Senior Analyst, OSD Studies & FFRDC management, OUSD(A&S)/
ARA/OS&FM; David W. Lyons, Operations Research Analyst, OSD CAPE; David J.
Nicholls, Director of IDA's Cost Analysis and Research Division; Dr. David Zubrow,
Team Leader for the Software Engineering Measurement and Analysis Initiative

Lyle Patashnick, Panel Moderator, NGA CAPE

Abstract

Section 235 of the National Defense Authorization Act (NDAA) for Fiscal Year 2017, Public Law 11 4-328
(section 235) (enclosure 1) authorizes the Department of Defense (DoD) to conduct a three-year "Pilot
Program on Disclosure of Certain Sensitive Information to Federally Funded Research and Development
Centers (FFRDCs)." The intent is to allow FFRDCs to gain access to data needed to fulfill their missions
while providing assurances against disclosure or misuse. Invitations went out to FFRDCs in December of
2017. In the intervening months there has been activity to comply with the requirements of the
program and to obtain access to data. This panel brings together representatives of the different
stakeholders in the process to discuss their perspectives and experiences either providing or gaining
access to the data covered by the pilot program.
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Wednesday, August 22, 2018

1350 - 1420: How "Bad" Are We Estimating Software? A Study Software Growth

Brittany Grissom, NGA CAPE

Abstract

DoD's SRDR repository has been the source of many analyses across the community. Drawing on these
analyses, NGA developed its own set of software growth factors from the data for both development
effort hours and ESLOC. NGA also examined the statistical significance of the data and highlighted areas
of concern. The research explores both parametric and non-parametric test and regressions, evaluation
the results of both before recommending the final growth factors. This presentation summarizes the
methods used and results of the research.

1425 - 1455: Using an Activity-Based Costing Approach to Estimate the Cost of
"Moving to the Cloud"

Kevin Kenney, NGA

Abstract

Many agencies across the IC & DOD are transitioning IT services & processes from the data center to
"the Cloud". One of the big questions surrounding these transitions is: How much is it going to cost?
As part of an ongoing pilot project at NGA, we have adopted an Activity-Based Costing approach as one
method of capturing cloud costs. Presentation will highlight the approach, metrics, major cost drivers,
and lessons-learned to date.

1500 - 1630: Boeing One on One Discussion (Restricted)

Shawn M McCullough, Boeing Company
Rod L Burr, Boeing Company
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Thursday, August 23, 2018

0830 - 1000: Microsoft on One Discussion (Restricted)
Ben Griffith, Microsoft
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How do we estimate Agile

Software Development?

Dr. Jeff Boleng
Special Assistant for Software Acquisition, OSD(A&S)



Focus on buying capability
We want to buy capability (warfighting capability), not software

Some (much or most) may be realized by software, but we shouldn’t care

However, we do live in a software defined world!



What do we need to know
Is it worth doing?
Was it worth doing?

When do you want capability? As soon as possible!

Not: How much will it cost? or How long will it take?



Old Way

Fix Scope, estimate cost and schedule

We can only control scope Y
@]
Congress and bidders control budget/cost ®
Nobody seems to control schedule
We would love to control quality (and security) Quality
Cost Schedule

Image source: https://en.wikipedia.org/wiki/File: The-triad-constraints.svg



An Alternative

Fix schedule and cost

Require frequent deliveries O
O
Evaluate delivered scope/capability and quality ®
via metrics
Start small with minimal risk .
Quality
Attack highest ROl MVP first Cost Schedule

Determine if value delivered justifies continuing

Image source: https://en.wikipedia.org/wiki/File:The-triad-constraints.svg



https://en.wikipedia.org/wiki/File:The-triad-constraints.svg

Jigsaw

Cost, Aircraft and Personnel

Investment
Offload Efficiency Savings
Fuel Savings

Aircraft

Personnel — Air Coordination
Team Staffing (ACTS)

AMC Crew Teams

MVP

$1.5M

2.4%
$214K/day ($6.4M/mo)

1 less tanker/day

5 personnel @ 609th deployed

1 tanker/day - 5 less active-
duty crews

Current lteration
Ongoing
3.6%
$428K/day ($12.8M/mo)

2 less tankers/day
As many as 4 tails can be
allocated to other AORs

3 personnel @ 609th deployed

2 less tankers/day = 10 less
active-duty air crews



Types of Metrics

Process metrics

Schedule and cost of development
Quality metrics

Defects found, etc.
Product metrics

Context dependent — the hardest to determine



Metrics
Not SLOC! Please stop now...

2
Errors = (more code)? l- ’ ;— m C

SLOC — Penalizes higher level languages and

reuse
Cost per defect — Penalizes Quality gfg%le translate “classic” = 500k
Did | mention reusel!! > Google translate using

TensorFlow = 500 SLOC
What does automatically generated code imply? S
ource:
https://events.rice.edu/#!view/eve
nt/event_id/442

Recommended Reading: “Errors and Omissions in Software

Historical Data: Separating Fact from Fiction” Capers Jones
http://www.namcook.com/Articles/MeasurementErrors2008.doc

Image source: https://commons.wikimedia.org/wiki/File:Emc2.svg



http://www.namcook.com/Articles/MeasurementErrors2008.doc
https://commons.wikimedia.org/wiki/File:Emc2.svg
https://events.rice.edu/#!view/event/event_id/442
https://events.rice.edu/#!view/event/event_id/442

Example 1

Application in Assembly Language Application in C++

10K SLOC (10 months) 1K SLOC (1 month)

100 pages of documentation (5 months) 75 pages of documentation (4 months)

15 Months effort = 666 LOC/month 5 Months effort = 200 LOC/month
$10K/staff month or $150K $10K/staff month or $50K
$15/SLOC $50/SLOC

Source: http://www.namcook.com/Articles/MeasurementErrors2008.doc



http://www.namcook.com/Articles/MeasurementErrors2008.doc

Example 1

Application in Assembly Language

10K SLOC (10 months)

100 pages of documentation (5 months)
15 Months effort = 666 LOC/month
$10K/staff month or $150K

$15/SLOC (50 function points)

3.33 function points/month
$3k/function point

http://www.ifpug.org/

Application in C++

1K SLOC (1 month)

75 pages of documentation (4 months)
5 Months effort = 200 LOC/month
$10K/staff month or $50K

$50/SLOC (50 function points)

10 function points/month
$1k/function point

Source: http://www.namcook.com/Articles/MeasurementErrors2008.doc



http://www.namcook.com/Articles/MeasurementErrors2008.doc
http://www.ifpug.org/

Example 2

Poor Quality ($2.5k/week employee)
15 hours writing test cases

10 hours running tests

15 hours fixing 10 bugs

Cost per defect = $250

Good Quality (same cost per week)
15 hours writing test cases

10 hours running tests

5 hours fixing 1 bug

Cost per defect = $1,875

Source: http://www.namcook.com/Articles/MeasurementErrors2008.doc
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Agile Metrics

Defense
Innovation Board
candidate

metrics
https://media.defen
se.gov/2018/Jul/10
/2001940937/-1/-1/
0/DIB_METRICS
FOR_SOFTWARE
DEVELOPMENT
V0.9 2018.07.10.
PDF

Target value (by software type)'

Typical

£ DoD
COTS"| Custom COTS | Real-time | yalues
# | Metric apps | -ized SW¥| HW/OS™ | HWISW" | tor sW
1 | Time from program launch to deployment of
simplest useful functionality <lmo| <3mo | <6mo <lyr 3-5yrs
2 | Time to field high priority fcn (spec — ops) or N/A <1 mo <3 mo <3 mo 1-5yrs
fix newly found security hole (find — ops)" <1 wk <1 wk <1 wk <1 wk 1-18 m
3 | Time from code committed to code in use <1 wk <1hr <lda <1 mo 1-18 m
4 | Time req'd for full regression test (automat'd) N/A <lda <lda <1 wk 2 yrs
and cybersecurity audit/penetration testing*" <1l mo <1 mo <1 mo <3 mo 2yrs
5 | Time required to restore service after outage | <1 hr <6 hr <1 day N/A ?
6 | Automated test coverage of specs / code N/A >90% >90% 100% ?
7 | Number of bugs caught in testing vs field use N/A >75% >75% >90% ?
8 | Change failure rate (rollback deployed code) <1% <5% <10% <1% ?
= .
gl R R R NvA | 100% | 100% 100% 0%
inspection/rebuild
10 | Complexity metrics #ltype of specs # programmers | Partial/
2 [ Tersar=rTole Jani e e structure of code #/skill level of teams | manual
P P #itype of platforms #/type deployments | tracking
“ " ; 1.5X each | 1.25X
12 | “Nunn-McCurdy" threshold (for any metric) 1.1X 1.25X 1.5X effort Total $



https://media.defense.gov/2018/Jul/10/2001940937/-1/-1/0/DIB_METRICS_FOR_SOFTWARE_DEVELOPMENT_V0.9_2018.07.10.PDF
https://media.defense.gov/2018/Jul/10/2001940937/-1/-1/0/DIB_METRICS_FOR_SOFTWARE_DEVELOPMENT_V0.9_2018.07.10.PDF
https://media.defense.gov/2018/Jul/10/2001940937/-1/-1/0/DIB_METRICS_FOR_SOFTWARE_DEVELOPMENT_V0.9_2018.07.10.PDF
https://media.defense.gov/2018/Jul/10/2001940937/-1/-1/0/DIB_METRICS_FOR_SOFTWARE_DEVELOPMENT_V0.9_2018.07.10.PDF
https://media.defense.gov/2018/Jul/10/2001940937/-1/-1/0/DIB_METRICS_FOR_SOFTWARE_DEVELOPMENT_V0.9_2018.07.10.PDF
https://media.defense.gov/2018/Jul/10/2001940937/-1/-1/0/DIB_METRICS_FOR_SOFTWARE_DEVELOPMENT_V0.9_2018.07.10.PDF
https://media.defense.gov/2018/Jul/10/2001940937/-1/-1/0/DIB_METRICS_FOR_SOFTWARE_DEVELOPMENT_V0.9_2018.07.10.PDF
https://media.defense.gov/2018/Jul/10/2001940937/-1/-1/0/DIB_METRICS_FOR_SOFTWARE_DEVELOPMENT_V0.9_2018.07.10.PDF

Agile Metrics

My top four + n (unapologetically borrowed from Kessel Run)
Release Cadence (process metric)
Time from code commit to release candidate (process metric)
Change fail percentage (quality metric)
Time to roll back (recover from release error) (process and quality metric)
Product Metrics (n number of them)

Please don'’t forget product metrics, which are the most important



Product Metrics

Reduction in time to complete task

Increase in accuracy for computation or task

Reduction in resources (personnel, cost, etc.) to complete task
Increase in safety

Increase in security



An alternative

1 agile team - 6-10 people, 1 PM/product owner, 1
designer, 4-8 developers

RISK FROM
BUILDING

$2-$4M per year THE WRONS

Include funding to cultivate the codebase and TIME SPENT BUILDING STUFF
refactor, continually

Short sprints (2-4 weeks) and short epochs (3-6 months)
Evaluate capability delivered at the end of every sprint and epoch, use metrics
Learn — we’ll learn to be predictive

Examples: ARCI, Aegis, NSA, JIDO, AOC Pathfinder, F-22



Summary

Take smaller bites

Deliver capability as early as possible

Continually evaluate quality, product, progress, and cost
Learn as we go

Code “fly-offs” should be encouraged

Architecture is still key!
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Individual Human Lives

In 2017, we conducted
the world’s first clinical
hacking SIMULATIONS
(https://
latc.me/cybermed). In 3
separate scenarios, 3
patients died from
hacked medical
devices.

248

JOJ'J .‘44 . .'.4 -
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Public Safety and Health

NH BRITISH NATIONAL
HEALTH SERVICE
\ =3 l‘ 14

ptdp
1

ab t 30% f UK
hospitals, for hours to
weeks.

0

() () )



Technology Supply Chain

In 2018, TSMC, one of
the world’s largest
technology suppliers,
shut down production
because of malware,
which will cost them up to
$1.5B USD and may
delay semiconductor
shipments.

C &

@ACScowcroft
@iamthecavalry



Public Health Readiness

‘ Global stockpiles of
Hepatitis vaccine dipped
when Merck was forced
to shut down production
because of the NotPetya

' virus in 2017.

@iamthecavalry



Global Shipping & Logistics

The shipping giant

Maersk had to shut down .

ports and logistics due to

a virus in 2017. FEDEX

and UPS were also

affected. > -




Vulnerability
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The following slide is a framework for understanding relative capabilities and intent/willingness
of adversaries (and accidents). During the session, we walked through this graphic with
examples.
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Nation State
[ «IR  eIL
‘RU *NK
-US -SK
UK +CN
FR -AU

Increasingly Willing

ities m——p
-

Professional
* Exploit Dev < Operators
» Coders » Social Bots
* Criminals * Hosting
 DD0OS e Ransomware

* Blackhat SEO < Botnets

Increasingly
capable

Accident \

Increasingly
hard to
distinguish
Accident from
Adversary

Capab

I_5k

* Hacktivists

* Terrorists
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Willingness

Ideological
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Forecasted Global
Cybersecurity Spending,
2017-2021:

$ 1 Trillion.

ccccccccc




ONE HUNDRED PERCENT of

FORTUNE companies

will be

hacked over
the same

time period




The FOOd Pyram id For adults, teenagers and children aged five and over
E fat, sugar and saltm A | .

Fats, spreads and oils

Wholemeal cereals
and breads, potatoes,
pasta and rice

i
E
i
!
j
.
-
:
;

Vegetables,
salad and fruit




*Secure by Design - Software Updateable

Defe N S| b I e » Secure Baseline Configurations » Software Ingredients @

» Secure Deployment Guidance or Components List

* Operating System and Software  « Evidence Capture and Logging
I nfraStru Ctu re Support Lifetimes ... ggﬁfﬁ;ﬂ:ﬁry




Operational
Excellence

¥ Regular maintenance

Normal (secure) operations _ -~

* Coordinated -+ Vulnerability * Network
Vulnerability Management Admission
Disclosure * Change Control

* DevSecOps Management ...

* Visible Ops  Egress Filtering

Defensible
Infrastructure

* Secure by Design

» Secure Baseline Configurations

» Secure Deployment Guidance

» Operating System and Software
Support Lifetimes

» Software Updateable
» Software Ingredients

or Components List
 Evidence Capture and Logging

C &

@ACScowcroft
@iamthecavalry
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Identifying the threats around you'

* Penetration Testing

SltuathnaI * Threat Intelligence

* Security Monitoring

Awa reness « Threat Hunting

: * Coordinated -+ Vulnerability * Network
Vulnerability Management Admission
Operatlonal Disclosure * Change Control

* DevSecOps Management
Excellence Ry .

* Egress Filtering

*Secure by Design - Software Updateable

Defe N S| b I e » Secure Baseline Configurations » Software Ingredients
» Secure Deployment Guidance or Components List @
I nfra Stru CtU re . gssgitritna ;ili?rtg: and Software » Evidence Capture and Logging ™

@iamthecavalry



Specific defenses against * Endpoint Security
CO un te - specific threats - Active Defense

* Intrusion Prevention

measures ::.Alxlnti-Everything

* Penetration Testing

SltuathnaI * Threat Intelligence

» Security Monitoring

Awa reness « Threat Hunting

: * Coordinated -+ Vulnerability * Network
Vulnerability Management Admission
Operatlonal Disclosure * Change Control

* DevSecOps Management
Excellence Ry .

* Egress Filtering

_ *Secure by Design - Software Updateable
Defe NSI b I e » Secure Baseline Configurations » Software Ingredients
» Secure Deployment Guidance or Components List @
* Operating System and Software  « Evidence Capture and Logging
I nfraStru Ctu re Support Lifetimes ... ggﬁfﬁ;‘;ﬁry



Counter-
measures

A &
A &H
-Gﬁﬂ%m
A &H

Situational $
Awareness

Operational
Excellence

Defensible $
Infrastructure

A AP AHA P
A AP AA P
A AP AHA AP
A AP AA AP
A AP AHA P
A AP AHA P
A P AA P
A AP &
A &P

$
$%
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Automotive 5-Star Cyber Safety Framework

All systems fail. What is your ready posture toward failure?

* Safety by Design — Anticipate and avoid failure

* 3" party Collaboration — Engage willing allies to avoid failure
* Evidence Capture — Observe and learn from failure

* Security Updates — Correct failure conditions once known

* Segmentation & Isolation — Prevent cascading failure

Connections and Ongoing Collaborations

Security Automotive  Policy Insurance Accident Standards Government
Researchers Engineers Makers Analysts Investigators  Organizations Agencies

I Am The Cavalry

https://iamthecavalry.org/5star/
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Secure by Design &

Built In vs Bolt On)

T S _
2 e As an example, fire escapes

: ll tend to be much less expensive,
= ‘l w more effective, and easier to

% maintain when BUILT IN during
kw construction as opposed to

o S w BOLTED ON later.




Collaboration with Security Researchers

Vendors that offer a welcome
matt tend to identify and
remediate issues sooner and at
lower cost and risk than those
who threaten=wnerability

reporters.




. DoD’s Vulnerability Disclosure Policy Results

.2. ‘ _ ", Total valid reports resolved 2,837
£ ~ l' v %

Participating hackers B 45+

High or critical severity vulnerabilities ] U U+

Hackers om countries including: India, Great Britain,
5[] Pakistan, Philippines, Egypt, Russia,
France, Australia and Canada I1ackeroneC

@A
@ia




Software Security Updatability

Increasing Agility & Decreasing Cost

Base Station Update Recommended

We recommend that you install the
latest software. Do you wish to
install it now?

OK [ Ask again next time J

Hardware Connected Remote Automatic
Replacement Updates Updates Updates



Traceability & Transparency

®

@ Check Calories

®

@

@ Footnote

sh.lwlutsql:‘ition Facts
1 .
S

[ = 1
Amount Per Serving

Calories 250  Calories from Fat 110

%

Total Fat 12g
Saturated Fat 3g

Sodium 470mg

Total Carbohydrate 31g 10%
Sugars 5g

Protein 5g

Vitamin A
Vitamin C
Iron 4%

* Percent Dasly Values are based ona 2,000 calorie diet.
Your Daily Values may be higher or lower depending on
your calorie needs,

Calories 2,000 2.500
Total Fat Less than 659 80g
Sat Fat Lessthan 20g 259
Cholesterol Less than 300mg 300mg
Sodium Lessthan 2 400mg 2,400mg

Total Carbohydrate 3009 3759
Dietary Fiber 259 30g

We look for nutrition labels and bills of
materials on physical goods. Increasingly,

these same concepts are applicable —

~| Touchscreen / lon-X
Glass

1 Display Module

Loudspeaker |

| Force Touch Sensor

and available — for software.
‘} Taptic Engine Module

? | Interconnect PCB A

T Wireless

Battery f

Interconnect PCB B |

Optical Pulse Sensor ‘ Charging Coil
"""" PCB |
| Bluetooth / WLAN Antenna
Button PCB
— 1 Digital Crown / Home
Aluminum Housing [ Button
Watch Strap | | Side Button
¢ ’
v - p—



H.R.5793 - Cyber Supply Chain Management and
Transparency Act of 2014

113th Congress (2013-20

BILL Hide Overview X

Anything sold to the US Government must:

A. Provide a software component list
Software Bill of Materials or Food Label

B. Disclose known vulnerabillities
C. Be software updateable



S.1691 - Internet of Things (loT) Cybersecurity Improvement
Act of 2017

115th Congress (2017-2018) | Get alerts

BILL Hide Overview X

Anything sold to the US Government must:

A. Disclose known vulnerabillities
B. Be software updateable

C. Avoid hard-coded credentials
D. Have a coordinated disclosure policy
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O-Star Framework

Addressing Automotive Cyber Systems

5-Star Capabilities
All systems fail. What is your ready posture toward failure?
* Safety by Design — Anticipate and avoid failure

* 3" party Collaboration - Engage willing allies to avoid failure
* Evidence Capture - Observe and learn from failure

* Security Updates— Correct failure conditions once known

* Segmentation & Isolation - Prevent cascading failure

https://iamthecavalry.org/oath

Hippocratic Oath

For Connected Medical Devices

Cyber Safety Capabilities What is your ready posture toward failure?

% Cyber Safety by Design — Anticipate and avoid failure
Third-Party Collaboration - Engage willing allies to avoid failure
Evidence Capture — Observe and learn from failure

Resilience and Containment - Prevent cascading failure

Cyber Safety Updates — Correct failure conditions once known

https://iamthecavalry.org/5star

W N e



Coordinated Vulnerability Disclosure
 US Department of Commerce, NTIA Template

https:/lwww.ntia.doc.gov/files/ntia/publications/ntia_vuln_disclosure early stage template.pdf

« [ISO/IEC 29147 Standard for Vulnerability Disclosure
https:/Iwww.iso.org/standard/45170.html

« ISO/IEC 30111 Standard for Vulnerability Handling Processes
https://www.iso.org/standard/53231.html

@ACScowcroft
@iamthecavalry



4. System information: Provides more granular Provide vendor documentation (i.e. [E—j
e Listof 3 Party Software information as to how the system | Bill of Materials) for the bulleted A
e  List of Accoumts Is setup and managed within the | items. Template provided. 5
MAYOQO | : ot S omm: e
e Ustof firewall rules (f
wpiicadie)
CLINIC| - &2
Capabiities/Configurations
for System Hardening
,.... 2 Scanning Requirements . :
5. Vulnerabllity Assessment, Provides an indepth vulnerabllity | Complete a vulnerability assessment (5 ]
including: assessment, outstanding as detadled in the Vendor Assessment -
e Testing Results winerabilities and appropriate Book (pdf). Once testing is completed, “"‘"‘:& o
e Remediation Tracking remediation plans and timelines | complete the VA Statement of
to resoive the issues. This Methodology and document findings -
provides Mayo Clinic with and remediation plans in a report. w of
Procurement appropriate information on risks | Example VA Statement of Nathodsiogy - Socu
that may be introduced into the Methodology (pdf) and Vulnerability -

G u |d ance patient care enviconment and Assessment Template report L:j
allows for collaborative mitigation | provided. VA Staerment of
strategies 10 be detailed, Methodology . doo

%)
Winerabiity
Assessment Template
6. Mayo Cinic Information Provides advanced copy of Mayo | 1. Ensure appropriste vendor @—.]
Security Schedule Clinic’s Information Security internal stalf receives Mayo's "
Schedule that Supply Chain Information Security Schedule for -
Management will negotiate as review. AR ——
part of the purchase contract or 2. Perform review and prepare any
vendor agreements, proposed redline tems.

https://www.mayoclinic.org/documents/medical-
device-vendor-instructions/doc-20389647

3. Provide a vendor contact to the
Mayo proponent for the redlined

1SS negotistion.




JVENT OF oy,

& ., Software Component Transparency (Software Bill of Materials)
j" Q; https://www.ntia.doc.gov/SoftwareTransparency
J4 2 : , - :
gNI'h ¢ Coordinated Security Vulnerability Disclosure
E\( § https://www.ntia.doc.gov/other-publication/2016/multistakeholder-process-cybersecurity-vulnerabilities
D < : - .
% o Device Upgradeability and Patching

47%

v\
"Canons & \Nvo@h https://www.ntia.doc.gov/loTSecurity

President’'s Commission Report on Enhancing National Cybersecurity
https://www.nist.gov/cybercommission
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INTRODUCTION

METRICS DETAILS

SUMMARY




PURPOSE

* Explore cost, schedule, performance metrics for a small
collection of DoD agile software projects

* Determine if any trends exist and any rules of thumb can be
derived

* Highlight major takeaways




CASE STUDY PROJECTS

 Completed DoD Automated Information System (AIS)
software development/integration projects

Project / | ACAT Performer ALM Tool Cost (SM) Schedule
Marker (GOV/KTR) Used ol (Months)

A Forge S5.6

B (& Il KTR Jira $4.0 21
c © | GOV Jira $21.2 18
D © Il KTR TFS $10.2 19
E ©  N/A* KTR Jira $1.3 14
F* ®  N/A** GOV Jira $7.4 11

* Project had no specific end date; schedule indicates # of months data was collected
** Pre-Acquisition risk reduction projects
*** Full cost of the software development/integration project; excludes non-PMP costs, like PMO costs

Acronyms: ACAT = Acquisition Category; ALM = Application Lifecycle Management; TFS = Team Foundation Server




PROJECT DATA SUMMARY

* Projects had varying levels of data available

Cost per Point X X X X X
Hours per Point X X X X X X
Cost per Requirement X X X X X X
Hours per Requirement X X X X X X
Cost Variance X X X X X
Schedule Variance X X X X X

Scope Variance X X X X X

Team Composition X X

Buffering Percentages X X X X X X
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RESOURCES PER POINT

Cost per Point (SK) Hours per Point
$6.0 35.0

$5.0 30.0 g
25.0
$4.0
e

20.0

X <4+—— Mean: 18.5

15.0 | Median: 14.9 —m—
X «——+ Mean: $2.2
$2.0
Median: $1.8 —OED— 10.0 Q
- B L

°10 (A 5.0
-] B -

$3.0

$0.0 0.0

* Most projects defined a planned point as 8 developer hours

* Actuals indicate more cost/effort per point due to overhead
and points taking more effort than expected to finish 6




RESOURCES PER REQUIREMENT

Cost per Requirement (SK) Hours per Requirement
$60 350 g
$50 300
250
$40
200 X <+—— Mean: 203
B
$30 .
Median: 164
X +—— Mean: S25 150

| &
$20
Median: $16 —ég— 100

50

$10

$0 0

* Smaller projects (<$10M) tended to spend less resources
per requirement — their requirements were generally less
complex and defined at a more granular level




DELTAS AT PROJECT END

Cost Schedule
(% Delta — Plan

(% Delta — Plan

Scope
(% of Planned Scope

minus Actual)

minus Actual)

ProjectA @ 0% (11%)

Project B (B 1% 0%

Project C G 27% 0%

Project D Q (2%) (17%)

ProjectE ©O 1% 21%
A /v

Negative numbers indicate cost/schedule overruns

Not Completed)
8%
30%
41%
32%
2%

All projects deferred at least
some scope to later releases

* Project D had major performance issues, while Project E had
atypically good performance; Projects A-C were fairly typical

* Most agile projects treat scope as variable with mostly fixed

cost and schedule

- Most finish at planned cost and schedule, but defer some scope to
future releases, likely impacting future cost/schedule 8



PROJECTED DELTAS TO COMPLETE ALL
REQUIREMENTS

Projected Cost/Schedule Deltas (% Delta of Original Plan)

70%

60%

50%

40%

30%

Schedule

20%

10%

[0
/

Major
performance
issues; poor
agile processes

Typical agile
project outcomes

0%

(10%)

@ <«— Very small, high performing project

(20%)

0%

10% 20% 30%
Cost

40% 50% 60% 70%

* Projected to-complete
cost/schedule overruns
of 20-40% seem to be
typical for agile projects

* Projected overruns
caused by a combination
of performance issues
and prioritizing scope
from agile activities
- In-process testing
- User evaluations
- Requirements discovery



BUFFERING

* % of completed non-feature scope (bugs, usability, etc.) of
completed feature scope (defined by functional requirements)

45%

40%

35%

30%

25%

20%

15%

10%

Buffering (Completed Non-Feature Points as

% of Feature Points)

5%

0%

X «— Mean: 26%

Median: 21% B(Q
F

* Expected part of agile
software development
process, and should be

included in estimates
- Major component of expected
cost/schedule overruns

* All projects in this case study
between 15% and 40%

e Good rule of thumb: 20-30%

10



TEAM COMPOSITION

Team Composition (% of Total Cost)
M Development/Integration M Overhead Avera ge .

100% ~60/40 split

90%

20% between

70% development/
60% ———fmmm e - integration and
>0% overhead (PM,
40% .

200 business support,
0% functional SMEs,
10% etc.)

0%

O Project C Q Project D

* Two larger projects collected data needed for this metric

* Qualitative observation on other, smaller projects: they had
more developers as % of total (less overhead), likely ~70-80%

11




TEAM SIZE GROWTH AND PRODUCTIVITY

o Productivity (Points per Person-Month) vs Team Size
== Development/Integration FTEs == Productivity (Pts/Dev-Int-Test Person Month)
80 25
70
20
60
=l
=R
=
& 50 @
= 15 E
‘-:E 40 E
= w
2 -
=
20 108
=
20
5
10
0 0
6 7 8 9 10 11 12 13 14 15 16 17 18
Sprint #

* Project C more than doubled its team size, mainly in an
attempt to get back on schedule after falling behind

* This strategy failed when productivity decreased significantly
as the team size grew 12
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TAKEAWAYS

* Monetizing points or requirement counts is difficult and
entails large uncertainty ranges
* For most agile projects, scope is the variable

- Most finish at planned cost and schedule, but defer some scope to
future releases, possibly impacting future cost/schedule

- Without scope deferral, our “normal” case study data points projected
cost/schedule overruns at ~20-40% of original plan

e Good rule of thumb for buffering: Add 20-30% to
requirements/feature-driven estimates for bugs, etc.

* Rules of thumb for team composition:
- Project Cost > S10M: 60% development/integration; 40% overhead

- Project Cost < S10M: 75% development/integration; 25% overhead

14



NEXT STEPS

* Further analyze existing data for other useful metrics

More detailed analysis of how team size changes impacts productivity

Correlation between cost/schedule/scope deltas

Metric correlation to high-level project aspects (size, performer, etc.)

EVM-like metrics

* Collect/organize additional data points

15




SUMMARY

* Agile projects can be planned and measured
e Data analysis can yield useful metrics for cost estimating

e As usual, more data collection and analysis is needed

16



THANK YOU

For more information, contact. ..

Blaze Smallwood
Lead Associate

Booz Allen Hamilton Inc.
Office 309.359.3160

Mobile 619.850.6123
smallwood_blaze@bah.com

Booz | Allen | Hamilton

BOOZALLEN.COM
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Using Army Software Sustainment Cost

Estimating Results
DASA-CE

Presented to
IT-CAST
August 21, 2018
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Distribution Statement A: Approved for Public Release; Distribution is Unlimited



SWM Initiative Objective and Strategy

Accurately estimate Army system software sustainment costs to:
- Effectively project and justify software and system life cycle costs
- Objectively evaluate Army system software sustainment execution costs

- Inform and optimize the allocation of available sustainment resources
across the Army

Collect and evaluate SWS cost and Generate and validate cost Implement systemic Army SWS Imorove Army SWS polic
technical data for all Army estimating relationships from data collection via the SRDR-M. pre v policy,
: . business, and technical
operational systems (Phase | and Phase | and Phase Il data Populate cost and technical data :
: : requirements
Phase Il data call) collection repository

Effective software sustainment cost estimation is the basis for
Army system software life cycle cost management




DASA-CE SWS WBS

Software Sustainment

System Specific

System/Non-System Specific

System/Non-System Specific

System Specific

1.0 Software Change 3.0 Software 5.0 System 7.0 Field
Product Licenses Facilities Software Eng.
License Management Hardware On-Site Technical

Change Requirements
Change Development
B/L Integration & Test
V&V

System Specific

License - Right to Use

License - Maintenance

COTS
NDI
Other

System Specific

Software Development
Assets/Workstations

System Integration & Test Facilities
Test Equipment - Tools

Facility Operations

System Specific

Assistance

Problem Troubleshooting
S/W Installation
Operational Assistance
On-Site Training

Non-System Specific

2.0 Project 4.0 Certification & 6.0 Sustaining 8.0 Operational
Management Accreditation Engineering Management
Planning Security Engineering Support Operations
Execution Management Safety Test Support Organization Management

Configuration Management
Resource & Team Management

Contracting Management
Measurement - Reporting

Networthiness
Airworthiness

Software Delivery
Technical Studies

User Support

Help Desk
Training

Version 4.4d
UNCLASSIFIED

Distribution Statement A: Approved for Public Release; Distribution is Unlimited

Personnel Management
Financial Management
Information Management
Process Management
Change Management




Data Demographics

193 Programs 1,036 Total Releases 3,434 Licenses ﬁ 411K Data Fields

Programs by Super Domain Release Types

» Largest DoD Software Sustainment
database

» Total Dollar Value Captured: $3.1B

» Programs collected ranged from ACAT | to
Non-Program of Records

: UNCLASSIFIED
Distribution Statement A: Approved for Public Release; Distribution is Unlimited 4



SWS Data
Evaluation

Software Sustainment Data Evaluation

_ﬂ

Distribution Statement A: Approved for Public Release; Distribution is Unlimited

Availability

Completeness of required data set

Underlying SWS business and technical processes are well enough defined to
produce objective data on a periodic and/or event driven basis

IT systems and tools exist to enable systematic and timely data collection

Integrity

Data are derivatives of actual SWS technical and management processes

All data (measures) are explicitly defined - measurement contexts are known

Cost data is directly correlated with the WBS defined output products and activities
Data is consistent - methods exist to address system conflicts (normalization)

Usability

Data is aligned with stakeholder decision information needs

Data can be objectively characterized and interpreted

Mapping and aggregation structures and methods exist to combine data
Potential emerging information requirements have been considered

UNCLASSIFIED



Data Quality Evaluation

Annual Cost Level

Red indicates there is no planning or actual data reported 0

Yellow indicates FTE or partial, actual data was reported 1

Y
_ Green indicates that actual data was reported 2

System Level Annual

Initial System Overall Detailed System Assessment

Definable Total
Rating Maint. Program WABS 2-8

Sustaining Field S/W  Operational
Engineering Engineering Mgmt

Change Project License

Product Mgmt Mgmt C&A Facilities

(WBS-4) (WBS-5)

Process  Effort/Cost (WBS-1) (WBS-2) (WBS-3) (WBS-6) (WBS-7) (WBS-8)
- 25 16 60 67 74 112 60 105 95 44 137
Y 79 36 93 36 61 8 36 19 13 11 26
- 76 138 37 87 55 51 72 45 78 47 27

N/A 22 21 4 88 0

0 0 0 19

10

e Data was collected from 190 programs
— 174 programs provided total system SWM costs (G, Y)
— 16 programs could not provide even planned total cost

* Alot of programs could not articulate how much was spent for

licenses or facilities, often because these are paid for by
enterprise or overhead funds

UNCLASSIFIED
Distribution Statement A: Approved for Public Release; Distribution is Unlimited




Data Quality Evaluation
Capability Releases

Release Level (Capability Releases Only)

Initial Release Overall Detailed Release Assessment

Size: Size: Size:

Rating CER Usability SER Usability S(cwhgglull;e (\S:;ztl) Requireme  External Ssll_gec Nof\i-zsel_:oc SW IAVAS
nts Interfaces Changes
- 270 220 71 196 372 425 296 0 175 451
Y 89 133 0 144 0 0 0 0 0 0
- 348 354 636 367 200 134 145 37 532 164

N/A
Total

6 6

713

* Data was collected from 713 capability releases

- 437 releases had sufficient data to use in CER cost calculations (G, Y)

- Size data was not always consistently tracked and generally was not mapped to resource
(effort/cost) information
o 532 releases tracked some sort of software change counts (defects, PTRs)
o Many of the capability releases did not track the number of IAVAs addressed
o Effort was often not tracked at the release level
o Systems in different super-domains used different size measures

- Software changes was the most commonly used size measure
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Data Quality Evaluation
JAVA Only Releases

Release Level (IAVA Releases Only)

Initial Release Overall Detailed Release Assessment
Size:

Size:

Rating CER Usability SER Usability iwggullf (\/Evfg;ttl) ngz?t:s External Ss'éfc Noii-zsel_:o c SW IAVAS
Interfaces Changes
R s 30 11 27 68 116 99 0 103 70
Y 147 169 0 170 0 0 0 0 0 0
e s 124 312 126 59 10 8 2 31 253

N/A
Total

0
323

197

* Many programs reported IAVA only releases which are releases that address known
cybersecurity vulnerabilities

* Data was collected from 323 IAVA only releases
- 236 releases have sufficient data to use in CER cost calculations (G, Y)
- Programs sized IAVA releases by the count of IAVAs information assurance vulnerability alerts
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Real-Time

Real-Time is the most constrained type
of software. These are specific
solutions limited by system
characteristics such as memory size,
performance, or battery life. These
projects take the most time and effort
due to constraints.

Application Domains

Microcode & Firmware

Signal Processing

Vehicle Control/Vehicle Payload
Other Real-Time Embedded
Command & Control
Communications

Field Programmable Gate Arrays,
Flight Control, Missile Control, Radar
Altimeter, Network Operations,
Signal Electronics, Tracking Sensors,
Encryption, Radio Networks,
Propulsion

Super Domain Definitions

Engineering

Engineering software operates under
less severe constraints than real-time
software. This software may take real-
time software outputs and further
process them to provide human
consumable information or automated
control of devices. Or the software
may perform transformation and
aggregation / distribution of data.

Application Domains

System

Process Control

Scientific and Simulation

Test, Measurement, Diagnostic and
Evaluation

Operating Systems, Image
processing, Simulation & Modeling,
Test Equipment, File Management,
Artificial Intelligence, Manufacturing
Process Control

Support

Support software assists with operator
training and software testing. This
software has few constraints.

Application Domains

Training
Software Tools

Computer Based Training, Compilers,
Programming Aids, Code Generators,
Assemblers, Courseware, Test case
generation, Linker/loaders, Code
Auditors

AlS

Automated information system
software provides information
processing services to humans or
software applications. These
applications allow the designated
authority to exercise control and have
access to typical business / intelligence
processes and other types of
information access. These systems also
includes software that facilitates the
interface and control among multiple
COTS / GOTS software applications.

Application Domains

Mission Planning

Custom AIS Software
Enterprise Service Systems
Enterprise Information Systems

Scenario Generators, Target
Planning, Enterprise Service
Management, Enterprise Resource
Planning, Transaction Processing,
Data Warehousing, Financial
Transactions
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Distributions and Benchmarks




SWS Total Annual Cost Distributions

Annual Cost by Super Domain

RT - Annual Total ENG - Annual Total
: .
: - - Mean: $4,742,426 60 - - Mean: $5,982,711
80 : -+-+ Median: $2,409,532 50 -+++ Median: $2,715,008
1
1
560 : 240
c ! c
S : S 30
8 40 | 8
L ! L op
20
10
0 0 _—
$0.0 $5.0m $10.0m $15.0m $20.0m $25.0m $30.0m $35.0m $0.0 $10.0m $20.0m $30.0m $40.0m
Annual Cost (BY18) Annual Cost (BY18)
Count Min 1st Quartile| Median | 3rd Quartile Max Mean Count Min 1st Quartile| Median |3rd Quartile Max Mean
219 $16,047 $992,952 | $2,409,532 | $5,780,354 |$36,278,114 | $4,742,426 133 $35,841 $1,005,502 | $2,715,008 | $7,579,732 | $40,141,088 | $5,982,711
AIS - Annual Total SUP - Annual Total
30 7 :
- - Mean: $8,888,236 - - Mean: $4,717,051
25 -+ Median: $6,582,205 6 ++++ Median: $4.381.673
5
>‘20 >
%) 9]
c % 4
£15 g
g 83
- 10 (I
2
5 1
) S RN
$0.0 $10.0m $20.0m $30.0m $40.0m $50.0m $0.0 $2.0m $4.0m $6.0m $8.0m $10.0m  $12.0m  $14.0m
Annual Cost (BY18) Annual Cost (BY18)
Count Min 1st Quartile| Median | 3rd Quartile Max Mean Count Min 1st Quartile Median 3rd Quartile Max Mean

1 $168.409 | $1.899,573 | $6,582,205 | $10,648,955 | $51,797,592 | $8.888,236 40 $38,203 $891,637 | $4,381,673 | $7,073,955 | $15319,248 | $4,717,051




WABS 1.0 — Software Change Product

Annual Cost by Super Domain

RT - Software Change Product ENG - Software Change Product
~ - Mean: $1,925,340 30 ~ - Mean: $1,350,390
---- Median: $879,864 -+ Median: $852,971
25
> >
2 220
g g
3 g15
e I
10
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[— 0 I
$0.0 $2.0m $4.0m $6.0m $8.0m $10.0m $0.0 $1.0m $2.0m $3.0m $4.0m $5.0m $6.0m $7.0m
Annual Cost (BY18) Annual Cost (BY18)
Count Min 1st Quartile| Median |3rd Quartile Max Mean Count Min 1st Quartile| Median |3rd Quartile Max Mean
119 $235 $258,447 | $879,864 | $2,760,751 [$11,597,624 | $1,925,340 88 $5,704 $169,199 | $852,971 | $2,092,788 | $7,496,722 | $1,350,390
» AIS - Software Change Product SUP - Software Change Product
" ] : ~~ Mean: $1,354.082 - - Mean: $1,342,502
. -+ Median: $747,315 8 ---- Median: $837,804
10 :
> L >6
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$1.0m $2.0m $3.0m $4.0m $0.0 $1.0m $2.0m $3.0m $4.0m $5.0m $6.0m
Annual Cost (BY18) Annual Cost (BY18)
Count Min 1st Quartile| Median |3rd Quartile Max Mean Count Min 1st Quartile Median | 3rd Quartile Max Mean

52 $39,115 $394,703 $747,315 | $1,951,402 | $4,969,549 | $1,354,082 23 $2.089 $221,520 $837,804 | $1,782.828 | $5,972,031 | $1,342,502




Distribution of Software Changes
Capability Releases

Software Changes per Release

250 v
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RT ENG AlS SUP
Super Domain Count Min 25% 50% 75% Max Mean Std
RT 167 1 6 13 31 93 20 19
ENG 192 1 9 28 46 142 35 32
AIS 99 1 3 11 33 86 21 22
SUP 27 1 7 16 81 248 62 83

Number of SW Changes/Release can be used to size future releases when program specific data is

unknown. The resulting size can be used with the associated cost benchmark or put into a CER.
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Cost per SW Change

Capability Releases

Cost per Software Change

RT ENG AlS SUP
Super Domain Count Min 25% 50% 75% Max Mean Std
RT 82 $488 $15,019 $39,219 $129,365 $307,244 $74,082 $76,622
ENG 176 $354 $4,774 $9,885 $39,472 $343,344 $37,350 $58,891
AlS 78 $187 $5,871 $14,547 $26,412 $181,292 $22,763 $30,236
SUP 13 $2,106 $3,290 $12,603 $35,735 $116,673 $30,954 $41,022




Software Change Definition Variability

* Within WBS 1.0, the effort associated with software releases is captured. A software release can be
sized using the count of the number of software changes.

* A software change describes a change where source code/script is altered whether it be added,

deleted or modified. Respondents defined a software change as: R
: REQUESTS MR
. Enhancement PCR_PROBLEM

New Requirements — Change or clarification of a
requirement that results in a source code modification
New Capability: Addition of a new capability
Improvement: Enhancement to an existing capability
Issues

“Bug” fix: defect

Change or clarification of a design that results in a source
code modification

Change request: changes to the requirements and the
corresponding implementation.

Defect report: Defects are changes to the software to make
them meet the requirements.

Problem Change Reports

Modification requests

Since there was significant variability across the
programs in the definition of a software
change, a more in-depth analysis was
conducted to understand the costs of different
types of software changes
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Unit Cost Grouping Levels: Hrs/SC

Release Hours vs Software Changes (Transformed-Space) Release Hours vs Software Changes (Fit-Space)
14
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Category Analysis Exploration

Maintenance Organization (17)
* Location of Maintenance Organization (11)
 Commodities (10)
* Super Domains (RT, ENG, SUP, AIS)
Change types (Enhanced, Maintenance, Cybersecurity)
Business models (Government, Contractor, Integrated)
* Maintenance Phase (MS-C LRP, MS-C FRP, O&S)/Time in Phase
ACAT Level
* Number of Software variants
* Number of Platform variants
* Number of Users
* Number of Licenses To determine which cost grouping (1-VL

Number of Inter-Services Partners through 5-VH) a program will fall, a number of

« Release/Total Cost characteristics were examined for significance




Unit Cost Level One-Category Criteria

Each slide presents Unit Cost levels by a category criteria

There are two tables:
- Top table are the counts of each Release’s Unit Cost at a level
- Bottom table are the percentages of the counts

The bottom table is examined for a “percentage” or “adjacent sum of percentages”
greater than or equal to 50% (green highlight)

For example, Business Model:

Release Unit Cost Level count by Business Model

Business Model Count
Government 1 1
Integrated 77 19 26 12 9 11
Contractor 142 25 18 31 35 33

Release Unit Cost Level count % by Business Model

Business Model Count 1-VL

Government 1 100.0%
Integrated 77 24.7% 15.6%

12.7%

11.7%
24.6%

Contractor 142
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ACAT & Inter-Services

Release Unit Cost Level Count % by ACAT

Count

ACAT I 38 5.3% 15.8% 26.3% 18.4%
ACAT Il 41 31.7% 4.9% 9.8% 24.4%
ACAT IlI 101 16.8% 13.9% 12.9%
Non PoR 2

Release Unit Cost Level Count % by Inter-Service

Inter-Service Count 1-VL 2 4-H 5-VH

1 3N

Army Only 165 23.0% 18.2% 14.5%
4 7 14.3% 14.3%
5 33 6.1% 6.1% 24.2% 27.3%
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Super Domain

Release Unit Cost Level Count % by Super Domain

Super Domain Count 1-VL 2-L 3-N 4-H 5-VH
Real Time 115 27.0% 28.7% 10.4% 18.3% 15.7%

Engineering 54 3.7% 13.0% 29.6%
AlS 49 18.4% 10.2% 20.4%

Support 6 16.7% 33.3%

* Since the previous results were inconclusive, a more detailed analysis

was conducted
— Software changes were characterized based on contextual comments in the
questionnaire and by Super Domain

UNCLASSIFIED
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Lessons Learned/Next Steps




Software Sustainment Estimating Framework

1.0 Software Change Product
Activities | IAVAs, SW Changes (defects/enhancements)

Performing Org. | Contractor

Use of inconsistent size measures; effort not

Challenges generally tracked by release

2.0 Project Management
Activities | CM, Execution, Project/Engineering Leads

Performing Org. | Government/Contractor

Roles/Responsibilities spread throughout WBS;

Challenges | ntractor generally paid by overhead

3.0 Software Licenses

Activities | License Cost

Government/Contractor/Outside Organization

Performi . .
erforming Org (enterprise licenses)

Payed for by multiple sources; licenses generally

Challenges
g underreported; not always tracked

4.0 Certification and Accreditation

Activities | DIACAP/RMF, STIGs

Performing Org. | Government/Outside Organization

Differs between types of C&A’s, Difficult to track

Challenges e .. . e .
g prep vs certification vs fixes post certification

5.0 System Facilities

Activities | Lab infrastructure, Mgmt

Performing Org. | Government/Contractor/Outside Organization

Facilities paid by various sources; inheriting

Challenges
& hardware from other sources

6.0 Sustaining Engineering

Activities | Help Desk, Delivery/Installation, Test Support
Performing Org. | Government/Contractor/Outside Organization

Inconsistent/varying activities reported; category
generally misunderstood

7.0 Field Software Engineers

Activities | Field Maintenance, Installation, Troubleshooting

Challenges

Performing Org. | Government/Contractor/Outside Organization

Difficult to estimate required support; shared
between multiple programs

8.0 Operational Management

Activities | Enterprise Management, Business Management

Challenges

Performing Org. | Government/PEO/Contractor

Generally treated as overhead, spread across

Challenges
programs

UNCLASSIFIED
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Conclusion & Next Steps

Importance of Data Collection

» Consistent and accurate technical/cost data allows for more meaningful CERs that are relevant
to the changing environment of software sustainment

* Software sustainment data can be used to better inform design decisions and cost analysis

- DASA-CE and the Army cost community are now able to develop cost products that use analogous
program data and technical output to estimate software maintenance. This facilitates major milestone
estimates, O&S cost targets, Operation Sustainment Reviews, and yearly POM reviews

- Phase | dataset is hosted on CADE under “Library”

Next Steps

* Additional analysis of data, including:

- Refi)ned CERs/SERs by appropriate categories (application domain, organization, operating environment,
etc.

- Cost of impacts of DIACAP vs RMF
- Cost of Cybersecurity
- Release rhythm analysis

* Systemic data collection

- The Software Resources Data Reporting for Maintenance (SRDR-M*) closely aligns to the DASA-CE SWM
WBS and data requirements

- I\{I\oﬁng forward, the SRDR-M will be utilized to collect SWM data from a large number of programs across
the Army

- Ongoing analysis will be performed as data is made available through the SRDR-M

*See http://cade.osd.mil/policy/dids for more information



http://cade.osd.mil/policy/dids
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Backup




Army Software Maintenance Definition

For this effort, software maintenance is defined as:

Software maintenance includes all software change activities and products associated with
modifying a software system after EMD has completed and a software release has been
provided to an external party

The release is the primary SWM change product - a composite of one or more changes - it can
be either a formal release or an engineering release

SWM includes software enhancements and software corrections/adaptations
SWM includes activities and change products funded by multiple funding sources

Fixed and Variable costs accrued at both the system and organizational levels by both organic
and contractor resources

Software maintenance and software sustainment are considered to be synonymous



Data Collection Process

PEOs/SECs/SEDs identified all
programs with software
efforts for Phase |l

DASA-CE met with
program/system
representative to explain data
collection questionnaire and
clarify requirements

System representative
completed and submitted
initial draft of questionnaire

v

DASA-CE team reviewed
guestionnaire, identified
questions, and met with
representative to discuss
context and issues

System representative
updated questionnaire based
on DASA-CE findings

DASA-CE reviewed submission
and continued to rework with
system representative as
necessary

v

Final data submission was
accepted and evaluated for
availability, integrity, and
usability
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Data Fields in Questionnaire
System Level Context (1 of 3)

System Description

System Name

System Description

Services (Army, Navy, AF, etc)

ACAT Level

Phase / Milestone

Current Phase

Start Date of Phase

Context Information

# of Baselines

# of Systems Fielded

# of Variants

# of Users

Maintenance Activities Performed

Maintenance Process

Operational Tempo

Software Process Maturity

Data Rights

Data Rights Type

Data Rights Cost

Data Rights Ownership

Organization Information

Analogous Systems

Funding Appropriations Used

Collection Date

POC Information

PEO & SEC

Transition to SEC Date

Developers & Current Maintainers

UNCLASSIFIED
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Data Fields in Questionnaire
System Level Annual (2 of 3)

BUECE e R

System Total )
y License Name

Software Change Product (SW Releases)

) Company hame
Project Management

Software Licenses Quantity
Certification and Accreditation Entitlement

System Facilities Total Cost

Sustaining Engineering
Type
Field SW Engineers

Operational Management DA

Labor Hours per Year & Labor Rate Award Date

* Programs were requested to report 3 years of cost and effort data broken out by the WBS
as well as license information, certification frequency, and certification type (DIACAP,
RMF, NSA, etc.)

* Data from government and contractor activities
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Data Fields in Questionnaire

Software Release Level (3 of 3)

Report Context

Release Name SLOC

Release Description

Release
Characterization

% Enhancements

% Maintenance

% Cybersecurity

% Other

Release Status

Product and Maint.

Description

SW Release Anomalies

Operating Environment

Software Language

Baseline Code Count

New Code Count

Modified Code Count

Reuse Code Count

Auto-Generated Code Count

Comments Count

Deleted Code Count

Delivered Code Count

Non-SLOC Sizing

Manned vs Unmanned

Application Domain / Super Domain

Release Schedule

Start Date

Sizing Method

Total Size

Count of Size Type

Number Implemented

End Date
Software Changes

Release Effort &
Cost

Government Cost & Hours

Contractor Cost & Hours

Requirements /
Interface Size

Requirements /Interfaces Description

Requirements at Release Start

Requirements Affect in Release

Total System Interfaces

Total Number of Changes

Priority 1

Priority 2

Priority 3

Priority 4

Priority 5

Number of Changes in Backlog

Interfaces Affected in Release IAVAS

UNCLASSIFIED
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WBS 4.0 — Certification & Accreditation
Annual Cost by Super Domain: All Years (FY13-FY17)

RT - C&A Total ENG - C&A Total
| 35 : |
25 : - - Mean: $329,254 : - - Mean: $425,711
: ---- Median: $179,476 30 : ---+ Median: $95,488
20 ! 25 I
> I ) :
$15 : S 20 |
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$0.0 $200.0k  $400.0k  $600.0k  $800.0k $1.0m $1.2m $1.4m $0.0 $500.0k $1.0m $1.5m $2.0m $2.5m
Annual Cost (BY18) Annual Cost (BY18)
Count Min 1st Quartile Median | 3rd Quartile Max Mean Count Min 1st Quartile Median | 3rd Quartile Max Mean
93 $1,589 $74,148 $179,476 $368,363 | $1,481,020 | $329,254 62 $3,070 $36,196 $95,488 $569,705 | $2,600,117 | $425711
AIS - C&A Total SUP - C&A Total
5 l
8 - - Mean: $666,447 : — — Mean: $447 996
-~ Madian: $425 550 10 1 .-+ Median: $129,463
. 8 |
= |
54 g 6 1
g o |
[ w4 X
? |
2 i‘ I
' || ; | M
$0.0 $500.0k $1.0m $1.5m $2.0m $2.5m $200.0k $400.0k $600.0k  $800.0k $1.0m $1.2m $1.4m
Annual Cost (BY18) Annual Cost (BY18)
Count Min 1st Quartile Median 3rd Quartile Max Mean Count Min 1st Quartile| Median |3rd Quartile Max Mean

41 $5,149 $178,445 $425,550 $878,470 | $2,719,843 | $666,447 26 $17.262 $42,449 $129,463 $940,186 | $1,463,958 | $447,996




WBS 4.0 — Certification & Accreditation
All Super Domains: FY16-FY17
Certification and Accreditation

|
: - — Mean: $739,439
8 : -+ Median: $230,991
|
5 l
c I
(] [
= :
(] 4 [
Lt i
2 I
|
0 |
$0.0 $500.0k $1.0m $1.5m $2.0m $2.5m $3.0m $3.5m
Annual Cost (BY18)
Count Min 1st Quartile Median 3rd Quartile Max Mean
21 $17,262 $126,804 $230,991 $928,354 $3,509,878 $739,439

* Higher cost of C&A’s in more recent years reflects the transition period of
moving from DIACAP certification to Risk Management Framework (RMF)
certification which generally requires more effort
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Number of IAVAs in a Release
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Distribution of IAVAs
IAVA Releases

IAVAs per Release
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* =

RT ENG AlS SUP
Super Domain Count Min 25% 50% 75% Max Mean Std
RT 55 2 13 25 49 122 34 27
ENG 109 2 20 24 36 79 30 16
AIS 43 1 17 20 25 40 19 10
SUP 7 1 1 30 33 50 21 20




IAVA Cost Benchmark
IAVA Releases

Cost per IAVA

$15k
<
>
< -
= $10k
o
»
o]
O
$5k
J_ -
$0 1
RT ENG AlIS SUP
Super Domain Count Min 25% 50% 75% Max Mean Std
RT 24 $484 $1,439 $2,167 $5,005 $12,528 $3,829 $3,474
ENG 52 $152 $1,320 $2,684 $6,146 $18,889 $4,224 $3,779
AIS 37 $50 $3,325 $6,516 $8,945 $18,303 $6,315 $3,986
SUP 3 $2,065 $2,085 $2,085 $2,085 $2,065 $2,065 $0

Cost per IAVA can be used to bound the number of IAVAs a program can expect to do given a fixed budget.
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Lessons Learned

Data Collection and Normalization:

Numerous iterations were required for every data submission (average 4 submissions/program) to ensure
data was accurate

Data cleansing and normalization consumed significantly more time than expected
Automation/use of macros streamlined data quality checks and consolidation

Lack of standardized naming conventions extended data merging effort

Data Analysis Findings:

Need better measures of size (output) for software sustainment
Cybersecurity releases for many Army programs are done very frequently (monthly/weekly)
Release descriptions indicate that COTS changes and interfaces are a prominent cause of software changes

“Percent Enhancement” of maintenance releases is a good predictor of Software Change Product

Observations Informed by Interviews:

Many programs did not track actual costs in detail
There is a lack of standardized processes across the SECs/PEOs
Delayed retirement of legacy systems generates resource/overhead burden

Multiple funding streams limit total system cost traceability



Core Truths of Cost Estimation

e No cost estimation decision is better than the data that supports it

e |fyou don’t collect execution data, your cost estimate will be unreliable

e |fyou don’t own the data, your cost estimate will likely be untrustworthy

e |fyour datais not related to actual performance, your cost data will be incomplete

e |fyou don’t have a good software sustainment process, your cost data will be inconsistent

e |fyou don’t compare planned to actual performance, you can’t improve your cost estimates

e |f no one asks for or uses the data, it will not exist

e |f the quality of software sustainment data doesn't match that of acquisition development data, it
will never be used by senior decision makers

Software is not static: it has to be continually monitored and updated to address
cybersecurity issues, COTS changes, new/revised interfaces, changing platforms,
platform capability shortfalls, new parameters, emerging threats, etc.
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Agile Software

» Agile software development refers to a group of software
development methodologies based on iterative development,
where requirements and solutions evolve through collaboration
between self-organizing cross-functional teams.

®» DevOps Continuous software delivery that unites development and
operations teams for faster business results.



Agile Manifesto

Individuals and interactions over processes and tools

Working software over comprehensive documentation

Customer collaboration over confract negotiation

Responding to change over following a plan

That is, while there is value in the items on
the right, we value the items on the left more.



AcI;iIe to DevOps

Dev

Ops

e Plan
e Code
e Build
e Test

e Release
e Deploy

e Operate
e Monitor

» The need for DevOps arose from the increasing

success of agile sofftware development, as that
led to organizations wanting to release their
software faster and more frequently.

As they sought to overcome the strain this put
on their release management processes, they
had to adopt patterns such as application
release automation, continuous integration
tools, and continuous delivery.

» The need for DevOps has been complimented

by the infroduction of numerous tools that
support the automation of development,
deployment, operations and monitoring.



DevOps

» DevOps is a sofftware engineering culture and practice that aims at
unifying software development (Dev) and software operation (Ops).

» The main characteristic of the DevOps movement is 1o strongly
advocate automation and monitoring at all steps of software
construction, from integration, testing, releasing to deployment and
infrastructure.

®» DevOps aims at shorter development cycles, increased deployment
frequency, and more dependable releases, in close alignment with
business objectives.



Minimal Viable Product

= Minimal Viable Product (MVP): Development technique in which a
new product is developed with sufficient features for early adopters



DevOps ala Seaver

®» DevOps = Agile +++++

» Development integration with operations is a key change, this
usually requires organizational change to successfully
Implement. Get users, operations and development in synch.

» Plys Cloud technology: cheap easily deployed development
and fest environment. Automated software factory that can
construct and deploy tested and integrated software solutions.

» Newer and better tools to manage information and project
management of projects (this is not just a DevOps thing)



DevOps Tools

» As DevOps isintended to be a cross-functional mode of working, rather
than a single DevOps tool there are sets or toolchains of multiple tools.
Such DevOps tools are expected to fit into one or more of the categories
listed below, reflective of key aspects of the development and delivery
process

» Plan — requirements development, review and management

» Code — code development and review, source code management
tools, code merging

» Build — continuous intfegration tools, build status
®» Test — continuous testing tools that provide feedback on business risks
» Package — arfifact repository, application pre-deployment staging

®» Release — change management, release approvals, release
automation

» Configure — infrastructure configuration and management,
Infrastructure as Code tools

» Monitor — applications performance monitoring, end-user experience



Impact on the Cost Estimation Community

®» The information flow is changing, need to estimate high level capability needs statements
not requirements.

» Often buying FTE not requirements
®» Requirements not created till post contract award
» Can collect, guantify and measure functionality as projects proceed
® Tracking user stories provides an accurate inventory of delivered capability
» The activities and resources included in estimation need to be adjusted.
» Systems Engineering activities moved into Software Development (much like commercial systems)
» Testing folded into software development
» Data Science/Data Engineering can have an increased role, partficularly if analytics are involved
» Maintenance activities are part of development project

» Operations staff involved actively with development and test



Impact on the Cost Estimation Community
(2)

» Best practices in private sector see PMO & QA functions merging
info development.

®» Don't expect these cost to totally disappear for our community,
but the potential for increased efficiency does exist.

» Acquisition change/legislative change may be required



Current plan

» Collaborate to collect data, analyze data, produce measures and
recommend changes to business practices related to the
estimation and measurement of Agile at Scale and or DevOps
projects



Plan details

» Analysis of 4 projects
» Estimating in parallel 3 other DevOps programs
» Collecting metrics on user stories
» Relationships between Epics, features and stories (every project is different so far).

» Using the transaction count from the key word scan and the SFP count that
follows to normalize the story relationship model

» Attempting to develop a model/relationship between capability need
statements by domain and the number of user stories

» Develop a schema to categorize user stories
= Functional
» Tesfing
» Task/Activity
» Maintenance & bug fixes



Words...

Add/Chage/Delete  Report Query/Read
Accept Analyze Browse
Add Combine Display
Adjust Correlate Enquire
Allocate Detect Extract
Apply Distribution  Inquire
Assign Export List
Associate Generate Pick List
Change Identify View
Create Inform

Data Source Interface

Delete Knowledge

Enrich Measure

Enter Outputting

Import Provenance

Ingest Provide

Inputs Report

Interface Tabulate

Link Track

Log

Maintain

Make Inactive

Manage

Modify

Provenance

Purge

Smart Data Tagging




Estimation/Measurement Process DevOps

If ongoing project, use user story (from
project) historical data to develop
functionality building block patterns (typical
transactions per user story normalized), use
historical staffing to complete calculation

Collect and analyze Source Code perrelease

e Logical Source Code Counts If new project (no history and no

*|D GOTS/COTS FOSSCAST user/developer/operations team to work with use
» Automated Function Point Counts organizational averages fo estimate how much
* Code type metrics (Developed, Test, Duplicate...) functionality can be implemented based on

headcounts estimates

Analyze user stories from Jira (or like)
e Function Point Size

* User story counts

* Maintenance task counts

* Project Task counts




Functionality Building Blocks

» We are attempting to identify building blocks of
functionality

] » Building Blocks will vary by domain

®» For example a business intelligence system might
have the following building blocks

» Data Ingest
» Content
» Meta data

» Reference Data

» Data enrichment (user interaction with dataq)

» Analytics
» Basic analytic
» Medium analytic
» Complex analyfic

» Machine learning/Al analyftic



Building Blocks

16

. . FTE
.Data I nge St Add Change | Delete Query | Report Save |Transactions Files SFP . Hours Y o e
adding basic mission data to
.Content ! ! 1 2 . 16 the system 470 1.0
meta data about mission
°
MEta data ! ! ! 2 ! 16 data, time location..... 470 1.0
adding additional content
eReference Data 1 1 1 2 1 16  |to mission data to make it
more relevant 470 1.0
analyst add data to missior]
PY 1 1 1 1 1 1 4 1 25 data based upon analysis
Data en rICh ment and interpretation. 737 1.6
1 0 0 0
eAnalytics : 00
. . table and chart of table
*Basic analytic 2 2 0 o | . 06
abiltity for analyst to add or
. M d . I t 1 0 1 5 5 1 2 1 39 subtract data sets from
edaium ana y IC reports. Query additional
data sources 1,137 2.4
abiltity for analyst to add or
subtract data sets from
oCOm plex ana |yt|C 1 1 1 5 4 1 12 1 62  |reports. Query numerous
data sources produce
multipel report types 1,804 3.8
tbd tbd thd thd tbd tbd thd thd tbd tbd tbd

*Machine learning/Al analytic
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Agenda

Background of Data

Simplified Function Point Analysis
Agile SW Growth Analysis
Schedule Analysis

Areas for Investigation
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Data Background

Database contains records with over 24,000 records, with 22 fields, which include story
description, estimated and actual hours, and schedule data

Data Hierarchy # of Records Record Types within the hierarchy
. Epic 28 Epic
Contractor Mix: : — —
- 4 small businesses Sub-Epic 33 Initiative, Capability
- 9large businesses Feature Group 45 Initiative, Capability, Feature Group
Feature 4,797 Initiative, Capability, Feature Group, Feature, Sub-Feature
Backlog 19,586 Stories
Total 24,512

Approved for Public Release, 18-808



Simplified Function Point Analysis
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Simplified Function Points: Data Structure and Manipulation

Data Cleanse Rules for V1 Extracts Rename all field names with no spaces, commas, periods, etc. as follows:
Aule# [Instruction Col. Ref [Old Name New Name
1|Unmerge cols. AF Plannad Begin A Epic Epic 1
2|Delete col. F(=fter the columns are unmerged, this is a blank col.} Planned End S SubEpic SubEpic 2
23|Rename Col. A: Epic Test Method c FeatGroup Feat@roup El
3b|Rename Col. B: SubEpic Business Value (0-100) ) Feat Feat s
3¢|Rename Col. C: FeatGroup Delivery Mechanism 3 Backlog Backlog s
2d|Rename Col. D: Feat F Title Title 3
2e|Rename Col. E: Backlog G Type Type 7
4|Fill in missing data in cols. A-D as follows H Estimate Pts. Estimate_Pts g
ata was structured, analyzed, an L :
’ U 3) Select entire column beginning with the first "value” row 1 WS WES 10
b) GaTo/Special. Select Blank K Description Description 11
M M M M M . c)Enter "=" UpArrow, CTRL+Enter L Tots| Detail Estimate Hrs Total_Det_Estimate_Hrs 12
counted by dividing the stories using key : e T e :
> Repeat a)through ¢ N Downstream Dependencies Downstream_Depandencies 12
> Navigate to col. C, FeatGroup ) Portfolio ltem Fortfolio_ltem 15
. . . >Repeat a)throughc) P Planned Begin Planned Begin Delete 16
value dictionary pairs of terms Dave Seaver L
>Repeat ajthroughc) R Planned Estimate Pts. Planned_Estimate_Pts 138
5 |Fill in the remaining blank calls in cols. A-E as: Null H Prigrity Priarity 13
M L M ‘L M M 6|Replace all blankcells in col. G (Type] with Backiog T Project Estimate Project_Estimate 20
identified for Simplifie unction Points i et ot e e o] F—— :
8|Insert a column sfter Col. |, Project. v Split From Split_From 22
>Rename the new column (col. 1) WBS W Split From ID Split_From_I: 23
9 |Parse the WBS text from the cell text using this formula: (see note A, below ) X Sprint Sprint 24
S > =IFERRCRILEFTIIS, FIND{" ",I5}-1],"NULL"] v Increment Increment 25
10|Replace all blank cells in col. K, "Description” with the same text as col. F, "Tidle" z Sprint Sprint 26
11|Col. P, Planned Begin DELETE [se= note B, below | A Team Team 27
12|Col. O, Planned End DELETE (2= nots 58, ] 28 Upstresm Dependencies Upstream_Dependencies 28
13|Replace all "Priority 3- HIGH " with "Priority 3 " (Se= notes £, D & ac Business Value (0-100) Business Value (0-100) Delete 29
14|Replace all ‘Blank'cells in col. Vwith N/A D Effected DCP Effectzd_DCP 30
15| Replace all ‘Blank'cells in col. W with N/A (TP ———— S
16| Parse col X into Increment and Sprint. B G fem b foma Qg Gin Dok Addle Mindow e
a)Insert 2 columns after col. X HE-d b oA EFE @ hmcy ]
b) Name the col. ¥ "Increment” 3 = 5] ] 2t Clonse Mocroatm - Mo (€0 SiEE
=] [Makeitpeaety
In [44]: | from collections import Counter
import re p—
terms={'Create':('"'' accept | add capture create |data scurcel| enrich enter | import ingest | inputs input
interface | link | log ma intains n smart data taggingl| store'''),'Update’':('"' adjust
assign | associate | change - =
'Delete’: (' delete | interface | In [43]: anal 4f[’' on']=anal df['Description'].str.lower()
correlate | detect | displ | anal df[’ on']=anal_df['Description'].str.replace("'"," ™)
knowledge | measure | ocutput | outputting anal df[’ on']=anal df['Description'].str.replace('"","' ")
assign | associate | browse capture c anal df[’ ']=anal df['Description'].str.replace(","," ")
| ingest inputs | inquire | inteq
provenance read | retrieve | show |smarf anal_df.columns
apply capture create |data socurce| eny ndf = anal df[['Project', "Epic', 'SubEpic', 'FeatGroup', 'Feat', 'Backlog', e', 'WBS', 'Description', 'Total_ Done_|
- : = og”
maintains | manage | provenance |smart daf adf klog']
adf.head ()}
for k in terms.keys(): C >
adf [k]= -
for words in re.sub("[(}]","",terms[k]).split("|"'):
mask=adf.Description.str.contains(words, case=False)
adf [k] +=mask : . H
adf _head() =0 L
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Simplified Function Points: Backlog Analysis

Backlog
300
20 |— y =-0.1288x +22.123
° R? =0.0015
°
200
s
°
v °
3 150
T
°
100 ° ° °
) [ ]
° H °
° o ° ° o o
50 : ‘. . L4 .. ° . o . o °
...§ I .. .I: .I Y :. s
. . : l ‘ 3 —" P i Moty kst
0 10 20 30 40 50 60 70 80 90 100
Simplified Function Points

Snapshots reduced data by zero value SFP’s, no support tasks, and no DRWQO’s
Some “support” tasks are definitely included based on a random selection of stories but does not explain all behavior of data
Lowest level of data lllustrates need to refine counting process

»  Some effort obviously not captured in counting method
» Some data has internal errors
Need to develop common lexicon
» Update to other “key” terms
» Use NLTK in Python to develop synonyms to manipulate story data
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Simplified Function Points: Higher Level Analysis

Feature Group

12000 \ Data grouped in higher parent

10000 y=3.7631x-143.73 . — | categories shows promise for

s R? =0.6403 counting methodology

[ J

3 6000

wo e

2000 o e | SUb-Epic

. T ‘ } ° o 12000
0 “w [ ) .. B ) o
0 200 400 600 800 1000 1200 1400 1600 10000 y= 3;24 §5OX762705.11
Simple Function Points 4000 e .
; . ; 5 oo | e
No multi-variate analysis = 0 e
» Necessary step especially if using the lower 00 R
components of function points to predict 2000 ® e
future efforts AL
0 ‘.

May need to include titles in text analysis to 0 500 0001500 2000 2500 4 Q
incorporate effort worked simple Function Pornts I
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Agile SW Growth Analysis
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Agile SW Growth Analysis

300 .
Hours Growth Histogram
2500 -
250 ° .
® R?=0.6803,..
° 2000 -
200 [ ) .
%)
f _.". > 1500 -
o 150 ® g
5 ® g
a . g
* 1000 -
100
500 -+
0 II|I|IIIIIIIIIIII|II|IIIIIIIIIIIIIIIIIIIIIII.I.IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII
0 OCMmMWYW O N?N®XATNMMOONNOodTN©ONM A
0 50 100 150 200 250 SSoddddad Mma s s Sunnn Ty g S
Estimate Hrs Hours Growth Stats Growth Percentage Bin
Mean 1.03
Median 0.97
Mode 1
Std Dev 0.83 _
Minimum -0.03
£
Maximum 20.97|
Count 13193 -
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Schedule

Approved for Public Release, 18-808




Schedule

Number of Delayed Stories

1600
8.5% of initially planned stories were delayed 1400
» Some stories continue to be delayed up to 6 times (story is 100
complete with 7 parts)

1000

Delays appear to be addressed in consecutive sprints o
2-3 week sprints could mean delays up to 3-4 months from 400
Original delivery date . 1513 258 Sl 17 6 1

Part 2 Part 3 Part 4 Part 5 Part 6 Part 7

Continuous Delays

100%
90%
80%
70%
60%
50%
40%
30%
20%
10%

0%

Initial Stories First Delay Second Delay Third Delay Fourth Delay rifth Delay

B Complete ™ Delayed again
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Areas of Further Investigation

Multivariate Analysis for SFP

SFP impact on code growth

Different ways to slice the data into smaller, understandable chunks
Capacity limits that impact SW development

Schedule impact of multiple teams working on a feature
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Agenda

- Background

- Software Growth Defined

- Analysis Methods and Results
- Model Description and Results
- Summary and Q&A
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Software Growth

U Survey of recent
studies measuring
100% software growth
U Most calculated
growth using initial
and final reported
source lines of code

(SLOC) or equivalent
SLOC (ESLOC)
Study 1 Study 2 Study 3 Study 4 Study 5 Study 6 U Method ca ptures total
Sources: o . growth inCIUding any
O Average of SRDR Data Compilation Pairs, dated _16 OCT 2017 ) .
g :E():(i)?:'ij:gneD:glssof'\i:lca\/:esgf:;”;tr:: (:‘\r;:ttt:rA\;\‘Iaalzstlz :\:‘::ilesl)F;::rg;ﬁ:\:engiz:ylyby Lanham and Wallshein (SW09), June 2015 grOWth OWI ng to Scope
O SEI DoD SW Factbook, 2017 (CMU/SEI-2017-TR-004) .
Increases

What is the magnitude of the impact of scope growth on reported software growth?

NSWCDD/PN-18/157
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Software Growth Example

Initial Software Size Final Software Size

400K ESLOC 100% Growth

U Direct comparison of final to
initial ESLOC includes all sources
of growth if not adjusted

800K ESLOC

NSWCDD/PN-18/157
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Software Growth Example (cont’d)
Initial Software Size Final Software Size
Initial Initial
Scope Scope
400K 25% Growth
400K ESLOC
500K
O Adjusting for scope growth would
give a truer picture of the actual New
growth of initial software scope New — Scope
O Requires information not currently 300K
captured in SRDRs |

800K ESLOC

To differentiate between the two growth metrics, we need to define some terms.

NSWCDD/PN-18/157 5
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Module 12 of the ICEAA

Cost Estimating Body of
Knowledge (CEBoK®)

Underestimating required
SLOC

2008 NCCA Software
Development Cost
Estimating Handbook*

Size projection errors

Software Size Growth (cont’d)

2007 Software Code
Growth**

Underestimating the
amount of new SLOC

Software Growth

Poor understanding of
initial requirements

Requirements volatility

Underestimating the
software complexity

Code reuse optimism

Product functionality
changes

Overestimating the
expected use of existing
SLOC, i.e. modified and
unmodified SLOC

New requirements added
|iuring development

Human errors

Definition:

Underestimating
required SLOC

Poor
understanding of
initial
requirements

Code reuse
optimism

New

requirements
added during
development

NSWCDD/PN-18/157
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Definition of Pure Software Growth
Total Growth

\

Software Growth
l Pure Growth + Scope Growth \ Definition:
o Underestimating y
. * Underestimating
required SLOC required SLOC
o Poor understanding of < * Poor

understanding of
initial
requirements

initial requirements

o Code reuse optimism

* Code reuse

o New requirements < optimism

added during
development

* New
requirements
added during
development

Completely unrelated scope additions should be estimated

separately and adjusted for in historical data.

NSWCDD/PN-18/157 7
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Examples of Pure vs Total Growth

d

d

Four large DoD software programs were selected based on
relevance and for availability of data

Scope changes were determined using data outside available
SRDRs, which included

— Monthly or quarterly ESLOC reports

—Systems Engineering Technical Review briefs

—Program schedules

— Software metric reports

—Identified and interviewed subject-matter experts when possible to validate
interpretations of data

NSWCDD/PN-18/157
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Pure vs Total Growth Program 1 (cont’d)

Program Description

o O Real time
700,000 0 Command and
control
o CDR O Combat Management
600,000 System (CMS)
upgrade
g O Software program:
D oo | targe Scope Added = ~5000K DSLOC
140K ESLOC
450,000
PDR
400,000 )
350,000 Pure Growth 28%
150,000 Scope Growth 51%
. -IR;pc;rt;s I o | Total Growth 79%
NSWCDD/PN-18/157 9
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Pure vs Total Growth Program 2 (cont’d)

Program Description

750,000 - Unknown Event _
Real time
700,000 CDR Command and
control

CMS upgrade
Software program:

650,000 *

'3
i
1l

600,000
FN ~4000K DSLOC
g 550,000 PDR Anomalles. No
> Obvious Scope Added
*! 500,000
450,000
400,000
Pure Growth | 20%
350,000
Scope Growth | 0%
300,000
1 2 3 4 5 6 7 & 9 1011121314 15 16 17 18 1% 20 201 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 30 39 40 41 42 43 44 45 46 47 48 TotaIGrowth 20%
Reports
NSWCDD/PN-18/157 10
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o0 OO0

Program Description

Real time
Command and
control

CMS upgrade
Software program:
~4000K DSLOC

Pure vs Total Growth Program 3 (cont’d)
1,300,000 Scope
| Added =
1.100,000 | PDR 340K ESLOC
SRR
“ Contract Award
| 1 2 3 4 5 7 Repgorts i ’ ) i ; i ’ ’

NSWCDD/PN-18/157

DISTRIBUTION A: Approved for public release: distribution unlimited

Pure Growth 24%
Scope Growth 37%
Total Growth 61%
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Pure vs Total Growth Program 4 (cont’d)

450,000 - Program Description
400,000 7 O Real time
350,000 - O Command and
300,000 - control
Scope Added = 0 CMS upgrade
§ 250,000 -~ 50K ESLOC O Software program:
2 200,000 1 ~2000K DSLOC
150,000 -
100,000 -
50,000 -
Pure Growth 46%
2 9 16 22 29 35 42 48 Scope Growth | 18%
Months Total Growth 64%
NSWCDD/PN-18/157 12
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Pure vs Total Growth Comparison

120%

100%

80%

60% Scope Growth

M Pure Growth

40%

20%

SEI DoD SW Program 1 Program 2 Program 3 Program 4
Factbook

0%

Scope growth is likely a large contributor to total software growth.

What is the magnitude of this difference on software cost estimates?

NSWCDD/PN-18/157 13
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WARFARE CENTERS

DAHLGREN

Variable Method

Productivity
Rate

Labor
rate

Linear CER of
Non DCTI and DCTI

Government
= CER X (Non DCTI + DCTI)

Linear CER of
DCTI
Design, Code, Test and
Integration (DCTI)
= ESLOC X (1+ SW Growth) X Labor Rate
Non DCTI Productivity Rate
= CER X (DCTI)

/

Cost Model

|

Software Development

Cost Estimate

NSWCDD/PN-18/157

Variable Method:

Functionally Correlated

14
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AMEEA Example Software Development Model:

sz Fixed Method

Productivity Labor
Rate rate

FTEs Labor FTEs Labor

rate rate
Design, Code, Test and
Integration (DCTI)
=ESLOC X (1+ SW Growth) X Labor Rate
Non DCTI Product|v|ty Rate Government
= FTEs X Labor rate = FTEs X Labor rate

Cost Model
Software Development Fixed Method:
Cost Estimate FTE-Based
NSWCDD/PN-18/157 15
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Impact of Pure Growth on Model Results

SW Development Cost Estimate ($M) O Given the large impacton a
==\/ariable Non DCTI / Pure Growth ===V ariable Non DCTI / Total Growth softwa re development
Fixed Non DCTI / Pure Growth Fixed NonDCTI / Total Growth

estimate, documenting
A whether pure or total

$700
/ growth is used is critical
$600
$500 /./ o
/ Difference Between Pure and
$400 Total Estimates
/ < Fixed Non DCTI  =m=Variable Non DCTI
300 -
i //./ 50%
$200 40% —EHE o |

$800

i
30% & @
$100 - 20% — @
¢
10%
s0 0%
0 100 200 300 400 500 600 700 800 900 1000 0 200 400 600 800 1000
K ESLOC K ESLOC

Using total vs. pure software growth can result in 15-40% difference

in software development cost

NSWCDD/PN-18/157 16
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Summary

Q Pure growth + Scope growth = Total Growth
Q Initial vs final comparisons of ESLOC measure total software growth

— Examples demonstrate that scope growth likely contributes a large amount
to total software growth and to variance in the historical dataset

A The choice of pure vs total software growth can impact your software
development model 15-40%

— Given the impact, it is crucial to document your assumption on what is
included

— Using total software growth without adjustment is equivalent to assuming
estimate includes software scope growth

A The choice of risk boundaries will impact your software development
estimate

— It is essential to document your risk boundaries and assumptions to support
them.

NSWCDD/PN-18/157 17
DISTRIBUTION A: Approved for public release: distribution unlimited



NAVSEA

WARFARE CENTERS

Conclusion

Questions,
Answers,
and Discussion

NSWCDD V11

Cost & Schedule Engineering & Analysis Branch

Dahlgren Virginia

Dr. Jon Brown Gail Flynn
(540) 653-9461 (540) 653-3316
jonathan.d.brown@navy.mil gail.flynn@navy.mil

NSWCDD/PN-18/157 18
DISTRIBUTION A: Approved for public release: distribution unlimited



WARFARE CENTERS
BACKUP

NSWCDD/PN-18/157 19
DISTRIBUTION A: Approved for public release: distribution unlimited



ALﬁ‘EA

WARFARE CENTERS o
Impact of Pure Growth on Uncertainty
Risk applied to variable method, with 50% probability Some Options for Risk Distribution
Pure Total B B E E
Growth Growth A A i E i E
A C A F D F

Low Option 1 A Option 2 F Option 3 Option 4

Most Likely 8
: Option5 = A + Risk Event: Scope Increase
High A c
Option 1
NSWCDD/PN-18/157 20
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Impact of Pure Growth on Uncertainty (cont’d)

Risk applied to variable method, with 50% probability Some Options for Risk Distribution

Pure Total

B B E E
AN AERVANA\
A C A F D F

Low Option 1 A Option 2 F Option 3 Option 4

B

Option5 = A + Risk Event: Scope Increase
A

o

Most Likely

High

Option 1

SW Development Cost Estimate (SM)
$900
5%
S700 0
Your choice of pure or total software $600 | 30%
growth and risk boundaries will impact 00| —+= Option
. 5 ~&— Option 2
your estimate and should be documented. m option 3
$300 = QOption 4
$200
S100
S0
0 200 400 600 800 1000
ESLOC (K)
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estimate « analyze - plan « control

Cost & Risk Analysis of Managing
Modernization Projects
With Cloud and Open Source
Considerations

IT CAST 2018

(@ SEER

INTEGRITY INNOVATION EXCELLENCE



Key Points

| Modernization
can be costly but
is often worth it

versus starting
over

Modernization
approaches can
reduce cost &
ongoing risk

(@ SEER

w G A L O R A T H

N
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Best Analysis of Modernization Approach Looks ,2
at Value & Time To Value to the Business (@ SEER

w G A L O R A T H

Cost &
Technical Debt
Value

| Net Present \
iInternal Rate\
Software \ of Return

Maintenance

} Return on
Software \ \
Development Investmen

It shouldn’t be just how long and how much...

Should include Business Case “WHY”




Cost & Technical R’s of —
mOdernlzathn (Adapted from Microsoft & Gartner) w6 AL O RE?R

e Decommission if legacy app providing little value

Ret| Fe * Possibly roll some legacy functionality into
consolidated modern application

e Preserve behavior by improving existing code

Refa CtO I e Possibly execute on new infrastructure (PaaS)

e If legacy app providing value but commercial
Re p | ace alternative can be better

¢ RETAIN if inexpensive or impractical to modernize

REta | n & Wra p e WRAP: modern wrapper around app - additional value

& benefits e.g C# Java wrapper around COBOL app

e Viable functionality buy Expensive to run

e Move VM from on-premises to new environment E.g
IaaS

¢ Application providing value but legacy language,
environment

Red eve I O p e Rewrite a new application that meets the current and

upcoming regquirements

© 2018 Copyright Galorath Incorporated 4



Modernization Requires “As Is” Model Discovery QSEER"

* “As Is” usually
requires discovery to
mine knowledge

« Business processes

« Business rules &

vocabulary
- Logical data model
: Document
models Y/ ation

(hopefully)
« Application logic

Application

« Physical data model Tteolf

Program logic

Trying to change the organization processes

just because of new software can be disaster

© 2018 Copyright Galorath Incorporated 5



Modernization & Value: Software & IT . ,
Should Both Be Estimated (adapted from 1BM) ., ' SEER

Help ‘ Managing EER-IT
S ‘ System ‘ IT strategy
' Operation | _

Backup &
’ Management . ‘ Event ‘ Compliance
' Management
| Management |g| Management | " Supplier
Desk | ‘ isk Relationships
SEER_SEM Lencoemen Portfolio
Identity Management
Analysis & [mpl ' \, |
Design ‘ pementatlo

Program
Project . management
Management Continuity
Human ‘ | 7. Infrastructure
Engineering Test - - Management
' / C Maintenance
| ontrol |
. Financial
_ o

Change




odernization Costs Go Far Beyond Just
Implementation: Software Total Ownership Cost @SEER‘
Allocation WG AL O R ATH

IT Services & Development =

Infrastructure Are Situational but

Generally 60% of TOC Biggest Risk

B Software
Development

B Software
Maintenance

®IT Infrastructure

®IT Services

Software Development is about 6-10% of total ownership cost...

But much more of the risk
Assume $10m development could be over $100m total ownership

© 2018 Copyright Galorath Incorporated 7



Legacy Systems Have Substantial Costs .
That Modernization May Offset @ SEER

Staff Vs Maintenance Rigor

< 3500

S 3000

g 2500 ~ O develop
g 2000 // B Rigor vhi+
»n 1500 / O Rigor nom
g 1000 O Rigor vio
< 500 7/ \ J

E 0 FTEErr e rrrrrrrrrrrrrrrrrrrrrerrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrini

7))

1 7 13 19 25 31 37 43 49 55 61 67 73 79 85

Time




estimate « analyze - plan « control

Open Source

@ SEER

A T H

© 2018 Copyright Galorath Incorporated 9



Open Source Software (0SS)

https://www.slideshare.net/opensourceacademy/power-point-presentation-on- QSEER
open-source-software =G ALORATH

Computer software that is available in source code form:
Source code and certain other rights normally reserved
for copyright holders are provided under

a software license that permits users to study, change,
improve and at times also to distribute the software.

* Term (OSS) now used for many
license types

* Open Use
* Black Box Use
* Black Box from Vendor

* Open Use developmental

© 2013 Copyright Galorath Incorporated



Open Source Licenses Can Be A Cost Risk @ gppp
synopsys.com/software-integrity/2016/10/07/five-software-licenses-you-need-to-understand/)

w G A L O R A T H

PU bl IC e Anyone can do anything
DOmaln e Doesn't mean it is safe

e Minimal requirements on software modification

Permissive or redistribution
o AKA: Apache Style or BSD Style or MIT license )

e GNU Lesser General Public License

LG PL e Any user must be given the right to modify so
your developed code might have to be exposed/

e End user can modify and distribute new works

Co pyleft based on your work
e Derived works reside under the same license )
- e All rights reserved
Proprleta ry |. Software may not be modified or redistributed

© 2018 Copyright Galorath Federal Incorporated 11




US Law Considers Open Source ,
Software Commercial 0900

* Requires application of laws, regulations, policies,
and so on regarding commercial software.

* In particular, U.S. law (10 USC 2377) requires a
preference for commercial items for procurement of
supplies or services. 10 USC 2377 requires that the
head of an agency shall ensure that procurement
officials in that agency, to the maximum extent
practicable:

© 2018 Copyright Galorath Federal Incorporated 12


http://www.law.cornell.edu/uscode/uscode10/usc_sec_10_00002377----000-.html

US OMB M-16-21 Promote Reuse > |
& Open Source.. But ‘@ SEER

, OMB’s Federal Source

3= 3 [Ee]® S

CO d e PO I | Cy AC h | eV | n g Analytics : Reusability Level Required

Sensitivity

Efficiency, Transparency, and
Innovation through Reusable and
Open Source Software
requirements

°* (1) all custom-developed code
must be available for reuse
within the government subject to
limited exceptions (e.g., national
security) and

>>

* (2) under a three-year pilot

program, federal agencies must : 0
release at least 20 percent of !Dmblem'_ UP tO 63%
their custom-developed code to increase in initial
the public as OSS. development effort to
e Goal is to promote reuse as a make software reusable in
cost saving measure to reduce the first place

redundant coding

© 2018 Copyright Galorath Federal Incorporated 13


https://www.whitehouse.gov/sites/default/files/omb/memoranda/2016/m_16_21.pdf

Open Source Selection Process (@ SEER

w G A L O R A T H

1. Systems ‘ \ ‘ " Cost analysis |!
Engineering: Vendor eDevelopment

*Choose Open 2. Functional 3. Type & verification elicensing
|

goug‘?g . verification I'Ccﬁgiigsg where
andidates appropriate

¢ID obsolescence
{1 risk

static code
sizing (where
Static Quality source Prototype

verification available) proof

| eWhere source
available

When source available static analysis can
provide quality and size indications

© 2018 Copyright Galorath Federal Incorporated 14



Estimate Open Source Costs

A. Estimate B Estimate
Selection Open source

Systems development
Engineering cost

© 2018 Copyright Galorath Federal Incorporated

C. Estimate
Open Source
maintenance
& obsolesne
cost

D. Estimate
open source
operational
license costs

(@ SEER

w G A L O R A T H

15



Open Source Summarized Costing w
(@ SEER
Process

X.1 X.2 X.3 X.4
Systems Engineering [ Development Maintenance Additional Costs

Open Use Compute Effective Use Effective Cost Model with  Licensing Cost
Size, Functionality or Size Use Total or
SLOC, or use Systems Effective Size
Engineering model
Black Box Use Compute Effective Similarto Open  Same as Open Licensing Cost
Size, Functionality or Source Open Use
SLOC Use
=1EE =l @0kl Compute Effective Various, good Same as Open Licensing Cost plus
Vendor Size, Functionality or approach is Use S
: : upport
SLOC function points PP
Open Use Compute Total, Estimate as Same as Open  May have licensing
Developmental Effective, New Size Development Use cost

© 2013 Copyright Galorath Incorporated 16



Static Code Analysis Can Help Quantify

Open Source Quality (Source Cast Software) ... ' SEER
g * Reliable measurement: CISQ Software Sizing and Quality
Standards.
* Automated: Sizing AFP and AEFP by a tool which remove
subjectivity.
e Consistent: Same rules and assumption from version to
version.

Business relevant: Risk adjusted Productivity with
normalization for trending.

* Fact based measurement: All metrics quality, quality or
complexity should be accessible by both side (client and

vendor).
SLA or KPI: All metrics quality, quality or complexity can be

reuse in some contract focus on the evolution.

! e te Q



Coverity and Open Source Projects @PSEgR

AAAAAAAAAA

Coverity is providing a free service for open source
projects

/41 projects
2.5M LOC

@verity Scan

44 641 defects are fixed
(Only 10.2% of identified defects are false positives in 2013)




How To Compute Effective Size For
P (@ SEER

Open Source
Step 1: Set Redesign Factors

Redesign Breakdown

Formula 0.22*A+0.78"B+0.5"C+0.3%(1-(0.22"A+0.78"B))"(3"D+E)/4
Result Redesign Percentage 0.00% 0.00% 0.00%
Weight Redesign Component Least Likely Most Percentage of the existing software that...
022 |Architectural Design Change 0% 0% 0% ... requires architectural design change
0.78 [Detailed Design Change 0% 0% 0% ... requires detailed design change
0.5 [Reverse Engineering Required 0% 0% 0% ... Tequires reverse engineering
0.225 |Redocumentation Required 0% 0% 0% ... requires redocumentation
0.075 |Revalidation Required 0% 0% 0% ... requires revalidation with the new design

Step 2: Set Reimplementation Factors

Reimplementation Breakdown

Formula 37T A+ 11°B +.52°C
Result Reimplementation Percentage 0.00% 0.00% 0.00%
Weight Inputs Least Likely Most Percentage of the existing software that...
0.37 [Recoding Required 0% 0% 0% ... requires actual code changes
0.11 [Code Review Required 0% 0% 0% .. requires code reviews
0.52 [Unit Testing Required 0% 0% 0% ... Tequires unit testing

Step 3: Set Retest Factors

Retest Breakdown

Formula A0A + 04°B + 13*C + 25°D + 36'E + 12°F
Result Retest Percentage 0.00% 0.00% 0.00%
Weight Inputs Least Likely Most Percentage of the existing software that...
0.1 |Test Plans Required 0% 0% 0% ... Tequires test plans to be rewritten
0.04 |Test Procedures Required 0% 0% 0% ... requires test procedures to be identified and written
0.13 |[Test Reports Required 0% 0% 0% ... requires documented test reports
0.25 [Test Drivers Required 0% 0% 0% ... requires test drivers and simulators to be rewritten
0.36 |[Integration Testing 0% 0% 0% ... Tequires integration testing
012 [Formal Testing 0% 0% 0% ... requires formal demonstration testing

© 2018 Copyright Galorath Incorporated 19



Open Source Obsolescence Is A

Cost / Schedule Risk 0% SEER
* OpenOffice... Open Source Competitor to Microsoft
Office

* Developers moved to LibreOffice

* Openoffice seeing little development and potentially
drawing potential LibreOffice users to “a defunct
piece of software” PC World

http://www.pcworld.com/article/2977112/software-productivity/why-vyou-should-ditch-openoffice-

and-use-the-free-libreoffice-suite.html

* A post on the Apache OpenOffice blog from back in
April, 2015 pleads for more developers. "OpenOffice
is currently in the need to expand the number of its
developers,” it says. "We believe that seeing our
release cycle slow down would damage the whole
OpenOffice ecosystem.”

For Non-Mainstream Open Source Opsolensence risk
is high and must be costed

© 2018 Copyright Galorath Federal Incorporated 20



http://www.pcworld.com/article/2977112/software-productivity/why-you-should-ditch-openoffice-and-use-the-free-libreoffice-suite.html
https://blogs.apache.org/OOo/entry/collaboration_is_in_our_dna

Open Source / COTS Cognition: (@ SEER

AAAAAAAAAA

COGNITION:
Architectural UNINVOLVED:

gnd | Not necessary
Implementa to knew (does

details, not P not contribute
necessarily o &Q size)

inVOked’bff;M
knowledg#gis
n eed ed g

Open Source
Component

"\ SR mmme I NSTA NTIATED




Open Source Classification &

Estimation Approach @ SEER
e If used as is * If customized needs
Unchanged Non- to be estimated as
Developmental developmental
Software (NDI) need software
» Selection * BEWARE the cost of
- COTS Cognition Government
3 Integration & Test Furn|Shed Data (GFD)

open source.. May not
be well suited to new
application

« Maintenance

Availability does not guarantee suitability,

reliability, or information assurance

© 2018 Copyright Galorath Federal Incorporated 22



Estimating Reused Open Source (@ SEER

w G A L O R A T H

|

If source available run code counter or automated function point

esEstablish effective size

eUse a cost model like SEER-SEM estimate the OSS effort & RISK to
understand and maintain

If source code not available
eUse function point analysis to count / estimate effort comprehending,
applying, and testing the OSS.

eUse a cost model like SEER-SEM that supports function point
estimating and RISK for development and maintenance

*Or Use Galorath COTS cognition to understand how much needs to be
understood, used and tested

Estimate support costs from vendors

'For OSS obsolescence

e Assume how many years the OSS will remain viable... then use
size measures from initial sizing to cost replacement + process
to estimate rework to surrounding existing systems

© 2018 Copyright Galorath Incorporated



Estimating Developmental (Modified or
J g ( (@ SEER

Total Responsibility) Open Source BB e

Same as any reused software

Run USC code counter

e Establish effective size
e Use a cost model or simple $ per line to estimate

Or use Functional sizing to scope the effort
e Then establish effective function points

For OSS obsolescence

e Assume how many years the OSS will remain viable...

e Then use size measures from initial sizing to cost replacement

¢ + Galorath process to estimate rework to surrounding existing
systems

© 2018 Copyright Galorath Incorporated



Costing Open Source Source |
System Engineering 000
1. Identify requirement

2. Determine acceptable open source licensing
alternatives (include compatibility with your PaaSs if
applicable)

. Select alternatives

P~ W

. Evaluate viable alternatives
« Technically
« Licenses an support cost

« Computing resources (if major component)

« Obsolescence risk wise

Remember: Free in Open Source doesn’t
necessarily mean no cost

© 2018 Copyright Galorath Incorporated 25



estimate « analyze - plan « control

Cloud Costing

(@ SEER

© 2018 Copyright Galorath Incorporated 26



NIST - Cloud Service Models @ SEER

AAAAAAAAAA

May Build On

“Application”

Cloud SaaS SaaS: Buy and use
“complete apps”

May Build On
“Platform” Cloud

Web Services, PaaS: Reusability
Components PaaS

“Infrastructure” _
(Network, Compute, [aaS: Environment
Storage) IaaS

Service Models Have Blurred Together and are no longer a
valuable cost driver

27



e Know How To Estimate Cloud P, |
CostsandROI % SEER

* Cloud isn't so different that alternate approaches to
cost, ROI or business case are needed

* Important to identify costs that will increase as well
as decrease.. E.g. bandwidth

* Risk must be factored in
« E.g. data inaccessibility
* SaaS and on-premises setup costs could be similar..

« No Saa$S savings

* Measurement, estimation and ROI processes are
essential to make the most viable decisions

When cloud computing is perceived

as a panacea, with assumed savings, it's buyer beware
Jobs Changing, NOT Disappearing

© 2018 Copyright Galorath Incorporated 28




On Premises Often Cheaper (IaaS
Example)

/fn-house(Buy) $8,873 total 5 year%

Replacement Server: Dell PowerEdge T430 - $3,943
Back-up Software License and agents (2 options)

1. Symantec Back-up Exec: $2,822 (includes 2014 vr and 4 agents)
2. Dell NetVault - $2,108 (includes 1 TB capacity)
Note: Costs Here EXCLUDE IT Support Costs
$8,873

/Cloud (Rent) $6,423 Annual/

Your estimate

Mew Virtual Ma... $535.68

” ! Bandwidth $535l 68 * 12
Support options $0.00
$535.68

e  $535.68

Note: Costs Here EXCLUDE IT Support Costs
© 2017 Galorath Incorporated 29




Cloud Solutions Still Have Major
) (@ SEER

Organizational Responsibilities & Costs SR TR
. |laas | PaaS __ |SaaS
Corporate Data Organization Organization Organization
Archival Backups Organization Organization Organization
Local user support Organization Organization Organization
Source Code Organization Organization Vendor
Application Configuration Organization Organization Maybe
Programming Languages Organization Vendor Vendor
Frameworks Organization Vendor Vendor
Containers Organization Vendor Vendor
Operating System Vendor Vendor Vendor
Hardware Vendor Vendor Vendor
Service level agreements Difficult or Difficult or Difficult or
impossible impossible impossible

Note The Line between IaaS and PaaS is blurring

to the point that is generally NOT a cost driver

© 2018 Copyright Galorath Federal Incorporated 30




Cloud Selection & Costing Process @PSggr

w G A L O R A T H

(1. Systems 2. Estimate 3. Obtain

| Engineering: . ! e & _

o Identify platform Migration initial supplier
(e.g. Private, Costs costs

hybrid, private)

eNumber VM’s eSoftware eVirtual machines

: Development eStorage costs
e v - Conversion «Bandwidth

e Additional *Operations eBackup (hot,
resources automatic,

| e Identify security rollover)
! considerations

4. Estimate cost range

© 2015 Copyright Galorath Federal Incorporated 31



Some Gottchas in Cloud Costing @ SEER

AAAAAAAAAA

* Reliability requirements can double cloud resources
needed

* Security

* Hot backup can double cloud resources

* Is backup in cloud sufficient

* Will timing work with application being modernized

°* $6.19 per hour may sound like a bargain... but that
can be $54k per year

© 2018 Copyright Galorath Incorporated 32



estimate « analyze - plan « control

Cyber Security

(@ SEER

© 2018 Copyright Galorath Incorporated 33



Cybersecurity Costing Includes |
Software, Hardware, IT & Policy — ....00%

Hardening of
Cyber products
(SW & HW)

Ongoing cyber
related policies
& practices

Hardening of
an IT network

Above costs don’t include cost impact of breaches
(Galorath studying costing breach impact)

© 2018 Copyright Galorath Incorporated 34
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Product Hardening Allocations (@ SEER

AAAAAAAAAA

* Product hardening

« Estimate through software & Hardware cost models
« costs of management
« systems engineering
« Design
« testing

and qualification of systems to ensure that they meet
cybersecurity requirements.

* Existing Product cybersecurity hardening retrofit

« Includes after-the-fact product retrofit for cybersecurity

« Physical (anti-tampering, physical enclosure designs, etc.)

- Software side (making the code more secure).




Building Secure Systems Is Very
Costly

* Building software cost can be massive...

« Depending on the cloud supplier’s investment in

(@ SEER

w G A L O R A T H

security and your organizations investment

Cost of breaches can be worse

(2] Charts

r Estimate Assessment

1924—

1443+

Q62+

4814

Mam

Effort Sensitivity

Mom+

Hi-

Security Reguirements
m User

Hi Hi+  VHE  VHi

m Range

VHi+  EHi-

EHi EHi+

© 2016 Copyright Galorath Incorporated
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IT System Network Hardening

AAAAAAAAAA

« On-Premesis: Enhancing the security posture of the
network through the purchase, configuration and
qualification of mostly COTS items

« Cloud: Enhancing the security posture of the network
through the licensing, configuration and qualification of
cloud platform... Possibly hardening mostly COTS items

« Common cost activities include:
« Research and architectural analysis
« Network Product Purchases (firewalls, servers, IDS, IPS, etc)
« Installation and Configuration
« Qualification and Checkout
« Training
« Monitoring




Cyber Example Cost Breakdown @ SEER

(Deployment of an Intrusion Prevention System) GRS R

=~ Z 1Intrusion Prevention System Deployment

=I-- Z 1.1 Research, Architecture, Analysis

- [y 1.1.1 Business Case & Research

» ﬂ] 1.1.2 Systems Engineeering

=~ Z 1.2 Purchases

- & & 1.2.11PS System

e i 1.2.2 Supporting Network Devices

- 5, 1.2.3 Licensing

=~ ¥ 1.3 Installation and Configuration

~ %% 1,3.1 1PS Hardware Installation & Configuration
- %% 1,3.2 Supporting Network Enhancement
- ¢ 1.3.3 IPS SW Installation & Configuration
- ¢ 1.3.4 Event Log Analyzer

----- [ 1.2.5 Data Migration
- ¢ 1.3.6 Event Log Database

=~ % 1.4 Qualification & Check out (Optional)
- [ 1.4.11PS Qualification
=~ X 1.5Training

- ¥ 1.5.1 Admin Users
1.5.2 IP5 Operators

Ela

=~ Z 1.6 Monitoring

- g 1.6.1 Event Log Monitoring {12x5) - Gold SLA
- @) 1.6.2 Event Log Monitoring {12x5) - Silver+ SLA

© 2018 Copyright Galorath Incorporated 38




Galorath Cyber Security Cost Data -
Collection In 3rd Year ‘@P SEER

|S-m{,‘-d_emry Applecation Hursan Techns: alBoth Protect  Dwtect Racovsr  Lasst Likity Mt Lirst foosd ped) Laast Likdy Mo
Data Security Diata Encryption Fotables Encrypting Haed D 1071 1 ] 1 ] ] 1 WA A A HA SA16.00  51.105.50 i1.3*
Emall Security Erral Encryplion Domainiieys Identfied Mad [CRIM) 1 | 1 ] | i A A s, HiA A A
Email Security Ermad Encryption Infegrated Data Probection | 1 ] 1 ] ] 0 WA A MiA HiA A WA {
Email Security Emad Encryption @ Dbty ariad b i sl 1 ] 1 ] ] 1 A A WA HA HA WA
Emall Security Ernal Encryplion Sacure Email Gateway (SEG) 1 1 1 o ] 1] (1Y 1Y Y M 83586002 . 201
Endpoint Security \Applcation Cortrol  |Anti-Spam 1 1 1 1 ] 1] WA A NiA HA A WA
Endpoint Security Appication Cortrol  |Ast-Virs 1 1 1 1 1 1] WA A KA, A A WA, i
Endpolnt Security |Biometric (Baslogicali Fngarprint 2 o 1 1 0 ] £39.99 £637 50 £2 250,00 mackine il HiA hik
Endpoint h:unl.y Biometric I:B-Cinp\‘cﬂihs 2 ] 1 1 ] ! $150.00 §1.250 6T 52 275.00 macking A WA, v
Endpoint Security |Biometric (BalogicaliFalm 2 0 1 1 0 ] 535949 $7.500.00 $13.770.35 mackne s Y
Endpoint Sscurity |Endpoint Protectssn HEDR (Endpoint Detecton and R 2 1 1 1 1 1 WA A Hi& WA A WA {
Endpoint Security |Endpoint Protecton AEndpost sncryption 1 1 1 1 ] o WA A WA HA A WA
Endpoint Security |Endpoint Probecton HiWeialst 2 1 1 1 ] a HiA A hia, HiA 50,00  53.500.00 sam_o:-:ﬂ
Endpoint Security |Host Intrusaon PrevenHIPS PCL 1 1 1 1 ] 0 WA A HiA, A A WA
Endpoint Security |Host intruson PrevenHIPS sefv-side 1 1 1 1 ] 1 WA A HiA A HA WA MY
Endpoint Security |Fassword Manasgemdaccess Management H 1 1 ] ] ] A [ A, HA [ Ty
Password Managpemde, d Control 2 1 1 1 ] 1] HiA A A HiA A WA
Federated Sign on 1 1 1 ] i Hia A X1 - QR seats - 1000 3 1
JWJ #")“"\.\I j J“ln‘,‘ J \_\) )L,,"J\Jﬂ.’%‘
M Phnt Aeralabes. e B gl Profected Systems Treeais Addrassed
Uk pplication Compter Printer Cloud Phons Tablet Serar Embedded Wines  Malware  Tiojan Horse Password Aft Phishing Hack
Puostabie Encrypting Hard D 1071 1 '] '] 1] 1] ] L] 1] ] L] L]
| 1 [ 1 [] [] 1 1 1 1 0 0 1
1 1] 1 1 1 1 1 1 1 o o 1
1] -] 1 1] 1] 1 1 1 1 L 0 D)
1 1 1 ] ] 1 1 1 1 L] 1 0
1 1 1 1] 1 1 1 1 ]
1 1 1 1 1 1 1 1 1 ?
1
Endpoint Probection Fvwhalst 1 1 1 1 1 1] 1 1 1 1 1 1
Hast Intrissacn Preven HIPFS PCL 1 ] '] '] '] 1] 1 1 1 1 1 1
Hoest Intrission PrevenHES sone-sis [ ] ] ] ] 1
Parssword Managems Access Managmin |
Parssword Manadgers Password Contod '
Single Sign on Senace | 1 1 1 1 1 1 L] @ ] 1 L] Ll
LDWF Proses 1 ] 1 '] 1 1 L] ] ] 1 o 1
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Key Points

lﬂ Modernization
can be risky &
substantially
misestimated

Modernization

| approaches can

reduce cost &
risk

(@ SEER

w G A L O R A T H
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Project Success Limitations Reduce

Productivity (Source Lawhorn, Project Failures) —  .c..%+xss

Poorly defined applications (miscommunication
between business and IT) contribute to a 66%
project failure rate, costing U.S. businesses at least

$30 billion every year (Forrester Research)

60% - 80% of project failures can be attributed
directly to poor requirements gathering, analysis, and
management (Meta Group)

50% are rolled back out of production (Gartner)

40% of problems are found by end users (Gartner)

25% - 40% of all spending on projects is wasted as a
result of re-work (Carnegie Mellon)

Up to 80% of budgets are consumed fixing self-
inflicted problems (Dynamic Markets Limited Study)

© 2018 Copyright Galorath Incorporated 41



echnical Debt Is Exponential @ i
When Shipping Early ‘@ SEER

¥ Defects Analysis - Program: Data Analyzer

Time Phased Defects

Months From Delivery Delivered  Defect Cost Marginal Cost /

Estimate Date Hours Est. Cost Defects .
Example early ship shows
r 6/30/08 28,330 3,187,147 268 400% 4+ more defects
-7 1/30/08% 31,121 3,501,165 230
-5 8/30/08 33,99¢ 3,824,578 197 N hn recomendec'
-5 9/30/08 36,938 4,155,528 167 478 ,701 318 11,033
-4 10/30/08 39,930 4,492,138 140 403 -1,364,707 12,701
-3 11/30/08 42,956 4,832,523 117 3.36 «1,024,322 14678
-2 12/30/08 45,998 5,174,829 97 2.78 -£82,015% 17,029
-1 1/30/09 49,042 5,517,264 2.29 -339,581 19,838
Estimate 3/02/09% 52,061 5,856,845 e 187 0 23,120
i 3/30/09 55,073 6,195,760 151 338,918 27,366
2 4/30/09 58,033 6,528,697 42 12 671,853 32,171
3 5/30/09 60,938 6,855,538 34 0 998,694 38,131
4 6/30/09 63,778 7,175,022 27 .
3 7/30/09 66,542 7,486,020 21 Example deferred Shlp
6 0/09 69,223 7,787,528 1 shows fewer defects.

Can’t get to zero
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Reuse: Watch Out For Low Cost |
Assumptions on “"Heritage” .o 00

* Reuse or Heritage: applying existing software to a new
mission (or additional innovation in its current
mission)

* Effort to reuse software is routinely under estimated

B Design
Implementation

B Test

Why should we care: Bad heritage assumptions often
cause major schedule / cost overruns




You May Be Liable for Open Source . |
Licensing / Costs Even If Modified ‘@ SEER

e Much open source is developed by volunteers

e Someone (copyright holder) controls the
Volunteer (copyrig )

baseline
e E.g. Apache web server, Linux

e Commercial organizations provide support
CO rpo ra te e May be its own developed open source or leveraging off a
product created by volunteer community
B k d e Usually supported with a service level agreement
a C e e Multiple organizations may support it

¢ E.G Oracle web server based on Apache

COm merCIal e Open source developed or supported by a

Open single corporation
e E.g. Oracle OpenSolaris
Source
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Continous Development / Delivery

Continuous Delivery

© 2013 Copyright Galorath Incorporated

45

AAAAAAAAAA



Key Components Of A Software

. (@ SEER
Project That Uses Off the Shelf
* Developmental
Software:
« Functionality
developed
specifically for the Customization

project at hand of Off the shelf

« May include
customization of

“COTS Cognition”

COTS * Install & configure
* “"Glue” Code: * COTS Software:
« Code written to bind « Purchased functionality
COTS to « Direct Cost component of COTS
developmental integration
software o
o .
- Development effort COTS Cognition:
must be captured « Required functionality within the COTS

software that must be understood
« Effort component of COTS integration




DevOps For Continuous Delivery (@ SEER

© 2013 Copyright Galorath Incorporated 47




DevOps (Demand Model Can Control & Reduce k
Costs) Adapted from The Phoenix Project (@ SEER

w G A L O R A T H

eProjects the business is demanding

» What business is asking development or IT for
sUsually managed in some way

A4

e Housekeeping: Any internally focused activity
s E.g. installing devices, decommissioning datacenter

~ Internal

¢ Usually with little oversight or visibility and consume
WO r k untold resources

* Every day IT operations

¢ Planning, assessing, building, testing and deploying
changes

* May include managing the for above

‘Operational
Changes

NN\

e Major source of IT technical debt
® 25% - 40% of all spending on projects is wasted as a

p result of re-work (Carnegie Mellon)
W r k * Recovery work: Can put everything else on the backburner,
O ¢ Usually takes you away from meeting your goals
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I

aas Vs Paa$S

Amazon EC2 (IaaS)

This is because Amazon takes

the responsibility of networking,
storage, server and virtualization
and the user is responsible for
managing the Operating System,
middleware, runtime, data and
application

© 2015 Copyright Galorath Federal Incorporated
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Amazon as PaaS

Amazon now
offering managed
services

E.G. WS Lambda:
Your code snipits
invoked by
external event



Cloud Service Breakdown @ SEER

A% o

Serve

Desktops

Application

i = 0 e

Collaboration

Contant Communic ation
Platform YPaas
sa 8T Is b= E
% | denfity o QE
Object Storage Runtime Database
Infrastructure
[aaS |
I A
i =2 S w
Network
Phones Block Storage Tablets

Cloud Computing S
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SEER Modeling Can Estimate Total & ”
Ownership Costs For Software & IT ‘@ SEER

Size, approach, help desk, training, and many more IT / software
cost modeling functions

F\Ie Edit Estimate View Tools Options Window Help

W IEYETEY: 9. INRE®HEEERB @A,

o2 =t~ E 1Loyalty Cloud Integra * | Infrastructure Services: Infrastructure Service 1 Least Likely Most MNote ol
WES Elements % § L1Purchase 5 new B8 SERVERS j
E - § § L2 Cloud HW Serv: Setup Type (Servers) New
- [@@ 1.3 Loyalty Custom - SEIVErS 16 32 64
b1 1-4 Infrastructure g - Unigue Configurations 3 6 10
g i - (% 1.5 General - Facili Configuration Complexity Nom- MNom Nom+
- @l 1.6 Cloud Arch - De ... Server Virtualization Level MNom Nom Nom
8 L7 XAAS - Storage Devices 0 2 4
r:‘:\l - pff 1.8 User Services - - Storage Complexity (Servers) Nom+ Hi- Hi
- - o 1.9 User Service M - Experience Level (Servers) Low Nom Hi
- Reliability Level (Servers) Hi Hi+ VHi
- Attrition Rate (Servers) 1.00% 2.00% 3.00%
o . 1 P P . - — | ;
a Quick Estimate X | Phased Activity X | Labor Category Cost By Activity X [ Cost1d ¥ Activity Allocation % Labor Category Allocation X | Risk X | Total Cost of Ownership Sensitivity X |
ITEM ESTIMATE REFERENCE ~ *
TOTAL M
Total Cast 839,792 Infrastructure Service 1
= Total Labor Cost 39,792 Labor Hours by Labor Category
= Total Material Cost 1] A
Total Labor Hours 10,699 3
Total Schedule Months 72.04
@i PROJECT
Project Cost o
Project Labor Cost 0
- Project Material Cost 0
"'3 Project Labor Hours 1]
Project Schedule Months 0.00
Project Start Date 2/03/11 . Management .Ana\yst .Architect |:| Software Development
n ;I Project End Date 2/03/11 D Technician . TestiQA . Documentation . Training
e, ANGNING SIPPOART . Administrator DOperamr . Indirect Sup port
Scenarios a LLLJ

For Help, press F1 ES5 Elemen CAP NUM SCRL
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Estimating Non Developmental

(@ SEER

Open Source

1.

W

If source available run code counter or automated function point
- Establish effective size

« Use a cost model like SEER-SEM estimate the OSS effort & RISK to
understand and maintain

If source code not available

« Use function point analysis to count / estimate effort comprehending,
applying, and testing the OSS.

« Use a cost model like SEER-SEM that supports function point
estimating and RISK for development and maintenance

« Or Use Galorath COTS cognition to understand how much needs to be
understood, used and tested

Estimate support costs from vendors
For OSS obsolescence

Assume how many years the OSS will remain viable... then use size
measures from initial sizing to cost replacement + process to estimate
rework to surrounding existing systems
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Galorath

Threat Category

PK |ThCatelD
ThCateDescrip

Threat Subcategory

PK |ThSubCatiD
FK [TheCatelD

Cyber Database Schema

Technique Category

PK |TechCatelD

(@ SEER

w G A L O R A T H

ThSubCatDesc
Threats Mitigation
PK [threatlD } < FK |threatlD
FK |TheSubCatlD FK |techniquelD
threatName PK | MitigationID
threatDesc .
iy
Protected
Components
FK | MitigationID
FK |ComponentID
Components
PK |ComponentCode
ComponentDesc

TechCateDesc
A\
Technique Function
Subcategory
PK [Function
PK |TechSubIlD unctionCode
FunctionNam
FK |TechCatelD unctionName
FunctionDesc
TechSubDesc
\
Technique
i -
PK [techniquelD B>
FK | TechSublD
TechniqueName HumanFactor
TechniqueDesc > | PK |HumanFactorCode
FK | TechSublD HumFacDesc
FK |HumanFactor HumFacExplanation
A
Pricing Information Pricing Category
PK | PricingInfolD PK |PriceCatelD
FK |techniquelD B> | PriceCateDesc

FK [PriceCatelD
lowPrice
averagePrice

highPrice

costDriver




Risk Analysis Is Critical TO @ :
Understanding Full Modernization Costs .- SEER

Schedule Probability

Probability Example Application 1 Risk Estimate
Hours 4.567.54
99% 7 Effort 30.05
90% -+ Risk Estimate Schedule 10.56
Hours 2 266.02 Cost 441,728.00
80% + ’ :
Effort 14.91 Defects 14
70% +| sSchedule 8.21 Probability 80.00%
60% -+ Cost 219,14800
50% | Defects . 33 . Risk Estimate
40% + Effort 20.86
Schedule 9.33
0/ -
30% Cost 306,658.00
20% -+ Defects 22
10% - Probability 50.00%
1% w w , % %
0 4 8 12 16 20

Time (calendar months)
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WG DARPA BRAFF Software Change and Vulne@itibir

v G A L O R A T H

Proportion of Android devices running insecure,

450 | maybe secure, and secure versions of Android
_ f ergRush Kfplicate file vold asec

400 —— —o—Linux 1.0

—8— Android
350 — . /

—o—Firefox 05
300 -— =—@—Chrome .
250 e o6} ¢
200 §

/ 5

150 > 04} £

100 / /
50 / "

0.0

I AL A AL n;!i -\_& -\_b:
2006 2008 2010 2012 2014 ((6\0’10 \\)“10 0(.‘1'0 ?éoi“ o oo qe‘ﬂp \00’19 06’1“

10'\;5 1’0\’3 -\Pn

Source: openhub.net

Source: androidvulnerabilities.org

m Nearly every U.S. weapons program tested in fiscal

Files Modified Lines Modified 2014 showed “significant vulnerabilities” to cyber
- - - attacks, including misconfigured, unpatched and
(in thousands) (in millions) outdated software, the Pentagon’s chief weapons

Linux 34 82 tester said in his annual report.
Androi - Reuters.com, Jan. 2015
d 80 26 “Th_e [in]ability to preserve and run sof_tware over long periods
of time may make the 21st century an information black hole.”
Firefox 83 50 - Google VP Vint Cerf. Feb. 2015
Ch I"OI’Te'I 120 2§rce: openhub.net
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OPEN SOURCE RISK: Why Open Source Business
Model is A Failure CIO Magazine (@ SEER

http://www.cio.com/article/2944334/open-source-development/why-the-open-source-business-model-is-a-failure.html »w G AL ORATH

* Open source companies can't compete

« E.x: Red Hat OS & server virtualization open source
poster child

« 1/3 revenue of Vmware
« 1/40th of Microsoft

* Open source companies products are competing with
the free versions AND similar proprietary products

Open Source Companies Can’t be as successful as

proprietary... Some source of risk

© 2015 Copyright Galorath Federal Incorporated 56




Functional Sizing For Cloud . _,
Process ‘@ SEER

eWhy are we counting / estimating functions
Identify

Objectives

e S e Business application boundaries
countiné e Middleware boundary approaches
eIl ¢ [aaS and PaaS can be initiated by a “user” or “machine” (even SLA- Saa$S for example)

e what is in and out of scope

e E.g. force.com count features and functions you are developing
but not all the features of force

Identify
scope

e for PaaS & SaaS what DETS are in & out
_ e e.g. source code library if you are making updates to it
Identify e Interpretation of rules PaaS.. Design specs saved, Test docs ILFs

CEICNSSIESI « 1aaS Controlled sets of data such as policy.. E.g. storage cant exceed 5 petabytes.

e Review objectives & goals
¢ Discussion from reference architectures and cloud eco-system models discussions
ILF & EIF ]
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ategorize Software Capabilities @ SEER

round The 3 Service Models

One Product Can Cross Services

Business
Facing
Functions

i Service Facing Functions

Development
Platform
Functions

PaaS

!

Infrastructure/

Resource

Functions $800/ FP
developing

new app No customization

$200/ FP functionality , simple configuration

e.g update bandwidth
Add more storage
Remove storage
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Agile Modernization Needs Estimates
#noestimates Viable For Detailed Development - (@ SEER
Should Not Abdicate In Substantial Developments -s»:o =~

For substantial systems

Agile or
Evaluation of Hybrid Agile Sys(txwe;'est Maintenance

alternatives Software . & Support
Development appropriate) PP A

Business Case

How Much?
How long?
Ownership
Cost

Go / no go

Defects & Unfinished
User Stories, Use Work

1 1 I ] Cases,tl;rl‘ll:is;less
H y b rl d Ag I e ] Requirements, Etc.

Requirements “ . T( : )d "
& Design Ty . v, e ul® LA .
- - X 7 w -
Refact M - - 1/ {__?
e {
A
Collection of Functionality  Iterationto Delivered Working .
Functionality Backlog Build Functionality System leess’f;:?nnr::::nts‘
Planning ‘ lterations

. Warranty & Maintenance

Agile development = root level software development management...
Story point estimating is short term productivity management

It is not a business decision making process
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L3

= £ 1Web Application Infrastructure

=}~ £ 1.1 Multi-Tier Web Application @ SEER
ow G A L

O R A T H

-_J Z 1.1.1 Web Tier WES Total Ownership Cost

...... %5 1.1.1.1 Web Server ELEMENT PROJECT ~ ONGOING SUPP... TOTAL
. COST COST COST
------ ¢ 1.1.1.2 Web Service S
=l 1Web Application Infrastructure 481,762 4,859,396 5,341,158
= ¥ 1.1.2 Applicatinn Tier 2| 1.1 Multi-Tier Web Application 390,446 4,785,606 5,176,052
# 1.2 Cloud Hosted Multi-Tier
------ ‘& 1.1.2.1 Application Host #| 1.3 QA and Dev Environment 55,125 a 55,125
B . #| 1.4 Training and Documentation 36,190 2,224 38,414
""" @ 1.1.2.2 Application +| 1.5Support 0 71,567 71,567
=~ % 1.1.3 Data Tier
------ %4 1.1.3.1 Database and Storage Host | | «

------ ﬂ 1.1.3.2 Database Configuration

=i~ ¥ 1.1.4 Procurement of Hardware and Software
------ ¢ £1.1.4.1 Production Servers Purchase
------ % £ 1.1.4.2 Purchase QA and Dev Server
------ T, 1.1.4.350LServer
” T L144Windows Server05,... -
=1 @& 1.2 Cloud Hosted Multi-Tier

- WBS Total Ownership Cost 11@
=l £ 1.2.1 Web Tier ELEMENT PROJECT  ONGOING SUPP.. TOTAL "
) COST COST COST i
""""" ﬂ 1.2.1.1 Web Service =l 1Web Application Infrastructure 103,679 4,438,289 4,541,968
|- ¥ 1.2 Ehpplicaﬁnn Tier | 1.1 Multi-Tier Web Application
. _ #| 1.2 cloud Hosted Multi-Tier 12,364 4,364,499 4,376,862
- ¢ 1.2.2.1 Application #| 1.3 QA and Dev Environment 55,125 0 55,125
#| 1.4 Training and Documentation 36,190 2,224 38,414
=~ % 1.2.3 Data Tier +| 1.5 Support 0 71,567 71,567
... ¢ 1.2.3.1 Database Configuration
------ 1y 1.2.4 AWS EC2 Hosting (annual cost) || ¢ o

;I Z:1.2 OA and Dev Environment kﬂ

i 1'4'. 12 1 Toct Caruar
m [ k




Direct, indirect & opportunity costs @ sggr
from cyber crime (Source HP)

Direct,

Internal cost indirect & External
activity opportunity Consequences
centers costs from & Costs

cyber crime

e Detection e Information loss or theft

e Investigation & e Business disruption
Escalation e Equipment Damage

e Containment e Revenue Loss

e Recovery

e Ex-Post Response
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Bad Estimates Are A Root Cause of n
Modernization Project Failure 00900

* An estimate is the most knowledgeable statement you
can make at a particular point in time regarding:
« Effort / Cost

« Schedule
« Staffing

« Risk

- Reliability

* Estimates more precise with progress

° A WELL FORMED ESTIMATE IS A
DISTRIBUTION

Density
Confidence

Metric Metric
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Cloud Labor Costs

Cloud Labor Costs

(@ SEER

w G A L O R A T H

Cloud Does Not Relieve the Organization of Costs & Responsibilities

Integration as a  Platform as a Software as a
Service (laas) Service (PaaS) Service (SaaS)
Migration (One- Possibly Development in Data conversion
Time) Costs Development new platform . .
Configuration
Data conversion Data conversion -
Training
Training Training
Corporate Data Organization Organization Organization
Archival Backups Organization Organization Organization
(some new cloud
tech may mitigate
this)
Local user support Organization Organization Organization
Source Code Organization Organization Vendor
Application Organization Organization Either
Configuration
Programming Organization Vendor Vendor
Languages
Frameworks Organization Vendor Vendor
Containers Organization Vendor Vendor
Operating System Vendor (Usually) Vendor Vendor
Hardware Vendor Vendor Vendor
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DISA Cloud Question (@ SEER

AAAAAAAAAA

* DISA started offered a brokered service (not
specifying the provider), but realized the complexity
was overwhelming and moved to a model where you
must specify the provider.

* Link to the MilCloud

* http://www.disa.mil/Computing/Cloud-
Services/MilCloud

* The theory is of course lower costs to acquire the
open services, however integration and testing can
quickly outpace the savings if the fit is not a good
one, insecure, low quality, or under-performing.
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http://www.disa.mil/Computing/Cloud-Services/MilCloud

Virtualization (Mark Baker) @ SEER

AAAAAAAAAA

Virtual workspaces:

« An abstraction of an execution environment that can be

made dynamically available to authorized clients by
using well-defined protocols,

« Resource quota (e.g. CPU, memory share),

- Software configuration (e.g. O/S, provided services).
Implement on Virtual Machines (VMs):

« Abstraction of a physical host machine,

« Hypervisor intercepts and emulates instructi (i

VMs, and allows management of VMs, " 0s || os || os |
- VMWare, Xen, etc. __ Hypervisor
Hardware

Provide infrastructure API:

« Plug-ins to hardware/support structures

Virtualized Stack




Cascading Service Level Agreements pr n
(AND NEED FOR DUPLICATE SYSTEM @ SEER

‘ @ SLAs

End Customer

Measurement
End Customer d
Carrier an ..
Remediation?

Uses SaaS

Liability and Solution

Accountability?

SaaS Solution

[aaS Solution Carrier

Cascading relationships make SLAs nearly impossible

AND you may need to have duplicate system running for
hot backup




COST ESTIMATION SOLUTIONS

Total Ownership Cost of Cybersecurity in a

Cloud Based IT System

Software and IT — Cost Analysis Solutions Team
23 August 2018

Zachary Jasnoff David Cass Richard Mabe
VP, Business Services VP/CISO Sr. Solutions Consultant
Price Systems, LLC IBM Global Cloud Price Systems, LLC

Security Services

: R e :
™ ’ 4 »" .'-‘ r 3 1 I A
so 3440 28 \m
- S "

1010140101 01709001 1
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Im
@

[ g, &
Overview s
A —
COST ESTIMATION SOLUTIONS

= Cloud solutions for IT

= Cloud Security Concerns

= Cloud Migration Approach

= Total Cost of Ownership (TCO)

= An Integrated Framework for Cybersecurity Related TCO

= Cybersecurity cost trade-offs for business systems migration

CYBERSECIRITY
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et Cloud Based Solutions for IT

COST ESTIMATION SOLUTIONS

Cloud is a means to an end, enabling many benefits ...

R ‘/ l( ‘/ J
Faster to market Higher Quality § Cost % Flexibility Repeatable & Scalable  Secure & Compliant

A\ 4 A 4 A\ 4 ¢

E_nable _ Frequent user feedback Transparent / variable structure Standardization Fewer audit exceptions
experimentation Fewer errors Affordable infrastructure (No Snowflakes) Regulatory requirements

Fail or succeed fast  Analytics based decisions Service provider choice Reference implementations Process control structures
Accglerated releas_es Resiliency thru automation Address technical debt Skill acquisition/upgrade Client confidence
Rapidly add capacity Expansion consistency

... that require organizations to transform, and re-think —

¢ How to deliver capabilities while improving quality

s How to interact and react with clients

s How to resolve technical debt

¢ How to ensure cybersecurity requirements are met and cyber threats
are mitigated
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Client Manages "

| |

Client Managed and Cloud Vendor Managed SW Services

Traditional IT
on premises

Applications
Data
Runtime
Middleware
o/s
Virtualization
Servers

Storage

Networking

Integration of Roles, Processes, Information, and Technology requires additional cloud service management

Provided by Cloud Provider

Additional Service Management Needed

Infrastructure
as a Service

Applications

Middleware

Client Manages

)

Virtualization

Networking

: Cloud IT Service Delivery Models

Platform
? as a Service
(o)) o -
% Applications
=
-
c
] 1
5
Middleware
<
3
:
=
g Virtualization |
]
QD
=
.
o
4l Networking

|
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COST ESTIMATION SOLUTIONS

Software
as a Service

Applications

Middleware

~
wn

Virtualization
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Networking



: Cloud Security

COST ESTIMATION SOLUTIONS

Management Concerns:

* Are we protected from the latest
threats?

 Have we protected our most critical
data?

* Do we have access to the right security
skill sets?

* Are we adapting to changing platforms?

* Are we operating at an appropriate
maturity level for our industry?

* Are we communicating our risks clearly
to our customers and our board?

e Are we maximizing the value
of our security investments?
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Cloud Security PRICE:

COST ESTIMATION SOLUTIONS

®

Industry compliance standards and data protection are the main inhibitors to
adopting a cloud solution, including:

* Privacy and Compliance:
« adapting to a threat-aware, risk-based approach vs. a compliance based, box checking
approach
Data Protection:
» the personal data of millions has been compromised in data breaches
Human error/Insider threat:
« more than half of data breaches are caused by insiders, including employees, third-party
contractors and partners
Security skills gap:
» experts predict a shortage of 1.5 million open and unfilled security positions by 2020
« Additionally, more than 209,000 cybersecurity jobs in the U.S. are unfilled, and postings
are up 74% over the past five years (Bureau of Labor Statistics by Peninsula Press,
2015)
Innovations:
» cloud, mobile, and IOT apps create unprecedented risks to organizations
« 44% of security leaders expect a major cloud provider to suffer a significant security
breach
» 33% of organizations don’t even test their mobile apps
« CISCO estimates that by 2020 there’ll be 50 billion devices connected
Advanced Attacks:
« more than 80% involve cyber gangs, a global business that accounts for $400B+ a year
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= Cloud Migration/Transition

COST ESTIMATION SOLUTIONS

Cloud adoption and business value is driven by workloads

Archive DevOps
Disaster Recovery

HR / Workforce

Database Workloads

Risk & Compliance

Mature workloads

Isolated workloads
(Classified)

Applications with Sensitive

Data

Applications with complex
processes & transactions

Not Highly customized
Ready for applications
Cloud

Not yet virtualized
applications

Big Data & Analytics

Collaboration Moving to

Cloud

Web Applications

e-Commerce

Customer Service Mobile

Front Office / Desktop . .
Social Business

3 Party Applications
Development &

ERP / CRM Test Workloads
Regulation
jiensve High Performance Compute

Applications Computing Workloads

Information _

Intensive Business Processes
Applications (e.g. Expense Reporting)
Storage
Batch Workloads
processing
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As Is System

- Operate
- Sustain

(User Data Cntr) |

Recurring Costs:
Labor
Materials
Overhead
ODCs
Facilities
PM/SE

Plan for Transition:
- Business Case
- Change Mgmt
- Svc Level
Agreement

COST ESTIMATION SOLUTIONS

What
When
Where To
Security
Access

Transition:

- Software
- Data
- Interfaces

Execute Plan: « Migrate
- SW Porting * Instantiate
D Miaration » Test/Verify
ata g_a_lto + Parallel Ops
- User Training « Changeover
+ Go Live

Non-Recurring Costs:

* Modify/Refactor SW apps

* Prep data for migration

* Develop new middleware
Interfaces

» Adapt to Cloud OS and
Middleware Services

+ PM/SE

To Be System

(Cloud Host)

- laaS
- PaaS
- SaaS

Recurring Costs:
* Fees

* Licenses

* Subscriptions
For:

* Infrastructure
* Run Time Env
SW Services
Access
Cybersecurity
PM/SE
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@ Cloud Transition Planning

COST ESTIMATION SOLUTIONS

As Is: Data Center

To Be: XaaS Analysis:
Metrics

Vertical Integration Transition Virtual Domain Methods

Phase 1: Project Initiation: collect and review data; prepare
transition team and assets

Phase 2: Assess the As Is Security Posture; catalog current cloud
use; prepare assessment report for the client

Phase 3: Define the “target” To Be state; Analyze Requirements for

the To Be Domain (Gap Analysis); present cloud security maturity
framework

Phase 4: Recommend a Cloud Solution Roadmap and (potentially) a
Business Case for the level of Cloud service
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I=n: Cloud Transition Security Strategy

COST ESTIMATION SOLUTIONS

As Is: Data Center To Be: XaaS Analysis:
User Owned » -' Metrics
ical - Fee for Svc Tools

Vertical Integration Transition Virtual Domain Vothols

Requires a cooperative effort to identify, evaluate, implement and enforce
security policies

Organizations establish cloud-specific security policies that are often an
extension of their corporate security policy

A successful cloud adoption requires both cloud service consumers and
cloud service providers to establish and follow their respective cloud
security policies

Security policies are often aligned to the cloud consumption and delivery
model:

Infrastructure as a Service (laaS)
Platform as a Service (PaaS)
Software as a Service (SaaS)
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As Is: Data Center

User Owned
Vertical Integration

=

Transition

@ Cloud Transition Security Approach Vid [ 7 4

To Be: XaaS

-' Fee for Svc

Virtual Domain

g

P aan)
&5 A

COST ESTIMATION SOLUTIONS

Analysis:
Metrics

Tools
Methods

Cloud Security & Regulatory Compliance Accelerators:

Asses the maturity and effectiveness of the current security
program in-place at the client’s organization

Manage and govern information security more effectively and
efficiently at all levels of the Cloud stack

|ldentify and effectively manage security and regulatory compliance
requirements while driving growth of programs

Build a more risk aware culture through education and awareness
Improve operational security for critical infrastructure
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: Total Cost of IT Ownership

= Total Cost of Ownership (TCO) measures the direct and indirect costs of IT
Infrastructure and Services over the life cycle of systems

TCO = Capital Expenses + Operational Expenses + |IT Governance/Sys Mgmt
(Direct) (Direct + Indirect) (Overhead/Admin)
(Infrastructure) (Services) (PM, FM, SE, Cyber Mgmt)

The transition to Cloud services:

= Change budgeting from a CAPEx focus to an OPEx focus
— Introduces uncertainty since resource consumption is determined by workload
— Difficult to estimate cost effective options and cost of bandwidth

= |Impacts All Aspects of The Organization
— Changes the acquisition model: infrastructure outsourced; not procured
— Changes the compliance / security model: Cloud provider security services
— Changes the management model: Cloud provider systems management

In calculating TCO, organizations estimate and optimize cost based on workload
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Cost Elements

Mil-Std-881D
Cybersecurity Focus

Business System - Cyber Specific LCC

. Framework to Evaluate Cybersecurity Costs £Z44C.

COST ESTIMATION SOLUTIONS

Capital Expenses

Cybersecurity Integration - Governance and Org

Custom Workload

Organized with Mil-Std-881D WBS, App J

Cybersecurity Services (SW])

Highlights Cybersecurity costs for trade-off

Cyber End User Device (HW)

analysis

Cyber Data

Includes Operating and Support costs

System Level Technology

Dedicated Cyber Comm

Infrastructure Services

Systems Engineering (RMF) o

Cybersecurity costs do not all carry equal weight

Cyber Test and Evaluation v

Drivers include:

Operations Expenses

— Systems Engineering Labor (RMF)

Cybersecurity Services - Governance and Org

— Support Engineering Labor (RMF)

System/Services Operations

Initial and Recurring Cybersecurity Tests

Cybersecurity Services

Life Cycle Risk Management

Cyber Data Services A

/- u

High replacement rate for vulnerable SW/HW

W

End User Device Support Services

Continuous monitoring and threat analysis

Training Services Operations

4
/

System/Services Mgmt

Continuous validation of controls related to

Communications Services

confidentiality, availability and integrity requirements

/
Infrastructure Services //

Cyber SW Main'lenanne,andifi)rﬁﬁ:n

Managed Services Dpera}i{yé

Systems Engineering I:Rbdﬁ ¥
»
Recurring Cyber Tests
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Cost Elements

Mil-Std-881D
Cybersecurity Focus

Business System - Cyber Specific LCC

Trade-Offs by Cloud Model: laaS

As Is: Data Center

User Owned
Vertical Integration

=/ \ =)

Transition

COST ESTIMATION SOLUTIONS

To Be: laaS

Fee for Svc
Virtual Domain

As Is Total Cost of Ownership

To Be Total Cost of Ownership (laaS)

Capital Expenses

(Basic Infrastructure)

Cybersecurity Integration - Governance and Org

User Funded Program Mgmt (Governance)

Custom Workload

Workload

Cybersecurity Services (SW)

User Owned/Managed App SW

Cyber End User Device (HW)

User Owned/Managed App HW

Cyber Data

User Owned Data Services

Fee for Cloud Provided Data Storage

System Level Technology

Technology

Dedicated Cyber Comm

User Owned/Managed Comm

Infrastructure Services

User Owned/Managed Infrastructure

Fee for Cloud Virtual Domain Services

Systems Engineering (RMF)

User Funded Systems Engineering

Cyber Test and Evaluation

User Funded Systems Test/Eval

Operations Expenses

(Basic Infrastructure)

Cybersecurity Services - Governance and Org

User Funded Program Mgmt (Governance)

System/Services Operations

Workload Management and Operations

Cybersecurity Services

Data Center/Corporate Staff

Cyber Data Services

Data Center/Corporate Staff

Fee for Recurring Cloud Data Storage/Management

End User Device Support Services

Data Center/Corporate Staff

Training Services Operations

Data Center/Corporate Staff

System/Services Mgmt

Technology Management and Operations

Communications Services

Data Center/Corporate Staff

Infrastructure Services

Data Center/Corporate Staff

Fee for Recurring Cloud Provided/Managed Infr Services

Cyber SW Maintenance/Modification

SW Maintenance and Maodifications

Managed Services Operations

User Owned/Managed SW Services

Fees for Recurring Cloud Managed Help Desk/User Services

Systems Engineering (RMF)

User Funded RMF for Apps/Data

Fees for Recurring Cloud Provided Infrastructure Service

Recurring Cyber Tests

User Funded RMF for Apps/Data

Fees for Recurring Cloud Provided Infrastructure Service
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Cost Elements

Mil-Std-881D

Cybersecurity Focus

Business System - Cyber Specific LCC

Trade-Offs by Cloud Model: PaaS

As Is: Data Center

User Owned
Vertical Integration

» " Fee for Svc

Transition

COST ESTIMATION SOLUTIONS

To Be: PaaS

Virtual Domain

As Is Total Cost of Ownership

To Be Total Cost of Ownership (Paas)

Capital Expenses

(Add Platform Services)

Cybersecurity Integration - Governance and Org

User Funded Program Mgmt (Governance)

Custom Workload

Workload

Cybersecurity Services (SW)

User Owned/Managed App SW

Cyber End User Device (HW)

User Owned/Managed App HW

Cloud Provided Run Time Services (License/Fees)

Cyber Data

User Owned Data Services

Fee for Cloud Provided Data Storage

System Level Technology

Technology

Dedicated Cyber Comm

User Owned/Managed Comm

Cloud Provided/Managed Platform Services (License/Fees)

Infrastructure Services

User Owned/Managed Infrastructure

Fee for Cloud Provided Virtual Platform Service

Systems Engineering (RMF)

User Funded RMF for Apps/Data

Cloud Provided/Managed PlatformServices (License/Fees)

Cyber Test and Evaluation

User Funded RMF for Apps/Data

Cloud Provided/Managed Platform Services (License/Fees)

Operations Expenses

(Add Platform Services)

Cybersecurity Services - Governance and Org

User Funded Program Mgmt (Governance)

System/Services Operations

Workload Management and Operations

Cybersecurity Services

Data Center/Corporate Staff

FeelLicense for Recurring Cloud Cyber Services

Cyber Data Services

Data Center/Corporate Staff

Fee for Recurring Cloud Data Storage/Management

End User Device Support Services

Data Center/Corporate Staff

FeelLicense for Recurring Cloud Platform Mgmt and Ops

Training Services Operations

Data Center/Corporate Staff

FeelLicense for Recurring Cloud Platform Training Svcs

System/Services Mgmt

Techneology Management and Operations

Communications Services

Data Center/Corporate Staff

FeelLicense for Recurring Cloud Provided/Managed Comm Sves

Infrastructure Services

Data Center/Corporate Staff

Fees for Recurring Cloud Provided/Managed Infr Services

Cyber SW Maintenace/Maodification

SW Maintenance and Modifications

Managed Services Operations

User Owned/Managed SW Services

Fee for Recurring Cloud Managed Help Desk/User Services

Systems Engineering (RMF)

User Funded RMF for Apps/Data

FeelLicense for Recurring Cloud Provided Platform Service

Recurring Cyber Tests

User Funded RMF for Apps/Data

FeellLicense for Recurring Cloud Provided Platform Service

© 2016 PRICE Systems, LLC All Rights Reserved | Decades of Cost Management Excellence




Cost Elements

Mil-Std-881D
Cybersecurity Focus

Business System - Cyber Specific LCC

Trade-Offs by Cloud Model: SaaS

=/ =

Transition

As Is: Data Center

User Owned
Vertical Integration

COST ESTIMATION SOLUTIONS

To Be: SaaS

Fee for Svc
Virtual Domain

As |Is Total Cost of Ownership

To Be Total Cost of Ownership (5aa5)

Capital Expenses

{Add Cloud SW and 5W Services)

Cybersecurity Integration - Governance and Org

User Funded Program Mgmt (Governance)

Cloud Provided Program Mgmt (Governance)

Custom Workload

Workload

Cybersecurity Services (SW)

User Owned/Managed App SW

Cloud Provided Application SW (License/Fee)

Cyber End User Device (HW)

User Owned/Managed App HW

Cloud Provided Run Time Services (License/Fees)

Cyber Data

User Owned Data Services

Fee for Cloud Provided Data Storage

System Level Technology

Technology

Dedicated Cyber Comm

User Owned/Managed Comm

Cloud Provided/Managed Platform Services (License/Fees)

Infrastructure Services

User Owned/Managed Infrastructure

Fee for Cloud Provided Virtual Capability

Systems Engineering (RMF)

User Funded Systems Engineering

Cloud Provided Service for Platform HW/App SW (License/Fee)

Cyber Test and Evaluation

User Funded Systems Test/Eval

Cloud Provided Service for Platform HW/App SW (License/Fee)

Operations Expenses

(Add Cloud SW and 5W Services)

Cybersecurity Services - Governance and Org

User Funded Program Mgmt (Governance)

Cloud Provided Program Mgmt (Governance)

System/Services Operations

Workload Management and Operatiens

Cybersecurity Services

Data Center/Corporate Staff

FeellLicense for Recurring Cloud HW/SW Cyber Services

Cyber Data Services

Data Center/Corporate Staff

Fee for Recurring Cloud Data Storage/Management

End User Device Support Services

Data Center/Corporate Staff

FeellLicense for Recurring Cloud Platform Mgmt and Ops

Training Services Operations

Data Center/Corporate Staff

FeellLicense for Recurring Cloud Platform Training Sves

System/Services Mgmt

Technology Management and Operations

Communications Services

Data Center/Corporate Staff

FeellLicense for Recurring Cloud Provided/Managed Comm Svecs

Infrastructure Services

Data Center/Corporate Staff

Fees for Recurring Cloud Provided/Managed Infr Services

Cyber SW Maintenace/Modification

SW Maintenance and Modifications

Managed Services Operations

User Owned/Managed SW Services

FeelLicense for Recurring Cloud Managed Help DeskiUser Sves

Systems Engineering (RMF)

User Funded Systems Engineering

FeelLicense for Recurring Cloud Provided Platform Service

Recurring Cyber Tests

User Funded Systems Test/Eval

FeelLicense for Recurring Cloud Provided Platform Service
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@ Evaluating Cost Trade-Offs*

= The key cost-related question: how well does the cloud perform in
the context of real workloads and business requirements?

— It’s not just price, but price-performance that matters (bang-for-buck)

— Analysis should take every cost driver into account

= What to Consider:

— Capability: Innovation, Speed, Insight, Security
 What are the real requirements for applications, workloads, security and service levels?

» Can the provider meet your requirements for security and compliance (Confidentiality,
Availability, Integrity)?

— Performance: Flexibility to position workloads, Access to new technology, Scalability
* Can the provider’s cloud deliver the secure speed and throughput that individual workloads
require?
* Are secure choices available that deliver higher levels of performance and service?
— Economics: Choice of technologies, Cost/optimal ROI, Visibility and control
» How much will it cost to achieve the needed performance/security— initially, and in the future?

 If upgrades are needed, what will they cost?
* Are there hidden costs?
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@ Evaluating Cost Trade-Offs

= Compare the most meaningful Measures

— Web application measures: Computer—intensive; response, throughput
and scalability
* How many user requests are processed per second on average?

* Do alternative environments deliver better price-performance for the required
Confidentiality, Availability and Integrity required by the Application?
— Analytic measures: Storage-intensive; traditional business analytics,
innovative cognitive apps
* How many input-output queries per hour can the cloud securely handle?

* How costly is storage?

— Network-intensive workload measures: Inter-application messaging;
cloud-to-cloud, cloud-to-data center, data center-to-data center
* How much cost-of-security does a messaging-intensive workload add?

* How cost-efficient is the cloud at securely moving data and workloads?

— Hosted cloud measures: move from on-premises to hosted cloud with
speed and efficiency
* How much does it cost to migrate a virtual machine to the cloud?
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= Trade-Off Evaluation Methodologies PRICE

COST ESTIMATION SOLUTIONS

= Example 1: The “Cloud Price Index (pCPI)*
— Support Labor vs Utilization of Capacity and Capability

= Derive the average price of a Cloud solution using a 'basket of

goods' approach:
— Determine the total cost of a “bundle” of services, infrastructure,
software and operating systems
— Then estimate the average “price per VM-hour” and “price per GB
month” for compute and storage requirements

= Evaluate to Identify Labor Efficiency and VM use:
— The greater the number of VMs an administrator/engineer can
successfully manage (i.e., its labor efficiency), the lower the unit cost per
VM hour
— The better-utilized the cloud solution (i.e., VM use), the lower the unit
cost per GB month

* Total cost of ownership in private cloud: guidelines for buyers. O. Rogers and J. Atelsek, 451 Research, Sept 2017
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@ Cloud Price Index

COST ESTIMATION SOLUTIONS

1000 Commodity Scale
(User Data Center Economies)
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VI (Commercial Cloud Economies)

50

% Utilization
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PRICE
@ Trade-Off Evaluation Methodologies &=

= Example 2: Predictive Analytics

— Encompasses a variety of statistical techniques from modeling, machine learning,
and data mining that analyze current and historical facts to make predictions
about future, or otherwise unknown, events (Wikipedia 2015)

= Applied to Cloud Workloads — Industry Focus

— Must take into account control requirements, technical issues and business risks
(Control Objectives for Information and Related Technology) (CobiT)

— Must take into account governance best practices for information technology-
enabled business investments. (value from IT investments) VAL IT

= Best Practices — Cloud Workload Optimization Framework

— Frameworks such as CobiT 5.0 and Val-IT 2.0 aligns IT Strategy to Business Strategy
within a compliance, governance, operational risk management context

— Extending CAIV best practices is a useful framework applied to cloud workloads.

— Takes into account both TCO and Workload Performance Objectives and Threshold

© 2016 PRICE Systems, LLC All Rights Reserved | Decades of Cost Management Excellence




o _ PIRICE.
’ Optimized Cloud TCO Analysis Model COST ESTIMATION SOLUTIONS

Extending CobiT* and Val-IT* into a CAIV Framework

CobiT DS4 Ensure .
Continuous Service . Unaffordable TCO

Ensure that IT service and
infrastructure can resist and

= I D . e e e .. * *Performance Objective (KGI) Typical KPI
recover from failures... Optimized”. + Timeto
Cloud . Market

Services ° » Patching

—_ ] e (IAVA)
: Performance Threshold (ex. KPI, KRI) « SLA

Service Delivery Effectiveness

time frames

(on prem)
TCO Objective TCO Threshold Val-IT _ _
IM4 Perform Alternative Analysis
*Control Objects for Information and Related Technologies IM7 Identify Full Life Cycle Costs and Benefits

*Value from IT Investments

The Optimized TCO provides the essential “best value” framework for the
strategic decision process

© 2016 PRICE Systems, LLC All Rights Reserved | Decades of Cost Management Excellence



Wrap Up

Im
@

COST ESTIMATION SOLUTIONS

= Cybersecurity related costs are included in a number of places in
a system TCO Cost Element Structure: HW, SW, Infrastructure,
Governance, Operations/Sustainment/Modifications

= Cost drivers are likely Labor costs for Systems Engineering labor
and Test events supporting Risk Based Management of
Cybersecurity requirements for the system’s life cycle

= The optimal TCO solution is likely an affordable mix of user
owned and managed applications that employ Cloud
Infrastructure and Virtual Platforms
— The User maintains responsibility for the Application Cybersecurity Assessment

— The Cloud provider accepts responsibility and maintains authority for their
Infrastructure and Virtual Domains/Platforms

= Use of predictive analytics, combined with modeling approaches
like CobiT, VAL-IT and pCPI provides a consistent framework to
holistically and consistently calculate TCO on a lifecycle basis

= The process is a life cycle team effort supported by the User and
by the Cloud Provider

© 2016 PRICE Systems, LLC All Rights Reserved | Decades of Cost Management Excellence



COST ESTIMATION SOLUTIONS

Back-Up Slides
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Considerations using COBIT

In building an cloud workload optimization framework, it is
important to select the aspects of CobiT that addresses the key
elements of cloud workload optimization

— Minimizing service interruptions / continuous service

— Moving to cloud must insure availability and recoverability

= CobiT DS4 Ensure Continuous Service

— The need for providing continuous IT services requires developing, maintaining
and testing IT continuity plans, utilizing offsite backup storage and providing
periodic continuity plan training.

— An effective continuous service process minimizes the probability and impact of a
major IT service interruption on key business functions and processes.

See more at: http://www.itgovernanceblog.com/ds4-ensure-continuous-service-250.htm#tsthash.qH4Jf6Ar.dpuf
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COST ESTIMATION SOLUTIONS

Considerations using VAL-IT

In building an cloud workload optimization framework, it is
important to select the aspects of VAL-IT that addresses the key
elements of cloud workload optimization

— Evaluate TCO over the full life cycle

= |M4 Develop full life-cycle costs and benefits.

— Prepare a program budget based on full economic life-cycle costs. List all
intermediate and business benefits in a benefits

— Register, and plan how they will be realized. Identify and document targets for key
outcomes to be achieved, including the

— Method for measuring and the approach for mitigating non-achievement. Submit
budgets, costs, benefits and associated plans for review, refinement and sign-off.

Importance of Understanding Difference between life cycle costs
between Cloud and Traditional Approaches
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) PIRIRICE.

COST ESTIMATION SOLUTIONS

Contact:
, M: (929) 237 — 6986

y | E: dcass@us.ibm.com
[ 7Z) URL: www.ibm.com

Mr. Cass is the VP/CISO & Managing Partner, Global Cloud Security Services for IBM. He has global responsibility for all
aspects of cloud security practices, processes, and policies across the IBM Cloud & Security Services Unit. Mr. Cass serves as a
regulatory SME and an Executive Steering committee member for IBM’s International Banking Customers. David is an active
contributor to the FS-ISAC on Cloud Compliance and Security for financial services firms, and works closely with U.S., and
International Regulators.

Previously Mr. Cass served as the SVP & Chief Information Security Officer for Elsevier. Where he lead an organization of

experienced legal, risk and security professionals that provided data protection, privacy, security, and risk management
guidance on a global basis for Elsevier.

David has extensive experience in IT security, risk assessment, risk management, business continuity and disaster recovery,
developing security policies and procedures. He has played a key role in leading and building corporate risk & governance and
information security organizations in the financial sector. As the Senior Director of Information Security Risk and Governance
for Freddie Mac, David rebuilt the risk and governance function and developed a team to provide risk assessments,
methodologies, tools, services, and training to improve the organization’s capabilities and maturity. Prior to that he was Vice
President of Risk Management for JPMorgan Chase, and was responsible for providing an accurate assessment of the current
risk management state, contributing to the future direction of risk management, continuity and disaster recovery capabilities
for the organization.

David has a MSE from the University of Pennsylvania, and a MBA from MIT. He is also a frequent speaker at high
profile industry conferences, and serves on the Board of Directors for PixarBio Corporation.
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COST ESTIMATION SOLUTIONS

Zachary Jasnoff
VP Professional Services, PRICE Systems

Contact:

M: (856) 912.0974

E: Zachary.jasnoff @pricesystems.com
URL: www.pricesystems.com

Zachary Jasnoff is Vice President, Professional Services for PRICE Systems, LLC. Mr. Jasnoff has over 25 years’ experience in
Life Cycle Cost estimating on a wide range of defense programs and is an acknowledged expert in Affordability Management.
Mr. Jasnoff began his career at the United States Government Accountability Office (GAO) where he was responsible for
independent audits and investigations of defense acquisition programs.

Mr. Jasnoff then broadened his career in parametric lifecycle estimating while serving in various positions at Boeing and
Lockheed-Martin. At Lockheed-Martin he was responsible for managing the Affordability Analysis group, and was the "Cost as
an Independent Variable" (CAIV) author for the Littoral Combat Ship Proposal. Mr. Jasnoff also served as Vice
President/Director of Business Resiliency at JPMorganChase. In this position, Mr. Jasnoff managed a staff responsible for
developing best practices for measuring resiliency, value-at-risk and Total Cost of Ownership.

He has won several awards from the International Society of Parametric Analysts (ISPA) for various presentations on CAIV
and advanced estimating methodologies. Mr. Jasnoff is also a firm believer in lifelong learning and, in August 2006, received
his M.S.E in Technology Management from Penn Engineering and The Wharton School at the University of Pennsylvania.
While at Wharton, Mr. Jasnoff was part of a team that developed intellectual property for the financial sector in Business
Resiliency. He also holds an M.B.A from American University and B.A. from Villanova University
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COST ESTIMATION SOLUTIONS

Richard D. Mabe
/) Solutions Consultant; Price Systems, LLC
":7,;\'("\
- Contact:

!
g (856) 651-8567
‘ richard.mabe@pricesystems.com

Mr. Mabe is a Senior Solutions Consultant within the Services Group of Price Systems, LLC. In this role, Mr. Mabe conducts
research and develops modeling tools for a variety of programs within the federal government. Mr. Mabe also helps True Planning
users develop custom solutions for life cycle cost estimates and other cost analysis products.

Mr. Mabe has over 40 years of experience as an operations analyst, focusing on logistics analysis and cost estimating for the Air
Force and other government programs. Prior to his current position with Price Systems, LLC, Mr. Mabe was a Business Area
Manager for Quantech Systems, Inc. at Hanscom AFB, managing a team of 20 analysts developing cost estimating products for Air
Force C41, Cyber and Networking system programs. Prior to his work at Quantech, Mr. Mabe was the Technical Advisor for the IT
and Electronics Systems Division of the Air Force Cost Analysis Agency (AFCAA), providing cost research, databases and tailored
tools to support independent cost estimates of AF acquisition programs. Mr. Mabe also supported several AF and DOD working
groups focused on methods to apply industry best practices for SW development, cybersecurity and C4I systems integration to DOD
programs.

Prior to working for AFCAA, Mr. Mabe provided cost estimating and cost analysis support to multiple C4I, Cyber and Networking
programs at Hanscom AFB, MA, - for 2 years as a PEO level Cost Chief, and for 13 years as a Technical Expert for Tecolote Research,
Inc. Many of these were Joint Service programs, sharing systems and equipment with Army and Navy C4I programs. Prior to
working at Tecolote, Mr. Mabe spent 6 years with TASC in Reading, MA managing a team of systems engineers and logistics analysts
developing readiness based supply and logistics models for the Air Force. Prior to TASC, Mr. Mabe was an Air Force supply and
logistics officer, providing hands-on support to Air Force operations in the CONUS and in USAFE. He completed his active Air Force
duties by serving as an Assistant Professor for Inventory Management at the Air Force Institute of Technology.

Mr. Mabe holds a BS Degree in Geology from Boise State University, and an MS in Logistics Management from AFIT. He received a
Level 3 DAWIA certification in Business-Cost Estimating, and also a Level 3 DOD Financial Management certification in Cost. He is
a recipient of the AF Outstanding Civilian Career Service Award.
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Software Cost Estimating Process
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What is code growth?

SPACE AND MISSILESYSTEMS CENTER

Code growth is the difference between actual Delivered Source
Lines of Code (DSLOC) of a completed software development

project and its previously estimated DSLOC amount.

Actual DSLOC > Estimated DSLOC — Growth
Actual DSLOC < Estimated DSLOC — Growth (Shrink)

Reasons for Code Growth:

The customers didn’t know what they wanted at the start of the program
The mission/requirements (REQTS) changed (requirements volatility)

The vendor finished early so the customer thought up a few things to
add

Software regulations have changed

Optimistic (e.g. overestimate of unmodified DSLOC)
Poor DSLOC TBE
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Copy red columns in

Existing Growth Methodology

2/ TECOLOTE
RESEARCH, INC.

[DoD 5000 Milestones —

New DSLO(
ACE DSLOC Baseline Growth Factor Distribution Statistics R | -
New DSLOC Growth Factor Pre-Existing DSLOC Growth Factor W aurity of
) F Number of Data Points (N) 56 Number of Data Points (N) 45 DSLOC Estimate= 0%
Yile Data Set Mean (m) 1.75 Data Set Mean (m) 1.43 s
0.0 CDF Mean (m’) 1.75 CDF Mean (m’) 1.42 |
10.0 %ile @ Data Set Mean (P(m)) 69% %ile @ Data Set Mean (P(m)) 71% F
20.0 %ile @ CDF Mean (P(m’)) 69% %ile @ CDF Mean (P(m’)) 1%
30.0 %ile @ Point (P(pt)) 29% %ile @ Point (P(pt)) 29% (COCOMO &1/ ll Bochm) =
40.0 Data Set Median m[~] 1.20 Data Set Median m[~] 1.04 SEER-SEM (Jensen) =
50.0 CDF Median m'[~] CDF Median m'[~] =
60.0 Define a baseline growth factor Define a baseline growth factor r2w ! Aerospace (Ross)
70.0 distribution in ACE by using this value @ distribution in ACE by using this value @
: as the "Equation / Throughput” field 1.204296 as the "Equation / Throughput” field 1.037044 R =
80.0 entry with acustomCDF containing entry with a custom CDF containing [
90.0 cor di malized corresponding median-normalized [
100.0 growth factor values. growth factor values.
Data Set Std Dev s 1.33 Data Set Std Dev s 0.91
CDF9 CDF StdDev s’ 1.32 CDF StdDev s’ 0.90 Each sof
Data Set CV (C[V]) 0.76 Data Set CV c[V] 0.64.
CDFs fo CDFCV(CIV) | o075 CDFCV(CV) | o3 Developme
3/21/2012

e Based on Software Resources Data Report (SRDR) data
collected by USAF AFCAA

3/21/2012 An Improved Method for Predicting Software Code Growth 8

« What we are currently using:

DSLOC Estimate Growth Model v7 (DEGMY7)

SPACE AND MISSILE SYSTEMS CENTER

7 TECOLOTE
RESEARCH, INC.

) B@ehm‘s "@m @E Un@emmw

Growth Percentage

200%
180% \
160%

120% \\
100% \

I
S
>~

®
<]
R

60% \
- N
20%

0%

0% 20% 40% 60% 80% 100%
Estimate Maturity

@=mBoehm Growth Percentage

= Expon. (Boehm Growth
Percentage)
y = 263466
R2=1

Exponential
trend function
confirms

Boehm decay
constant of
3.466

3/21/2012

An Improved Method for Predicting Software Code Growth 16

« Step 1: Baseline Growth (w/ uncertainty) applied to Technical Baseline
» Based on DSLOC Estimate Growth Methodology (Ross, v07) using 2011 SRDR data

* Factored Based Model

« Step 2: Total growth discounted based on maturity

« Barry Boehm’s “Cone of Uncertainty”

« Unchanged for DEGM8
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New Growth Methodology
DSLOC Estimate Growth Model v8 (DEGMS)

SPACE AND MISSILESYSTEMS CENTER

» This model represents a significant update and modernization of the
DSLOC Estimate Growth Model version 7 (DEGM7) (Ross, 2011) in
that:

It is based on additional data from the 2015 SRDR database.

It is based on a better method of regressing the historical data.
It recognizes non-linear relationships between size and growth.
It introduces error on the independent variable (DSLOC)

It decomposes the version 7 notion of Pre-existing reused software into
Modified software and Unmodified software.

It recognizes correlation between New, Modified, and Unmodified
growth.

10
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DSLOC Estimate Growth Model v8 (DEGMS)
Growth Equations

« The DEGMS8 equations for applying growth and uncertainty to TBE New,
Modified, and Unmodified DSLOC are shown in Figure 1

TBE
DSLOC + Maturity-Adjusted Growth Amount (DSLOC)
A A
Maturity Baseline Growth Amount (DSLOC)
Adjustment Factor X (SDLCBegin to SwAccept)
| |
T

aGnN
A —(Decay )| Matwrity )| - SD.\-’ )
SpeaNew = Spvew +€ {bG.\*“-'GN{ o Ky = SpNew
N

aGM
A —I"Deca} W Matwrity )| 1 SD;\Iod
SpeAMod = Spiod + € [bc;,w EGm [—K Kir —Spod
M

aGL'
A —(Decay ) Maturitv )| 1 SDU %)
SpeAUmod = Sptimea + € [bc;cfeu (K—m Ky = Sptmod
L?

Figure 1 DEGMS equations yield the sum of the appropriate TBE DSLOC value and
its calculated DSLOC growth amount. The calculated DSLOC Growth amount is the

product of the baseline DSLOC growth amount (zero maturity) and the calculated
estimate maturity adjustment factor.

Variable Definition in backup

12




DEGMS8 Growth Equations

U

T SPACE AND MISSILESYSTEMS CENTER
Py ——
[ TBE H
: DSI‘.OC |+ Maturity-Adjusted Glolwlh Amount (DSLOC)
1 1
1 1 Maturity Baseline Growth Amount (DSLOC)
1 A(!ustlnent Factor X (SDLCBegin to SwhAccept)
1 A
1 1 ' 4 7 \aG\ \
| BN !:D‘:{a; W Marturity | DNew I
Speandw = Spye +¢1 bG\ *-‘GN = Ky = Spnew |
1 : \ N )
|
| ;
s I Ag H Decay )( Maiurity ) b Dl[od WGGU K s I
DGAM'd = DMod T € Gu‘GM X M PDiod |
1 1 / )
|
' I , ( \9GU )
1 —{Decay )( Maturity ) SD Umod
SDGAU,'(:od = SpUmod } © . bG’ *-'Gu I Ky =S ptimed |
N ———— 4 '\ /

« The DEGMS8 accepts, as input, Technical Baseline Estimate (TBE) amounts for
New (Spnew), Modified (Spy.g), @and Unmodified DSLOC (Sp04)-

- They are rendered at various times during the program; Based on some
combination of engineering analysis, relevant past program experience, and
expert judgment

» These estimates represent the technical team’s best guess as to what the final
outcome New, Modified, and Unmodified DSLOC values will be when the
system is delivered and accepted.

13



DEGMS8 Growth Equations
Baseline Growth Amounts (DSLOC)

SPACE AND MISSILESYSTEMS CENTER

TBE
DSLOC + Maturity-Adjusted Growth Amount (DSLOC)
. ” N
Maturity Y} Baseline Growth Amount (DSLOC) 1
Adjustment Factm' X (SDLCBegin to SwAccept) |
A A 1
'I/' ) - \ 1
% LD ‘.q“w_} . [ Siige ] GN | 1
(Maturig { SpNew
SpcANew = Spvew +€ { bevEen | Xy ) Ky = SpNew : :
1, \ 1
A —{ Decay ) Maiwr 1 ~ .'/ SDU d\,‘aG.\[ I' 1
Speamod =Spieate ¥ beutem| == | Ky~ Spsod | I
i \ Ky ) J 1
1 2 R > 3\ :
A —( Decay W Matwks e SD" J \9GL '? I
A \ ey} Umod_ | =2 |
SpAUmed = Sptmed + € “ ber€6u| 5. | Ky = Spumod ‘ 1
| \ '8 /
s\ R )
N o -

« DEGMS introduces a new regression technique (ODR)
« Baseline Growth Equation is now a power function rather than a factor

« Historically, DoD SW intensive programs experience significant growth;
this technique allows us to model error on the initial SLOC input

e b;,a;,e; — calculated as part of the regression technique
e Sp,K — Inputs into Baseline Growth Equation

14



DEGMS8
Orthogonal Distance Regression (ODR)

SPACE AND MISSILESYSTEMS CENTER

e Whatis ODR?

« A process for finding a “best fit” line (an estimator) through a multi-dimension set
of data points (observations) by minimizing the sum of the squared orthogonal
(shortest) distances between each data point and that line

Ordinary Least Squares (OLS) Orthogonal Distance Regression (ODR)
Minimizes the vertical distance between Minimizes the Orthogonal distance between
each data point and the regression line. each data point and the regression line.

15



DEGMS8
OLS vs. ODR
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Why is ODR better than Ordinary Least Squares (OLS) regression and its
variants?

« Works in situations where there are more than two dimensions (measures)
without making assumptions about which measure is dependent and which are

independent (example: Space Flight Software)

« Accounts the existence of measurement error in all dimensions; not just in the
“dependent” variable

In(E)

(S, )

in(Spygs, )

16



Singular Value Decomposition (SVD) for DEGMS8
Equation Coefficients

< SPACE AND MISSILESYSTEMS CENTER
. To find the system of equations that define an ODR best fit line we center the
data set by using the data set centroid and then applying the SVD

Transform & center the data Perform SVD Define ODR coefficients
using Direction Vector, a

In(SDNEStl)_CIn(P)SDNESt In(SDNACtl)_CIn(P)SDNAct SVD(M) = {U , Z1VT} ‘ M — UEVT g_ ) .
M = In(SDNEstz)_Cln(P)sDNESt Ir‘(SDNAth)_Cln(P)SDNAct M=U 21’1 0 Vl’l V1'2
M M L0 255 Var Vap

Il
(@

In(SDNEstN )*Cln(P)sDNEst I”(SDNAclN )7c|”(P)5DNACt P a2 i
11 SDNEst }
L 11 ®sponact

« The resulting ODR best fit line is specified by a known point on the line (the data
set centroid) and a direction vector (the column of the singular vector matrix that
IS associated with the largest singular value in the singular value matrix).

_ Ag
SoeanewsL = PoNSonew o

Note: Please see paper for details on SVD and transformation of SVD results to ODR line
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DEGMS8 Growth Equations
Maturity Adjustment Factor

T SPACE AND MISSILESYSTEMS CENTER
TBE
DSLOC + Maturity-Adjusted GIOlWﬂI Amount (DSLOC)
Maturity J Baseline Growth Amount (DSLOC)
A<Ijnstm<im Factol' X 1SDLCBegin}o SwAccept) Estimate Maturity Scale
A —(Decay Y Maturiy () T e ) Maturity = 0% | Authorization to Proceed, SDLC Begin (ATP)
SpGaNew = Spyes re | BevEan &= | Ky Spvew : Maturity = 10% | System Specification/Requirements Review (SyRR)
X ek Maturity =20% | System Design Review / Software Specification/Requirements Review (SWRR)
A —(Decay )( Maiurity ) | [ Sp S | ity = 409 : relimi chi i i 1
e R gl s )| hoacEoml z\lod | =S | Maturity =40% | Software Plél_nmnary (Top LE\-IEI AIC]J-HECI'UI ¢) Design Review (SWPDR)
{ \ & ) Maturity = 60% Software Critical (Detail) Design Review (SWCDR)
- (s U \ Maturity = 80% Software Test Readiness Review (SWTRR)
Spcaumod £ Spumpa te T 1| %euteu| ol | Kvu=Spumed :, Maturity =100% | Software Acceptance / Final Qualification Test Compplete (SwAccept) (DD250)

« Maturity Adjustment Factor =

 Growth Decay: Based on Boehm’s (1981 pp. 310-311) Cone of
Uncertainty. Given the limited amount of granular, periodic, and
relevant historical DSLOC estimate data available, we used
Boehm’s (1981 pp. 310-311) Cone of Uncertainty as the DEGM8’s
default position.
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DEGMS8
SRDR Filtering

T SPACE AND MISSILESYSTEMS CENTER

The baseline (default) instance of the DEGMS8 equation parameter values for New,
Modified, and Unmodified DSLOC is based on a subset of 2015 Software Resources
Data Report (SRDR) data collected and archived by the U.S. Department of
Defense’s Defense Cost and Resource Center (DCARC)

Filter criteria;

* Sl: TRUE - the observation must represent a Computer Software Configuration Item (CSCI)-
like Software Item (SI) (i.e.., not a collection, summary, or roll-up of multiple CSCIs)

* Nonphysical: TRUE — the observation’s DSLOC values must not be measured in units of
straight physical lines of code (i.e., they must be measured in logical lines of code (language
statements) or non-comment physical lines of code)

+ GFValid: TRUE - the observation must contain DSLOC values to calculate New, Modified,
and/or Unmodified DSLOC growth factors that are all inside three geometric standard
deviations from their respective population (entire database) geometric mean (see Table 2
on the next slide)

Database exhibit some CSClI’'s with unrealistic growth; they are obvious
outliers in the database

+ 1 Example showed a CSCI with >100x’s growth
» Filtering out data at +/- 3 Geometric SD’s is an attempt to unbiasedly remove those outliers

20



DEGMS8
SRDR Filtering

oo SPACE AND MISSILESYSTEMS CENTER

Table 2 Statistical outlier filtering comparison; regression JCDER349 with 3 geometric
standard deviation statistical outlier filtering was chosen as the basis for the DEGM8

New DSLOC Modified DSLOC Unmodified DSLOC
wn =2 = o =2 0o 2] = w0
by = = oy =+ = oy = by
o bl o3 ] ] oy o g b
s & | & &8 &8 | & | 8B 8§ | &8
O @) &) 3] O O &) (3] O
> = > S S S = = S
Statistical Outlier Fiftering: None |3 GeoSigma | 2 GeoSigma None |3 GeoSigma| 2 GeoSigma None |3 GeoSigma | 2 GeoSigma
Number of Data Points (observations): 302 225 213 169 136 125 190 142 132
Geometric (log space) mean of b:| 07947 | 1.2084 | 11137 | 14203 | 26508 | 1934 | 03723 | 06199 | 05499 |
Arithmetic (unit space) mean of b: | 34927 1.7360 1.4867 4.9077 4.0600 26865 0.9409 0.7510 0.6345
Standard deviation b: | 19.1832 1.8493 1.3418 18.4790 4.5566 2.3590 3.1087 0.6566 0.4408
Coefficient of Variation (CV) b:| 549 | 107 | o080 | 377 | 112 | o088 | 330 | o087 | o069 |
Arithmetic (unit space) mean of £:| 19368 1.3665 1.2819 2.2755 1.5105 1.4362 1.5683 1.1911 1.1280
Standard deviation of &:|  3.2795 1.2238 0.9590 4.0775 1.6230 1.4924 1.9782 0.9296 0.6398
Coefficient of Variation (CV) of &: 1.69 0.90 0.75 1.79 1.07 1.04 1.26 0.78 0.57
Mean Magnitude of the Relative Error: 61% 44% 39% 67% 50% 44% 43% 24% 22%
' 96% at 53% at 49% at 31% at 1% at 10% at 34% at 7% at 1% at
;Tg:gﬁir;:z E:Z:;;:f g;'f ;:r 74,958 59,443 60,213 45,547 22,934 23216 365311 | 251323 | 266,322
"| DsLoc DsSLOC DSLOC DSLOC DSLOC DSLOC DSLOC DsLoc DSLOC
0,
Implied Growth Factor at data set| oo ° & 50% at 4% a | aae ato1e1| 2% 479, at7.808 %A 1% at a9, at 75,202
metric mean baseline DSLOC: [  22:527 o St DSLOC s DSLOC e e DSLOC
- "| DsLoc DSLOC DSLOC DSLOC DSLOC DSLOC

Default Method based on filtering out +/- 3 Geometric SD
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Output (Default: All Paired Data — Filtered)
ODR Equation

SPACE AND MISSILESYSTEMS CENTER

Coefficient New Modified Unmodified
ag. 1.021 0.913 1.044
bs 1.208 2.651 0.6199

Baseline Growth (New DSLOC)

SpNew \*GN Spnew) 021
 bgnEgn ( Ky ) Ky — Spyew — 1.208¢g4y (_sz ) Ky — Spnew

Baseline Growth (Mod DSLOC)

)0.913

SpMod \*M SpMod
 beyécm ( Knp Ky — Spmoa = 2.651egy Knp Ky — Spmoa

Baseline Growth (Unmod DSLOC)

)1.04-4-

agu
*  DbguEsu (SDumOd) Ky — Spumoa = 0.6199¢4y (SDZ—ZM

K KU - SDUmod
U
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Output (Default: All Paired Data — Filtered)
Cumulative Distribution Function (CDF)

SPACE AND MISSILESYSTEMS CENTER

JCDER349 (Custom Growth CDFs)

Percentile | JCDER349_e_GN_CDF | JCDER349_e GM_CDF | JCDER349_e _GU_CDF
5 0.22780002 0.19797695 0.31476088
10 0.29379456 0.26905482 052151790
15 0.42005378 0.37202772 0.69719375
20 051067177 0.44448984 0.80244290
25 0.58960123 0.58049465 0.87663594
30 0.72495221 0.74853580 0.93359197
35 0.86357696 0.88755418 0.95855498
40 0.94805461 0.96684746 0.97517640
45 1.07607675 1.04115081 0.99675890
50 1.13572756 1.12987711 1.01372680
55 1.21842846 1.17893913 1.02592816
60 1.33350780 1.20158562 1.04526460
65 1.44006179 1.29116776 1.09504214
70 1.48139681 1.37838414 1.13383614
75 1.51552892 1.51895071 1.16555251
80 1.63383151 1.67307957 1.26139028
85 1.86949605 2.17763327 1.39181571
90 2.68118931 4.02790186 1.77923586
95 3.85981488 5.56055883 2.52099764
100 8.80095370 8.68058303 6.98289033

CDFs above are abbreviated for this presentation
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Output (Default: All Paired Data — Filtered)
Correlation
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Correlation Matrix
New Modified | Unmodified

DSLOC DSLOC DSLOC

New DSLOC 1
Modified DSLOC 2.569663E-03 1
Unmodified DSLOC | 3.024662E-01] 7.466961E-02 1

Correlation between DSLOC type
* New & Modified: 0.00257
 New & Unmodified: 0.302
« Modified & Unmodified: 0.0745

For this particular subset, correlation between growth is
weak and will have little impact on result

When we start to investigate growth by operating
environment, there is evidence of stronger correlations

Interesting to note that negativity correlation may exists

25



Output (Default: All Paired Data — Filtered)
Notional Example

SPACE AND MISSILESYSTEMS CENTER

New DSLOC Growth Modified DSLOC Growth Unmodified DSLOC Growth
60,000 110,000 140,000 <.
o o
55,000 O 100,000 > o
9 ] O 130,000
@ 50,000 2 73
a 0O 90,000 0
° T - N
T 45,000 £ 000 g 120000
g
g N c = N
£ 40,000 2 = = € ™~
E ~ e «+++ 85th Percentile & 70000 N e ++++ 85th Percentile G 110,000 ~ el ««++ 85th Percentile
..... . . ~ Tt .
@ 35000 S==<o =~ — e, — Mean (61t %ile) @ ~N < — Mean (75th %ile) lg L TS e, = Mean (77th %ile)
£ b e e o= - o T Ies =TS asans - 50th Percentile 5 000 g —~_ == S0th Percentile < 100,000 [ = = —J="So=as T == 50th Percentile
e o 9 Peealld T s e T, " = R e T .
§ 0000 T = -GeoMean (41st%ile) | @ | T Y=meeme—ao 2 o o o -GeoMean(M3dd4le) | o B ] e = -GeoMean (46th %ile)
et - . i . oot
& 000 e ——Tech BL (26th %ile) L e teeeeeees ——Tech BL (39th %ile) g | e ——Tech BL (39th %ile)
s " ««++ 15th Percentile S T ««++ 15th Percentile = 90,000 «+++ 15th Percentile
g 20,000 - . Maturity of Estimate c 40,000 ==Maturity of Estimate o ==Maturity of Estimate
o < . c
< . © 80,000
3] B =y i
3 15000 .- & 30000 3
= o . = .
10,000 20,000 - 70,000
0% 20% 40% 60% 80% 100% 0% 20% 40% 60% 80% 100% 0% 20% 40% 60% 80% 100%
Begin Begin Begin
SyDR/ sw SyDR/ Sw SyDR/ sw
(SADTLPC) syrr IOV S_W PDR sw (_:DR - SwTRR Acopt (S/Erl},(i SYRR ghrR si/v PDR sw C-ZDR . SwTRR Accept (s/g_;; SYRR 20 Sw PDR Sw CDR Sw TRR Accept
Estimate Maturity (Milestone Progress) Estimate Maturity (Milestone Progress) Estimate Maturity (Milestone Progress)

« Assume estimating NAV CSCI for Ground System

« TBEs for New, Modified, and Unmodified software size are 25,000 DSLOC,
50,000 DSLOC, and 100,000 DSLOC respectively

« 1 CSCI (normalization of the TBESs to the historical data is unnecessary)

* Assume SLOC estimate rendered at SWRR (20% maturity)

« Assume based on Boehm’s (1981 pp. 310-311) Cone of Uncertainty

« Assume methodology based on Default Methodology (All Paired Filtered Data)

Represents mean growth at SWRR for Notional Program
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Conclusions/Way Ahead
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* Our latest methodology (DEGMS8) is based on a better method of
regressing the historical data.

It recognizes non-linear relationships between size and growth.
Decomposes modified and unmodified software growth methodologies
It accounts for correlation between New, Modified, and Unmodified growth.

« Way Ahead

Update database with 2017 SRDR
Continue Flight Software data collection efforts

Rerun the data analysis for additional software operating environments,
application domains, and other characteristics of interest.

Create a specific growth model for each Joint Cost and Duration Estimating
Relationship (JCDER)
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TBE
psLoC =+

Maturity-Adjusted Gmlwlh Amount (DSLOC)

Maturity Baseline Growth Amount (DSLOC)
Adjustment Factor X (SDLCBegin to SwAccept)
A 1
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Speanew = Spye +¢ bevEan | ID< * | Ky—SDNew l
| \ (R |

\ £ /

\ y,

f , aga )

A —(Decay )(Matwrity)| 1 | O pafod
Speamod =Spisea + ¢ borsem| — Kyr = Spiod
| \ Ky )
( \aGU )
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\ J

Spcanew = Quitput — growth-adjusted New DSLOC distribution of out-
comes with associated attainment probability2

Spcanba = Quitput — growth-adjusted Modified DSLOC estimate dis-
tribution of outcomes with associated attainment probability

Speavmed = Output — growth-adjusted Unmodified DSLOC estimate
distribution of outcomes with associated attainment proba-
bility

= = FEstimator equality symbol; the left expression estimates the
right expression

S D = Input — Technical Baseline Estimate (TBE) of New DSLOC

Shiad = Input — Technical Baseline Estimate (TBE) of Modified

DSLOC

SDlhmod
Decay

Maturity

DEGMS8 Growth Equations

Baseline Growth Amounts (DSLOC)
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Input — Technical Baseline Estimate (TBE) of Unmodified
DSLOC

Model — Decay constant; default is 3.466 based on Boehm’s
(1981 pp. 310-311) Cone of Unecertainty

Input — Estimate Maturity Parameter: (SDLCBegin (ATP,
Contract Award) = 0%; SyRR = 10%; SwRR = 20%; SwPDR
= 40%; SWCDR = 60%; SWITRR = 80%; SwAccept = 100%)4,5
Model — Baseline (SDLCBegin®) New DSLOC growth error
factor distribution of outcomes with associated attainment
probability; approximated by Custom CDF in Appendix A
Model — Baseline (SDLCBegin) Modified DSLOC growth er-

ror factor distribution of outcomes with associated attain-
ment probability; approximated by Custom CDF in Appendix
A

Model — Baseline (SDLCBegin) Unmodified DSLOC growth

error factor distribution of outcomes with associated attain-
ment probability; approximated by Custom CDF in Appendix
A

Qesy- Grag- Garr = Model — Exponent parameters for New, Modified, and Un-

modified DSLOC growth estimating relationships that are
calculated by the regression process

ben - beag- Borr = Model — Geometric mean (arithmetic mean in log space)

scale factor parameters for New, Modified, and Unmodified
DSLOC growth estimating relationships that are calculated
by the regression process

KoKy Ky = Input — Software Item (5I) to Computer Software Configu-

ration Item (CSCI) normalization factors for Wew, Modified,
and Unmodified DSLOC
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Output (Default: All Pair Data — Filtered)
ODR Equation

: : I SPACE AND MISSILESYSTEMS CENTER
DSLOC Estimate Growth Model Version:  Version 8 &
Version 8 DSLOC Estimate Growth Model Regression G_ JCDER349 (Custom Growth CDFs)
Method: ODR Percentile | JCDER349_e_GN_CDF | JCDER349 e GM_CDF | JCDER349_e_GU_CDF
DSLOC Estimate Growth Model Equations and Variables 5 0.22780002 0.19797695 0.31476088
New DSLOC Growth Equation:  S[DGANew] 2 exp(—(Decay*Maturity))*(5[GN]*&GN]*
(SIDNew]/KIN])"a[GN]*K[N]-S[DNew])+ 10 0.29379456 0.26905482 0.52151790
S[DNew] 15 0.42005378 0.37202772 0.69719375
Modified DSLOC Growth Equation:  S[DGAMod] 2 exp(—(Decay*Maturity))*(B[GM]*& GM]*
(SIDMod)/K[M])"a[GM]*K[M]-S[DMod])+ 20 0.51067177 0.44448984 0.80244290
S[DMod] 25 0.58960123 0.58049465 0.87663594
Unmodified DSLOC Growth Equation:  S[DGAUmod] 2 exp(-(Decay*Maturity))*(6[GU]* & GU]*
(SIDUMOd]/K[U]) a[GUI*K[U]-S[DUMod])+ 30 0.72495221 0.74853580 0.93359197
S[DUMod] 35 0.86357696 0.88755418 0.95855498
where:
T = Toons TR 40 0.94805461 0.96684746 0.97517640
ag e =2.7183 Decay = 3.466 45 1.07607675 1.04115081 0.99675890
bG 50 1.13572756 1.12987711 1.01372680
— 1 List Statisti [GN] [GM] [GU] 55 1.21842846 1.17893913 1.02592816
Number of Data Points (observations): 225 136 142
| Geometric (log space) mean of b: 1.208E+00 2.651E+00 6.199E-01 60 1.33350780 1.20158562 1.04526460
Arithmetic (unit space) mean of b T.736E+00 4,060E+00 7.510E-01 65 1.44006179 1.29116776 1.09504214
Standard deviation of b: 1.849E+00 4.557E+00 6.566E-01
Coefficient of Variation (CV) b: 1.07 112 0.87 70 1.48139681 1.37838414 1.13383614
Arithmetic (unit space) mean of € 1.366E+00 1.510E+00 1.191E+00 75 1.51552892 1.51895071 1.16555251
~ Standard deviation of 5 1224E+00 1.623E+00 9:296E-01 80 1.63383151 1.67307957 1.26139028
Coefficient of Variation (CV) of &: 0.90 1.07 0.78
Mean Magnitude of the Relative Error: 4% 50% 24% 85 1.86949605 217763327 1.39181571
. 90 2.68118931 4.02790186 1.77923586
Correlation
New to Modified DSLOC Correlation:  2.570E-03 95 3.85981488 5.56055883 2.52099764
I New to Unmodified DSLOC Growth Correlation:  3.025E-01 100 8.80095370 8.68058303 6.98289033
Growth Factor Estimating New DSLOC Modified DSLOC Unmodified
Relationships Behavior Growth Growth DSLOC Growth
Implied Growth Factor at data set 53% at 59,443 11% at 22,934 7% at 251,323
mean baseline DSLOC: DSLOC DSLOC DSLOC
Implied Growth Factor at data set 50% at 23,035 1% at 70,790
geometric mean baseline DSLOC: DSLOC 22% at 7,756 DSLOC DSLOC
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Operating Environment:
Fixed Ground

E—— oo SPACE AND MISSILESYSTEMS CENTER

r2 Software Estimating Framework (r2SEF)
Joint Cost and Duration Estimating Relationship (JCDER) Data Sheet (continued) JCDERSS51 (Custom Growth CDFs)
Percentile | JCDER351_e_GN_CDF | JCDER351_e_GM_CDF | JCDER351_e_GU_CDF
ER351: Version 8 DSLOC Growth Model Baseline w/ GF3 Valid Filtering Only: Fixed Ground Logi 5| 0.22762555 0.28879716 0.20892398
10 0.29074110 0.37224510 0.34600877
DSLOC Estimate Growth Model Version: Version8 15 0.32450063 0.50217307 0.52600805
Version 8 DSLOC Estimate Growth Model Regression 20 0.49757245 0.53306236 0.68244218
Method: ODR
ghe 25 056743434 056872118 0.70682042
DSLOC Estimate Growth Model Equations and Variables 30 0.65072762 0.58978237 0.86921910
New DSLOC Growth Equation: S[DGANew] & exp(—(Decay*Maturity))*(5[GN]*E[GN]* 35 0.75314420 0.59989374 0.95937548
(S[DNew]/K[N])*a[GN]*K[N]-S[DNew] )+ 40 0.89216252 0.60525967 1.07448472
- ~ S[DNew] 45 0.92656909 0.73663852 1.08934477
Modified DSLOC Growth Equation: - S[DGAMod] 2 exp(~(Decay*Maturity))*(6[GM]*£[GM]* 50 1.00538050 0.81376043 1.10352074
S[DMod]/K[M])*a[GM]*K[M]-S[DMod
é[E)MO‘L]] [MD)"a[CM]"KM]-S[DMod])* 55 119923930 108173528 111561548
nmodified DSLOC Growth Equation:  S[DGAUmMod] 2 exp(—(Decay*Maturity))*(6[GU]*E[GUJ* 60 1.28910046 1.19985968 1.14117023
(S[DUmod]/K[U] *a[GU] *K[U]-S[DUmod] )+ 65 159952201 1.34534346 1.16954904
S[DUMod] 70 1.71706921 1.50988568 1.31184404
where: 75 1.76029032 1.57758170 1.45401684
a[GN] = 1.050 a[leM] = 0.743 a[eu] =1.275 80 1.86695537 176417333 1.49489554
e £ 27183 Decay = 3.466
85 2.23053443 2.45455265 1.64792676
90 2.86419186 4.20737863 1.74796409
List Statistics [GN] [GM] Gyl 95 4.32474823 5.51392208 2.87021541
umber of Data Points (observations): 48 23 27 100 8.46006991 6.46463042 4.08600963
Geometric (log space) mean of b: 1.001E+00 1.373E+01 4.149E-02
Arithmetic (unitspace) mean of b 1.537E+00 1.844E+01 5.440E-02
Standard deviation of b: 1.742E+00 1.332E+01 5.191E-02
Coefficient of Variation (CV) b 1.13 0.72 0.95
Arithmetic (unit space) mean of &: 1.474E+00 1.489E+00 1.189E+00
Standard deviation of & 1.524E+00 1.591E+00 7.854E-01
Coefficient of Variation (CV) of &: 1.03 1.07 0.66
lean Magnitude of the Relative Error: 48% 53% 29%

New to Modified DSLOC Correlation: 1.399E-01
New to Unmodified DSLOC Growth Correlation: -2.361E-01
T

34



WANAGEMENT A

r2 Software Estimating Framework (r2SEF)
Joint Cost and Duration Estimating Relationship (JCDER) Data Sheet (continued)

'R354: Version 8 DSLOC Growth Model Baseline w/ GF3 Valid Filtering Only: Mobile Ground Log

DSLOC Estimate Growth Model Version: Version8

Version 8 DSLOC Estimate Growth Model Regression
Method: ODR

DSLOC Estimate Growth Model Equations and Variables
New DSLOC Growth Equation: S|DGANew] 2 exp(—(Decay*Maturity))*(B[GN]*E[GN]*
(S[DNew]/K[N])*a[GN]*K[N]—-S[DNew])+
S[DNew]
Modified DSLOC Growth Equation: S[DGAMod] 2 exp(—(Decay*Maturity))*(5[GM] *E[GM]*

(S[DMod]/K[M])*a[GM]*K[M]-S[DMod] )+
S[DMod]

nmodified DSLOC Growth Equation: s[DGAUmod] 2 exp(—(Decay*Maturity))*(5[GU] * E[GU]*
(S[DUmod]/K[U])*a[GU]*K[U]-S[DUmod] )+

S[DUMod]
where:
a[GN] = 0.965 a[GM] = 1.023 a[GU] = 1.039
e = 27183 Decay = 3.466

List Statistics [GN] [GM] [GU]

umber of Data Points (observations): 24 18 13
Geometric (log space) mean of b: 2.483E+00 1.548E+00 6.739E-01
Arithmetic (unit space) mean of b 3.692E+00 2.727E+00 7.831E-01
Standard deviation of b: 3.937E+00 3.605E+00 4.552E-01

Coefficient of Variation (CV) b 1.07 1.32 0.58
Arithmetic (unit space) mean of & 1.402E+00 1.443E+00 1.237E+00
Standard deviation of & 1.238E+00 9.067E-01 1.097E+00

Coefficient of Variation (CV) of & 0.88 0.63 0.89

lean Magnitude of the Relative Error: 47% 55% 22%

New to Modified DSLOC Correlation: 3.601E-02
New to Unmodified DSLOC Growth Correlation: 5.369E-02

Operating Environment:
Mobile Ground

SPACE AND MISSILESYSTEMS CENTER

Percentile | JCDER501_e_GN_CDF | JCDER501_e GM_CDF | JCDER501_e GU_CDF
5 0.45013479 0.14330357 0.14007886
10 0.49553145 0.27018380 0.15824144
15 058140578 0.30099591 0.21667083
20 0.63885153 0.51185844 0.46130186
25 0.79090244 0.53448611 0.47783022
30 0.90596191 0.56632174 051610214
35 1.00962111 0.57671453 0.62626453
40 1.05811515 0.60395873 0.68075791
45 1.08394523 1.02760795 0.71319113
50 1.12029311 1.12965659 0.77768603
55 1.13898871 1.28950264 1.04813803
60 1.15677483 1.46473355 1.30497673
65 1.17698810 1.57600172 1.42833668
70 1.22701029 1.63317056 1.63640911
75 1.24858575 1.69296394 2.11570968
80 1.32829118 1.77517725 2.77989412
85 1.38402221 2.06913012 441452196
90 1.51039009 6.37208295 6.97308778
95 1.61373561 7.53914949 10.00927893
96 3.56984543 7.64541359 10.62341473
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B
JCDERS01: All Growth Eligible

Operating Environment:
Unmanned Space
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Percentile | JCDER501_e_GN_CDF | JCDER501_e_GM_CDF | JCDER501_e_GU_CDF
DSLOC Estimate Growth Model Version: Version 8 5 0.45013479 0.14330357 0.14007886
Version 8 DSLOC Estimate Growth Model Regression
Method: CDR 10 0.49553145 0.27018380 0.15824144
15 0.58140578 0.30099591 0.21667083
DSLOC Estimate Growth Model Equations and Variables
New DSLOC Growth Equation:  srpaaNew;] & exp(—(Decay* Maturity))* (5[GN]*E[GN]* 20 0.63885153 0.51185844 0.46130186
S/DNew]/K[NJ ) aGNJ*K[N] 25 0.79090244 0.53448611 0.47783022
Modified DSLOC Growth Equati . 30 0.90596191 0.56632174 0.51610214
lodifie ro! quation:  sfDGAMod] & exp(—(Decay* Maturity))* (bf GM]* E[GM]*
SIDModiK[M]) afGM]*KM] E5] 1.00962111 0.57671453 0.62626453
40 1.05811515 0.60395873 0.68075791
Unmodiied BSLOC Growth Equation: - S{DGAUMOG) & expi(Decay“Maturity))* (B G *E[GL 45 1.08394523 1.02760795 071319113
S/DUmod]/KfUJ) afGU*K[UJ
50 1.12029311 1.12965659 0.77768603
where: 55 1.13898871 1.28950264 1.04813803
afGN] = 1.074 afGM] = 0.709 afGU] = 1.265
Decay[GN] = 0,088 Decay[GM] = 0,333 Decay[GU] = 2336 60 1.15677483 1.46473355 1.30497673
65 1.17698810 1.57600172 1.42833668
70 1.22701029 1.63317056 1.63640911
List Statistics [GN] [GM] [GV)
Number of Data Points (observations): 35 26 33 75 1.24858575 1.69296394 2.11570968
Geometric (log space) mean of b: 5.187E-01 1.421E+01 5.016E-02 80 1.32829118 1.77517725 2.77989412
Arithmetic (unit space) mean of b: 5.656E-01 2.206E+01 8.070E-02
Standard deviation of b: 2.510E-01 2.959E+01 3.430E-02 i deteczzzd ZiEeilnds Al LILE
Coefficient of Variation (CV) b: 0.44 129 057 90 1.51039009 6.37208295 6.97308778
Arithmetic (unit space) mean of & 1.101E+00 1.789E+00 2152800 95 1.61373561 7.53914949 10.00927893
Standard deviation of £: 5.436E-01 2.205E+00 3.080E+00
Coefficient of Variation (CV) of &: 049 1.25 142 S it (ansnlliie Lz s
Mean Maghnitude of the Relative Error: 110% 177% 215%

New to Modified DSLOC Correlation:  5.868E-01
New to Unmodified DSLOC Growth Correlation: -3, 203E-02

Growth Factor Estimating New DSLOC Modified DSLOC Unmodified
Relationships Behavior Growth Growth DSLOC Growth
Implied Growth Factor at data set ~ 23% at 119,750 -37% at 45,778 -3% at 70,527
mean baseline DSLOC: DsSLOC DSLOC DSLOC
Implied Growth Factor at data set 16% at 55,026 -10% at 13,140 -10% at 52,272
geometric mean baseline DSLOC: DsSLOC DSLoC DsLOC

« DEGMBS8SV (Space Vehicle)

« Lack of Flight Software data in SRDR database

 Performed data collection

* Insufficient ATP DSLOC estimates
 Modified DEGMS8 to account insufficient data
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Overview

* Mil-STD 881C published October 2011

* Changes to Standard based on Government need and
Industry concurrence and recommendation

* MIL STD-881D published April 2018
* New inclusions in the MIL-Std-881D

— Cybersecurity identification

— Expanded Common Element definitions

— Improved Information Technology definitions
— Improved Strategic Missile definitions

— Life Cycle Approach

© 2018 NFA Consulting, LLC Distribution Limited 3
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Key Takeaways

* Showing WBS numbering for each commodity:

— Provides clarity regarding level of indenture and parent-child content

— Maintaining the WBS numbering not essential requirement

* Extension of the WBS to lower levels may be necessary to get needed visibility
— Only those elements that define the system will be used

— WBS should be the same level for cost estimating and EVM reporting before extensions of the
WBS are required. (i.e., If Cost Estimating reporting goes to level 5 and EVM reporting goes to
level 3, the WBS should be the same for cost estimating and EVM from levels 1 through 3.)

— Extensions for commodities can be found at http://cade.osd.mil/policy/csdr-plan

* Critical to understand cybersecurity cost of each system (i.e., hardware, software,
program management, systems engineering, and system test and evaluation), MIL-STD
provides:

— Structure to identify, collect and report many of these critical costs (recognizing that collecting all
this information is nearly impossible)

— Where cybersecurity related costs can be easily accounted for, they should be called out as a WBS
element.

* "“Release” in agile development terms has a different definition; not be misinterpreted
within the MIL-STD

— Release of one or more EPIC level CSCls, is equivalent to a release in MIL-STD

* Considered a Life Cycle Approach

© 2018 NFA Consulting, LLC Distribution Limited 4
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Comparison of 881C to 881D

MIL-STD 881C

Appendix K — Automated
Information Systems (AIS).

Includes the complex of enterprise
elements, equipment (hardware),
software, legacy systems, users,
business rules, data and facilities
required to develop, test and deploy
an automated information system.

The systems can be Custom
Application, Enterprise Service
Elements, Enterprise Information
Systems, and/or External Interface
Development.

Level 2 WBS Elements generally
traditional (reflects Investment only
approach)

Appendix defines the Investment
structure only.

© 2018 NFA Consulting, LLC

MIL-STD 881D

Appendix J — Information
Systems/Defense Business Systems
(IS/DBS).

The title of the Appendix J has changed
from Appendix K (AIS) in 881C to reflect
the current definition and purpose of the
systems developed and delivered.

Same inclusion of complex equipment,
legacy systems, users, business rules, etc.

The systems can be Custom Application,
Enterprise Service Elements, Enterprise
Information Systems, and/or External
Interface Development.

The Investment Level 2 WBS definitions
have changed to reflect Investment only.

Appendix J also has both an Investment
WBS and a Sustainment WBS with related
definitions.

Distribution Limited 5



MIL-STD 881C =A\......

AIS Work Breakdown Structure :

WBS # Level 1 Level 2 Level 3 Level 4
1.0 Automated Information System (AIS)
1.1 Automated Information System Prime Mission Product Release/Increment X
11.1 Custom Application Software 1...n (Specify)
1111 Subsystem Hardware
1112 Subsystem Software CSCI 1...n (Specify)
Subsystem Software Integration, Assembly, Test and
1.1.1.3 Checkout
1.1.2 Enterprise Service Element 1...n (Specify)
1121 Enterprise Service Element Hardware
Enterprise Service Element Software CSCI 1...n
1.1.2.2 (Specify)
Enterprise Service Element Integration, Assembly,
11.2.3 Test and Checkout
113 Enterprise Information System 1...n (Specify)
1.1.3.1 Business Area Hardware
1.1.3.2 Business Area Software CSCI 1...n (Specify)
Business Area Integration, Assembly, Test and
1.1.3.3 Checkout
1.1.4 External System Interface Development 1...n (Specify)
1.1.4.1 External System Interface Hardware
External System Interface Software CSCI 1...n
1.1.4.2 (Specify)
External System Interface Integration, Assembly, Test
1.1.43 and Checkout
AlS Platform
1.1.5 Hardware
1.1.6 System Level Integration

© 2018 NFA Consulting, LLC Distribution Limited 6



MIL-STD 881D =......

IS/DBS Work Breakdown Structure =

WBS # Level 1 Level 2 Level 3 Level 4

1.0 Information Systems (IS)/Defense Business Systems (DBS) (Investment)

1.1 IS/DBS Development/Customization/Configuration

1.1.1 Custom Application 1...n (Specify)

1111 Subsystem Hardware (Specify)

1112 Subsystem Software CSCI 1...n
(Specify)

1.11.3 Subsystem Software Level
Integration, Assembly, Test, and
Checkout

1.1.2 Enterprise Service Element 1...n (Specify)

1121 Enterprise Service Element
Hardware (Specify)

1.1.2.2 Enterprise Service Element
Software CSCI 1...n (Specify)

1.1.2.3 Enterprise Service Element
Integration, Assembly, Test, and
Checkout

1.1.3 Enterprise/Management Information System 1...n

(Specify)

1.1.31 Business Area Hardware
(Specify)

1.1.3.2 Business Area Software CSCI
1...n (Specify)

1.1.3.3 Business Area Integration,
Assembly, Test, and Checkout

1.1.4 External System Interface Development 1...n (Specify)

1.14.1 External System Interface
Hardware (Specify)

1.1.4.2 External System Interface
Software CSCI 1...n (Specify)

1.1.4.3 External System Interface
Integration, Assembly, Test, and
Checkout

1.15 System Level Hardware (Specify)

1.2 System Level Integration

© 2018 NFA Consulting, LLC Distribution Limited 7



MIL-STD 881C ot (Y
AlS Work Breakdown Structure (Level 2+)I\I I-—

1.2 System Engineering

1.3 Program Management

1.4 Change Management

1.5 System Test and Evaluation

15.1 Development Test and Evaluation
1.5.2 Operational Test and Evaluation
153 Mock-ups / System Integration Labs (SILS)
154 Test and Evaluation Support
155 Test Facilities

1.6 Trainig

1.6.1 Equipment

1.6.2 Services

1.6.3 Facilities

1.7 Data

1.7.1 Technical Publications

1.7.2 Engineering Data

1.7.3 Management Data

1.7.4 Support Data

1.7.5 Data Depository

© 2018 NFA Consulting, LLC Distribution Limited 8



MIL-STD 881D -\
IS/DBS Work Breakdown Structure (Level 2+)I\I-Il_

1.3 Systems Engineering

131 Software Systems Engineering

1.3.2 Integrated Logistics Support (ILS) Systems
Engineering

1.3.3 Cybersecurity Systems Engineering

1.34 Core Systems Engineering

1.35 Other Systems Engineering 1...n (Specify)

1.4 Program Management

141 Software Program Management

1.4.2 Integrated Logistics Support (ILS) Program
Management

1.4.3 Cybersecurity Program Management

144 Core Program Management

1.45 Other Program Management 1...n (Specify)

15 Change Management

1.6 Data Management

1.7 System Test and Evaluation

1.7.1 Development Test and Evaluation

1.7.2 Operational Test and Evaluation

1.7.3 Cybersecurity Test and Evaluation

1.7.4 Mock-ups/System Integration Labs (SILS)

1.75 Test Facilities

1.8 Training

1.8.1 Equipment

1.8.2 Services

1.8.3 Facilities

1.8.4 Training Software 1...n (Specify)

1.9 Data

1.9.1 Data Deliverables 1...n (Specify)

1.9.2 Data Repository

1.9.3 Data Rights 1...n (Specify)

© 2018 NFA Consulting, LLC Distribution Limited 9



MIL-STD 881C W
AIS Work Breakdown Structure (Level 2+) I\I I‘_

18 Peculiar Support Equipment

181 Test and Measurement Equipment

1.8.2 Support and Handling Equipment

1.9 Common Support Equipment

19.1 Test and Measurement Equipment

1.9.2 Support and Handling Equipment

1.10 Operational/Site Activation

1.10.1 Site Type 1

1.10.1.1 Deployment Hardware and Software
1.10.1.2 User Documentation

1.10.1.3 Site Activation

1.10.1.4 User Training

1.10.1.5 Data Migration

1.10.1.6 Management/Engineering Support
11017 Interim Logistics Support

111 Industrial Facilities

RIHAT Construction/Conversion/Expansion

1112 Equipment Acquisition or Modernization

1113 Maintenance (Industrial Facilities)

112 Initial Spares and Repair Parts

© 2018 NFA Consulting, LLC Distribution Limited 10



MIL-STD 881D
IS/DBS Work Breakdown Structure (Level 2+)

1.10
1.10.1
1.10.2
111
1111
1.11.2
112
1121
11211
1.12.1.2
1.12.1.3
1.12.1.4
1.12.2
11221
1.12.2.2
1.12.2.3
1.12.2.4
1.12.3
1.123.1
1.12.3.2
1.12.3.3
1.12.4
11241
1.12.4.2
1.12.4.3
1.12.44
1.12.45
1.125
11251
1.12.5.2
11253
1.12.5.4
1.13
1.13.1
1.13.2
1.13.3

114 _
© 2018 NFA Consulting,

Peculiar Support Equipment
Test and Measurement Equipment

Support and Handling Equipment
Common Support Equipment

Test and Measurement Equipment
Support and Handling Equipment
Operational Infrastructure/Site Activation By Site 1...n (Specify)

Initial Hardware Procurement
End User Equipment
Cybersecurity Equipment
IT Infrastructure and Enterprise Software Equipment
Other 1...n (Specify)

Initial Software License Procurement
End User Software License
Cybersecurity Software Licenses/Services
IT Infrastructure and Equipment
Other 1...n (Specify)

Initial Software Release (Pre-IOC) Modification/Enhancement
Routine Fixes/Deficiency Correction
Deployment Independent Verification and Validation
Installation/Test

Site Activation
Data Migration
User Training
User Documentation
Management/Engineering Support
Site Installation, Test, and Checkout

Interim Operations and Support (Pre-lIOC)
Help Desk
System Database Administrator
Installation, Test, and Checkout
IT Equipment Maintenance

Industrial Facilities

Construction/Conversion/Expansion

Equipment Acquisition or Modernization

Maintenance (Industrial Facilities)

Initial Spares and Repair Parts L. . L
LLC Distribution Limited

N-A -
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MIL-STD 881D
IS/DBS Sustainment Structure

WBS #
2.0

2.1

2.2

2.3

2.4

2.5

2.6

2.7
2.7.1
2.7.2
2.7.3
2.7.4
2.8
2.8.1
2.8.2
2.8.3
2.8.4
2.9
29.1
2.9.2
2.9.3
29.4
2.10
2.10.1
2.10.2
2.10.3
2.11
2.12
2.13
2.13.1
2.13.1.1
2.13.1.2
2.13.1.3
2.13.2
2.13.2.1
2.13.2.2
2.13.2.3
2.13.2.4
2.14
2.15

J.4 WORK BREAKDOWN STRUCTURE LEVELS (SUSTAINMENT)

Level 2 Level 3 Level 4 Level 5

Information Systems/Defense Business Systems (IS/DBS) (Sustainment)

Program Management
Systems/Sustainment Engineering
Change Management
Help Desk
Data Cleansing/Data Maintenance
System/Database Administration
IT Infrastructure/Network Maintenance Support
IT Infrastructure Hardware/Equipment Maintenance
IT Infrastructure Software License Support Services
IT Infrastructure Management
Other IT Infrastructure Support 1...n (Specify)
Operational Hardware Refresh/Upgrade
End-User Equipment
Cybersecurity Equipment
IT Infrastructure and Enterprise Services Equipment
Other (Specify)
Operational Software License Refresh/Update
End-User Software License
Cybersecurity Software Licenses/Services
IT Infrastructure and Enterprise Software Licenses/Services
Other (Specify)
Cybersecurity Maintenance Management
Cybersecurity Compliance Operations and Tracking
Follow-on Cybersecurity Test and Evaluation
Cybersecurity and IT Certification and Accreditation
Follow-on User Training
System Independent Verification and Validation
Continuing System Improvements
Operational Hardware Modification
Mod Kit Hardware Development
Mod Kit Hardware Procurement
Mod Kit Hardware Installation
Software Release Modification/Enhancement 1...n (Specify)
Modifications/Enhancements
Routine Fixes and Deficiency Correction
Installation/Test
IAVAs
AW/Safety/Networthiness Certification
Facilities

© 2018 NFA Consulting, LLC Distribution Limited

N-A -
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N-A -

MIL-STD 881D Addition

* Appendix L — Relationship of the Sustainment Cost
Reporting Structure to the Work Breakdown Structure

— Provides Cost Assessment Program Evaluation CAPE Cost Reporting
Structure (CRS)

— Includes discussion on how to integrate the CAPE Sustainment CRS
with the WBS for

= |nterim Contractor Support (ICS)

= Contractor Logistics Support (CLS) reporting

— CAPE CRS insufficient (at the time) to support IS/DBS sustainment
activities at this time

— IS/DBS Sustainment Structure identified in Appendix J
= Provides sustainment reporting structure

= Should be used in lieu of CAPE CRS for IS/DBS type systems

© 2018 NFA Consulting, LLC Distribution Limited 13



Summary

* Maintaining numbering not required

* Extension to lower level WBS elements linked to CADE
website

* |dentify cybersecurity elements when and where
appropriate

* Expansion of definitions to support initial site activation
and other support activities

* Included Hardware/Software procurement

* Added software/hardware enhancement/upgrade (pre-
|OC activities)

* Interim Operations and Support
* Added Sustainment structure for IS/DBS programs

© 2018 NFA Consulting, LLC Distribution Limited 14



et ¢
4, ,"e"j;q((. -
Ca

=

".

ELD OPERATIONS

08.22.2018

Agile Estimation
Northrop Grumman Q&A

John Sautter
Sarah Nichols




John Sautter NORTFHROP GRUMMAN
Short Bio

e John Sautter is a Lead Software Estimator working in the Northrop
Grumman Technology Services SMS Division engineering staff.

» Serves as task lead in the collection and evaluation of project
historical data.

» Serves as the lead facilitator of the Northrop Grumman Cost
Estimation Community of Practice.

» Trained function point specialist and is the corporate liaison to the
International Function Point Users Group (IFPUG).

» TS Sector member of the Software Center of Excellence and the Agile
Center of Excellence with a focus on software metrics and estimation.

» QOver 36 years of experience working in software engineering, project
management, and organizational process improvement.

» BS degree in Computer Science and a MS in Organizational
Performance.

Copyright 2018 Northrop Grumman Systems Corporation



Sarah Nichols NORTFHROP GRUMMAN
Short Bio

e Sarah Nichols leads the Enterprise Agile and DevSecOps transformation
team within Northrop Grumman Technology Services (TS) and is the lead
TS representative within the Northrop Grumman Agile Center of
Excellence.

» 25+ years experience as a certified Quality and Project/Program
Manager and Enterprise Agile coach.

» Strong background in integrating Agile Scrum, Scaled Agile
Framework (SAFe), Lean, TDD, FDD and Kanban
frameworks/methods aligned with High Maturity CMMI practice areas,
Affordability and Risk Management for all types of organizations.

» Agile champion for several Fortune 50/100 companies

» Certified as a PMP, COM/OE, CSP, CSPO, CCA, SA, SPC4, and
RTE.

» BS degree in Corporate Finance/Statistics.

Copyright 2018 Northrop Grumman Systems Corporation



Agenda: Agile Estimation and Q&A NORTHROP GRUMMAN

o
oo

Agile Primer

Agile Estimation Nuances and Perceptions
Agile Estimation Cases

Other Insights

Summary
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Agile Primer

INORTHROP GRUMMAN
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Initial NGC Agile Framework with Outputs NORTHROP GRUMMAN
//i

Capture Release 0 Release Sprint
and (Project Planning Planning
Proposal

Startup)

Sprint

Framework is designed :
Execution

to be a customizable
combination of many
different Agile methods

Sprint
Retrospective

Release Sprint
Closeout Review

LE 6

Project .
Closeout N

Copyright 2018 Northrop Grumman Systems Corporation



Capabilities-Epics-Features NORTHROP GRUMMAN
Definitions according to Northrop Grumman

¢ Product Backlog may contain hierarchy
e Breaking down big items into smaller ones
e Example: Capabilities -> Epics -> Features -> User Stories

e Capabilities account for higher-level behaviors of the solution
® [eatures are derived from a given Capability

e Generally, scenarios and workflows can help the team understand how
the user will use the system and then generate Features

e A Feature should be completed within one Release cycle

® [eatures and Epics have benefits and Acceptance Criteria just like
Stories

® [eatures are very large User Stories which are eventually broken into
smaller Stories

® NOTE: For Large Scale Agile Implementations, business Epics identify
significant work (themes) which help guide value streams toward the larger
aim of the portfolio. They require a formulation and analysis of cost, impact
and opportunity in a lightweight business case as well as financial approval
before implementation

Copyright 2018 Northrop Grumman Systems Corporation



Product Roadmap NORTHROP GRUMMAN
Roadmap is needed to plan new projects

Program Release1 Releage2

Milestones /\

Performance Measurement Baseline : :
1 |

onirol - Agile Development Capability

—

EVM Reporting &
Variance Analysis

—

—

|
|
|
|
Work : Planning & Performance
Packages I -BCWS
& — | - -BCWP
Planning | - ACWP
Packages [ -ETC

-(CV, SV, CPI,SPI)

< Agile Cadence

A 7

q_a 2 2 2
Sprints{ I Sprint \ Sprint ‘ Sprint H Sprint H Sprint I‘ Sprint E\Il
1 ‘ 2 [ 3 4 5 6|

Planning is crucial to assist the estimation effort and for reporting. 8

|

ﬂ = completed stories

Feature
AGP

— (Comp. stories) points
(# of Stories in feature)*points




Agile Estimation Nuances and
Perceptions

INORTHROP GRUMMAN
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Agile Estimation Nuances and Perceptions NORTHROP GRUMMAN
in Agile Estimation

e Estimating - New Projects vs. Projects “In-flight”

® This presentation addresses estimates for new projects or products that have
the full iron triangle: Scope, Cost, Schedule

® The #NoEstimates social conversation assumes a technical staff is in place
e Agile estimates are needed to set budgets to allow the technical staff to exist
® These estimates also set Time & Material funding

® Strong tendencies to use Story Points as software size still exists

® There are concerns in using “hours per Story Point” to use for future project
estimates

e Story Points account for Effort, Complexity, Risk, and Experience level of the
estimators, “not just a Size attribute”

e Recommend avoiding using non-standard sizing from historical projects

® Story Points can be used successfully to estimate future Stories if the same
team who defined the historical Story Point sizing is performing the current
estimating and work

10
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Agile Estimation Nuances and Perceptions NORTHROP GRUMMAN
in Agile Estimation

e Northrop Grumman uses SEER For Software (formally SEER-SEM) in new
contracts needing Agile estimations

e A standard parametric tool helps answer these questions:
e \What is the overall budget of this project or contract?
® \What are the time spans for the Roadmap Epics?

® Are the Features broken down enough to fit into a Release cycle (i.e. quarterly
or monthly)?

e How many defects would be expected when the work is done?

e \What is the impact of team co-location or teams working in different time
zones?

® \What is the impact of adding new Capabilities or new Features to the
contract?

® How can the work contribution to system-level waterfall milestones be
estimated while still utilizing Agile time boxes (i.e., Sprints or Iterations)?

® How can historical data be effectively captured to use for future contracts?

A standard tool allows for normalization, comparison of projects, and
encourages using the same terminolo 11

Copyright 2018 Northrop Grumman Systems Corporation




Agile Estimation Nuances and Perceptions NORTHROP GRUMMAN
in Agile Estimation

® Agile Specific Knowledge Base Definitions in SEER for Software

AGILE FULL: This knowledge base is used to describe the impacts of deploying an Agile software
development life cycle approach.

This methodology is independent of the numerous Agile implementation methods (Scrum, XP, ASD,
etc) and considers the generic set of Agile characteristics. This methodology assumes the
development team is motivated, has strong programming skills, has previously performed an on an
Agile project, and the project will have a certified facilitator — such as a "Scrum Master." Software will
be delivered using a series of incremental deliveries, where the requirements-design-code-integration
process sequence is repeated using short delivery cycles, until full functionality has been reached.
The primary criterion for determining the content of each repetition (often referred to as a "delivery,"
"block," or "release") is customer need (and is typically customer driven). The focus of this strategy is
for the software to evolve as the customer requirements are interpreted and implemented over time.

AGILE NOVICE: This knowledge base is similar to the Agile-Full development method, however it is
used for a development team'’s first or initial attempt at using an Agile software development. This
methodology assumes the development team is motivated, has strong programming skills, but has
little to nominal experience in an Agile process or does not have a certified and experienced
facilitator. The learning curve for the process is expected to increase during the project life however
the team velocity will be less than optimal. Quality assurance oversight during the implementation of
this new methodology will be slightly greater than for the Agile-Full methodology.

[ Knowledge Bases set the Overall “Tone” of the model. ]

12
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Agile Estimation Nuances and Perceptions NORTHROP GRUMMAN
in Agile Estimation

® Customize the model with user-defined activity names

i Software Develcpment Activity Maming Scheme ﬁw
Ccheme Marne: | SR BRI
Standard Activity M ame Uszer-Defined Activity Hame &bbreviation
System Reguirements Design Roadtap Planning Roadtap

'l S/ Requirements Analyziz Sprint Planning SPRTPlanng

N Freliminary Dezsign Story Planning StryPlanng

R Detailed Design Stary Elabaration StryE labar
Code & Unit Test Stary Development StaryDew

I Component Integrate & Test Story Integrating and T est StorpT gt
Program Test Feature Testing FeatureT st
System Integrate Thru OTE&E Releaze Testing ReleazeT st

L M aintenance Maintenance EETY

|

Align activities to things that must be completed.

Mapping will assist effective project reporting. 13
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Agile Estimation Nuances and Perceptions
in Agile Estimation

® Customize the labor categories to fit the program needs.

'

Labor Category Maming Scheme - ﬁ

Scheme Mame:  AagleMGLaborCategones

Standard Labor Category M ame Uszer-Defined Labor Categary M arne Abbreviation
Project b anager Scrum Master and MGT ScrumMSTH
Software/Business Analyst Praduct Dwiner F'rn:u:DT
Software Architect/D esigner Designer Drezignr
Frogrammer Frograrmmer Frogramr

D ata Analystdrchitect D ata AnalystArchitect DataEMG
Quality Aszurance /T ester Quality Azzurance /T ester Test/OA
Configuration/F elease Manager Configuration/F elease Manager Ch/RR

Quality Contral Lead Quality Contral Lead [C Lead

o) [ el ]

NORTHROFP GRUMMAN

Generalize the cross-functional scrum teams.
It iS not an exact science.

14




Agile Estimation Nuances and Perceptions
in Agile Estimation

NORTHROFP GRUMMAN

® Agile Sizing Options with SEER for Software

PROXY SIZING
Proxy Description

overwrite the already-selected one.

Your custom proxy definitions may be added to a Microsoft Word document, "Proxy
Definitions.doc", in the Tools folder.

See: SEER-SEM Document and Application Data File Locations

This parameter allows you to select an existing proxy set for use as a sizing metric. When you
choose a proxy set, the parameters below will change to reflect the choica. A proxy set can
consist of anywhere from one to ten parameters, depending on how the set has been defined.

Proxies can be used together with the other sizing measures in SEER-SEM, which are source lines
of code and function points. If a proxy set has already been chosen, selecting a new proxy set will

T-Shirt Sized Stories

DAL Proxy Sizing

Story Points

User Stories can be used to identify an initial estimate of effort required to complete an Agile
project. A scoring system is used to determine the complexity of a story and to reflect how long
that story will take to develop and deliver. Each user story is read in a team setting, and =ach
member rates it using a value of: 1/2, 1, 2, 3, 5, 8, 13, 20, 40, or 100. After each team member
discloses their score the differences are discussed and the team works to select the most likely
value. It should be noted that a User Story with a value of 2 means that story will likely take twice
as long to develop as a story with a value of 1. Likewise, a user story of 13 is NOT twice the effort
of an 8.

Using the Story Point Proxy

Select the total number of user stories that fall within a point value. A least, likely and mast range
can be used to distribute the probability of total User Stories falling into any specific point range.
Story points are relative to the team expectations. The underlying effort associated with the
values provided in this proxy can be adjusted using the Proxy Sizing Definitions option under the
Tools menu item. To reduce some of the ambiguity associated with story points they have been
grouped into the following categories:

Category Story Points
Extra Small 1/2-1

Small 2-3

Medium 5-8

Large 13-20

Extra Large 40

Huge 100

[ NOTE: Most parametric tools have similar sizing options ] 15
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Agile Estimation Nuances and Perceptions
Other sizing

¢ Canned Proxies and Function Based Sizing

NORTHROFP GRUMMAN

- EXTERMAL INPUTS (EI) 0 0
- [Nput Screens
- Interactive Inputs - -
- Hardware Inputs - -
- Batch Input Streams - -
- EXTERNAL DUTPUTS (EO) 0 0
- Stresn Reports
- Printed Reports - -
- fledia Outputs - -
- Software Cuiputs - -
- Hardware Outputs - -
- EXTERNAL INQUIRIES (EQ) 0 0
- Request/Response
- Context Sensitive Help - -
- Embedded Computer Inguiries - -
- EXTERNAL INTERFACE FILES (EIF) 0 0
- Reference Data
- Fixed Messages - -
- Shared Data Files

- INTERNAL LOGICAL FILES (ILF) 1] 1]
- Application Data Groups - -
- Data Tables - -
- Data Base Files - -
- Internal Functions 0 0

~ N

SEER for Software will translate
into effective size. Historical
ESLOC productivity can be used to
validate a function based estimate.

Selected Definition
(B=T-Aul 1ol n W 5i5ic Applicakion Components
File name BasicAppComps. PRX
Input MName Factar FF or SLOC =
Complex Reparts 7 FP N
Simple Screens 3 FP
Complex Screens 4 FP
Simple Forms 4 FF
Complex Farms & FP E
MernLis 3 FF
Simple Information Query 3 FF
Complex Infarmation Query 4 FP
Simple Transactions 4 FP —
Cormplex Transactions 5] FP
Simple Interface Files 5 FP
Complex Interface Files 10 FP
Simple Data Structures 7 FF AN
JH I - o I - o [
Description | Lse Case Paoints
File name | Use Case Poinks, PRE
Input Mame Factor FFP or SLOC
Simple Actor (A1) 1.14774 FF
Average Actor (A2) 229545 FP
Complex Actor (A3 344322 FP
Simple Use Case {U1) 5.73870 FP
Average Use Case (U2) 11.4774 FP
Complex Use Case (U3} 17,2161 FF

Copyright 2018 Northrop Grumman Systems Corporation

16



Agile Estimation Nuances and Perceptions
Function Points

* Notes on Function based sizing early in Life Cycle
« Consider using Early and Quick Function Points
* Develop an Excel lookup table for tagging functional

requirements

Include Simple Function Points

in AL host
Level 1

EIL 3 3 3
El2, 4 4 4
EIH [ [ [
Basic Functional |[EQL 3 3 3
Component - ECA, 4 4 4
Transactions ECH [ 3 G
ECL 4 4 4
EQA 5 5 5
EOH 7 7 7
ILFL T T T
ILFIA 10 10 10
Basic Functional |ILFH 15 15 15
Component - Data |EIFL 3 3 3
EIFMA 7 7 7
EIFH 10 10 10

Level 2 Min ML MMost
GEI 4 4.2 4.4
Unclassified GEQ 3.7 3.9 4.1
Elermentary GEOD 4.9 5.2 5.4
Process GO 4.1 4.6 3
UGP 4 4.4 4.8
Uncl assified GILF 74 17 8.1
Logical File FEIF 0.2 5.4 a7
JGDG 6.4 71 78

"\

Level 3

NORTHROFP GRUMMAN

E&QFP’

Early & Quick Function Points

Typical Process

TPS

TP

17.9

21.1

24,3

TPL 22.3 26.3 0.2
GPS 26.4 35.2 44
General Process |GPM 42.9 57.2 71.5
GPL 59.4 FEN 95,9
ceneral Data G055 15 1.4 27.8
Group GDiEM 32.4 46,3 60,2
cnlcI 54,8 7a.3 1018
Level 4 idin ML host
WIS 111.5 171.5 231.5
hlacro Process (WP 185.8 2859 3859
IIPL 297.3 457.4 617.4
=y, MNone
Simple File  }|SFILE 6
simple EP_# [SEP 4 456

for IFPUG method
Release 3.0

Reference Manual 1.2

Work up to higher levels if
the requirements are

unclear or involve
processes vs. functions.

Add-on — Simple
Function Points —
only two types.

[ Function Based Sizing Early in the Life Cycle is most effective

| 17
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Agile Estimation Use Cases

INORTHROP GRUMMAN
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Example Early Estimations with Minimal Data
FP Early and Quick Function Point Example

Data

tion Services / Views (Egress Views)

Commen Oarsing

{

el e

gl

 Store APIs Data Integration Layer) S

Data Visualization Services | Views (Egress VienS

NORTHROFP GRUMMAN

Large
architecture
sized with
Function Points
and reuse plan.

Cemmen
Punrs Vess

{

e

=) =)

| @EFEFEEEEEEE

Common OP Pict. View Count

Number of Derived views with Overlays

Nost

Least

Likely

Commantder 1]
Mission WManagement
air

Ground

Cyher

Space

Other

1
1
1
1
1
6

N A Y

3

6
&
6
6
&
6

8

8
8
8
8
8
8

Lookup

GEC
GEO
GECH
GED
GEO
GECH
GED

Totals 338 546 762
FP Lookup Totals | New or Reuse
Least Likely fAost Least Likely Most *New Development
4.9 5.2 5.4 i] i] 0 I“Mew Development
4.9 5.2 5.4 19.6 312 432 “Mew Development
4.9 5.2 5.4 19.6 312 432 !Mew Development
4.9 5.2 5.4 19.6 3Lz 432 “Mew Development
4.9 5.2 5.4 19.6 312 432 “Mew Development
4.9 5.2 5.4 19.6 312 432 I™Mew Development
4.9 5.2 5.4 117.6 167.2 25,2 I¥Mew Development

FP - Early and Quick
Lookup

Large SEER for Software model: Time phased the hours into a Mil-STD-881c
Product Based WBS. Proposal team planned the Releases and Features in the
Integrated Master Schedule, aligned with Agile Earned Value requirements.

Copyright 2018 Northrop Grumman Systems Corporation



New Contract Example Project G NORTHROP GRUMMAN

New Contract - 3 phases of estimation maturity

® The Case Study
e New contract, software intensive, legacy software existed

e Completion contract, fixed scope (Feature list provided by
customer)
® Phasel

e Counted the legacy code and used SEER for Software to get to
Product Based Structure (PBS) with Equivalent Source Lines of
Code (ESLOC)

e SEER for Software provided effort months and labor category
map

® Placed time phased effort into a schedule
® Phase 2 — After award, additional task orders were received

e Used SEER for Software with ESLOC estimates to get effort
months
e Used the list of desired Features to estimate ESLOC

® |n parallel, developed Stories and Story Points against the
desired list of Features and software changes

e Accepted the SEER for Software output and time phased the
labor

Copyright 2018 Northrop Grumman Systems Corporation
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Project G - continued

New Contract - 3 phases of estimation maturity

® Phase 3 used no more parametric tools

The project estimated new work on their own
Stories were created to do the actual estimation work
Features were broken down into products

Members from the various Agile teams were pulled together so all
Agile teams understood the Roadmap and the effort needed

Using Agile friendly contracting, Government customer had insight
to the size per Feature and could move Features in and out of the
contractual obligations

If new work was contractually added and could not be
accomplished with the existing set of Agile teams, new Agile
teams were added

Copyright 2018 Northrop Grumman Systems Corporation
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Project C NORTHROP GRUMMAN
Mid-Flight Estimate to Complete

® The Case Study

® Project needed an independent estimate of the software work to
complete - Three estimates were performed

® 1) Pure Agile — no parametrics — Story Points of the work to
be done

® Used Velocity with same teams to discover end date
e 2) SEER for Software with ESLOC

® Project estimated ESLOC and predicted both effort and
schedule using SEER for Software

¢ 3) SEER for Software with historic ESLOC and historic Story
Points

e Captured a ratio of ESLOC per Story Point
® Entered ratio into SEER for Software as a size proxy

® Used team’s estimate of future Story Points to drive a
new effective size and an effort and schedule estimate

® Results

® Project determined that the proxy based estimate (3) was the
closest to the actuals once the work was completed 292

Copyright 2018 Northrop Grumman Systems Corporation



Estimate with functions — Accounting for Reuse NORTHROP GRUMMAN
Agile Estimation

CUStomer Likely FP o Capahility Feature - User Story - Functio
'brOVIded ) Prepare Guidance: As a user, | would like to have an ability far immediate
requl rements 1N 3 2.1.1 2.0 Budygeting 2.1 Budget Formulation  [notification of updated changes budget submission guidance, including EQ

the ability of notification and identification of changes made to changes.

“Story” format
_— o ’ Analyze Requests: As a user, | would like templates to be automated and

NGC eSti mated & 2,12 2.0 Budgeting 2.1 Budget Forrulation  |prepopulated where possible to assist and enable the reguester to fill in EQ)
o reguired budget information online for more accurate analysis of requests.
the function

points 22 gelzLl2 |20 Budgeting

SME’s Conducted GAP Analysis against a OTS Solution — Summarized Solution into
Percentages (12% Custom, 27% OTS, 60% Configurations)

Analyze Requests: As a user | would like to have the ability to manage a
centralized database of previously .

1 Budget Farrmulation

Tallied the FPs Capabilities and Features Function Paints 13% 60% 2
into the - : : :
Features with
the Reuse %s

1.3 Monitor and Repaort Progress against StrategicPlan 211 3 13 &

2.0 Budgeting 183.8
2.1 Budget Formulation
d :

- — | FI:.INCTIDNS [Classic)
=| B 1.3.2: 2.0 Budgeting Quick Eztimate [ E azic Estimate [ Perzon Hours by Labor Category | NE‘.'\.’NBW TS i S =
—I I:I 1.3.2.1:2.1 BUdgEt Form Size Growth Factor Defined at lower level
- ‘g 1.2.2.1.1: 2.1_Custom Item Estimate - Goftware phase at estimate Defined at lower level
, . - Pre-exists, not designed for reuse 4 15 43
l‘ lazlaial CDan Pngram' E'D EUdgEtlng Pre-existing functions 66 74 81
' . © % 13213121075 | pavelonment Schedule Months 10,38 | -~ Siee rowt Facir Defined at lower |
_| 1.3.2.2: 2.2 Budget Exe - FUNCs 1o be deleted in pre-exsty ] ] ]
"‘ 1.23.2.2.1' 2.2 Custom DEVEIDP ment Efﬁ:lrt MDr-ItIFIS 21.89 - Software phase at estimate Defined at lower level
R DE"."ElD[:I rment Effort Hours 3,459 - Redesign required 5.00% 10.00% 40,00%
: l‘ 13z.2.2: 2.2_CDﬂﬂg ] - REimplementation required 1.00% 5.00% 10.00%
- 'i 13223 2.2 075 | | -----Retestrequlred 10.00% 40.00% 100.00%
I P e Aacicmnd fome soncn A 6
101
Structured the SEER for Software model to match customer s
Capabilities, loaded the size, iterated the estimate. 23
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Other Insights

INORTHROP GRUMMAN
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Testing a Tool to Count Function Points from User Stories NORTHROP GRUMMAN
LGAPPS MARINE tool

@ All Tags |2| Select Tags

= I = 4
Ly L v LAATAST v LS | v L

Reguirement Text Objects Actions Component Functs

EQ,El ILF

As a CFT user, lwant to receive a confirmation
message asking if lwant to create anew Record

Set, if one ormore do not exist when lentervalid

information to identify an employee from the main
page, in order to create new Record Setsif this is

the first one being created for the employee FiIY

FFIA

10 anew Record Set CREATE El, ILF,EO 3 19 4

As a CFT User, Ilwant to be prompted to entera
new Record Setname, for the purpose of uniquely
identitying thisrecord se tEEH
25 3] anew Record .
11 Sethame ENTER El, EO 2 9 s

As a CFT user, lwant to be able to create anew

Record Set so that | can enter my adjustments

information, save that information, and create a

new adjustment [

m .
12 that information SAVE El, ILF 2 14 4

= K3 K3 oo

MARINE = Machine Assisted Requirements Inspection and Evaluation
http://logapps.com/tools/marine/

25
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Summary

INORTHROP GRUMMAN
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Summarized Agile Software Estimation NORTHROP GRUMMAN

Map product and architecture requirements to pre-existing solutions, including COTS

Find the gaps — estimate new and pre-existing size using SLOC or Function Points
or parametric tool size alternative

Estimate the changes to the pre-existing solution

Map sizes into Capabilities or Features

Develop a Product Roadmap with Features and time based Releases
Load Feature based structure into the parametric estimation tool

N o O~ w

Set Knowledge Bases (Agile) and parameters to match the planned reality of the
new project

8. Match results against internal historical productivity and conduct a cross-check —
e.g., Alternate Sizing, Bottoms-up Activity Based or Top Down

9. Make sure the Features in the schedule are achievable as compared to the
parametric schedule predictions — iterate with Roadmap Time boxes

10. Perform risk and opportunity analysis
11. If needed, set margins (hardening Sprint) using parametric tool confidence levels
12. Time-Phase the hours into the Features - PBS aligned with the schedule

Agile Projects need sound estimation activities, building upon proven
techniques 27
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Q&A

INORTHROP GRUMMAN
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THE VALUE OF PERFORMANCE.

NORTHROP GRUMMAN

—
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HOW “BAD” ARE WE AT ESTIMATING SOFTWARE EFFORT?:

A SOFTWARE GROWTH STUDY
22 August 2018

Brittany Grissom

NATIONAL GEOSPATIAL NGAINTELLIGENCE A G ENZCY
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NGA SW Growth Study Background

Background: The NGA CAPE Cost Assessment Division wanted a data driven software growth
factor, created in house, using timely and relevant development data

Scope: Analysis focused on developing SW growth factors at the two levels NGA typically
receives inputs for:

» Release/Computer Software Configuration ltem (CSCI)

» Program Summary

Data: NGA analysis relies on DoD Software Resource Data Reports (SRDRS) because access
to IC SW growth data is very limited

Analysis aims to produce a rigorously developed & defensible SW growth factor

NATIONAL GEOSPATIAL NGAINTELLIGENCE A G ENZCY
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Study Background: Analysis Overview

Study
Overview

Dataset
Overview

Statistical
Testing

Results
Summary

Further
Investigation

e 274 DoD SRDR CSCl records
e Investigate overall characteristics

e |nvestigate statistical significance and correlation among
parameters

e Parametric and non-parametric tests

e Regress and analyze results for both ESLOC and development
hours

e Perform outlier analysis and analyze results

e Summarize selected SW growth factors
e Summarize usage recommendations

e Address areas for further investigation




SRDR Dataset Characteristics
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Dataset Characteristics: SRDR Dataset Overview

Dataset taken from the SRDR workbook managed by NAVAIR

» Determined that less than 20% of all SRDRs within the database are suitable data points (e.qg., initial/final
paired report, hours and code counts align, etc.)

» NGA's research uses the October 2017 version of the database

The 274 CSCI records have been aggregated into two natural
groupings for further analysis v
» Program Flectronic 65
. 45 DoD programs s -
 Program views created by summing ESLOC counts and SW - g
development hours from all CSCls in each program v p
» Commodity System of Systems 45
« 10 DoD commodity types rotal: o =

« Commodity grouping used for statistical tests (no growth factor
derived from this grouping)

Dataset
Characteristics
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Dataset Characteristics: Dataset Designations

Several datasets can be formed from the SRDR records, as each contains multiple SW
parameters

The scope of this analysis covers two datasets:
» ESLOC counts
» Development hours counts

These two datasets are then analyzed at the CSCI level and the program level, creating four
SW growth analysis cases:

ESLOC growth at CSCI level

Development hours growth at CSCI level

ESLOC growth at program level

Development hours growth at program level

vVvyyvyy

Dataset
Characteristics
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Dataset Characteristics: SRDR Data Visualization and Depiction

Plotting estimated values against actual values of all 274 CSCI data points for both
ESLOC and hours displays key characteristics of the data sets

» Both data sets have very wide ranges
» A few data points appear to be potential outliers

ESLOC CSCls Hours CSCls
1,000,000 1,000,000
=]
o o o
800,000 800,000
S 2
S 600,000 3 600,000
(%]
Ll ju
= o o © @
2 400,000 £ 400,000 <
< o Q s < g
e &
200,000 Qo 200,000
=]
0 § 0 ik
0 100,000 200,000 300,000 400,000 500,000 0 100,000 200,000 300,000 400,000 500,000 600,000 700,000
Estimated ESLOC Estimated Hours

Dataset
Characteristics
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Dataset Characteristics: ESLOC Growth Distribution

ESLOC growth factors are not normally distributed

» The histogram below displays the skewed distribution of all 274 ESLOC growth factors
(calculated using the reported estimated and actual ESLOC counts)

» The large difference between the mean and median growth values also highlights the skew of

the data Set . . . ESLOC Growth
Median  Mean Distribution of CSCI ESLOC Growth

24 7 i Mean 0.857
‘_>" 9 i Median 0.312
.g 20 - Mode 0.000
% o Std Dev 2.130
S 6 | Mini.mum -1.000
‘2 Maximum 17.818
o 14 -
t Count 274
.E 12 -
£ 10 -
©
R
B 6 -
g,
£
2 I [Hall,

0 T TTTTTTTT T, T T I II I I I I II III II I T T III T T T T 171 LU IIIII T T III IIII 1

OOLD<rNONI<rkD HNQ‘&DOONNQ‘&D MNQ'LOOOQ'N<f'k000u‘)N<l‘kDOOkDN<I‘kDOOl\N<rkDOOOONLO0)
S S 39 o'c o o - N N N Nomm < < < < TR R T T O 6 Y6 VY NNNN “'F'g

Software Growth

Dataset
Characteristics
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Dataset Characteristics: Hours Growth Distribution

Development hours are also not normally distributed

» The histogram below displays the skewed distribution of all 274 hours growth factors (calculated
using the reported estimated and actual hour counts)

» The large difference between the mean and median growth values also highlights the skew of

the data set .
30 Median  Mean Distribution of CSCI Hours Growth m
28 - ! Mean 0.832
T 5 - Median 0.267
E 24 - i Mode 0
[ 1
<2 ! Std Dev 1.793
220 - | Minimum  -0.848
Q18 i Maximum 13.747
) 1
» 16 1 i Count 274
£ 14 - i
S :
p 12 - i
B 10 -
S 8 ;
86 §
E 4 ‘H !
Z ., I ; |
o T T IE T T T T I I I I I I I I I T T III III T III T T I II T T I IIIII I T T T IIIII
r\mMHHmml\ l\mﬁmml\mﬁmml\mﬁmml\m\—ummr\mooom
ol'o'o'o'o'o'o'o' """"" P T T T T e e e e SV SV SRV SRV SRRV = - e J

Software Hours Growth

Dataset
Characteristics
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Analysis Part |: Statistical Tests
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Growth Statistical Tests: Test Overview

Because the data sets are not normally distributed, a series of non-parametric tests were
performed

» Non-parametric analyses are statistical methods used when the data is not required to fit a normal
distribution

» Uses ranks or orders instead of values
Kruskal-Wallis Test — Statistical significance

» Uses ranks to test samples for statistical differences

» If no statistical differences, samples can be combined into one larger data set and used together
Spearman’s Rank — Correlation

» Uses the rankings of data to test for correlation

» Differs from standard Pearson’s correlation in that correlation is not limited to a linear relationship
Depending on the results, non-parametric analysis enables further parametric analysis

» Parametric correlation analysis (Pearson’s) was also performed to test strictly for linear relationships

Statistical Tests




12

Approved for Public Release, 18-787

Statistical Tests: Statistical Significance

Test to determine if growth factors from different commodity types are analogous to one
another (e.g., are growth factors from ship systems analogous to factors from space

systems?)
To confirm that all 274 CSCls can be used as one data set, the non-parametric Kruskal-
Walllis test was used

» Tested for statistical significance among growth factors of each commodity type
» Test employed for the 4 analysis cases: ESLOC and hours at CSCI and program level

o®,
o o .
o . - Calculate the test If H< CV, fail

to reject null
hypothesis; No

Identify critical
value (CV) from
statistical table

Organize data set L4

statistical
difference in
samples

statistic (H) using
@ Vvalues by groupings

Compute ranking of
squared sums of
each data set value
the ranks of each
. . ‘ . grouping
. L )

In all four cases, no statistical differences were found — all data can be combined into one population

Statistical Tests
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Statistical Tests: Correlation

Spearman’s Rank identifies non-parametric correlation between two paired variables

» Similar to more commonly used Pearson’s product moment which only measures linear
correlation

» Uses ranks to determine correlation values and is therefore a robust way to identify potential
outliers

Pearson’s correlation matrix also developed to determine possible linear relationships
Based on these correlation results, both linear and nonlinear regressions were performed

CSCl Level Program Level
Pairing Spearm_an Pearsqn Pairing Spearm_an Pearsqn
Correlation Correlation Correlation Correlation

Initial/Final ESLOC 0.8490 0.7685 Initial/Final ESLOC 0.9312 0.9761
Initial/Final Hours 0.8916 0.8833 Initial/Final Hours 0.9321 0.9812
Initial Hours/Final ESLOC 0.7417 0.5793 Initial Hours/Final ESLOC 0.8229 0.8795
Initial ESLOC/Final Hours 0.7728 0.6035 Initial ESLOC/Final Hours 0.8136 0.9241
Initial ESLOC/ESLOC Growth % -0.1933 -0.1566 Initial ESLOC/ESLOC Growth % -0.1787 -0.1134
Initial Hours/Hours Growth % -0.1950 -0.1633 Initial Hours/Hours Growth % 0.2751 -0.1151

Statistical Tests
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Analysis Part ll: Regression Analysis
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Regression Analysis: Process Overview

Three base regressions: linear with intercept, linear without intercept, and log linear (power

curve)
» Initial ESLOC and initial hours used as independent variables to predict final ESLOC and final hours,

respectively
» Regressed at the CSCI and program level

Analysis of potential outliers
» Identification of influential observations
» Evaluation of level of influence on regression equations
» Evaluation of value in removing influential observations

Analysis of results
» Comparison of regression statistics (R?, standard errors, etc.)
« RZ?for nonlinear models have been shown to be artificial and inaccurate stats

Analysis charts will show R? for power curves, but caution is advised
« Standard errors are a main factor in deciding the best-fit regression
» Sanity checks on regression equations (evaluation of intercepts, predicted values, etc.)

Regression
Analysis




16

Approved for Public Release, 18-787

Regression Analysis: Process Overview - Qutlier Analysis Details

|dentification of influential data points
» Data points need to be evaluated for leverage against the three components of regressions
* Independent value (points more than 2 standard deviations away from the mean of x)
« Dependent value (points more than 2 standard deviations away from the mean of y)
* Regression line (points more than 2 standard errors away from the regression line)

Evaluation of level of influence on regression equations
» Data points proven to be influential against any of the three components need to be evaluated for
level of impact
» Regression is then run again without each individual influential data point to determine the effect on
the resulting equation

» Once the point is removed, the resulting slope coefficient in the equation is investigated for significant
changes from the original slope coefficient

Evaluation of value in removing influential observations

» Without programmatic information to explain potential outliers, need strong statistical justification to
exclude data points

Regression
Analysis
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Analysis Part ll: Regression Analysis
ESLOC Growth Analysis
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Regression Analysis: CSCI Level ESLOC Results Overview

Data set does not produce strong
regressions

» Linear without intercept is the most
acceptable of all three

» No recommendation for code growth
factor

Relevant Range Total

Min Max Data Points
77 440,384 273

Actual ESOC

500,000

400,000

300,000

200,000

100,000

0

CSCIESLOC
Y 4
/,:/
° [ ] P4
7.7
7,7
/’/
2
P
Z7 e
P .
- ~ .
e %o Fad °
° ’/ - °
L] [ ) .( .
o o 7 g °
° .o. °® > 8”7 e et
° /’ e’ o ©
oo @ .. °
T .
o0 .
] -0
'&ﬂ:‘. ° °
e o
oo
( e
50,000 100,000 150,000 200,000 250,000 300,000 350,000 400,000 450,000 500,000
Estimated ESLOC
----- Linear with Intercept == == = Linear without Intercept secceccce Power

Overview of Three Base Regressions

Variable Regression Type Equation Adjusted R? SE (unit space) CV (unit space)
Linear with Intercept ESLOCpct = 10,870 + 1.187 * ESLOCgg 58.90% 75,226 100.86%

ESLOC Linear without Intercept ESLOCp¢t = 1.255 * ESLOCggt 70.35% 75,612 101.37%
Power ESLOCac = 4.598 * ESLOCgg 876" 74.46% 78,096 104.70%

ESLOC Analysis
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Regression Analysis: CSCI Level ESLOC Outlier Analysis

Identification of influential data points
» All three base regressions have data points with leverage
. Linear with intercept — 16 data points
«  Linear without intercept — 27 data points 500,000 ) ’ .
. Power — 21 data points

Evaluation of influence on regression equations

Example Comparison of Two Linear Regressions

1,000,000

600,000

g y= 1.12872x+ 10870
» Regressions re-run without each identified point @ . . R 05906 .............
» Some points do effect the regression equation (changes in 2 4o e o 1&11:73255192609
slopes); TR .
«  Example shown reflects slope change from 1.187 to 1.117 200,000 NP ”‘ :
» Minimal improvement on regression statistics . %*v-""" ‘‘‘‘ . . .
Evaluation of value in removing influential observations oﬂf'o e 1 1
» Again, the new regressions also contain data points with leverage Estimated ESLOC
» No programmatic information to explain potential outliers (777 Linear (Al +s+sesees Linear (Linear (w/o Pt #107)

19 ESLOC Analysis




Graphical Depiction of Prediction Error of Both Linear Regressions for
Initial ESLOC Less than 30K

Actual ESLOC

70000

60000

50000

40000

30000

20000

10000

0

W/ Intercept: Predicted & Actual Deltas (<30K Initial ESLOC)

1

Estimated ESLOC

I )\ BetweenPredictedand Actual ESLOC =~ e | inear

70000

60000

50000

40000

30000

20000

10000 ‘
[l

0 ==

%
Actual ESLOC

Estimated ESLOC

I \ Between Predicted and Actual ESLOC Linear b=0

W/o Intercept: Predicted & Actual Deltas (<30K Initial ESLOC)

20

With intercept mostly overestimates

Without intercept is more balanced, but
favors underestimating
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Graphical Depiction of Prediction Error of Both Linear Regressions for
Initial ESLOC Greater than 30K

Actual ESLOC

W/ Intercept: Predicted & Actual Deltas (>30K Initial ESLOC)

600000

W/o Intercept: Predicted & Actual Deltas (>30K Initial ESLOC)

600000
500000 500000
400000 400000 I’
(@)
(@)
—
[9)]
300000 { ' 300000 |‘
©
>
g ||||
200000 200000 |” |
I

100000 ' 100000 Il | ‘ d ”
|| ] ~ L . il
0

R e UL . Il'I T " gl

I \ Between Predicted and Actual ESLOC Linear b=0

Estimated ESLOC Estimated ESLOC

I )\ BetweenPredictedand Actual ESLOC =~ e | inear

(U) Charts are UNCLASSIFIED

Both estimate much more similarly for this block of data
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Regression Analysis: CSCI Level ESLOC Analysis of Results Continued

Variable Regression Type Equation Adjusted R2 SE (unit space) CV (unit space)
Linear with Intercept ESLOCpct = 10,870 + 1.187 * ESLOCgg¢ 58.90% 75,226 100.86%

ESLOC Linear without Intercept ESLOCpcr = 1.255 * ESLOCgg 70.35% 75,612 101.37%
Power ESLOCac = 4.598 * ESLOCg 876" 74.46% 78,096 104.70%

Predicted growth factors using regressions and SRDR estimated ESLOC data points
» Linear with Intercept
. Yields factors ranging from 21% to 14,136%
. Average factor is 219%
. Growth percentage decreases as the ESLOC estimates increase
For small estimates, the intercept is a large percentage of growth
Begins to level off near 20% for large ESLOC estimates
» Linear without Intercept
. Growth always 25.5%
» Power
. Yields factors ranging from -8% to 168%

. Average factor is 35.7%
. Growth decreases as ESLOC estimates increase

Considering all statistics and factors, no recommendation of these regressions can be made

ESLOC Analysis
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Regression Analysis: Program Level ESLOC Results Overview

Program ESLOC

Recommended regression: Linear °° .
without intercept oo P //
» Lowest SE, highest adjusted R? g 2500000 > ,_/.’---{" --------

» Linear regressions nearly equivalent ;:ZZZZZ = T
» Power curve nearly 1 00000 2T

7o
500,000 ..«“"(
275°%
0 500,000 1,000,000 1,500,000 2,000,000 2,500,000 3,000,000
Relevant Range Total

Estimate ESLOC
Min Max Data Points
8,585 2,700,903 45

----- Linear with Intercept == == == |inear without Intercept ceccccccs Power

Overview of Three Base Regressions

Variable Regression Type Equation Adjusted R? SE (unit space) CV (unit space)
Linear with Intercept ESLOCpct = —108.5 + 1.387 * ESLOCgg 95.17% 145,113 32.07%

ESLOC ‘ Linear without Intercept ESLOCj; = 1.387 * ESLOCgg; 96.74% 143,455 31.70%-
Power ESLOCac = 2.066 * ESLOCgg *%%¢ 88.95% 161,558 35.70%

ESLOC Analysis
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Analysis Part ll: Regression Analysis
Development Hours Growth Analysis
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Regression Analysis: CSCI Level Hours Results Overview

CSCl Hours
. . . 1,000,000
Recommended regression: Linear without
Intercept -
» Both linear regressions are very similar, § w0 PV i
but the equation without an intercept has - . P e
< . B e
the better R? . NP i
. :. . /.(/ ...........
» SE's are nearly the same 00000 T
Total ’ 0 . 100,000 200,000 300,000 400,000 500,000 600,000
ota .
Min Max Data Points Estimated Hours
320 578,567 74 | 7= Linear with Intercept = = = Linear without Intercept ~ **+=+==+ Power

Overview of Three Base Regressions

Variable Regression Type Equation Adjusted R? SE (unit space) CV (unit space)
Linear with Intercept Hourspcy = 6,636 + 1.238 * Hoursgg 77.93% 44,230 72.22%
Hours - Linear without Intercept Hoursp; = 1.283 * Hoursgg; 84.27% 44,497 72.65%.
Power Hoursaee = 5.393 * Hoursgg, %8633 76.64% 49,838 81.37%

25

Dev Hours
Analysis
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Regression Analysis: Program Level Hours Results Overview

Recommended regression: Linear without
Intercept
» Lowest SE, highest adjusted R?
» Linear regressions nearly equivalent
» Power curve nearly 1

Relevant Range Total
Min Max Data Points
18,500 2,054,088 45

Actual Hours

3,500,000

3,000,000

2,500,000

2,000,000

1,500,000

1,000,000

500,000

Program Development Hours

~
/..-/"4...
o
"ﬁf‘( %
oo )'/
o ® %
00’ °
..
0 500,000 1,000,000 1,500,000 2,000,000
Estimated Hours

----- Linear with Intercept == = == |inear without Intercept eecccccce Power

2,500,000

Variable

Overview of Three Base Regressions

Hours

Regression Type Equation Adjusted R? SE (unit space) CV (unit space)

Linear with Intercept Hourspce = 1,947 + 1.381 * Hoursggt 96.19% 97,503 26.15%
- Linear without Intercept Hours,.; = 1.384 * Hoursgg 97.57% 96,402 25.85%.

Power Hoursae, = 1.536 * Hoursgg "% 88.81% 100,426 26.93%

26

Dev Hours
Analysis
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Summary of Results

Summary of Recommended Growth Factors

Variable Regression Type Relevant Range
CSCI N/a N/a N/a
ESLOC
Program Linear without Intercept 1.387 8,585 - 2,700,903
CSClI Linear without Intercept 1.283 320 - 578,567
Hours
Program Linear without Intercept 1.384 18,500 - 2,054,088
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Further Investigations and Questions
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Are “Outliers” Making Our Regressions?

Actual Hrs
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Regressing Initial Data Points Less than 20K

CSCIESLOC < 20K CSCl Hrs < 20K
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Zooming In...

CSCI ESLOC < 20K
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Are “Outliers” Making Our Regressions?

Actual Hrs

1,000,000
900,000
800,000
700,000
600,000
500,000
400,000
300,000
200,000
100,000

0

200,000

CSCIESLOC ALL
1,000,000
900,000
° o [
800,000
700,000
%) y = 1.1872x + 10870
S 600,000 R?= 0.5906
) -
= 500,000 et
S 400,000 PPt
° :'—’— ° °
300,000 o fes  __--T . o
o, o, Pe-T - ° ¢
200,000 o of o 2oy . e
e® o - °
. e ° =" °°
100,000, <o pen g e © -
L]
o2 .= 50,000 . .
0 50,000 100,000 150,000 200,000 . .
£<{40,000 o ce %
- || ° ? ="
30,000 . . ST
° . ® . ® o——.’__. :. °
20000 o 8 e PR
- - .® °, % : ® 9 .
10000 =~°°* _° ot e o *
o ‘..-O.ﬁ % ° o. .. °° ° °
0 .-vm .uo P
0 5,000 10,000 15,000 20,000
32

CSCl Hrs ALL
L]
”’.
f”
”’
- y=1.2378x + 6636.1
et R?2=0.7801
’f
f” o
L ] ’f
/”’
o -~ o °
50,000 .
L[]
300,00 40,000 — oL °
Es] o
L]
----- Ling e 2
30,000 . e o ¢ L :. ::_—:.”...o
i °
20,000 : - -,;,-—':-" . ® .
o. - :‘ o0 ® ° % ° °
10,000 :.’7.“—’} .:. -3 ..0 .‘ o © o
Sewe 0°'. o5 4
.’ o9 o °
0 .
0 5,000 10,000 15,000 20,000

Further
Investigation




Graphical Depiction of Prediction Error of Both Linear Regressions for
Initial ESLOC Less than 30K
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With intercept mostly overestimates

Without intercept is more balanced, but
favors underestimating
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Back Up
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Regression Analysis: CSCI Level ESLOC Analysis of Results

Variable Regression Type Equation Adjusted R? SE (unit space) CV (unit space)
Linear with Intercept ESLOCpct = 10,870 + 1.187 * ESLOCgg¢ 58.90% 75,226 100.86%

ESLOC Linear without Intercept ESLOCpcr = 1.255 * ESLOCgg 70.35% 75,612 101.37%
Power ESLOCac = 4.598 * ESLOCg 876" 74.46% 78,096 104.70%

With no data points deemed statistically significant enough to remove, analysis returns to original three base
regressions

Comparison of regression statistics
» R2
. All regressions have a low adjusted R2
. Linear without intercept line has the highest
» SEandCV
. Minimal difference between either linear SEs
. All three regressions have an extremely high CV; predicted values are far from the actual values

Sanity checks on equations and intercepts
» Interceptin the first linear regression is very large; leads to large predicted ESLOC values for small estimated ESLOC points
» Linear without intercept slope coefficient yields a growth factor lower than expected
. Mean growth factor of data set is 1.86 and median is 1.31
» Power model exponent is close to 1 — results in only a slight power curve

Considering all statistics and factors, no recommendation of these regressions can be made

36
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Regression Analysis: CSCI Level ESLOC using Program Level Factor

Without a strong regression equation from the CSCI data, the program level factor of 1.385 was evaluated
for viability
» Standard error: 79,938
* Not significantly higher than the lowest SE of 76,663 from the ‘linear with intercept’ equation

» Falls between median (1.28) and mean (1.84) of CSCI growth factors — more reasonable factor than the
three base regressions

Some values of the CSCI data are out of the relevant range of the program factor
» Program level range begins near 17,000 ESLOC, while CSCls begin near 255
» 81 CSCI data points fall below 17,000 estimated ESLOC — 38% of the data set
» Risk of applying factor outside its relevant range is accepted
« CSCI data is available to depict how the data behaves between 255 and 17,000 ESLOC
« Afactor of 1.386 for these points is as suitable as the factors produced through regression

Program factor includes more risk than ‘linear without intercept’ factor or median

» Analysis shows estimates for ESLOC contain large amounts of variation (66% of data points were
underestimated)
» Program factor will estimate a higher value final ESLOC than the median and ‘linear without intercept’ factors

For ESLOC at release level, recommend applying program level factor of 1.385

ESLOC Analysis
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The AWS Difference




What sets AWS apart?

M/ Experience Building and managing cloud since 2006

m\/ Global Footprint 18 regions, 54 availability zones, 114 edge locations
E\/ Pricing Philosophy 65 proactive price reductions to date (as of 03/2018)
E\/ Ecosystem 10,000’s of partners; 4,000+ Marketplace products

© 2018, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Why choose AWS?

Traditional Infrastructure

288
Resources and
Administration

Equipment

h

X

Contracts

AWS Cloud

6 @

No Up Front Expense Improve Time to
Pay for what you Use  Market & Agility

o N

Scale Up and
Down

Self-Service

Infrastructure
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Total Cost of Ownership




What is TCO?

« Comparative Total Cost of Ownership analysis
* (acquisition and operating costs)
« for running an infrastructure environment
» end-to-end on-premises vs. AWS.

© 2018, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Cloud Value Framework

What is it?

Examples

4=
Cost Savings
(TCO)

Infrastructure cost
savings/avoidance from
moving to the cloud

50%-+ reduction in

TCO (GE)

Typical
Focus

Efficiency improvement
by function on a task-
by-task basis

Over 500 hours per year
of server configuration
time saved (Sage)

Benefit of improving
SLAs and reducing
unplanned outages

Critical workloads run in
multiple AZs and
Regions for robust DR
(Expedia)

Most Compelling
Cloud Benefits

© 2018, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Business Agility

Deploying new features/
applications faster and
reducing errors

Launch of new products
75% faster (Unilever)



Sample Output

Cost Savings (TCO) Staff Productivity

Savings Impr Value

$1,093,514 Infrastructure 30%  $405,000

$688,514 Facilities 80% $270,000
$154,640 Application 20% $337,500

TOTAL $1,936,668 $1,012,500

TOTAL ANNUAL BENEFIT $8,731,433

Typical Focus

Business Agility
Uptime
Before After Value
eCommercel  99.00% 99.50%  $1,432,343 Timeto Deploy 22.0%  $656,232
Total Defects 35.0% $640,360
Customer NPS 50.0% $1,302,274
Employee NPS 33.3% $1,751,055

$1,432,343 $4,349,922

Most Compelling Cloud Benefits



COST SAVINGS

Cost savings of $20M p.a. (FINRA)

CIA used to build to max peak, only utilizing 12%
of their infrastructure, now scale on demand as
needed in seconds.

DC footprint from 13 to 6 (The Weather Co.)

DC footprint reduced from 8 to 3 by 2018
(CapitalOne)

Over 50% reduction in TCO (GE)
DC footprint from 45 to 6 (News Corp)

50% reduction in app costs (Time Inc.)

Computational cost reduced by 20%+ (ENEL)

Cloud deployment has saved US$34 million in
CAPEX and reduced OPEX by 85% (Samsung)

Cost reduction of $40k p.a. (Dow Jones )

CIA —in"17, post transition to C2S over 4000
developers were all writing code in an agile
simultaneous environment in the cloud.
Deploying live (within seconds Vs months).

Average annual staffing savings of $3m (Adroll)

Energy Marketing business prepared for
acquisition in only 6 months rather than 12 (Hess
Corp)

Half the infrastructure team required to manage
infrastructure (2C2P)

Performance targets over-achieved by 43-66%
(McDonalds)

IT Infra consolidation completed in 20% of
expected time (Hearst)

60% of IT working on data proliferation, lack of
standards, security hardening all of which AWS is
addressing. (Intuit)

Over 500 hours per year of server configuration
time saved (Sage)

39 years of Computational chemistry condensed
into 9 hours (Novartis)

Processing over 75 billion market events daily
(FINRA)

Per CIO of CIA: “we are now in the most
invincible environment possible, with security
measures in place that wouldn’t have been
possible in an on-prem environment, or
without AWS”.

Scaled to handle a 400% increase in page views
(Kurt Geiger)

Improved security posture (CapitalOne)
8600 transactions/second (McDonalds)

Transfer of over 750 TB of data from pipeline
inspection machinery (GE)

Critical applications run in multiple AZs, x-
Regions for robust disaster recovery (Expedia)

Supports over 300,000 requests per minute to
its API (Easy Taxi)

60% reduced downtime (Trainline)
Migration of SAP on Oracle to AWS with zero

unplanned downtime across five countries
(Kellogg’s)

BUSINESS AGILITY

CIA — Applications selection cut down from a
lead time of 9 months to minutes (Marketplace
and Partner ecosphere), Due to Al/ML,
searches that used to take weeks, are now
done in seconds, Cloud usage growth is at
208% YOY.

80% reduction in software R&D times (Apeejay
Stya & Svrén)

Time to launch digital campaigns cut from weeks
to 24 hours (91App)

Calc and reporting time cut from 10 days to 10
minutes (Aon Benfield)

Time to market cut from weeks to hours
(FlyDubai)

Clinical simulations 98% faster than on-premise
(Bristol-Myers Squibb)

Time to deploy IT compute reduced to <5
minutes (Alcatel-Lucent)

R&D RFS times reduced from 6 months to 1 day
(NewsCorp)

Provisioning time cut from 3—-4 weeks to 2 days
(ENEL)

Test-run time cut to 10 minutes, from up to 2
hours (Yelp)






TCO for On-premises v AWS
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Traditional Data Centre
& Co-Location

Comparing TCO isn’t easy
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Typical TCO Considerations

ardware — server, Ra
Chassis PDUs, ToR Virtualization
Swltches Ll_censes Space Power | Cooling

Facilities Cost
Server Costs

Facilities Cost

Hardware — Storage
Disks, SAN/FC Switches Software - Backup Space | Power [ Cooling Business Value:

Storage Costs
. Cost of delays
Software — Network Facilities Cost Risk premium
Competitive abilities
Governance
Etc.

Network Hardware — LAN

Network Costs | Switches, Load Balancer .
Bandwidth costs Monitoring Space [ Power | Cooling

Server Admin, Virtualization Admin,

IT Labor Costs Storage Admin, Network Admin, Support Team

Project planning, Advisors, Legal, Contractors,
Managed Services, Training, Cost of capital

Diagram doesn’t include every cost item. E.g. software costs can include database, management, middle tier software costs. Facilities cost can include
costs associated with upgrades, maintenance, building security, taxes etc. IT labor costs can include security admin and application admin costs.
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What's included in a typical TCO?

Infrastructure Comparison
Capacity Planning Benefits
Financial Benefits of Innovation
Cost Avoidance v
Workforce Productivity /
Accelerated Time To Value/Market

Cost to Achieve (Migration, Platform, Training)
Legacy Constraints

Included \/ Partially Included Not Included

© 2018, Amazon Web Services, Inc. or its affiliates. All rights reserved.



On-premises capacity planning

Compute capacity

100%

A typical on-premises compute
environment is massively underutilized

90%

80%

Idle

70% Capacity

60%

Studies by Gartner, McKinsey and the
Uptime Institute have stated that typical
data centers are on average
less than 50% utilized

50%

40%

30%

20%

10%

0%

on-p . IT www.uptimeinstitute.org
PP anthesisgroup.com/wp-content/uploads/2014/08/Data-Center-Issue-Paper-final826.pdf
www.nytimes.com/2012/09/23/technology/data-centers-waste-vast-amounts-of-energy-belying-industry-image.html
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Why Is on-premises so under-utilised?

Part of this can be explained by buying for
“peak load” requirements with inflexible infrastructure

Fluctuating/“Spiky” Part-time Cyclical

© 2018, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Why Is on-premises built for peak?



Initial questions to consider when exploring TCO

How do you plan for capacity?
How many servers have you added in the past year? Anticipating next year?
Can you switch your hardware on and off and only pay for what is used?

Capacity
Planning

What is your average server utilization?
How much do you overprovision for peak load?

Will you run out of data center space some time in the future?
Operations What was your last year power utility bill for the Data Center(s)?
Have you budgeted for both average and peak power requirements?

L Are you on AWS today?
Optimization Are you cost-optimized (Auto Scaling, RIs, Spot, Instances turn on/off)?

© 2018, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Addressing TCO in AWS




How do customers lower their TCO with AWS?

Remove over Economies of scale Pricing model Save more money
provisioning and allow AWS to choice to support as you grow bigger
move to a “pay for continually lower costs  variable & stable
what you use” workloads
model
“Customers will have spent 63.4% more on average on-prem or in co-location” =3100®

Analyze the Future

Source: IDC Whitepaper, sponsored by Amazon, “The Business Value of Amazon Web Services Accelerates Over Time.” December 2013
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Traditional approaches to capacity management

Unused Over
Capacity Capacity

Su M T W Th F Sa W Th F Sa
Day of the Week Day of the Week

Available Capacity Available Capacity

Build to peak load Build to average load
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Lower over-provisioning via elasticity

Auto Scaling allows you to:

React dynamically to
changes in load

Schedule regular workloads

Optimise your instance
usage

Reduce over-provisioning
Free service!

© 2018, Amazon Web Services, Inc. or

its

| Auto Scaling adjusting
| € capacity as needed

|
|
|

W Th F Sa
Day of the Week

Available Capacity
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AWS Economies of Scale

Continually lowering prices
Reduced for customers is in our DNA

Prices

More Infrastructure Innovation
Customer

Ecosystem
Global Footprint
New Features & Services

SCTMOMIE ) - SIS AU We pass the savings along to our

s of Scale Usage . )
customers in the form of low prices

and continuous reductions

(65 reductions to-date)

© 2018, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Amazon EC2 Pricing Models

AN
)

) _.;

| 112

On-demand Reserved



When to use Reserved Instances?

7N
On-Demand Instances

Reserved Instances
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Amazon EC2 Reserved Instances

Commitment level

Up to 75%+ o

3 year
PAVIlIYS AWS services offering Rls
(and Capacity Amazon EC2
reservation) Amazon RDS
Amazon DynamoDB

Amazon Redshift
* Dependent on specific AWS service, size/type, and region Amazon ElastiCache

mazon Web Services, Inc. or its affiliates. All rights reserved



Amazon EC2 Spot Instances

Allow you to bid on spare Amazon EC2 computing capacity
for up to 90% off the normal On-Demand price.

Applications that Applications that Users with urgent

have flexible start are only feasible at computing needs

and end times very low compute for large amounts
prices of additional

capacity

© 2018, Amazon Web Services, Inc. or its affiliates. All rights reserved.



With spot, the rules are simple

Markets where the price of
compute changes based on
supply and demand

You’ll never pay more than your
bid. When the market exceeds
your bid you get 2 minutes to

wrap up your work

© 2018, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Volume Tiered Pricing Discounts

A T =N
iR . 1R
oW w =
First 50 TB Next 450 TB Over 500 TB
per month per month per month
'h-i"
—
S S o
N = &
“®

0.024 GB/month 0.023 GB/month 0.022 GB/month
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Cost Optimization




Modelling Cost Optimization

E Con .
m
ase /
. 20 troygy
Plimiz, ti
.
]

On- Lift & Instance Improved Storage Optimized Measure Serverless Managed Replatformed,
Premises Shift Right-Sizing Elasticity Optimization Lift and Shift Monitor and Architecture Services AWS Optimized
Improve

Traditional TCO Comparisons © 2018, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Five Pillars of Cost Optimization

Right-Sizing Your Increase Pick the Right Match usage to
Instances Elasticity Pricing Model storage class
N

© 2018, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Right-sizing instances

Selecting the cheapest instance available while

L . .
s meeting performance requirements

Look at CPU, RAM, storage, and network
Utilization to identify potential instances that can
be downsized
]
. Leveraging Amazon CloudWatch metrics and
setting up custom RAM metrics

Rule of thumb: Right size, then reserve. (But if you’re in a pinch, reserve
first.)

© 2018, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Right-sizing & elasticity to reduce cost

More smaller instances vs. fewer larger instances

29 m5.large @ $0.111 /hr
$2,349.87 / mo*

59 t2.medium @ $0.052/hr
$2,239.64 /| mo*

*Assumes Linux instances in the EU (London) Region at 730 hours per month

© 2018, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Workload Scheduling

% Running Time

100.0
100
g 71.4
Up to 70%
. savings for non-
P 35.7 production
| 208 workloads
20 — —— —
0

24 X 7 24 x5 12 x5 10x 5
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AWS Instance Scheduler

- AWS-provided solution Up to 70% savings
« Custom start & stop schedules "
* Works with EC2 & RDS instances
* Deploy using CloudFormation : “ |
. Selectively tag instances to schedule
* Multiple schedules per instance
* 5-minute granularity

i d i
: d :
§ S— ¢

Amazon
DynamoDB
o i -
: Instances in multiple
accounts and regions

i
—p——8

https://aws.amazon.com/answers/infrastructure- 7 ~
management/instance-scheduler/ Sl i o CloudWatch
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Amazon S3

Designed to store and access any type of data
over the Internet

Amazon Glacier
Low-cost and highly durable storage

service for long-term backup and archive of L
any type of data

Amazon Elastic Block Storage 41 hh
Block-level storage that serves as a virtual im 1
hard drive for your Amazon EC2 instance .

Match usage to storage classes

AWS Storage Gateway

Seamlessly links your on-premises
environment to Amazon cloud storage

Amazon Elastic File System

Simple, scalable file storage for use with
Amazon EC2 instances in the AWS Cloud

Amazon CloudFront

Amazon CloudFront is a global content
delivery network (CDN) service

© 2018, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Serverless Architecture

2

&

No Server Flexible High
Management Scaling Availability
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No Idle
Capacity



Amazon CloudWatch

8

d
4

N

Monitor AWS Resources Set Alarms Monitor Custom Metrics

B

View Graphs and Monitor and React to
Statistics Resource Changes
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Metrics & Targets

Set up metrics to define success and track progress

% Instances turned off daily

% of Instances right-sized

% Always-on Resources covered by Rls
% RI utilization

What KPI makes sense for this workload?

© 2018, Amazon Web Services, Inc. or its affiliates. All rights reserved.



AWS Trusted Advisor

Py RDS Idle DB instances

...compares it to AWS a 11 of 15 RDS DB instances appear to be idle.

best practices in

four categories... L Recommended Action
D g Cost Optimization Annual savings of up to $2,738 are available by minimizing the idle RDS DB instances

& Service Limit Recommendations
@ No Problem Action ervice Limits include links to

0 of 24 service limits are over 80% capaci . X
Detected Recommended Performance fee fm * capacity take direct action...

N o RDS Security Group Access Risk
Investigation n 9 of 26 RDS Security Group rules create potential security vulnerabilities
Recommended
) Recommended Action
—_— l Security Configure Security Groups to restrict access to only specified users or computers
— .
’ Amazon EC2 Availability Zone Balance
\ )
= ‘J v 0 regions have an imbalanced instance distribution across Availability Zones.
As an AWS customer,
. ) Fault Tolerance
you want the most value Trusted Advisor scans ...and provides
from your investment. your AWS infrastructure.... recommended actions.

Trusted Advisor can help.
..to help secure and optimize your infrastructure, and save money

© 2018, Amazon Web Services, Inc. or its affiliates. All rights reserved.




AWS Cost Explorer

& Monthly EC2 running hours costs and usage
Last 3 Months »  Monthly = Group by: Instance Type *  liw Stack ~ Service

Linked Account
Costs (§ in thousands) e o

20

Region

Avallabilty Zone

Instance Type Exclude only ~
Usage Type

Usage Type Group

ECZ: Running Hours. X

Uszage (Hrs in thousands)

2

OPTIONS

May 21T Jum 2017 Jul 2017

Include costs related to
Bl c3 8xlarge [ 2darge [ M3 medium

Download CSV EA Recurring reservation charges
B4 Other subscription costs
Instance Type May 1, 2017 Jun 1, 2017 Jul 1, 2017 Instance Type Total [ Taxes
EA Support charges

Tatal cost (5) 1.272.60 1,558.56 1,845.12 4 676.28

Other

Total usage (Hrs) 2,345 1,955 2232 6,532 [ Shew

ided Cosls
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Cost Conscious Design




Cost Conscious Design

Example: Should | use Amazon S3 or Amazon
DynamoDB?

aWS AWS Simple

Monthly

N Calculator




Amazon S3 or Amazon DynamoDB

Request rate Object size Total size
(Writes/sec) (Bytes) (GB/month)

Objects per month

300 2,048 1,483 777,600,000

© 2018, Amazon Web Services, Inc. or its affiliates. All rights reserved.



AMazo Or AMazo

Request rate

Amazon DynamoDB is a high performance n (ertQSISEC)
. is easy to set up, operate, and scale. It is de
problems of database management, perform
also provides predictable high performance | 300
Indexed Data Storage:
Dataset Size: 1483 GB v
Provisioned Throughput Capacity *:
Item Size (All attributes): 2 KB

Number of items read per second: 0 Reads/Second

o Strongly

Read Consistency: Consistént

cheaper)

Number of items written per
second:

300 Writes/Second

Amazon DynamoDB Service (US-East) & 644,30
Provisioned Throughput Capacity: 3 261.69
Indexed Data Storage: $ 38261

Eventually Con

Total size
(Bytes) (GB/month)

2,048 1,483

Zon S3 is storage for the Internst. It is designed to
computing easier for developers.

Object size

Storage:
Storage: 1483
Reduced Redundancy Storage:

Requests:

PUT/COPY/POST/LIST Requests: 77760000 Requests

GET and Other Requests: 0 Requests
Amazon 53 Service (US-East &
Storage: % 4437
Put/List Requests: 1 3888.00

0 a ates. A g eserved

Objects per
month

777,600,000

ake web-scale

35932 27



Amazon S3 or Amazon DynamoDB

“...but what happens if | change the object size to 32 KB?”

Request rate Object size Total size
(Writes/sec) (Bytes) (GB/month)

300 32,768 23,730 777,600,000

Objects per month

© 2018, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Amazon S3 or Amazon DynamoDB

Indexed Data Storage:

Dataset Size:

Provisioned Throughput Capacity *:

Item Size (All attributes):

Number of items read per second:

Read Consistency:

Number of items written per
second:

Amazon DynamoDB Service (US East (N.
Virginia))

Provisioned Throughput Capacity:
Indexed Data Storage:

Request rate Object size Total size Objects per
(Writes/sec) (Bytes) (GB/month) month

32,768 23,730 /777,600,000

GB . . .
23730 Amazon S3 is storage for the Internet.\lt is designed to make web-scale

Standard Storage:
Storage: [T
Eventually G PUT/COPY/POST Requests: 7776000( Requests
300 Writes/Second GET and Other Requests: 0 Requests

10500.15 Amazon S3 Service (US East (N. Virginia)) 4433.79
4555.79 Standard Storage: 545.79

5944.36 Standard Put Requests: 3888.00

© 2018, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Amazon S3 or Amazon DynamoDB

Total size
(GB/month)

1,483

Object size
(Bytes)

2,048

Request rate
(Writes/sec)

300

Scenario 1

300 32,768 23,730

Scenario 2

Amazon 53 Service (US-East)
Standard Storage:

Standard Put Reguests:
Amazon DynamoDB Service (US East (N.
Virginia))

Indexed Data Storage: Provisioned Throughput Capacity:

DynamoDB Streams: Indexed Data Storage:

© 2018, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Objects per month

/77,600,000

/77,600,000

$ 443379
545.79
3888.00
$ 10500.15

4555.79
5944.36



http://calculator.s3.amazonaws.com/index.html#r=IAD&key=calc-F6B3AD98-1404-4770-BAB0-1F5397F445A7
http://calculator.s3.amazonaws.com/index.html#r=IAD&key=calc-2440EC2A-1C16-4BCE-B5CE-5075887F4A47

What Next?




What benefits do | get by moving to AWS?

—
a Trade capital expense ? Increase speed and agility,
S J

.

for variable expense reduce time-to-market

>

‘A Focus money on product
%1)’ development, not data centres
=)
Stop guessing capacity l @I

© 2018, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Benefit from massive
economies of scale

Go global in minutes




And for existing customers: a call to action!

i T

-
How many
instances

could I right-
size?

&
=

What benefits How many
could | get of my
from using Instances

reserved need to be
instances? running
24X(7?
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a—

How many
Instances
are
configured
for auto-
scaling?



Useful Resources

« AWS Pricing

= https://aws.amazon.com/pricing/

* Online TCO Calculator:

» https://awstcocalculator.com

« AWS Cloud Economics Center:

= https://aws.amazon.com/economics/
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Thank you!
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